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Abstract

Electronic industry is developing advanced and versatile products to satisfy customers' needs. It is
also creating new needs, which expand the market further. This highly competitive field forces
companies to produce continuously better, and hence more complex, products at an increasingly fast
rate. This is particularly true of the mobile phone industry, which pursues higher volumes and
penetration rates throughout the world. Very high volumes and extreme complexity require intensive
research and a commitment to high product quality. Mobile phone manufacturers must commit
themselves to strict quality standards and programs, which ultimately enable high customer
satisfaction.

Both quality assessment and product management generally need a method of feedback to be able
to react to the manufactured output. This thesis concentrates on this aspect of feedback. A preliminary
customer survey revealed that the information received directly from customers  might not be
accurate enough to be used as primary feedback data. The quality of the information varies notably
and depends entirely on the customers' ability to perceive the relevant parameters. This also affects
greatly their ability to communicate the information to the customer interface and then all the way
back to the manufacturer. Based on the findings, end customers' average level of knowledge of mobile
phone technology is fair [C]. Therefore, it is recommended that more accurate means should be
developed for acquiring feedback data. Also, based on other research findings, it would be important
to minimize human intervention and to make the flow of information as direct as possible.

Based on previous research and the present findings, a concept was designed which satisfies the
specific need for accurate feedback from the performance of mobile phones in the field. The
interfaces providing data throughout the whole product life cycle were also analyzed in detail. And
finally, the concept was implemented and piloted with a mobile phone manufacturer. The pilot studies
showed that an improved feedback capability would benefit not only product quality, but also various
functions of the company producing mobile devices. The increased knowledge of device performance
obtained from the system can be utilized in, for example, testing, design, marketing, and management
and also at all customer interfaces in the field.

Keywords: automatic testing, built-in self-tests, decision support systems, diagnostic expert
systems, electronic equipment testing, information retrieval, quality assurance, remote
sensing
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1 Introduction 

The software in current mobile phone products is much more complex than that produced 
earlier, and it is likely to become even more complex in the future. This means that there 
will probably also be an increasing number of faults in the released software. This 
increase in complexity also means that it will be increasingly difficult to detect the causes 
of the various faults. The new technology used and the stricter standards applied to both 
electronics and mechanics will make it more difficult to find the failures in the products 
and to repair them efficiently. The more time is used to identify the problem, the less time 
there is to repair it economically. This may also result in lower quality of service for end 
users and, consequently, increasing customer dissatisfaction. This may have a direct 
negative impact on overall business and the company’s brand. 

Since sales volumes are growing and more phones will be sold throughout the world, 
even with a lower Field Failure Rate (FFR) than recently, there will be more failures to be 
identified. This will increase the number of customers who find something wrong with 
their phones. In this scenario, No Fault Found (NFF), which is a major object in FFR, 
will play a leading role. Products that come to the repair cycle without any fault will 
unnecessarily consume resources and generate costs to the aftermarket services. If there 
were, after all, a fault in a product that was not detected at the service center, it would be 
harmful for product quality in the sense that the product creation organization would not 
receive the necessary information about the faulty product. There would be no corrective 
actions based on the information. 

Simple, fast and reliable methods and feasible tools are needed at the customer 
interface to provide customers with the necessary information whenever they feel that the 
product is not functioning satisfactorily. It is known that customers seldom consult user 
manuals when faced with problems (Fig. 19, page 63), or at least these manuals are not 
considered very helpful (Table 11, page 60). Many customers have found care lines (i.e. 
call centers) to be the easiest way to find the information they need (Table 11, page 60). 
In the current situation, and especially with the increasing volumes, care lines find that 
they are having a hard time locating the real problem from the customers' description of 
the fault reliably enough (Fig. 17, page 61). This leads to the customer being advised to 
go to the point-of-sale, from where the phone is likely to be sent for servicing. This is a 



16 

strong indication that a very simple and easy method of finding out if something is wrong 
with the phone is needed at the customer interface. 
Fig. 1 illustrates the flow of service from the point at which the customer finds something 
wrong with the phone to the service center. The most important sector is between the 
customer, the care line and the point-of-sale. The dashed lines represent the points at 
which tools or methods are needed to serve customers better and, simultaneously, to 
achieve potentially significant cost savings. When a product is sent to the service center, 
logistic, labor (reception, analysis, repair, etc.), overhead and other costs are inevitably 
incurred in the process, since the service chain must be kept continuously in action. It 
should be noted that, ultimately, only material and repair labor costs could be affected, 
meaning that only these factors change depending on the repair actions needed. 

"Time and
money"

"W
ha

t c
a n

w
e

d o
?"

Customer

Point of sale

Operator

Service

Care line

center
 

Fig. 1. Flow of service and information after the customer finds a fault in the product. 

For example, it may be that the total average cost per service visit for a product would be 
around 50 euros (see also section 3). This figure consists of all the different costs 
mentioned above. Overhead and other costs are inevitable in the service business. These 
together would account for about 35% of all costs. The other inevitable costs related to 
logistics, such as freight, packaging, and the related labor, would account for about 15%. 
Repair-related material costs would account for an average of 25% of all costs. Analysis 
and repair-related labor would make up the remaining 25%. Now, it is easy to see that the 
average cost per service visit for a product would be at least 30 euros (60% of total costs), 
even if nothing were repaired. To get a concrete idea about the amount of money 
involved in the given example (see also section 3), we can say that, if the product volume 
were 10 million and the failure rate 1%, the absolute minimum cost for service would be 
3 million euros. 

This thesis presents a comprehensive system of acquiring and analyzing performance 
data for mobile devices. ‘Comprehensive’ here means that the innovative tools and 
methods can be used throughout the whole product life cycle, from product creation 



17 

through customer market to services, covering all the necessary interfaces. The thesis also 
pertains to the reporting and analysis interfaces, since the data must be usable as a source 
of feedback for the given interfaces and for the company’s quality assurance. 

The main contribution is the innovation and design of the corporation-wide system of 
Product Performance Counters (PPC) (Section 9.7.1 ) for mobile devices, which will be 
targeted to the most critical areas, where it will best reduce the Field Failure Rate (FFR). 
Within FFR, the most important factor influenced is the No Fault Found (NFF) rate. The 
critical areas covered are (1) product creation, (2) customer interface, (3) service centers, 
and (4) the flow of information between these interfaces. A decrease of FFR will increase 
the company’s profits. A lower FFR will immediately result in less costs in aftermarket 
services and, in the long run, higher customer satisfaction and a better brand as well as 
more sales and a larger market share. High-standard services will also provide additional 
value for end-users by providing information about the phone’s functionality through 
customer service. 

PPCs or similar methods have already been available for years, but they have not been 
used in this manner in the mobile phone market. This thesis describes novel methods of 
performance data retrieval and an advanced system for storing and analyzing the data. 
The innovative system introduces a new comprehensive field feedback process for the 
mobile product industry, which is allegedly not yet used in any field of new technology 
(Luiro et al. 2001). Although the concept developed here has a number of beneficial 
functions, which can be used individually, it should be considered a package concept of 
services and tools. After all, real value is achieved from the combination of methods that 
make up this comprehensive system. 

1.1  Research problem 

Accordingly, we can conclude that we need to cover a few interfaces with solutions that 
enable us to collect product performance data for analysis. In addition to the real-time use 
at the customer interface, the data and the results of analysis can be used for field 
feedback in product creation and, hence, for actions that will improve product quality. As 
soon as we have a good idea about the analogy between the field feedback data and the 
actual faults in the field, the service can be modified to allow immediate feedback 
directly to the customer. The service can then be helped to make correct decisions more 
quickly. The research problem concerning the concept can be formulated as the following 
simplified questions relating to the above principles. 

1. What are the right performance measurements in mobile products? 
2. How can we control the creation of performance measurement? 
3. What are the interfaces from which data should be retrieved? 
4. How could we transfer the performance information from a mobile device to the 

relevant interfaces? 
5. How could we store the performance data so as to have it conveniently available? 
6. How should we analyze the data? 
7. How could we feed the data back to the interfaces in such a format that it could be 

used to improve service and product quality? 



18 

Another research problem, which should be addressed first, is to find out if there is a 
real need for a system based on the above concept and in which areas it could help most. 

1.2  Research methodology 

The approach of this research is the constructive paradigm. The research strategy 
followed three steps, starting with an analysis of the state of the art, followed by creation 
of the concept, and ending in evaluation. First, the background information, including 
both theoretical and practical information, was analyzed. This was done through a 
literature review, a case study, and a questionnaire survey. The current state of the 
technology is discussed in the literature review by going through both similar areas of 
technology and technologies with potential relevancy for the research. The case study 
design was used to identify and illustrate practical problems within the area of 
technology. The aim of the questionnaire survey was to elicit information and possible 
problems of the customer base. These three methods were used to analyze the total extent 
of the problem. 

Based on the knowledge obtained from the problem analysis, the concept was created. 
Current methods were combined and improved, and new processes were created to 
design a system that would produce a potential solution to a specific problem. Lastly, 
case studies, pilots and qualitative and quantitative studies were used to evaluate and 
demonstrate the results. 

1.3  Outline of the thesis 

At the beginning of the thesis, I will review the current technologies related to the 
innovative system and also introduce some concepts which are essential for 
understanding the whole picture. This section of the thesis will illustrate the state of the 
art and point out the gaps between the need and the available concepts. The readers will 
be shown that there are many technologies and theories, which are either not usable as 
such or suitable for technologies other than mobile phones or need to be integrated into a 
pool of other methods in order to be usable for the present purpose. 

The preliminary customer survey concentrates on revealing the trends and level of 
customers’ comments. By this, I mean the kind of language that customers actively use 
and the kind of language they understand, i.e. the extent of the passive terminology they 
understand. Some aspects of customers’ viewpoints are also covered. This study aims to 
highlight the need for a new feedback process at the customer interface. The research will 
show how much we can actually rely on the information gathered verbally or 
qualitatively at the customer interface. The primary objective is to find the level of 
knowledge of the average customer in the field of mobile technology. The secondary 
objectives are to find out the threshold of complaint, the motive, and the means used to 
find out the problems encountered. 

The section on system construction describes how the concept is designed for the 
mobile phone business environment based on the innovations and integrated 
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technologies. The comprehensive system is explained in sufficient detail to make the 
methods and tools understandable. The innovative system consists of process, mobile 
software, server, network, and PC software solutions that together provide the requisite 
methods and tools. The actual implementation of the designed concept is also briefly 
discussed. 

Lastly, benefits are discussed in the form of case studies and small surveys, which are 
summarized to point out the basic benefits provided by the developed concept to the users 
within a short period. The purpose is not to determine a definite level of benefit, which 
would be impossible within such a short time, but rather to outline the general attitudes 
towards the services and the first implications of their advantage. 



2 User information 

The system developed here interacts with mobile stations and then receives specific 
information for further actions. At this point, it is merely an application of information 
technology, which transfers data from one place to another. However, a mobile station or, 
in more familiar terminology, a mobile phone is generally a very personal instrument 
used mainly for personal communication. Even the retrieval of performance data, which 
ultimately aims to improve the quality of mobile phone products, could be categorized as 
violating the users’ personal space or privacy, if misused, or at least to compromise the 
good practice (ETSI TC SMG 1999, Personal Data Act 523/1999, Act on the Protection 
of Privacy and Data Security in Telecommunications 565/1999). Such questions related 
to the gathering of any kind of user information must be considered very carefully, 
especially when the data gathering is even partly automatic. 

Usually, the basic user information is understood to include at least demographic (e.g. 
gender, age, marital status, education, etc.) and sometimes even psychographic (issues 
concerning the user’s values and lifestyle) information (Merlyn 1999, RAMON 2002). 
For more detailed user databases, the user’s name, address, and other relevant 
information are also requested (Merlyn 1999). In the present system, the protocol does 
not include any user-specific information. All information that is retrieved and stored 
contains only information about the product itself. This technical information is never 
connected with any personal data or information, which would identify the owner of the 
mobile phone. ‘Personal data’ has been defined by the Personal Data Act 523/1999 
(Finland) as follows: 

Any information on a private individual and any information on his/her personal 
characteristics or personal circumstances, where these are identifiable as concerning 
him/her or the members of his/her family or household. 

However, if the PPC concept or a similar system is applied in any organization, the 
individual circumstances must be studied thoroughly, and preferably a comment could be 
requested from the data protection ombudsman. In some cases, the applying organization 
may already have personal data (e.g. mobile phone operator) and can hence, at least in 
theory, connect the retrieved technical performance data with the personal data. This may 
complicate the situation somewhat. For example, in Finland there is an act concerning 
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telecommunications operators, which states certain restrictions, but allows the use of 
personal data for development work (Act on the Protection of Privacy and Data Security 
in Telecommunications 565/1999). Naturally, the customer could also be personally asked 
for a permission for the necessary measures. For this purpose, a specific consent form 
could be appended to the service agreement. 

People are very conscious of their rights and privacy, but understand good intentions if 
they are explained well (Fox et al. 2000, section 8). The gathering of personal 
information without the customer’s knowledge gives rise to irritation and distrust (Fox et 
al. 2000). This is why a customer is always asked to authorize OTA (Over the Air) PPC 
Retrieval prior to any further actions (Section 9.4 ). Such authorization is naturally also a 
required procedure (ETSI TC SMG 1999). Additionally, OTA PPC Retrieval, or Remote 
Assistance, as the service has been called at the customer interface, is mainly meant to be 
used as an online tool at call centers or points of sale, where there are always professional 
people to explain what is going on and there would hence be no unknown situations for 
customers. 

According to different sources, only about one tenth of users disapprove data 
collection (Fox et al. 2000, Merlyn 1999, section 8). It seems that this could apply 
generally to all usage of media, such as personal computers (cookies, Java Applets, etc.) 
and mobile phones (performance data). However, the figures seem to be, at least in some 
cases, dependent on the user’s level of knowledge and the circumstances (Bauer & Scharl 
1999, Fox et al. 2000). 

2.1  Increased communication 

If the quality of service, which includes good products for customers, is to be improved, 
communication with personal instruments (meaning generally all personal 
communication devices) as well as with customers must also be increased (Arbanowski et 
al. 2001, section 8). I-centric1 communication connects humans, or rather human 
behaviors, with technologies (Arbanowski et al. 2001). A service platform created for 
purposes of I-centric communication adapts to the user’s behavior and changes its actions 
accordingly (Arbanowski et al. 2001). Inversely, the platform can then be monitored to 
acquire a user profile as information for other services (Fig. 2). However, the key 
problem is how to get the relevant information out of the system and how to interpret and 
use it correctly (Merlyn 1999, Robbin & Frost-Kumpf 1997, Sampson 1998). Also, there 
are always some errors in the received data because of the complexity of the 
organizational, social and technical processes involved in data production and use 
(Robbin & Frost-Kumpf 1997). As far as I can see, this idea could be analogous to total 
system reliability. All components must work correctly for the system to function 
properly. Musa (1999) has illustrated this by presenting an event diagram with AND 
configuration. The diagram includes a hardware component, a software component, a 
user documentation component, and an operator component. The last two components 

                                                           
1 I-centric: “I” means I or individual and “centric” means adapting to an individual’s requirements 
and a certain user environment (Arbanowski et al. 2001). 
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represent the human contribution to the system. Each of these components must give 
right outputs to the component next in order for the last output from the system to be 
right. 
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Fig. 2. Architecture of an I-centric Communication system (modified from Arbanowski et al. 
2001). 

As shown in Fig. 2, the developed system (PPC concept) is based on the same 
principle, but it is adapted according to the designed purpose. The original architecture by 
Arbanowski et al. (2001) does not contain any definite way to get parameters out of the 
system in order to improve the system itself. This means that no feedback loop has been 
designed into the architecture. The additional information arrow out of the user profiles 
illustrates the need for this additional function. It might be better to have the arrow start 
from the context handler, which deals with the problems related to interpreting and 
converting the user input, the sensed information, and the events that have occurred 
(Arbanowski et al. 2001). In this context, however, the scenario is clearer, as the original 
architecture is not really changed, but only evaluated, and the PPC concept uses 
information received about user profiles. 

The physical communication space provides the functions that a mobile phone offers 
to a customer (Arbanowski et al. 2001). The customer uses these services through the 
user interface, and the usage parameters are stored into the memory of the mobile phone 
as PPCs (user profiles in Fig. 2), which can later be retrieved for further analysis. 
Arbanowski et al. (2001) have the approach that the system makes the best possible 
profile of the user’s behavior and then it will be able to serve the user in the best possible 
way. This makes usage easy and dynamically adaptive to possible changes. The missing 



23 

part of the introduced architecture and its adaptability is now introduced in the PPC 
concept. PPCs and the related data, which are constructed from the user profiles 
(information of user profiles Fig. 2), will be used to facilitate current and future software 
and hardware design and also to solve the problems that customers may have with the 
product. Hence, this could be understood as an adaptation to the customers’ common or 
average behavior and long-term preferences. 

2.2  User satisfaction 

Internet has proved to be a very good platform for data collection over the years, and it is 
currently used as a feedback source by uncountable organizations, although the methods 
are still evolving (Bauer & Scharl 1999, Sampson 1998), as they probably will even in 
the future. Internet technology is hence a natural choice for a platform that must be 
accessible to many user groups, or even individuals, located worldwide. The user 
interfaces for OTA PPC Retrieval and for the analysis tools are developed for Intranet 
and, in some cases, Extranet in the PPC concept. Using Internet technology, support and 
maintenance could be easily centralized and location could thus lose its meaning for both 
customers and the support organization. 

User satisfaction is closely related to user involvement in system development. It has 
been found out that if end users are involved in the development phase, the process is 
more likely to lead to products that are perceived to be useful, are viewed positively, and 
are easy to use (Mahmood et al. 2000). It is also true that the more users are involved, the 
greater is user satisfaction. In order to achieve maximum user satisfaction, an overall end 
user support mechanism must be developed and maintained (Mahmood et al. 2000). 
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Fig. 3. Factors affecting IT end user satisfaction (Mahmood et al. 2000). 

As illustrated in Fig. 3, end user satisfaction is a sum of several different variables, but 
not entirely independent, as mentioned. The categories of user background and perceived 
benefits could be covered by well-organized user involvement. As Mahmood et al. (2000) 
mostly refer to IT system development programs within organizations, these findings 
could be applied to both external end users (external customers) and internal end users 
(internal customers). Actually, the only difference in that case is that the organizational 
support category must be broadened to concern possibly both internal and external 
parties, depending on the case. The other categories are easily understood to concern 
external customers. 

The PPC concept uses findings introduced by Mahmood et al. (2000) indirectly with 
end users. End users give their input to system development (i.e. here mobile phone 
software and hardware development) through their products, when the related 
information is retrieved from them at the customer interface (e.g. point of sale, call 
center) or at a service center. Very important end user feedback is also received when 
internal tests are run on the products before sales launch. In this kind of tests, products 
are distributed to people who are working in the organization, but not necessarily in 
functions related to product design. These people may be very close to actual external 
customers as regards usage patterns and still be working very close to the design groups. 
Thus, feedback can be generally much faster than that coming from the field, enabling 
shorter design cycles when needed. 



3 Software and hardware reliability 

The latest development trends in mobile technology have taken the first steps towards 
multi-communication platforms, where voice is no longer the key channel, but merely 
one method among the others (Nokia Internet web pages 2002a). At the same time, 
software has been assigned an increasingly strategic role, and major mobile technology 
players have, for example, created services for software developer communities, which 
can use shared technologies and expertise pools of the companies for their own ideas to 
create new applications (Ericsson [2002a], Motorola [2002], Nokia [2002b], Siemens 
[2002], Sony Ericsson [2002] Internet web pages). The latest trial to promote growth for 
the whole mobile industry is the Open Mobile Alliance (OMA), which is based on 
openness of global standards, protocols, and interfaces with software products and 
services (Open Mobile Alliance Internet web pages 2002). The members of this alliance 
include a large group of industry-leading companies. Unlike software, most hardware 
platforms are still being kept under single brands. However, it seems that the hardware 
business (including development, production, and even aftermarket functions) could be 
largely subcontracted or licensed in the future, as it has already been done to some degree 
(Ericsson 2002b, Laatikainen & Lukkari 2002). 

The above facts may relate strongly to the software and hardware reliability. Since the 
number of developers responsible for a product increases all the time, it will be 
increasingly difficult to control quality and, hence, reliability. Efficient and targeted 
processes must be established to ensure the quality of the output, and there must be 
appropriate methods for registering and analyzing the output giving the necessary 
feedback. Pesonen (2001) gives the following example from telecommunication industry, 
which illustrates the importance of product reliability. Similar examples have also been 
reported in automotive industry. It may be that a product development program worth 10 
million euros yields the design of a product that sells 10 million products at a sales price 
of 200 euros/product, producing 2000 million euros in sales revenue over its life cycle. 
The field return rate that causes replacement of the product by a new one is 0.5%. One 
replacement costs 150 euros + 50 euros for handling = 200 euros/product. As we can see, 
a very low field return rate makes the life cycle warranty cost equal to the product 
development cost. Based on the example, it would seem very appropriate to invest more 
design resources in the work on quality and reliability. There is no need to discriminate 
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between software and hardware. If product failure results in a return, both are equally 
important. 

3.1  Nature of reliability 

The differentiation between hardware and software reliability could be artificial in terms 
of total product reliability. Both could be defined in the same way, and software 
reliability estimation programs can be used for hardware as well (Musa 1999). Both 
components of reliability can be then combined to get total system reliability (Musa 
1999), as illustrated in Fig. 4 as a theoretical product failure rate during the product’s life 
cycle. 
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Fig. 4. Theoretical product failure rate characteristics of mobile phones (adapted from Lyu 
1996, Rajsuman 1992). 

Fig. 4 illustrates the development of product reliability, starting from the first 
functionality tests to the phases were the product reaches the end of its service life. When 
the specified goals of maturity of both hardware and software are reached during the 
project, the product can be launched for sale (Lyu 1996, Rajsuman 1992). This is an 
economic decision based on estimations of system costs, operational effectiveness, 
warranty costs, logistics support, and competitive position (Rajsuman 1992). The CE 
phase has been marked as ending at the sales launch (Fig. 4), but in the reality, it usually 
continues up to a point where the product has become established on the market and 
enough statistical data have been gathered to enable successful handover to the PE phase. 
For explanation, new products are integrated and implemented during the Concurrent 
Engineering (CE) process, using components, modules, and parts, and the particular 
combination gives the product certain predetermined features and performance capacities. 
The Product Engineering (PE) process manages the product life cycle to its end (Pesonen 
2001). 

A bathtub curve has commonly been used to describe only the hardware failure rate, 
but the same curve could also include software failure rate (Fig. 4). In the beginning, the 
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software failure rate component may also increase. This is usually the case, since end 
customers are always likely to find some problems that have not been detected in product 
testing before the sales launch, or these tests have not been made in circumstances equal 
to the real usage environment. The mechanism is slightly different from the conventional 
notion of hardware failure rate, but still valid: hardware failures are due to a combination 
of design errors and the probability of variations in material behavior, whereas software 
failures are all design errors that remain constant in the version. Notice that the curves in 
Fig. 4 can be exaggerated to visualize the situation. The increase of failure rate will be 
noticed by the manufacturer, depending on the severity of failure combined with the 
customer’s complaint threshold (Section 8) and the effectiveness of the information 
systems. This creates a pressing need for fast methods of data collection and analysis at 
the customer interface, starting from the moment when the first products are sold to 
customers. In order to maintain the conditions for the business case, based on which the 
sales launch was decided about, the failure rate must be rapidly lowered at least to the 
level that prevailed before the sales launch. The same applies to sudden increases of the 
failure rate throughout the product life cycle. This also requires a customer interface 
service network that is able to respond fast and flexibly to the need for software updates, 
for example. 

Software does not wear out in the same sense as hardware (Lyu 1996, Musa 1999), 
although when its functions evolve and it is maintained, it has a tendency to degrade over 
time (Musa 1999). This means that the software or its environment has been undergoing 
incorrect modifications or changes in operational usage (Lyu 1996). This may cause a 
sudden, unexpected increase of failure rate. It is very important to detect the increase 
rapidly and to make the necessary corrective actions in order to prevent an epidemic 
return rate. If the software is kept stable (no additional functions added, not debugged, 
etc.), the failure data for both software and hardware can be treated in the same way 
(Musa 1999). As mentioned above, the development of software reliability depends on 
several elements, which are more or less created and controlled by the “human factor”. 
Based on this knowledge, and when the PE phase is carried out as it should (with 
continuous improvement), both software and hardware failure rates should decrease over 
time. Usually, at least with hardware, the curve has been illustrated to be straight during 
normal life, but this should not be the case. If the PE project is developing the product 
further and is able to increase its reliability and quality, as it should be, the failure rate 
should decrease due to these efforts. All products have a certain service time, and the 
wear-out phase is inevitable. At this point, hardware will cause an increase in the product 
failure rate. However, it should be pointed out that the wear-out phase of ICs (Integrated 
Circuits) starts after approximately 10-25 years (Rajsuman 1992), which means that, at 
least in mobile phone markets, the product drops out of use a long time before that. 

3.2  Conditions for operation 

The PPC concept has been developed for gathering information from the field and also 
for modifying it into a suitable format. This information is used at different interfaces 
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either to solve current problems or to help to design better products. Hudepohl et al. 
(1992) list issues that challenge field service organizations: 

1. Contractual requirements demanding extremely short time intervals 
2. A worldwide installed base that continues to grow 
3. Increasingly complicated services through software 
4. Higher rates of incoming problems from verification labs and test sites 
5. Software design limits 
6. An increasing number of third-party vendor products 
7. Productivity programs that fail to keep pace with the problem arrival rate 
8. Introduction of sophisticated new technologies 

This list can be extended to concern not merely field services but also all service 
interfaces that are trying to solve customers’ problems. These issues require methods that 
anticipate and document problems and also provide input into the design process, to 
improve software quality and reliability (Hudepohl et al. 1992). Most of the introduced 
methodologies, as for example those presented by Hudepohl et al. (1992) or Korhonen et 
al. (1997), provide models for estimating the development of product reliability. The PPC 
concept completes the methodology by providing means for following and adjusting the 
estimations in as much real time as possible and also by providing indications about 
actual failures. Since the information could be retrieved and reported before the product 
arrives at the service point or even to the first physical customer interface, the 
information can be used to anticipate the incoming situations. For example, service points 
could order the necessary parts, and software teams would be able to respond 
immediately to the failure rate increase by debugging the failing component before 
products even start to return to the customer interfaces. 

Hudepohl et al. (1992) mention that customers’ tolerance level is extremely low in the 
case of software problems. This could be only partially true. It seems to depend on the 
type and impact of the problem how well customers tolerate it. It even seems that the 
problem could be quite serious, such as continuous product malfunction, and the 
customer still would not contact a service point (Section 8). Lyu (1996) also gives some 
reasons why customers might not report problems. It could be that customers are not sure 
that it was a failure, or they are just focused on quick recovery. These hidden errors could 
cause serious problems later on if, for example, new functionality raises many of them 
above customers’ threshold of complaint. It would be very important to detect these 
hidden errors in time. This could be possible if the PPC concept were used to analyze the 
products in contact with any customer interface. That would enable truly proactive work 
for reliability. 

3.3  Measure of operational conditions 

Software reliability refers to design reliability or the probability of failure-free 
functionality in all conditions under which the product is expected to be used (Musa 
1999). This means that design reliability depends on the specific uses of the system and 
their probabilities of occurrence (Musa 1999). Hardware reliability is usually referred to 
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as physical reliability. It depends on the physical phenomena occurring due to design, 
workmanship defects, wear-out, and overstress (Rajsuman 1992). The possibility that 
software could cause physical changes in hardware cannot be been ruled out. For 
example, poor software design of power supply control may overstress hardware 
components (Rajsuman 1992). This must be borne in mind when estimating the product 
service time. Ultimately, the reliability of both software and hardware depends on the 
operational environment as well as the total system itself (Korhonen 1997, Musa 1999, 
Rajsuman 1992). 

Table 1. Example of failure data types used in software reliability measurements 
(modified from Lyu 1996). 

Failure-Count Data Time-Between-Failures Data 
Time* Failures 

in the period 
Cumulative 

failures 
Failure 
number 

Failure 
interval* 

Cumulative 
failure time* 

   1 0.4 0.4 
8 2 2 2 6.9 7.3 
  2 3 3.0 10.3 
  2 4 2.1 12.4 
  2 5 1.1 13.5 

16 4 6 6 1.8 15.3 
  6 7 5.2 20.5 
  6 8 0.1 20.6 

24 3 9 9 3.2 23.8 
32 1 10 10 6.7 30.5 

  10 11 3.6 34.1 
  10 12 4.0 38.1 

40 3 13 13 0.5 38.6 

* hours 

According to Lyu (1996), there are two types of failure data that can be collected for 
purposes of software reliability measurement: failure-count data and time-between-
failures data (Table 1). Failure-count data consist of the number of failures detected per 
unit of time, whereas time-between-failures data indicate the intervals between 
consecutive failures (Lyu 1996). Relative values are usually calculated in order to have 
useful results. Normally, this means that the measure of time and the number of failure 
occurrences must be known. One such measure is the mean time to failure (MTTF; also 
known as MTBT, meaning the mean time between failures), which is generally used to 
characterize failure models. Absolute counter values are only meaningful when a single 
count reports the frequency of a specific event, which may lead to further actions. This 
could be the case with a self-test, where the failed states are counted. However, the failure 
data types described above are merely a simplified example of the types that can be 
collected in order to assess software reliability. Natural unit is a generic name for a 
quantity that is used to make different measurements comparable, as in the above 
example of time. Musa et al. (1987) give good examples of natural units: the number of 
copies in the case of a printer, transactions in a hotel or airline reservation system, and 
calls in a telephone switchboard system. With mobile phones, natural units could be call 
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time, calls received (MT calls), short messages sent (MO-SMS), or key presses. The 
definition of natural units is very important for the development of reporting of PPC data, 
since they define the basis for reporting results and their comparability with other mobile 
phone models or other items. A good example of the natural unit concept could be taken 
from the real-life fraud detection in telecommunication systems, which is highly 
comparable to PPC data analysis. There, normal customer behavior is divided into 
profiles and patterns, which are then compared to the analyzed data. It has been noticed 
that customer behavior can be approached from many different perspectives, and hence 
the use of a single natural unit (e.g. volume or duration of calls) does not give the desired 
results in fraud detection (Chen et al. 2000). 

Operational profiles give information about how products are used (Table 2). This 
helps to focus and substantially improve the efficiency of both development and testing 
(Musa 1999). The theory can be applied to both software and hardware, and it is therefore 
applicable to complete systems (Lyu 1996). With predefined and developed PPCs, the 
operational profile can be developed very quickly for new products. Or better still, the 
process may just select the optimal measures. This is possible at least in a product 
creation environment when there are only small changes between the development steps 
or the products in the product matrix have many common components or represent a 
certain narrow branch of technology and share a platform. 

Table 2. Part of the operational profile of a mobile phone model obtained through 
continuous PPC reporting. 

Operation Operations Probability of operation 
Power-up in service 36 1.22×10-2 
Power-up out of service 1 3.40×10-4 
Call – mobile-originated 198 6.73×10-2 

Call – base-station-originated 165 5.61×10-2 

Handover 577 1.96×10-1 

Battery flat power-off 1 3.40×10-4 

Charger connection 169 5.75×10-2 

Battery charged to full 17 5.78×10-3 

Short messages sent 387 1.31×10-1 
Short messages received 271 9.22×10-2 
Pictures taken of landscape 227 7.72×10-2 
Pictures taken of portrait 75 2.55×10-2 

Pictures taken in twilight 38 1.29×10-2 

…   
…   

Total time* 2940 1 

* Cumulative call time + Cumulative standby time + Cumulative no service time (hours) 

Usually, the operational profile of a product can be defined only approximately. This 
means that the test cases may not represent the actual operational profile, which causes 
uncertainty and difficulties in the statistical reliability estimation (Korhonen et al. 1997). 
When PPCs cover all the major functionalities of the mobile phone product, which is 
quite feasible, it is possible to define or obtain accurate operational profiles through the 
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PPC concept. However, this requires good PPC management, accurate process 
definitions, and extensive co-operation between the different groups in product creation. 
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Fig. 5. Overview of the reliability engineering process with the PPC concept in place (adapted 
from Lyu 1996). 

Fig. 5 illustrates the process of reliability engineering with the PPC concept in use. As 
it can be seen, the development of an operational profile is merely a sub-process of 
selecting appropriate PPCs, which are managed in the company-wide database. At the 
same time, the conditions for validating field reliability are set for the product, and the 
received feedback could be easily re-applied to other comparable releases or even 
products. Appropriate PPCs should be selected for a product based on specification 
freezing, as defined in the CE process. 



4 Data Retrieval 

The automotive industry is operating in mature markets, where fierce competition is 
putting pressure on both manufacturers and their subcontractors. At the same time, they 
must design more complex and sophisticated products with shorter development cycles to 
meet customers’ requirements. This environment sounds clearly like the situation towards 
which mobile phone markets are heading or have partially already reached. Ford Motor 
Company has developed a Customer Vehicle Data Acquisition System (CVDAS) to 
improve their knowledge about actual product usage (Hung 1998). Their first similar 
system was built by Ford Electronics in 1993 to be used by the Benetton/Ford F1-team to 
acquire information from a racing car and to send it to the team’s support engineers for 
analysis. With CVDAS, the manufacturers of Ford are able to receive performance data 
from their products. They are using the data to analyze the results of internal product tests 
and also to chart preferences and vehicle performance in a group of customers with first-
generation implementations. CVDAS consists of a customer logger module (CLM) 
located in the vehicle for the management of all data acquisition, storage, and 
communication. Data can be sent to a host computer over the air with a mobile 
transceiver or uploaded through a RS-232 data link. Standard Corporate Protocol (SCP) is 
used for communication in the in-vehicle data network. CVDAS involves many similar 
challenges as we are having with our mobile phone products: in the field, the products are 
not used by professional people, usage environments vary enormously between different 
market areas, usage patterns are very different between customers, etc. The car as a 
product is also produced in high volumes, involves the mobility factor, and is largely in 
personal use. 

The data gathered with CVDAS are always analyzed by research and development 
personnel with a high level of knowledge. This is not the case with the PPC concept. At 
points of sale and even at call centers, the level of knowledge varies widely from 
excellent to poor. This must be taken into account when developing interfaces that give 
information about the product’s condition. This sets high requirements for both usability 
and information quality. Hung (1998) does not mention any aspect of personal data, 
which is a pity. The reason may be that their products are not quite as personal as the 
mobile phone is felt to be. 
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Watanabe et al. (2000) introduced a wireless method to gather and control data. The 
system was developed for gathering information into a GIS (Geographic Information 
System) database from a large urban area, in order to control household terminals in an 
emergency situation to avoid secondary disasters. The system provides a visual interface 
for convenient control. The data are collected using CDMA (Code Division Multiple 
Access) technology. The introduced methods are highly suitable for a locally evolving 
system, which measures simple on-off situations. The restrictions on wireless data 
collection, e.g. capacity, are taken into account by, for example, dividing the areas to be 
measured into sub-areas, to shorten the reaction time. The environment to be controlled is 
very different from that of mobile phones, although the mobile technology is used as a 
tool, but gives the simple concept for reacting occurred failure situation. 

4.1  Data transmission 

The short message service (SMS) is widely supported, reliable and fast, does not need an 
established connection as do, for example, GSM data, has a well-organized technical 
structure, which is extremely well standardized, and is quite cheap. Many software 
companies and operators offer turnkey solutions for automated high-capacity messaging 
systems (Jiang 1998, Kulovuori et al. 1998, EDGE 2000). For these reasons, many other 
than strictly mobile technology companies also use SMS-based technologies widely. The 
possibilities inherent in the short messaging system were already discussed in 1997 
(Peersman et al. 1997). For example, the Spanish railway company RENFE has 
developed a system that sends and receives important information between trains and the 
railway operator (Tuya et al. 2000). 
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Fig. 6. Mobile terminated short message (MT-SMS) procedure (Nokia Internet web pages 
2002c). 

Since the technology has such obvious benefits, Telia have, for example, introduced a 
system providing localized information for travelers using the SMS technology (Emilsson 
1998). Although there might be some more advanced technologies available for Telia’s 
application today, they would probably not be so evolved and mature. SMS has two big 
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advantages over other methods. Messages can be sent and received even during a voice 
or data call, since the system does not establish a circuit-switched connection, but uses 
transmission based on packet switching (Kulovuori et al. 1998), and the receiver can also 
be out of the reach at the moment of sending the message. The message is then sent from 
the short message service center (SMSC) to the target after the mobile terminal has been 
located by the system (Fig. 6) (Nokia Internet web pages 2002c). Invoicing can be 
directed to either the customer or the service provider. This requires the usage of “short 
codes”, which are specific numbers dedicated to the developed service, although they can 
be shared by other services with some reservation. The invoicing option mentioned above 
is very important for the OTA PPC Retrieval system: when the service is used to help a 
customer in a problematic situation, it would not be proper to charge him for this. 
However, when the service is used in research and development for product testing, it is 
convenient to charge the users based on the rate of usage. The SMS technology is also 
successfully supported by TDMA (Time Division Multiple Access) and CDMA products 
(Majmundar 2000, Nokia Internet web pages 2002c), although their mobile operators 
have not been very actively promoting it to their customers. For future usage, the short 
message system is supported by WCDMA (Wideband CDMA) products (i.e. UMTS, 
Universal Mobile Telecommunications System) (Nokia Internet web pages 2002c). 

To enable data reception from the remote terminal, there must be a request for that 
data before any process can be started. This request is generally called a trigger, since it 
launches a certain process at the other end. Lohtia et al. (2000) have introduced a system 
and a method for providing the requested information to a mobile device. The method 
uses SMS or a microbrowser to trigger the remote server to provide the requested 
information. Similar methods have also been introduced earlier by Leuca & Smith 
(1998). In the OTA PPC concept, basically the same triggering method is used to request 
performance data from a mobile phone with Smart Messaging (Nokia Mobile Phones 
2000), but the data flow is reversed. 



5 Data analysis 

A simple data analysis or better, logging, method is used in the CVDAS system 
introduced by Hung (1998). Statistical usage characterization means in this context that a 
range pair-range or rainflow counting method is used (de Jonge 1982), where the data are 
modeled by counting only certain characteristics of the original data (e.g. peaks). In 
practice, when the algorithms have been defined correctly, the accuracy of the result is 
sufficient in most cases, even though some details may have been lost from the original 
sample data. A reduced need for memory is the main benefit from using the range pair-
range method in the CVDAS system (Hung 1998). In fact, the range pair-range technique 
can considerably reduce the need for memory capacity. Memory consumption is another 
very important factor in mobile phones, which cannot be underlined too much. This may 
change in the future, but it is very true now, since memory is one the most expensive 
components in the handset. Even if the product had unlimited memory capacity, the 
duration of data transfer can be an issue. At least data transfer over the air usually costs 
something, depending on the method and the service provider. Thus, the smaller the data 
package to be sent, the better. However, Hung (1998) discusses only the use of reduced 
data for statistical characterization of vehicle usage. Plain one-dimensional data will be 
inadequate for characterizing mobile phone usage and even less helpful in solving 
problems. I hardly doubt that this could be the case even with automobiles. As already 
discussed in section 3, at least time or some other suitable natural unit used to make the 
single parameters comparable with other samples is needed in most cases. This is the 
minimum requirement, after which we can start creating more meaningful algorithms for 
analysis. 

Luka & Stubhan (1999) as well as Bäker & Forchert (1999) present a slightly different 
viewpoint to the mobile diagnostic system compared to Hung (1998). Both papers discuss 
the diagnostic process and its analysis in the company (DaimlerChrysler). At least at the 
time of publication, the discussion was about the future mobile systems. Automotive 
products have an increasing number of microprocessor-controlled mechatronic systems 
and components. This increased complexity requires better diagnostic modeling methods, 
to enable the service staff to address the failures. Luka & Stubhan (1999) and Bäker & 
Forchert (1999) have, in addition to the system introduced by Hung (1998), included a 
voice connection to their remote diagnosis process. This enables the customer to describe 
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the symptoms immediately upon failure to the customer assistance center for a more 
definite diagnosis. At the same time, the data (sensor, maintenance, and diagnostic data) 
are sent to the system and combined with the data received from the customer interview. 
This method pinpoints the problem much more accurately than would be possible based 
on the sensor data alone. In the PPC concept, too, the customer interview will be used to 
enter a symptom into the system. It can be then compared to repair actions, noted fault(s), 
and naturally, the PPC data in the analysis process. 

The customer’s description makes it possible to limit the failure to certain areas. This 
makes the diagnosis both easier and faster. Similar, but slightly more automated, methods 
have been introduced for diagnosing computer faults (Bortcosh et al. 1999). An expert 
system analyzes the fault and uses a given file set to determine the information that may 
need to be requested from the user. Otherwise, the system will use defined remedies from 
the file set to correct the fault. Problem-solving could also be arranged in such a way that 
a human expert is always consulted before taking any actions, to make absolutely sure 
that the decisions are right. This is particularly important with the manufacturing cells, 
since wrong decisions could be catastrophic (Pires 2001). It is obvious that any system 
cannot be built from the scratch without a human expertise. This is true also with PPC 
data analysis. Brann et al. (1995) introduce CBS method for accumulating human 
expertise for system control. There knowledge is built up in a manner that the system 
could be developed more automatic over time. 

Also the process for online maintenance has been discussed for automotive service 
(Luka & Stubhan 1999). When a car is taken to a workshop for service the sensor data is 
loaded to the off-board system. This off-board system combines the loaded data to 
technical specifications of the product and relates this to the items entered into the 
knowledge database. After data mining the results are sent back to the workshop and also 
as feedback to development, production and service channel. Knowledge database system 
is also used with telephone service technician’s trouble shooting system (Horton et al. 
1996). However, this system can use both local and remote databases, which is important 
with applications used far away from the office. Selig & Schillaci (1996) discuss system, 
which uses portable PC and refers possibly to three different wireless data sources: 
measurement from a test head (a point e.g. in telephone line), measurement from the 
central office (source off signal) and mobile network server connected with analysis 
device. 

Almost all analytic systems are based on detecting failures that have already occurred. 
It would be much better if the failure could be predicted and the failure state avoided by 
preventive maintenance. Forchert (1998) gives ideas about how a predictive diagnosis 
could be executed in the case of cars. Although almost all of the topics mentioned are 
related to wearable components in automobiles, and there is a very small number of such 
components in mobile phones, it might be possible to have something organized even in 
this technology. As regards, battery capacity, for example, it could be possible to indicate 
when it is time to replace the battery. 

Bergström et al. (2000) went deeper into diagnostics with their engine management 
system. This system generates a diagnostic trouble code (DTC), which indicates the 
operational status of a component or sub-system. DTC is evaluated to determine whether 
a no-fault or a fault situation is involved. The trouble code consists of log type data 
collected over time with specific schedules, including multiple parameters. The system 
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relies on scheduled measurements, which record data at a certain sample rate. A method 
of this kind can be used in most cases. In the case of mobile phones, however, memory 
consumption is a central issue, and the method has certain limitations in this respect, such 
as unlimited logs, or then they have not been communicated, since they don’t have 
relevance in described system. Also, the diagnostic system introduced does not recognize 
multidimensional parameters. 

No-fault found (NFF) or could-not duplicate (CND) situations are perhaps the most 
difficult issues in the service channel. Although we are often sure that the product has a 
failure, we cannot detect any irregularities in the service with the standard test equipment. 
This is due to the fact that these failures are often caused by the environment to which the 
product has been exposed. Naturally, it is mostly impossible to reproduce this 
environment, which may even be unknown. Built-in test (BIT) has been found useful in 
problems of this kind (Pecht et al. 2001). BIT has been defined as an on-board hardware 
or software diagnostic method to identify and locate faults. This includes error detection, 
correction circuits, fully self-checking circuits, and self-verification circuits (Bardell et al. 
1987). All electronic devices, including mobile phones, are designed to some 
specifications. These specifications define the range of environmental and operating 
stresses, such as temperature and shock resistance. This range is called specification limit. 
The operating limit defines the stress margin beyond the specification limit. Outside this 
margin, the product may show failures due to shifting of performance characteristic, as 
for example, with voltage thresholds and resistance levels. If these failures disappear 
when the stress is restored within the operational limit, they are called soft failures. If, 
however, the failures persist even after the stress has been removed, they are called hard 
failures, and the stress has exceeded the destruction limit (Fig. 7). 
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Fig. 7. Stress limits of electronic equipment (Pecht et al. 2001). 

BIT can be used to perform self-tests on integrated circuits (IC) and traces on printed 
wiring boards (PWB), where signal injection or loop tests could be utilized. Check-sum 
tests could be applied to memories (Pecht et al. 2001). Since mobile phone products are 
exposed to elements in their normal usage and, strangely enough, even if pretty 
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expensive, they are often not handled with care, BIT can be a real method for solving 
problems in the field. However, similarly to any other methods, BIT also has certain 
disadvantages, including difficulties to locate the precise failure point (Pecht et al. 2001). 
Most of these problems, however, could be avoided by good design and comprehensive 
utilization. 

Some areas of technology are thought to be so critical that embedding additional 
software or hardware, as in BIT methods, is considered too intrusive. This could be the 
case with aircraft and nuclear power plants, which are considered critical for safety 
reasons, but also some other fields of technology with validation concerns (Deb et al. 
2000). If something needs to be monitored, the sensors must naturally be placed into the 
device to be monitored. However, the processing of analysis could be done somewhere 
else. A Remote Diagnostic Server (RDS) has been developed, which can support multiple 
simultaneous diagnostic sessions from a variety of remote devices (Deb et al. 2000). RDS 
is meant for real-time analysis of data, which is provided over the Internet. A variety of 
tools are also available for diagnostics, which could be configured for different data types 
or products. This is part of the data analysis system that must also be built for the PPC 
concept. However, a survey of the RDS presented on the company’s web site (Qualtech 
Systems 2002) shows that it requires a certain product software and hardware platform, 
which is not congruent with the current mobile phone platforms and hence incompatible 
with the PPC concept. Also, the diagnostic tools do not provide methods for experimental 
studies, which are needed in the case of mobile phones, especially in their development 
phase. 

The problems encountered in new products are often unanticipated, especially when 
new technologies have been introduced. In the aftermarket service, customer interfaces 
are building knowledge bases to overcome the lack of information for problem-solving. 
Also, when data about new products start to accumulate into the global PPC database, it 
surely takes time to perceive their relation to the older data and to find out what new 
things could be learned from it. Nieten & Burke (1993) introduced the System Diagnostic 
Builder (SDB), which is an automated knowledge acquisition tool that uses the artificial 
intelligence (AI) technology. SDB uses an inductive machine learning technique to 
generate rules from data sets that are classified by an expert. The basic idea of SDB is 
thus to perform automated verification and validation by comparing two different images 
of behavior: simulated and real-world. PPCs can also be classified by symptoms or other 
characteristics, after which a method similar to that in SDB could be used to generate 
rules based on the gathered data. Then, the expertise could be used again to analyze the 
created rules against known facts or presumptions, to create the final rules to be used in 
performance diagnosis. 

The huge customer volumes in some businesses, such as telecommunications or some 
financial services, i.e. credit card companies, make it hard to monitor the whole customer 
base for frauds. Neural network solutions are promising methods for solving the current 
problems. The recurrent neural network technique is used to make prototypes that classify 
mobile phone usage data into statistical behavior profiles that cover the short- and long-
term past (Burge & Shawe-Taylor 2001). These behavior profiles (probability 
distributions) are used as input to a differential analysis. The analysis gives a measure of 
the distance between the probability distributions, which is then used to formulate an 
alarm criterion. With these techniques, it is possible to tune the parameters of the fraud 
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detection tool with enough confidence to show that a given change in behavior is not only 
a statistical anomaly but genuine. The utility of similar techniques with PPC data should 
be verified. Fraud detection might be converted into fault detection, since the concept is 
basically the same. The techniques require quite a large amount of data for samples, but 
that should not be a problem. However, it might be problematic to acquire large data 
samples from “good” and “bad” (with given root causes of failure) products with a 
reasonable confidence level for verifying the alarm criteria. 

For example, interactive trouble-shooting and customer help desk support involve 
sequential diagnosis. The majority of cased-based reasoning (CBR) applications have 
been developed to help in these or similar tasks (McSherry 2001). The operating principle 
of the CBR technology is a certain artificial intelligence (AI) approach. Case-based 
reasoning solves problems by applying the knowledge of previously experienced concrete 
problem situations to a newly encountered problem. In this way, CBR is also a method of 
incremental learning, where a new experience is immediately available for future 
problems (Aamodt & Plaza 1994).  

The CBS technology can also be applied to information retrieval. Daniels & Rissland 
(1995) have built a system which generates a query by using information derived from 
CBR analysis of previous problem situations. A similar approach could be used in the 
case of OTA PPC Retrieval when there is no specific knowledge about the failure, but 
only a vague idea about the possible area of the problem. This is a common case at 
customer interfaces, when the customer is unable to describe the failure in detail. 

5.1  A simple case with failure analysis 

A symptom is caused by a fault. Therefore, it may be an indicator that something is not 
right, but it may still be far from clear what the actual fault is. Hence, a symptom may 
only be a clue to the fault. Here are three examples of symptoms in a car: 

1. The car tends to swerve 
2. The blinker blinks too fast 
3. Vibration while driving 
4. Abnormal sound when braking 

Here are three possible definite faults related to the above symptoms: 

1. Wrong Toe-in; -1°, left front wheel 
2. Left front blinker burnt out 
3. Right rear tire unbalanced; 15g, 201° 
4. Both front brake pads worn out 

As we can clearly see, the given symptoms are something that we can feel, hear, or 
see, and the faults are the reasons for these symptoms. A symptom is that which the 
customer perceives in the product. The customer does not perceive the actual fault that is 
causing the symptom. We could try to develop a common language between the customer 
and the expert by defining the relation between the symptom and the fault. We might not 
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be able to have a fully common language, but we could probably provide a bridge 
between these two concepts. 

Because the customer has a complaint, and the only thing that we know is the 
customer’s explanation of the symptom, we must start with it. Let us also imagine that the 
customer is sitting in the car while calling the help line. This would mimic the case with 
the mobile phone. The customer cannot see inside the software or the mechanics. We at 
the customer interface do not want to make premature conclusions about the fault. To 
make sure what the fault is, we must establish a conversation with the customer. In order 
to have a more definite picture about the possible fault, we must verify the second-level, 
third-level, etc. symptoms (Table 3) based on the conversation, until there is enough 
information to reason out the actual fault. 

Table 3. Three symptom levels representing the fault in question. 

 First level Second level Third level 
1. The car tends to swerve Swerves right - 
2. Blinker Fast blinking on the left - 
3. Vibration while driving Constant vibration Vibration from the rear wheels 
4. Braking Abnormal sound Increasing sound 

After these symptom descriptions, we can still have multiple fault possibilities. For 
example, the first fault could be due to a faulty tire, worn or loose parts of steering or 
suspension, or wrong steering angles. And even these are not yet exact faults that could 
be fixed. The first and second symptom paths had only two levels because it is impossible 
to know more than this without seeing the car (Table 3). 

We can notice that, based on the symptoms logged, we come closer to the fault but can 
never give the right answer. This is because the customer is merely an observer and does 
not necessarily know anything else than what can be seen when using the product. The 
actual fault does not even concern the customer, who merely aims to remove the 
annoying symptom. The expert whose concern it is to find the fault and to remove the 
symptom can analyze the logged symptoms. After that, he must use his personal 
experience to come up with a solution. 

What can we learn about this simplified fictional case? If you wanted to find the exact 
fault in this way, it would require a lot more right questions and defined symptoms, and 
even that might not be enough. The car would have to be brought for service in all of 
these cases without prior knowledge and experience of possible faults (assuming that if 
the customer can be helped through the phone, he can repair the car himself). Since the 
symptoms do not tell us directly what the fault is, there must be some prior knowledge 
available. This could be arranged. There are methods to combine repair data and 
symptom data into a probability matrix which indicates the probable faults that cause 
certain symptoms. There is a wide range of different methods available for this. It is 
important to notice that PPCs are usually (with some exceptions) equivalent to symptoms 
rather than faults. This means that the case described above applies to PPCs and to the 
efforts to solve customers’ problems. 
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5.1.1  Threshold of complaint 

People make complaints about functions that do not work properly, as they see it in the 
product. This is a very important issue to remember when logging the symptom. This 
brings us back to the issue of different user groups. Different user groups have different 
thresholds for complaining. Some tolerate more inconvenience than others. 

The threshold of complaint is naturally mostly related to the severity of the symptom. 
Severe symptoms in a mobile phone could include a failure to turn on, a blank display, or 
inability to make a call. These problems would definitely cause the user to complain. 
Less severe symptoms could include reduced audio quality, reduced battery life, or 
cosmetic damage. These could just annoy some people, while for someone else they 
could be equally bad as the more serious symptoms mentioned above. Refer to the 
preliminary customer survey in section 8. 

This brings us to the question of how different people perceive functionality. Let us 
take the symptom of reduced audio quality as an example. If the person has experience of 
good audio quality, he or she can tell the difference, but in the case of a first-time user 
with no earlier experience, poor quality could be just another feature. Another thing that 
is often forgotten is that mobile phones have a lot of built-in features that are not used by 
all. Most consumers do not use all of these functions, but only use some features that are 
important to them personally. Thus, even if we really had a fault in one of the features, 
only a small minority of users might notice it. This is important when we are following 
trends in the field failure rate (FFR) and developing failure-detecting systems. This could 
also affect the threshold of complaint: if a customer who does not use the feature very 
often finds a failure, it might not cause a complaint. The customer could even consider 
the problem to be in him- or herself. This could also work in reverse. The threshold of 
complaint might affect the conversation with the customers at the customer interface and 
distort the benefit of the explained symptoms. In this sense, PPCs will be the only reliable 
method to have the right symptoms entered into the system. 

5.1.2  Motive for complaint 

There could be different motives for complaints. The most common motive is naturally 
the inconvenience in usability that exceeds the threshold of complaint. There could also 
be reasons for complaints that are not actual faults of the product, as we understand it, but 
still very important to detect. These are cases where the customer has misused the product 
or simply cannot use it right. 

In the case of mobile phones and other similar products, there could also be many 
unwarranted reasons for returning a product. One very common reason is that the 
customer wants the latest software to be installed even when there is nothing wrong with 
the current version. Other reasons could be related to cost, appearance, usability, etc. As 
stated above, it is also important to detect these reasons. Refer to the preliminary 
customer survey in section 8. 

Sales policies commonly include the provision that a product can be returned to the 
point of sale without any reason within a given period after the sale. This should reduce 
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the number of unwarranted complaints and therefore reduce the need for testing for 
faults, but this is not the case. Every returned product has to be tested and refurbished if it 
is not to be trashed. Even in the case of these returns, it would be very important to log 
the reason. It would help to find the cases involving dissatisfaction with usability and 
design and thus to improve future products. In this respect, the PPC concept plays a very 
important role. When the customer has an allegedly wrong motive for product return, 
even if the return is not acted upon, the reason can, at least, be conveniently logged and 
used in the future. 



6 Data management 

Most complex systems also require advanced data management. A comprehensive data 
acquisition system is not complete until the data can be reported and analyzed in the 
desired way. This is hardly possible without carefully planned data management. The 
more dimensions or variables the data include, the more difficult it is to report the data 
properly with conventional methods. Online analytical processing (OLAP) gives 
capabilities to manage complex data sources. It provides means for interactively creating 
queries by repeatedly applying multidimensional operations (Sapia 2000). The user is 
able to navigate through the data in any way that makes sense without knowing the route 
in advance (Yu 1997). 
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Fig. 8. An example scenario of a logistic planning system for supplying spare parts for 
vehicles (Sapia 2000). 

Fig. 8 illustrates an extract of a multidimensional logistic planning system. The data 
warehouse in this example contains data about vehicles and their repairs, replaced parts, 
failure types, locations of repair, etc. This is a very good example of a PPC database, 
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since it includes not only multidimensional PPC data but also product information, 
location of data retrieval, time of reads, repair information, such as replaced parts and 
reported faults, reported symptoms, and much more. 

The OLAP server is just one part of the data warehousing system, which is a collection 
of decision support technologies (Chaudhuri & Dayal 1997). Without this concept, the 
whole system is useless. Therefore, building and maintaining a data warehouse is much 
more than just selecting an OLAP server and defining a set of queries. If the organization 
wants to build an integrated enterprise warehouse, which collects information about all 
subjects, such as customers, products, sales, and personnel, it is in for a lengthy process. 
The system requires extensive business modeling, which might take years to build. The 
PPC concept might not be comparable to company-wide enterprise data warehouses, but 
nevertheless it must comprise a company-wide technological platform. Different needs 
and requirements of both internal and external customers must be met, which may be a 
complex task in a large company. Designing and deploying a data warehouse consists of 
at least the following activities (Chaudhuri & Dayal 1997): 

− Define the architecture, do capacity planning, and select the storage servers, database 
and OLAP servers, and tools. 

− Integrate the servers and storage and client tools. 
− Design the warehouse schema and views. 
− Define the physical warehouse organization, data placement, partitioning, and access 

methods. 
− Connect sources using gateways, open database connectivity (ODBC) drivers, or other 

wrappers. 
− Design and implement scripts for data extraction, cleaning, transformation, loading, 

and refreshing. 
− Populate the repository with schema and view definitions, scripts, and other metadata. 
− Design and implement end user applications. 
− Deploy the warehouse and applications. 

The above activities listed by Chaudhuri & Dayal (1997) are pretty much the basic 
task list for a data warehousing system based on the PPC concept. As mentioned in 
section 3, one very important use for the PPC concept is the creation of operational 
profiles for mobile phone products. Naturally, the data warehousing system will be used 
to convert the figures into an understandable format. The OLAP technology has been 
found useful for such profiling (Chen et al. 1999). Chen et al. (1999) discuss customer 
behavior profiling, whereby they create three calling (phone calls) patterns based, 
respectively, on fixed-value, volume, and probability distributions. The fixed-value 
pattern shows the customer’s average behavior in terms of original measurements (e.g. 
average call times), while the volume-based pattern shows the number of calls of 
different durations in different time bins. The probability distribution-based pattern 
represents the customer’s behavior in terms of probability distributions (e.g. 20% of the 
calls in the evening are long). The basic idea of these different patterns is to provide the 
data in as fine-grained a representation as possible, which would help to chart the 
different customer profiles. One basic idea of the PPC concept is to represent the 
operational profiles of mobile phone products, which knowledge could be used to 
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facilitate decision-making concerning software and hardware reliability engineering. 
Marketing research could also greatly benefit from these results. 

Customer behavior profiling has also been used to detect frauds in, for example, 
telecommunication applications (Chen et al. 2000). In these cases, behavior profiling and 
pattern matching are the keys to fraud detection. Behavior is indexed into various 
variables, such as calling volume, destination, and duration. Thresholds could then be set 
to depict the normal customer and, hence, normal customer behavior. After that, the 
analysis could focus on either similarities or dissimilarities compared to the normal usage 
profile. In the fraud detection system described above, the fraudster must be 
individualized from a huge amount of data (i.e. hundreds of millions of call detail records 
a day). This must also be possible with the PPC concept when it is necessary to identify a 
batch of manufactured products with a detected failure. Since profiling applications, such 
as the PPC concept analysis scheme, require large rates of data in order to create good 
profiles, the scalability of the data management system is a critical issue (Chen et al. 
2000). 

In real-world systems, the data are hardly ever pure and perfect enough to allow 
instant analysis. The data always contain some impurities (e.g. invalid data, human 
errors), which confuse the analysis. Preprocessing of data is needed before the application 
of data-mining algorithms (Maedehe et al. 2000). Maedehe et al. (2000) discuss OLAP 
preprocessing of data, where they distinguish three basic operations: data reduction, data 
derivation, and data transformation. The data provided for PPC analysis consist of 
multiple elements, including not only the performance data and product information but 
also data from service centers. Many of the data items are entered manually, which 
creates an additional unreliability factor. It must also be borne in mind that when we are 
dealing with early product prototypes, at least part of the data could be very unreliable. 
This is why preprocessing is imperative even in the PPC concept. In addition to the 
above, research preprocessing must also permit a check for data consistency. 



7 Researcher’s summary 

The above sections have discussed the state of the art of the main components of the 
concept of performance data acquisition. There are many different solutions for almost all 
of the items needed in the system. However, none of them satisfy the need as defined for 
mobile phone products. Moreover, there are hardly any solutions available specifically 
for mobile phones. The gap between the existing technology and the novel solutions 
needed is quite small when the topics are studied separately across technological borders. 
Particularly, there are many data analysis and database solutions, which can be utilized 
almost as they are, mostly methodologically, but there are also some commercial 
solutions available. However, when the overall need and the specific need for mobile 
phones are considered, the gap appears much bigger. 

The mobile phone is considered a personal item, which makes it different from most 
other products. Therefore, we must carefully consider what data can be studied from an 
individual phone, since even some data can be personal and private. The mobile phone 
has become a very important tool that the owner carries with him all the time. Different 
usage situations need to be considered, as the system is meant for serving customers with 
trouble. The need for accurate feedback about usage and usability has been identified in 
order to develop products satisfying customers. To satisfy the requirements for accurate 
feedback, information must be acquired from actual usage situations. 

The need to understand usage in order to better control product reliability has also 
been identified. The operational profile is very important in the definition of error 
correction priorities. It is also very important in the definition of features for new 
products based on market surveys. The product’s failure behavior during its life cycle is 
understood, and the need for fast field feedback has been identified. 

Functionally, the performance data acquisition system must consist of solutions for the 
mobile product itself, methods of transmitting data from the product to the system and 
vice versa, a data analysis facility, interfaces for utilizing the results of analysis, and 
database solutions. To accomplish all this, there must be customized processes for 
running all these functionalities. Since the system is so large, the processes must have 
their own functional tools supporting the related tasks. To make all these elements work 
seamlessly together, there must be a variety of interface solutions between the 
functionalities. At the same time, when the purely functional needs have been satisfied, 
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there must be concerns about customer behavior, data security and privacy, usability, and 
the needs of the different parties involved. Simply, there are no solutions to all this. This 
thesis, therefore, introduces an innovative concept of performance data acquisition for 
mobile phone products. 



8 Preliminary customer survey 

8.1  Introduction 

Dissatisfied customers are always a serious problem for any service. The situation could 
turn out beneficial for both parties if it is dealt with appropriately. The service provider 
learns through the experience and acquires new information, and exactly the same could 
be true of the customer. However, the different perspectives of the customer and the 
service provider in the service situation may result in misunderstandings and cause the 
customer to be dissatisfied. 

Especially with very high-tech products, such as mobile phones, the general 
population cannot be expected to know all the details of the latest technology. The market 
for mobile phones and related services consists of almost the whole population, which 
makes the situation very challenging. The customer interface should have proper means 
for bringing the technology closer to the end user, in order to improve communication 
with the customer. 

When a fault occurs, the customer sees the symptom. How could the customer’s 
message be delivered and utilized in finding the fault? Is this possible through discussion 
at all, or should we have other means apart from the conventional testing methods 
available for fault finding at customer interfaces? 

8.2  Objective 

The aim of this preliminary study was to obtain at least partial answers to the questions 
and problems brought up in section 8.1 . Depending on the results, the aim of this study 
was to verify the need for additional methods of information collection and analysis at 
customer interfaces or, contrariwise, to prove that no such methods are needed. The 
following research objectives were derived from these preliminary ideas. 

The primary objective was to study the level of knowledge of the average customer in 
the field of mobile technology. This included both active and passive terminology as 
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understood by the customer. The aim was to determine the possible level of discussion, or 
the starting point of the symptom, and fault determination. Secondary objectives were to 
study the threshold of complaint, the motive, and the means used by the customer to find 
out the problems encountered. 

The threshold of complaint is a very important issue in fault finding. If the customer 
does not feel that there is a fault, the fault cannot be found, and very vital information 
might be lost. This could even cause the real problems to remain hidden until there is an 
epidemic of problems in hand. The true motive for the complaint is also important. In the 
worst scenario, wrong motives distort customer service and give wrong indications from 
the customer interfaces. Finally, knowledge of the problem-solving methods used by the 
customers help the service provider to develop better services and to focus information 
sharing and advertising to the relevant areas. 

8.3  Research method 

The topic of research was so complicated that it was necessary to make a couple of pilot 
studies, which yielded useful results and experience for the real study. The results were 
used to develop the questionnaire and the methods. The sampling method used in the 
pilot study was based on suitability sampling. The survey group was easily available from 
the University of Oulu. The responses from this group were not used in the real survey 
analysis. 

The questionnaire was distributed quite widely. The main single source was the 
University of Oulu, where the questionnaire potentially reached about 2200 people, 
including about 1700 employees and 487 students, and from where about one hundred 
responses were obtained. The other sources were the Mobile Forum showroom located at 
Tietomaa (a science and visitor center in Oulu), a few local businesses in Oulu, 
Rovaniemi Health Center, and some individuals from Rovaniemi, Oulu, and Helsinki. 

It is difficult to estimate with any precision the total population that was actually 
reached, but it is obvious that the total response rate was low. When the response rates are 
separated by source, it can be noticed (Table 4) that only the University of Oulu had a 
low response rate. All the other sources had good or excellent rates. 

The low rate within the university may be due to the fact that hard copies of the 
questionnaire were mostly used, while most questionnaires are nowadays filled in 
electronically via an Internet interface. The fact that the people at the university receive 
questionnaires quite often may be another reason for the low rate. It can be understood 
that the frequent requests to respond to different questionnaire surveys diminish the 
interest. The method of distribution at the university may be a further reason. This 
questionnaire was just one title on a list kept by the university for its employees as a 
general information distribution channel. The reader was instructed to print out the 
questionnaire, to fill it in and to send it to an internal address. This was definitely not the 
best and easiest way for the respondent, but it was the only method considered feasible 
within the given schedule. 

Without the responses from the University of Oulu, the response rate would have been 
57.7%, which could be considered excellent in a study of this kind. Despite the above 
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explanations, however, the low response rate from the university decreases the reliability 
of the questionnaire. 

Table 4. Estimated response rates by source (all responses in parenthesis) (N=227). 

Source Distribution Number of responses Response rate 
University of Oulu 2187 104 (106) 4.8% (4.8%) 
MFO Showroom 150 66 (67) 44.0% (44.6%) 
Local businesses, Oulu 30 28 93.3% 
Health center, Rovaniemi 25 21 84.0% 
Other 8 8 100% 

Total 2400 227 (230) 9.5% (9.6%) 

All responses were entered into the SPSS statistical software for analysis. Using the 
SPSS functionalities, the data were organized and categorized as necessary in some cases. 
Suitable statistical methods were used to analyze the results, mostly Chi-square and 
confidence intervals, but also many others. 

8.4  Background information 

8.4.1  Demographic data 

The questionnaire contained two common questions to obtain the basic demographic 
data: gender and age. The total number of answers was 230, of which only three were 
rejected. The study sample thus consisted of 227 persons, of whom 112 were men and 
115 women. As we can see, the distribution here is notably uniform (expected value 
113.5). 

In the original questionnaire, age was divided into 12 categories with five-year 
increments, starting from age under 15 and ending up with age over 64 (Table 5). It 
turned out very soon in the data analysis that this grouping was not well represented, but 
would have to be reduced and re-arranged. The Chi-square test for uniform distribution 
applied to the original age categorization showed significant differences between the 
groups. 

Two different age categorizations were selected to be used for the reason explained 
above. The first was called “10-year categorization” (Table 6) and the second “tails 
reduced” (Table 7). The tails reduced age categorization was used whenever it was 
possible to have statistically valid results. If this was not possible because, for example, 
some age group were not sufficiently large to allow cross-tabulations, the 10-year 
categorization was used instead. 
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Table 5. Age (original groups) (N=227). 

Age group Observed N 
Under 15 7 
15-19 8 
20-24 34 
25-29 34 
30-34 32 
35-39 26 
40-44 27 
45-49 27 
50-54 13 
55-59 11 
60-64 7 
Over 64 1 

Total 227 

Table 6. Age (10-year categorization) (N=227). 

Age group Observed N 
Under 25 49 
25-34 66 
35-44 53 
Over 44 59 

Total 227 

Table 7. Age (tails reduced) (N=227). 

Age group Observed N Expected N1 Residual 1 Expected N2 Residual 2 
Under 20 15 - - 31.8 -16.8 
20-24 34 27.5 6.5 16.3 17.7 
25-29 34 25.9 8.1 15.4 18.6 
30-34 32 29.3 2.7 17.5 14.5 
35-39 26 31.9 -5.9 18.8 17.2 
40-44 27 31.9 -4.9 18.8 8.2 
45-49 27 33.5 -6.5 20.0 7 
Over 49 32 - - 87.8 -55.8 

Total 227     

The Chi-square test for uniform distribution applied to the 10-year categorization and 
the tails reduced categorization showed that the distributions were even enough to allow 
comparisons between the different groups at least in the situations were the sample was 
equally represented, as here. In both groupings, the first and the last age group were more 
widely distributed, and any conclusions concerning them must hence be drawn with more 
care. 

In view of how representative the sample of the survey is of the general Finnish 
population, it is very probable that education and work-related issues do not match, since 
about a half of the responses were from the University of Oulu. However, population 
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structures match with certain presumptions. Table 7 shows the expected Nx and Residual 
x columns. Expected Nx refers to the expected proportion of the population of Finland. 
Residual x shows the difference between the expected and given figures. In this way, we 
can use the nonparametric chi-square test to find out how well the population structure of 
Finland and the structure of the survey sample match each other. 

The first and the last age groups were excluded from the test in the first case (N1). The 
second case was an overall analysis (N2). The test shows that, without the age groups of 
under 20 and over 49, the population structures match each other well (The sample is 
representative of the general population of that age). However, when the population is 
treated as a whole, the test reveals major structural differences. This is clearly due to the 
extremes (Fig. 9 and Fig. 10). Because of the test results, only the age groups between 20 
and 49 can be compared with the general population of Finland. Within this survey, we 
cannot make any assumptions based on any other characteristics than those asked in the 
first part, which cover gender, age, usage, and ownership. Only the first two parameters 
can be compared with the corresponding parameters in the population of Finland. 

The population of Finland at the end of the year 2001 was approximately 5.2 millions 
(Statistics Finland 2000b). At the same time, there were about 4.1 million mobile phone 
connections, which makes a penetration of approximately 78.8% (Statistics Finland 
2002a). Recently, penetration has even increased. Many of the European countries have 
figures very close to Finland’s or even higher (Statistics Finland 2002c). Based on this 
knowledge, we can make a fairly good estimation that mobile phone users are not a 
selected group but represent pretty much the whole population. This means that we must 
consider all people as customers. Usually, there is a certain group to whom the marketing 
efforts are focused (Kotler et al. 1996b). Within mobile phone business, for example, 
different phone categories are marketed to different user groups. However, in the case of 
mobile phone service, all of these groups and phone categories are usually mixed up, and 
help and complaints are communicated through the same channel of customer service. 

There are several factors that categorize customers into different groups (AT&T 1990, 
Kotler 1996a). These factors can be cultural, social, personal, or psychological. Again, we 
can divide these factors into many sub-categories, such as social class, occupation, 
perception, etc. (Kotler 1996a). With the knowledge that we have almost the whole 
population with very different backgrounds as our customers, we are facing great 
challenges in service provision. 

It is slightly speculative if the present study sample represents the population of 
Finland as mobile phone users, but it certainly gives important indications. It would be 
very interesting to conduct a similar study in some other countries, including ones with 
equally high mobile phone penetration as in Finland and ones with considerably lower 
penetration. 
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Fig. 9. Finnish population grouped equally to the tails reduced analysis in the survey 
(Statistics Finland 2002b: from age 10 to over 90) (N=4.57 millions). 
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Fig. 10. Manipulated age categorization in the tails reduced analysis (Table 7) (N=227). 

8.4.2  Usage and ownership 

In addition to normal demographic data concerning gender and age, two other questions 
were made, which related to mobile phone usage and ownership. Together, these four 
questions constitute the background information of the study. For example, education and 
work-related questions were left out because they were not considered essential in view 
of the planned conclusions. The meaning of the survey was to find out issues related to 
the general population who use mobile phones and related services. 

The multiple-choice question concerning the use of mobile phone included five 
alternatives. The fifth option “I do not use a mobile phone” did not have any answers 
(Fig. 11). The first four questions were constructed so that question number one indicated 
the most frequent use of mobile phone and question number four occasional usage. There 
were some difficulties because it is well understood that people perceive such choices 
differently when they are expressed as phrases. Still, scale type selection would have 
been even more problematic. Therefore, this was probably the best and sufficiently 
accurate way to describe mobile phone usage. 
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Fig. 11. Use of mobile phone (N=227). 

The expected high concentration of responses to Basic functions involves one problem 
compared to the total number of responses in the study (N=227, Fig. 11). The frequencies 
of the other reply alternatives are small. Therefore, it is expected that at least 
Occasionally will not yield significant results in the cross-tabulations to be presented later 
in this study. 

The question related to ownership was also divided into five alternatives. It was asked 
if the phone and the mobile phone subscription were owned by the person or the 
company he was working for (Fig. 12). The last option was “I don’t possess a mobile 
phone”. This option had two answers, but because the usage question did not have any 
answers to the item “I don’t use mobile phone”, even these persons apparently use 
somebody’s product at least occasionally (checked from the data: one of these 
respondents used a mobile phone Occasionally, and other reported Diverse use (!)). Thus, 
all responses were given by persons familiar with mobile phone products at least to some 
degree. 

Table 8. Mobile phone subscription (reduced) (N=227). 

Item Percentage 
Own mobile phone subscription 78.0% 
Company’s subscription 21.1% 
Does not possess 0.9% 

Total 100.0 
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Fig. 12. Mobile phone ownership and subscription (N=227). 

It was expected that the options Own subscription and own phone and Company’s 
subscription and company’s phone would get the most answers. Since there were just a 
few responses to the other options (total 6), only the subscription is included in the cross-
tabulations (Table 8). 

8.4.3  Comparison of background information 

There were no differences in mobile phone usage between the different age groups. This 
is true at least of any other options except occasional usage, since there were too few 
responses for a reliable result concerning that item. The Chi-square tests were performed 
without the Occasionally field, and the above result was obtained, although, as you can 
see, that there were slight variations; the group of 25-34 years is slightly oriented towards 
diverse use, while over 44 years is oriented towards call functionality (Table 9). 

Table 9. Age (10-year categorization) and Use of mobile phone (N=227). 

Age group Diverse use Basic functions Call 
functionality 

Occasionally 

Under 25 14.3% 61.2% 20.4% 4.1% 
25-34 18.2% 69.7% 9.1% 3.0% 
35-44 13.2% 67.9% 15.1% 3.8% 
Over 44 11.9% 49.2% 30.5% 8.5% 

Total 14.5% 62.1% 18.5% 4.8% 
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Gender was also tested against usage. The results were analogous, as there were no 
differences in usage between the genders. That made a more significant case than the 
different age groups. However, as it might be expected, there were significant differences 
in usage depending on whether the subscription was one’s own or the company’s (Fig. 13 
and Fig. 14). 
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Fig. 13. Use of mobile phone with one’s own subscription (N=177). 
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Fig. 14. Use of mobile phone with company’s subscription (N=48). 

Cross-tabulation of age and mobile subscription revealed, expectedly, differences 
within the age groups. The number of company subscriptions increased from the age 
group of under 20 towards 30-34 years. However, it decreased again towards 40-44 years, 
though it was expected to remain at least at the same level (Fig. 15). This can be 
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explained by the small amount of data, since the figures for company subscriptions were 
between 1 and 12, although the case is significant. Also, there were significant 
differences between men and women in the ownership of subscriptions. 32.1% of men 
had a company subscription compared to 10.6% of women. 
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Fig. 15. Proportions of company and own subscriptions (N=255). 

8.5  Problem situations 

Two thirds (67%) of all persons responded that they had sought help at some point 
concerning a problem related to a mobile phone. This means that 33% had not used any 
of the means shown in Fig. 16 for problem solving, which is somewhat surprising. Could 
this mean that one third of mobile phone users are so familiar with the products that they 
do not even need to consult user manuals? That would certainly be a compliment to 
usability designers. 

The next question was a combination of two issues. The respondents were asked 
which means they had used to deal with the problems they had encountered. Then they 
were asked to rank the means they had used, starting from the one considered best based 
on their current experience. 

As you can see from Fig. 16, the items are presented in an order based on the 
calculated means (with the lowest value on top). However, the calculated confidence 
interval (95%) shows that the order is not so definite as illustrated (see also Table 11). 
The situation does not change even when a 90% confidence interval is applied, except 
that Call center is differentiated even better from the other categories (with no overlap 
with the Visit to a service point). 
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Fig. 16. Order presented with 95% confidence interval (N=152). 

With a range comparison starting from the first item, based on the calculated mean 
(Call center), it can be said with 95% confidence that the order is as presented in Table 
10. As we can see, there is no possibility for unambiguous ranking. However, the ranking 
can be categorized into six groups to define probable ranking. Only “Other” stands out as 
a group of its own. In order to have potentially better results from this question, instead of 
merely indications for direction, a bigger sample should be used. 

Table 10. Possible ranking based on overlapping (N=152). 

Rank Item Lower 
bound 

Upper 
bound 1 2 3 4 5 6 

Call center 0.70 2.16 1      
Friends 1.67 3.47 1 2     
User manual 2.83 4.59  2 3    
Visit to a service 1.97 5.46 1 2 3 4   
Internet 2.42 5.87  2 3 4 5  
Literature/Magazines 5.08 6.07    4 5  
Other 6.51 7.21      7 

The possible ranking based on Table 10 was again tested with Wilcoxon’s signed-rank 
test (Milton & Arnold 1990), where pairs were tested against each other. These tests 
confirmed the significance of the rank order shown in Table 11. Notice that no significant 
ranking could be made for Literature/Magazines, and also that there is no significant 
difference between Friends and Visit to a service point (including both visit to a service 
point and visit to a point of sale). Notice also the difference between the earlier rankings 
of User manual and the fourth place in this ranking. 
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Table 11. Significant ranking based on Wilcoxon’s test (N=152). 

Rank Item 
1 Call center 
2 Friends 
2 Visit to a service point 
4 Internet 
5 User manual 
- Literature/Magazines 
7 Other 

Question 2.3 was made to persons who had used call center services in problem-
solving. The actual question was related to the issue of how well the most recent problem 
had been solved (Fig. 17). There were no differences between age and gender and how 
the problem was felt to be solved. However, those who were categorized as using the 
basic functions of their mobile phone felt that the problems were solved better than those 
who used only call functions or were diverse users. At the same time, the respondents 
with a company mobile phone subscription were more skeptical about the solution. 

It should be underlined that, even though 56.9% of the respondents said that they had 
had a perfect solution to their problem, 43.1% of the responses ranged from No solution 
to Maybe solved. This means that 43.1% of the customers were not perfectly happy with 
the service they had received. A large portion of Maybe solved (28.4%) responses could 
indicate that at least the accuracy of service must be improved and the methods for 
reliable problem-solving must be developed. 

This question has a frequency of 109 (N=109), which means that 48% of all 
respondents and 71.7% of those who had sought help had used call center services. It is 
often suggested that call center services are not very popular compared to other problem-
solving methods in Finland, but this result and the responses to question 2.2 prove that 
this is not true. The margin of error ranges from ±3% to ±6% in this question (Hovi 
1967). 
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Fig. 17. How was the problem solved in the call center? (N=109). 

The next question 2.4 was also made to the persons who had used call center services in 
problem-solving. The item was about the actual cause of the problem (Fig. 18). Gender, 
age, and use of mobile phone were not related to the problem experienced. However, 
there was a slight difference depending on whether the person had his/her own or a 
company subscription. The respondents with company subscriptions had had more 
problems with mobile phone services than with the actual product. 

The product (16.1%) and the mobile phone service (12.5%) caused problems almost 
equally often (margin of error ±7%; Hovi 1967). However, a clear majority of the 
problems were due to perceived errors (64.3%), which means that the customer had 
problems using the product or service. It should be pointed out that, even though a 
perceived error is not exactly a fault in the product or the service, it might be avoided by 
better usability design (e.g. better instructions, user interfaces, general usability, etc.). For 
reference, see section 8.7  (Service and Return) concerning the reasons for service or 
return (Table 12, page 66). 49.3% (N=112) responded to question 2.4, while 67% 
(N=152) had sought help. 
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Fig. 18. What was the reason for the problem? (N=112). 

Some observations to avoid faulty reasoning 

If we hypothesize that the persons who have used call center services are distributed 
equally compared to those who have not and have also owned only one mobile phone, we 
can make the following calculations (it might be good to find this out in further studies). 
The product caused 16.1% of the problems. This would make a 11.8% (margin of error 
±6%; Hovi 1967) product failure rate in the total population (N=152). It should be 
noticed that question 2.4 did not give any time limit, which means that these problems 
may have occurred after the warranty period and over a period of several years and even 
in several phones. However, only the reason for the most recent problem was inquired. 
Notice also that 7.1% of the reasons were unknown. 

For reference, the newspaper Sunnuntaisuomalainen made a survey about the failures 
of mobile phone products in Finland (Kurki 2002). According to the results, 11% of the 
products had been brought for service within the first year of usage, and 8% of the 
products older than one year had been serviced within the last year. Because of the high 
market share of Nokia’s products in Finland (85%, Kurki 2002), the results were mainly 
based on them, although it was mentioned that, despite the low frequency of other brands 
in the study, it seems that there are no differences between the different brands in this 
respect. The margin of error in this study was ±4% for the products that were under one 
year old and ±2.5% for those older than a year. The results of this study and the study 
made by Sunnuntaisuomalainen could support each other within the margin of error 
(combined results from Sunnuntaisuomalainen may also include overlapping parts), 
although this is only hypothetical. 

Question 2.5 asked about the preferred source of information. The options were the 
same as in question 2.2, but now the person was asked, even if she/he had not used any of 
the sources, which one she/he would prefer to use in case there were problems. Thus, 
while item 2.2 asked about experience, item 2.5 elicited preference. 
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Of all options, call center was the most preferred information source (Fig. 19). It is 
important to notice that the option Literature/Magazines did not get any responses. The 
differences in preferences were significant, but there were no differences in preferences 
between the different user groups, which means that this ranking can be considered the 
common order of preference. The responses to this item proved call center to be the most 
preferred source of information, and the responses to the questions 2.3 and 2.4 supported 
this result, since the response rate to them exceeded 40% of all responses. 
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Fig. 19. Preferred information source (N=210). 

If we compare the results from question 2.2 to the results obtained from this question, 
we can make some observations based on the knowledge that the responses to item 2.2 
(see the result from Table 8) are based on experience and those to item 2.5 on preference. 
In both cases, call center is the first choice, while friends come second (note that visit to a 
service point is also second in item 2.2) and Internet fourth. Based on preference, 
therefore, user manual ranks third, but based on experience, it ranks fifth. Could this be 
taken as a message to the people who design user manuals? This could also be taken as an 
indication of which services should be developed and given more attention. In the light of 
these results (Table 11 on page 60 and Fig. 19 on page 63), call center services should be 
emphasized, since they are preferred to the other methods. However, Internet service 
should be developed further to make it more popular, since it is much cheaper to maintain 
than a call center, has wide possibilities for different services, and allows the information 
to be kept updated, unlike the user manuals delivered with products. 

The last question in section 8.5  asked how customers would feel about a function 
whereby the mobile phone service (e.g. call center, point of sale or service point) could 
retrieve performance-related data directly from the customer’s phone in order to better 
solve the problems. This would apply to all problems, ranging from perceived errors to 
actual product faults. The retrieval would be done only with the customer’s authorization 
and when requested by the customer. 
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When asked, 69% said that they would authorize and use this problem-solving 
technique if it were available (margin of error ±6%; Hovi 1967). Only 12.8% said they 
would not authorize and use the service (margin of error ±5%; Hovi 1967). 18.1% could 
not decide (Fig. 20). There were no differences between the user categories. 

The responses to this question are very interesting and also an important message to 
all service providers, since they show that most customers would be very willing to use 
this kind of service. It is important to be extremely open with these functionalities and 
possibilities, since a good attempt at improving services could increase distrust. 
Customers are conscious about their rights, and the personal space can be felt to include 
personal items, such as mobile phones. 
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Fig. 20. Reaction to the possibility of remote problem analysis (N=226). 

8.6  Threshold of complaint 

In this section, the purpose was to ask questions about how different events and situations 
would affect the user. All responses were given on a scale where the lowest figure meant 
“very disturbing” and the highest figure “insignificant”. The first five questions measured 
different things and were categorized as: (1) significant service limitation (cellular 
coverage area), (2) insignificant hardware fault (product hardware), (3) intermittent 
product failure (product hardware/software), (4) uncertain problem (service, product or 
no fault), and (5) continuous product malfunction (product hardware/software). The last 
question was to measure average irritation based on the above questions and, at the same 
time, overall consistency. 

Calculated means were compared between genders, age groups, and subscriptions, and 
no significant differences were found, although it could be mentioned that the age group 
of 35-44 years worried slightly more about problems than the age group of under 25 
years. The mean values varied slightly from group to group, but with a 95% confidence 
interval, they all overlapped each other. This was also true when they were compared 
against values calculated from the whole sample. Surprisingly, the value for the last 
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question, Seeking help, was significantly lower than the average value calculated from all 
the other questions. Only in the case of company subscription the ranges did overlap 
slightly with a 95% confidence interval. This is probably due to the low response level in 
this case. 

The last question asked about the average value of the scale based on the earlier 
questions at which the person would certainly contact a service center for solving the 
problem. Based on the results, all the other cases except the first would not exceed the 
“irritation level”, although there was some overlap between the company subscription 
and the fifth question. The first case exceeded the irritation level significantly, as it could 
be reasonably expected. Again it was very surprising that the other cases were not so 
disturbing as it was assumed by the researchers. 

1.00 2.00 3.00 4.00 5.00 6.00

Problem 1

Problem 2

Problem 3

Problem 4

Problem 5

Seek help

 

Fig. 21. Threshold of complaint: ranges with 95% confidence interval (N=225). 

The first problem, significant service limitation, was the only one that definitely 
caused enough irritation and disturbance to make the customer willing to seek help. 
Surprisingly, the other problems result in significantly lower irritation levels. From Fig. 
21, we can clearly see that the problems 2, 3, and 4 are at approximately the same level. 
This is obvious, since these problems were categorized as insignificant hardware fault, 
intermittent product failure, and uncertain problem. These features do not affect the user 
so much as the very basic functions, such as calling, which was the first alternative. We 
can also see that the fifth problem was separate from the others. The problem was 
categorized as continuous product malfunction. 

When the distribution of responses within one problem was analyzed, no perfectly 
normal distribution emerged. There was always a clear peak, while the rest of the 
responses were scattered over a wide area. The smallest variance was seen in the 
responses to the last question, Seeking Help, and the largest with problem 5, varying from 
2.834 to 8.909 (scale from 1 to 10). We expected to find differences between the user 
categories, but none were actually found. 

The study made by Sunnuntaisuomalainen also highlighted the importance of 
understanding the meaning of the threshold of complaint. Based on the research, 21% of 
mobile phones have some minor failures, which do not disturb the customer so much as 
to make him/her contact the service (Kurki 2002). If you compare the present results 
(Section 8.6 Threshold of complaint) to the result reported by Sunnuntaisuomalainen, it 
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really appears to be true that many faults (even ones believed to be quite serious) remain 
hidden from the manufacturers because of the high threshold of complaint. Although 
customers do not make complaints, it is pretty sure that these faults, even if they seem 
small to the customers, diminish their satisfaction with the product. There should 
therefore be methods to discover these hidden faults and thereby to enable corrective 
actions. 

8.7  Service and return 

Based on the findings, 44.5% of the respondents said that they had brought or sent a 
product to the service point or returned it to the point of sale for refund (Table 12). Again, 
there was no time limit for the service or return, which means that the last action could 
have been years before, and the person could even have owned several mobile phones 
since that time. However, the respondent was only asked about the reason for service or 
return on the last occasion of failure. Notice that this figure does not mean the failure 
rate. 

At the same time, 67% had sought help for any problem situation (Section 8.5 ). When 
this issue was explored further with a question related to service and return, it turned out 
that only 35.2% of the respondents had both sought help and returned the product or had 
it serviced. For 29%, the reason for return was a failure in the product (22% under 
warranty and 7% without warranty). Further, 25.6% said they had used (at least) a call 
center for seeking help. For 20.7%, who had used a call center, the reason for return was 
a failure in the product (15% under warranty and 5.7% without warranty). It must be 
noticed that the same person may have experienced different instances (i.e. may have 
sought help and returned the product in different cases or may have owned more than one 
product), and any conclusions must hence be made with care. 

Table 12. Reason for the last service or return (N=101). 

Reason Percentage 
Failure in product (warranty) 61.4% 
Failure in product (no warranty) 19.8% 
Other 10.9% 
Software update (no warranty) 3.0% 
Perceived error 3.0% 
Software update (warranty) 1.0% 
Dissatisfaction 1.0% 

Total 100.0% 

Table 12 shows only the reason for the last service or return. We could calculate the 
average failure rate for the whole product lifetime to be 36.1% (27.3% [Failure in product 
under warranty]+8.8% [Failure in product out of warranty]; ratio to N=227) based the 
assumption that these individuals had owned only one product. This does not agree at all 
with the hypothesis presented in section 8.5 , which makes the results very questionable. 
Also, the margin of error for this result (36.1%) would be very large, ±10% (Hovi 1967). 
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Again, the result on Failure in product (no warranty), 8.8%, is in almost full agreement 
with the Sunnuntaisuomalainen results on serviced products older than a year (warranty 
period generally 12 months), 8% (Kurki 2002). However, as mentioned earlier, this is an 
entirely hypothetical comparison, as the questions were posed differently, and the 
similarity could thus be only a coincidence. 

It was expected that failure in the product during the warranty period would get the 
highest number of responses, while failure outside warranty would rank second. The last 
four alternatives got so few responses that they cannot be considered as reliable 
information. Unfortunately, there was no space for a response in the Other option, which 
got 10.9% of the responses, and it would be very interesting to know what these reasons 
were. 

The motive for service or return can be inferred from these answers. Software update 
on warranty, which is not related to any real fault, can be said to be a clearly wrong 
reason for service. Perceived error and dissatisfaction can be in the same category, but are 
not so clear (e.g. different service policies). All these together account for 5% of all 
responses to this question. This could be considered an alarmingly high figure if true. 
However 5% accounts for a total of 5 responses in this case, and the result must hence be 
carefully considered (Table 12). As mentioned above, it would also be very important to 
know the reasons for selecting Other, in order to study in more detail the motives for 
service or return in this relatively large category. 

8.8  Understanding the fault 

A series of multiple-choice questions were asked in order to find out the level of 
customers’ knowledge about the mobile phone technology. The questions were 
formulated to represent an event or state related to a problem with the mobile phone, and 
the respondent was instructed to indicate only the right choice(s). Alternatively, some 
items had a set of claims, which were right or wrong, and the respondents were asked to 
choose the right one(s). 

The topics of the questions were selected to represent the very basic aspects of mobile 
phone technology, so as to make them relevant even to the end users who are using only 
the basic functions. As far as possible, therefore, this section was built so as not to 
discriminate any users and not to require any special training or education. Most of the 
answers to these questions are presented in the user manuals, and the rest of the 
knowledge can be acquired from the information sources provided by the mobile 
operators. 
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Fig. 22. Understanding the fault: general values with 95% confidence interval (N=222). 

Fig. 22 illustrates how well the different aspects are known. All sets differ 
significantly from each other, except call and software. It is naturally very hard to 
measure if the different areas are equal in their level of difficulty. However, all questions 
and multiple choices were considered carefully to have equal levels of difficulty. 

It could be expected that Call would be the first one instead of SIM, since it would 
seem to be the most used and therefore the most known feature. As we can see the Call 
came as late as fourth. This can maybe be explained. The question must be approached 
from the usage of the feature from the different angle. If it would be asked that which 
features a mobile phone user configures most or otherwise knows about most. This 
probably makes the order seem more rational. 

SIM card affects significantly the person’s ability to use a mobile phone product 
(GSM). Without it, the product cannot be used. Maybe the most important factor is 
money. Mobile phone operators continuously offer better prices, and customers may 
therefore change operators quite often. SIM is also used as a memory. Since the SIM card 
has an important effect on usage, it might also be examined in most detail by the 
customers. It would be very interesting to conduct the same study in a market area where 
products using the TDMA (Time Divided Multiple Access) or some other protocol are 
used, since they do not have SIM cards. Would the order be otherwise the same without 
SIM? 

User interface and battery and recharge could also be very familiar matters to phone 
users for the simple reason that they constantly need to deal with issues related to these 
two aspects. The user interface is naturally used for interacting with the functionality of 
the product. Actually, all things that one can do with the phone are done through the user 
interface. Battery and recharge issues may be related quite closely to the user interface 
issues. 

As it can be noticed, there is quite a big and significant gap between battery and 
recharge and call. How can this isolation of call, software, and audio be explained? 
Actually, all these three areas of knowledge are pretty remote for customers. Software is 
naturally a very important part of the product, but something that is very transparent for 
the user and therefore a very distant and unknown aspect of the phone. Customers seem 
to be very familiar with audio and call issues, but the technique behind them may be 
extremely difficult. Another explanation for this order could be the problems caused by 
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these aspects. The more problems you encounter, the more you have to deal with the 
issue and the more knowledge you acquire. In order to find this out, another study must 
be conducted. 

The aspects of the questions were studied as if there were no differences between the 
user groups. All four classes of background information were studied for this purpose: 
gender, age, usage of mobile phone, and mobile phone subscription. With a 95% 
confidence interval, the only significant difference emerged between the genders in 
Audio. The upper limit for women was 2.71, while the lower limit for men was 2.91. 
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Fig. 23. Understanding the fault: categorized based on the use of mobile phone (N=222). 

As it can be seen from Fig. 23, based on the average values, it would seem that the 
result is as expected: those who use their product’s functionalities more are also more 
knowledgeable about the different aspects of mobile phone technology. The category 
titled Occasionally can be left out, because only 11 responses out of the 227 were in this 
category. This is why the range is much larger than in the other cases and the result also 
has a larger margin of error. Unfortunately, the differences between Diverse, Basic, and 
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Call are not significant. More responses would be needed to make the confidence interval 
smaller. 
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Fig. 24. Understanding the fault: categorized based on mobile phone subscription (N=220). 

There are distinct differences in the mean values between the users’ own and company 
subscriptions, as shown in Fig. 24, but the differences are not significant with the given 
confidence interval (95%). However, the data support the theory explained at the 
beginning of the section, where the general values were evaluated. Since the customers 
with company mobile phone subscriptions are not affected financially, and the operator 
connections are hence not so interesting, they are not so familiar with issues related to 
SIM as are the customers with their own subscriptions. User interface, Battery and 
Recharging, Software and Call are known better, as expected, by the users of company 
subscriptions, since mobile phone usage is also more common within this group (Fig. 14, 
page 57). However, Audio is a slight mystery. Again, these interpretations are all 
hypothetical, since the differences have not been verified statistically. 

We must remember that customers can also be experts. According to Statistics Finland 
(2002d), there were approximately 149 000 people in the age group of 15-74 years in the 
year 2000 who had a degree from the field of telecommunication, information processing, 
information technology, or electrical engineering (Statistics Finland 2002d). These people 
could more potentially be experts on electrical devices, such as mobile phones, than other 
people. At least they would be likely to show more interest towards this technology and 
thus to have a higher than average level of knowledge. At the same time, there were 
approximately 3.9 million people in the same age group in Finland (Statistics Finland 
2002d). After all, this means that only 3.8% of the whole customer population belong to 
this potential expert group. 
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8.9  Conclusions from the customer study 

To find out users’ level of knowledge, the mobile phone technology was divided into six 
basic areas covering the most obvious issues likely to be encountered at the customer 
interface (Section 8.8 ). Users had significantly different amounts of knowledge of these 
categories, and surprisingly, only two areas overlapped with each other (Fig. 22, page 68: 
Call and Software). The order is as follows (with the defined level of knowledge in 
parenthesis: excellent [A], good [B], fair [C], tolerable [D], low [F], no knowledge). 

1. SIM (Good) 
2. User Interface (Good) 
3. Battery and recharge (Good) 
4. Call (Fair) 
5. Software (Fair) 
6. Audio (Tolerable) 

No significant differences were found between the different user groups (gender, age, 
usage, and subscription). However, it is likely that the differences, which would probably 
be small, might emerge in a larger sample. Anyway, the given order could be applied 
generally to the whole customer population, to target services towards the weaker areas. 

As it can be seen from the above list, at least issues related to audio, call and software 
might need some improvement. And battery and recharge should possibly also be added 
to the improvement list. What would “improvement” mean in this context? As pointed 
out in section 8.1 , can a customer provide the vital information about a failure (symptom 
description) if he does not know enough about the area of the problem? Naturally, we 
cannot expect expertise about the technology, but merely basic knowledge about 
functionality. Thus, improvement would mean that customers’ level of knowledge could 
be increased somehow or that, alternatively, the technology would be developed so that 
the product itself would indicate to the service personnel the possible problem. The latter 
alternative might be the better solution, since the technology is advancing so rapidly and 
getting so complex that customers are already having a hard time to cope with the new 
functionalities. In reality, new automated analysis and reporting systems must be 
introduced, and product information must be made better and be more conveniently 
available for both customers and service channel personnel. Issues discussed in section 2 
must be considered when these systems are built. The good news is that clearly over two 
thirds of the customers accept the idea that their products could be analyzed for such 
purposes (Fig. 20, page 64). 

It can be said that the threshold of complaint is quite a constant value among 
population (Section 8.6 ). There are no significant differences with this value even when 
the mobile phone usage is very different. The same rule applies to more personal issues 
like age and gender. Customers are patient with problems that appear in the additional 
functionalities but are very critical about primary functionalities. Motives that could be 
categorized as unfavorable for service and return, accounted for up to 5% of the 
responses (Section 8.7 ). The result in this case is not very reliable, and further research 
on this area is warranted. However, this finding should be taken very seriously. If it is 
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true, it causes major unnecessary costs for mobile phone manufacturers. An automated 
analysis system might eliminate this problem completely. 

Customers prefer different information sources in the following order (Section 8.5 ): 

1. Call Center 
2. Friends 
3. User Manual 
4. Internet 
5. Visit to a point of sale or service point 

The Literature/Magazines option did not receive any responses. This was the case 
when preference was asked possibly without experience. The currently used information 
sources and their ranking only differ in that the mutual order of user manual and visit to a 
service point is reversed. The above order can be used to prioritize the efforts to develop 
service interfaces. 
As seen with question 2.4 (call center: the cause of the problem; section 8.5 ) and the 
questions related to service and return (Section 8.7 ), it would have been much better if 
they had been limited to a certain period. For example, if the cases within the last year 
had been asked about first and then perhaps separate questions had been made to cover a 
longer period, the same problems would not have been encountered (refer to the 
hypotheses made above). Now that there were no such limitations, it is impossible to 
present any detailed reasoning without being too hypothetical. Because of this, wrong 
values could easily be obtained, which could lead to bad reasoning. Also, the questions 
related to product ownership should have been more detailed, covering how many 
products had been owned within a certain time frame. 

The survey barely achieved its main objectives, and sample size became an issue in 
many cases. Because of this, the questionnaire can only be trend-setting in many of the 
areas addressed. With a twofold number of responses, for example, the cross-tabulations 
might have given more accurate and interesting results. Another issue that would have to 
be considered better would be the sampling method, which could then lead to better and 
more reliable results. Unfortunately, this is often a matter of available resources. A study 
of this kind should nowadays be conducted by using electronic questionnaires distributed 
through the Internet or other suitable means. An electronic questionnaire would probably 
elicit a higher response rate, be easier to distribute to a larger population, result in better 
divergence, and be much easier to transform into a format suitable for computerized 
statistical analysis. Nevertheless, the study gives valuable information for the purposes of 
a preliminary customer study. 



9 System construction 

9.1  Requirements for the data acquisition system 

Next, we will go through the technical areas that pose the minimum requirements for a 
comprehensive system. The basic guidelines for the construction of the system will be 
presented. The items will be divided into subgroups, which reflect the main titles of the 
developed methods. 

9.1.1  Customer interfaces 

Comprehensive data acquisition requires, as indicated, a possibility to receive data from 
all interfaces that occur in the mobile phone industry. Maybe the easiest way to start to 
solve the issue is to go through the given customer groups. These are R&D (Research and 
Development), AMS (Aftermarket Services) (repair functions), customer care (customer 
interface functions), mobile operators, and end users. 
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Fig. 25. Customer relations. 

As seen from Fig. 25, almost all customers included in the concept are interrelated. 
Only end users do not have a direct connection with R&D functions. They have many 
similar functions (e.g. mobile operators have their own call centers similar to those of 
customer care functions, and R&D test groups collect data in the same way and almost 
for the same purposes as AMS), and there must hence be a way to integrate the methods 
and to use a minimum number of tools and service concepts. This both makes the 
development work simpler and lowers the customers’ threshold to take the methods into 
use. It probably also means better support and a shorter learning cycle for customers. 

If we look into the functions of the customers and consider how the product itself 
moves between these different entities, we can formulate the requirements for interfaces. 
The route from production (included in R&D) to the customer goes pretty simply through 
retailers (included in mobile operators). After this, if the customer has problems with the 
product, the route goes as described in Fig. 1 on page 16. Actually, this second route is 
the interesting one, since the system to be designed aims to solve problems that occur 
along this route. Again, as illustrated in Fig. 1 on page 16, the dashed lines represent the 
points where the methods are needed. If we consider other interfaces, only the functions 
inside them matter. R&D, operators and AMS have their test functions and need them for 
verification and other similar purposes. Customer care (e.g. call centers, Internet support) 
has the function to solve customers’ problems but also to deliver the necessary 
information to the other interfaces (two-way flow of information). Also, it is very 
important to point out that the product is generally physically present at any other 
interface except that of customer care. This point must be taken into account. 

Based on the above discussion, there is a need for at least a method of remote data 
retrieval. It would benefit all interfaces. However, remote methods are usually much 
more complex than methods that enable retrieval through physical connection. For 
example, some functionality required by remote methods could not be available in the 
early R&D phases. Costs, speed, and practicality issues must also be considered. Thus, a 
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method of data retrieval through physical connection is also needed. At the same time, all 
of these customers and their interfaces need a possibility to conveniently access relevant 
reporting and analysis facilities. 

9.1.2  Sending and receiving performance data 

There must be suitable data transfer methods between the components of the developed 
system and, thus, customer interfaces. Although they are hidden parts of the system, they 
enable the functionality of the total concept. Data transfer methods must generally have at 
least the following characteristics: 

1. The data transfer method must be suitable for the tool and the interface at issue (e.g. 
must take different modes of operation into account) 

2. The speed of data transfer must be suitable for all interfaces (must take the nature of 
the service into account) 

3. The data transfer method must be stable with a low error rate 
4. It must be possible to make data transfer secure if necessary 
5. Transfer must be fully automated whenever possible or made as easy as possible (e.g. 

minimal work load) 

Generally, the data flow goes from the product towards the tools, but there are 
naturally some control and configuration data that go towards the mobile phone. The 
basic components between which data flows take place are the product, the retrieving 
tools, the local data storage devices, the global database, and the reporting facility (Fig. 
26). Regardless of the customer, the basic components of a simplified system are always 
these. 
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Fig. 26. General data transfer in the concept. 

Based on the literature review, the method of remote data transfer from the product to 
the retrieving tool will be short message service (SMS). It has such obvious benefits that 
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it is a very natural choice (Section 4). Just to be safe, the system must be constructed so 
that it is quite easy to change the method. This applies to all data traffic discussed here. 
The local transfer methods from the product to the retrieving tool may be MBUS, FBUS, 
USB, IR, BT, etc. The choice depends entirely on the product, and the local station and 
can be left open. Traffic from the retrieving tools to the global database must meet the 
requirements listed above. Email is at least a method that warrants study. It meets the 
requirements and is also very available for almost all customers. The interface for 
reporting could also be arranged in many other ways, but the easiest way for the 
customers is Internet/Extranet whenever available. There is no need to install any specific 
software, and access right management is quite easy to arrange. Some other means could 
also be used, but the requirements should be met. Since at least R&D includes very many 
different user groups with many different preferences, it is best to leave the details open 
and to keep some alternative possibilities reserved. 

9.1.3  Data storage 

After the performance data have been received from the product, they must be stored 
appropriately for further usage. As already suggested in Fig. 26, both remote and local 
retrieving tools must have suitable means for at least temporarily storage of data. This 
requirement is necessary, since local retrieving tools may come up with a situation where 
there is no network available for sending email data. This could be the situation when, for 
example, a field test (FT) team is gathering information during the tests in some remote 
location and using laptops. Also, there is no point to send the data after every retrieval. 
This would involve extra costs and also take up resources unnecessarily from some other 
functionality. This also applies to the remote retrieval methods. The general requirements 
for all data storage are: 

1. Storing format(s) must be standardized throughout the system 
2. Dimensions must be standardized throughout the system 
3. There must be a possibility to store multidimensional data 
4. The storage method must be stable and reliable 
5. The data transfer methods must be taken into account 
6. Transformations must be kept to a minimum (simplicity requirement) 
7. The database format used must be generally available and widely supported (support 

and maintenance made easier) 
8. It must be possible to build reporting above the database: speed, functionality, and 

availability 
9. Global database: the database must support large data amounts 

The size of the local database can be omitted from the requirements, since size can be 
easily altered by adding more memory to servers and workstations. Processing capacity 
can also be increased quite easily. This is due to the temporal nature of the storage. This 
also means that sending data to the global database will free some resources from the 
local machines. However, the global database will handle all the incoming data that must 
be stored for some specified period. It is decided that the data must be stored for a 
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minimum of 1.5 years. This figure is based on the current global warranty policy and also 
on the nature of mobile phone life cycles. A period of 1.5 years will be sufficient for 
historical data, and it will therefore also be sufficient for purposes of analysis. Data older 
than this will lose its meaning due to the very short development cycles and the 
emergence of new technologies. A database size that satisfies the time requirement must 
be calculated for individual cases. 

9.1.4  Analysis and reporting 

Analysis must be able to interpret the data retrieved from the products. Analysis in this 
sense will be handled broadly, but it must still give definite added value to data reporting. 
Analysis functions must be mainly provided for AMS and customer care. Customer care 
employees will have to interpret the data fast for end users, and they will normally not 
have time to study the data for more than a couple of minutes. The same applies to the 
AMS functions. End users will not be able to see the results of analysis within this 
concept, since it would be too risky to launch a service of this kind in this early phase. 
There could be a risk for increasing repair actions in the AMS if the results were 
misunderstood. In reality, we must consider the analytic functionalities with some 
skepticism, just to keep the system safe. The situation could be different after the 
technologies have evolved and been verified over time. Analysis must provide at least the 
following functionalities: 

1. Give indication about no-fault/fault 
2. Give indication of the probable cause of the symptom (e.g. probabilities, 

explanations) 
3. Give suggestions for the next actions as relevant 

Reporting includes the functionality of analysis in general discussion. It is generally the 
output that is received from the system. However, as described above, the tools could 
provide some separate interfaces which only give the results of analysis. However, these 
are usually fully automatic and do not give any data manipulation methods. Basically, the 
functionalities listed below provide tools for personal analysis work. Reporting from the 
global database must provide at least the following general functionalities (access to 
function could depend on the customer): 

1. Easy access for all customers 
2. Access to raw data 
3. Possibility to arrange data 
4. Possibility to filter data with all data items 
5. Possibility to draw charts (e.g. illustrating trends) 
6. Possibility to create, save and publish special reports 

There must also be methods for local reporting from local databases. However, only 
the first two bullets are required from the above list, since the data could be manipulated 
with conventional tools, such as MS Excel. In that case, in addition to these two 
requirements, there must also be a possibility to export the data again to some widely 
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available format (e.g. CSV or XLS), which could be further manipulated in some suitable 
way. 

9.2  Technical infrastructure 

Four separate components have been developed for product performance counters (PPC), 
which support each other and together make up the concept. These components are 

1. PPC Management Tool 
2. Remote Assistance 
3. Analysis support for services 
4. Field feedback 

The necessary infrastructure is illustrated in Fig. 27. The infrastructure combines all 
developed services together. Remote assistance, analysis support for services, and field 
feedback are individually placed inside the squares, which include the main 
subcomponents. 
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Fig. 27. Technical infrastructure of the PPC concept. 

9.3  PPC management tool 

The processes must be closely linked to PPC development (more about PPCs in section 
9.7.1 ). In order to have an organized way of controlling new PPC creation, there must be 
specific processes for this purpose, starting from the first steps in product development, 
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which specify what must be done, and the responsibility areas for each step in the PPC 
creation process, and ending in the market phase, in which some processes are 
maintained or further developed. 

File  Edit  View  Create  Action  Window  Help

1 Available Counter 1 Incremented upon xxxx 

2 Available Counter 2 Incremented upon xxxx

3 Available Counter 3 Incremented upon xxxx

4 Available FIFO Counter 4 Updated upon xxxx even 

5 Available FIFO Counter 5 Updated upon xxxx even

6 Local Counter 6 Incremented upon xxxx

7 Local Counter 7 Incremented upon xxxx

8 Local Counter 8 Incremented upon xxxx

9 Available Counter 9 Incremented upon xxxx

10 Available Counter 10 Incremented upon xxxx

11 Draft Counter 11 Incremented upon xxxx

12 Draft Counter 12 Incremented upon xxxx

13 Supported Counter 13 Incremented upon xxxx

14 Available Counter 14 Incremented upon xxxx

15 Available Counter 15 Incremented upon xxxx

16 Available Counter 16 Incremented upon xxxx

17 Available Counter 17 Incremented upon xxxx

18 Available Counter 18 Incremented upon xxxx

19 Available Counter 19 Incremented upon xxxx

20 Available Counter 20 Incremented upon xxxx

21 Checked Counter 21 Incremented upon xxxx

22 Draft Counter 22 Incremented upon xxxx
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Fig. 28. PPC Management tool interface. 

Version control is very important for all software creation. A specific version control 
tool for PPCs, which also supports counter-creation and which allows change requests to 
be applied at the beginning of the development process, has also been developed. All 
necessary persons must have access to the PPC version control (Fig. 28), to see which 
developmental phases the counters are in and which counters have already been approved 
and categorized. All information on specific PPCs, including specifications, 
implementing SW factory, applier, categorization, test specification, test reports, etc., is 
stored in this database. The database can also be used to maintain some components that 
are updated upon changes in PPC specifications. 
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9.3.1  PPC management process 

The PPC management process includes all the steps necessary for PPC creation and 
maintenance. These processes are to be followed similarly to any other processes in 
product development. They ascertain that all new products will have the appropriate 
PPCs implemented at the right time, and the whole designed concept can thus be utilized 
as planned. 
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Fig. 29. Simple PPC implementation process (part 1). 

The process goes as illustrated in Fig. 29: 

1. The product program checks with the PPC Management Tool if the counter 
already exists. After a while, most counters should be available from the database. 

2. The product program makes the specification of the new counter. Both PPC 
specification and test specification should be made. The test specification can be a 
draft version at this point, since it may be difficult to predict the test procedures 
without a software code and detailed knowledge of functionality. 

3. The PPC support organization checks if the new counter has already been defined 
and implemented, if the counter cannot be implemented or if the documentation is 
correct. 

The items 1 through 3 could be executed in parallel in co-operation with the product 
program and the PPC support organization, to avoid unnecessary work. 
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Fig. 30. Simple PPC implementation process continued (part 2). 

The process continues as illustrated in Fig. 30: 

4. The product program decides if the new counter is of global interest (for all 
products) or only relates to the specific product (local). Here, it is good to consult 
the PPC support organization, since there might be issues which are meant for 
either global or local implementation, and which are not known by the product 
program. 

5. When a new counter is specified, it needs to be considered if it should be 
implemented by a core software factory or the product program itself. If the 
counter is implemented in the core software, every product benefits from the 
counter automatically. If the counter is implemented in the phone-specific 
software, only the program itself can use the counter. The PPC software code can 
naturally be copied to another product, but this is not recommended as the first 
choice. In this scenario, the company has core software factories, which provide 
the basic software package for all products. 

6. At some point, the product program obtains the status of the counter from the core 
software factory: either implemented or rejected. If the request is rejected, the 
program may still create the counter locally. There could also be a situation 
where, for some reason, the counter is found not to be feasible during the software 
design. For this reason, it is extremely important to study feasibility thoroughly 
before the work is handed over to software designers, in order to save the scarce 
resources. Also, it is important to keep the paths of communication open between 
the different parties involved in the work, to avoid surprises. The PPC support 
organization has an important role as a mediator. 

7. When the PPC is ready, it must be tested and verified. The PPC support 
organization also makes sure at this point that the necessary items are updated 
according to the new PPC. Testing proceeds in accordance with the normal 
software testing procedures, and verification can be done through data analysis. 
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Since many PPCs measure some failure states, it could be very difficult or even 
impossible to test the software code with the necessary certainty. In these cases, 
the PPC is released first into test use. Data from the PPC are then retrieved from a 
suitable sample of products during a certain period, after which they are analyzed 
statistically to verify functionality. This is a good practice for all counters, 
regardless of how simple they are and how fully they have been tested earlier. In 
order that the PPC would be valuable (i.e. beneficial and reliable), its 
functionality must be verifiable. 

9.4  Remote assistance 

Remote Assistance is a service for situations with no possibility for physical contact with 
the product. It can be used to retrieve data from products in connection with a cellular 
network. The service does not only retrieve the data but also analyses them for the users. 
It can be used in different product development phases as well as in after-sales markets. 

Fig. 31 illustrates the Remote Assistance architecture and the flow of information 
through it. The service layer consists of the global PPC database and the Remote 
Assistance server. The global database acts as a PPC data storage, from which different 
reports can be run to serve as feedback reporting. It is run on the MS SQL server and 
receives data via the corporate intranet (email). The data are stored in the server for 18 
months. The database server must be selected to suit the local needs. For heavier usage, 
for example, Oracle could be the right choice. 

The Remote Assistance server is a junction for all data going through the Remote 
Assistance concept and therefore the key element of the whole system. It receives and 
delivers data to and from the cellular network through a network of service providers. It 
manages all SMS information and, in the case of multiple short messages, for example, 
makes sure that no data are lost and the messages remain connected (message 
concatenation is not supported by all products). The Remote Assistance server also runs 
analysis algorithms. When PPCs are retrieved from the phone and analysis is requested, 
the Remote Assistance server runs algorithms and sends the results to the client interface. 
The original PPC data are sent to the global DB. 
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Fig. 31. Remote Assistance architecture. 

The Remote Assistance concept must have a specific cellular software component 
integrated into the mobile phones in order to function. This software, the OTA PPC 
Retrieval application, gathers the required information from trigger message (using the 
Smart Message format: Nokia Mobile Phones 2000) and creates an SMS to be sent to the 
Remote Assistance server. The OTA PPC Retrieval application also controls the necessary 
user interface (UI) functions. 

The web server layer consists of web servers running Java server pages. These servers 
serve clients during sessions and, thereby, provide content to the client interfaces and 
connect them to the Remote Assistance system. The client layer consists of any computer 
with a WWW (World Wide Web) browser. PPC retrieval is controlled and the results are 
viewed via a web interface. Different user groups are provided with different levels of 
information. 
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9.4.1  Customer interface process 

A contact center or call center is a telephone service usually operated by the manufacturer 
(e.g. Nokia Club) or a service provider, such as a mobile phone operator (Orange, 
Vodafone, AT&T etc.), although it is currently often subcontracted. Generally, call center 
service is free of charge if it is about product support, but sometimes when it is 
understood to be consultation, there is a fee charged. This type of service focuses heavily 
on customer service. 

A phone provides a medium for communicating with larger customer bases than any 
other service (Vavra 1992). Call centers are easily available, as they are often open 24 
hours a day for 7 days a week. It does not matter where you live as long as you have a 
phone to call with. Since there is no eye contact in this service, it is somewhat different 
from the others. For example, the response time is a very important quality factor in 
telephone service (AT&T 1990, Coscia 1993). In other types of service, waiting time is 
tolerated much better, since there is still some interaction and communication going on, 
but in a call center, the customer is in total blackout while waiting for the answer. Most 
current services keep the caller updated about the waiting time, but it is still not a 
personal contact. 

Expertise can be shared easily between many people. One could be handling 
complaints, another technical information, and so on. This can naturally be arranged in 
any service, but it is much easier to the customer when there is no need to run between 
different service desks and it still seems to be the same service (Vavra 1992). Since there 
is no need to have expensive facilities, this type of service is usually also very cost-
effective compared to other customer services (Vavra 1992). 
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Fig. 32. Remote Assistance process in a call center. 

The Remote Assistance service in a call center operates as follows (Fig. 32): 

1. The customer calls a call center and is connected to a customer service agent. At 
this point, the call center is already connected to the Remote Assistance service. 

2. The Customer Service agent asks the customer about the symptoms perceived in 
the phone. In this phase, the agent and the customer should attain shared 
understanding about the problem. If the problem falls into a definite symptom 
category, the assistant selects these categories from the web tool. Remote 
Assistance has a three-level system of categorization, where each lower category 
defines the situation more accurately than the previous higher category. If there is 
no understanding about the category of symptoms to which a given problem 
belongs, the agent selects an option that will retrieve all PPCs. 

3. After selecting the retrieval option, i.e. the symptoms, an encrypted trigger 
message is sent to the customer. The trigger message brings specific information 
to the phone. This information includes the PPCs to be retrieved, the phone 
number to be used for sending, and some other system-specific information. 

4. The customer must be asked for authorization to retrieve the data. The “Send 
product information?” message will appear on the display, and the customer can 
select Yes or No. If Yes is selected, the data are addressed to the phone number 
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defined in the incoming trigger message. If No is selected, the application is 
closed and nothing will be done. 

5. When the data arrive in a few seconds into the Remote Assistance server, they 
data are processed and a copy sent to the global PPC database. 

6. The system will then send the results of analysis to the client. 
7. The results can be seen on the web-tool interface, and they can be communicated 

to the customer. 

Similar methods of retrieving information from phones can also be used in the R&D 
test phases. Field tests or the company’s internal usage tests can derive valuable data 
through the system. In the future, end customers could perform the same service through 
web service channels themselves. This, however, will only be possible after extensive 
usage experience and testing in professional environments, as described above. All 
automated testing systems directed to end customers must work with absolute perfection, 
since otherwise they could cause an increase in unnecessary complaints or repair actions. 

Other information than pure PPC data can also be retrieved from mobile phones. For 
example, software and hardware versions, serial number and date of purchase could be of 
interest. The system of analysis may even provide information that notifies a call center 
agent about wrong or outdated software in the product. After this, the new software (e.g. 
a new service logic to SIM, Emilsson et al. 1999, or even firmware to mobile phone, 
Bitfone 2003) could be updated either automatically or with some manual process. 

In most of cases, the service must be free for customers. It would not be proper to 
charge customers for problems likely to have been caused by the product, at least during 
the warranty period, even if the cost were very small. Since some data are sent from the 
customer’s phone to the service, there will potentially be some costs without certain 
actions. There are several possible ways to handle this, but the best might be to use short 
numbers assigned to mobile operators. Each operator (or sometimes country) will have 
their own number. Then, before submitting the query to the customer, the relevant 
operator will be configured in the trigger message, depending on which mobile 
subscription the customer has. To make this more complicated, the target could also be 
the operator under which the customer is roaming when not in the home country. This 
method may be quite expensive to maintain, since multiple numbers and operator 
connections are not free. Other methods could be based on refunding the customer or the 
operator, but they are more complex. 

9.4.2  OTA PPC Retrieval application 

The OTA PPC Retrieval application is integrated into the cellular phone software 
package. It handles all the requests that come to the product via over-the-air PPC 
acquisition. The Remote Assistance service configures the encrypted trigger message, 
which is then read by the OTA PPC Retrieval application. 
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Fig. 33. OTA PPC Retrieval application architecture. 

Fig. 33 illustrates the basic architecture of the OTA PPC Retrieval application. The 
mobile phone software operates through servers. A message server receives an encrypted 
smart message, which is recognized by the product as a trigger message from the remote 
assistance service. The message is first decrypted and validated. Encrypted messages are 
used to prevent misuse of the system. After validation, the UI function is launched and an 
authorization message appears to the customer. After that, relevant data are gathered from 
the product based on the configuration of the trigger message. These data are packed into 
SMS and sent back to the Remote Assistance service. 

9.4.3  Remote Assistance server 

The Remote Assistance server is the heart of the remote assistance service. It handles and 
controls all data acquired through the system. It must therefore be capable of high-
capacity data processing. 
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Fig. 34. Remote Assistance server software. 

Fig. 34 illustrates the main components of the Remote Assistance server. The SMSC 
interface serves as a general interface for different SMS gateways. Different mobile 
service providers, operators, or peripheral devices, such as GSM modems, can be 
connected to the server. 

The Java Native Interface is used to connect external Windows dll’s to a Java 
application. An analysis wrapper is used to connect to the special continuously updated 
dll, which is used to carry data analysis algorithms. This dll is the same for all the tools 
that handle PPC data and is delivered through the PPC Management tool. The encryption 
dll is used to encrypt messages sent to mobile terminals. This is done to prevent the 
creation of unauthorized query messages. The PPC DB wrapper is used to connect to the 
PPC DB dll, which can be used to write XML data to a local database. This dll is also 
used in other tools that handle structured PPC data. The server has one write-only XML 
database to store information received from mobile phones via SMS. The local XML 
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database is sent to the global database via SMTP (email). The database is emailed as an 
attachment file to the target address. If necessary, the email must be encrypted. 

Configuration is done via the Java properties file system. Properties files can be 
accessed easily from a Java program or with a normal text editor. All major external 
interfaces to Remote Assistance are done via the RMI (Remote Method Invocation) 
interface. Depending on the environment and usage, the necessary means must be 
available to encrypt all data transformation channels, to guarantee security. 

9.4.4  User interface 

The Remote Assistance service user interface is used through a web browser. The Internet 
can be used to deliver the service to different customers. The interface is always the latest 
version, and it does not require any installation or any other actions from the user. Since 
Remote Assistance is designed for truly global usage, the Internet is a natural choice. 

Normal user: Test UserSign offAboutHelpSettingsAnalysis

File  Edit  View  Favorites  Tools  Help

Back Forward Reload StopHome Print SearchBookmarks History

https://www.remoteassistance/

Retrieval

Recipient’s Phone Number *

Operator’s Country *

Operator’s Name *

Symptom Level 1

Symptom Level 2

Symptom Level 3

Request All Available Counters

Finland

Sonera

Select..

Undefined

Undefined

Submit query * Mandatory field

F ?

 

Fig. 35. Remote Assistance call center user interface for data retrieval. 

Different user groups must have different interfaces based on their service needs. For 
example, the R&D interface may differ considerably from the call center interface or at 
least have many more functions included. Fig. 35 illustrates a call center interface with 
the basic functionality. Usability is a very important issue for call centers, since the 
interface is used constantly throughout the working day. Even a minor flaw in design may 
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increase call times and cause notable, cumulative financial losses. Therefore, the 
functions should be automated as far as possible. Addition of phone numbers from the 
main system and default configurations are examples of necessary additional 
functionalities. 

Normal user: Test UserSign offAboutHelpSettingsAnalysis

File  Edit  View  Favorites  Tools  Help

Back Forward Reload StopHome Print SearchBookmarks History

https://www.remoteassistance/

Phone Number: +35840xxxxxxx, Finland, Sonera F ?

Retrieval

Symptoms: Charging -> Low battery capasity/battery drains fast

Data retrieved successfully

Terminal intact probability: 87%

Software failure probability: 12%

Hardware failure probability: 31%

Insufficient charging resulting in low battery capacity. Charge until ”battery full”.

Product identification data

Serial number xxxxxxxxxxxxxxx

Analysis

Production serial number xxxxxxxxx

Product code xxxxxxx

Product type xxx-xxx

Software version V xx.xx

Hardware ID xxxx

S

Manufacturing date xxxxxx

PPC reset date not reset

 

Fig. 36. The Remote Assistance call center user interface: analysis results. 

The results of analysis may also be very different for different user groups. The call 
center needs explicit text messages that indicate the possible solution to the problem, as 
illustrated in Fig. 36. The probabilities shown in the figure might be helpful in borderline 
cases, but otherwise the explicit text message plays the main role. More complex data can 
be provided for R&D users with the necessary expertise. 

Along with the results of analysis, the basic product information can provide a lot of 
information about the case. There could be cases where the customer does not even know 
which product he owns. This could be easily determined from the data. Known faults can 
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also be reported to call centers, referring to serial numbers, software or hardware 
versions. 

9.4.5  Other technologies 

The current solution of Remote Assistance uses Short Messages (SMS) to transmit the 
data. It has some very significant benefits, as pointed out in section 4.1 , but also 
disadvantages, such as limited message size (although messages can be concatenated) and 
quite slow speed. However, it meets the current needs, and the disadvantages can be 
mostly overcome by application-specific protocol design. 

Combination with other data-transmitting technologies and protocols would make the 
system more versatile by combining all the benefits as well. This could be done by, for 
example, developing the system in line with SyncML, which is a common language for 
synchronizing devices and applications over networks supporting the Extensible Markup 
Language (XML). With SyncML, networked information can be synchronized with 
mobile devices, and mobile information can be synchronized with networked applications 
(SyncML 2002). Then, the system would not be limited to SMS, but would allow the use 
of GPRS or even local transmitting technologies, such as IR or Bluetooth. In this case, 
the protocol would be generic and the data could be transmitted smoothly over HTTP 
(Hypertext Transfer Protocol), Wireless Session Protocol (WSP), Object Exchange 
Protocol (OBEX), and SMTP. Since XML is already used in the PPC concept to transmit 
the data between the different entities in the system, development towards multi-
technology transmission is likely to be relatively easy. 

9.5  Analysis support for services 

Analysis support for services includes all the tools targeted to the service points with 
physical contact with the product. These locations could range from points of sale and 
small repair facilities to central repair centers. These tools are also designed for R&D 
usage. Different users have naturally different needs for functionalities. User levels are 
defined by physical security dongles used with the software. 

9.5.1  Service software components 

All PPC components are integrated into the service software (SSW), which has a number 
of different functionalities for testing and servicing mobile phone products. The software 
components for PPCs are part of this concept. Therefore, for example, maintenance 
actions must be synchronized with the SSW maintenance schedule. 
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Fig. 37. Service software components and architecture. 

SSW is a PC software. Although PPC components are integrated into SSW, they are 
all individual in the sense that they can be run separately even without SSW. This has 
some advantages. For example, a local PPC reporting component could be used to report 
PPC data from a network drive. The user might not have any need for the other 
functionalities of SSW, and only the reporting software could hence be installed into his 
PC. Further development of all PPC components is also much easier, since they have 
very little, if anything, to be expect from the SSW program itself. 

In the system, all data traffic between the PC and the product is handled by SSW 
functions. The data are handed over to the PPC components as needed or requested. 
There are four integrated PPC functionalities: Local PPC Database, PPC Reporting, PPC 
Analyzer, and Archive & Send (Fig. 37). 

The local database is used to store all locally read data. Although it is called “local” 
database, it may also consist of any network directory. PPC Reporting is the basic tool for 
reading data from the local database. Again, it can be used to read data from any network 
directory. The PPC Analyzer has different functionalities that help the user to interpret the 
retrieved data. Raw PPC data are very hard to understand even when structured and 
named by the reporting tool. In most cases, it would be far too difficult and time-
consuming to analyze the data manually. The analyzer is meant to bring immediate 
results for the user based on the data retrieved from the product. It is also able to direct 
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the user to certain web pages for more information, which can be kept continuously up-
to-date by the support organization. Archive & Send wraps the data from the database and 
sends them to the global PPC database. 

9.5.2  Point of sale process 

A point of sale can use either Remote Assistance or SSW to analyze a customer’s 
product. Both tools involve basically similar processes. Many of the small points of sale 
(POS) in the world do not currently have online Internet connections. This restricts the 
usage to SSW, since a web connection is needed for the Remote Assistance service. Also, 
the use of SSW the service does not cost anything to any of the parties, since the phone is 
connected physically to the analysis tool. With Remote Assistance, all traffic costs 
something. 
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Customer

SW

NoHW

Reflash

Service

Visit

 

Fig. 38. Point of sale process. 

PPCs are retrieved by the SSW via a cable connection or by Remote Assistance via 
short messages (Fig. 38). The case is categorized as Intact, HW fault, or SW fault with 
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given probabilities. Additionally, there might also be some text describing the case and 
giving some suggestions about the situation (see Fig. 36 on page 90 and section 9.5.4 ; 
the same analysis algorithms used in all tools). 

The intact and SW fault categories can be solved at the POS. In the case of a software 
fault, the new SW is flashed into the phone. If no fault is found (intact), this could be a 
case of customer-perceived error and the situation must be discussed thoroughly with the 
customer in order to identify his/her possible lack of knowledge of some function. When 
a hardware fault is found, the phone can be sent for servicing. Even though this concept 
cannot answer all the questions or prevent phones from being sent for servicing, it will 
help POS employees to arrive at a correct diagnosis more quickly and reliably and, what 
is even better, more professionally in the eyes of the customer. 

9.5.3  Local reporting 

A local reporting tool is designed for users who want to read the raw PPC data in a more 
understandable form. It also gives the user a possibility to manipulate the data (however, 
there is no possibility to change the original data) to make it easier to interpret. The user 
can also export the data to MS Excel or some other application for further examination. 
This component is integrated to SSW and thus delivered in the same package to the users. 

Special updated dll

PPC DB dll Local PPC DB

Local PPC reporting tool

Application logic

View component

Product 
information

PPC values

 

Fig. 39. Local reporting tool components. 

Fig. 39 illustrates the main software components in the reporting tool. A special 
updated dll is also used in this tool to bring the most updated information about PPC 
counters into reporting. The PPC DB dll reads the data from the local database and 
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delivers it to the application logic. The user is then able to see the data in the reporting 
interface (Fig. 40). 
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Fig. 40. Local PPC reporting tool interface. 

The user cannot manipulate the original PPC data, but is able to manipulate the data 
on the display (Fig. 40) and to save it. User levels and, hence, functionalities are defined 
by the security dongle always used with SSW. The main functionalities of the reporting 
tool are 

− Viewing PPC data. As a default, the reporting tool will show the latest data read 
from a product. With this view, the user can also reset PPCs, depending on the user 
level. As shown in Fig. 40, the user can view multiple read events. This is a very 
important view, where the user can compare different parameters in a batch of 
products. The user can also categorize counters, set ranges, sort by different items 
and even create virtual counters (different counters connected with given 
functions), which can be brought separately onto the display. Items can be drag-
and-dropped and colors can be set to illustrate different items or conditions. 

− Search by Boolean operators. Specific products can be searched by such features as 
serial number, software version, and read date. Multiple operators can be used. The 
local database may consist of thousands of products, which means that it is 
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essential to restrict the report in some way. When for example, a specific problem is 
searched, it could be only known to associate with certain parameters. 

−  Working with files. The user can read data from local or network directories. 
Network usage is especially important when the data come from multiple sources, 
but the team members will want to have access to all data. After that, all data can be 
saved automatically upon retrieval into a specified network directory, from where it 
can be conveniently read. The user can naturally read the data from a currently 
connected phone. Old report files can also be read and further manipulated. The 
user can export the report to Excel (*.xls), Comma-separated file (*.csv), or XML 
(*.xml). This is very important to enable further analysis with other tools. 

9.5.4  Analysis 

The PPC Analyzer is designed to help the user to identify the reason for the symptoms in 
the product. It would be too difficult to interpret raw PPC data manually for prompt 
results. Data analysis is automated in the PPC Analyzer, which provides the user with a 
very clear picture of the product’s state. However, it must be clearly noted that all results 
of analysis are based on probabilities, which also leaves some interpretation to be done 
by the user. 

Special updated dll

PPC DB dll

PPC analyzer

Application logic

View component

Analysis results

Failed tests

Online service 
manual

 

Fig. 41. SSW PPC analyzer components. 

As seen from Fig. 41, the Special updated dll is used again with this application. This 
time, it carries the analysis algorithms to the process. See section 9.7 for more 
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information about the creation and functionality of algorithms. SSW reads the data from 
the product and PPC DB dll hands it to the Special updated dll. This dll then runs the 
algorithms developed for the data, after which the results are carried all the way onto the 
analysis screen (Fig. 42). 
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Fig. 42. PPC analyzer. 

Compare the Remote Assistance analysis screen (Fig. 36, page 90) to the PPC 
Analyzer (Fig. 42). As it can be seen, the results are very much the same for the fault 
probabilities and for the clear text message. This is because the same algorithms are run 
in both tools built into the Special updated dll. It is very important that all the tools will 
give exactly the same results, since a given product can be analyzed with more than one 
tool. Sometimes, however different results may be obtained even when the analysis is run 
with the same tool, since the results are probabilities of the product’s state. Therefore, 
even the same algorithms could give slightly different results at different read times. The 
difference should, however, be small. It may happen that a customer has got some results 
through a call center, but later gets completely different results from the point of sale. The 
reason could lie in the usage of the product. If the results depend heavily on total usage 
time (product switch on), even a minor change in this parameter could give rise to 
different results. This may the case with battery capacity analysis, when a borderline fault 
state is detected. 

In addition to the results of Remote Assistance analysis, the PPC Analyzer also 
includes a purely self-test-based component of analysis. This can be seen in the Fig. 42 
side menu under the title Failed tests. Self-tests are tests run by the product itself upon 
switch on or switch off or triggered by some event. The results of all these tests are stored 
as PPCs, which can then be retrieved from the product. Self-tests can be run by SSW 
when the mobile phone is connected, but this shows only the current state. With self-test-
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related PPCs, the total history can be seen. This could be the only way to detect some 
faults, such as broken solder joints that only disconnect at some specific temperature. If 
the analysis detects any failed self-tests, it brings the number of the test on the display. 
Self-tests also participate in the total analysis, but since they mostly relate to hardware, it 
is very beneficial to bring some more information about them to the service personnel, 
who can repair the fault based on this additional information. When a failed item is 
selected from the Analysis screen, the application automatically launches a web browser 
and goes to a specific page for the faulty item (Fig. 43). 
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Fig. 43. PPC analyzer: online service manual. 

The PPC Analyzer launches an online service manual (Fig. 43) when a failed self-test 
is selected from the analysis screen (Fig. 42). The online service manual can be 
maintained in the Internet (or Extranet), where it is accessible by all service points. These 
pages can give comprehensive information about the failed test: what it exactly means, 
how the fault affects the product, how the fault should be repaired, how much time the 
repair will take, how much it will cost, etc. This can be extremely valuable for service 
points. Since the online service manual is in the Internet, it is always the latest version. 
However, it must be possible to download the information into the local PC, since some 
services do not have continuous online connections. 
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9.5.5  Local database 

The local database serves as a temporary storage for the PPC data on the local PC, to 
where the data are retrieved from the product. However, even though it is called “local”, 
the database can be also located in a network directory. The purpose of this is to enable 
sharing of information by the team members and concentrated transmission of data to a 
network directory from different PCs. This facilitates the sending of data to the global 
database. The local database is a temporary storage for all the data to be sent to the global 
database. As a default, when data are sent, they are erased from the directory. However, 
SSW can be configured not to erase the data or to copy them into another directory. 

The local database is actually a XML file, where all the data retrieved with a PC will 
be stored. When it is in team use, each PC will have its own file. File names can be 
configured with SSW. The database functions are controlled by PPC DB dll. The dll 
implements the following functions: 

1. Opening of the local PPC storage 
2. Writing of the Product Information 
3. Writing of the PPC entry/entries 
4. Closing of the storage 
5. Archiving of the local storage to the global PPC database 
6. Copying of the local storage into the PPC Reporting application for viewing 

9.5.6  Archive & Send 

Archive & Send (A&S) is an application that sends the PPC data to the global PPC 
database. It calls PPC DB dll for an archive procedure, which launches PPC data file 
creation. This can be done either manually or automatically at scheduled time intervals. 
A&S takes the created XML file and, if necessary before sending, compresses it and 
partitions it into smaller pieces. Multiple email is possible if there are such large 
quantities of data to be sent that it is not possible to send them all in one email. The files 
may sometimes be very large, and the sender may only have a very slow dial-up 
connection (e.g. point of sale, service points). 

The email includes information of how many files are coming and, in case of multiple 
sending (more than one email), it also tells which email it is out of the total number. In 
addition, information of the sender can be added into the body text. Another method 
could be to utilize a portal for sending the data to the global PPC database. This would 
eliminate the need to use email channels and enable the use of https connection. 

9.6  Field feedback 

Field feedback in the PPC concept mainly refers to reporting from the global PPC 
database. There are also some other methods for data reporting, but they are more 
applicable to verification and analysis. These methods are covered in section 9.7 . The 
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retrieved PPC data are stored into the global PPC database from the different sources. 
According to the concept description, all data are sent from the points were they are 
retrieved from the products. These points are the Remote Assistance service and the 
analysis support for services (Fig. 27, page 78). In practice, these tools are then used at 
customer interfaces, such as call centers, points of sale, and repair centers. Reporting is to 
be made available for all the R&D personnel involved. Thus, field feedback is the tool 
and main source of information about the activities (products’ behavior) in the after-sales 
market for product creation. However, as mentioned earlier, the R&D functions 
themselves also create a lot of data during product testing, and these data will also be 
available in the field feedback. 

9.6.1  Network solutions 

All the data from different sources are sent in email attachments with the SMTP protocol 
to the global PPC database. This is currently the best, and also a simple, method for this 
purpose, since most of the sending sites are capable of that. Security issues are easy to 
accomplish with conventional and standard methods. However, there could be some 
better methods than SMTP, such as File Transfer Protocol (FTP), since email may have 
some restrictions concerning size or some other characteristics, which causes a greater 
load on the company’s email servers. An alternative method is mentioned in section 
9.5.6 . 

9.6.2  Filtering 

Before the data can be loaded into the database, they must be validated for correct format. 
There may be some errors in the incoming data, which is actually not even uncommon. 
When thousands of repair centers are sending data, there are always some sources with 
corrupted data (Section 2.1 ). Filtering must be set to validate the data. 

Table 13. Example of filters set for the data. 

Field name Filter 
Product data  

ESN 10, 11, 15 or 19 digits or 5 chars and 6 digits 
Product code 7 digits 
HW ID 4 digits 
Manufacturing month 4 or 6 digits, others updated as blanks 

Partner data  
Archive date Date between 19960101 and today 

Read event  
PPC read date time Date between 19960101 and today 

Table 13 shows an example of filters that can be set for incoming data. Filtering can 
first be designed with a set that describes exactly the formats used with different data 



101 

items. Often, however, when the whole system has been set up for the first time and data 
reception is started, it appears that too much data are being filtered, which may make it 
difficult to test the system. In that case, the filters must be reduced for testing purposes. It 
is therefore important to have a long enough testing period to validate the whole chain of 
functions before real data reception is started. After the testing period, the test data can be 
erased from the database without the destroying valuable data from the field. There could 
naturally also be pressure to release the system for real field use prematurely because of 
the business requirements. However, nobody benefits from erroneous data, rather on the 
contrary, and testing must therefore be planned thoroughly and executed precisely and 
systematically. 

9.6.3  Upload 

The upload procedure takes care of the data sent to the global database (Fig. 44). It makes 
sure that the data are right and in a correct format. It also gives information about data 
quality and traffic to the support organization. 
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Error DB

Filter and 
upload
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Error DB

Reject

Accept

Reject

Collect 
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attachments
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Data from 
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Copy valid 
attachments

Accept

Monthly 
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Fig. 44. Automated upload process. 

The data flow begins from the product. PPCs are retrieved, and the data are sent by 
A&S via email to the mailbox, which receives emails in the upload process. The mailbox 
is under regular monitoring. Email attachments that contain PPC data are detached and 
validated. Raw XML files are sent to the PPC store and for conversion. The PPC store is 
a network directory of some size for holding data for some time. This buffer is for near 
real-time reporting to certain parties. For practical reasons, there is some delay before the 
data can be seen in the global PPC database. However, some testing teams may require 
the data to be reported within a very short period. The PPC store meets this need. 
Reporting can be done with the PPC Reporting application delivered in SSW. The PPC 
store also gives some benefit in the case of failure in uploading, since the data can be 
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reloaded to the process from there if something happens to the original data in the 
process. 

The use of error databases is very important. In error situations, the reason can be 
found much more easily and faster with than without them. Also, there must be an 
intermediate storage for the data after all major manipulations with a large enough buffer. 
In this concept, it means, in addition to the PPC store, conversion followed by a filter and 
upload process. This also facilitates error correction. Special updated dll is used in this 
process to validate all individual PPCs in the data. It checks that the format is completely 
right for the counter in question. Invalid PPCs are removed, and the action is noted in the 
relevant error database. 

Before the final filtering and uploading process, all the necessary additional data are 
integrated into the process. In this case, it means repair data coming from repair centers. 
These data are connected to relevant PPC data, to obtain better knowledge of the whole 
after-sales operation. This also gives the important information needed for algorithm 
creation based on feedback. 

9.6.4  Database structure 

Structure is essential for the functionality of the database. It limits the reporting and the 
actions that can be done on the data. Proper database structure must be designed by 
specialists, but some changes might still be needed after testing or some period of usage. 
This must be also planned and designed into the system. 
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Fig. 45. Database table structure. 

As illustrated in Fig. 44, repair information comes from another database (Repair 
database; RDB), which is updated regularly into the global PPC database. This is also 
seen in Fig. 45. Repair information is connected to product information with an 
Electronic Serial Number (ESN), which is stored permanently into the product’s memory. 
ESN is also known as International Mobile Equipment Identity (IMEI) in GSM products. 
It could be that the product has been in a service center more than once, or that the PPCs 
have been read several times during a single service visit. It should thus be solved which 
repair information is connected to which PPC reading. This connection must currently be 
identified based on the repair date and the PPC read date. It would be much better to have 
an ID number, which would be the same for the PPC-read event and the service visit. 
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However, the connection can be made based on dates with tolerable accuracy when the 
data are studied statistically. Errors will be inconsequential with a large enough sample, 
but this still needs to be taken into account. 

Product information is static, and the data stored into the global database can hence 
not be changed or overwritten. Other information, i.e. repair, repair row, read event, and 
PPC data, can be added into the database and connected to the product information. The 
PPC description consists of updated information, which is complementary to the PPC 
data and facilitates the interpretation of the data by the users. The original PPC data 
identify the PPCs in hexadecimal numbers. The PPC description gives written names and 
decimal integer numbers for the counters. 

9.6.5  Reporting 

Reporting from the global PPC database provides a view to the whole data. It gives the 
user a method to conveniently convert the data into different formats to make them 
meaningful. Reporting from the global database is accomplished with OLAP methods, 
whose technology was described in section 6. Data are regularly updated into the OLAP 
cube for review. 

There are also two methods that allow the user to bypass the cube, since there could be 
a need for the most recent data event before the cube has been updated. The first method 
is called ESN search, where the user can enter a specific ESN to the system, and all the 
data stored for that ESN will be reported to the user. In this case, there is naturally no 
chance for filtering, since the cube is not used at all. The second method is to filter the 
data first with the cube. At this point, there could be some data that do not appear on the 
screen, since they have not been updated into the cube. However, the user can launch 
Drill through a function which enables the method to see the raw data as it was seen with 
the ESN search. Now even the latest data can be seen. Data can be exported from the 
system with both methods in Adobe Acrobat (*.pdf), Comma Separated (*.csv) or Excel 
(*.xls) formats. 
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Fig. 46. Global PPC reporting tool. 

PPC reporting is created on Cognos PowerPlay. It is an OLAP (online analytical 
processing) software. It enables users to explore large volumes of summarized data 
within a web environment, from where the data can be exported into other formats (e.g. 
Excel). Users can perform their own multidimensional analysis, create reports, and share 
them with others. The important thing in view of wider corporate usage is that it is quite 
easy to learn to use it, and it can be used at many levels of the business, not just by 
experts. PowerPlay draws information from relational databases into a model and 
builds data cubes. Cubes are data sets that may contain a lot of consolidated rows of data 
and categories. Rules and calculations (including the percentage of total memory usage 
and the change in failure rate) can be built right into them, and time series analysis is 
delivered automatically. Cubes and reports can be deployed to web clients using the same 
application server. PowerPlay provides both a multidimensional data store and a lot of 
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readily available features for data analysis. A further advantage is scalability, which is 
important especially in the development phase (Cognos 2002). 

Fig. 46 shows an example of a reporting view designed for PPC data with 
PowerPlay. The different parameters seen at the top of the web screen and the menu on 
the left side can be used to set filters for data. These can be easily altered based on the 
database structure (Fig. 45, page 103). The user can then add calculations, add more 
parameters, and so on, to create a relevant report. 

Product HW ID

SW version
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Country of read
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Set of PPCsSet of PPCsSet of PPCs

Reported faults

Changed
components

Symptoms

1. query 1.1. extended query 1.2. extended query

 

Fig. 47. Example of OLAP queries with PPC data. 

Fig. 47 shows an example of how a report is created using OLAP queries through the 
reporting view illustrated in Fig. 46. First, the user chooses a product from the list in the 
left-side menu. Then, the first query is created by setting certain filters on the PPC read 
date (e.g. February 2002), the country of read (e.g. Germany), the partner (the service 
partner selected under the country of read, e.g. GE12345), and last, the symptom (e.g. 
low battery capacity). This is a complete report adequate for the purpose, but the user still 
wants to make it more accurate, as it seems that the failure might relate to the HW ID and 
SW version. The user then selects these parameters and makes another, more accurate 
report possibly with a notably smaller number of products. After this, the user has good 
knowledge of what kind of sample is repaired at this particular service point with the 
given parameters. When the user enters more filtering parameters into the system, the 
previously set filters remain in place. Naturally, this does not have to be the case. Going 
even deeper with the data, the user can check if the PPC data indicate the same failure as 
was reported by the end customer (symptom). After that, it can be checked how the repair 
actions are related to the PPCs and the symptoms. 

In addition to global PPC reporting with the PowerPlay cube, there is an alternative 
for global reporting. As mentioned earlier, the PPC store directory (Section 9.6.3 ) 
contains the same data that have been stored into the global database by using a buffer of 
some size. Data can be reported from this buffer with the local PPC reporting application, 
which is delivered in the SSW. It can also be run separately from the SSW. This gives an 
opportunity to use a lighter and simpler reporting tool for some purposes. Naturally, when 
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we talk about commercial products, such as PowerPlay, there is also a license fee to be 
paid. The license fee could be charged as per individual user, when some teams might not 
consider the benefits of reporting worth the fee. In this case, these teams or individuals 
can use local PPC reporting tools instead. 

9.7  Data analysis 

PPC data analysis has mainly been developed for 
− Creating ideas for new PPCs in areas of mobile phone product technology that are 

currently not covered by them 
− Finding new ways of combining individual PPCs to create algorithms that will give 

more meaningful results on product behavior 
− Validating the created PPC and the data stored into the global database to ensure 

data quality 

This section will discuss the characteristics of the data and the methods created to 
address the above-mentioned items. 

9.7.1  Data characteristics 

Product Performance Counters (PPC) are an approved and documented set of counters in 
products for recording a number of different events detected by the product’s software. 
The main aim is to make these counters reduce the number of No Fault Founds (NFF) in 
the field. However, their significance may be much more extensive, and they may also 
serve other purposes, such as marketing research. 

It is often the case that a product is returned due to a customer-perceived error, but the 
actual fault causing the error cannot be found. These instances are referred to as NFFs. In 
these cases, it may be possible to re-categorize the failure mode, using PPCs, from NFF 
to customer-perceived problem, to enable appropriate action to be taken. The counters 
will also provide feedback on the maturity of the mobile phone software. 

PPCs are used to record, for example, the number of times a phone drops a call. When 
a customer returns a phone and complains about the number of calls the phone is 
dropping, a comparison between the customer’s phone and a set of statistics can be 
performed, because it may be the case that the customer lives at the edge of a cell site. 
This analysis will reduce the number of NFFs being returned to service centers. Another 
case could be that a fault is actually found using PPC analysis. This helps the customer 
service personnel to make better and faster decisions on what actions to take. A software 
fault could be solved by updating the software of the product without sending it to the 
service center. In addition, these indicators may be used in proving and testing a product 
as an aid to product development. 

PPCs alone will not solve the problem. They require an extensive supporting 
infrastructure that provides tools for gathering and analyzing information from PPCs. 
These tools have been presented in the previous sections. 
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The PPC data consist of vectors that indicate the mobile phone’s behavior. The vectors 
consist of integer variables that store the number of certain events detected by the phone 
software. The format of an individual PPC is shown in Fig. 48. 

ID 1 2 3 N...

Header

Data

Element

8 16 32168

Element size (bits) Nmax = 255

 

Fig. 48. PPC array. 

A PPC is identified by its header, and element is an item of PPC data array (as a 
special case of a vector), which together make up the whole PPC. Possible element sizes 
are shown in Fig. 48. For practical reasons, PPCs are handled differently in protocols in 
the different parts of processes in the system, but the meaning is always the same as 
described. PPCs are often referred to as counters. Counter refers to the original data 
source, which actually counts the number of some predefined events. Although this might 
be the most common usage, “counter” is a generalized name for a PPC, which, in reality, 
does not include merely counter information, but may consist of almost any kind of data 
(Table 14). 
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Table 14. Examples of supported PPC data formats. 

Name Explanation 
Byte counter 8 bits, counts from 0 to 255, remains at maximum value if reached. 
Word counter 16 bits, counts from 0 to 65535, remains at maximum value if reached. 
Dword counter 32 bits, counts from 0 to 4294967295, remains at maximum value if 

reached. 
Fast Dword counter Utilized when the PPC is updated frequently, i.e. several times in a second. 

32 bits, counts from 0 to 4294967295, rolls over after maximum value. 
FIFO In the PPC update, the new element is added to the start of the array while 

the oldest element is dropped out. Element size may be 8, 16 or 32 bits, the 
number of elements may be 1…255. 

Bitmap The bitmap is updated so that new bits are ORed to the existing bitmap. 
The maximum length of the bitmap is 2048 (256*8) bits. 

Watermark array In the PPC update, the input array is compared element by element to the 
currently stored array. Only values that are smaller than the current values 
are updated to the array. Element size in the watermark array may be 8 
bits, the number of elements may be 1…255. 

Biggest values list In the PPC update, the new element is added to the list only if it is higher 
than the first value in the list. Element size can be 8, 16 or 32 bits, the 
number of elements may be 1…255. 

PPC has different formats, which specify how the data are handled inside the PPC. 
These different formats are listed in Table 14. The formats are created for specific needs, 
and new needs can be addressed as a matter of software development. New PPCs and 
formats are created through the PPC management process (Section 9.3.1 ). 

9.7.2  Information required at customer interfaces 

We do not necessarily need to know precisely what is wrong with the mobile phone at the 
interfaces that serve end-users. Actually, we just need to know three different states to 
profile the fault with sufficient accuracy. These states are software failure, hardware 
failure, and no failure. We must prevent the phone from leaving the point of sale or any 
other customer interface to proceed further in the repair chain. This idea is based on the 
infrastructure built for mobile phone after-sales markets. There are three kinds of service 
interfaces that end-users can use: call center, point of sale, and service point. (There are 
also some web services, but they are not relevant here.) (Fig. 1, page 16). 

The cost that we are able to influence is composed of the costs related to the repair of 
the phone. The total cost is a compound of logistics, staff, parts, maintenance, facilities, 
etc. Whenever a product is sent for service, these costs occur. The average repair cost can 
be calculated and quoted. This is because, when a mobile phone is sent for service from a 
point of sale, for example, it must reach the service bench before anything is checked, 
and afterwards be sent back to the point of sale to reach the end user again. So, the only 
thing that could be different between different phones is the actions on the service bench 
(i.e. duration of repair, parts used, etc.). See the case calculated as an example in 
section 1. 
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Software failure is notably different from hardware or mechanical failure in this case. 
In the case of hardware failure, we can often replace a component but still use the same 
hardware with the other old components. Software contains different components, which 
are needed to enable certain functions, but it is still just one package to be updated. So, if 
there is a software failure, the whole software package is replaced. This means that we do 
not necessarily need to know anything else except that it is surely a case of software 
failure. It would naturally be very important feedback for research and development to 
know the reason. Still, a description of the symptom description is enough in the most 
cases. See the process for points of sale in section 9.5.2 . 

If there is a software fault, the customer must currently make a physical visit to the 
point of sale or a service point but in the most cases the mobile phone can be serviced at 
the site. A hardware or mechanical failure can be fixed at the service point (there might 
be some limitations to repair capability) or in the central service (all repairs). If the repair 
requires the phone to be sent to the central service under warranty, the manufacturer must 
pay the cost. The most difficult item is the case of no-fault-found, which means that we 
cannot find a fault even though the customer complains of something. Still, this does not 
necessarily require a visit to any of the service interfaces, but can possibly be solved on 
the help line based on a telephone conversation. Here, the process of symptom definition 
would be most important. An adequate symptom description enables the service 
personnel to place the potential fault into a few categories. To cover all areas in the 
mobile phone product and to find the possible reasons for problems, we need a huge 
amount of PPCs. The studied operational profile can be used to determine which areas of 
technology need PPCs in the products (Section 3.3 ). Symptom categories come handy at 
this point, as they help us to restrict the set of counters that need to be examined into a 
much smaller range than without symptoms. 

Effectiveness, speed, and content are very important issues in customer service (Vavra 
1992). Problem analysis must be well organized and fast at the customer interface. The 
guiding tools, including ones based on troubleshooting charts, must have simple 
structure. Different symptoms should be standardized. After that, all customer interfaces 
would have the same symptom definitions. Also, whenever new features or functions are 
released, the symptoms could be updated accordingly. 

9.7.3  Basic sources of symptoms 

What is the area of symptoms that we are dealing with? Mobile phones have certain 
structures that are always in place regardless of the category or manufacturer of the 
phone. Both basic inexpensive products and more expensive and more complex products 
have very similar user interfaces for natural reasons: a radio transmitter and receiver and 
a source of energy. Most of the differences occur in the features packed into the products, 
i.e. software applications (e.g. games, calendar, calculator) or hardware functionalities 
requiring additional components (e.g. BT). 

All the above features, both hardware and software, are potential sources of symptoms 
in mobile phones. Generally, this probably applies to almost all products available today, 
from toasters to DVD players. I have listed the following basic sources of symptoms: 
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1. Software: core software, which includes the main functionalities, currently in one 
package 

2. Hardware: printed wiring board (PWB) module, electrical components, any part 
physically attached to the PWB via an electrical connection (e.g. system connector, 
UI connector) 

3. Mechanics: cosmetics (covers, windows, keypads, etc.) and any part not physically 
attached to the PWB via an electrical connection. 

4. Power Source (e.g. battery) 

The above items make up a product. They are also the main building blocks of a 
mobile phone, and the possible symptom must be located in one or more of these 
categories. 

9.7.4  Data mining process for the basic analysis of PPC data 

The process of getting an overview of PPC data is based on the following steps: 
− Pre-processing: finding outliers and exceptional values 

− Correlation analysis: finding interrelationships between counters 

− Clustering: finding subgroups in the data 
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Fig. 49. Assessing data and finding subgroups. 

If the data contain spurious items or single attribute values, a completely automated 
tool may produce specious results, since the algorithms may lack some knowledge about 
the data. Before we can be certain that we have reached comprehensive knowledge of the 
whole data, the assessment of the data should rely on common descriptive statistics and 
visual data mining. 

Even relatively simple visualizations, such as histograms and scatterplots, provide a 
lot of information to an experienced analyst (compare with section 9.6.5 ). More 
advanced methods include different data projections and dendrograms (branching 
diagrams showing the interconnections between things) for visualizing the cluster 
structures of the data. In general, these methods are tools for creating a general picture of 
a multidimensional data set. Visualizations help the analyst to decide whether the 
numerical results are reasonable. 
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Specific tools must be designed for analyzing PPC data in line with the general data 
mining process (Fig. 49). The process constructs guidelines for accomplishing certain 
tasks, e.g.: 

− Detect values of counters or combinations of counters that are clearly exceptional 
or make up specific subgroups that should be analyzed separately 

− Find values of counters or combinations of counters that explain subgroups in the 
data 

− Determine if a new counter is related to the existing ones 

− Detect simple dependencies between the values of counters or combinations of 
counters and faults or symptoms in the phones 

− Measure whether or not a new counter or a combination of counters helps to 
determine faults in the product  

9.7.5  Preprocessing 

In the preprocessing phase, the analyst can determine if the data are consistent with the 
presumptive new counter, combination of counters or known distribution. The analyst can 
set a specific value for deviation or just assess the data with a visualization tool (Fig. 50). 
If exceptional values or serious abnormality are found, the data must be analyzed in more 
detail. These cases may include highly valuable findings or just abnormalities that can be 
removed from the sample (e.g. R&D testing that intentionally produces abnormal values). 
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Fig. 50. Bar plots of some counter values. 

Fig. 50 gives an overview of the range and distribution of some counters that can be 
found in the preprocessing phase. The x-axis shows counter values, and the length of 
each bar shows the number of the counter value x. It can be seen, for example, that the 
distributions of the counters 3.024 and 3.036 are close to an exponential distribution, 
while in counter 3.040, values of over 500 are clearly exceptional (A1, A2), and the 
distribution of counter 3.041 has an isolated peak at zero (B). 
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Fig. 51. Entropy scatterplot for a sample of counters. 

Counters can be sorted according to various parameters that describe the quality of the 
distribution of counter values. In Fig. 51, normalized entropy describes the extent of 
similarity between the distribution of counter values and the uniform distribution 
compared to the number of unique values that the counter has. The analyst can set up 
limits (as in the areas A1, A2, B1 and B2) to categorize the counters, and the tool can 
then automatically inform the user about the changes. It must be noticed that there is no 
right category (or entropy/unique values plot section) to which all counters should 
preferably belong. The outcome depends entirely on the nature of the specific PPC. 
Therefore, in order to be able to analyze the information effectively, the analyst must 
have good knowledge about the assumed behavior of the PPC. 

9.7.6  Correlation analysis 

There may exist some evident dependencies between the counter values in the PPC data 
set. There could be an obvious dependency of this kind between such counters as Charger 
Connected and Battery Charger to Full. However, there could also be some dependencies 
that are not so obvious, and if such are found, they may significantly help to determine 
the failure processes and to create algorithms for finding these failures. A simple way of 
visualizing dependencies is the scatterplot matrix. Fig. 52 illustrates an example of a 
scatterplot matrix with some counters. As it can be seen, PPC 78 seems to be directly 
interdependent with 276, while its interdependency with 127 is much weaker or non-
existent. 
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Fig. 52. A scatterplot matrix illustrating the dependencies between some counters. 

Counters can be grouped based on the strength of their pairwise correlation. A closer 
examination of each correlation is necessary, since it could be specious for several 
reasons. For example, the data may have only a few distinctive values, e.g. counters 
which increment very rarely (values concentrated close to zero) or indicate some specific 
state (e.g. code or ID specifying a reason) are likely to correlate with the data even 
though, in reality, they might not correlate in any way. It is therefore very important to 
know, even in this case, the characteristics of the studied data. Correlation analysis can 
also be used to derive new variables. For example, if two counters are or should be 
mutually dependent in a certain way, deviations from this rule might be interesting. 

9.7.7  Clustering 

The aim of clustering is to identify natural subgroups in the PPC data by assuming only a 
measure of similarity between different data items. Cluster analysis is used to combine 
observations into groups in such a way that: 

−  The observations in each group are similar to each other 

−  The observations in one group are different from those in the other group 
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The analysis aims at subgroups. It is then examined if the division tells something 
about the data. A problem inherent in clustering techniques is the selection of the 
variables used to cluster the data and the scaling of these variables. Variables that have 
large deviation typically dominate cluster analysis. The knowledge attained from 
correlations of PPC data may be used in making decisions about variables and scaling. 
The common clustering techniques include: 

− Hierarchic agglomerative methods (such as single linkage or Ward's method) are 
based on the idea that the data items are grouped together one by one based on 
some measure of similarity. The most similar pair is linked together first, etc. This 
procedure builds a hierarchic structure that can be visualized as a treelike structure 
called dendrogram. 

− Vector quantization is based non-hierarchic methods, which include k-means and 
the self-organizing map (SOM). The vector quantization-based methods are 
typically fast and computationally light. On the other hand, they require that the 
number of clusters is determined beforehand. The basic implementation of vector 
quantization, k-means, lacks the possibility to visualize any similarities between the 
groups and requires the number of clusters to be known. It is, however, a 
computationally light and fast way of grouping large sets of data. SOM provides a 
way to visualize the cluster structure in such a way that similar clusters are located 
close to each other. SOM is especially suitable for visual and interactive purposes. 
For pure clustering tasks, SOM is overkill and k-means should be preferred. 

When clustering is done, the counter values in each cluster can be analyzed to 
characterize the groups. Clustering gives information of typical subgroups in the data. If 
the initial data quality is good, i.e. we can trust that the data consist of information from 
working counters (i.e. counters that work accurately as specified), and pre-processing has 
been done carefully, we can assume that the PPCs in the sample behave similarly in all 
products regardless of the software or hardware version. 

9.7.8  Classification 

PPC data pre-processing and clustering are done to obtain information on clearly 
erroneous values, trends, and relations in the data. This phase aims to find interesting 
rules between different data items, e.g. counters, symptoms, faults, and altered 
components. This analysis does not necessarily require knowledge of the faults in the 
phone. However, the aim is to find an answer to such questions as: 

− If we have a certain counter vector, what are the most probable fault(s) in the 
phone? 

− Is the phone likely to operate normally, since the customer complaint is about a 
reason unrelated to the product? 

− What kinds of counter vector patterns are associated with a certain fault, or what 
kinds of faults produce similar counter vector patterns? 
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Consequently, the classes, i.e. fault labels, corresponding to each counter vector, must 
be known. A naive approach to classification is to determine single counters that best 
discriminate between certain faults. Simple standard classifiers, e.g. k-nearest neighbor or 
linear discriminant, can be compared to the Bayesian classifier that has been developed in 
co-operation with the Helsinki University of Technology (HUT). Standard cross-
validation or bootstrapping techniques are used to assess the classifiers. 

 

Fig. 53. Simulated classification with a simple 2-dimensional model (N=125). Samples of 
intact devices marked with circles, broken class 1 with crosses, and broken class 2 with 
squares. The axes are values of counters (xn) divided by time (t) (Lahtinen & Lampinen 
2002). 

Fig. 53 shows an example, made by using HUT’s Bayesian classifier. The example 
demonstrates the case of classifying a sample into three classes: intact, broken class 1 
(e.g. software failure), or broken class 2 (e.g. hardware failure) (see section 9.7.2 ). The 
break point (the point where product failure occurs) is distributed uniformly over the time 
during which the counters were generated. 

When the classifier is used, the PPC system may contain two kinds of counters: 
counters that count something and are increasing positive integers and Boolean counters 
that indicate if something occurred during the lifetime of the device. The only real 
limitation is that the classifier takes currently into account only the first element in a PPC 
with multiple elements. 

When we use PPCs that record events constantly during usage, fault analysis involves 
the problem that the data retrieved from the product are usually not from the exact 
moment when the failure occurred in the product. This is natural, since most failures do 
not completely prevent usage of the product. Thus, the end user continues to use the 
product until he has time to take it into a service center. However, it has now been 
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demonstrated that it is possible to estimate the parameters and states of processes 
containing a transition between intact and broken states at an unknown time. These two 
states of the process can be recognized based on the final values of the counters even 
when the number of counters is large (Lahtinen & Lampinen 2002). 

9.7.9  Algorithm creation 

The mobile phone product as a whole contains a vast diversity of technology. It is a 
combination of mechanical engineering, hardware design, software architecture, RF 
(radio frequency) technology, logistics, nanotechnology, marketing, circuit design, 
material technology, and many others, all of which must maintain high quality standards. 
It is hence essential also to have feedback from the field about all these different aspects 
of the product, to enable continuous quality assessment. 

Since the different areas of technology are very different from each other and require 
the experts working on them to have special knowledge and years of training and 
education, the quality assessment efforts must be driven individually. Accordingly, the 
special needs for analysis must be understood in each area. The support and maintenance 
organization, which is an expert in the area of the PPC concept, may help technology 
groups to create suitable analysis tools for themselves. In this case, tools mean indicators, 
such as counters and algorithms, to be used in the analysis systems, which will ultimately 
provide meaningful means and results to quality assessment. 

Algorithm creation must be a collective effort. All the technology areas that participate 
in product creation as well as those entitled to study the product itself or some other 
parameters in the chain (e.g. mobile networks) pool their knowledge in algorithm creation 
(Fig. 54). The process starts from the need for information. The information is then 
analyzed to identify all of its components. At this point, the need for new PPCs is studied, 
and the process follows the PPC creation process (Section 9.3.1 ). 
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Fig. 54. PPC algorithm development in co-operation with different technology and user 
groups. 

In many cases, plain counters will not give meaningful information to quality 
assessment. As discussed in section 3.3 , in most cases, the counter information must be 
at least proportionate to some natural unit. The natural unit must also be chosen to suit the 
purpose. In the simplest case, therefore, the algorithm could be merely a counter divided 
by another counter. Sometimes, however, counters could be combined with quite 
complex mathematical rules. These rules may be notably different, depending on the 
purpose for which the results are to be used, even when the basic counters are similar. 
Therefore, the algorithms must be created in very close co-operation with the support and 
maintenance organization and the groups who are using the system (Fig. 54). 



121 

The main methods that are used to facilitate algorithm creation were discussed above 
in section 9.7 . The methods vary case by case, but the basic process can be listed for the 
general algorithm: 

1. The support and maintenance organization is contacted about a need for analysis  
2. Requirements studied: is a new algorithm needed? What is the specific need for 

analysis in this case? Desired results and their usage? 
3. The PPCs that would be needed for the algorithm are identified (new PPCs 

created if needed) 
4. A draft algorithm is created into the development environment, and the current 

field data are analyzed against it 
5. Iteration rounds are made to develop the algorithm until validated 
6. The algorithm is implemented into the components of analysis and released 
7. Algorithm updates are made as necessary 



10 System implementation 

The system was implemented as designed and specified in section 9 at Nokia Plc/Nokia 
Mobile Phones during the years 2000 through 2002. PPCs and some individual 
functionality were implemented or used in almost all products to some extent in the trial 
phases parallel to system design, but the whole system was first functional in Nokia 7650 
at the time when it was launched for sale in July 2002. During the fall 2002, the last pilots 
were launched with a system concentrating on remote assistance (named Nokia Remote 
Assistance) service. All the other tools had already been piloted earlier. 

All the pilots were conducted using Nokia’s internal user groups, and hence no end 
users were involved in any of the studies. In order to obtain the best possible feedback, 
which simulates the real environment as closely as possible, test groups were selected 
from all functions of the company for the pilots intended to be used at the customer 
interfaces. Since Nokia is a very large company that also employs a lot of non-technical 
personnel, it was easy to create test groups to satisfy all needs. 

The PPC management tool was implemented into the Lotus Notes environment. This 
was mainly due to the fact that the company has many similar functional databases 
implemented into the same environment, which makes possible linking very easy. 
However, this turned out to be a good decision in general, as it enabled convenient the 
creation of applications and the necessary functionalities. Another very good point was 
that the tool can also be used through a web browser in the company’s Intranet. 

The Nokia Remote Assistance server was created from scratch, since there are no 
commercial products available for this specific purpose. It required a lot of work, but this 
was already known in the beginning. Only the short message gateway was purchased 
from commercial markets (First Hop Ltd.). The whole service can be used and 
maintained through network connections remotely, which is extremely important in 
global services such as this. User and administrator interfaces are available in both 
Extranet (as used by contact centers) and Intranet (as used by the company’s internal 
testing groups). 

The analyses of the functionalities for services were implemented into the Phoenix 
service software, which is a proprietary software for Nokia mobile phones used in R&D, 
at repair centers, and at points of sale for software upgrades and basic testing. This was a 
suitable platform, since it already has many users (basically familiar with it) and 
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established maintenance and logistics. Although the applications are delivered with 
Phoenix, they can be also be run individually in PC environments that enable convenient 
usage, if the other Phoenix functions are not needed for some reason. This also makes 
integration independent of the rest of the core software. Self-test diagnosis online service 
manuals are located at the Nokia Partner Website (PWS), where they are available 
conveniently for all certified service partners to be used online or to be downloaded into a 
local drive. Since some smaller service partners might not have continuous network 
access, downloading enables them to use the service, although, it is mainly meant to be 
used online, to guarantee up-to-date information. 

The field feedback database is a standard SQL database. Oracle might be used in the 
future, but SQL was estimated to be suitable for current use. The reporting facility was 
Cognos PowerPlay (OLAP software), which was already being used for the many of the 
company’s global reporting needs and was compatible with the knowledge of the 
development project. However, even if selected independently, it would have been among 
the top candidates. It has all the relevant functionalities for the designed features. Also, it 
can be used through the Intranet, which makes it very convenient for global solutions. 

A special software application for data analysis was developed based on the needs, 
designs, and theories discussed in section 9.7  under field feedback services. For these 
needs of analysis, the global PPC database is replicated periodically to another SQL 
database accessible more freely. The global PPC database has very limited access rights 
for direct data manipulation. Data are only manipulated based on very certain and highly 
validated manual feedback through the maintenance organization. One source of 
feedback is data analysis conducted with the data analysis software. The replicated SQL 
database also has a different structure for the needs of deeper data mining. The first 
analysis software implementation was created on Linux, but might be converted into MS 
Windows in the future. This tool is also available through the Intranet, as are also almost 
all the other tools. A special performance analysis portal was created into the company’s 
Intranet, which contains all the links to the tools and information about the concept in 
general. 



11 Discussion 

In this section, we will review the concept introduced above and the system that was 
constructed in the light of case and other studies conducted to find out the achieved 
results, which will be presented in the next section. We will start with the case studies, 
which help us to gain an understanding of usage models of the system. In the end, we will 
comment on a couple of studies based on their results. 

11.1  Case studies 

These case studies will show how the system is used in reality and, at the same time, give 
ideas for more versatile usage. They are presented in a narrative form, to provide as 
realistic a description as possible. This is not a complete list of possible cases but merely 
consists of the first ones identified and studied and the basic ones to show that quite 
simple arrangements may yield beneficial results. 

11.1.1  Fault diagnosis 

The management of the software development organization in a company is concerned 
about the quality of the software released to be used in mobile phone products. They 
receive feedback from the quality organization, which gathers information mainly from 
the field but also some from the company’s internal pre-launch tests. Field information is 
gathered globally from service centers and customer interfaces. The data received from 
customer interfaces and internal pre-launch tests are qualitative. The data from service 
centers include both qualitative and quantitative data. 

Although the management are pretty satisfied with the structure of the reports from the 
field, they still have some doubts about the amount of qualitative information. This is 
because it sometimes seems to hide the real reasons, which may be found later underlying 
the reported ones. There are several reasons for this, but one is that it is impossible for an 
end user or even a customer interface professional to analyze the real reason for irregular 
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behavior based on symptoms. Therefore, in the reality, often only the symptoms and the 
alleged failure are reported instead of the root causes. Another unsatisfactory aspect of 
the current process is that the reports giving the feedback are sometimes many weeks 
behind the actual incidents, and their accuracy is hence inadequate for following recent or 
sudden changes. The reason for this is that the collection and analysis of qualitative data 
takes time and that the quantitative data obtained from service centers must be processed 
before consumption, which basically means that the data are averaged, which detracts 
from their dynamic characteristics. 

The company’s quality department starts to analyze the PPC, symptom, and repair data 
with the developed data analysis tools (see section 9 for processes and methods). They 
create several index values, many of which are identical or similar to the indexes used for 
software maturity assessment. PPC, symptom, and repair data are all updated 
continuously into the company’s global database. At this point, all the data are in their 
original format, and everything is done fully automatically. PPC data come from several 
sources: from internal testing activities, customer interfaces, such as call centers and 
points of sale, and service centers. Symptom and repair data are replicated from the 
service center databases to the PPC database. 

The company has had a problem with a failure (hereinafter referred to as failure X), 
whose real root cause it has not been possible to determine. The customer complaint is 
typically related to either the user interface or the software (Section 8.9 ; level of 
knowledge in User interface: Good [B]; Software: Fair [C]). The failure X causes returns, 
but analysis has revealed nothing wrong in 60% of the products (reported as NFF). Of the 
remaining 40% of the cases, where something has been wrong, 48% have contained 
faults unrelated to the failure X. Hence, actually only 21% of the products that allegedly 
had the failure X were found to have a fault related to it. For this case, the quality 
engineer starts to analyze the failure by running statistical analyses between all the 
created indexes, faults that may possibly have some relation to the failure X, and the 
failure X as a symptom. In this case, chi-square and trend (Mann-Kendall) analyses are 
calculated. 
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Fig. 55. Strength of relation between the Resets in hour index and symptom 021x. The x-axis 
shows the value areas of the index which have a certain strength of relation. 

The user interface shows the results of analysis automatically after the calculations 
have been made. The quality engineer sees an interesting result showing a very 
significant correlation with one of the calculations (Fig. 55). If the value of index Resets 
in hour (see section 11.1.4 for explanation) rises, it is clearly related to the failure X 
(symptom 021x in the Fig. 55). The quality engineer immediately notifies the testing 
groups about the finding. This causes the search to be completely re-oriented. The real 
fault is detected in a hardware component of poor quality, which causes software resets in 
certain environmental conditions, which, in turn, appears to the customer as another 
failure. Since PPCs record a history of the product’s behavior, all necessary events are 
stored in the memory during usage. When the fault was analyzed at service centers, the 
environment was different from that in the field, and nothing was found in the tests. 

Immediately after this finding, an algorithm is formulated (see below) and updated 
into all PPC analysis tools (special updated dll), which will then be able to inform 
customer interface professionals and service center engineers if the same case appears 
again. Instructions for further actions in case of a positive finding are also updated into 
the tools. The failing component is replaced by another component manufacturer’s 
product in production, and information about the fixed hardware versions is also entered 
into the analysis systems. After these actions, the different service interfaces will be able 
to serve customers faster, more efficiently, and more accurately. The feedback to product 
creation will also be more accurate. 

An algorithm is placed in the analysis tools. RIH is an acronym for Resets in hour, 
marking the value of the index. See section 11.1.4  for a definition of the index. Simple 



127 

logical reasoning is enough to define the algorithm, the necessary texts to be displayed on 
the client interface, and the automatic path to the related online service manual pages for 
service centers. HWV is an acronym for hardware version and SVC is an abbreviation for 
service. 

IF RIH≥3.1E-2 AND IF RIH≤4.0E-2 AND IF HWV≤02xx THEN “83% probability 
of fault 27xx|Ask customer to contact the nearest authorized service center” SVC: 
568432xx 
IF RIH≥4.1E-2 AND IF HWV≤02xx THEN “61% probability of fault 27xx|Ask 
customer to contact the nearest authorized service center” SVC: 568432xx 

The most difficult part in this process is still the connection of failures and faults (refer 
to section 5.1 ). Since all the information received from the field, PPCs, and customer 
complaints are directly related only to failures, the real intelligence must come from the 
specialists working in R&D and repair centers (Section 9.7.9 ). This intelligence must 
then be entered into the system. Any flaw in algorithm creation or in understanding the 
use of PPCs will cause the system to give wrong answers to the questions. 

As shown by this case, the customer complaints were far from the correct failure 
description. However, the customers were complaining about symptoms that they saw in 
the device, but these symptoms were so far from the correct answer that the service 
personnel were unable to identify the fault. It seems, based on this case, that it does not 
matter how well the customer knows the device (Section 8.9 ), since faults may be very 
complex and are not necessarily directly related to the symptom. Although, finally, the 
system of analysis gave nothing more than a correlation with another symptom, this 
correlation was combined by specialists with all the available information (e.g. PPCs, 
complaints, repair actions, previously known faults), and this brought them closer to the 
right answer and finally helped them to identify the fault. 

The PPC concept allows continuous analysis with real-time, or at least very close to 
real-time, data. New data are received continuously, which enables visualization of the 
most recent trends. As a conclusion, it must be noted that the most important activity is to 
continuously improve the current algorithms and to create new ones using effectively the 
process described in section 9.7.9 , although the functionality of all components is 
essential to the whole system. This also makes it vulnerable. 

11.1.2  Marketing research 

This is a case of the use of a strategic feature (here named feature X) in a mobile phone 
product to be launched to sale within three months. The problem is to find out the most 
current customer opinions and behaviors towards the features with minimal guesswork. 
Conventional research methods (e.g. questionnaire study) are time-consuming and 
involve uncertainties which might lead to misjudgments. In this case, there is a new 
feature in the product, which plays a major role in the product strategy. It would be 
essential to know exactly how appealing and important this feature is for customers in 
view of sales promotion. 
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The research is conducted during a period of 9 weeks. 220 people are recruited to 
participate by telephone or from the street. Later on, recruitment for similar studies could 
be done through such organizations as Club Nokia. The sole selection criterion is that the 
people involved are at least planning to buy a Nokia product. Since there are only three 
months to go till the sales launch, it is possible to had out mature enough products 
(prototypes) for the test. All testers will receive a production-standard handset after the 
study as a reward. 

The system (Nokia Remote Assistance, section 9.4 ) elicits the necessary data 
automatically at 9 a.m. every Monday morning (total of 9 waves). People authorize the 
data to be sent as soon as they notice the authorization message. If no data are received 
by Tuesday, the system asks for the data again, but only once. The data are collected into 
a global PPC database, from where they are analyzed (Section 9.6.5 ). The products used 
in the research are recognized by they IMEIs. 
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Fig. 56. Feature X started. Proportion of people using the feature during the research period. 

Fig. 56 illustrates the proportion of people using feature X during the 9 weeks’ 
research period, during which altogether 9 waves of data were received. Although almost 
every participant tried feature X, usage decreased sharply over the follow-up period, both 
in terms of number of users and the frequency of usage. This may be due to people’s 
initial curiosity: when they first received the phone, they tried most of the features even 
though they were not really interested in them. Feature X is tried by a majority, but used 
by around 30%-35% in the countries 1, 2 and 3. Only 8%-9% use it on a weekly basis. 
Regular users use it only 1-2 times a week. In country 4, interest in feature X is much 
more pronounced, and although total usage and frequency of usage have dropped, use has 
been more sustained during the last three quarters, starting from wave 4. 
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On the basis of this case study, marketing found out that the markets are surprisingly 
segmented, with the end users in the countries 1, 2 and 3 behaving similarly, while the 
end users in country 4 clearly behave differently in their usage of feature X. Since feature 
X is a strategic technology step for the company, it is decided to launch the product first 
in country 4. In line with the information gathered during the survey, the target group in 
the countries 1, 2 and 3 is defined differently from the former plans. This will results in 
higher sales in these countries than would have been possible with the earlier marketing 
plan. 

The PPC concept gives a possibility to conduct marketing studies with strict 
schedules, which would be impossible with the conventional methods. The data can be 
analyzed as soon as they arrive in each wave, and the evolution of information can thus 
be conveniently followed. The report can also be prepared concurrently, which makes it 
possible to conduct studies quickly and, further, to make prompt decisions. Also, since 
the data are strictly quantitative, they do not leave room for guesses. However, there are 
often, as even in this case, more than one dimension in the relevant information. This 
means that only usage information was acquired with the aforesaid process, but there 
could be some other necessary information, which should still be gathered by some other 
means, e.g. usability information affecting the result (how to know if the usage trend is 
changing due to usability or because of plain interest towards the feature in general?). 
Again, the above process can be used by researchers as an additional tool in usability 
studies. If it is combined with questionnaires, the information will be much more accurate 
in view of time and behavior patterns. It could also be used when studying the threshold 
of complaint, as described in section 5.1.1 and discussed in section 8.9 . Maybe, as 
related to the product’s usability and customer satisfaction, the same process could help 
to study further customers’ service and return motives, as described in section 5.1.2  and 
discussed in section 8.9 . 

11.1.3  Operational profile 

A software development organization has a challenging task in prioritizing software error 
correction. The organization is trying to find a balance between scarce resources and the 
work that needs to be done. The methods for prioritizing errors are usually based on a few 
principles: order of finding, order of alleged importance, personal contacts, and 
competence. The management introduces a new method to facilitate prioritization based 
on facts. An operational profile is calculated from all products being developed and, in 
the field, automatically from the PPC database with the developed concept (Section 9). 
All features and functions are ranked based on their probability of usage or occurrence. 
The ranking list is updated monthly. Now, this ranking is used to prioritize error 
correction (see for reference Table 2 on page 30). The most important features and the 
most annoying bugs for customers get corrected first (see also the threshold of complaint 
in section 8.9 ). Resources are used rationally and effectively. 

Operational profile can also be used for road mapping of features and product 
planning in general. The team who are planning the features for the product can refer to 
the current usage models and trends (see also section 11.1.2 ) and prioritize the features 
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based on accurate field feedback. This makes the planning a much faster process and 
strengthens trust in the business case. 

11.1.4  Software maturity assessment 

A mobile phone manufacturer has an internal software development organization with 
several development lines. These development lines are divided into multiple software 
component projects, which are responsible for a variety of software components. A 
software component project is responsible for designing, supporting, and maintaining the 
components assigned to it. 

The management of the software development organization at all levels must have 
accurate knowledge of the quality and maturity of the software to be released in the 
products. They are following such indicators as the number of open errors, the number of 
errors found per period of time, or the cumulative number of errors corrected per period 
of time compared to the estimated s-curve. The basic information is gathered individually 
from all software component projects and compiled into the report, which is then handed 
over to the management. This report gives them, in practice, an estimate of the maturity 
of the software based on theories and previous experiences. On a large scale, this works 
but does not necessarily yield direct information about the current behavior or sudden 
unexpected changes between different software versions. That is why the management 
decides to start using software maturity indexes, parallel to the current indicators, based 
on PPCs (see section 3.3  for reference). The developed PPC system is used to acquire 
data (Section 9) 

One maturity sub-index is created by measuring software resets over a period of time 
(cf. MTBF). This gives general information about the maturity of the developed 
components and their interoperability in a software release. The sub-index is calculated as 
follows: 

ive_time_total_actCumulative
esetsnt_of_SW_rTotal_amou

 (1) 

Where Total_amount_of_SW_resets is a sum of all PPCs counting software resets (e.g. 
DSP, Digital Signal Processor, resets) in the handset, and Cumulative_total_active_time is 
simply a value of a PPC counting the time during which the handset is switched on. 
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Fig. 57. Value of the software maturity sub-index that changes between the different software 
versions in a product. 

The sub-index, Resets in hour, is taken into use at quite an early phase of product 
development. The first measured software version is V02.03, and the following software 
versions are released on an average of 9 days after each other. A total of 426 prototype 
phones have been distributed to the company’s employees, who serve as internal testers 
by using the product in their normal daily work. An average of 76% of testers update the 
software on the date of a new release and 88% update it by the next day. 96% of the 
testers keep the product always on. The average call (both mobile-originated and mobile-
terminated) time per tester is 33 minutes a day, consisting of 9 separate events. The 
testers can be categorized as heavy users even based on the use of other features. 

PPC data are retrieved from the phones upon each software update but also 
additionally three times per week with Nokia Remote Assistance (Section 9.4 ). All data 
are stored into a database and automatically calculated as index values for each software 
version and product on an Intranet page available to the software management (Section 
9.6 ). The indexes are updated from the database every day. 

The Resets in hour index seems to be evolving pretty nicely, until it suddenly increases 
rapidly following the release of V03.00 (Fig. 57). The increase was noticed on the third 
morning following the date of the V03.00 release, since the PPC data were retrieved 
remotely in the late afternoon on the second day. The sudden increase of resets was not 
detected in general software tests. The team managers immediately informed the software 
designers, and the bug causing the increase in the reset rate was found within a few hours. 
The fault was fixed, and the designers could again concentrate on their scheduled tasks. 
Without the index, the error would probably have gone unnoticed by the time of the next 
release, causing delay, or even worse, being inherited into the new release and causing 
serious problems in the identification of the real cause. 

The most difficult task in making a system of this kind work is the development and 
selection of right indexes. What kinds of indexes reveal the faults best? As discussed 
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above in section 11.1.1 , the only way is to form a network of specialists to contribute to 
algorithm and index development. Hence, the same process that was described for 
algorithms in section 9.7.9 must also be established for indexes. 

11.2  Call center pilot 

The Turku call center pilot was started on 12th August 2002 and run continuously until 
20th September 2002. Three call center agents received training for the pilot at the 
beginning of August. The intention was that they would receive 15 to 20 test calls from 
Nokia internal testers per day, but the actual number was about 10 per day. This was 
mainly due to capacity problems, since the agents were taking the calls in addition to the 
calls from real end users. However, this was enough to provide the needed information. A 
total of 52 employees participated in the pilot, each making one call per week. The 
employees who participated in the pilot as testers were selected from the internal test 
program, which consisted of people from practically all functions in the company. Hence, 
these people are the closest match to end users. Nokia 7650 (final stage prototypes) was 
used as a pilot product. The main purpose of this pilot was to validate the call center 
process as illustrated in Fig. 32 on page 85, since it is the most vulnerable customer 
interface environment (in terms of effect on customers and effect on costs), but another 
purpose was to test customers’ reactions to a new kind of service and whether it could be 
implemented as planned. The call center process validates the basic functionality of the 
process even for the other interfaces to such accuracy that it can be considered as a proof 
even for these other interfaces. This is due to the presence of the same basic 
functionalities at all interfaces, including the algorithms used in analysis. 

11.2.1  Process validation 

The pilot was set so that the testers called a real call center (Club Nokia) for assistance 
with a problem. The analysis system worked so that it ran exactly the same tests (all) for 
the same software and hardware versions despite the selected symptom level or category 
(Section 9.4.1 ). In this phase, only 27 basic algorithms were used for the tests. This 
helped to formulate a suitable environment for process validation. 

Charging and battery-related tests were tuned so as to be sensitive in situations were 
the customer had not followed the instructions of the user’s guide exactly. The 7650 
user’s guide has information concerning battery and charging (Nokia 2002): 

− Note that a new battery’s full performance is achieved only after two or three 
complete charge and discharge cycles! 

− The battery can be charged and discharged hundreds of times, but it will eventually 
wear out. When operating time (talk time and standby time) is noticeably shorter 
than normal, it is time to buy a new battery. 
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− Use only batteries approved by the phone manufacturer, and recharge your battery 
with chargers approved by the manufacturer. Unplug the charger when not in use. 
Do not leave the battery connected to a charger for longer than a week, since 
overcharging may shorten its lifetime. If left unused, a fully charged battery will 
discharge over time. 

− Leaving the battery in hot or cold places, such as in a car with the doors and 
windows closed in summer or outdoors in winter, will reduce the capacity and 
lifetime of the battery. Always try to keep the battery between 15°C and 25°C (59°F 
and 77°F). A phone with a hot or cold battery may temporarily fail to work even 
when the battery is fully charged. Battery performance is particularly limited at 
temperatures well below freezing. 

The tests measured, for example, if the user had charged the battery full, how long the 
operating time was, if the user had used a battery or a charger not approved by Nokia, and 
if the battery had been kept in extremely hot conditions. A set of inference rules, 
algorithms, was constructed based on the tests developed for battery and charging. Some 
basic information, such as call time and standby time, were also used for the algorithms 
(see natural unit in section 3.3 ). 

Based on the call center agents’ intermediate reports during the pilot, the system 
“annoyingly” often included the same suggestion as the probable reason for the problem, 
regardless of the customer’s complaint. The agents thought this a potential bug in the 
system. The suggestion usually given by the system was “Possibly insufficient charging 
resulting in low battery capacity: it is recommended to charge until product indicates 
“Battery full””. The system was working perfectly, since when the data were checked, the 
battery had been charged full the required 3 times in only 29% of the cases, while in 68% 
of the cases, operating time versus charging data indicated that either charging had not 
been done properly or the battery should be replaced. The need for battery replacement 
could be explained by the fact that people working in product creation use the same 
batteries in many phones for a long time, which means that the batteries could really be 
old and need to be replaced. It was also found, surprisingly, that a charger of other than 
the approved kind was used in 1.8% of the cases. This could be explained by the practice 
of tolerance tests that are conducted on these products in the R&D. Only 7% of the 
customers complained about problems related to battery or charging or answered “yes” 
when asked if the problem could be related to battery and charging (Section 8.9 ; level of 
knowledge in the Battery and recharge category: good [B]). This indicates that, despite 
the customer’s complaint or non-existing knowledge, the system can reveal real results 
that are hidden from the customer and might be the real reasons for the problem. 

11.2.2  Questionnaire study 

A qualitative study was conducted after the pilot to the three call center agents and 18 
testers. The Extranet tool (client interface) itself was found to be quite easy and 
convenient to use. Some features were already improved during the pilot based on 
feedback. The testers found it easy to authorize retrieval with the phone. This was 
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simultaneously a small-scale usability study, since the authorization message must be 
okayed during the call. Only a very few (2) drop calls were experienced. 

Call time is believed to remain the same as without the use of remote assistance (this 
can also be validated from the data). The whole process of retrieval takes an average of 
35 seconds (this is also somewhat network-dependent), which is additional to the normal 
process. However, it is believed to be much easier to convince the customer of the 
solution or suggestion even when there is little help from the analysis itself, since the fact 
that something has really been done to the product might also have a psychological effect. 
The tool helps agents in their work by giving extra expertise (not only technical 
knowledge but psychological power over the customer). 

Since call centers receive some information about products’ technical status from 
product creation in the form of periodic reports, information about the IMEI, software 
and hardware versions can also be used to find solutions for the problems. This appears to 
help the process a lot. Agents are generally very eager to include the remote assistance 
service into their everyday work. General notes about remote assistance: 

− The tool is the only way currently available for acquiring exact product information 
→ more definite case 

− The tool is the only way to get exact information to be analyzed in R&D with 
escalated cases (the results of analysis are sent along with the case into the solution 
process whenever the case cannot be solved at the current level of service) 

− Allegedly shortens the solution time in difficult cases at all levels 

− Although the results of analysis (probability calculations and comments) have so 
far been only slightly advisory (algorithm development ongoing), the process is 
improving and giving more definite results. The same trend is expected to continue. 

Similar pilots were conducted in Kuala Lumpur by taking calls from internal testers in 
Singapore. The process was also validated as in Turku, but due to some problems in 
network connections, the pilot was terminated at an early stage. However, based on the 
feedback from Kuala Lumpur, the client interface and remote server were optimized and 
improved to serve in even less optimal connections and user environments. It was also 
noticed that the customers in Singapore are somewhat more skeptical and possibly more 
demanding, and the process must therefore be adjusted slightly, depending on the market 
region. This is an important discovery, which must be noted if the system is to be 
deployed to wider markets. 

11.3  Questionnaire survey about current and future benefits 

A very brief questionnaire survey was conducted at the end of the implementation 
project. The main aim was to ask questions about the project, but a few issues were also 
involved that are useful to be revealed here. Questionnaires were distributed to 462 
persons representing widely the different areas of the company (Nokia Corporation). 51 
responses were received. This makes an 11% response rate, which is very low, but very 
predictable. There is an abundance of internal questionnaires being distributed at Nokia, 
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which is why only those extremely interested in the topic at hand will respond. Because 
of the low response rate and the possible bias in the responses, the results of this 
questionnaire survey must be interpreted with caution. However, they might again yield 
useful information as they represent specialists’ opinions. 
People who were participating in the project, i.e. developing the PPC system, at the time 
were not on the distribution list. Of the respondents, 47 persons were employed by Nokia 
and only four were employed by subcontractors. The respondents were asked to indicate 
the area in which the PPC concept appears to be most beneficial (multiple-choice 
question, number of selections in parenthesis): 

1. Product testing (N=31) 
2. Quality assessment (N=24) 
3. Decreasing repair volumes (N=23) 
4. Product’s maturity assessment (N=22) 
5. Assisting software development (N=21) 
6. Marketing research (N=18) 
7. Business case assessment (N=4) 
8. Other: warranty cost control, analysis of the field return of phones, and 

minimization of the cost of repairs by speeding up fault finding 

It was asked how beneficial the PPC concept was considered by the respondents 
personally today and in the future. The scale for the question was: very beneficial, 
beneficial, neutral, quite worthless, worthless, I don’t know. 

− Current tangible benefit in daily work for the person himself or for the customers 
(N=45). Average answer: Neutral 

− Future tangible benefit in daily work for the person himself or for the customers 
(N=45). Average answer: Beneficial 

Currently, the PPC concept is providing some benefits by supporting people in their 
daily work. The concept is also actively used to some extent outside the organization, 
which motivates further continuous development, data analysis, maintenance, and support 
to the system. However, there appears to be potential for more, and the concept is 
believed to bring more benefits in the future. 



12 Conclusions 

This work contributes to the design, use, and improvement of feedback processes and 
methods especially suited for the mobile phone industry, in order to improve profitability 
and customer satisfaction. It has been discovered through discussions, questionnaire 
surveys, case studies, and customer interface pilots that the PPC concept is potentially 
beneficial in several areas of the mobile phone business. Benefits can be found 
throughout the whole range of business operations, starting from new technology studies 
through business case evaluations to fault diagnosis. Below, we will briefly discuss some 
of the identified benefits. 

The designed PPC concept will potentially reduce FFR by giving product performance 
information to the customer interface in a readily analyzable format, which has not been 
earlier available online and rarely with a physical connection. This will help the staff to 
make correct decisions about what should be suggested to the customer and what should 
be done to solve the problem. It will also potentially reduce FFR by giving more 
information to product creation as feedback, which will help them to base the corrective 
actions on more relevant data. 

The PPC concept will potentially reduce repair volumes in service centers by 
decreasing the number of products in the repair cycle due to decreased FFR (including 
NFF). Since a major part of NFF cases are already detected at the customer interfaces, the 
number of products received into service centers will decrease. Repair time will 
potentially be reduced due to the more accurate and reliable quantitative information 
given by the concept about the symptoms to the repair line upon reception. The data can 
be used to refer to the online service manual, where corrective actions are proposed. 

The concept gives real-time or near real-time quantitative information for product 
programs (compare to the qualitative information given by the customer or the customer 
interface personnel). This gives earlier and dynamic “lessons to learn” to the product 
creation specialists, who can plan their corrective actions on the current products with 
greater accuracy and promptness. By providing real-time information about the 
performance of the product directly to both the management and the designers, the 
concept assists the company’s internal field testing. Designers and the management can 
use Intranet-based tools to retrieve data directly from the phones being tested. In this way, 
the software development groups will also better recognize the first-priority errors in the 
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product software and validate the product’s reliability faster and more efficiently with the 
continuously updating operational profile. This helps products to achieve sales launch 
maturity faster. The PPC concept gives up-to-date information about the field 
performance of products to the product program management through reports run from 
the global database. The reports show the current evolution of product quality by 
providing real-time trends of performance. 

The concept potentially identifies real faults through the defined fault analysis process 
and thus confirms the warranty claims at the customer interface via more accurate 
performance analysis. It also gives Go/No-Go information at points of sale and call 
centers by identifying possible customer-perceived errors, e.g. indicating low base station 
signal strength in the area of use as a cause of erroneous reasoning and blaming of the 
product or indicating wrong settings. The concept indicates future trends by giving 
information about the usage of product features. By using the retrieved data for marketing 
research, organizations can utilize this information to adjust the features of future 
products. 

The designed concept will potentially have the following benefits through increased 
analysis capability. However, the concept will require further features and process 
development. The concept could potentially identify non-reparable faults at the customer 
interface. The staff could then decide to give a replacement product to the customer, 
which will make customer service more fluent and reduce the number of non-reparable 
units in the service center. The concept could define the costs of potential repair measures 
based on information of what should be repaired. This could help repair decisions to be 
made concerning products out of warranty. The concept could assist the management of 
the aftermarket services inventory to keep storage size optimal by giving information 
about the products coming for service (components to be replaced). These functionalities 
would require an active feedback loop from the service centers to the customer interfaces. 

The concept is useful at several levels of the mobile product business, including both 
company-internal and -external interest groups. At least the following groups can take 
advantage of the concept: the company’s research and development and its product 
program-related functions, aftermarket services, customer care (customer interface-
related functions), mobile operators, and end users. It would be beneficial for the whole 
mobile phone industry if the message structures and application interfaces of the concept 
were standardized. This might be an action to be accomplished in the Open Mobile 
Alliance (OMA). It might be a natural addition to the functions of SyncML device 
management, for example. 

The main purpose of this thesis was to study how the feedback from mobile phone 
products could be improved so that the manufacturer and possibly also other identified 
parties could benefit from the improved knowledge. Benefits are now being identified at 
all levels and interfaces. The questionnaire study mentioned in the beginning revealed 
that end customers’ average level of knowledge of general mobile technology is fairly 
good. Nevertheless, the information received orally from customers is not accurate 
enough to serve as primary feedback data. The quality of information varies widely and 
depends entirely on the customers’ ability to recognize the nature of events. 

The level of knowledge affects greatly the ability to communicate the information to 
the customer interface, which transmits the information further to the manufacturer. 
Therefore, it would be important to minimize human intervention. The earlier feedback 
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processes involved too many uncertainties, and the situation can now be improved by the 
PPC concept. Other factors were also identified, including the threshold of complaint and 
the motive for complaint, which justified the building of new methods and processes. 
New processes with the PPC concept will potentially reduce these identified 
uncertainties. 

This thesis defined a novel comprehensive concept for a feedback system in the 
mobile phone industry. The earlier feedback technologies, theories, and concepts were 
not usable as such or were completely unsuitable for mobile phones or needed to be 
combined with a pool of other methods in order to become usable for the purpose. The 
design presented in the thesis defines a complete set of processes and methods, some new 
and some derived from the earlier technologies, by giving them added value and applying 
them in such a manner that they are usable especially for mobile phone products. 

The thesis shows, by quoting practical cases, that it is possible to utilize the improved 
feedback capability at various levels of a company producing mobile phones and its 
support functions and partners. The increased knowledge of mobile phone performance 
obtained from the concept can be utilized in, for example, testing, design, marketing, and 
management and at all customer interfaces. Benefits materialize through increased 
efficiency, decreased costs, and higher product quality and result in greater customer 
satisfaction and, ultimately, profits. 

It will take time to fully prove the business value of a concept of this kind, which is 
usually the case with almost all quality improvements. Also, the gained benefits are 
highly relative to individual business environments. Maybe, after a couple of years, when 
the concept has been fully deployed for at least two years and preferably in many 
different companies, we can present some comparable figures about the benefits. This, 
however, will be a topic for another study. 



13 Recommendations 

This thesis has concentrated on creating a solution for mobile devices and, more 
specifically, for mobile phones. However, there are many other areas of technology which 
could take advantage of this solution, or some part of it, at least after some adaptation. 
Practically all products would need a similar system to provide information for purposes 
of quality control. Feedback is certainly needed by every quality-oriented and successful 
product creation effort. 

Automotive industry has already been mentioned in this thesis as an example and as a 
source of different methods. How about domestic appliances? They are definitely 
evolving fast and will soon be seen as a part of a network serving users diversely as one 
harmonized mechanism. We can see that, in the near future, all products, including 
consumer goods, will be able to network and communicate. This will also make it 
possible to monitor these products to ensure that people will be satisfied with them now 
and in the future. 

PPCs, as described in this thesis, are relatively independent of data content or the 
source of data. This means that the model created here can be used to give feedback 
equally well about a package of ice cream as about a printer as long as there is a 
communication path available to transmit the information for analysis. This will help to 
create an almost unlimited variety of applications. 

A sensor in the freezer could detect the temperature of ice cream. If the temperature 
exceeded a certain limit a sufficient number of times, the system would indicate that the 
product should be discarded. A single period above the temperature limit would not 
necessarily spoil the ice cream, but the range of temperature above, or below, the set 
limits, would also be important. This might result in notably fewer customers dissatisfied 
with bad ice cream. For example, a RFID (Radio Frequency Identification) device could 
be used for short-range communication. The freezer could use such methods to send 
temperature updates to RFID chips and then to send the messages to the main database. 
In that case, even if the freezer were replaced, the data log would follow the ice cream 
packages. This is just an example of possible use, but shows the diversity of the concept 
available. Other products might need to be followed with more complex measurements, 
which would definitely require processes to be developed for algorithm creation and 
analysis. 
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As mentioned in section 12, to make the most out of the created system, it should be 
standardized in a relevant forum so that as many companies and technology areas as 
possible would be able to get hold of it and eventually use it. This would also enable a 
broader developer base and thus more creative and better solutions and faster evolution. 



14 Summary 

The topic of the thesis is a crucial part of the total quality management of mobile devices. 
Research was conducted to innovate the concept of acquisition and analysis of 
performance data. A comprehensive concept was created to serve the whole product life 
cycle of mobile phones. 
Strict quality standards are a must in a high-volume market with complicated products. 
Customer satisfaction is necessary for successful business. Therefore, there is also a great 
need for a system that will give constant and instant feedback for product creation. This 
will enable fast corrective actions and an analysis of usage trends, targeting to the 
creation of better, more satisfying products. 

The quality of the information received directly from customers varies notably and 
depends entirely on the customers’ ability to perceive the relevant parameters. The 
concept created here meets the need for more accurate means for acquiring feedback data, 
which also minimizes human intervention, makes the flow of information as direct as 
possible, and ensures the quality of data. There are also a variety of customer interfaces 
through which mobile devices travel during their life cycle. All of these interfaces have 
different functions, even though they often work toward the same goal. This has also 
been studied and processes have been created to handle relevant issues. 

This thesis describes novel methods of performance data retrieval and an advanced 
system for storing and analyzing the data. The innovated system introduces a new 
comprehensive field feedback process for the mobile product industry. The real value is 
achieved from the combination of methods that make up this comprehensive system. 

The author’s contribution lies in research that identifies and justifies the need for the 
innovated concept and helps to create a working facility based on the concept. This 
consists, firstly, of a customer survey and its analysis and, secondly, research work on the 
state of the art. Based on the groundwork, the author outlined the structure and processes 
of the comprehensive system. The author also managed the implementation that enabled 
the piloting and testing of the whole system, after which he analyzed the outcome. Mr. 
Timo Tervo contributed in mobile network technologies. Mr. Riku Ek’s and Mr. Thomas 
Tronier’s contribution was in software management processes. Krista Varttinen 
contributed in database and data transfer technologies. Mika Helander contributed in PC 
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technologies and Johan Himberg in data analysis. They were important co-operators in 
this research. 

The concept was implemented and piloted with a mobile phone manufacturer in a real 
environment. The pilot studies showed that an improved feedback capability will benefit 
not only product quality, but also various functions of the company producing mobile 
devices. The increased knowledge of device performance obtained from the system can 
be utilized in, for example, testing, design, marketing, and management and also at all 
customer interfaces in the field. 

This comprehensive system emerged as the main contribution and overall result of the 
research work. Improved feedback decreases the field failure rate, which immediately 
raises the company’s profits. A lower field failure rate will immediately result in less 
costs in aftermarket services and, in the long run, better customer satisfaction. 
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