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Abstract: Nowadays the Internet is playing a very important role in different domains. 

During the previous years a lot of research has been done for trying to develop 

applications, which make it possible to supervise and control industrial processes using 

the World Wide Web. Although different experiments have proven that this technology 

has a great impact in the future there are still some problems. These problems concern 

architectures, requirement specifications, and security aspects. 

 

This report will give a brief overview about the design methods and architectures 

developed so far for the Internet-based process control systems and also about the 

problems concerning security aspects. 
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1  INTRODUCTION 

The World Wide Web has made it possible to send a lot of data from one side of the 

world to the other side in almost no time. The use of the Internet for real-time interaction 

of the remote controlling and monitoring of the plants would give us many advantages. 

This technology cannot only be used in the industry, but also in the field of medicine, 

education, etc. 

 

Although all this looks promisingly two main problems should be faced before the web 

based control and monitoring can be implemented. The first one is the aspect of time 

delay, which can lead to irregular data transmission and data loss. In the worst-case this 

can make the whole system unstable. The other one is the problem of security. When 

malicious hackers can grant access to a system the consequences can be catastrophic. 

Other problems concern the distance or logistics. If something goes wrong with the 

system, a lot of time and preparation can be needed before somebody can intervene to 

requirement specifications and system implementation. 

 

This report is organized as follows. In the section 2 the definition of web based control 

and monitoring will be given as well as a short history about it. The section 3 describes 

design issues, which should be considered when developing these kinds of systems. The 

security problems and measures are investigated in the section 4. The section 5 gives a 

list of advantages when using the web based control and monitoring. This section 

provides also some examples. Finally, the section 6 gives some concluding remarks. 

 

 

2  WHAT IS WEB BASED MONITORING AND CONTROL ? 

The web based monitoring and control (WBMC) can be described as the whole of 

operations performed to control or monitor a system situated in a closed network. WBMC 

is based on existing technologies, programming languages as Perl and Java and 

specifications as HTTP, TCP and UDP. 

2.1 History 

As a basis for the possible next generation of control systems, the concept of the Internet 

based process control has been introduced in recent years. To date, most research work 

on the Internet based process control has resulted in small-scale demonstrations like Sun 

Microsystems and Cyberonix, Foxboro, and Valmet. Most of them were developed in 

Java. Additionally, the OPC (Open Process Control) Foundation (1998) is working on 

supporting XML within Visual Studio so that the Internet based process control using 

XML can become a reality. Intuitive Technology Corp. (1999) has provided 

web@aGlance for feeding real-time data to a Java graphics console. In addition, Invensys 

plc is presently collaborating with Oxford University's Department of Engineering 
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Science to develop web-based instruments. Some companies try to produce Internet 

control systems as a control device. Some researchers in this area, from higher education 

institutions, focus on developing web-based virtual control laboratories for distance 

learning purposes. A remotely located user has possibility to conduct experiments in the 

laboratory via the Internet. The students can continuously access their hypothetical 

experiments setup. The major advantage of this virtual laboratory is the minimal cost 

needed to set up a laboratory, as it only requires a robust communication network (Yeung 

K. and Huang J., 2001).  

 

The International Federation of Control (IFAC) has held the first workshop on Internet 

Based Control Education in Spain in 2002. The ScadaOnWeb system funded by the 

European Council targets Internet based protocols enabling the monitoring and 

optimisation of the process via the web. It is hoped that the specific web based approach 

towards the development of an online framework will eventually result in the adoption of 

ScadaOnWeb as an industry standard for transporting large volume of process data online 

(Yang et al., 2002). 

 

3 DESIGN 

The design methodologies used for the computer-based control systems are not 

appropriate for the Internet-based control systems, as they do not consider the Internet 

environment issues such as time delay caused by the Internet traffic, concurrent user 

access, web-based interface, and web-related safety. For example, an Internet-based 

control system has uncertainty about who the users are, how many users there will be, 

and where they are. In contrast to a typical distributed control system (DCS) where the 

system load has been determined from conception, Internet-based process control 

systems have a variable working load. Few of the existing implementations in Internet-

based process controls discuss the limitation caused by the Internet environment features 

such as Internet transmission latency and user isolation. Actually, Internet time delay and 

multiple users collaboration are two essential issues, which must be addressed in the 

design of Internet-based control system. The objective of establishing Internet-based 

process control systems is to enhance rather than replace computer-based process control 

systems by adding an extra Internet-level in the hierarchy (Yang et al., 2003). 

 

When designing the architecture for WBMC it would be interesting to bring modularity 

into the design by using layers as entities that can perform different tasks. So each layer 

can perform its own jobs and communicate closely with others to make the whole system 

work seamlessly. Different layers have different specializations, and are responsible for 

different tasks. Each layer acts independently (Yeung and Huang , 2001). 

 

Figure 1 shows a typical computer-based process control system divided into different 

hierarchy levels.  
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Fig. 1. Process control system hierarchy and possible links with the Internet (Yang et al., 

2003) 

3.1 Requirement specifications 

Before designing the architecture for WBMC the requirements should be specified. The 

major task in the requirement specification is to identify and resolve trade-offs between 

goals and constraints of the system that are conflicting or not completely achievable.  

 

Important requirements concerning WBMC are as follows: 

 

�� Tasks, which require a deterministic timing regime should be avoided because 

they may not be achievable due to web-related traffic delay. 

�� It is necessary to minimise the communication load between the Internet level and 

the existing control level.  

�� Direct access to a controller (for example a PLC) is not a requirement and is 

probably not desirable because of security reasons. Information exchange between 

process plants and Internet-based clients can be achieved through corporate 

systems – such as relational databases or real-time databases, instead of control 

units. 

�� Reliability and the possible system failures should be also considered in order to 

keep the system robustness from the system architecture point of view. 

 

The different requirements will lead to different control structures having its own 

advantages and disadvantages.  
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3.2 Functional modeling 

The functional modelling consists of making the specification of a control system as 

expected by the user, who expresses what the control system can do for the  the process 

to be controlled. This model is based on the {B, I, C} triplet as  Figure 2 shows. 

 

In this figure B defines the behaviour of the function. It is modelled by the function 

algorithms. The letter I means information produced or consumed by the control system 

of the function It is modelled by the function interfaces. The letter C defines 

communication. It is modelled by means of data flows connecting the functions with 

other functions within the system. 

 

 
Fig. 2. System functional modeling. 

 

The structuring of this model should allow designers to identify an actuation channel, to 

which an agent (e.g. an operator) can send requests to fulfill the system objective, and a 

measurement channel, which reports the effects of these requests on the system (Yang, 

Tan and Chen, 2002). 

3.3 Information architecture 

The local computer level can be further separated into four levels, which are 

distinguished from each other by “4 R’s” principle criteria: 

 

�� Response time: As one moves higher in the information architecture, the time 

delay, which can be tolerated in receiving the data, increases. For example, at the 

regulatory (control loop) level, data becomes “stale” very quickly. Conversely, 

information used at the management and scheduling level can be several days old 

without impacting its usefulness. 

�� Resolution: Abstraction levels for data vary among all the levels in the 

architecture. The higher the level is, the more abstract the data is. 

�� Reliability: Just as communication response time must decrease as one descends 

through the levels of the information architecture, the required level of reliability 

increases. For instance, host computers at the management and scheduling level 

can safely be shut down for hours or even days, with relatively minor 

consequences. If the network, which connects controllers at the supervisory 
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control level and/or the regulatory control level, fails for a few minutes, a plant 

shutdown may be necessary. 

�� Reparability: The reparability considers the ease with which control and 

computing devices can be maintained. 

 

 
 

Fig. 3. Information architecture (Yang, Tan and Chen, 2002) 

 

 

As shown in Figure 3 the Internet can be linked with the local computer system at any 

level in the information architecture, or even at the sensor/actuator level. These links 

result in a range of 4R’s (response time, resolution, reliability, and reparability). For 

example, if a fast response time is required, a link to the control loop level should be 

made. If only abstract information is needed, the Internet should be linked with a higher 

level in the information architecture such as in the management level or in the 

optimisation level (Yang, Tan, Chen, 2002). 

 

Table 1 shows a simple evaluation for the possible links. 
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Table 1. Pros and Cons of Possible Links Between the Internet Control Level and 

Existing Control Levels (Yang, Tan and Chen, 2002). 

3.4 System implementation 

The system can be divided into two parts, the client side and the server side. Whilst the 

client side interacts with users, the server side is not only a web server, but also includes 

the control and data acquisition program to carry out the control task. The server side part 

consists of a command service and a data service, which are both connected with the 

controller. The client sends a command over the Internet to the command service. This 

will look if the command should be rejected or not. If not, the command will be sent to 

the controller with the correct parameters. After the command has been executed the 

controller will send some data to the server, which sends it to the client. The TCP or UDP 

protocols will be used to send the commands and receive data from the server. (Yang, 

Chen and Alty, 2003). 

 

The Transfer Control Protocol (TCP) guarantees us that all packets sent by the server, 

and vice versa, will be delivered to the client implying that the lost packets will be 

retransmitted. TCP also has a built-in mechanism designed to probe and to adapt the 

sending rate of the packets to the available bandwith. These mechanisms make it a robust 

and reliable protocol, well suited to transfer bulk data (Salzmann and Gillet, 2002). 

However, from the real-time application point of view, this protocol has a drawback of 

having unpredictable arrival time of data. This limitation can be overcome by User 

Datagram Protocol (UDP). The UDP offers a faster access to the network but does not 

guarantee the delivery all the time, since it provides no feedback from the receiver 

against the lost data packets (Park and Lee, 2001). 

 

A direct TCP connection between the client and the server is made to build the 

communication between the user and the process via the server. This does not break the 

security rules of popular browsers, such as Netscape Navigator, because the rules permit 

a socket connection between a client site and a process on the server from which the 

current HTML came. But this is not preferable, because a general firewall of an Internet 
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site does not permit the socket connection from outside, and such a connection must 

suffer from unpredictable delay time of the Internet. A better alternative is the 

employment of the standard object-request broker architecture, CORBA (Common 

Object Request Broker Architecture), whose specifications are given by the object 

management group (OMG). A client and a server can communicate via IIOP (Internet 

InterOrb Protocol), which is expected to be a standard protocol of the application layer on 

the Internet for securely going through firewalls. CORBA-based simulator is under 

development (OMG home page, http://www.omg.org). 

3.5 XML and  web 

When computers exchange information with other computers, the operation is not clear. 

The controllers as PID and fuzzy used in an industrial process have their own language to 

communicate with computers. When using the WBMC the universal language should be 

used, a language that can be used and understood on both server and client side. If the 

commands sent by the client should be first translated by the server more time delay will 

be needed. 

 

CORBA is an open alternative architecture, the infrastructure investment of which is 

large, and the learning curve steep. Recently Java RMI (Remote Method Invocation) has 

become popular. It is easier to use than CORBA, because the applications may only be in 

one language. In choosing how the computers and controllers exchange information, 

there are certain trade-offs to be considered, for example, between efficiency and 

flexibility. The efficiency of the communication is maximized by bulk binary transfers 

where the sender and receiver know everything about the transfer, before it begins, 

whereas the flexibility is maximized by using ASCII or Unicode text, with redundancy, 

syntax checks, and frequent flushing of streams. The key to the efficiency/flexibility 

trade-off is to separate command, control and diagnostic streams from the bulk binary 

data streams. Another trade-off is between the capability and simplicity. The capability is 

maximized by allowing  multiple languages, transfer of arbitrary objects, and a large API. 

Simplicity comes from small, human-readable transactions that are restricted in scope to 

a mental model that is easy to grasp. In managing a group of people collaborating on a 

software project, it is always important to be clear about interfaces between different 

people’s code right from the start. A simple, transparent exchange mechanism such as 

XML (eXtensible Markup Language) facilitates this. XML will pay a major role in 

enabling computers to communicate universally with other computers. While it cannot 

exchange general binary objects, but only text-based documents, it is both simple and 

powerful, and its syntactic similarity to HTML ensures universal adoption. XML enables 

a new generation of web services that are not meant for humans to use directly, but rather 

to be used by other services. 

 

The reason for the idea of using XML as a language for exchanging objects between 

services is that XML is an open, human-readable, and increasingly popular common 

language base for distributed applications. The use of XML requires objects to be 

serialized into text streams (with binary data delivered from a web, or other type of 

server). This has the advantage that it can be read and edited with increasingly common 
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tools. Another advantage, due to the variety of parsers available, is that different users 

can write code with different languages without the complexity of CORBA. 

 

An XML document looks like HTML, with ‘tags’ represented by angle brackets. The 

difference is that in XML the syntax – the set of tags and the way in which they are used 

– is not fixed, as it is in HTML, but can be locally defined and extended. The XML 

syntax is simple (people recognize its similarity to HTML), and it is powerful (extensible, 

hierarchical). If XML is ready by a so-called validating parser, then a subsidiary 

document is also read that specifies acceptable syntax. This is a Document Type 

Definition (DTD) file. Each tag in the document is checked against the DTD that tags are 

properly nested, and that certain tags are present or unique. Thus we have a clear 

mechanism for collaboration. A group of developers agree on the syntax for a custom 

markup language, then they write this knowledge in a DTD. Individuals can then create 

services and other processes that read and write documents in the customs language, and 

disputes can be settled by appealing to a validating parser. The committee writes the 

interfaces and the individuals write the compliant code (Aloisio et al., 1999). 

3.6 User interface 

The main objective of WBMC is to use existing technologies. The most logical way for 

accessing controlling and monitoring systems in a plant via the Internet is to use a 

browser like Netscape or Internet Explorer. The user should be able to rapidly see what is 

happening in plants. It should be born in mind that media available in the Internet 

environment outside the central control room is very much limited compared to those in 

the central control room. There should also be made a difference between process 

operation functions and monitor operations functions. The first type needs flowcharts 

indicating current process status and historical trend displays while the other one asks for 

controller window displays. In the control panel, the GUI displays the industrial process 

and makes it possible for the user to adjust the settings. The monitor panel can provide a 

video and chatting system to reflect the current status of the process and to talk with other 

users respectively. More important is that the monitor panel will give us a dynamic image 

that consists of graphic information providing the essential information of the current 

system status. Unlike a normal web page image, the dynamic image is regularly 

generated by the server according to the system status, sent to the clients, and is 

automatically refreshed after a certain period of time. This provides clients real-time 

information about the system. In order to achieve the above functions, the server push 

mechanism has been used. The basic principle of the server push mechanism is that the 

information sending action is based upon information changes, monitored by the server, 

rather than on the client request. This not only speeds up client information updating, but 

also reduces the server loading. Choosing the best media for different interface tasks and 

minimizing the amount of irrelevant information in the interface may not be forgotten 

because the irrelevant information may obscure important information by attracting the 

attention of a user. 

 

All this can be implemented using a Java applet and LabVIEW. LabVIEW is a highly 

productive graphical programming language for building data acquisition and 
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instrumentation systems. It also supports network communication protocol such as TCP 

and UDP. However, LabVIEW is used mainly for educational purposes. For real 

industrial processes it could be better to write applets in Java (Yeung and Huang , 2001). 

 

Java is the first programming language designed from the ground up with networking in 

mind. As the global Internet continues to grow, Java is uniquely suited to build the next 

generation of network applications. It provides solutions to a number of problems which 

are difficult to address in other programming languages. The level of safety with Java 

applets is greater than obtained with the other software. Java makes writing networking 

programs easy. It is relatively straightforward for Java applications and applet to send and 

receive data and to communicate across the Internet, limited only by security restrains. 

Java is portable and platform-independent. In the past, software developers had to work 

with a specific native instruction set, which locked them into a specific hardware and 

operating environment. Unlike other programming languages, Java executes in a run time 

environment called a virtual machine. The Java virtual machine executes bytecode 

(platform independent code) that a Java compiler generates and it can be incorporated or 

embedded in Web browsers, or the kernel of the operating system (Qiu and Gooi, 2000). 

Only a Java-capable browser is required which will download the applets from the web 

server for running them on the client system. No specific software is required to be 

installed at the remote site. 

3.7 Integrated management 

In making a connection between the client side and the server side via the Internet it 

should be avoided that too many services are available simultaneously in the Internet. 

Also it is important that the services are integrated properly. To overcome these problems 

a kind of management can be used. This management will allow the individual services 

to register themselves through various physical links by providing it with a set of 

parameters describing the service that the service can offer. Once the services have been 

registered, the management serves as the repository of all services.  

 

There are several reasons for doing the management in this way. Firstly, the joint 

management is the only agent, which directly communicates with web clients in control 

systems. All control elements are located behind the joint management. Once malicious 

hackers are trying to attack to control systems, they are actually attacking the joint 

management rather than the control system itself. This structure will reduce the risk of 

being attacked by malicious hackers. Secondly, the integrated architecture reduces the 

number of actual links with the Internet into one, but at the same time provides control 

elements with unlimited virtual links with the Internet. This structure meets the 

requirement of linking with the Internet at all information levels. Finally, most control 

elements have a very limited capability of networking. The management located at the 

top level of the control architecture and can offer the great potential of networking for the 

control system. Therefore this structure improves the capability of networking and is 

consistent with congestion control in the Internet (Yang, Tan and Chen, 2002). 
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4  SECURITY 

When designing the architecture for a web based monitoring and control system 

(WBMC) it also has to keep in mind that this has to be secured against attacks from 

outside. The Internet technologies make it possible to connect these systems with control 

and information networks. Plant monitoring and control systems have conventionally 

been constructed as closed systems. Using a connection to an open network and the use 

of universal technology causes new problems. The most serious of those new problems 

concern data security. Hackers constantly invent new methods to get access of services to 

cause a lot of damage. Unauthorized access, wiretapping, system failures caused by 

viruses and denial of services due to network and server overload are most used to cause 

a lot of damage. However, never forget that security countermeasures are 100% perfect 

and new techniques for avoiding attacks have to be constantly devised (Furuya, Kato and 

Sekozawa, 2000). 

4.1 Data security measures 

Unauthorized access to the monitoring and control systems, which are key systems in 

industrial plants and production lines such as to shut down the power generation are 

serious. 

 

Intranets are protected by a firewall when connected with the Internet. The reality is that 

intranets are not entirely safe from illicit access. The number of network crimes 

perpetrated from within by employees has increased. A WBCS has to be developed in the 

way to allow operation by authorized users via an information network while excluding 

unauthorized operation. 

 

 
 

Fig. 4. Attack target (Furuya, Kato and Sekozawa, 2000) 

 

As shown in Figure 4 the targets for malicious attacks on a WBCS can be classified into 

four categories: 
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1. Directly attack of controllers and devices, which are in the control network. 

2. Monitor the information network to obtain information that would suggest 

methods of attack. 

3. Gain access to an authorized operation terminal and use it to make an indirect 

attack. 

4. Obtain information that suggests a method attack from an authorized person or 

become an authorized person. 

 

Only the first three classes of attack can be protected adopting an implementation of 

technically adequate countermeasures (Furuya, Kato and Sekozawa, 2000). 

 

The possible measures for protecting the targets are: 

 

1. Establish sufficient access restrictions to controllers and devices, which are on the 

control network. 

2. Use encrypted information within the information network. 

3. Establish sufficient access restrictions to operations terminal. It should not be 

allowed that unauthorized persons are able to install programs which can be used 

to make an indirect attack without the possibility of tracing the malicious person. 

Malicious terminals may not be able to become authorized operation terminals. 

4. User authentication by using only a password and ID in not sufficient. 

4.2 Secure WBMC 

The most common way of identifying an user is to use a user ID and password. 

Passwords are generally combinations of a number of alphanumerical characters. 

Because most protocols pass them on as plain text over the network, they are easily 

broken by wire-tapping. Therefore it is highly recommended using encryption in 

combination with a one-time password protocol. 

 

Public Key Infrastructure (PKI) has been proposed as one of the best methods for 

securing a WBCS. PKI works as follows. A password encrypted with the target’s public 

key on the user side is authenticated on the target side. Next a challenge code given by 

the target side is digitally signed with the user’s private key on the user side, and the 

signed code is authenticated on the target side. This procedure is performed both on the 

user side and the operated side. Here, the authentication is based on a certificate that is 

issued by a trusted Certification Authority (CA). 

 

Protecting the operation equipment can be realized by using a single firewall for the 

whole network or by giving each unit of operated equipment its own individual 

protection. This last case is not recommended because the amount of traffic on the 

network cannot be controlled and most of these systems are designed for compactness in 

consideration of limited resources (Furuya, Kato and Sekozawa, 2000). 
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4.3 Architecture 

Figure 5 shows the system architecture for securing a WBCS. The use of a single firewall 

for protecting the network is recommended. This firewall is called the Plant FireWall 

(PFW) and it connects the local control network with the Internet. Together with the 

PFW a packet filter type firewall will also be used to protect against the denial of service 

attacks (Furuya, Kato and Sekozawa, 2000). 

 

 
Fig. 5.  System architecture (Furuya, Kato and Sekozawa, 2000) 

 

The functions of the PFW described above are listed below: 

 

1. Managing all passwords for authorized users. 

2. Guaranteeing the operation right management. Usually there are multiple 

authorized users and problems will occur when they want to perform operation at 

the same time. The operation right will prevent that an other authorized user can 

perform operations while another authorized user is doing this. 

3. Command filtering table for each unit of operation equipment. Operation 

commands that are not listed in the table will be rejected. 

4. Sending a progress report to the operation terminal connected to the operated 

equipment. The user knows the status of his request. 

5. Encrypting all the data sent between the operation terminal and PFW. 

6. Logging of all the events to track unauthorized operations and the persons who 

performed them. 

7. Using an universal format so the operation terminal and the PFW can understand 

each other. The use of XML (eXtensible Markup Language) is recommended. 

 

 

5  ADVANTAGES 

The following advantages can be assumed to have in using WBMC: 
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�� Increased distance, data sharing and data provision for monitoring and control 

systems (Furuya, Kato and Sekozawa, 2000). 

�� Enabling remote monitoring and adjustment of plants, enabling collaboration 

between skilled plant managers situated in geographically diverse locations, 

enabling the business to relocate the physical location of plant management staff 

easily in response to business needs (Yang, Chen and Alty, 2003). 

�� The overcome of limitations of control in the distance between nations and 

regions (Park and Lee, 2001). 

�� Data sharing, full-scale experiment through simulations before installing and cost 

reduction (Park and Lee, 2001). 

�� When using WBMC for educational purposes the risk involving in a real 

laboratory may be avoided (Yeung and Huang, 2001). 

 

Another issue is the need for the operators to get feedback on actions carried out as 

quickly as possible, reacting on plant fluctuations (Yang, Chen and Alty, 2003). 

Furthermore, there are plans for cooperation among multiple key systems, and 

cooperation with facilities management systems, maintenance and inspection systems, 

and other information systems. Future development will probably continue in the 

direction of online maintenance, outsourcing services, etc (Furuya, Kato and Sekozawa, 

2000). 

5.1 Examples of WBMC 

In the literature different examples from WBMC can be found as  

 

�� Web based dynamic simulators for nuclear power plants (Granlund., 2001) and 

for an industrial catalytic reactor (Yang and Alty , 2002). 

�� Due to the global accessibility the Internet provides us the possibility for distance 

learning. The advantage is that the schools don’t need to buy expensive 

equipments anymore to do experiments. Students can login to a virtual laboratory 

and do simulations while the data will be sent to their browser. A video can be 

used to give visual feedback about the status of the process (Ramakrishna et al., 

2000). 

�� A mobile robot used for remote supervisory control (Luo and Chen, 2000). 

 

 

6  CONCLUSION 

In this report the Internet based process control has been examined. Internet-based 

control is only an extra control level added into the existing process control hierarchy. 

When designing an architecture the requirement specifications, user interface,  

universally platform-independent programming languages and security measures are 

important issues. 

 



 14

Internet technologies can provide web clients a platform, not only for remotely 

monitoring the behaviour of process plants, but also for remotely controlling the plants as 

well. 

 

One of the key problems in the Internet based process control is the Internet time delay. If 

the Internet is heavily loaded, the responses may be delayed and the operator corrections 

may take too long time for correcting the system. More advanced technologies should be 

implemented to properly deal with the Internet transmission delay.  

 

It looks that in the near future the attention will first go to develop web based monitoring 

systems. When the problem of time delay is resolved the way for Internet based control is 

widely open.  
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