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Abstract
Employee violations of IS security policies is recognized as a key concern for organizations.
Although interest in IS security has risen in recent years, little empirical research has examined
this problem. To address this research gap, this dissertation identifies deliberate IS security policy
violations as a phenomenon unique from other forms of computer abuse. To better understand this
phenomenon, three guidelines for researching deliberate IS security violations are proposed. An
analysis of previous behavioral IS security literature shows that no existing study meets more than
one of these guidelines. 

Using these guidelines as a basis, this dissertation examines IS security policy violations using
three theoretical models drawn from the following perspectives: neutralization theory, rational
choice theory, and protection motivation theory. Three field studies involving surveys of 1,423
professional respondents belonging to 7 organizations across 47 countries were performed for
empirical testing of the models. 

The findings of these studies identify several factors that strongly predict intentions to violate
IS security policies. These results significantly increase our understanding of why employees
choose to violate IS security policies and provide empirically-grounded implications for how
practitioners can improve employee IS security policy compliance. 

Keywords: computer abuse, deterrence theory, information security, information
security policy, neutralization theory, protection motivation theory, rational choice
theory
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1 Introduction 

Employees’ compliance with IS security policies is a major concern for 

organizations (Puhakainen 2006, Ernst & Young 2008). This is because employee 

violations of IS security policies substantially increase IS security vulnerabilities 

and contribute to over half of all IS security breaches (Dhillon & Moores 2001, 

Stanton et al. 2005). Employees who are aware of their organization’s 

information security policies and yet deliberately choose to violate the policies 

are particularly problematic, because IS security awareness and training programs 

likely will have little effect on such individuals (Siponen 2000). A crucial need 

for organizations, therefore, is to understand the reasons why employees choose 

to violate IS security policies.  

1.1 Research Gaps 

Although interest in Information Systems security has increased in recent years, 

little empirical research has examined the problem of IS security policy 

violations. Although IS scholars have examined IS security-related behavioral 

issues such as computer ‘abuse’ and ‘misuse’ (Lee et al. 2004, D'Arcy et al. 

2009), this body of research is not designed to investigate factors that lead to 

intentional violations of IS security policies. For this reason, an understanding of 

computer abuse may not translate to the context of employees who deliberately 

choose to violate IS security policies. Therefore, the lack of studies specifically 

designed to address IS security policy violations represents an important research 

gap. 

Additionally, IS research on computer abuse has primarily focused on the 

effects of formal sanctions as described by deterrence theory (Straub 1990, Tudor 

2000, Kankanhalli et al. 2003). Although this perspective has expanded our 

understanding of computer abuse, formal sanctions represent just one factor that 

is recognized to contribute to rule-breaking behavior. In fact, research in 

Criminology suggests that other factors are likely to hold greater sway over 

would-be offenders, such as rationalization, perceived benefits, informal 

sanctions, and moral evaluations (Paternoster & Simpson 1996, Piquero et al. 

2005). The dearth of IS security research in these areas constitutes another 

substantial gap in our understanding of IS security policy violations. 
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1.2 Overview of Chapters 

The purpose of this dissertation is to address both of the research gaps identified 

above. To do so, four studies (one conceptual, three empirical) were designed to 

directly investigate IS security policy violations. Further, in addition to deterrence 

theory, these studies examine policy violations through the lenses of four major 

criminological and sociological theories little used in IS, providing a deeper 

understanding of computer abuse generally and IS security policy violations 

specifically. 

First, the problem of IS security policy violations is motivated in a conceptual 

study. IS security policy violations are cast as a phenomenon unique from other 

forms of computer abuse. Existing behavioral studies on IS security are examined 

and shown to be inadequate for studying the phenomenon of IS security policy 

violations. Guidelines for research are proposed to better understand why 

employees deliberately choose to violate IS security policies. 

Second, the effects of neutralization techniques, or rationalizations, on IS 

security policy violations were assessed using neutralization theory. The 

theoretical model contrasted the effects of neutralization with those of deterrence 

theory. This model was empirically tested in two studies. First, the model was 

tested using 395 professionals in three Finnish organizations. Second, for 

increased generalizability, the model was tested again using 615 professionals in 

47 countries. 

Third, the effects of perceived benefits, moral beliefs, and informal sanctions 

on IS security policy violations were assessed using rational choice theory. This 

study involved 203 individuals at two organizations. 

Fourth, protection motivation theory was used to explain how individuals’ 

perceptions of their abilities to comply as well as their perceptions of the 

effectiveness of those policies motivates employees to comply with IS security 

policies. This study involved 210 professionals in a municipal organization.  

In total, this study assessed the perceptions of over 1,423 working 

professionals in 7 corporations across 47 countries, constituting the most 

comprehensive examination of IS security policy violations to date in the field of 

Information Systems. The empirical results strongly support the theoretical 

models, providing profound insights into employee violations of IS security 

policies. Each of these four studies is discussed in greater detail below. 
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1.3 Study 1. Examining the Phenomenon of Deliberate IS Security 
Policy Violations: A Call and Guidelines for Research 

1.3.1 Research Gap 

Violations of IS security policies can be classified in two categories: first, 

violations that occur because employees are not aware of their organizations’ IS 

security policies and second, violations that are deliberate. Deliberate violations 

as those in which employees are fully aware of their organizations’ IS security 

policies but, for various reasons, choose to violate them anyway. This latter group 

is especially challenging to address (Stanton et al. 2005), because promoting 

greater awareness of IS security policies has little effect on their behaviors 

(Siponen 2000).  

Despite the clear need to understand and respond to this problem, little IS 

research has investigated employees’ deliberate violations of IS security policies. 

Although IS scholars have examined related IS security behavioral issues, such as 

computer ‘abuse’ and ‘misuse’ (Straub 1990, Lee et al. 2004, D'Arcy et al. 2009), 

this body of research is not designed to measure deliberate violations of IS 

security policies. For this reason, an understanding of computer abuse might not 

translate to situations where employees are aware of IS security policies yet 

deliberately choose to violate them. Therefore, a gap exists in our understanding 

of the specific phenomenon of deliberate IS security violations.  

1.3.2 Guidelines for Researching IS Security Policy Violations 

To obtain a better understanding of the problem of IS security policies, three 

criteria are suggested for positivist research: 

Criterion 1: Participants need to be informed that the behavior in question is 

a violation of IS security policy. If the survey measures do not state that a 

behavior is a violation of an IS security policy, then we do not know whether 

respondents identify the behavior as such. Further, if they do identify the action as 

a policy violation, we cannot determine whether they would choose to violate the 

policy anyway. 

Criterion 2: Studies on violations of IS security policies should measure 

specific examples of IS security policy violations rather than asking respondents 

whether they comply or intend to comply with IS security policies generally. The 

problem with the latter approach is that general measures of compliance (or 
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intention to comply) assume no difference in behavior for different types of 

violations. In contrast, criminologists have frequently pointed to the importance 

of context in understanding rule violation intentions and behaviors (Klepper & 

Nagin 1989). Moreover, generic measures do not reveal whether employees 

recognize that certain behaviors are IS security policy violations.  

Criterion 3: Examples of violations of information security policies should 

be validated for relevance by information security experts in order to ensure that 

the violations are common practice and of high relevance. Violations should be 

frequent so as to pose a probable threat to organizations. The frequency of the 

violations also ensures they are recognizable and relevant to study respondents, 

thus increasing content validity (Straub et al. 2004b). Violations should be of high 

impact to ensure that they are important to practitioners. In this way, security 

practice may be improved.  

1.3.3 Contribution 

This study identifies deliberate IS security policy violations as a unique 

phenomenon, different from other forms of computer abuse. The proposed criteria 

for research offer concrete guidelines for researching this problem. Further, the 

guidelines form the foundation of the empirical studies of this dissertation. Each 

empirical chapter conforms to all three criteria. In doing so, this dissertation 

provides evidence for the utility of applying the three criteria in studying 

deliberate IS security policy violations.  

1.4 Study 2. Neutralization Techniques 

1.4.1 Research Gap 

The dominant approach to reduce IS security policy violations suggested by both 

practitioners (Wood 1982, Parker 1997, Bequai 1998, David 2002) and IS 

scholars (Straub 1990, Tudor 2000, Kankanhalli et al. 2003) is the application of 

sanctions or punishments. The use of sanctions, as explained by deterrence 

theory, is expect to increasingly reduce rule-breaking behavior as sanctions 

become more certain and severe.  

However, we argue, based on research in Criminology, that employees’ 

violation of IS security policies is not always best explained by fear of sanctions 
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because employees may use neutralization techniques (Sykes & Matza 1957, 

Piquero et al. 2005), rationalizations which allow them to minimize the perceived 

harm of their policy violations. This rationalizing behavior in turn reduces the 

deterring effect of sanctions.  

1.4.2 Neutralization Theory Overview 

Neutralization Theory claims that both law-abiding citizens and those who 

commit crimes or rule-breaking actions believe in the norms and values of the 

community in general (Sykes & Matza 1957). So why then do people break rules? 

Sykes and Matza (1957) suggested that people psychologically enable themselves 

to commit rule-breaking or any anti-social actions by applying techniques of 

neutralization. Neutralization techniques offer a way for persons to render 

existing norms inoperative by justifying behavior that violates those norms 

(Rogers & Buffalo 1974). For example, a person performing a deviant action 

justifies his/her behavior by claiming that no damage will really be done. In this 

way, the person avoids guilt by reasoning that there is no criminal behavior 

involved; after all, no one got hurt (Sykes & Matza 1957). Sykes and Matza 

(1957) maintained that in neutralizing their behavior, individuals can maintain 

their non-criminal image and drift back and forth between rule-breaking and law-

abiding behavior (Piquero et al. 2005). This is the theoretical explanation for why 

sanctions may lose their efficacy in the presence of neutralization techniques.  

1.4.3 Theoretical Model 

The theoretical model developed and test in this study is depicted in Figure 1. The 

theoretical model is comprised of two theories from the field of Criminology: 

Neutralization Theory (Sykes & Matza 1957) and Deterrence Theory (Paternoster 

& Simpson 1996). Deterrence Theory is included for nomological validity (Straub 

et al. 2004b) so that the effect predicted by Neutralization Theory can be 

compared vis-à-vis with those of Deterrence Theory. 
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Fig. 1. Neutralization Model of IS Security Policy Violations. 

1.4.4 Contribution 

The primary contribution of this paper is the introduction of Neutralization 

Theory to the literature of IS security literature. Previous research in this area has 

viewed IS security policy violations through the lens of Deterrence Theory. The 

results of this study suggest that neutralization techniques influence employees’ 

intentions to violate IS security policies. Our study therefore highlights 

neutralization as an important factor to take into account with regard to 

developing and implementing organizational security policies and practices.  

A second contribution is that, although informal sanctions significantly 

predict intention, in the presence of neutralization, the effect of informal 

sanctions on intention is insignificant. Previous research in Criminology has 

highlighted the small effect size of sanctions (Cook 1980, Tittle 1980). A 

theoretical explanation for this finding is that when employees neutralize their 

actions, they rationalize away guilt, blame from others, and self-blame (Sykes & 

Matza 1957, Rogers & Buffalo 1974), all of which are components of informal 
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sanctions or shame. Therefore, when employees invoke neutralization techniques, 

the effect of informal sanctions may be overshadowed.  

A third contribution is the finding that formal sanctions do not predict IS 

security policy violations. While this finding is not consistent with empirical 

studies on compliance with IS security policies (Siponen et al. 2007) and 

computer abuse (Straub 1990, Kankanhalli et al. 2003), it is consistent with a 

study that applied neutralization techniques in the area of corporate crime 

(Piquero et al. 2005). A possible explanation for the different results between this 

study and previous studies on IS security policy compliance and computer abuse 

is that neutralization techniques enable people to break the rules, while at the 

same time enabling them to view themselves as rule-abiding in general (Sykes & 

Matza 1957, Rogers & Buffalo 1974). 

1.5 Study 3. A Rational Choice Perspective of IS Policy Violations 

1.5.1 Research Gap 

IS research on computer abuse, in particular, has focused on the cost of this 

utilitarian deterrence approach: formal sanctions. In turn, the perceived benefits 

of norm breaking, informal sanctions and moral evaluations, have received little 

or no attention from IS security scholars, although recent studies in the field of 

Criminology have highlighted the important roles of these constructs in making 

decisions to violate. More importantly, they have received no attention in the area 

of employee IS security policy violations. 

To fill this gap in the research, we test a model based on Rational Choice 

Theory—a prominent criminological theory that has not yet been applied to IS— 

to study employee IS security policy violations. This theory can be seen as a 

modern extension of classical Deterrence Theory, which holds that violations can 

be reduced by imposing sanctions that are certain and severe. However, RCT goes 

beyond Deterrence Theory by incorporating individuals’ perceptions of benefits 

of violations and informal sanctions, as well as espoused moral beliefs. According 

to RCT, individuals perform a mental utilitarian calculus involving each of these 

factors when making a decision to commit a violation. An empirical test of our 

model in two organizations strongly supports our model, showing that perceived 

benefits, moral beliefs, and informal sanctions significantly impact on employees’ 

IS security policy violations. However, contrary to the findings of several studies 
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that examined computer abuse, the effect of formal sanctions was not significant, 

suggesting that the contexts of computer abuse and intentional violations of IS 

security policies may be appreciably different. 

1.5.2 Rational Choice Theory Overview 

For a better understanding of deliberate IS security policy violations, we use 

Rational Choice Theory as the basis for our theoretical model (Paternoster & 

Simpson 1993, Paternoster & Simpson 1996). Although Rational Choice Theory 

is a prominent theory in Criminology (Cao 2004), it has not yet been used in the 

field of Information Systems. RCT explains individuals’ decisions to commit 

crimes as utilitarian calculations, based on perceived benefits and formal and 

informal sanctions. Although commonly applied to explain criminal behavior, 

RCT is designed to be “sufficiently general to cover all violations” (Becker 1968: 

170), and is therefore also applicable to the study of violations of organizational 

IS security policies.  

Because of its emphasis on a deliberate, calculative decision process, RCT 

has been theorized to explain white-collar crime especially well (Paternoster & 

Simpson 1996). In fact, a review of empirical studies using RCT found that it 

better explains white-collar crimes than street-level crimes (Cao 2004). For this 

same reason, and because RCT has been found to be effective in the corporate 

context, we expect it to be well suited for explaining intentional IS security policy 

violations, which also involve a deliberate violation of organizational norms. We 

next discuss our theoretical model and its associated hypotheses. 

1.5.3 Theoretical Model 

In order to better explain IS security policy violations in situations where the 

employees are aware of the IS security policies, we developed a model based on 

Rational Choice Theory depicted in Figure 2 below. Consistent with RCT, our 

model includes disincentives (i.e., sanctions) as well as incentives (i.e., perceived 

benefits) for violating the IS security policy. Further, the rational choice model 

suggests that sanctions include both informal sanctions (i.e., unstated social 

penalties) as well as formal sanctions (explicit penalties for specific forms of 

misconduct). Additionally, recent developments of RCT have incorporated the 

effect of moral beliefs in the utilitarian calculus of considering an act. 

Accordingly, our model also incorporates moral beliefs.  
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Fig. 2. Rational Choice Model of IS Security Policy Violations. 

1.5.4 Contribution 

While employees’ compliance with IS security policies is reported to be a key 

concern for organizations, little empirical research has devoted attention to this 

concern. To address a related problem, namely computer abuse, IS scholars have 

applied utilitarian-based deterrence approaches that focused on formal sanctions. 

In comparison, informal sanctions, perceived benefits, and moral evaluations 

have received little or no attention from IS security scholars. As recent studies in 

Criminology have highlighted the role of moral beliefs over formal sanctions, it is 

important to study the role of moral beliefs and benefits with respect to 

employees’ adherence to IS security policies. To fill this gap in the research, we 

have tested a model based on Rational Choice Theory, which can be seen as an 

extension of Deterrence Theory. The model explains individuals’ decisions to 

break norms as utilitarian calculations, based on perceived benefits, moral beliefs, 

and formal and informal sanctions. The results of our tests strongly support our 

model, suggesting that perceived benefits have a substantial impact on 

employees’ non-compliance with IS security policies. In turn, moral beliefs also 

have a substantial effect. The practical implications of the study suggest that the 

use of formal and informal sanctions should be deemphasized. Instead, focus 

should be placed on IS security awareness activities that address perceived 

benefits of non-compliance and moral beliefs. Accordingly, future research should 

study the effect of IS security training sessions and campaigns through 

experiments and surveys. 
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1.6 Study 4. Protection Motivation Theory and IS Security 
Compliance 

1.6.1 Research Gap 

According to recent reports, organizations typically encounter at least one breach 

of security due to an information security policy violation in a given year (Bagchi 

& Udo 2003). In this context, a number of different approaches have been 

advanced in the IS security literature to better ensure that employees comply with 

the information security policies of their organizations. Many of these approaches 

draw from theories from Criminology, such as Deterrence Theory (Straub 1990, 

D’Arcy et al. 2009), Rational Choice Theory (Willison & Backhouse 2006), 

Neutralization Theory (Willison 2006) and others, each aimed at explaining 

computer abuse (Straub & Welke 1998). These approaches, though valuable, 

frame IS security compliance in terms of social deviance and punitive responses. 

A lack of understanding, therefore, exists concerning IS security compliance in 

terms of other models of human behavior.  

This paper contributes to research on IS security policy compliance by 

developing a model based on Protection Motivation Theory, a leading theory 

from the field of health behavior that has not been applied fully in the field of IS. 

Protection Motivation Theory provides a unique perspective on IS security 

policies because it explains beneficial behaviors in terms of individuals’ 

assessments of threats and the efficacy of coping responses. 

Further, our model extends Protection Motivation Theory by examining the 

influence of past IS security compliance behavior on appraisals of threats and 

coping responses. To do so, we integrate PMT with the Theory of Habit, a robust 

theory from the field of cognitive psychology that highlights the pervasive effect 

of habit on human behavior. Together, these two theories provide an alternative 

and convincing view of IS security compliance behavior. 

1.6.2 Protection Motivation Theory Overview 

Protection Motivation Theory suggests that information on a threat causes a 

cognitive mediating process in individuals that appraises maladaptive or adaptive 

responses (Rogers & Prentice-Dunn 1997). To illustrate this, employees’ non-

compliance with information security policies represents a maladaptive response, 

whereas compliance with the information security policies is the adaptive 
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response. The maladaptive response is associated with what are known as threat 

appraisal factors. Protection Motivation Theory suggests that these factors 

decrease the likelihood of maladaptive responses, such as non-compliance with IS 

security policies. In Protection Motivation Theory, the three threat appraisal 

factors are rewards, severity and vulnerability (Rogers & Prentice-Dunn 1997). 

Coping appraisals consist of three dimensions: response efficacy, response cost, 

and self-efficacy. 

1.6.3 Habit Theory Overview 

Prior experience functions as a preceding factor for Protection Motivation Theory. 

Given that habit is a combination of past behavior and a degree of automatic 

behavior, we suggest that the habit construct as formulated by Verplanken and 

Orbell (2003) is an excellent theoretical approach to conceptualize prior 

experience. In addition to measuring the frequency of past behavior, the habit 

instrument of Verplanken and Orbell (2003) also measures the automatic nature of 

the behavior. Hence, we suggest that the aforementioned habit theory constitutes 

the prior experience, which is a key preceding factor of Protection Motivation 

Theory (see (Rippetoe & Rogers 1987: 597)).  

Habit is defined as “learned sequences of acts that have become automatic 

responses to specific cues, and are functional in obtaining certain goals or end-

states” (Verplanken & Aarts 1999: 104). Often habit is assessed with a 

measurement of past behavior or behavioral frequency (Verplanken & Orbell 

2003, Brug et al. 2006), as in the case of the well-known model by Triandis 

(1980). Recently, the view that habit is based on past behavior or behavioral 

frequency alone has been criticized. This critique states that behavioral frequency 

alone does not recognize the automatic character of habit (Verplanken & Orbell 

2003: 1315, Brug et al. 2006: 78). To address this concern, the research group led 

by Verplanken developed and validated a habit instrument that is not based on 

assessments of past behavior alone, but also recognizes the key element of the 

habit construct: automaticity (Verplanken & Orbell 2003). A number of studies 

have validated the instrument (Verplanken 2006, Verplanken & Melvik 2008).  
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Fig. 3. Protection Motivation Model of IS Security Policy Violations. 

1.6.4 Theoretical Model 

The theoretical model of this paper encompasses habits and Protection Motivation 

Theory. These two theories complement each other: (Rippetoe & Rogers 1987: 

597) explicitly suggested that “prior experience” is a preceding factor for 

Protection Motivation Theory. Our model is depicted in Figure 3. 

1.6.5 Contribution 

In this paper, Protection Motivation Theory is extended by integrating the Theory 

of Habit into our conceptual model. Not only is this integration consistent with 

Protection Motivation Theory, but it also usefully lends additional insight into 

how employees are motivated to comply with IS security policies. Empirical 

results strongly support our integrated model, showing that habit towards 

compliance with IS security policies has a strong effect on all PMT constructs. 

Furthermore, nearly all components of Protection Motivation Theory—perceived 
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severity, self-efficacy, rewards, response cost, and response efficacy—have a 

significant impact on intention to comply with IS security policies.  

This study makes three contributions to the literature. First, it is the first study 

to apply Protection Motivation Theory to the context of IS security compliance. 

In doing so, the effects of PMT were examined across five different scenarios of 

IS security policy compliance: sharing passwords, failing to lock or log out of 

their workstation, reading confidential material found at a printer, allowing 

children at home to use and install software on a work laptop, and copying highly 

sensitive information to a USB stick without encryption. 

Second, this is the first IS study that has applied all elements of Protection 

Motivation Theory (i.e., rewards, response cost, self-efficacy, vulnerability, 

perceived severity, and response efficacy). Third, we extend Protection 

Motivation Theory by integrating habit as a preceding factor in the model. This is 

the first study that has empirically explored this relationship.  

1.7 Publication Status of Dissertation Chapters 

Each chapter represents individual research studies, some of which have already 

been published or submitted for review. Table 1 summarizes the coauthors and 

disposition of each chapter. 

Table 1. Chapter Authorship and Publication Status. 

Chapter Co-Author Status 

1 Mikko Siponen Under review 

2 Mikko Siponen Publish in MIS Quarterly, September 2010 

3 Mikko Siponen Under review 

4 Mikko Siponen, Seppo Pahnila Under review 

1.8 Contributions 

Although employees’ compliance with IS security policies is a major concern for 

organizations (Puhakainen 2006, Ernst & Young 2008), little research has 

examined this issue. This dissertation will contribute to this research area by 

providing the empirical results of three empirical studies, each with a unique 

theoretical perspective. Specifically, this dissertation makes three principal 

contributions, as follows: 
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First, this dissertation identifies the deliberate violations of IS security 

policies as a unique phenomenon, different from other forms of computer abuse. 

Three criteria are proposed to better empirically examine this problem, which also 

form the basis for the empirical components of this dissertation. A major 

contribution of this dissertation, therefore, is demonstrating how the three criteria 

can enhance research on IS security policy compliance. 

Second, this dissertation shows the effects of neutralization techniques vis-à-

vis those of sanctions as described by deterrence theory. The results suggest that 

neutralization techniques are important factors to take into account when 

developing and implementing organizational security policies and practices. 

Third, this dissertation shows the effects of perceived benefits and moral 

beliefs on intentions to violate IS security policies. Previous research has focused 

almost exclusively on the effects of sanctions as predicted by deterrence theory. 

In contrast, this study shows that the effects of moral beliefs and perceived 

benefits of non-compliance more strongly influence intentions to violate than do 

sanctions. 

Fourth, Protection Motivation Theory is demonstrated to serve as an effective 

predictive model for IS security policy compliance. Further, it is the first study in 

the field of Information Systems that fully applies all of the constructs put 

forward by Protection Motivation Theory. Finally, it shows the strong direct effect 

of habit on the cognitive processes of protection motivation, as well as the strong 

indirect effect on intention to violate the IS security policy. 

1.9 Conclusion 

Deliberate violations of IS security policies is cited as a key problem for 

organizations. Despite the need for a better understanding of this problem, little 

research has been devoted to this unique phenomenon. This dissertation 

contributes by proposing three guidelines for empirically examining deliberately 

IS security policy violations. Using these guidelines as a basis, three empirical 

studies were carried out in 47 countries with 1,423 professional respondents 

belonging to 7 organizations. The results of these studies identify several factors 

that strongly predict employees’ intentions to violate policy. Together, this 

dissertation substantially increases our understanding of what motivates and 

demotivates employees to deliberately violate IS security policies. 
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2 Examining the Phenomenon of Deliberate IS 
Security Policy Violations: A Call and 
Guidelines for Research 

2.1 Abstract 

Employees’ deliberate violations of IS security policies have been reported as a 

key concern for organizations. Despite the clear need to understand and respond 

to this problem, little IS research has investigated employees’ deliberate 

violations of IS security policies. Further, we argue that previous research on 

computer abuse, while valuable, was not designed to examine the behavior of 

employees who are aware of IS security policies but choose to violate them 

anyway. 

In this paper, we call for further research on IS security policy violations. In 

doing so, we assert that positivistic empirical studies aimed at measuring this 

phenomenon should meet three criteria. First, study participants need to be aware 

that the behavior in question is a violation of IS security policy. Second, studies 

on violations of IS security policies should measure specific examples of IS 

security policy violations, rather than asking respondents whether they comply 

with IS security policies generally. Third, examples of IS security policy 

violations should be validated for relevance by information security experts to 

ensure that violations examined are common practice and of high practical 

relevance. 

We review previous behavioral research on IS security and show that no 

existing study meets more than one of the three identified criteria. In doing so, we 

show how application of these criteria can profitably advance research on IS 

security policy violations. 

2.2 Introduction 

A number of studies and reports suggest that a majority of IS security problems 

are contributed to by employees who do not comply with their organizations’ 

information security policies (PricewaterhouseCooper 2010, Puhakainen & 

Siponen 2010). This concerns organizations because no information security 

practice or technique is effective if not properly adopted by its users (Puhakainen 
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2006, Ernst & Young 2008). Therefore, a major challenge for organizations is to 

ensure that employees comply with IS security policies.  

To increase our understanding of violations of IS security policies, we divide 

the violations into two categories: first, violations that occur because employees 

are not aware of their organizations’ IS security policies and second, violations 

that are deliberate. We define deliberate violations as those in which employees 

are fully aware of their organizations’ IS security policies but, for various reasons, 

choose to violate them anyway. This latter group is especially challenging to 

address (Stanton et al. 2005), because promoting greater awareness of IS security 

policies has little effect on their behaviors(Siponen 2000).  

Despite the clear need to understand and respond to this problem, little IS 

research has investigated employees’ deliberate violations of IS security policies. 

Although IS scholars have examined related IS security behavioral issues, such as 

computer ‘abuse’ and ‘misuse’ (Straub 1990, Lee et al. 2004, D'Arcy et al. 2009), 

we show in this article that this body of research is not designed to measure 

deliberate violations of IS security policies. For this reason, an understanding of 

computer abuse might not translate to situations where employees are aware of IS 

security policies yet deliberately choose to violate them. Therefore, we argue that 

a gap exists in our understanding of the specific phenomenon of deliberate IS 

security violations.  

In this paper, we call for further research on IS security policy violations. In 

doing so, we assert that positivistic empirical studies aimed at measuring this 

phenomenon should meet three criteria. First, we argue that participants need to 

be informed that the behavior in question is a violation of IS security policy. If the 

survey measures do not state that a behavior is a violation of an IS security policy, 

then we do not know whether respondents identify the behavior as such. Further, 

if they do identify the action as a policy violation, we cannot determine whether 

they would choose to violate the policy anyway.  

Second, we argue that studies on violations of IS security policies should 

measure specific examples of IS security policy violations rather than asking 

respondents whether they comply or intend to comply with IS security policies 

generally. The problem with the latter approach is that general measures of 

compliance (or intention to comply) assume no difference in behavior for 

different types of violations. In contrast, criminologists have frequently pointed to 

the importance of context in understanding rule violation intentions and behaviors 

(Klepper & Nagin 1989). Moreover, generic measures do not reveal whether 

employees recognize that certain behaviors are IS security policy violations.  
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Third, we hold that examples of violations of information security policies 

should be validated for relevance by information security experts to ensure that 

the violations are common practice and of high relevance. Violations should be 

frequent so as to pose a probable threat to organizations. The frequency of the 

violations also ensures they are recognizable and relevant to study respondents, 

thus increasing content validity (Straub et al. 2004a). Violations should be of high 

impact to ensure that they are important to practitioners. In this way, security 

practice may be improved.  

To support our arguments, we demonstrate from a review of existing 

literature that no existing study meets more than one of the above three criteria. In 

doing so, we show how applying the three criteria affords greater insight into the 

problem of deliberate IS security policy violations, opening new avenues for 

future research. 

The remainder of this paper is organized as follows: The second section 

contrasts previous work on IS security behavior in general with the specific 

problem of intentional IS security policy violations and develops our three 

criteria. The third section examines how well previous studies meet these criteria. 

The fourth section discusses the implications of our arguments and 

recommendations for research and practice. Finally, the conclusion summarizes 

the key findings and contributions of the paper.  

2.3 Previous Research on IS Security Behavior and Compliance  

Previous research in the area of IS security behavior in an organizational context 

can be divided into three research areas: (1) IS security awareness and training, 

(2) computer abuse research, and (3) compliance with IS security policies. In this 

section, we show that while important contributions have been made in each of 

these areas, prior studies have not directly addressed the problem of deliberate 

violations of IS security policies. 

2.3.1 IS Security Awareness and Training 

Research on IS security awareness and training programs (Siponen 2000, Vroom 

& von Solms 2002) offers important insights into how employees’ awareness of 

IS security policies and guidelines can be increased (Lafleur 1992, McLean 1992, 

Thomson & von Solms 1998), as well as how employees can be motivated to 

comply with such policies (Puhakainen 2006, Siponen & Iivari 2006). 
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Contributions in this research stream generally comprise conceptual frameworks 

(Lafleur 1992)}(Telders 1991, McLean 1992, Thomson & von Solms 1998, 

Siponen 2000, Vroom & von Solms 2002) and qualitative studies on the effect of 

IS security education on employees’ IS security policy compliance (Puhakainen 

& Siponen 2010).  

Studies in this educational stream of IS security focus on how to persuade 

people to behave in a given manner. Although very valuable, these studies do not, 

however, examine factors that explain or predict why some employees who are 

aware of IS security policies deliberately choose to violate them (Aytes & 

Connolly 2003).  

2.3.2 Computer Abuse Research and Employees’ Deliberate 

Violations of IS Security Policies 

Computer abuse has received considerable attention in the area of IS security. 

This research stream can be traced back to the research of Parker (1976), who 

first studied and coined the term “computer abuse.”1 This term has been 

consistently defined in the field of Information Systems as “the unauthorized and 

deliberate misuse of assets of the local organizational information system by 

individuals,” including misuse of hardware, software, data, and computer services 

(Straub 1990: 257, Harrington 1996, D'Arcy et al. 2009). 

While Parker did not explicitly apply a theory in his work, subsequent studies 

on computer abuse have generally applied criminological theories, particularly 

Deterrence Theory, which predicts that abuse will decrease as a function of the 

severity and certainty of the expected punishment (Grasmick & Bryjak 1980). 

The first to do so was by Straub (Straub 1990), who applied Deterrence Theory to 

examine whether information security investments deter computer abuse. He 

applied formal sanctions by linking the number of reported incidents to different 

information security countermeasures and found that these countermeasures 
                                                        
1 Parker described his choice of the term “computer abuse” in this way: “The first proposal for my 
research was titled ‘Computer-Related Crime.’ Law researchers reviewed the proposal, saying, 
‘Parker, you are a computer technologist. What are you doing, trying to decide what a crime is? After 
all, there are only six people in the whole world qualified to address that subject.’ I next changed the 
name of the research to ‘Antisocial Use of Computers.’ Sociologists who reviewed the proposal came 
back to me and said, ‘Parker, you are a computer technologist. What are you doing, trying to decide 
what is social and antisocial? After all, there are only six people in the whole world qualified to 
address that subject.’ I thought to myself, ‘All right, you guys, I will play your game.’ I changed the 
title of the research to ‘Computer Abuse’—a term that had not been used or at least formalized before” 
(Parker 1976: xi). 
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reduced the number of computer abuse incidents at organizations. While Straub 

(1990) did not measure computer abuse at the individual level, subsequent studies 

have addressed this point.  

Harrington (1996) found support that codes of ethics act as deterrents because 

the codes induce a fear of punishment. Lee et al. (2004) studied whether a 

number of deterrents, such as security policies and awareness programs, 

discourage computer abuse, ultimately finding that social norms and involvement 

led to increased computer abuse. Finally, D’Arcy et al. (2009) (extended classical 

Deterrence Theory to include preceding factors, such as computer awareness and 

education and formulation of security policies, in a study of IS misuse. The 

authors found that employees’ knowledge of IS security policies, IS security 

training, computer monitoring, and severity of formal sanctions deterred IS 

misuse. While the above studies made important contributions to our 

understanding of computer abuse, they investigated a problem different from IS 

security policy violations. Although computer abuse can be intentional, it is not 

necessarily a deliberate violation of an organization’s IS security policies. 

Moreover, studies of computer abuse and general IS security behavior are 

insufficient to understand employees’ deliberate IS security policy violations 

because these studies do not measure deliberate violations of IS security policies. 

For this reason, findings from computer abuse studies are not likely to generalize 

well to the context of deliberate IS security policy violations. 

2.3.3 Criterion 1: Inform study participants that an action is a 
violation of IS security policy 

It is clear from the previous section that neither IS security awareness and training 

nor computer abuse research streams are sufficient to address the problem of 

deliberate violations of IS security policy. In this section, we argue for the 

importance of the first of our criteria for research to appropriately examine this 

phenomenon, both in methodological and theoretical terms. 

Measurement Specificity 

We argue that an important difference between research on IS security policy 

violations and research on computer abuse generally is in the specificity of 

measurement of the dependent variable. In order for scholars to study deliberate 

violations of IS security policies, respondents must be aware that the action in 



30 

question is a violation of IS security policies. The value of being specific in 

measurement on this point is perhaps best illustrated with an example. Let us 

consider the measurement of violations of IS security policies using scenarios, as 

is common for studies of computer abuse and violations of organizational norms 

(O'Fallon & Butterfield 2005, Siponen & Vance 2010). After reading each 

scenario, the respondent typically responds to a Likert-type scale of his or her 

inclination to behave in the same way as the character in the scenario.  

Scenario 1A: Matt is working on a software development project. He emails 

confidential information to the client without encryption.  

Scenario 1B: Matt is working on a software development project. He knows 

that his company has an explicit IS security policy that requires that all 

information labeled ‘confidential’ be encrypted if emailed to clients. Matt 

emails confidential information to the client without encryption.  

Scenario 2A: Matt finds a USB drive lying on a table in the office lobby and 

is curious to see to whom it belongs. He takes it back to his desk and inserts 

the drive into the USB port of his computer.  

Scenario 2B: Matt finds a USB drive lying on a table in the office lobby and 

is curious to see to whom it belongs. Matt knows that accessing USB devices 

from unknown sources is a violation of his organization’s IS security policy. 

However, he takes it back to his desk and inserts the drive into the USB port 

of his computer.  

The problem with scenarios 1A and 2A is that they do not state whether the action 

described is a violation of IS security policy. If the scenarios do not state that an 

action is a violation of an IS security policy, then we do not know whether the 

respondents identified the described behavior as a violation. Further, if they did 

identify the action as a policy violation, we cannot determine whether they would 

choose or intend to violate the policy anyway.  

Our survey of the literature shows that the majority of computer abuse studies 

used “Type A” scenarios (see Table 2). The use of Type A scenarios is appropriate 

for a general examination of computer abuse, a larger phenomenon covering a 

wider variety of unwanted behaviors than those explicitly prohibited in IS 

security policies (Parker 1976, Straub 1990).  

However, when a deliberate violation of IS security policy is the phenomenon 

of interest, failing to specify that in the instrumentation that an IS policy violation 
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diminishes the content validity of the instrument (Boudreau et al. 2001). In this 

respect, Straub et al. (2004a, 384) note:  

Content validity is an issue of representation. The essential question posed by 

this validity is: Does the instrumentation (e.g., questionnaire items) pull in a 

representative manner from all of the ways that could be used to measure the 

content of a given construct? 

Thus, in the previous examples, content validity is diminished because Type A 

scenarios do not adequately represent the construct of deliberate IS security 

policy violations. When this happens, measurement error occurs, subsequent tests 

of internal and statistical conclusion validity may be compromised, and “all other 

scientific conclusions are thrown into doubt” (Straub et al. 2004a: 383). 

Theoretical Specificity 

A second difference between research on IS security policy violations and 

research on general computer abuse is in the specificity of the theoretical model 

utilized. Glaser and Strauss (Glaser & Strauss 1967) distinguish two broad classes 

of theory based on the generality of scope: substantive and formal theory. Gregor 

observes that substantive theory is “developed for specific areas of inquiry, such 

as delinquent gangs, strikes, divorce, or race relations,” whereas formal theory is 

“developed for a broad conceptual area such as deviance, socialization, or power” 

(2006: 616). Glasser and Strauss note that while both classes of theory “differ 

only in terms of degree” and (1967: 32–33) and that at times the theoretical 

distinction may blur, the two may be distinguished by level of generality. 

Applying this distinction to the domain of computer abuse, we see those 

studies reviewed in Table 2 that do not meet Criterion 1 are more formal in their 

scope, because they broadly explain a range of computer abuses, regardless of 

whether the abuse is specifically prohibited by policy or not (Straub 1990). In 

contrast, those studies that do meet this criterion in Table 2 have been developed 

to explain IS policy violations as the specific area of inquiry, and can therefore be 

considered more substantive in scope.  

More formal theory is appropriate for a study of computer abuse. Again, 

however, when a deliberate violation of IS security policy is the phenomenon of 

interest, applying more formal theory assumes no difference between the 

phenomena of computer abuse and deliberate violations of IS security policies. To 
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the extent that a difference does exist, as we assert, formal theory of computer 

abuse may not adequately explain deliberate violations of IS security policy. 

Informing participants in the instrumentation that a violation is involved 

ensures that the construct of deliberate IS security policy violations is captured 

and allows for theorizing at a more substantive level of precision. 

2.3.4 Studies on IS Security Policy Compliance within the 
Organizational Context 

The third related research stream of IS security behavior within the organizational 

context is research compliance with IS security policies. These studies assume 

that it is of utmost importance to measure and study violations of IS security 

policies within organizations, simply because security managers are interested in 

explaining employees’ non-compliance with security policies—and what can be 

done to improve the situation based on this information. Practically speaking, if 

the action in question is not a violation of IS security policies of the organization, 

why should security managers at the organization care?  

Studies in this research stream include Bulgurcu et al. (2010); Chan et al. 

(2005); Herath and Rao (2009b, 2009a); Myyry et al. (2009); Ng et al. (2009); 

Pahnila et al. (2007); Siponen et al. (2007) and Siponen (2010). Common to all of 

these studies is that they propose different models to explain or predict 

employees’ adherence to IS security policies. These studies have applied different 

theories, from Protection Motivation Theory (Herath & Rao 2009b), (Pahnila et 

al. 2007), (Siponen et al. 2007) to health belief models (Ng et al. 2009) and 

theories of moral judgment (Myyry et al. 2009).  

No doubt, these studies of employees’ IS security policy compliance have 

provided important insights into our understanding of factors that explain 

employees’ adherence to IS security policies. However, these studies use generic 

measures to examine either intention to comply with security policies or actual 

compliance with security policies. Hence, the studies indirectly inform 

respondents that an action is a violation of policy, and thus, they meet the first 

requirement (respondents must be informed that the action is a violation of a 

security policy). We say indirectly, because these studies do not state that specific 

actions are violations of an IS security policy. Therefore, while these previous 

studies on compliance with IS security policies are valuable, they do not measure 

whether employees violate or intend to violate specific instances of IS security 

policies. Next, we discuss in more detail what this means, and we argue that 
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future studies of employees’ compliance with IS security policies should also 

meet this requirement. 

2.3.5 Criterion 2: Measure specific types of IS security policy 
violations 

We argue that a positivist, empirical study aimed at explaining or predicting 

employees’ intentional violations (or intentions to violate) should measure 

specific types of IS security policy violations. This means that scholars in their 

surveys should avoid general statements, such as “I comply with IS security 

policies” (actual behavior as the dependent variable) or “I intend to comply with 

IS security policies” (intention as the dependent variable). Rather, we argue that 

IS scholars should specify the violation, as presented in the aforementioned 

scenarios. This is for three reasons. 

First, general statements assume that there is no difference between different 

types of violations. In fact, important differences in IS security policies may exist 

that may be impossible to tease out using general instrumentation statements such 

as “I intend to comply with IS security policies.” Bulgurcu et al. specifically state 

this issue as a limitation of their study, saying that their instrument “captures 

compliance at a high level of abstraction” (2010: 21) and recommended that 

future research use detailed examples of violations to “reveal the differences in an 

employee’s intentions to comply with specific rules and regulations” (2010: 21). 

Criminologists have long pointed to the importance of context in 

understanding anti-social behavior (Klepper & Nagin 1989) as “the situational 

context of decision making and the information being handled will vary greatly 

among offenses” (Clarke & Felson 1993: 6). Furthermore, the result of “posing 

vague questions” is that “each respondent will answer in terms of his own mental 

picture of the task before him” (Alexander & Becker 1978: 93), essentially 

forcing respondents to impute circumstances in which they would consider 

committing an offense (Klepper & Nagin 1989) (Bachman et al. 1992). The 

solution to this problem is to present respondents with instrumentation that is “as 

concrete and detailed as possible” (Alexander & Becker 1978: 93).  

Second, respondents may be ignorant of specific points of IS security 

policies. When general statements are used in instrumentation, we are not able to 

discern whether employees are really aware that certain behaviors are security 

policy violations. Consider a traffic rule analogy. One may say that he or she 

complies with traffic rules, but if we ask him or her a specific question, such as, 
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“do five-year-olds need to use a child seat in a car?” the respondent may not 

know the answer.  

We argue that the same applies to IS security policies. Accordingly, 

employees may have seen the written IS security policy, and say they know the 

policy, but if we ask specific questions about what the IS security policy actually 

says regarding certain topics, the respondents may not know. If they do not know 

what the policy says, how can the respondents reliably report that they comply 

with the policy? 

Third, respondents may report that they are compliant with IS security 

policies generally, but may violate specific policies. Again, using a traffic 

analogy, if a person were asked if he or she intended to comply with traffic laws, 

the answer may be yes. However, if this same person were asked whether he or 

she would speed two miles over the speed limit or cross the street at a red 

stoplight, the same person might provide a different answer.  

Criminologists term this phenomenon as the “metaphor of the ledger” 

(Klockars 1974), which means people believe that their general compliance with 

laws or norms outweighs or compensates for particular violations (Piquero et al. 

2005). Thus a person who adheres to laws generally may claim they are law-

abiding, even though they may occasional violate specific laws. 

The same applies to IS security policies. People may tend to comply with 

rules in general, but still may violate particular rules. Similarly, respondents may 

tend to say they comply with the IS security policy in general and yet may violate 

various specific information security rules or policies. By stating specific 

violations in instrumentation, researchers obtain a more accurate measure of those 

willing to violate the policy. 

Again, each of the three problems above involves some compromise of 

content validity. In the case of IS security policy violations, general instruments 

are not adequately representative to capture the construct of IS security policy 

violations. As stated previously, this reduction in content validity undermines 

internal and statistical conclusion validity. To avoid these problems, we argue that 

positivistic empirical studies interested in employees’ violation of IS security 

policies should specify the actual type of violation of IS security policy.  

2.3.6 Criterion 3: Ensure practical relevance of IS security violations  

An important point of applied disciplines, such as Information Systems, is that 

research results should be applicable to practice and relevant for practitioners 
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(Benbasat & Zmud 1999). A theory can be theoretically valid and innovative but 

pragmatically unsuccessful if it is difficult to apply in practice (Niiniluoto 1993). 

With this in mind, the third criterion suggests that studies examining IS security 

policy violations should ensure that the types of violations examined are relevant 

and important problems in practice.  

This means that IS scholars should try to study violations that are both 

common and important violations of IS security policies. Both characteristics are 

key, because a violation may be common but essentially without consequence. On 

the other hand, violations may be catastrophic in their consequences but have a 

likelihood that is small or practically nonexistent (e.g., a meteorite destroying an 

IT data center).  

While there are many facets with respect to practical relevance, the most 

fundamental is that the phenomenon of interest is of practical relevance. This is 

for a number of reasons. First, it is important to understand the distinction 

between basic and applied research. For example, basic science values “truth” or 

“truth-likeness” (Niiniluoto 1993: 3):  

Basic or fundamental research can be understood as the activity of the 

scientific community to produce new scientific knowledge by means of the 

scientific method. This knowledge should provide answers to cognitive 

problems: it should describe, with as good justification as possible, what the 

world (i.e., nature, man, culture, society) is like. The success of this activity 

thus depends on the amount and the correctness of the obtained information 

about the world. Basic science can thereby be characterized as the attempt to 

maximize the “epistemic utilities” of truth and information—or, as their 

weighted combination, truth-likeness. 

In contrast, the applied field values studies of practical relevance, and Benbasat 

and Zmud (1999) suggest that IS (and hence therefore also IS security) is an 

applied field. In such a field, the aim of research is not only to meet some 

academic criteria, such as theoretical contribution, use of rigorous research 

methods, or high sample size. Rather, in an applied science, the practical 

applicability of a theory, along with its concision, also has an important role. This 

is possible only if the phenomenon that the scholars study is of practical 

relevance. Our results indicate that, at least with respect to employees’ 

compliance with IS security, scholars are not concerned with demonstrating that 

the practical relevance of their dependent variable was ensured. We argue it is 

time to take this issue seriously. 
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In order to ensure that the violations studied are both common and important 

to practice, we suggest collecting data from information security managers and 

information security experts to determine which types of violations are of most 

concern in the experts’ experience. We argue that information security managers 

and information security experts have a better understanding of what violations 

are both common and important, compared to other non-security-related 

employees. Ordinary employees may know if a violation is common, but we 

argue that ordinary employees have difficulties in seeing whether the same 

violation is an important or key problem for an organization.  

2.4 How Previous IS Security Behavior Research Meets the Three 
Criteria  

Next, we discuss how previous studies on IS security behavior meet the criteria 

we have outlined. Table 2 describes previous studies and the extent to which they 

meet our three criteria. The scope of our review was such that only positivist 

studies (1) on behavioral issues in IS security, (2) in an organizational context, (3) 

and published between 1990 and 2010 were included. Thus, we did not review 

papers such as, for example, Anderson and Agarwal (2010), who examined the 

security behavior of home computer users. 

 It should be noted that studies that do not specify the type of violation 

(Criterion 2) automatically do not meet the criterion for relevance of the violation 

(Criterion 3). This is because studies that do not specify the type of violation 

cannot ensure that the type of violation is also relevant. Studies in this category 

include those by Bulgurcu et al. (2010), Chan et al. (2005), Herath and Rao 

(Herath & Rao 2009a, Herath & Rao 2009b), Johnston and Warkentin (2010), Lee 

et al. (2004), Pahnila et al. (2007), Siponen et al. (2007), Siponen et al. (2010), 

and Straub (1990). These are classified in Table 2 as “not applicable” (N/A) with 

respect to Criterion 3. 

Regarding studies specifying the type of violation, while D’Arcy et al. (2009) 

pretested on a group of 26 working adults taking MBA classes, they do not report 

that the adults were information security managers or experts, or how the 

practical relevance of the scenarios were tested. Myyry et al. (2009) use a specific 

scenario, but do not report any information about how the relevance of the 

scenario was validated. Similarly, Ng et al. (2009) do not report that the types of 

violations were tested for relevance. Harrington (1996) uses vignettes from 

previous research, but neither Harrington (1996) nor the previous studies from 
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which the scenarios were drawn report that the scenarios were validated for 

relevance.  

Please note that this does not mean that these studies are not of practical 

relevance; rather, these studies have not ensured or validated the practical 

relevance of the phenomena. Let us illustrate this with two examples. A study that 

uses a panel of IS security practitioners and subject experts to validate the content 

alone of a scenario involving an IS security policy violation does not meet 

Criterion 3. However, if the same panel were also specifically asked whether the 

scenario represented an important and common violation of ISP, the study would 

meet Criterion 3. This is because the second example validates or ensures the 

practical relevance of the violation, while the first does not.  

A related pitfall is to use a panel of professionals without security expertise or 

experience. As argued earlier, the practical relevance of the IS security policy 

violations should be tested with security managers or subject experts—not with 

students, general IT professionals, or ordinary employees. Studies that use 

general-expertise panels also do not meet Criterion 3 because such panels are not 

qualified to identify IS policy violations that are both common and important to 

practice. 
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As can be concluded from Table 2, while five studies specify specific violations 

(Harrington 1996, Lee et al. 2004, D'Arcy et al. 2009, Myyry et al. 2009, Ng et 

al. 2009) and seven other studies (Chan et al. 2005, Pahnila et al. 2007, Herath & 

Rao 2009b, Herath & Rao 2009a, Bulgurcu et al. 2010, Siponen et al. 2010) 

study deliberate violations of IS security policies, none of the existing studies on 

IS security behavior meet both Criteria 1 and 2. In addition, no study meets 

Criterion 3 (ensure practical relevance). 

2.5 Discussion and recommendation for future research 

We presented three requirements for studies examining employees’ deliberate IS 

security policy violations. While seven studies meet Criterion 1 and five other 

studies meet Criterion 2, no existing study on IS security behavior meets both 

Criteria 1 and 2. In addition, no study ensures the practical relevance of the 

dependent variable (Criterion 3) by asking IS security managers and experts 

whether the types of violations under examination are relevant and important.  

Keeping these results in mind, we argue that behavioral research on IS has 

overlooked an important topic: employee violations of IS security policies. We 

suggest that future research on employee violations of IS security policies should 

not only specify types of violations, but also examine whether employees engage 

in different types of violations for different reasons. In doing this, (1) scenarios 

describing the violations and (2) traditional Likert-type scales such as “I share the 

password for my work account with my friends” can be used. Scenarios allow 

scholars to specify situations and provide an indirect way of studying socially 

undesirable behavior while offering respondents a less intimidating means of 

reporting their intentions (Harrington 1996). Although traditional Likert-type 

scales allow researchers to study actual behaviors, respondents may be more 

reluctant to report their behavior compared with the third-person nature of 

hypothetical scenarios (Trevino 1992). Given that both of these approaches have 

their strengths and weaknesses, we suggest scholars continue to use both.  

In addition, given the nature of the phenomenon, employees’ deliberate 

violations of IS security policies, we suggest that future research should also find 

ways to measure this phenomenon through objective measures. In the same vein, 

future research should also study different ways to measure employees’ violations 

of IS security policies by comparing (1) self-reports, including actual and 

intended behavior obtained through a Likert-type scale; (2) third-person designs 

using hypothetical scenarios; and (3) objective measures of actual behavior. 
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Given that current IS research predominantly uses self-reported measures to study 

this issue, it is important to ensure that this is a reliable method for measuring the 

dependent variable. Furthermore, we suggest that scholars specify that the 

behavior in question is a violation of IS security policy.  

With respect to the issue that no study ensures the practical relevance of the 

dependent variable (Criterion 3), future research should ensure the practical 

relevance of the behavior in question. If IS security scholars do not study relevant 

issues from the viewpoint of practice, we see a risk that the value of the IS 

research, and thus IS discipline, will decrease over time. As a result, we also urge 

researchers to ensure that the phenomenon investigated is of practical relevance.  

We therefore suggest that scholars validate the practical relevance of their 

studies by asking information security managers whether the dependent variable 

is really an important issue from the viewpoint of practice. Overall, scholars 

should have a close connection to practice; if scholars do not understand practice, 

how can they study things that are of practical relevance?  

In order to ensure the practical relevance of the dependent variable in the 

context of employees’ violations of IS security policies, we suggest three different 

approaches. The first is quantitative, where the scholars first come up with a list 

of behaviors (e.g., employees do not lock their workstations) based on literature, 

and then let the practitioners rank the relevance of these behaviors. The second 

approach is to first develop multiple scenarios, which information security 

managers are then asked to rank and comment on regarding their relevance. The 

third is to use an inductive approach, starting from a clean slate without giving 

practitioners any pre-defined scenarios (or suggestions), but instead asking them 

to name, for example, the top five IS security policy violations, which are both 

common and yet important to avoid. The belief elicitation process suggested by 

Limayem & Hirt (2003), content analysis, and grounded theory, are all examples 

of different research methods that support such an approach.  

Such data can be collected through semi- or unstructured questions, which 

are presented through surveys or interviews, for example. Of these approaches, 

we do not prefer the first approach, because it is focuses on verifying and ranking 

existing knowledge; the other approaches help scholars to move beyond the 

existing knowledge.  
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2.6 Limitations 

Our three criteria have limitations. First of all, it must be noted that our criteria 

are not intended to be exhaustive, but are rather designed to highlight three 

important, yet overlooked, research issues regarding employees’ violations of IS 

security policies.  

Also, while ensuring practical relevance is important, there are pitfalls in 

taking practical relevance to an extreme. This means that the third criteria 

(ensuring practical relevance) should not be interpreted to suggest that practice 

dictates the important research issues. Sometimes it is justified to study a research 

topic, even it not a ‘hot topic’ in practice. This is the case, because sometimes 

practitioners may not see all the relevant long-term issues as, for example, they 

are focused on day-to-day activities, or lack the wider research perspective of a 

scholar. Also, there may be important research issues worthy of scientific 

research, such as ethical issues, which may not rank highly on the agendas of 

practitioners.  

A similar qualification must be noted relating to the question of basic 

research versus applied research. While IS is regarded as an applied field 

(Benbasat & Zmud 1999), and we believe in ensuring practical relevance without 

sacrificing rigor, it is important to recognize the role of basic research as well 

where the aim is to search for truth or truth-likeness without any practical 

applications in mind.  

Regarding Criterion 2, it must be noted that emphasis on specific 

characteristics of a situation may decrease the generalizability of research results. 

Two issues need to be highlighted here. First, there is nothing wrong with a 

theory that explains a wide range of behaviors. In this sense, a theory that 

explains five types of security behaviors is wider in scope than a theory that 

explains just one type of security behavior. While we do not want to de-

emphasize the development and application of theories that are wide in their 

scope, we maintain that rather than searching for grand theories from reference 

disciplines that would explain security behavior, scholars could focus on 

examining the differences among the types of violations. Such examinations on 

the various reasons as to why employees’ comply with certain types policies may 

help us to see what is unique in IS security behavior; that is, how it differs from 

other types of violations (e.g., traffic violations) and technology acceptance. This, 

in turn, may foster theory development in the area.  



46 

The second issue relates to the level of specificity. Here it is important to 

separate the types of violations from environmental and situational factors. For 

example, if a scholar uses a scenario that includes a lot of detail about a situation, 

it is important to ensure whether the situational factors explain the behaviors 

rather than the types of violations. 

2.7 Conclusion 

Employee violations of IS security policies is reported to be a key concern for 

organizations, but is understudied in IS research. In this paper, we called for 

further research on this phenomenon. We argued that positivistic empirical studies 

aimed at measuring employees’ deliberate violations of IS security policies 

should meet three criteria. First, respondents need to be informed that the action 

in question is a violation of IS security policies. Second, studies focusing on 

employees’ intentional violation of IS security policies should measure specific 

types of violations. Third, studies focusing on employees’ intentional violation of 

IS security policies should ensure that the types of violations studied are relevant 

to practice.  

We demonstrated in this paper that no previous research on IS security 

behavior meets at least two of these criteria. Given this finding, additional studies 

on employees’ IS security policy violations are needed that (1) specify that a 

violation of IS security policy is involved, (2) study concrete types of IS security 

policy violations, and (3) validate that the violations examined are of relevant to 

practice. 
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3 Neutralization: New Insight into the Problem 
of Employee IS Security Policy Violations 

3.1 Abstract 

Employees’ failure to comply with IS security policies is a major concern for IT 

security managers. In efforts to understand this problem, IS security researchers 

have traditionally viewed violations of IS security policies through the lens of 

Deterrence Theory. In this article, we show that Neutralization Theory, a theory 

prominent in Criminology but not yet applied in the context of IS, provides a 

compelling explanation for IS security policy violations and offers new insight 

into how employees rationalize this behavior. In doing so, we propose a 

theoretical model in which the effects of neutralization techniques are tested 

alongside those of sanctions described by Deterrence Theory. Our empirical 

results highlight neutralization as an important factor to take into account with 

regard to developing and implementing organizational security policies and 

practices. 

3.2 Introduction 

Employees’ compliance with information security policies is reported as a key 

information security problem for organizations (Puhakainen 2006, Ernst & Young 

2008). It is estimated that over half of all IS security breaches are indirectly or 

directly caused by employees’ poor IS security compliance (2001, 2005). 

Employee violations of IS security policies are most often due to negligence or 

ignorance of IS security policies on the part of employees (2004), even in 

organizations in which IS security policies and staff are present (2006). 

To overcome the problem of employees’ negligent IS security policy 

compliance, the use of sanctions, grounded in Deterrence Theory, is widely 

advocated by both practitioners (Wood 1982, Parker 1997, Bequai 1998, David 

2002) and IS scholars (Straub 1990, Tudor 2000, Kankanhalli et al. 2003). We 

argue, based on research in Criminology, that employees’ violation of IS security 

policies is not always best explained by fear of sanctions because employees may 

use neutralization techniques (Sykes & Matza 1957, Piquero et al. 2005), 

rationalizations which allow them to minimize the perceived harm of their policy 

violations. This rationalizing behavior in turn reduces the deterring effect of 
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sanctions. Our empirical results offer corroborative support for our assertion that 

Neutralization Theory is an important factor in IS security policy violations. The 

findings have implications for IS security practice and research. Our results 

suggest that practitioners should work to counteract employees’ use of 

neutralization techniques. 

The remainder of this paper is organized as follows. Section 2 reviews 

previous studies that apply Deterrence Theory. Section 3 discusses the theories 

underlying our model and hypotheses. Section 4 describes the research method 

used and section 5 presents the results. Section 6 provides a discussion of the 

results, limitations, and implications for future research and practice. Finally, we 

conclude by summarizing our key findings. 

3.3 Previous work on deterrence theory and security behavior in IS 

A number of studies have applied Deterrence Theory in IS, especially Severity 

and Certainty of Formal Sanctions. To start with, Straub and Nance (1990) 

suggested that detection and punishment of violators minimizes computer abuse. 

Similarly, Straub (1990) found that the use of IS security deterrents resulted in 

decreased incidence of computer abuse. The following deterrents were found 

effective: weekly hours dedicated to IS security, use of multiple methods to 

disseminate information about penalties and acceptable system usage, and clear 

statements of penalties for violations (Straub 1990). These were found to increase 

the employees’ risk of getting caught (certainty of sanctions) and the perception 

that severe sanctions took place if caught (severity of sanctions). Straub and 

Welke (1998) carried out an action research study in which they highlighted the 

importance of communicating certainty and severity of sanctions as a part of 

employee education and training programs, in order to minimize security 

violations. Following this research, Kankanhalli et al. (2003) studied whether the 

use of sanctions led to enhanced IS security effectiveness and found that 

deterrents, as measured in man-hours spent in security efforts, led to better IS 

security effectiveness. Straub et al. (1993) applied Deterrence Theory by carrying 

out a field experiment that tested whether student cheating during a programming 

assignment could be prevented. They concluded that managers should stress that 

violations of the organization’s IS security policies will result in sanctions. 

Harrington (1996) found that codes of ethics, a type of formal sanction, applied to 

the organization generically did not affect employees’ judgements or intentions to 

commit computer abuse. However, generic codes of ethics were found to affect 
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employees who were high in denial of responsibility, a form of rationalization. 

Similarly, IS-specific codes of ethics did not affect judgement or intentions, 

except in the case of computer sabotage, a severe type of computer abuse. Thus, 

the effects of codes of ethics were found to be “sporadic and weak” (Harrington 

1996: 273). D’Arcy et al. (2009) found that IS security policies, awareness 

programs, and computer monitoring influenced perceived severity of formal 

sanctions, which led to reduced intention to misuse IS. In their study, certainty of 

formal sanctions did not have any effect on intention to misuse IS.  

In addition to formal sanctions in terms of Deterrence Theory, Siponen et al. 

(2007) applied both formal and informal sanctions in order to explain employees’ 

IS security policy compliance. Siponen et al. (2007) found that deterrents 

predicted employees’ compliance with IS security policies. 

To summarize these findings, sanctions, informed by Deterrence Theory, is a 

widely suggested approach to reduce computer abuse and improve employee 

compliance with IS security policies in the IS security literature.  

Following the idea of Neutralization Theory (Sykes & Matza 1957), previous 

research in criminology (Piquero et al. 2005), and findings by Puhakainen (2006), 

we postulate that violation of IS security policies by employees may not always 

be explained by fear of sanctions because employees use neutralization 

techniques (Sykes & Matza 1957). These techniques provide employees a 

temporary release from their conventional restraints, including formal and 

informal sanctions (Akers & Sellers 2004). In the next section, we present the 

theoretical framework derived from Neutralization Theory. 

3.4 Theoretical Framework 

We preface our theoretical framework development with our full research model 

presented in Figure 4. The theoretical model is comprised of two theories from 

the field of Criminology: Neutralization Theory (Sykes & Matza 1957) and 

Deterrence Theory (Paternoster & Simpson 1996). Deterrence Theory is included 

for nomological validity (Straub et al. 2004b) so that the effect predicted by 

Neutralization Theory can be compared vis-à-vis with those of Deterrence 

Theory. 
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Fig. 4. The Research Model. 

Neutralization Theory claims that both law-abiding citizens and those who 

commit crimes or rule-breaking actions believe in the norms and values of the 

community in general (Sykes & Matza 1957). So why then do people break rules? 

Sykes and Matza (1957) suggested that people psychologically enable themselves 

to commit rule-breaking or any anti-social actions by applying techniques of 

neutralization. Neutralization techniques offer a way for persons to render 

existing norms inoperative by justifying behavior that violates those norms 

(Rogers & Buffalo 1974). For example, a person performing a deviant action 

justifies his/her behavior by claiming that no damage will really be done. In this 

way, the person avoids guilt by reasoning that there is no criminal behavior 

involved; after all, no one got hurt (Sykes & Matza 1957). Sykes and Matza 

(1957) maintained that in neutralizing their behavior, individuals can maintain 

their non-criminal image and drift back and forth between rule-breaking and law-
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abiding behavior (Piquero et al. 2005). This is the theoretical explanation for why 

sanctions may lose their efficacy in the presence of neutralization techniques.  

Next we describe components of Neutralization and Deterrence Theory as 

they relate to our model, and present our hypotheses. 

3.4.1 Neutralization Theory 

In their original formulation of Neutralization Theory, Sykes and Matza (1957) 

proposed five techniques of neutralization: denial of responsibility, denial of 

injury, denial of the victim, condemnation of the condemners, and appeal to 

higher loyalties. Later, Klockars (1974) added “the metaphor of the ledger” and 

Minor (1981) added a technique named “the defense of necessity.” We used four 

dimensions of Sykes and Matza (1957), in addition to the metaphor of the ledger 

and the defense of necessity. We omit the denial of the victim dimension because 

our focus is compliance with IS security policies. The denial of the victim 

technique is based on the argument that the victim —the object of the act —

deserves the consequences. In the case of compliance with security policies, it is 

difficult to point out who is the victim. Research results suggest that this omission 

is not problematic. For example, Eliason and Dodder (1999) reported that other 

dimensions of Sykes and Matza (1957) have better explanatory power. 

Furthermore, most research studies employing Neutralization Theory have used a 

subset of the techniques proposed by Sykes and Matza (Cao 2004). 

A number of studies have offered empirical support for neutralization 

techniques. Eliason and Dodder (1999) studied neutralization techniques 

exercised by deer poachers and found that four techniques of neutralization 

occurred most frequently in that context: denial of responsibility, the metaphor of 

the ledger, defense of necessity, and condemnation of the condemner. Byers et al. 

(1999) studied hate crimes perpetrated against the Amish and found that 

techniques of neutralization are prevalent in their justification. Pershing (2003) 

found that neutralization techniques explain rule-breaking in military 

environments, and Priest and McGrath (1970) showed that neutralization 

techniques are used to justify illicit drug use. Piquero et al. (2005) found that 

neutralization techniques predicted corporate crime. Hollinger (1991) reported 

that denial of the victim, denial of injury, condemnation of the condemners, and 

the metaphor of the ledger explained workplace theft. In the area of IS, 

Harrington found that denial of responsibility was significantly correlated with 

individuals’ intention to commit computer abuse and their judgment of computer 
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abuse as acceptable (Harrington 1996). Lim (2002) found that the metaphor of the 

ledger was invoked by employees to justify cyberloafing. 

Although IS security policy violations are not criminal, they are violations of 

social norms, that is, established policies of the corporation which are often 

contractually binding on the employee. Akers and Sellers observed that 

criminological theories explain law-breaking or “any deviant behavior that 

violates social norms, whether or not such behavior also violates the law” (Akers 

& Sellers 2004: 2). Neutralization Techniques have previously been successfully 

applied to behaviors that are rule-breaking but not necessarily criminal (Pershing 

2003). The specific neutralization techniques examined in this study are discussed 

next.  

Denial of responsibility 

Using the denial of responsibility technique, a person committing a deviant act 

defines himself as lacking responsibility for his/her actions (Sykes & Matza 1957, 

Rogers & Buffalo 1974). In this technique, the person rationalizes that the action 

in question is beyond his/her control (Piquero et al. 2005). The deviant views 

himself as a billiard ball, helplessly propelled through different situations (Sykes 

& Matza 1957). For example, Eliason and Dodder (1999) reported that deer 

poachers employed the denial of responsibility technique by stating that they did 

not know that the law prohibited hunting. In the context of IS security, Harrington 

(1996) found that denial of responsibility was significantly correlated with 

individuals’ intention to commit computer abuse and to evaluate computer abuse 

as acceptable. Puhakainen (2006) reported a situation where employees denied 

their responsibility to comply with a policy to encrypt confidential emails because 

they rationalized that the policy was unclear. Parker (1976) reported that 

programmers labeled their mistakes as computer errors, thereby using the 

computer as a scapegoat for denial of responsibility.  

Denial of injury 

Denial of injury involves justifying an action by minimizing the harm it causes 

(Sykes & Matza 1957). To illustrate this technique, an offender may regard auto 

theft as “just borrowing”, which, according to the offender, does not hurt anyone 

(Sykes & Matza 1957). Individuals who perpetrate computer crimes frequently 

deny injury to victimized parties (Parker 1998). Parker reported that computer 
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criminals justify their actions by claiming that attacking a computer does not do 

any harm to people. Especially, he noted a case where an offender justified his 

action by claiming that he only changed two instructions in a program. As a 

result, a company was out of business for two weeks (Parker 1998). When it 

comes to security policy compliance, an employee might argue that it is ok to 

violate information security policies if no harm is done to the company. 

Defense of necessity 

Defense of necessity is based on the justification that if the rule-breaking is 

viewed as necessary, one should not feel guilty when committing the action 

(Minor 1981). In this way, the offender can put aside feelings of guilt by 

believing that an act was necessary and there was no other choice (Piquero et al. 

2005). Eliason and Dodder (1999) found that deer poachers neutralized their 

actions through the defense of necessity, by claiming that poaching is not wrong 

because they must provide food for their families through poaching. In the IS 

security policy context, Puhkainen (2006) reported that employees claimed that 

they did not have time to comply with the policies owing to tight deadlines. 

Condemnation of the condemners 

According to this technique, one neutralizes his or her actions by blaming those 

who are the target of the action (Byers et al. 1999). For example, one may break 

the law because the law is unreasonable. In the information security context, an 

employee could say that it is not wrong to violate information security policies 

that are unreasonable. Parker (1998) reported that offenders engaged in computer 

crime often claimed that the law was unjust. 

Appeal to higher loyalties 

This technique is employed by those who feel they are in a dilemma that must be 

resolved at the cost of violating a law or policy (Sykes & Matza 1957). In an 

organization context, an employee may appeal to organizational values or 

hierarchies (Piquero et al. 2005). For example, an employee could argue that 

he/she must violate a policy in order to get his/her work done (Siponen & Iivari 

2006). 
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The Metaphor of the Ledger 

The metaphor of the ledger uses the idea of compensating bad acts with good acts 

(Klockars 1974). That is, an individual believes that he/she has previously 

performed a number of good acts and has gained a surplus of good will, and as a 

result of this, can afford to do some bad actions (Klockars 1974, Piquero et al. 

2005). Previous research has found that employees in corporate environments 

neutralize their actions through the metaphor of the ledger by rationalizing that 

their overall past good behavior justifies occasional rule-breaking (Minor 1981, 

Hollinger 1991). Lim (2002) studied the metaphor of the ledger in a corporate 

context and found that employees justify their non-work related web surfing 

because of their good job performance. Similarly, employees could argue that 

their general adherence to security policies compensates their occasional violation 

of security policies. 

Multidimensional Nature of Neutralization Construct 

We chose to model neutralization as a multidimensional second-order construct 

(Jarvis et al. 2003) for several reasons. First, it is clear from our review of 

Neutralization Theory that several distinct dimensions of neutralization exist 

(Cromwell & Thurman 2003). Although these dimensions are conceptually 

distinct, at a more abstract level, each can be viewed as describing a different 

facet of the overall construct of neutralization (Law & Wong 1999, Jarvis et al. 

2003). MacKenzie observed that multidimensional second-order constructs are 

useful when a greater specificity of understanding is wanted in understanding a 

theoretical construct (MacKenzie et al. 2005). Whereas two or three measurement 

items might suffice to define a construct of peripheral interest, a multidimensional 

construct allows researchers to develop items that describe a construct in terms of 

multiple subconstructs, bringing the nature of the construct into sharper relief. 

Thus, Petter et al. observed, “a complex construct that is the main topic of study 

may deserve to be modeled as a multidimensional construct so as to permit a 

more thorough measurement and analysis” (Petter et al. 2007: 627). This research 

approach is consistent with our goal to understand the effects of various 

neutralization techniques on employees’ intention to violate IS security policies. 

We further conceptualized neutralization as a Type II second-order construct 

(Jarvis et al. 2003): a second-order construct that is formatively composed of 

reflective subconstructs. A construct composed in this manner is useful “when 
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multiple subconstructs and measurement items are necessary to fully capture the 

entire domain of the construct” (Petter et al. 2007: 627). This description is 

especially applicable to Neutralization Theory because of the variety of 

dimensions of neutralization identified in criminological research. However, each 

neutralization subconstruct is modeled reflectively because its associated 

measurement items are interchangeable, are manifestations of the subconstruct, 

and covary (Petter et al. 2007). In summary, we conceptualize the construct 

neutralization as a multidimensional second-order construct comprised of first-

order constructs that represent specific neutralization strategies. Based on the 

above considerations, we hypothesize that: 

H1: Neutralization positively affects intention to violate IS security policy. 

3.4.2 Deterrence Theory 

Deterrence theory, which can be traced back to Bentham (1748–1832) and 

Beccaria (1738–1794), posits that individuals weigh costs and benefits when 

deciding whether or not to commit a crime, and they choose crime when it pays. 

To be more precise, if an individual believes that the risk of getting caught is high 

(certainty of sanctions), and severe penalties will be applied if one is caught 

(severity of sanctions), then deterrence theory posits that individuals will not 

commit crimes. In the last few decades, research on Deterrence Theory has 

undergone a number of extensions (Grasmick & Bryjak 1980, Piquero & Tibbetts 

1996). The most notable of these is the addition of “non-legal costs” (Pratt & 

Cullen 2000: 367), such as informal sanctions and shame (Piquero & Tibbetts 

1996). Informal sanctions include the disapproval of friends or peers for a given 

action (Paternoster & Simpson 1996).  

Following Braithwaite (1989) and Paternoster and Simpson (1993), we have 

included shame as a deterrent in addition to formal and informal sanctions. 

Shame refers to a feeling of guilt or embarrassment if others knew of one’s 

socially undesirable actions (Paternoster & Simpson 1996, Eliason & Dodder 

1999). Tangney (1995) held that shame affects an individual’s self esteem. 

Similarly, Paternoster and Simpson (1996) separated shame from informal and 

formal sanctions because shame is a self-imposed sanction. Following Paternoster 

and Simpson (1993) shame can be regarded as a deterrent and therefore part of 

Deterrence Theory, because it is assumed to have effects similar to other 

sanctions (Braithwaite 1989, Elis & Simpson 1995). This means that individuals 
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may estimate probable shame, just as one might calculate other sanctions 

(Tibbetts 1997). In fact, research on deterrence has found positive evidence that 

shame functions as a deterrent and decreases individuals' motivation to perform 

crimes (Grasmick & Bursik 1990, Nagin & Paternoster 1993). We argue that 

employees’ violation of IS security policies are poorly explained by sanctions in 

the presence of neutralization techniques (Sykes & Matza 1957) which weaken 

restraints imposed by formal and informal sanctions (Akers & Sellers 2004). 

Nevertheless, we include the effects of sanctions in our model to provide 

nomological validity and to facilitate comparisons with past studies (Straub et al. 

2004b). We therefore offer the following hypotheses consistent with Deterrence 

Theory: 

H2: Formal sanctions negatively affect intention to violate IS security policy. 

H3: Informal sanctions negatively affect intention to violate IS security 

policy. 

H4: Shame negatively affects intention to violate IS security policy. 

3.5 Research Design—Finnish Study 

We empirically assessed our model using a hypothetical scenario method (Weber 

1992). This technique, also known as a vignette or policy capturing method, uses 

vignettes that “present subjects with written descriptions of realistic situations and 

then request responses on a number of rating scales that measure the dependent 

variables of interest” (Trevino 1992: 127–128). Scenario-based methods are a 

common means of assessing anti-social and ethical/unethical behavior (Pogarsky 

2004). In a review of 174 ethical decision-making articles appearing in premier 

business journals, 55 percent employed a scenario method (O'Fallon & 

Butterfield 2005). In the field of IS, the scenario method has been used to study 

ethical issues such as software piracy (Moores & Chang 2006), computer abuse 

(Harrington 1996, Banerjee et al. 1998, D'Arcy et al. 2009), and privacy concerns 

(Malhotra et al. 2004), as well as more general topics such as media choice 

(Straub & Karahanna 1998b), and electronic channel selection (Choudhury & 

Karahanna 2008). 

The scenario method offers several advantages for research on unethical or 

socially undesirable behavior. First, scenarios afford an indirect way of measuring 

intention to commit unethical behavior, which is difficult to measure directly 
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because individuals are likely to conceal their behavior and respond to questions 

in socially desirable ways (Trevino 1992). Because scenarios describe another’s 

behavior in hypothetical terms, the respondent may feel less intimidated to report 

an intention to act similarly to the person described in the scenario (Harrington 

1996). 

Second, scenarios can incorporate situational details thought to be important 

in decisions to behave unethically (Klepper & Nagin 1989). Survey questions that 

ask respondents in general terms—that is, without reference to a particular 

context or situation—whether they would behave unethically, force respondents 

to contrive in their own minds circumstances in which they might consider doing 

so. This can introduce measurement error if the imagined circumstances are 

different from those in which unethical behavior is actually performed (Bachman 

et al. 1992). Scenarios provide a way to enhance the realism of decision-making 

situations by providing contextual detail while simultaneously ensuring that these 

details are uniform across respondents (Alexander & Becker 1978). 

Third, the scenario method provides a methodological advantage because it 

allows unethical behavior to be measured prospectively (Pogarsky 2004). 

Traditional surveys link past behavior (as the dependent variable) with present 

perceptions of theoretical constructs in the survey, possibly creating measurement 

error (Bachman et al. 1992). For these reasons, a prospective measure of behavior 

such as ‘intention to commit an act’ is recommended in criminological literature 

(Grasmick & Bursik 1990, Bachman et al. 1992).  

3.5.1 Scenario Design 

To ensure the generalizability of our findings across different kinds of IS security 

policy violations, we designed three different scenarios describing common and 

important policy violations in coordination with 54 information security 

professionals (see Appendix 2 for full details on the development of the 

scenarios). For the administration of the survey, one of the three scenarios was 

randomly selected and presented to a respondent, followed by the survey items. 

The design of one scenario per respondent was chosen because of the large 

number of survey items associated with each scenario (Paternoster & Simpson 

1996). However, scenario-based studies with few survey items often use a design 

of multiple scenarios per respondent (Jasso 2006). 



58 

3.5.2 Instrumentation 

All items were adapted from previously validated instruments (Boudreau et al. 

2001) and were measured on an 11-point scale from 0 to 10 (Paternoster & 

Simpson 1996). Composite measures for deterrence constructs were calculated to 

“create a sanction measure that reflected both the risk and cost of perceived 

punishment” (Nagin & Paternoster 1993: 481). This was done by multiplying 

each severity measure by its associated certainty measure. All measurement items 

are included in Appendix 1.  

The dependent variable, Intention to Violate IS Security Policy, was measured 

using a single item adapted from Paternoster and Simpson (1996) which read, 

“What is the chance that you would do what Pekka did in the described 

scenario?”. The response scale for this item ranged from 0 (no chance at all) to 10 

(100% chance). Although Cook and Campbell noted a reliability threat from 

using a single measure (Cook & Campbell 1979), Straub et al. (2004b) pointed 

out that in some situations a single measure is most appropriate. A weakness of 

single item measures is the inability to validate whether the construct was 

accurately captured (Straub et al. 2004b). However, in the case of the scenario 

method, respondents report the probability that they would do what the scenario 

character did via a single measure that appears immediately following the 

scenario (Pogarsky 2004). Because measurement error is not expected for this 

reported probability, a single item was used. This is the case for the Defining 

Issues Test (DIT), one of the most widely replicated scenario studies (Rest 1979, 

Rest & Narvaez 1994). Consistent with these studies, the intention measure 

appeared first in the instrument immediately after the hypothetical scenario. 

In addition to items measuring latent constructs, we included a single-item 

measure that asked respondents to rate how realistic the given scenario was. This 

item ranged from 0 (Not believable) to 10 (100% believable). Finally, basic 

biographical data was collected, including gender, age, and work experience.  

3.5.3 Pretest 

Before the pretest, the items and scenarios were individually reviewed by 15 

information security managers. After three rounds of review and modification, all 

security managers reached consensus that the scenarios and items were relevant, 

realistic, and readable. To validate the psychometric properties of the instrument 

(Straub 1989), we pretested the survey with office personnel at two Finnish 
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organizations: a knowledge management company and a steel producer for a total 

of 90 responses. This sample was chosen because IT security policies were 

implemented at both sites. The reliability of measurement items for each 

construct was assessed using Cronbach’s α; convergent and discriminant validity 

was assessed using principal components analysis. Both assessments yielded 

acceptable results in almost all instances. Measurement items with unacceptably 

low Cronbach’s α were rephrased or dropped. 

3.5.4 Primary Data Collection 

Primary data for the study were collected from administrative personnel from 

three organizations in Finland: the administration office of a university, a major 

electrical company, and the corporate office of a large supermarket chain. For the 

university administration office, located in central Finland, Approximately half of 

the respondents were IT support staff with a master’s degree, while the other half 

were administrative staff handling payroll, finances, and legal contracts with a 

university or technical degree.  

For the corporate office of the supermarket chain, located in southern 

Finland, respondents were either marketing employees responsible for designing 

and implementing market strategies, or finance employees in charge of 

developing banking services available within the chain’s stores. Nearly all 

employees in this sample held a master’s degree. 

For the electrical company, located in central Finland, respondents were 

administrative staff that performed customer service, designed electrical services, 

and provided IT support. Most employees possessed a university degree.  

Respondents in all organizations sampled handled sensitive information. All 

three organizations featured published IS security policies so respondents were 

familiar with the subject matter of the survey. Additionally, all three organizations 

employ IT security managers and enforce compliance with IT policies with 

explicitly defined formal sanctions. The descriptive statistics for each sub-sample 

are presented in Table 3. 
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Table 3. Descriptive Statistics for Samples. 

Sample Sample 

Frame 

Response 

(Rate) 

Average 

Age 

Average Work 

Experience 

Male/ 

Female %* 

Office staff, University 220 114 (52%) 43 20 43% / 47% 

Office staff, electrical company 99 41 (41%) 42 19 46% / 37% 

Office staff, Supermarket chain 1130 240 (21%) 40 17 34% / 63% 

Total 1449 395 (27%) 41 18 38% / 56% 

* Note: Some respondents chose not to report gender. 

The required sample size to evaluate our model is 60 according to the “rule of 

ten” heuristic (Barclay et al. 1995b). However, following the sample size 

recommendations of Marcoulides and Saunders (2006b), we collected over six 

times this number to ensure sufficient power and reliability in the results.  

For the entire sample, the average score for realism (on an 11-point scale, 0–

10) was 7.42, indicating that the scenarios were generally thought to be realistic 

by participants. For reported intention to violate the IS security policy as did the 

character in the scenario, the average score was 3 (on a scale of 0 to 10). Some 68 

percent of respondents reported a non-zero probability of violating the IS security 

policy, which is comparable to similar hypothetical scenario studies performed in 

Criminology (Paternoster & Simpson 1996). 

3.6 Model Analysis—Finnish Study 

We analyzed our theoretical model using Partial Least Squares (PLS) using 

SmartPLS (Ringle et al. 2005). We chose a structural equation modeling (SEM) 

technique rather than regression to test our theory because of our 

conceptualization of neutralization as a multidimensional second-order construct 

(MacKenzie et al. 2005), for which SEM methods are better suited. We chose 

PLS rather than a covariance-based SEM technique such as LISREL because of 

the ability of PLS to model second-order constructs that are formatively 

composed of first-order factors, such as our conceptualization of neutralization. 

This type of second-order construct specification is problematic for analysis using 

LISREL (Chin 1998). Furthermore, PLS is more suitable when the purpose of the 

model is to predict, rather than to test established theory, in which case LISREL is 

preferred (Chin et al. 2003, Gefen et al. 2005). We document our tests performed 

to validate our model in Appendices 2 and 3, which include tests for convergent 

and discriminant validity and common methods bias. The results of these tests 
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demonstrate that our model meets or exceeds the rigorous standards expected for 

positivist IS research (Straub et al. 2004b). 

3.6.1 Results of Theoretical Model Testing 

Consistent with our theory that neutralization techniques can explain policy 

violations in addition to sanctions, we took a multi-stage approach to analyzing 

the model analogous to hierarchical regression. First, we examined the effects of 

six control variables on intention to violate IS security policy: sample 

organization, scenario type, realism, gender, age, and work experience.  

We included gender, age, and work experience to test whether these 

demographics affected the dependent variable. Since data were collected from 

different organizations we also included this variable as a control. Further, each 

participant was randomly given one of three scenarios. A one-way ANOVA found 

that the reported level of intention significantly differed depending on the 

scenario received (the password scenario had the highest average of reported 

intention at 3.52, followed by the USB scenario at 3.19 and the workstation-

logout scenario at 2.11). For this reason, we controlled for the effect of scenario 

type on intention. Finally, because we found that respondents’ perception of how 

realistic the scenario was significantly correlated with intention (r = .23, p < 

.005), we also controlled for its effect. Collectively, these variables explained 10 

percent of the variance of intention. However, only reported realism was found to 

have a significant effect (although scenario type also had a significant effect in 

the full model presented later). 

Next, we analyzed the added effects of deterrence constructs formal 

sanctions, informal sanctions, and shame in the model. Of these constructs, only 

informal sanctions was significant (-.22, p < .01). As a whole, explained variance 

for the model increased from 10 percent to 19 percent. To test whether this 

increase was significant, we performed the following analysis. First, the size of 

the effect of adding a new component to the model was calculated as: f2 = (R2
Full 

model – R2
Partial Model)/(1 – R2

Full Model) (Chin et al. 2003). Next, a pseudo F-test was 

calculated by multiplying the effect size (f2) by (n – k – 1), where n is the sample 

size and k is the number of independent variables (Mathieson et al. 2001). 

Although the size of the effect was small (.12), the change in R2 was significant 

(F = 44.73, p < .001), indicating that informal sanctions explains significantly 

more variance in intention to violate security policies than do the control 

variables alone. 
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Finally, neutralization was added to the model to demonstrate its ability to 

explain variance in intention beyond that explained by the deterrence constructs 

(see Figure 4). The addition of neutralization to the model increased the 

explained variance in intention from .19 to .47, a highly significant change given 

the pseudo F-test described above (198.42, p < .001). Further, the effect size of 

neutralization was large at .52, where .35, .15, and .02 are respectively large, 

medium, and small effects (Cohen 1988). These tests strongly support the 

addition of neutralization to the model, demonstrating that it explains 

substantially more variance than do the deterrence constructs alone. The results of 

this multi-stage analysis are summarized in Table 4 below: 

Table 4. Model comparison. 

 Control Model Deterrence + Control Model Full Model (with Neutralization)  

R2 .10 .19  .47  

ΔR2 — .09 *** .28 *** 

Effect size — .12   (small) .52  (large) 

*** p < .001; effect sizes small (.02), medium (.15), large (.35) (Cohen 1988) 
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Fig. 5. Research Model Showing Results of PLS Analysis for Finnish Study. Notes: 

N.S. = non-significant; *** p < .005. 

The full PLS model evaluated is depicted in Figure 5 above. As predicted, 

neutralization had a strong, significant effect on intention to violate IS security 

policy, as demonstrated by the large and significant path coefficient (.60, p < 

.005). Supporting the excellent results of the discriminant and convergent validity 

tests, all path coefficients from first-order neutralization constructs to the second-

order construct are significant and above or near .20 (Chin 1998), indicating that 

neutralization performs well as a second-order construct. 

Interestingly, although informal sanctions was significant in the deterrence 

model without the neutralization construct, in the presence of neutralization in 

the model, none of the deterrent effects were significant. Thus hypotheses H2, 

H3, and H4 were not supported. Further, the path coefficients for these effects 

were too small to be considered meaningful (Chin 1998). 
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3.7 Research Design—International Study 

To improve the generalizability of the results of the Finnish study, we replicated 

our study in a multinational company with 615 employee respondents in 47 

countries. As before, we employed a hypothetical scenario method, using the 

same scenarios and instrumentation validated in the pervious study. However, for 

greater concision, neutralization was operationalized as a single first-order 

formative construct consisting of one item for each of the neutralization 

techniques. 

3.7.1 Pretest 

In order to establish the convergent and discriminant validity as well as the 

reliability of our instrument, we performed a paper-based pretest in a course of 

approximately 100 graduate and undergraduate students at a large Finnish 

university. Of these, 86 persons took the pretest. In our analysis of the pretest 

results, we made changes to the instrument to improve the reliability and validity 

of the instrument. 

3.7.2 Pilot Test 

After modifying the pretested instrument, we performed a pilot test in which our 

instrument was made available as an online survey in its final form. Whereas the 

pretest is a preliminary test of an instrument, a pilot test assesses the reliability 

and validity of an instrument before it is administered in the primary data 

collection (Boudreau et al. 2001). The sample frame for the pilot test was 

approximately 400 international students studying at the same Finnish university. 

Students were solicited via email to take the survey and to enter a prize drawing 

for doing so. For this sampling frame, 71 persons took the survey (a response rate 

of 17 percent). The results of the pilot test analysis found that all items exhibited 

sufficient construct validity and reliability. 

3.7.3 Primary Data Collection 

Primary data was collected from a large multinational corporation headquartered 

in Finland with branch offices throughout the world. An invitation to take the 

web-based survey was posted by management to various corporate intranets, 
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which were viewable to an estimated 5,000 employees worldwide. Incentive was 

given to respondents to enter a prize drawing for one of several MP3 music 

players. After three weeks, we collected responses from 615 employees in 48 

countries, as summarized in Table 5 below. 

Table 5. Frequency of Respondents by Country. 

Country Frequency Percent 

Australia 1 0.2 

Azerbaijan 4 0.6 

Cameroon 1 0.2 

Canada 4 0.6 

China 8 1.3 

Colombia 1 0.2 

Croatia 1 0.2 

Denmark 8 1.3 

Dominican Republic 1 0.2 

Ecuador 1 0.2 

Estonia 1 0.2 

Finland 239 38.8 

France 15 2.4 

Germany 7 1.1 

Greece 1 0.2 

Guatemala 6 1 

Guyana 1 0.2 

Hong Kong 1 0.2 

Hungary 1 0.2 

India 62 10.1 

Indonesia 2 0.3 

Italy 49 8 

Japan 3 0.5 

Kenya 1 0.2 

Korea, Democratic People's Republic Of 1 0.2 

Korea, Republic of 12 1.9 

Malaysia 1 0.2 

Mexico 5 0.8 

Morocco 1 0.2 

Netherlands 38 6.2 

Norway 16 2.6 

Pakistan 1 0.2 

Panama 1 0.2 

Philippines 12 1.9 
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Country Frequency Percent 

Poland 2 0.3 

Portugal 5 0.8 

Russian Federation 8 1.3 

Singapore 6 1 

Slovakia 1 0.2 

Spain 23 3.7 

Sweden 8 1.3 

Switzerland 10 1.6 

Taiwan 2 0.3 

Turkey 3 0.5 

Ukraine 1 0.2 

United Kingdom 16 2.6 

USA 20 3.2 

Vietnam 1 0.2 

Not reported 2 0.3 

Total 615 100 

The objective response rate was 12 percent. However, because not all employees 

regularly visit the corporate intranets, it is reasonable to suggest that the 

population from which the sampling frame was drawn was less than 5,000, 

perhaps as low as 4,000. Therefore, the response rate was in excess of 12 percent 

and perhaps as much as 20 percent or more of those who viewed the invitation.  

To test for nonresponse bias, we analyzed late respondents to approximate 

those who did not respond to the survey (Armstrong & Overton 1977). To do so, 

we compared those who responded in the first week of the survey (early 

respondents) to those who answered during the final week of the survey (late 

respondents). An independent T-test comparing intention to violate the security 

policy (the dependent variable) for these two groups found no significant 

difference. We therefore conclude that nonresponse bias was not a significant 

factor in our analysis. 

3.8 Analysis—International Study 

We analyzed our theoretical model using Partial Least Squares (PLS) using 

SmartPLS (Ringle et al. 2005). Again, we chose a components-based structural 

equation modeling (SEM) technique rather than than a covariance-based SEM 

technique such as LISREL because of the ability of PLS to model formative 

constructs (Petter et al. 2007).  
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Fig. 6. Research Model Showing Results of International PLS Analysis. N.B.: N.S. = 

Not significant, *** p < .001 

We rigorously validated our model according to standards of IS positivist research 

(Straub et al. 2004b). The validation procedures for convergent and discriminant 

validity as well as reliability are documented in Appendix 2. Tests for common 

methods bias are discussed in Appendix 3. The results of our theoretical model 

testing are depicted in Figure 6. 
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3.8.1 Control Variables 

We controlled the effects of three demographic variables on intention to violate IS 

security policy: age, gender, and work experience. Additionally, also controlled 

for the degree to which participants perceived the scenario to be realistic, since 

we found perceived realism and intention to be significantly correlated with the 

intention measures (with intention1, r = .14, p < .001; with intention2, r = .11, p < 

.001). Finally, each participant randomly received one of six scenarios. A one-way 

ANOVA found that the average of the intention items significantly differed 

depending on the scenario received (“reading confidential documents” had the 

highest average at 2.99, followed by “using unencrypted portable media” at 2.81, 

“sharing passwords” at 2.73, “failing to report a computer virus” at 2.03, 

“allowing children to play on laptop” at 1.69, and “using portable media from an 

unknown source” at 1.31). For this reason, we also controlled for the effect of 

scenario type on intention. Collectively, these variables explained 5 percent of the 

variance of intention. However, only perceived realism, and scenario type had 

significant path coefficients, albeit with relatively small path coefficients (.11 and 

-.11 respectively, p < .001). 

3.8.2 Direct Effects 

Neutralization was again the strongest effect in the model (.33, p < .001), 

supporting H1. The size of the path coefficient, although still large (Cohen 1988), 

was smaller than that found in the Finnish study. One explanation for the 

difference may be that the second-order construct operationalization of 

neutralization performs better than the simpler first-order construct. Regardless, 

the effect of neutralization was still the strongest in the model, substantially 

increasing intention to violate the IS security policy. 

For the deterrence constructs in the model, formal sanctions, informal 

sanctions, and shame were hypothesized to negatively influence intention to 

violate IS security policy. In our empirical test of the model, formal sanctions and 

information sanctions were not significant, thus H1 and H2 were again not 

supported. However, the effect of shame was significant (-.25, p < .025), 

supporting H3. 
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3.9 Discussion 

Based on our empirical results, we next highlight four findings. First, we find that 

neutralization is an excellent predictor of employees’ intention to violate IS 

security policies. We do not consider intention to be a direct proxy for behavior, 

but instead see it as “an indicator of a motivational state that exists just prior to 

the commission of an act. We think of it as a measured reflection of a 

predisposition to commit [an act]” (Paternoster & Simpson 1996: 561). Thus, we 

find that neutralization significantly affects the predisposition to violate IS 

security policy. This finding is consistent with neutralization studies in other 

disciplines. Previous research in Criminology has found that neutralization 

techniques explain poaching behavior (Eliason & Dodder 1999), hate crimes 

(Byers et al. 1999), deviant actions in a military environment (Pershing 2003) and 

illicit drug use (Priest & McGrath 1970). In IS security, Harrington (1996) found 

that rationalizations were strongly correlated with intentions to commit computer 

abuse. Puhakainen (2006) reported in his qualitative interviews that employees 

fail to comply with IS security policies because they perceive that their workload 

is high; they are busy with other assignments; security policies slow them down; 

and other work is more important. While Puhakainen (2006) did not link these 

findings to Neutralization Theory, these findings can be seen as employees’ ways 

to neutralize their actions. Similarly, Parker (1976) reported a number of excuses 

for committing computer crimes that can be interpreted as Neutralization 

techniques. 

The second finding is that, although informal sanctions significantly predicts 

intention, in the presence of neutralization, the effect of informal sanctions on 

intention is insignificant. Part of this finding can be understood in terms of a 

comparison in effect size. In our analysis, the deterrence constructs collectively 

had a small effect (.12), whereas the effect of neutralization was quite large (.52) 

(Cohen 1988). Previous research in Criminology has highlighted the small effect 

size of sanctions (Cook 1980, Tittle 1980). Harrington (1996) also found the 

effects of codes of ethics, a kind of deterrence, to be weak whereas the effect of 

rationalizing was strong. A theoretical explanation for this finding is that when 

employees neutralize their actions, they rationalize away guilt, blame from others, 

and self-blame (Sykes & Matza 1957, Rogers & Buffalo 1974), all components of 

informal sanctions or shame. Therefore, when employees invoke neutralization 

techniques, the effect of informal sanctions may be overshadowed.  
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Third, our data suggest that formal sanctions do not predict IS security policy 

violations. While this finding is not consistent with empirical studies on 

compliance with IS security policies (Siponen et al. 2007) and computer abuse 

(Straub 1990, Kankanhalli et al. 2003), it is consistent with a study that applied 

neutralization techniques in the area of corporate crime (Piquero et al. 2005). 

Also, D’Arcy et al. (2009) reported a non-significant relationship between 

certainty of sanctions and intention. A possible explanation for the different 

results between this study and previous studies on IS security policy compliance 

and computer abuse is that neutralization techniques enable people to break the 

rules, while at the same time enabling them to view themselves as a rule-abiding 

in general (Sykes & Matza 1957, Rogers & Buffalo 1974). 

Finally, the fourth finding is the report of the most common and important IS 

security violations, shown in Table 10 of Appendix 2. To our knowledge, this is 

the first study that provides security managers’ views on the most important and 

common IS security violations. 

3.10 Limitations 

The use of intention as the dependent variable raises the question of whether 

intention indicates actual behavior. We offer two justifications for the use of 

intention as the dependent variable. First, measures of intention in criminological 

research are indicative of a motivation state or predisposition to commit an act 

(Paternoster & Simpson 1996) and are widely accepted in criminological research 

(Bachman et al. 1992, Cao 2004). Second, studies exploring the relationship 

between intention and actual behavior suggest a strong relationship between the 

two (Fishbein & Ajzen 1975, Green 1989, Pogarsky 2004). Thus, although the 

lack of a measure of actual behavior is a limitation, the intention measure is 

nonetheless a valuable approximation that yields insight into IT security policy 

violation research. 

Another limitation of this study is that some respondents may have already 

violated the IT security policy described in the scenario, in which case 

respondents may have responded highly to neutralization items in order to 

preserve their self-image. Because each respondent received one of three 

scenarios describing different IT security policy violations, we deem it unlikely 

that sufficient previous violators of policy existed in our sample to skew our 

results. However, since we did not measure previous violations of policy, we 

include this as a limitation. 
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Also, while the use of one item is a standard way to measure intention to 

violate in scenario-based instruments in Criminology (Paternoster & Simpson 

1996, Pogarsky 2004) and in Social Psychology (Rest & Narvaez 1994), there 

still remains the possibility of a threat to reliability due to mono-operation bias 

(Cook & Campbell 1979). This can be regarded as a possible limitation of the 

study. 

Finally, the cross-sectional design of the study limits our findings in at least 

two ways. First, because neutralization enables drift, a “temporary period of 

irresponsibility or an episodic relief from moral constraint” (Maruna & Copes 

2005: 231), it would be useful to observe patterns in drift over time, and how 

sanctions become more or less effective during periods of drift. The cross-

sectional design of this study precludes such observations. 

Second, the cross-sectional design makes it impossible to infer causation. 

Specifically, because we do not show that deterrents occur before neutralization 

techniques are introduced, we cannot claim that neutralization techniques reduce 

the effect of deterrents, although Neutralization Theory makes this implication 

(Sykes & Matza 1957). A longitudinal survey such as that performed by 

Paternoster et al. (1982) or an experiment might be used to provide evidence for 

this possibility.  

3.11 Implications for practice 

Previous work in other areas suggests that techniques such as adequate 

explanation to justify the organizational policy through seminars (Greenberg 

1990), victim-offender mediation (Thurman et al. 1984), and persuasive 

discussion (Fox 1999) aimed at inhibiting these neutralization techniques are 

useful means to change behavior. Based on these findings, we suggest the 

following strategies to challenge the rationalizations by employees. 

With respect to denial of injury, research in other areas has suggested that 

“victim-offender mediations” (Braithwaite 1999) or persuasive discussion (Fox 

1999) (Thurman 1984) make the offenders realize that there is an injury. In the IS 

security context, we suggest that organizations establish training sessions or other 

meetings where the employees are persuaded to understand why an injury may 

occur if an IS security policy is not followed. Puhakainen (2006) reported the use 

of scenario-based exercises as part of a training session as a good way to make 

employees realize what harm could happen if the security policies are violated. 

Also, because the influence of supervisors on their employees’ security behavior 



72 

is reported as a promising avenue to increase security policy compliance (Siponen 

et al. 2007), we suggest that supervisors should be encouraged to raise awareness 

of potential damage to the organization if the employees do not follow the 

security policies. 

With respect to denial of responsibility, supervisors in one-on-one 

interactions and speakers in company seminars need to stress that there is no 

excuse for IS security policy non-compliance, even if the employees are not sure 

what the policy is or if they don’t fully understand it. Previous research on 

employees’ noncompliance with policies suggests that training is a useful way to 

achieve this (Puhakainen 2006). Here the important aspect is to stress that all 

employees have the responsibility for their IS security actions and no one can 

escape this responsibility. Also, we suggest that security managers need to ensure 

that IS security policies are advertised prominently in the organization. It is also 

important to make sure that the IS security policies are readable and 

understandable for all employees.  

Regarding the defense of necessity, research in other areas suggests managers 

should emphasize to the employees that even when they are under the pressure of 

a tight deadline there is no excuse to use a shortcut that violates IS security 

policies. Finally, it is important to stress that the violation of IS security policies 

is the employee’s own choice. Security managers need to make sure that team 

leaders do not encourage their subordinates to bypass security rules when facing 

deadlines.  

In the same vein, with respect to the appeal to higher loyalties, security 

managers at organizations need to ensure that team leaders and line managers do 

not support their subordinates in violating IS security policies in order to get their 

jobs done. Here it is important to educate the employees to internalize that 

compliance with IS security policies is part and parcel of their work, and any 

neglect of compliance with IS security policies should be seen as negligence of 

one’s work responsibilities. Following this idea, condemnation of the condemners 

views should be tackled by justifying that even though compliance with IS 

security policies may require extra effort, it is important to make this extra effort 

and follow the IS security policy.  

As for the metaphor of the ledger, we suggest that it is important to point out 

to employees that their general compliance with policies is not enough—violation 

of any IS security policy cannot be justified. Similarly, employees should 

understand that hard work for the company does not give them justification to 

violate IS security policies occasionally.  
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In this study we offered information on the most common and important IS 

security violations as reported by 54 IS security experts. While we acknowledge 

that this information may not be generalizable, it is nonetheless a useful reference 

point for practitioners. 

Finally, although the effect of formal sanctions was not found to be 

significant in our analysis, we urge caution in concluding that formal sanctions 

are not effective deterrents. Formal sanctions have been found to be effective in 

other contexts (Straub 1990, Kankanhalli et al. 2003). In addition, according to 

the Theory of Cognitive Moral Development (Kohlberg 1969), individuals at the 

“Obedience” stage of moral development are only deterred by threat of sanctions. 

This suggests that formal sanctions should be used because of their effectiveness 

in deterring these individuals. Further, beyond their role as deterrents, formal 

sanctions (such as codes of ethics) serve as an important legal foundation 

allowing organizations to take clearly defined actions against those who violate 

policy2 (Harrington 1996). We therefore believe that formal sanctions serve an 

important role in the implementation and enforcement of IS security policies. 

3.12 Implications for research 

Our results highlight a number of opportunities for future research on employees’ 

IS security policy compliance. First, Robinson and Kraatz (1998) reported that 

techniques of neutralization are used more often in organizations where the norms 

stating what constitutes acceptable behavior are weak. Consequently, we suggest 

that there is a need to study whether weak cultural norms increase employees’ use 

of neutralization techniques. Research is also needed to explore whether there are 

specific reasons why neutralization techniques emerge. Neutralization Theory 

suggests that individuals break the rules when they learn neutralization techniques 

(Sykes & Matza 1957, Piquero et al. 2005), not when they are associated with 

other rule breakers as suggested by Differential Association Theory. Future 

research is needed to study whether this assertion is true. 

A second research stream related to the use of neutralization strategies is how 

best to inhibit neutralization techniques. Previous studies in other fields suggest 

that careful explanation and justification for organizational policies through 

seminars and education sessions has a key role in inhibiting employees’ attempts 

to use techniques of neutralization (Greenberg 1990). Hence, there is a need to 

                                                        
2 We thank an anonymous reviewer for this insight. 
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study the effect of educational programs based on theories of learning and 

campaigns based on principles of marketing (Puhakainen 2006). Experiments 

with control groups are especially welcomed (Greenberg 1990). With respect to 

educational programs, an interesting question for future research is whether web-

based education is more useful as compared to face-to-face educational sessions 

in inhibiting neutralization techniques invoked by the employees. Both qualitative 

and quantitative empirical research methods are needed to study this issue. First, 

we suggest the use of a pretest study to explore the baseline level of the 

employees by means of interviews or surveys, or both. Then we suggest several 

educational or campaign sessions, grounded upon solid theories, where 

employees are persuaded to comply with the policies. After each campaign or 

educational session, we suggest the collection of a posttest to gauge possible 

changes in employee behavior. In addition to the subjective and self-reported 

measures, we also encourage the use of positive measures.  

This above point leads us to the third research avenue. This paper used self-

reported intention as the dependent variable. While there is strong theoretical 

support for this practice, there is a need to study compliance by use of objective 

measures in order to see if there is a difference between these two approaches. 

Clearly, the use of objective measures is difficult, and requires some kind of 

monitoring to see whether the employees comply with policies. We believe that 

the common IS security policy violation problems reported in this study (e.g., 

“employees do not lock or log out of workstation”) might be noted by observing 

the offices of a large organization in person. While such ethnographical 

observation is not trivial, we suggest this as an important avenue for future 

research. Alternatively, logs of employees’ activity could provide objective 

measures of compliant behaviors.  

3.13 Conclusion 

There is no doubt that employees’ lack of compliance with IS security policies is 

a key problem that security managers encounter in organizations. Previous 

research in the IS field has viewed this problem through the lens of Deterrence 

Theory. The results of this study—although qualified by their limitations—

suggest that neutralization techniques influence employees’ intentions to violate 

IS security policies. Our study therefore highlights neutralization as an important 

factor to take into account with regard to developing and implementing 

organizational security policies and practices.  
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Our study highlights several directions for future research. First, additional 

surveys are needed to generalize the findings of this study to other contexts and 

cultures. Experimental studies are needed to demonstrate the causal effect of 

neutralization on noncompliance, possibly also comparing the effects of 

neutralization vis-à-vis those of sanctions. Second, in both survey and 

experimental designs, future research could also explore why employees “drift” 

into a state in which they begin using neutralization techniques. Third, 

employees’ security policy compliance should be evaluated via objective 

measures. Finally, policy awareness campaigns and educational sessions on 

neutralization need to be examined in order to identify effective means of 

inhibiting the use of neutralization techniques and thus improve IS security policy 

compliance.  
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4 IS Security Policy Violations: A Rational 
Choice Perspective 

4.1 Abstract 

Employee violations of IS security policy are reported to be a key concern for 

organizations. While behavioral research on IS security has received increasing 

attention from IS scholars, little empirical research has examined this problem. To 

address this research gap, we test a model based on Rational Choice Theory 

(RCT)—a prominent criminological theory not yet applied in IS—which explains 

an individual’s decision to commit a violation in terms of a utilitarian calculation. 

Our empirical results show that the effects of informal sanctions, moral beliefs, 

and perceived benefits convincingly explain employee IS security policy 

violations, while the effect of formal sanctions was insignificant. Based on these 

findings, we discuss several implications for research and practice. 

4.2 Introduction 

A major challenge for organizations is encouraging employees to comply with IS 

security policies. This is because no IS security practice or technique, no matter 

how good, is effective if not properly utilized by its users (Puhakainen 2006, 

Ernst & Young 2008). Employees who are aware of their organization’s IS 

security policies and yet willfully disregard or violate them are especially 

challenging, given that the existence of IS security policies and security 

awareness programs have little effect on these employees (Siponen 2000, Stanton 

et al. 2005). Despite the clear need to understand and respond to this problem, 

little IS research has investigated employee violations of IS security policies.  

Although IS scholars have examined IS security-related behavioral issues 

such as computer ‘abuse’ and ‘misuse’ (Straub 1990, Lee et al. 2004, D'Arcy et 

al. 2009), this body of research is not explicitly designed to measure the factors 

affecting intentional violations of IS security policies. For this reason, an 

understanding of computer abuse might not translate to a situation where 

employees are aware of the IS security policies, yet willfully choose to violate 

them.  

Further, IS research on computer abuse in particular, has focused on the cost 

of this utilitarian deterrence approach: formal sanctions. In turn, the perceived 
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benefits of norm breaking, informal sanctions and moral evaluations, have 

received less or no attention from IS security scholars, although recent studies in 

the field of Criminology have highlighted the important roles these constructs 

play in decisions to violate. More importantly, they have received no attention in 

the area of employee IS security policy violations. 

To fill this gap in the research, we test a model based on Rational Choice 

Theory—a prominent criminological theory that has not yet been applied to IS— 

to study employee IS security policy violations. This theory can be seen as a 

modern extension of classical Deterrence Theory, which holds that violations can 

be reduced by imposing sanctions that are certain and severe. However, RCT goes 

beyond Deterrence Theory by incorporating individuals’ perceptions of benefits 

of violations and informal sanctions, as well as espoused moral beliefs. According 

to RCT, individuals perform a mental utilitarian calculus involving each of these 

factors when making a decision to commit a violation. An empirical test of our 

model in two organizations strongly supports our model, showing that perceived 

benefits, moral beliefs, and informal sanctions significantly impact on employees’ 

IS security policy violations. However, contrary to the findings of several studies 

examining computer abuse, the effect of formal sanctions was not significant, 

suggesting that the contexts of computer abuse and intentional violations of IS 

security policies may be appreciably different. 

The remainder of this paper is organized as follows: The second section 

develops our theoretical model and hypotheses, and the third section presents the 

empirical results. The fourth section discusses the implications of these findings 

for research and practice. Finally, the conclusion summarizes the key findings and 

contributions of the paper.  

4.3 Theoretical Framework 

In order to better understand deliberate IS security policy violations, we use 

Rational Choice Theory as the basis for our theoretical model (Paternoster & 

Simpson 1993, Paternoster & Simpson 1996). Although Rational Choice Theory 

is a prominent theory in Criminology (Cao 2004), it has not yet been used in the 

field of Information Systems. RCT explains individuals’ decisions to commit 

crimes as utilitarian calculations, based on perceived benefits and formal and 

informal sanctions. Although commonly applied to explain criminal behavior, 

RCT is designed to be “sufficiently general to cover all violations”  
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(Becker 1968: 170), and is therefore also applicable to the study of violations of 

organizational IS security policies.  

Rational Choice Theory adopts a classical stance in Criminology, in which 

individuals weigh costs and benefits when deciding whether or not to commit a 

crime. According to this view, which can be traced back to Bentham (1748–1832) 

and Beccaria (1738–1794), and later to Becker’s (1968) Economic Theory of 

Crime, criminal behavior is rational and goal-oriented, based on an assessment of 

the perceived costs, sanctions, and benefits (Cao 2004). To be more precise, an 

individual will commit a criminal act if the expected benefits are greater than the 

associated costs. Although some have criticized RCT for assuming a fully rational 

criminal (Cornish & Clarke 1986), proponents of RCT hold that offenders’ 

decisions to commit crimes are subjective assessments, and “are often objectively 

wrong, due to individuals’ bounded rationality” (Becker & Mehlkop 2006: 197).  

Because of its emphasis on a deliberate, calculative decision process, RCT 

has been theorized to especially well explain white-collar crime (Paternoster & 

Simpson 1996). In fact, a review of empirical studies using RCT found that it 

better explains white-collar crimes than street-level crimes (Cao 2004). For this 

same reason, and because RCT has been found to be effective in the corporate 

context, we expect it to be well suited for explaining intentional IS security policy 

violations, which also involve a deliberate violation of organizational norms. We 

next discuss our theoretical model and its associated hypotheses. 

4.3.1 Research Model and Hypotheses 

In order to better explain IS security policy violations in situations where the 

employees are aware of the IS security policies, we developed a model based on 

Rational Choice Theory depicted in Figure 7 below. Consistent with RCT, our 

model includes disincentives (i.e., sanctions) as well as incentives (i.e., perceived 

benefits) for violating the IS security policy. Further, the rational choice model 

suggests sanctions include both informal sanctions (i.e., unstated social penalties) 

as well as formal sanctions (explicit penalties for specific forms of misconduct). 

Additionally, recent developments of RCT have incorporated the effect of moral 

beliefs in the utilitarian calculus of considering an act. Accordingly, our model 

also incorporates moral beliefs. Each of these elements and their associated 

hypotheses are discussed below. 
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Fig. 7. Rational Choice Model of IS Security Policy Violations. 

Formal Sanctions 

Formal sanctions are explicit penalties imposed for specific forms of misconduct, 

and are the mainstay of Deterrence Theory, which RCT extends. According to 

Deterrence Theory, undesirable behaviors can be deterred by imposing formal 

sanctions. The more forceful or effective the sanction, the more undesirable 

behaviors will be deterred. Further, the severity and certainty are important 

factors that determine the effectiveness of a sanction. In research on computer 

abuse, Straub (1990) found that sanctions deterred users from committing 

computer abuse. D’Arcy (2009) similarly found that the severity of formal 

sanctions had a significant effect on users’ intentions to commit computer abuses. 

Given this theoretical and empirical support, we hypothesize the following: 

H1: Formal sanctions negatively affect intention to violate the IS security 

policy. 

Informal Sanctions 

In the last several decades, criminologists and social psychologists have extended 

Deterrence Theory to include “non-legal costs” (Pratt & Cullen 2000: 367), such 
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as informal sanctions (Piquero & Tibbetts 1996). Informal sanctions are unstated 

social penalties for undesirable behavior, such as the disapproval of friends or 

peers (Paternoster & Simpson 1996), social censure (Bachman et al. 1992) or 

embarrassment (Grasmick & Bursik 1990). Empirical findings for the effects of 

informal sanctions are mixed and depend on the type of offense involved. 

Paternoster and Simpson (Paternoster & Simpson 1996) found that informal 

sanctions had a significant effect on intentions to commit white-collar crime, 

whereas the effect of formal sanctions was significant. Hence, we hypothesize 

that: 

H2: Informal sanctions negatively affect intention to violate the IS security 

policy. 

Moral Beliefs 

It has been suggested that traditional views of the Rational Choice Theory do not 

take into account the moral beliefs of individuals (Bachman et al. 1992). These 

commentators maintain that offenders may refrain from offending, not because 

they fear sanctions, but simply because they evaluate the offense as morally 

wrong. Bachman et al. (1992) reviews prior research concerning the role of moral 

beliefs and highlights two possibilities in this respect. First, the moral belief may 

be so strong that the other factors are irrelevant. This view is consistent with the 

ethical doctrine of Universal Prescriptivism (Hare 1981), which explains that 

moral beliefs override other concerns, such as assessments of potential benefits 

and sanctions. On the other hand, when moral beliefs are not strongly held, 

formal sanctions are then needed (Bachman et al. 1992). 

Of these components, Paternoster and Simpson (1996) note that moral 

inhibitions were found to be the strongest predictor of corporate crime. This 

finding with respect to moral inhibitions is supported by various studies 

(Bachman et al. 1992, Elis & Simpson 1995). For example, Bachman et al. 

(1992) found that sexual assault was inhibited not only by formal sanctions, but 

also by the perceived immorality of the act. In fact, Bachman et al. (1992) 

reported that formal sanctions were irrelevant for offenses regarded as morally 

wrong. Based on the foregoing, we hypothesize that: 

H3: Moral beliefs negatively affect intention to violate IS security policy. 
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Perceived Benefits 

Rational Choice Theory predicts that perceived benefits positively affect 

decisions to commit violations. Empirical studies have found wide support for 

this relationship. Perceived benefits might be intrinsic such as the thrill or 

excitement experienced by some when committing a crime (Wood et al. 1997) or 

extrinsic such as money (Ducan et al. 2005). In the area of information security 

policy compliance, time saving has been identified as a major incentive to violate 

policies. Puhakainen (2006) found in a series of qualitative interviews that 

because information security policies were perceived to slow work down with 

added procedures, interviewees perceived saving time as a clear benefit of 

obviating IS security policies. Hence, we hypothesize that: 

H4: Perceived benefits positively affect intention to violate the IS security 

policy. 

4.4 Method 

To empirically examine IS security policy violations, we employed a hypothetical 

scenario method, which poses respondents with a hypothetical situation followed 

by a question asking the likelihood that they would behave in the same way under 

similar circumstances (Nagin & Paternoster 1993). This method choice was made 

for several reasons. First, IS security policy violations, like other socially 

undesirable behavior, is difficult to measure directly via conventional means due 

to respondents’ tendency to conceal information or to respond to questions in 

socially desirable ways (Trevino 1992). In contrast, because of the hypothetical, 

third-person nature of the scenarios, the scenario method provides an indirect 

means of measuring socially undesirable behavior, offering respondents a less 

intimidating means of reporting their intentions (Harrington 1996). For this 

reason, the scenario method is commonly used to research ethical/unethical 

behavior in the social sciences (O'Fallon & Butterfield 2005) in general and in the 

field of Information Systems in particular (Harrington 1996, Banerjee et al. 1998, 

D'Arcy et al. 2009). 

In addition to these methodological advantages, the scenario method provides 

substantial theoretical benefits when applied to Rational Choice Theory, which 

holds that a potential offender weighs probabilities of costs and potential benefits 

within a specific context (Becker 1968). Contextual details are also thought to 
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have bearing in this calculus, as both cost/benefit considerations and contextual 

details are thought to be considered simultaneously in making a decision to 

offend (Bachman et al. 1992).  

Because of these factors, Rational Choice Theory has most often been 

examined in Criminology using a hypothetical scenario methodology (Paternoster 

& Simpson 1996). This is because, first, individuals’ decision-making is a rational 

and calculated activity based on the specific characteristics of the scenario, a key 

assumption of RCT. In fact, Grasmick and Bursik (1990: 844) state that a study 

using RCT requires a hypothetical scenario methodology to make this calculative 

activity possible. 

Second, the scenario includes context-specific information widely thought to 

be important in decisions to commit deviant behavior. Bachman et al. (1992) and 

Klepper and Nagin (1989) strongly recommend including contextual information 

in scenarios describing an offense, and criticize traditional surveys that use 

questions that are not connected to any specific context. Thus, the scenario 

method is particularly amenable to the application of Rational Choice Theory 

because a specific offense is described a within a specific context that includes 

descriptions of costs and benefits, allowing respondents to make an intuitive 

calculus in reporting their intention to violate the policy. 

4.4.1 Scenario Design 

To improve the generalizability of our findings across a variety of IS policy 

violations, we designed three scenarios describing different IS policy violations. 

A key step in designing the scenarios was to ensure that they are realistic and 

commonplace to respondents (Piquero & Hickman 1999). To do so, we surveyed 

111 IT security practitioners using a belief elicitation process designed by 

(Limayem & Hirt 2002). This involved asking the practitioners via an open-ended 

questionnaire to list four IS security policy violations that were both common and 

consequential. We obtained 54 responses yielding a 49 percent response rate. We 

then categorized responses using content analysis (Krippendorff 2004) and ranked 

the responses. The top three IS security policy violations cited by practitioners 

were (1) sharing or writing down passwords, (2) failing to lock or log out of 

workstations when not in use, and (3) copying sensitive data to insecure portable 

USB storage devices. We then crafted scenarios for each of these common policy 

violations. 
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To ensure that the designed scenarios were realistic in content, each scenario 

was reviewed by 15 IT security managers. After three rounds of review and 

revision, a consensus was reached that the scenarios were realistic in form and 

detail. The final scenarios are listed in Appendix 7. 

4.4.2 Instrumentation 

Items were drawn from previously validated instruments where possible (Straub 

1989) and are listed in Table 21 of Appendix 7. In cases where previous 

instruments used only a single indicator for an independent variable, additional 

items were derived to enable reliability testing.  

For the deterrence constructs, each severity of sanction measure was 

multiplied by its corresponding certainty of sanction measure. This yielded 

several composite sanction measures that “reflected both the risk and cost of 

perceived punishment” (Nagin & Paternoster 1993: 481).  

For the perceived benefits construct, previous research indicates that time 

saving is a key motivator for employee IS security policy violations (Puhakainen 

2006). Because we could not find measures that describe saving time by violating 

IS security policies, we created four new items for this construct based on the 

qualitative interview analyses of Puhakainen (2006). Qualitative feedback on the 

content validity of these items was obtained from two IT security managers who 

acted as subject matter experts. Reliability and discriminant and convergent 

validity for these measures was assessed via a pretest (described later), the results 

for which showed that the measures exhibit excellent reliability and construct 

validity (Straub et al. 2004b). 

The dependent variable, intention to violate the IS security policy, was 

measured using a single item: “What is the chance that you would do what [the 

scenario character] did in the described scenario?” The response scale ranged 

from 0 (“no chance at all”) to 10 (“100 percent chance”). Although Cook and 

Cambell (1979) caution against the use of single-item measures to avoid mono-

operation bias that could prevent constructs from being reliably measured, Straub 

et al. (2004b) point out that in certain cases a single-item measure is most 

appropriate. Such is the case with the intention measure in scenario-based surveys 

in which the respondent is asked his/her probability of behaving similarly to the 

character in the scenario (Pogarsky 2004). Because measurement error is not 

expected for this item, a single-item is typically used (Paternoster & Simpson 

1996). 
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In addition to questions relating to theoretical constructs in our model, we 

also asked respondents demographic questions for age, gender, and length of 

work experience. Furthermore, we asked respondents to rate how realistic they 

found the scenario to be from 0 (not realistic at all) to 10 (100 percent realistic). 

4.4.3 Pretest 

We pretested our instrument to evaluate the psychometric properties of the items 

(Boudreau et al. 2001). Data for the pretest were collected from 39 part-time 

students at a Finnish university with work experience. This sample was chosen 

because students attending the university are made aware of and are obliged to 

follow the university information security policy. Further, formal sanctions are in 

place for those found violating the policy. Thus, respondents were familiar with 

the IS security policies and potential sanctions for violations. In addition, these 

students work in companies. Factorial validity was assessed using Principal 

Components Analysis; item reliabilities were assessed using Cronbach’s α Items 

contributing to either poor construct validity or reliability were rephrased or 

dropped. 

4.4.4 Primary Data Collection 

Primary data was collected from two Finnish organizations, a high-tech services 

company and a major bank, both of which handle sensitive information. These 

organizations were chosen to compose the sample frame because both 

organizations use IS security policies and have clear sanctions in place for policy 

violations. Further, both organizations publish their IS security policies within the 

company and employ IS security managers in charge of overseeing compliance 

with IS security policies. Thus, respondents were knowledgeable of the survey 

subject matter. Descriptive statistics for the data collected are shown in Table 6 

below. Given the difficulties in obtaining information security-related data from 

companies (Kotulic & Clark 2004), the response rate can be regarded as quite 

good in this context. 
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Table 6. Descriptive Statistics for Samples 

Sample Sample 

Frame 

Response 

(Rate) 

Average Age Average Work 

Experience 

Male/ Female %* 

IT Services company 300 134 (45%) 45 21.5 48% / 52% 

Bank 400  69 (17%) 44 21 28% / 71% 

Total 700 203 (29%) 45 21 59% / 41% 

* Note: some respondents chose not to report gender. 

4.5 Results 

We analyzed our model using Partial Least Squares (PLS) using SmartPLS 

software (Ringle et al. 2005). We chose PLS because of its ability to 

simultaneously evaluate the measurement and structural models and because of 

its usefulness in exploratory theory-building research (Gefen et al. 2000a, Chin et 

al. 2003). We have documented our steps to test the reliability and validity of our 

model in Appendix 8; tests to assess common methods variance are reported in 

Appendix 9. The results of all of these tests met the standards of high rigor for 

quantitative IS research (Straub et al. 2004b). 

4.5.1 Assessing the Effects of Control Variables 

In testing our hypotheses, we controlled for the effects of six variables: sub-

sample, scenario received, reported realism of the scenario, gender, age, and work 

experience. To do so, we followed an approach similar to hierarchical regression, 

in which we first tested a model consisting only of the control variables and their 

effects on intention to violate the IS security policy. Collectively, the control 

variables explained 7 percent of the variance in intention. Next, we added our 

theoretical constructs and their effects to the model. In this full model, explained 

variance increased from 7 to 31 percent. To test whether this increase was 

significant, we performed the following analysis. First, the effect size of adding 

the theoretical constructs to the model was calculated as: f2 = (R2
Full model – R2

Partial 

Model)/(1 – R2
Full Model) (Chin et al. 2003), which yielded a large effect size of .35 

(Cohen 1988). Next, the significance of this change in explained variance was 

obtained by calculating a pseudo F-test, in which the effect size (f2) was 

multiplied by (n – k – 1), where n is the sample size and k is the number of 

independent variables (Mathieson et al. 2001). This yielded a significant result (F 

= 69.73, p < .001), indicating that the theoretical variables explain substantially 
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more variance in the model than do the control variables. In the full model, only 

realism and gender had significant effects. Realism had a positive effect (with a 

path coefficient of .19), while gender had a negative effect on compliance (-.21). 

4.5.2 Results of Theoretical Model Testing 

The results of our theoretical model testing are depicted in Figure 8. For the first 

two hypotheses, formal sanctions had no significant effect on intention to violate 

the IS security policy. Thus, H1 was not supported. The effect of informal 

sanctions was significant, albeit at the .10 alpha level. Further, the size of the path 

coefficient for this effect was -.10, lower than the .20 threshold of what is 

considered a meaningful coefficient size (Chin 1998). Therefore, although 

informal sanctions had a significant effect on intention, this effect was 

insufficient to support H2. 

Fig. 8. Research Model Showing Results of PLS Analysis. Notes: N.S. = non-

significant; * p < .10; *** p < .001. 

In contrast to the insignificant effects of sanctions, moral beliefs had a significant 

negative effect on intention, with a path coefficient of -.36 (p < .001). Thus, H3 

was supported. Similarly, perceived benefits had a significant positive effect on 

intention, with a path coefficient of 29 (p < .001); thus, H4 was also supported. 
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4.6 Discussion 

Based on these results, we next highlight several findings. First, we find that 

moral beliefs are an excellent predictor of intention to violate IS security policies. 

This finding is consistent with studies in Criminology (Bachman et al. 1992, Elis 

& Simpson 1995, Paternoster & Simpson 1996). In the area of IS security, this 

finding is consistent with D’Arcy et al. (2009), who found that moral 

commitment had a similar negative effect on IS misuse intentions (-.37, p < .001). 

Furthermore, in IS security research, Siponen (2000, 2002) postulated the 

possible role of moral beliefs as a key motivational factor for employees to 

comply with the IS security policies. However, to our knowledge, this is first 

study that has empirically studied the role of moral beliefs with respect to 

employees’ intentional violation of IS security policies.  

Second, perceived benefits also had a significant positive effect on intention, 

although in the opposite direction to moral beliefs. Rational Choice Theory 

describes a mental calculus in which not only potential sanctions are taken into 

account when considering an act of violation, but also potential benefits, which in 

our case was time saving. While the role of perceived benefits has not been 

studied in the IS security literature to our knowledge, this finding is consistent 

with studies in Criminology (Wood et al. 1997, Ducan et al. 2005).  

Third, the effect of formal sanctions was not supported. While the results are 

consistent with the Rational Choice model of Paternoster and Simpson (1996), the 

findings regarding sanctions are mixed in computer abuse research. For example, 

D’Arcy et al. (2009) found that only the severity of formal sanctions was 

effective in reducing IS misuse. Finally, the effect of informal sanctions was not 

supported, though a small, somewhat significant effect (p < .10) was detected. 

These results may imply that sanctions, both formal and informal, are less 

effective in explaining intentional violations of IS security policies, as compared 

to perceived benefits and moral beliefs. 

4.6.1 Implications for Practice 

Our findings suggest that the role of formal and informal sanctions should be 

deemphasized in organizations. Instead of sanctions, the focus of IS security 

awareness actions at organizations should be directed towards positive means of 

enforcement. In practice, this means that organizations should arrange IS security 

training sessions, where the IS security educator may persuade organizational 
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members that violation of IS security policies is morally wrong and that 

compliance of the policies is morally correct. However, here it is important to 

note that such a strategy requires that the organization’s IS security activities can 

withstand moral scrutiny (Siponen 2002).  

With respect to perceived benefits of violating IS security policies, we 

suggests that top management and supervisors should communicate a clear and 

consistent message stating that saving work time does not justify violating IS 

security policies, and that adherence to IS security policies is integral to employee 

job descriptions and responsibilities. 

4.6.2 Implications for Research 

Previous studies in moral development literature suggest that people can 

gradually change their moral judgment through well-designed moral education 

and argumentation (Kohlberg 1984). With this backdrop, and keeping in mind our 

finding that moral beliefs have a significant effect on intention to violate the IS 

security policy, the key avenue for future research is to study the effect of 

carefully designed moral persuasion techniques on employees’ compliance with 

IS security policies. A number of strategies may be pursued in such an 

educational program. One is the Kohlberg-Blatt method of inducing cognitive 

conflict (Crain 2004). Another method favored by Kohlberg is role-taking 

opportunities, which refer to opportunities to consider others’ viewpoints 

(Kohlberg 1976). In the IS security policy compliance context, considering 

others’ viewpoints could provide discussion as to what consequences non-

compliance with IS security policies could have for members of the organization 

and the organization as a whole.  

Such educational interventions can be measured by traditional pre- and 

posttests with self-reports or objective measures, in which the pretest 

measurement provides the baseline for employee attitudes before the IS security 

training. The posttest is then administered after the IS security training sessions to 

see the effect of the moral discussion provided by the IS security training on 

employee attitudes. The pre/post design can also be used in the case that 

employees do not have sufficient knowledge to successfully answer the pre-test 

before the educational intervention (e.g., employees may not understand a pretest 

question like “do you use email encryption to encrypt confidential email 

messages” or confuse it with encryption of remote login connection, and as a 
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result, may provide incorrect information in the pre-test). In addition, experiments 

with control groups are especially welcomed (Greenberg 1990).  

Similar pre/post tests are needed to study how organizations can overcome 

employees’ perceptions of benefits for violating IS security policies. Based on 

research in other fields (Greenberg 1990), we suggest that carefully designed IS 

security training sessions where the educators provide persuasive messages 

arguing that saving time does not justify violations of IS security policies. 

4.7 Limitations 

It is important to consider two principal limitations of this study. First, as is the 

case with most IS research, data were collected from within a single country. It 

may be possible that the results of this study will not generalize to other countries 

and cultures. A needed avenue of future research is to examine the effects of 

sanctions, benefits, and moral beliefs across cultures. 

Another limitation is the examination of intention rather than actual behavior 

in the study. It is possible that respondents’ reported intentions may differ from 

their actual behavior. However, two considerations help to mitigate this 

limitation. First, the informational value of reported intention is not only for its 

use as a proxy for actual behavior. Rather, in the context of scenario studies, 

reported intention is indicative of “a motivational state that exists just prior to the 

commission of an act. We think of it as a measured reflection of a predisposition 

to commit [an act]” (Paternoster & Simpson 1996: 561). Thus, reported intention 

is a measure of predisposition to violate IS security policies, making it well suited 

as a measure of prospective behavior. 

Second, a large number of studies in the social sciences have found that 

reported intentions do correlate strongly with actual behavior (Notani 1998, 

Sutton 1998, Albarracin et al. 2001). Within the field of Criminology, reported 

intentions to offend have been found to correlate highly with past offenses 

(Grasmick & Bursik 1990, Nagin & Paternoster 1994, Nagin & Pogarsky 2001), 

actual offenses in the future (Murray & Erickson 1987, Green 1989, Beck & 

Ajzen 1991), and concurrent offending behavior (Pogarsky 2004). Thus, strong 

empirical support exists for the validity of the intention measure as a useful 

measure of surrogate for actual behavior. Nevertheless, this limitation should be 

kept in mind in interpreting the results of this study. 
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4.8 Conclusions 

While employees’ compliance with IS security policies is reported to be a key 

concern for organizations, little empirical research has devoted attention to this 

concern. To address a related problem, namely computer abuse, IS scholars have 

applied utilitarian-based deterrence approaches that focused on formal sanctions. 

In comparison, informal sanctions, perceived benefits, and moral evaluations 

have received less or no attention from IS security scholars. As recent studies in 

Criminology have highlighted the role of moral beliefs over formal sanctions, it is 

important to study the role of moral beliefs and benefits with respect to 

employees’ adherence to IS security policies. To fill this gap in the research, we 

have tested a model based on Rational Choice Theory, which can be seen as an 

extension of Deterrence Theory. It explains individuals’ decisions to break norms 

as utilitarian calculations, based on perceived benefits, moral beliefs, and formal 

and informal sanctions. The results of our tests strongly support our model, 

suggesting that perceived benefits have a substantial impact on employees’ non-

compliance with IS security policies. In turn, moral beliefs also have a substantial 

effect. The practical implications of the study suggest that the use of formal and 

informal sanctions should be deemphasized. Instead, focus should be placed on IS 

security awareness activities that address perceived benefits of non-compliance 

and moral beliefs. Accordingly, future research should study the effect of IS 

security training sessions and campaigns through experiments and surveys. 
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5 Motivating IS Security Compliance: Insights 
from Habit and Protection Motivation Theory 

5.1 Abstract 

Employees’ failure to comply with IS security procedures is a key concern for 

organizations. To address this concern, a number of socio-cognitive theories have 

been used to explain this failure. However, previous studies have not examined 

the influence of past behavior on decisions to comply. This is an important 

omission because past behavior has been theorized to strongly affect decision-

making.  

To address this research gap, we integrate the Theory of Habit with 

Protection Motivation Theory (PMT). An empirical test shows that habitual IS 

security compliance strongly reinforces the cognitive processes theorized by 

PMT, as well as intentions for future compliance. 

5.2 Introduction  

Organizations typically encounter at least one breach of security due to an 

information security policy violation in a given year (Bagchi & Udo 2003). 

Furthermore, it is estimated that over half of all IS security breaches are indirectly 

or directly caused by employee failure to comply with IS security procedures 

(Dhillon & Moores 2001, Stanton et al. 2005). Unsurprisingly, a critical concern 

for organizations is the extent to which employees comply with information 

security policies (Puhakainen 2006). In this context, a number of different 

approaches—including economic (Gal-Or & Ghose 2005, Kumar et al. 2008, Png 

et al. 2008) and behavioral (Straub 1990, Zviran & Haga 1999, Xiaowen et al. 

2005)—have been advanced in the IS security literature to either better ensure 

that employees comply with the information security procedures of their 

organizations or to explain computer abuse. 

Many of behavioral approaches draw from theories of Criminology, such as 

Deterrence Theory (Straub 1990, D'Arcy et al. 2009), Rational Choice Theory 

(Willison & Backhouse 2006), and Neutralization Theory (Willison 2006). Also, 

socio-cognitive models, such as Protection Motivation Theory, have received 

interest from IS security scholars (Siponen et al. 2006, Pahnila et al. 2007, Herath 

& Rao 2009b). These works, while very valuable, have not examined the 
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influence of past IS security compliance behavior on appraisals of threats and 

coping responses of PMT. This is an important omission since Rogers (1983), in 

his revised formulation of PMT, theorized that past behavior strongly influences 

the PMT cognitive process. 

To address this research gap, we integrate the full PMT model with the 

Theory of Habit, a robust theory from the field of cognitive psychology that 

highlights the pervasive effect of habit on human behavior (Verplanken & Aarts 

1999). Doing so allows us to examine the influence of past IS security 

compliance behavior on threat appraisal and coping mechanisms theorized by 

PMT. 

To evaluate our model, we performed an empirical study in an organization in 

Finland (N=210), the results of which offer relevant insights for both practitioners 

and researchers. For researchers, this paper advances a new perspective of PMT 

in which habit influences the cognitive process of protection motivation. For 

practitioners, this paper provides added insight into why employees choose to 

comply with the information security policies of their organization. 

The rest of the manuscript is organized as follows. The second section 

reviews the previous work on PMT in IS security research at organizational 

context. Third section advances the research model and associated hypotheses. 

The fourth section discusses the research method and the research design. Fifth 

section presents the results. The sixth section provides a discussion of the results, 

its limitations, and the implications of the present study for future research and 

practice. The seventh section provides a conclusion for the manuscript.  

5.3 Previous IS Security Research Using Protection Motivation 
Theory  

Previous work in PMT in IS in organizational context have focused on employees 

compliance with IS security procedures. Pahnila et al. (2007) and Siponen et al. 

(2006) introduced an integrated model of PMT, where they added sanctions in 

terms of deterrence theory and actual behavior to the PMT. Similarly, Herath and 

Rao (2009b) combined PMT with formal sanctions of deterrence theory and 

Theory of Reasoned Action (subjective norm, attitude). Workman et al. (2008) 

developed a Threat Control Model derived from PMT. However, no recent study 

has fully employed the all of the coping and threat appraisals of PMT as theorized 

by Rogers (1983). Table 7 summarizes the previous work on employees’ 

compliance, as based on PMT. 
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Table 7. Previous IS Research Using Protection Motivation Theory. 

Study Elements of Protection Motivation Theory per Rogers (1983) 

Source of 

Information 

Vulnerability 

 

Severity 

 

Rewards 

 

Response 

Efficacy 

Self-

Efficacy 

Response 

Cost 

Herath and 

Rao (2009b) 

No Yes Yes No Yes Yes Yes 

Pahnila et al. 

(2007) 

No Combined 

with severity 

Combined with 

vulnerability 

No Yes Yes No 

Siponen et al. 

(2007) 

No Combined 

with severity 

Combined with 

vulnerability 

No Yes Yes No 

Siponen et al. 

(2006) 

No Combined 

with severity 

Combined with 

severity 

No Yes No No 

Workman et 

al. (2008)  

No Yes Yes No Yes Yes Yes 

For example, response cost is only used by two studies (Workman et al. 2008, 

Herath & Rao 2009b). No study has used rewards. (In the context of IS security 

compliance, this means rewards for non-compliance.) This partial application of 

PMT is problematic, because it presents an incomplete view of the cognitive 

mediating processes which are central to PMT (1983), potentially distorting the 

predictions proposed by the theory. 

Furthermore, it is suggested in the literature that past behavior functions as an 

important source of information that influences the process of protection 

motivation (Rogers 1983). However, as of yet, no studies on IS security policy 

compliance have researched sources of information antecedent to the PMT 

process. To overcome these two gaps in the literature—namely, (1) a lack of the 

full PMT applied to IS security policy compliance, and (2) missing research on 

sources of information antecedent to the process of protection motivation—we 

extend the full PMT model to include habit as an antecedent effect. The next 

section describes the development of the extended model. 

5.4 Theoretical Model 

The theoretical model of this paper employs two complimentary theories: habit 

theory and Protection Motivation Theory. To begin with, Rogers’ original full 

formulation of PMT explicitly suggested that “prior experience” is a preceding 

factor for Protection Motivation Theory (Rogers 1983). Additionally, Maddux 

(1993) emphasized that situational cues relating to the notion of habit have not 
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received empirical attention in social cognitive models in general and PMT in 

particular. Maddux (1993) argued that the PMT model assumes that both 

situational cues and habit have important effects on the decision-making process 

of PMT, and should be studied empirically. 

This view is also shared by scholars of habit. Aarts and Knippenbergs (1998) 

and Aarts, Paulussen and Schaalma (Aarts et al. 1997) suggest that Rogers’ full 

PMT model (Rogers 1983) sheds new light on the reasoned and deliberate nature 

of behavior. However, Aarts and Knippenbergs (Aarts & Knippenberg 1998) and 

Aarts, Paulussen and Schaalma (1997) maintain that one important aspect that has 

consistently been overlooked in PMT research is the fact that many of the 

behaviors studied are repetitive, executed on a daily basis, and therefore may 

become routine or habitual. With this background, this paper theorizes that habit 

is a determinant of the cognitive mediating process of protection motivation. The 

integrated model which we develop in this section is foreshadowed in Figure 9 

below. 

Fig. 9. The research model. 
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5.4.1 Protection Motivation Theory  

Protection Motivation Theory suggests that information about a threat causes a 

cognitive mediating process in individuals that appraises maladaptive or adaptive 

responses (Rogers & Prentice-Dunn 1997). To illustrate this, employees’ non-

compliance with information security policies represents a maladaptive response, 

while compliance with the information security policies is an adaptive response. 

The maladaptive response is associated with what is known as threat appraisal 

factors. Protection Motivation Theory suggests that these factors decrease the 

likelihood of maladaptive response, such as non-compliance with IS security 

policies.  

In Protection Motivation Theory, the three threat appraisal factors are 

rewards, severity, and vulnerability (Rogers & Prentice-Dunn 1997). Rewards 

refer to any intrinsic or extrinsic motivation for increasing or keeping an 

unwanted behavior (Rippetoe & Rogers 1987) which, in this case, is employees’ 

non-compliance with information security policies. In the context of IS security 

compliance, rewards can be the time saved when an employee does not follow IS 

security policies. Vulnerability refers to the probability that an unwanted incident 

will happen if no actions are taken to prevent it from occurring (Rippetoe & 

Rogers 1987). In the context of our study, vulnerability denotes employees’ 

assessment of whether their organization is open to IS security threats if no IS 

security measures are taken to counter them. The final component of PMT is 

severity, which refers to the level of the potential impact of the threat (i.e., how 

severe the threat is, and how severe the damage that the threat can cause is) 

(Rippetoe & Rogers 1987). In our context, threat refers to the severity of the IS 

security breach, and severity refers to possible negative event caused by an IS 

security breach at an organization. Hence, we hypothesize: 

H1: Vulnerability positively affects employees’ intention to comply with IS 

security policies. 

H2: Perceived severity positively affects employees’ intention to comply with 

IS security policies. 

H3: Rewards negatively affect employees’ intention to comply with IS security 

policies. 

PMT also consists of coping appraisal factors, which are related to the increase of 

the adaptive response. In our case, the adaptive response is employees’ 



98 

compliance with information security policies. Coping appraisals consist of three 

dimensions: response efficacy, response cost, and self-efficacy. Response efficacy 

refers to the belief in the perceived benefits of the coping action (Rogers 1983)—

that is, the belief that carrying out the coping action will remove the threat. In our 

context, it means that compliance with IS security policies is an effective 

protection against IS security threats.  

Self-efficacy, based on Bandura (Bandura 1977), refers to an individual’s 

judgment of their capabilities to perform the coping response actions. In the 

context of our study, self-efficacy refers to employees’ belief as to whether they 

can successfully comply with IS security policies or not. According to PMT, this 

belief enhances compliance with policies and procedures. Finally, response cost 

relates to any cost associated with adherence to IS security policies, such as the 

inconvenience incurred by complying with IS security policies. Hence, we 

hypothesize:  

H4: Response efficacy positively affects employees’ intention to comply with 

IS security policies. 

H5: Self-efficacy positively affects employees’ intention to comply with IS 

security policies. 

H6: Response cost negatively affects employees’ intention to comply with IS 

security policies. 

5.4.2 Habit Theory 

Habit is defined as “learned sequences of acts that have become automatic 

responses to specific cues, and are functional in obtaining certain goals or end-

states” (Verplanken & Aarts 1999: 104). Often habit is assessed with a 

measurement of past behavior or behavioral frequency (Verplanken & Orbell 

2003, Brug et al. 2006), as in the case of the well-known model by Triandis 

(1980).The view that habit is based on past behavior or behavioral frequency 

alone has been criticized. This critique states that behavioral frequency alone does 

not recognize the automatic character of habit (Verplanken & Orbell 2003, Brug 

et al. 2006). In the same vein, Ajzen (2002) notes that the frequency of past 

behavior (meaning the number of times the past behavior has been performed) is 

not necessarily an indicator of habitual behavior. According to Ajzen, “Whether a 

frequently performed behavior has or has not habituated is an empirical question, 
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and to answer it we need an independent and validated measure of habit” (Ajzen 

2002: 109). To address this concern, the research group led by Verplanken and 

Orbell developed and validated a habit instrument that is not based on 

assessments of past behavior alone, but also recognizes the key element of the 

habit construct: automaticity (Verplanken & Orbell 2003). A number of studies 

have validated the instrument (Verplanken 2006, Verplanken & Melvik 2008).  

As discussed earlier, prior experience functions as a preceding factor for 

Protection Motivation Theory. Given that habit is a combination of past behavior 

and a degree of automatic behavior, we suggest that the habit construct as 

formulated by Verplanken and Orbell (2003) is an excellent theoretical approach 

to conceptualize prior experience. In addition to measuring the frequency of past 

behavior, the habit instrument of Verplanken and Orbell (2003) also measures the 

automatic nature of the behavior. Hence, we suggest that the aforementioned habit 

theory constitutes the prior experience, which is a key preceding factor of 

Protection Motivation Theory (Rippetoe & Rogers 1987). We hypothesize that 

habitual behavior to comply with IS security policies has a negative influence on 

response cost and rewards, and is positive for all other constructs of Protection 

Motivation Theory. Hence, practicing the habit of complying with IS security 

policies is assumed to decrease both the rewards for non-compliance and the 

response cost (e.g., feeling that time is wasted when complying with IS security 

policies, or experiencing frustration when complying). In turn, practicing the 

habit of complying with IS security policies is assumed to have a positive 

influence on severity, self-efficacy, response efficacy, and vulnerability. Thus, we 

hypothesize that: 

H7a: Habit positively influences vulnerability. 

H7b: Habit positively influences perceived severity. 

H7c: Habit negatively influences rewards. 

H7d: Habit positively influences response efficacy. 

H7e: Habit positively influences self-efficacy. 

H7f: Habit negatively influences response cost. 
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5.5 Research Design 

We empirically assessed our model using a hypothetical scenario method (Weber 

1992). This technique, also known as a vignette or policy capturing method, uses 

vignettes that “present subjects with written descriptions of realistic situations and 

then request responses on a number of rating scales that measure the dependent 

variables of interest” (Trevino 1992: 127–128). Scenario-based methods are a 

common means of assessing anti-social and ethical/unethical behavior (Pogarsky 

2004). In a review of 174 ethical decision-making articles appearing in premier 

business journals, 55 percent employed a scenario method (O'Fallon & 

Butterfield 2005). In the field of IS, the scenario method has been used to study 

ethical issues such as software piracy (Moores & Chang 2006), computer abuse 

(Harrington 1996, Banerjee et al. 1998, D'Arcy et al. 2009), and privacy concerns 

(Malhotra et al. 2004), as well as more general topics such as media choice 

(Straub & Karahanna 1998a). 

The scenario method offers several advantages for research on unethical or 

socially undesirable behavior. First, scenarios afford an indirect way of measuring 

intention to commit unethical behavior, which is difficult to measure directly 

because individuals are likely to conceal their behavior and respond to questions 

in socially desirable ways (Trevino 1992). Furthermore, because scenarios 

describe another’s behavior in hypothetical terms, the respondent may feel less 

intimidated to report an intention to act similarly to the person described in the 

scenario (Harrington 1996). 

Second, scenarios can incorporate situational details thought to be important 

in decisions to behave unethically (Klepper & Nagin 1989). When survey 

questions ask respondents in general terms whether they would behave 

unethically—and the questions do not provide reference to a particular context or 

situation—respondents are forced to contrive in their own minds circumstances in 

which they might consider doing so. This can introduce measurement error if the 

imagined circumstances are different from those in which the unethical behavior 

is actually performed (Bachman et al. 1992). Scenarios provide a way to enhance 

the realism of decision-making situations by providing contextual detail, while 

simultaneously ensuring that these details are uniform across respondents 

(Alexander & Becker 1978). 

Third, the scenario method provides a methodological advantage because it 

allows unethical behavior to be measured prospectively (Pogarsky 2004). 

Traditional surveys link past behavior (as the dependent variable) with present 
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perceptions of theoretical constructs in the survey, possibly creating measurement 

error (Bachman et al. 1992). For these reasons, a prospective measure of behavior 

such as ‘intention to commit an act’ is recommended in criminological literature 

(Grasmick & Bursik 1990, Bachman et al. 1992).  

A key step in designing the scenarios in the present research was to ensure 

that they were realistic and commonplace to respondents (Piquero & Hickman 

1999). First, in order to ensure the content validity of the scenarios, we surveyed 

111 information technology (IT) security practitioners using a belief elicitation 

process (Limayem & Hirt 2003). This involved asking practitioners via an open-

ended questionnaire to list four IS security procedure violations that were both 

common and consequential. We obtained 54 responses yielding a 49 percent 

response rate. We then categorized responses using content analysis 

(Krippendorff 2004) and ranked the responses.  

We showed the results of the top ten violations for the security management 

department of the target organization. Of these top violations, members of the 

department selected five of violations that were both common and problematic for 

their organization specifically. Based on these five selected violations, we 

(together with the security management teams of the organization) designed five 

scenarios describing different IS policy violations. These scenarios were: sharing 

passwords, failing to lock or log off of a workstation, reading confidential 

material found at printers, allowing children at home to use and install software 

on a work laptop, and copying highly sensitive information to a USB stick 

without encryption (refer to Appendix 10 for the scenarios used in this study). 

Once the scenarios were crafted, each scenario was reviewed by five information 

security managers to ensure that the designed scenarios were realistic in content. 

Based on feedback from these practitioners, the scenarios were revised. 

5.5.1 Instrumentation 

All items were adapted from previously validated instruments wherever possible 

(Boudreau et al. 2001). All items were measured on an 11-point scale from 0 to 

10 (Paternoster & Simpson 1996). Composite measures for deterrence constructs 

were calculated to “create a sanction measure that reflected both the risk and cost 

of perceived punishment” (Nagin & Paternoster 1993: 481). This was done by 

multiplying each severity measure by its associated certainty measure. All 

measurement items are shown in Appendix 10. 
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The dependent variable, Intention to Comply with the IS Security Policy, was 

measured using two items adapted from Paternoster and Simpson (1996). The use 

of intention as a dependent variable is consistent with Protection Motivation 

Theory, as protection motivation has typically been measured by behavioral 

intentions (Rippetoe & Rogers 1987, Milne et al. 2000). The response scale for 

this item ranged from 0 (no chance at all) to 10 (100 percent chance). In addition 

to items measuring latent constructs, we included a single-item measure that 

asked respondents to rate how realistic the given scenario was. This item ranged 

from 0 (not believable) to 10 (100 percent believable). 

5.5.2 Pretest 

In addition to the expert review of the scenarios, the survey items were reviewed 

by six information security managers to evaluate the content validity and 

relevance of the items in regards to the IS security context. Next, we pretested our 

instrument to evaluate the psychometric properties of the items (Boudreau et al. 

2001).  

Data for the pretest were collected from 42 graduate students at a Finnish 

university. This sample was chosen because students attending the university are 

made aware of—and are obliged to follow—the university information security 

policy. Factorial validity was assessed using Principal Components Analysis; item 

reliabilities were assessed using Cronbach’s α. Items contributing to either poor 

factor validity or reliability were either rephrased or dropped. 

5.5.3 Primary Data Collection 

Primary data was collected from a Finnish municipal organization. This 

organization was selected as the sample frame because of its use of IS security 

policies. Furthermore, the organization publishes its IS security policies and 

employs an IT manager responsible for IS security policy compliance. Thus, 

respondents were knowledgeable of the survey subject matter. The organization’s 

management sent an email to approximately 500 of its clerical and administrative 

staff to fill out the web-based instrument anonymously. The web-based 

instrument was physically located at a university to further ensure that 

respondents could count on their company’s not being able to retrace their 

responses back to them. Furthermore, it was communicated to the employees that 
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the main purpose of the survey academic research, and independent university 

scholars would analyze the results.  

The survey yielded 210 survey responses—a response rate of 42 percent. For 

demographics, 22 percent were male and 78 were female. Given the difficulties in 

obtaining information security-related data from companies (Kotulic & Clark 

2004), the response rate can be regarded as relatively high in this context. 

The required sample size to evaluate our model is 60, according to the “rule 

of ten” heuristic (Barclay et al. 1995a). However, following the sample size 

recommendations of Marcoulides and Saunders (2006a), we collected three and a 

half times this number to ensure sufficient power and reliability in the results.  

5.5.4 Model Validation 

We used Partial Least Squares to assess the reliability and construct validity of the 

measurement model. In doing so, we followed the procedures outlined in Gefen 

and Straub (2005a) to test discriminant and convergent validity. The results of 

these tests are reported in Appendix 11. Results of testing for common method 

variance are reported in Appendix 12.  
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Fig. 10. Research Model Results. Note: *** p < .01; ** p < .025; * p < .05. 

5.6 Results 

The results of our theoretical model testing are depicted in Figure 10. We 

analyzed our model using Partial Least Squares (PLS) using SmartPLS 2.0 

(Ringle et al. 2005). We chose PLS because of its ability to evaluate the 

measurement and structural models simultaneously, and because of its usefulness 

in exploratory theory-building research (Gefen et al. 2000b, Chin et al. 2003). 

5.6.1 Evaluating Control Variables 

In testing our model, we also evaluated the effects of three control variables: 

gender, scenario type, and perceived realism of the scenario. We included gender 

because of its recognized effect in many IS contexts (Gefen & Straub 1997). We 

included the scenario type because we randomly assigned different scenarios to 

participants. A one-way ANOVA found that respondents’ reported intentions 

differed significantly depending on the type of scenario received (3.668, p < 
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.025). Similarly, we found that the perceived realism of the scenario received 

significantly correlated with reported intention (r = .17, p < .05). For this reason, 

we also included perceived realism as a control variable.  

These three control variables explained 8 percent of the variance in the 

dependent variable. To demonstrate whether the theoretical constructs in the 

model explained significantly more variance, we calculated a pseudo F-test for 

the change in R2 (Chin et al. 2003). First, the effect size of adding the theoretical 

constructs to the model was calculated as f2 = (R2
Full model – R2

Partial Model)/(1 – R2
Full 

Model) (Chin et al. 2003), which yielded a large effect size of .64 (Cohen 1988). 

Next, the significance of this change in R2 was obtained by calculating a pseudo 

F-test, in which f2 was multiplied by (n – k – 1), where n is the sample size and k 

is the number of independent variables (Mathieson et al. 2001). This yielded a 

significant result (F = 245.43, p < .001), indicating that the theoretical variables 

explain substantially more variance in the model than do the control variables. In 

the full model, only perceived realism and scenario types had significant effects. 

The effects of both perceived realism (.12) and scenario type (.15) had positive 

effects on intention. 

5.6.2 Results of the Theoretical Model Analysis 

For hypotheses relating to threat appraisals, the results were as follows. First, 

contrary to expectations, vulnerability had an insignificant effect on intention to 

comply. Thus, H1 was not supported. In contrast, perceived severity positively 

affected intention (path coefficient .27; p < .001) and rewards positively affected 

intention (-.14; p < .025) as theorized. Therefore, hypotheses H2 and H3 were 

both supported. 

In regards to the hypothesized coping appraisals, response efficacy 

significantly affected intention, albeit in the opposite direction theorized (-.21; p < 

.001). Thus, H4 was not supported. However, both self-efficacy (.34; p < .001) 

and response cost (-.18; p < .05) affected intention as expected. Therefore, H5 and 

H6 were supported. Finally, for the hypothesized effects of habit on the PMT 

variables, all hypotheses were strongly supported (H7a: .42; H7b: .53; H7c: -.19; 

H7d: .62; H7e: .59; H7f: -.28), and were significant at the p < .001 level.  
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5.7 Discussion 

In this section we highlight six findings based on our empirical results. First, we 

found that habit towards compliance with IS security policies had a significant 

impact on all components of Protection Motivation Theory. While this finding is 

consistent with Protection Motivation Theory (Rogers 1983, Maddux 1993) and 

habit theory (Aarts et al. 1997, Aarts & Knippenberg 1998), we found no 

empirical studies that have explored this relationship in the context of information 

systems.  

Second, severity of the threat had a positive impact on employees’ intention 

to comply with IS security policies. This finding is consistent with Protection 

Motivation Theory (Rippetoe & Rogers 1987) and empirical tests of the theory 

(Milne et al. 2000). With respect to related work, Herath and Rao (2009b) found 

that response efficacy explains attitude. Further, Workman et al. (2008) reported 

that severity explains omission of IS security measures. Also, in the wider IS 

context, Woon et al. (2005) reported that severity of threat explains the usage of 

security measures in the context of wireless home users.  

Third, vulnerability had an insignificant impact on employees’ intention to 

comply with IS security policies, which means that vulnerability increase one’s 

intention to comply with IS security policies. This finding is consistent with 

Protection Motivation Theory (Rippetoe & Rogers 1987) and with empirical 

findings in related areas (Rogers & Prentice-Dunn 1997). In the IS domain, Woon 

et al. (2005) reported that vulnerability was not significant in explaining whether 

home computer users configure their personal wireless networks according to 

secure practices. Also, Workman et al. (2008) noted that vulnerability was 

insignificant in explaining omission of IS security measures through subjective 

measures. 

Fourth, self-efficacy had a positive impact on employees’ intention to comply 

with IS security policies. This means that one’s ability to comply with IS security 

policies increases one’s intention to comply. This finding is consistent with 

Protection Motivation Theory (Rippetoe & Rogers 1987). In IS, Workman et al. 

(2008) reported that self-efficacy was significant in explaining omission of IS 

security measures. Pahnila et al. (2007) and Siponen et al. (2006) noted similar 

results. 

Fifth, rewards negatively influence employees’ intention to comply with IS 

security policies. This means that employees feel incented by different rewards 

(such as saving time) to follow non-compliance with IS security policies. This 
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finding is consistent with Protection Motivation Theory (Rippetoe & Rogers 

1987), as well as research in other domains (Abraham et al. 1994). Again, we find 

no empirical studies that have explored the effect of rewards in the context of 

employees’ IS security policy compliance within organizations.  

Sixth, response cost negatively influences employees’ intention to comply 

with IS security policies, meaning that employees consider the inconvenience of 

adhering to IS security policies a legitimate reason for not complying with those 

policies. This finding is consistent with Protection Motivation Theory (Rippetoe 

& Rogers 1987). While we find no previous empirical research in this area of IS, 

this finding supports the argument by Baskerville (1995), who noted a number of 

potential costs that were caused by the restrictions of IS security policies 

(including a loss of organizational and individual flexibility). 

5.7.1 Implications for Practice 

We next highlight a number of implications for IS security practice based on our 

findings. We found that severity of threats had a significant impact on intention to 

comply with IS security policies. Based on this finding, it is important to help 

employees understand that non-compliance with IS security policies can cause 

serious information security problems for their organization. To address this issue, 

companies could organize IS security seminars or training sessions where 

employees are made aware of possible IS security threats and their severity and 

celerity. In addition, supervisors can also spread this message among their 

subordinates. 

Rewards had a significant influence on intention to comply with IS security 

policies. Keeping this finding in mind, practitioners need to change the 

organizational culture and working environment in a way that encourages 

compliance with IS security policies to be regarded as a secondary matter, not a 

hurdle that impedes employees from performing the “real work” of their jobs. We 

suggest that managers and superiors spread the message to their subordinates that 

compliance with IS security policies is part and parcel of everyone’s work 

responsibility.  

Here it is also important to note that IS security practices and procedures 

cannot be overly cumbersome, as this will only serve to create the feeling among 

employees that adherence to IS security practices takes too much of their time. 

Regarding response cost, organizations should ensure that compliance with IS 

security policies is a convenient and simple task. In addition, with respect to 
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response cost and rewards, it is important to ensure that IS security policies are 

perceived to be relevant from the viewpoint of employees. This relevance should 

also be clearly communicated to employees. 

With respect to our findings regarding self-efficacy, our results suggest that it 

is important to ensure that IS security solutions and practices are easy to use. This 

means that organizations are advised to perform usability reviews for all of their 

IS security techniques and practices. 

In relation to vulnerability, our findings suggest that organizations need to 

stress that their organization could be subjected to information security threats if 

employees do not take IS security techniques and practices seriously and comply 

with IS security policies. This information could be transmitted through IS 

security seminars, training sessions, and campaigning to their employees. 

Finally, our study found that habit towards compliance with IS security 

policies had a significant impact on all components of Protection Motivation 

Theory. This means that it is important to ensure a strong culture of compliance 

with IS security policies where there is little room for exceptions and excuses for 

non-compliance. This could create a habitual behavior towards IS security policy 

compliance.  

5.8 Conclusions 

Employees’ adherence to IS security policies is of prime importance in ensuring 

the information security of organizations. To explain or predict employees’ 

compliance with IS security policies, PMT has received attention from IS 

scholars. However, previous work using PMT to examine IS security policy 

compliance within an organizational context has not applied the full model of 

PMT. Moreover, the influence of past IS security compliance behavior on the 

threat appraisal and coping responses of PMT has not been sufficiently examined 

by prior research. To address this research gap, we integrate the full PMT model 

with the Theory of Habit, so that habit is a preceding factor of the PMT cognitive 

process. To evaluate our model, we performed an empirical study in one 

organization in Finland (N=210). Empirical results strongly support our 

integrated model, showing that habit towards compliance with IS security policies 

has a strong effect on all PMT constructs. Furthermore, nearly all components of 

Protection Motivation Theory—perceived severity, self-efficacy, rewards, 

response cost, and response efficacy—have a significant impact on intention to 

comply with IS security policies.  
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A number of implications for practice were highlighted based on our 

empirical findings. First, practitioners need to ensure that employees recognize 

information security threats and the risks that these threats pose to their 

organizations. Also, it is important to communicate to employees that their 

organization will quite possibly be subjected to information security threats if 

employees do not take IS security techniques and practices seriously and comply 

with IS security policies. Second, organizations need to spread the message to 

their employees that compliance with IS security policies is part and parcel of 

everyone’s work responsibility. Third, organizations need to ensure that 

information security practices and procedures are not difficult to use. Finally, it is 

important to get employees fully habituated to complying with IS security 

policies on a regular basis. 
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6 Conclusion 

This dissertation examined the phenomenon of deliberate IS security policy 

violations. Although such violations are reported to be a major problem for 

organizations (PricewaterhouseCooper 2010, Puhakainen & Siponen 2010), 

heretofore little research has been directed to this problem in the field of 

Information Systems. 

To address this void in our understanding, this dissertation addressed the 

problem of IS security policy violations both conceptually and empirically. First, 

three guidelines for research were devised to allow a better examination of 

deliberate violations of IS security policy. A review of previous behavioral IS 

security research showed that no study met more than one of the proposed 

guidelines. This finding indicates a need for a closer examination of the problem 

of deliberate IS security policy violations, and formed both the motivation and 

foundation for the empirical components of the dissertation. 

Second, three empirical field studies were performed in 7 organizations 

across 47 countries involving 1,423 professional respondents, representing the 

most extensive examination of either IS security policy violations or computer 

abuse in general to date.  

6.1 Findings of Field Studies Compared 

Each of the three field studies tested a model with diverging theoretical 

perspectives. Deterrence, Neutralization, and Rational Choice Theory come from 

the field of Criminology, whereas Protection Motivation Theory comes from the 

field of Psychology. Despite the differences in these theories, several similarities 

in the findings emerged. 

6.1.1 Relatively Week Effects for Deterrence 

Two of the studies included the effects formal and informal sanctions as explained 

by Deterrence Theory. Deterrence Theory is the oldest theory in the field of 

Criminology (Jacobs 2010), having first been enunciated by Cesare Beccaria in 

1764 in his work On Crimes and Punishments. Deterrence theory was also first to 

be applied to the problem of computer abuse in the field of Information Systems 

(Straub 1990). However, despite this long history, doubts have been raised about 

the efficacy of sanctions in predicting computer abuse (Puhakainen 2006). 
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The findings from both Chapters 2 and 3 found the effects of formal and 

informal sanctions to be weak and/or insignificant. In the international study of 

Chapter 2, the effect of shame, a form of self-sanctioning, was strong. However, 

shame is a non-traditional form of deterrence that cannot be formally 

implemented (Paternoster & Simpson 1996). These findings are supported by 

Tunnel (1990), who found that offenders primarily considered positive benefits of 

offenses, rather than potential negative outcomes like sanctions. 

6.1.2 Highly Predictive Effects 

In contrast, other effects predominantly predicted intentions to either violate or 

comply with IS security policy. In Chapter 2, neutralization techniques were 

found to have the strongest effects on intention to violate. In Chapter 3, moral 

beliefs and perceived benefits also exhibited strong effects. Finally, in Chapter 4, 

the effects explained by Protection Motivation showed that individual’s 

perceptions of the severity of the risk posed to the organization, as well as the 

individual’s beliefs of their own self-efficacy to comply with policies, were the 

strongest predictors.  

Considering these effects together, it is apparent that multiple factors explain 

intention to violate IS security policies. In each of these results, the explained 

variance for intention was less than 50 percent, indicating that unexamined 

factors were also at work. Nonetheless, it is apparent that neutralization 

techniques, perceive benefits of non-compliance, employees’ moral beliefs, and 

employees’ perceptions of the perceived severity of the consequences of non-

compliance and their self-efficacy to comply should all be taken into account by 

practitioners in designing and reinforcing IS security policies in organizations. 

6.2 Limitations 

One limitation of this dissertation is the use of field studies as the only 

methodology of the dissertation. While field studies offer the benefits of 

generalizability by examining professionals in actual organizational settings, there 

are several weaknesses as well, such as poor internal validity due to an inability 

control the independent variables (Stone 1978). A longitudinal survey such as that 

performed by Paternoster et al. (1982) or an experiment might be used to provide 

stronger evidence of causal effects.  
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In addition, the empirical studies were all quantitative in nature. The use of 

surveys allowed us to collect data from a large number of respondents, which 

would be prohibitive using qualitative methods. However, the depth of 

understanding provided by surveys is limited compared to that afforded by 

qualitative research approaches (Orlikowski and Baroudi 1991). Qualitative 

studies such as that by Puhakainen and Siponen (2010) may help to deepen our 

understanding of the effects describe in this dissertation. 

Another limitation is the examination of intention, rather than actual 

behavior. Some may question whether intention serves as a good surrogate for 

actual behavior. Although the measurement of intention is widely accepted in 

behavioral fields in general (Shepard & Starr 1988) and Criminology and IS 

specifically (Paternoster & Simpson 1996, Venkatesh et al. 2003), and has been 

found to be correlated with actual behavior (Pogarsky 2004), it still cannot be 

definitely stated that these models would perform with actual behavior as the 

dependent variable. Future research should examine the above theories using 

objective measures to explain how actual behavior is affected by the factors 

identified in this dissertation. 

6.3 Contributions 

This dissertation makes several contributions. First, although employees’ 

compliance with IS security policies is a major concern for organizations 

(Puhakainen 2006, Ernst & Young 2008), little research has examined this issue. 

This dissertation contributes by offering the largest examination of IS security 

policy compliance and computer abuse in the field of Information Systems to 

date, with over 1,423 respondents surveyed across 47 countries in 7 different 

organizations. Thus, this dissertation represents a substantial increase in our 

understanding of IS security policy violations. 

 Second, this dissertation conceptualizes deliberate violations of IS security 

policies as a unique phenomenon, distinct from computer abuse. Three criteria 

were proposed to better empirically examine this phenomenon. These guidelines, 

if applied, have potential to advance research on IS security policy violations. 

Because these guidelines were applied in all three empirical studies, a related 

contribution of this dissertation is a demonstration of how the three criteria can 

enhance research on IS security policy compliance. 

Third, this dissertation shows the effects of neutralization techniques, 

perceived benefits, and moral beliefs on intentions to violate IS security policies. 
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Previous research has focused almost exclusively on the effects of sanctions as 

predicted by deterrence theory. In contrast, this dissertation shows that the effects 

of neutralization techniques, perceived benefits, and moral beliefs explain 

substantially greater than those of Deterrence Theory. 

Forth, Protection Motivation Theory is demonstrated to serve as an effective 

predictive model for IS security policy compliance. Further, it is the first study in 

the field of Information Systems to fully apply all of the constructs put forward 

by Protection Motivation Theory. Finally, it shows the strong direct effect of habit 

on the cognitive processes of protection motivation, as well as the strong indirect 

effect on intention to violation the IS security policy. 

6.4 Conclusion 

This dissertation examined the problem of deliberate violations of IS security 

policies. Although employee violations of IS security policies is a major concern 

for organizations, little research has examined the problem. 

To address this research gap, this dissertation examined the problem of IS 

security policy violations from both conceptual and empirical standpoints. First, 

guidelines for research on violations of IS security policies were designed to 

enhance research into this phenomenon. Second, these guidelines were applied in 

three empirical studies involving 1,423 respondents surveyed across 47 countries 

in 7 different organizations. 

The three theoretical models were largely supported, identifying several 

strong predictors of IS security policy compliance previously unexamined in the 

field of Information Systems. The results of this dissertation substantially 

contribute to our understanding of the problem of deliberate IS security policy 

violations and provide valuable insights for IS security practitioners on how to 

reinforce compliance in organizations. 
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Appendix 1 Measurement Items and Hypothetical 
Scenarios, Chapter 3 

Table 8. Measurement Items. 

Constructs Item Source 

Intention What is the chance that you would do what [the scenario 

character] did in the described scenario? 

Paternoster and Simpson 

(1996) 

Neutralization: 

Denial of 

responsibility 

1 

It is OK to violate the company information security policy if 

you aren’t sure what the policy is. 

Adapted from Thurman 

(1984) 

Neutralization: 

Denial of 

responsibility 

2 

It is OK to violate the company information security policy if 

the policy is not advertised. 

New item 

Neutralization: 

Denial of 

responsibility 

3 

It is OK to violate the company information security policy if 

you don't understand it. 

New item 

Neutralization: 

Denial of 

injury 1 

It is OK to violate the company information security policy if 

no harm is done. 

New item 

Neutralization: 

Denial of 

injury 2 

It is OK to violate the company information security policy if 

no damage is done to the company. 

New item 

Neutralization: 

Denial of 

injury 3 

It is OK to violate the company information security policy if 

no one gets hurt. 

Adapted from Thurman 

(1984) 

Neutralization: 

Condemnation 

of the 

Condemners 

1 

It is not as wrong to violate a company information security 

policy that is not reasonable. 

Adapted from Thurman 

(1984) 

Neutralization: 

Condemnation 

of the 

Condemners 

2 

It is not as wrong to violate a company information security 

policy that requires too much time to comply with. 

New item 
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Constructs Item Source 

Neutralization: 

Condemnation 

of the 

Condemners 

3 

It is not as wrong to violate a company information security 

policy that is too restrictive. 

New item 

Neutralization: 

Appeal to 

higher 

loyalties 1 

It is all right to violate a company information security 

policy to get a job done. 

Adapted from Thurman 

(1984) 

Neutralization: 

Appeal to 

higher 

loyalties 2 

It is all right to violate a company information security 

policy if you get your work done. 

New item 

Neutralization: 

Appeal to 

higher 

loyalties 3* 

 

It is all right to violate a company information security 

policy if you complete the task given by management. 

New item 

Neutralization: 

Defense of 

necessity 1 

It is all right to violate the company information security 

policy under circumstances where it seems like you have 

little other choice. 

Adapted from Thurman 

(1984) 

Neutralization: 

Defense of 

necessity 2 

It is all right to violate the company information security 

policy when you are under a tight deadline. 

New item 

Neutralization: 

Defense of 

necessity 3 

It is all right to violate the company information security 

policy when you are in a hurry. 

New item 

Neutralization: 

Metaphor of 

the ledger 1 

I feel my general adherence to company information 

security policy compensates for occasionally violating an 

information security policy. 

New item based on Eliason 

and Dodder (1999) 

Neutralization: 

Metaphor of 

the ledger 2 

 

I feel my good job performance compensates for 

occasionally violating information security policy. 

New item based on Eliason 

and Dodder (1999) 

Neutralization: 

Metaphor of 

the ledger 3 

 

I feel my hard work in the company compensates for 

occasionally violating an information security policy. 

New item based on Eliason 

and Dodder (1999) 

Formal 

Sanctions—

certainty 1* 

What is the chance you would receive sanctions if you 

violated the company information security policy? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 
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Constructs Item Source 

Formal 

Sanctions—

certainty 2 

What is the chance that you would be formally sanctioned 

if management learned that you had violated company 

information security policy? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Formal 

Sanctions—

certainty 3 

What is the chance that you would be formally 

reprimanded if management learned you had violated 

company information security policy? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Formal 

Sanctions—

severity 1* 

How much of a problem would it be if you received severe 

sanctions if you violated the company information security 

policy? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Formal 

Sanctions—

severity 2 

How much of a problem would it create in your life if you 

were formally sanctioned for doing what [the scenario 

character] did? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Formal 

Sanctions—

severity 3 

How much of a problem would it create in your life if you 

were formally reprimanded for doing what [the scenario 

character] did? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Informal 

sanctions—

certainty 1 

How likely is it that you would lose the respect and good 

opinion of your co-workers for violating the company 

information security policy? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Informal 

sanctions—

certainty 2 

How likely is it that you would jeopardize your promotion 

prospects if management learned that you had violated 

company information security policy? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Informal 

sanctions—

certainty 3 

How likely is it that you would lose the respect and good 

opinion of your manager, if management learned that you 

had violated company IT security policies? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Informal 

sanctions—

severity 1 

 

How much of a problem would it create in your life if you 

lost the respect and good opinion of your co-workers for 

violating the company information security policy?  

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Informal 

sanctions—

severity 2 

How much of a problem would it create in your life if you 

jeopardized your future job promotion prospects for doing 

what [the scenario character] did? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 
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Constructs Item Source 

Informal 

sanctions—

severity 3 

How much of a problem would it create in your life if you 

lost the respect of your manager for violating the company 

information security policy? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Certainty of 

Shame for 

Oneself 1 

How likely is it that you would be ashamed if co-workers 

knew that you had violated company information security 

policy? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Certainty of 

Shame for 

Oneself 2 

How likely is it that you would be ashamed if others knew 

that you had violated the company information security 

policy? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Certainty of 

Shame for 

Oneself 3 

How likely is it that you would be ashamed if managers 

knew that you had violated the company information 

security policy? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Severity of 

Shame for 

Oneself 1 

How much of a problem would it be if you felt ashamed that 

co-workers knew you had violated the company 

information security policy?  

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Severity of 

Shame for 

Oneself 2 

How much of a problem would it be if you felt ashamed that 

others knew you had violated the company information 

security policy? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

Severity of 

Shame for 

Oneself 3 

How much of a problem would it be if you felt ashamed that 

managers knew you had violated the company information 

security policy? 

New item based on Nagin 

and Paternoster (1993); 

Paternoster and Simpson 

(1996) 

* Dropped to improve reliability or construct validity 
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Table 9. Hypothetical scenarios. 

Violation Scenario 

USB drive Pekka is a middle level manager in a medium-sized company where he has worked 

for several years. Pekka is currently working on a sales report that requires the 

analysis of the company's customer database. This database contains customer 

names, phone numbers, credit card numbers, and purchase histories. Because of the 

sensitive nature of corporate data, the company has a strict policy prohibiting the 

copy of corporate data to unencrypted portable media, such as USB drives. However, 

Pekka will travel for several days and would like to analyze the corporate database on 

the road. Pekka expects that copying the data to the USB drive and taking it on the 

road could save the company a lot of time and money. The firm is experiencing 

growing sales and revenues in an industry that is economically deteriorating. He also 

knows that an employee was recently reprimanded for copying sensitive corporate 

data to a USB drive. Pekka copies the corporate database to his portable USB drive 

and takes it off company premises. 

Workstation 

logout 

Seija is a middle-level manager in a medium-sized company where she was recently 

hired. Her department uses an inventory procurement software application program to 

make inventory purchases. To ensure that only authorized individuals make inventory 

purchases, the company has a firm policy that employees must log out or lock their 

computer workstation when not in use. However, to make work more convenient, 

Seija's manager directs her to leave her user account logged-in for other employees 

to freely use. Seija expects that keeping her user account logged-in could save her 

company time. She also knows that keeping the workstation logged-in is a common 

practice in the industry and an employee recently was reprimanded for leaving the 

workstation logged-in. Seija leaves the workstation logged-in when she is finished. 

Passwords Hannu is a low-level manager in a small company where he was recently hired. His 

company has a strong policy that each computer workstation must be password-

protected and that passwords are not to be shared. However, Hannu is on a business 

trip and one of his co-workers needs a file on his computer. Hannu expects that 

sharing his password could save his company a lot of time. He also knows that the 

firm has mandatory information security training. Hannu shares his password with his 

co-worker. 
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Appendix 2 Scenario Design, Chapter 3 

Two points highlighted in the literature must be kept in mind when designing 

hypothetical scenarios. First, Piquero and Hickman (1999) noted that vignettes 

must not describe scenarios that are uncommon to respondents. In order to 

address this concern, we used the Belief Elicitation Process (Limayem & Hirt 

2003), in which we sent an open-ended questionnaire via email to 111 IS security 

experts and information security managers in Finnish organizations. We asked 

these professionals to assess the four most common and significant information 

security policy violations. Of these 111, 54 information security experts 

responded. The response rate (49%) was reasonable, given the sensitive nature of 

the topic and typical problems encountered by previous studies to collect security-

related data (Kotulic & Clark 2004). While we asked for four IS security policy 

concerns, some of the respondents reported more than four. Nineteen respondents 

answered that they could not rank their top IS security policy compliance 

problems. As a result, we did not count the ranking, but instead regarded all 

answers as equal. This process ensures that scenarios reflect real-world problems 

that are important and relevant to IS security practice (Benbasat & Zmud 1999). 

Content analysis (Krippendorff 2004) was used to categorize the responses which 

are summarized in Table 10. 

Table 10. Most cited IS security policy violations. 

Security policy non-compliance problems Responses 

Failing to lock or log out of workstations 24 

Writing down personal passwords in visible places 17 

Sharing passwords with colleagues or friends 14 

Copying sensitive data to insecure USB practices 14 

Revealing confidential information to outsiders 13 

Disabling security configurations  13 

Using laptops carelessly outside of the company 11 

Sending confidential information unencrypted 11 

Creating easy-to-guess passwords 10 

Second, previous studies utilizing criminological theories like Neutralization 

suggest that specific details such as names of persons and companies should be 

mentioned in the cases (Piquero & Hickman 1999, Piquero et al. 2005). In 

keeping with these points, three scenarios were developed each describing a 
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different setting and IS security policy violation. The use of three scenarios 

ensures that our findings are generalizable across different but important IS 

security violation policy violation contexts.  
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 Appendix 3 Model Validation—Finnish Study, 
Chapter 3 

To establish factorial validity and reliability for the measurement model, we 

followed the PLS validation procedures outlined by Gefen and Straub (2005b). To 

test convergent validity, we performed a bootstrap with 600 resamples and then 

examined the t-values of the outer model loadings. Convergent validity is 

demonstrated when all indicators load significantly on their respective latent 

construct. In our case, all indicators exhibited loadings that were significant at the 

.001 level (see Table 11), denoting strong convergent validity. An additional test 

of convergent validity put forward by Fornell and Larcker (Fornell & Larcker 

1981) is that the average variance extracted (AVE), a measure of variance 

explained by a latent construct for the variance observed in its measurement 

items, should be at least .50 or higher. The AVE values are shown in Table 13. 

Both tests indicate a high degree of convergent validity3. 

                                                        
3 N.B. These convergent validity tests were not performed for the dependent variable, intention to 
violate IS security policy, because these tests are not applicable for single-item measures. 
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Table 11.  T-statistics for Convergent Validity. 

Construct Subconstruct Indicator T-Statistic 

Formal Sanctions N/A FormA  Formal 11.13*** 

FormB  Formal 48.89*** 

FormC  Formal 10.47*** 

Shame N/A ShameA  Shame 38.12*** 

ShameB  Shame 99.52*** 

ShameC  Shame 53.95*** 

Informal Sanctions N/A InformA  Informal 49.84*** 

InformB  Informal 38.55*** 

InformC Informal 57.64*** 

Neutralization Denial of Injury NeutInjA  NeutInj 33.83*** 

NeutInjB  NeutInj 48.3*** 

NeutInjC  NeutInj 34.6*** 

Appeal to Higher 

Loyalties 

NeutLoyA  NeutLoy 71.58*** 

NeutLoyB  NeutLoy 30.37*** 

NeutLoyC  NeutLoy 36.9*** 

Defense of 

Necessity 

NeutNecA  NeutNec 46.13*** 

NeutNecB  NeutNec 29.43*** 

NeutNecC  NeutNec 33.32*** 

Condemnation of 

Condemners 

NeutCondA  NeutCond 54.06*** 

NeutCondB  NeutCond 22.68*** 

NeutCondC  NeutCond 28.61*** 

Denial of 

Responsibility 

NeutRespA  NeutResp 51.1*** 

NeutRespB  NeutResp 31.49*** 

NeutRespc  NeutResp 36.43*** 

Metaphor of the 

Ledger 

NeutLedgA  NeutLedger 40.53*** 

NeutLedgB  NeutLedger 62.36*** 

NeutLedgC  NeutLedger 42.79*** 

*** p < .001 

To evaluate discriminant validity, two tests were performed. First, the cross-

loadings of measurement items on latent constructs were examined. In this test, 

discriminant validity is demonstrated when an item more highly loads on its 

intended construct than on any other construct. Following Gefen and Straub 

(Gefen & Straub 2005b), this difference in loadings should be at least .10. In this 

test, all items showed excellent discriminant validity (see Table 12). Therefore, 

the model demonstrates high discriminant validity. 
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Table 12. Cross Loadings of Measurement Items to Latent Constructs. 

Construct Item 1 2 3 4 5 6 7 8 9 

Formal sanctions (1) FormA .76 .62 -.19 -.11 -.07 -.18 -.20 -.14 .50 

FormB .94 .73 -.30 -.25 -.26 -.34 -.35 -.26 .60 

FormC .71 .61 -.26 -.23 -.16 -.24 -.25 -.23 .57 

Informal sanctions 

(2) 

InformA .65 .88 -.32 -.27 -.24 -.31 -.35 -.21 .66 

InformB .75 .87 -.32 -.24 -.23 -.30 -.32 -.22 .66 

InformC .74 .90 -.36 -.31 -.32 -.37 -.36 -.31 .73 

Neutralization—

Condemn (3) 

NeutCondA -.32 -.34 .85 .54 .49 .58 .65 .49 -.35 

NeutCondB -.19 -.30 .76 .52 .47 .50 .52 .41 -.23 

NeutCondC -.25 -.28 .83 .49 .44 .54 .57 .45 -.26 

Neutralization—

Injury (4) 

NeutInjA -.17 -.25 .47 .84 .46 .56 .49 .39 -.25 

NeutInjB -.22 -.28 .52 .87 .49 .60 .58 .42 -.30 

NeutInjC -.25 -.26 .59 .81 .55 .61 .70 .52 -.28 

Neutralization—

Ledger (5) 

NeutLedgA -.23 -.28 .45 .47 .85 .58 .55 .50 -.31 

NeutLedgB -.20 -.27 .53 .56 .89 .67 .64 .48 -.31 

NeutLedgC -.17 -.23 .52 .53 .85 .62 .58 .49 -.28 

Neutralization—

Loyalty (6) 

NeutLoyA -.33 -.36 .64 .65 .69 .90 .80 .50 -.34 

NeutLoyB -.31 -.39 .55 .60 .54 .80 .57 .39 -.32 

NeutLoyC -.22 -.21 .51 .54 .62 .84 .62 .46 -.22 

Neutralization—

Necessity (7) 

NeutNecA -.40 -.37 .61 .60 .54 .68 .83 .53 -.34 

NeutNecB -.20 -.31 .54 .58 .58 .67 .81 .43 -.27 

NeutNecC -.25 -.28 .61 .57 .56 .58 .81 .48 -.27 

Neutralization—

Responsibility (8) 

NeutRespA -.25 -.27 .46 .43 .47 .43 .50 .87 -.28 

NeutRespB -.19 -.20 .43 .51 .48 .43 .50 .79 -.23 

NeutRespc -.24 -.24 .51 .40 .46 .46 .48 .84 -.25 

Shame (9) ShameA .52 .63 -.25 -.25 -.29 -.29 -.25 -.23 .88 

ShameB .69 .76 -.37 -.33 -.34 -.36 -.38 -.32 .94 

ShameC .66 .74 -.34 -.32 -.32 -.29 -.34 -.28 .91 

A second test of discriminant validity is to compare the AVE score for each 

construct. In the AVE test of discriminant validity, the square root of a given 

construct’s AVE should be larger than any correlation of the given construct with 

any other construct in the model (Chin 1998). All the results of this test were 

generally acceptable, but two items (Formal A and NeutLoyaltyC) were dropped 

from the model to improve discriminant validity. Our results depicted in Table 13 

again demonstrate strong discriminant validity.  
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Table 13. Reliability and correlation of the latent variables. 

Construct AVE CR α 1 2 3 4 5 6 7 8 9 10 

Formal (1) .77 .87 .76 .88                   

Informal (2) .78 ,92 .86 .76 .89                 

Intention (3) — † — † — † -.28 -.30 1.00               

NeutCond (4) .66 .85 .74 -.29 -.38 .45 .81             

NeutInj (5) .71 .88 .79 -.23 -.31 .53 .64 .84           

NeutLedger (6) .75 .90 .83 -.23 -.30 .55 .58 .60 .86         

NeutLoy (7) .80 .89 .75 -.34 -.41 .66 .67 .70 .69 .89       

NeutNec (8) .67 .86 .75 -.34 -.39 .57 .72 .71 .68 .77 .82     

NeutResp (9) .70 .87 .78 -.25 -.28 .34 .56 .53 .56 .50 .59 .84   

Shame (10) .83 .94 .90 .62 .78 -.26 -.35 -.33 -.35 -.37 -.36 -.30 .91 

Note: AVE = average variance extracted; CR = composite reliability; α = Cronbach’s Alpha 

† Because intention consisted of only one item, reliability scores cannot be calculated. 

Finally, to test the reliability of measurement items, SmartPLS was used to 

compute the Cronbach’s α as well as a composite reliability score (Fornell & 

Larcker 1981) which is evaluated in the same way as Cronbach’s α. Both scores 

are reported in Table 13. All constructs exhibited a reliability score well over the 

.60 threshold accorded to exploratory research (Nunnally 1967). 
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Appendix 4 Model Validation—International 
Study, Chapter 3 

To validate the discriminant and convergent validity of the reflective constructs in 

our model, we followed the PLS validation guidelines described by Gefen and 

Straub (2005). Because one of the constructs in our model, neutralization, was 

formative, this construct was validated using techniques designed for formative 

constructs (Petter et al. 2007). Validation of the reflective constructs is discussed 

first.  

6.5 Validation for Reflective Constructs 

To test convergent validity, we performed a bootstrap using SmartPLS using 600 

resamples and then examined the t-values of the loadings of each item onto their 

intended constructs. Convergent validity is demonstrated when t-values of item 

loadings are significant at the .05 α level. In this case, all items loaded 

significantly (p < .001), indicating strong convergent validity (Table 14). An 

additional test of convergent validity put forward by Fornell and Larcker (Fornell 

& Larcker 1981) is that the average variance extracted (AVE), a measure of 

variance explained by a latent construct for the variance observed in its 

measurement items, should be at least .50 or higher. The AVE values are shown in 

Table 16. This test result also indicates a high degree of convergent validity.  

Table 14. Item Loadings for convergent Validity. 

Construct Item Loading 

Formal Sanctions FormA .92*** 

  FormC .95*** 

Informal Sanctions InformA .92*** 

  InformC .95*** 

Intention to Violate Intention1 .96*** 

  Intention2 .97*** 

Shame ShameA .92*** 

  ShameB .95*** 

  ShameC .93*** 

N.B. *** p < .001 

Discriminant validity is commonly demonstrated using two tests performed in 

PLS (Gefen & Straub 2005b). First, the cross loadings of the items onto the latent 
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constructs of the model are examined to ensure that items load most highly on 

their intended construct by at least .10. In our test, all items met this criteria as 

shown in Table 15, evidencing excellent discriminant validity. 

Table 15. Item Cross Loadings. 

Construct Item 1 2 3 4 

Formal Sanctions (1) FormA .95 .76 -.21 .68 

  FormC .95 .85 -.20 .67 

Informal Sanctions (2) InformA .77 .95 -.22 .71 

  InformC .84 .95 -.23 .74 

Intention to Violate (3) Intention1 -.21 -.23 .96 -.32 

  Intention2 -.21 -.22 .97 -.31 

Shame (4) ShameA .63 .67 -.30 .92 

  ShameB .70 .73 -.31 .95 

  ShameC .68 .72 -.31 .93 

A second test of discriminant validity compares correlations of constructs within 

the model to the square root of each construct’s AVE score. In this comparison, a 

construct’s square root of the AVE should be much larger than correlations with 

any other construct in the model and should be at least .50 (Fornell & Larcker 

1981). In our test, each construct meets both criteria, again denoting strong 

discriminant validity (Table 16). 

Table 16. Correlations, Average Variance Extracted, Composite Reliability. 

Construct CR AVE 1 2 3 4 

Formal Sanctions (1) .95 .90 .95       

Informal Sanctions (2) .95 .90 .85 .95     

Intention to Violate (3) .96 .93 -.22 -.23 .97   

Shame (4) .95 .87 .72 .76 -.33 .93 

Note: CR = Composite reliability; AVE = Average variance extracted 

Finally, to test reliability of the items in the analysis, SmartPLS was used to 

calculate the composite reliability score (Fornell & Larcker 1981), which is 

evaluated the same way as Cronbach α. This score is a more accurate 

measurement of reliability than Cronbach α because it does not assume that 

loadings or error terms of the items to be equal (Chin et al. 2003: 212). These 

scores are also reported in Table 16. All constructs exhibited a reliability score 

well over the .60 threshold accorded to exploratory research (Nunnally 1967). 
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6.6 Validation for Formative Construct 

Because formative constructs require different tests for validation (Petter et al. 

2007), we validated our models formative construct, neutralization, separately 

from the reflective constructs. This was done in two ways. First, to evaluate 

construct validity, the weights of items contributing to neutralization were 

examined for significance. Of the six neutralization items, three of the items were 

not significant. Although Diamantopoulus and Winklhofer (2001) advocate 

removing insignificant items in formative constructs, Bollen and Lenox (1991) 

caution that removing insignificant items from a formative construct may reduce 

the content validity of that construct. Since content validity is essential to 

formative constructs, Petter et al. (2007) advise retaining insignificant items when 

doing otherwise would reduce the construct’s content validity. In the present case, 

the six neutralization techniques are long-recognized (Sykes & Matza 1957) and 

have received empirical support as a formative construct in the Finnish study. For 

these reasons we elected to retain the items to preserve the content validity of 

neutralization. 

Next, we assessed the reliability of the neutralization construct by regressing 

intention on the six neutralization items and examining the VIF (variance 

inflation factor) statistic for each item. Because multicollinearity is are larger 

problem for formative constructs than reflective ones, Petter et al. (2007) 

recommend that all items have a VIF score less than 3.3. In our test, no item had a 

VIF score above 2, indicating excellent reliability. Based on these tests results we 

conclude that neutralization has sufficient construct validity and reliability. 
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Appendix 5 Tests for Common Methods Bias 

Common methods bias is “variance that is attributable to the measurement 

method rather than to the constructs the measures represent” (Podsakoff et al. 

2003: 879) and is a major contributor to systematic measurement error (Bagozzi 

& Yi 1991). Like all forms of measurement error, if common methods bias is 

sufficiently high, then incorrect conclusions may be drawn about relationships 

between constructs. To reduce the likelihood of common methods bias, items 

were randomized within the instrument to limit the ability of participants to detect 

underlying construct patterns that could influence their answers (Cook & 

Campbell 1979, Straub et al. 2004b). However, because both the dependent 

variable (the reported intention of behaving as the scenario character did) and 

independent variables were measured using the same instrument, the occurrence 

of common methods bias was still possible. Therefore, several tests were 

performed to rule out common methods bias as a factor in this study. 

First, we performed Harman’s one-factor test (Podsakoff et al. 2003). In this 

test, all items are entered into an unrotated exploratory factor analysis to 

determine whether a single factor emerges or a single factor accounts for the 

majority of the variance. In our test for the Finnish study, 27 factors emerged, the 

largest of which accounted for 37 percent of the variance. In a test for the 

international study, 48 factors emerged, the largest of which accounted for 27 

percent of the variance. Both of these results indicate that common methods bias 

is not an issue in this study. 

However, because Harman’s one-factor test is increasingly contested for its 

ability to detect common methods bias (Podsakoff et al. 2003), we also performed 

a test performed by Pavlou et al. (2007). In their test, the construct correlation 

matrix as calculated by PLS (reported in Table 16) is examined to determine 

whether any constructs correlate extremely highly (more than .90). In our case, 

none of the constructs were so highly correlated. This finding likewise indicates 

that common methods bias is not a problem. 

Finally, a more rigorous test of common methods bias test suggested by 

Podsakoff et al. (2003) and adapted to PLS analysis by Liang et al. (2007) was 

performed. The purpose of this technique is to measure the influence of common 

methods bias on indicators vis-à-vis the influence of the theorized constructs in 

the model.  
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Fig. 11. Liang et al. ’s example of modeling indicators as single-indicator constructs. 

From Figure E2 of Liang et al. (2007). 

To perform this technique in PLS, the constructs of the theoretical model and 

their relationships are created as for a typical analysis. Additionally, a single-

indicator construct is created for each indicator in the measurement model. Each 

substantive construct is linked to the single-indicator constructs for the indicators 

that it comprises. This effectively makes each substantive construct in the model a 

second-order reflective construct. Next, a construct representing the method is 

created, reflectively composed of all indicators of the instrument. Finally, paths 

are created between the method construct and each single-item construct. Figure 

11 depicts this approach. 

To interpret these results, the coefficients of paths (from substantive 

constructs to single-indicator constructs, as well as coefficients of paths from the 

method construct to single-indicator constructs,) are considered loadings, 

represented by λ in the table (Marcoulides & Moustaki 2002). Following 

Williams (2003), common method bias can be assessed by examining the 

statistical significance of the loadings of the method construct and by comparing 

the variance of each indicator as explained by the substantive and method factors. 

For both substantive and method constructs, the square of the loading is 

interpreted as the percentage of indicator-explained variance. If the method 

construct loadings are generally insignificant, and the percentages of indicator 

variance explained by substantive constructs are substantially greater than those 

explained by the method construct, then common methods bias is demonstrated to 

have minimal effect and thus be of little concern. 
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Applying these guidelines, we can see that variance of indicators due to 

substantive constructs is substantially greater than that due to the method 

construct. For the Finnish study, the average variance due to substantive 

constructs is 72 percent versus 1 percent for the method constructs (Table 17). For 

the international study, the average variance due to substantive constructs is 75 

percent, whereas the amount of variance explained by the method constructs was 

essentially zero (Table 18). This indicates that in both cases the influence due to 

the method factor was considerably smaller than that due to substantial factors. 

Examining the loadings of the method factor, we find that the majority are 

insignificant. Therefore, in light of our previous tests, and the results of this 

procedure, we concluded that our results reflect a negligible influence due to 

common methods bias, and it is therefore not a concern. 

Table 17. Common Method Bias Analysis—Finnish Study. 

Construct Indicator Substantive Factor 

Loading (λs) 

Variance 

explained (λs
2) 

Method Factor 

Loading (λm) 

Variance 

Explained (λm
2) 

Formal 

sanctions 

FormalA .95 *** .91 .15 *** .02 

FormalB .82 *** .67 -.11 *** .01 

Informal 

Sanctions 

InformA .89 *** .79 .02   .00 

InformB .92 *** .85 .05   .00 

InformC .85 *** .72 -.07 * .01 

Neutralization—

Condemn 

NeutCondA .79 *** .62 .08   .01 

NeutCondB .74 *** .55 .01   .00 

NeutCondC .90 *** .81 -.09   .01 

Neutralization—

Injury 

NeutInjA .98 *** .97 -.16 *** .03 

NeutInjB .94 *** .87 -.06   .00 

NeutInjC .58 *** .34 .25 *** .06 

Neutralization—

Ledger 

NeutLedgerA .89 *** .78 -.04   .00 

NeutLedgerB .85 *** .73 .04   .00 

NeutLedgerC .85 *** .73 .00   .00 

Neutralization—

Loyalty 

NeutLoyA .78 *** .60 .15 *** .02 

NeutLoyB .85 *** .71 -.02   .00 

Neutralization—

Necessity 

NeutNecA .73 *** .53 .12 * .01 

NeutNecB .85 *** .72 -.04   .00 

NeutNecC .88 *** .77 -.08   .01 

Neutralization—

Responsibility 

NeutRespA .91 *** .82 -.04   .00 

NeutRespB .73 *** .53 .07   .00 

NeutRespC .87 *** .75 -.02   .00 

        



144 

Construct Indicator Substantive Factor 

Loading (λs) 

Variance 

explained (λs
2) 

Method Factor 

Loading (λm) 

Variance 

Explained (λm
2) 

Shame ShameA .65 *** .42 -.10 ** .01 

ShameB .94 *** .89 -.03   .00 

ShameC .99 *** .97 .03   .00 

Average   .84   .72 .00   .01 

* p < .025, ** p < .01, *** p < .005 

N.B. Intention is not included in the above analysis because it is itself a single item construct and is not 

amenable to this technique. Please refer to the construct correlation matrix to assess CMV for this 

construct. 

Table 18. Common Method Bias Analysis—International Study. 

Construct Indicator Substantive Factor 

Loading (λs) 

Variance 

explained (λs2) 

Method Factor 

Loading (λm) 

Variance 

Explained (λm2) 

Formal 

Sanctions 

FormA .98 *** .96 -.04  .00 

FormC .91 *** .84 .04  .00 

Informal 

Sanctions 

InformA 1.01 *** 1.01 -.07 *** .00 

InformC .89 *** .80 .07 *** .00 

Intention to 

Violate 

Intention1 .96 *** .93 .00  .00 

Intention2 .97 *** .93 .00  .00 

Neutralization NeutCond .74 *** .55 .00  .00 

NeutInj .84 *** .70 .10 *** .01 

NeutLedger .63 *** .39 -.01  .00 

NeutLoy .73 *** .53 -.04  .00 

NeutNec .72 *** .51 -.07  .00 

NeutResp .71 *** .50 .02  .00 

Shame ShameA .95 *** .90 -.04  .00 

  ShameB .91 *** .83 .04  .00 

 ShameC .94 *** .87 -.01  .00 

Average  .86 *** .75 .03 † .00 

* p < .025, ** p < .01, *** p < .005; † Average of absolute values of method factor loadings. 
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Appendix 6 Variance of Deterrence Measures, 
Chapter 3 

Table 19 presents descriptive statistics for deterrence items used in the model 

analysis. Because we adapted our deterrence items from those of Paternoster and 

his associates, we also modeled their technique of creating calculated measures 

for each deterrence construct to “create a sanction measure that reflected both the 

risk and cost of perceived punishment (Nagin & Paternoster 1993: 481, 

Paternoster & Simpson 1996). This was done by multiplying a severity measure 

by its corresponding certainty measure. For example, FormA was calculated by 

multiplying “Formal Sanctions—certainty 1” by “Formal Sanctions—severity 1”. 

Because each original item was measured on a scale from 0 to 10, the possible 

range for the calculated measure was 0 to 100 (this was also the observed range 

for each variable). The descriptive statistics in Table 16 show ample variance in 

each calculated measure. 

Table 19. Descriptive statistics for deterrence measures. 

 Measure Range Minimum Maximum Mean Std. Deviation Variance 

FormA 100 0 100 30.74 30.19 911.18 

FormB 100 0 100 30.27 31.17 971.27 

FormC 100 0 100 47.81 31.10 967.43 

InformA 100 0 100 40.76 30.33 919.93 

InformB 100 0 100 39.18 30.07 904.19 

InformC 100 0 100 55.96 30.75 945.57 

ShameA 100 0 100 45.12 34.51 1191.09 

ShameB 100 0 100 52.66 32.81 1076.41 

ShameC 100 0 100 57.69 33.07 1093.92 
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Appendix 7 Scenarios and Instrumentation, 
Chapter 4 

Table 20. Hypothetical scenarios. 

Violation Scenario 

Reading 

confidential 

documents 

Don goes to the shared office printer after work hours, and notices printed pages on 

the printer marked “Confidential” which were apparently printed by another employee. 

No one else is in the room. The information security policy prohibits reading 

confidential information, but Don is curious to see who the documents belong to and 

quickly reads through the documents. 

Failing to report 

computer virus 

Gina is browsing possible questionable websites at work and the anti-virus program 

alerts that a virus has been installed on her computer. Although the information 

security policy requires that viruses be removed by IT support staff, Gina decides to 

take care of the virus problem by herself. 

Allowing children 

to play with 

laptop 

John takes his work laptop computer home to work. While he takes a break, his 

children ask to use the laptop. His company’s information security policy prohibits 

sharing work computers with others. However, John lends his children his laptop. 

Using 

unencrypted 

portable media 

Peter is working on a report that requires the analysis of sensitive data. Because of the 

sensitive nature of corporate data, the company has an information security policy 

prohibiting the copy of corporate data to unencrypted portable media, such as USB 

drives. However, Peter will travel for several days and would like to analyze the 

corporate database on the road. Peter copies the corporate database to his portable 

USB drive and takes it off company premises. 

Sharing 

passwords 

Heather uses a file server at work that she can access by typing in her password. The 

company has an information security policy that passwords must not be shared. 

However, Heather is on a business trip and one of her co-workers needs a file on the 

file server. Heather shares her password with her co-worker. 
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Table 21. Measurement items. 

Constructs Item Source 

Formal Sanctions—

certainty 1 

What is the chance you would receive sanctions if you 

violated the company information security policy? 

Nagin and 

Paternoster (1993) 

 

Formal Sanctions—

certainty 2 

What is the chance that you would be formally sanctioned if 

management learned that you had violated the company 

information security policy? 

Derived from Nagin 

and Paternoster 

(1993) 

Formal Sanctions—

certainty 3 

What is the chance that you would be formally reprimanded if 

management learned you had violated the company 

information security policy? 

Derived from Nagin 

and Paternoster 

(1993) 

Formal Sanctions—

severity 1 

How much of a problem would it be if you received severe 

sanctions if you violated the company information security 

policy? 

Nagin and 

Paternoster (1993) 

 

Formal Sanctions—

severity 2 

How much of a problem would it create in your life if you were 

formally sanctioned for doing what [the scenario character] 

did? 

Derived from Nagin 

and Paternoster 

(1993) 

Formal Sanctions—

severity 3 

How much of a problem would it create in your life if you were 

formally reprimanded for doing what [the scenario character] 

did? 

Derived from Nagin 

and Paternoster 

(1993) 

Informal sanctions—

certainty 1 

How likely is it that you would lose the respect and good 

opinion of your co-workers for violating the company 

information security policy? 

Nagin and 

Paternoster (1993) 

 

Informal sanctions—

certainty 2 

How likely is it that you would jeopardize your promotion 

prospects if management learned that you had violated the 

company information security policy? 

Nagin and 

Paternoster (1993) 

 

Informal sanctions—

certainty 3* 

How likely is it that you would lose the respect and good 

opinion of your manager, if management learned that you had 

violated company IT security policies? 

Derived from Nagin 

and Paternoster 

(1993) 

Informal sanctions—

severity 1 

How much of a problem would it create in your life if you lost 

the respect and good opinion of your co-workers for violating 

the company information security policy?  

Nagin and 

Paternoster (1993) 

Informal sanctions—

severity 2 

How much of a problem would it create in your life if you 

jeopardized your future job promotion prospects for doing 

what [the scenario character] did? 

Nagin and 

Paternoster (1993) 

 

Informal sanctions—

severity 3* 

How much of a problem would it create in your life if you lost 

the respect of your manager for violating the company 

information security policy? 

Derived from Nagin 

and Paternoster 

(1993) 

Moral Beliefs 1 I feel that the [scenario] character acted wrongly by violating 

company IT security policy. 

Derived from 

Paternoster and 

Simpson (1996) 
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Constructs Item Source 

Moral Beliefs 2 How morally wrong would it be to do what the person did in 

the scenario? 

Paternoster and 

Simpson (1996) 

Moral Beliefs 3* It is morally right to violate company IT security policies. Derived from 

Paternoster and 

Simpson (1996) 

Perceived Benefits 1 If I would do what [the scenario character] did, I would save 

time. 

New measure  

Perceived Benefits 2 If I would do what [the scenario character] did, I would save 

work time. 

New measure 

Perceived Benefits 3 Non-compliance with the information security policies saves 

work time. 

New measure 

Perceived Benefits 4 Non-compliance with the information security measure saves 

employees’ time. 

New measure 

* Dropped to improve reliability or construct validity 
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Appendix 8 Model Validation, Chapter 4 

To establish factorial validity and reliability for the measurement model, we 

followed the PLS validation procedures outlined by Gefen and Straub (2005b). To 

test convergent validity, we performed a bootstrap with 600 resamples and then 

examined the t-values of the outer model loadings. Convergent validity is 

demonstrated when all indicators load significantly on their respective latent 

construct. In our case, all indicators exhibited loadings that were significant at the 

.001 level (see Table 22), denoting strong convergent validity. An additional test 

of convergent validity put forward by Fornell and Larcker (Fornell & Larcker 

1981) is that the average variance extracted (AVE), a measure of variance 

explained by a latent construct for the variance observed in its measurement 

items, should be at least .50 or higher. The AVE values are shown in Table 24. 

Both tests indicate a high degree of convergent validity4. 

Table 22. PLS Loadings for Convergent Validity. 

Construct Item Loading 

Moral Beliefs MoralA 0.90*** 

MoralB 0.88*** 

Benefits Benefits1 0.90*** 

Benefits2 0.92*** 

Benefits3 0.75*** 

Benefits4 0.72*** 

Formal Sanctions FormA 0.79*** 

FormB 0.92*** 

FormC 0.86*** 

Informal Sanctions InformA 0.81*** 

InformB 0.96*** 

***p < .001   

To evaluate discriminant validity, two tests were performed. First, the cross-

loadings of measurement items on latent constructs were examined. In this test, 

discriminant validity is demonstrated when an item more highly loads on its 

intended construct than on any other construct. Following Gefen and Straub 

(Gefen & Straub 2005b), this difference in loadings should be at least .10. In this 

                                                        
4 N.B. These convergent validity tests were not performed for the dependent variable, intention to 
violate IS security policy, because these tests are not applicable for single-item measures. 
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test, all items showed excellent discriminant validity (see Table 23). Therefore, 

the model demonstrates high discriminant validity. 

Table 23. Cross Loadings of Measurement Items to Latent Constructs 

Construct Item 1 2 3 4 

Benefits (1) Benefits1 0.90 -0.10 0.00 -0.14 

Benefits2 0.92 -0.17 -0.05 -0.20 

Benefits3 0.75 -0.10 0.06 -0.16 

Benefits4 0.72 -0.23 -0.07 -0.18 

Formal  

Sanctions (2) 

FormA -0.21 0.79 0.43 0.33 

FormB -0.13 0.92 0.64 0.41 

FormC -0.11 0.86 0.67 0.34 

Informal  

Sanctions (3) 

InformA 0.03 0.48 0.81 0.24 

InformB -0.04 0.68 0.96 0.32 

Moral Beliefs (4) MoralA -0.09 0.36 0.29 0.90 

MoralB -0.27 0.40 0.28 0.88 

A second test of discriminant validity is to compare the AVE score for each 

construct. In the AVE test of discriminant validity, the square root of a given 

construct’s AVE should be larger than any correlation of the given construct with 

any other construct in the model (Chin 1998). All the results of this test were 

acceptable. Our results depicted in Table 24 again demonstrate strong 

discriminant validity. 

Table 24. Correlation and Reliability Scores for Latent Variables  

Construct AVE CR α 1 2 3 4 

Benefits (1) .68 .90 .85 0.83    

Formal Sanctions (2) .89 .82 .75 -0.17 0.86   

Informal Sanctions (3) .88 .75 .75 -0.02 0.68 0.88  

Moral Beliefs (4) .89 .75 .85 -0.20 0.42 0.32 0.89 

Finally, to test the reliability of measurement items, SmartPLS was used to 

compute the Cronbach’s α as well as the composite reliability score, which is 

evaluated in the same way as Cronbach’s α (Fornell & Larcker 1981). Both 

scores are reported in Table 24. All constructs exhibited a reliability score well 

over the .60 threshold accorded to exploratory research (Nunnally 1967). 
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Appendix 9 Assessing Common Methods 
Variance, Chapter 4 

Because measures for the dependent and independent variables were taken from 

the same instrument, we performed two tests to gauge the influence of common 

methods bias in our data. First, we performed Harman’s one-factor test to see 

whether one factor accounted for the majority of variance in the data (Podsakoff 

et al. 2003). To do so, we entered all items used in the instrument into an 

unrotated exploratory factor analysis. This yielded 41 factors, the largest of which 

accounted for 28 percent of the variance, showing no evidence of common 

methods bias. As an additional test, we examined the latent variable correlations 

(shown in Table 24) to see whether any two latent constructs correlated highly (at 

.90 or more), another possible manifestation of common methods bias (Pavlou et 

al. 2007). No constructs were found to correlate so highly. Given these results, 

and because evidence suggests that methods biases are not as serious in the field 

of IS as compared to those in other disciplines (Malhotra et al. 2006), we 

conclude that there is little threat of common methods in our data. 
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Appendix 10 Scenarios and Instrumentation, 
Chapter 5 

Table 25. Hypothetical scenarios. 

Violation Scenario 

Reading 

confidential 

documents 

Jack goes to the shared office printer alone, and sees a document printed by someone 

else. The document is labeled as “Confidential”. The information security policy 

prohibits reading confidential information, but Jack is curious and quickly reads 

through the document.  

Failing to report 

computer virus 

Gina is browsing possible questionable websites at work and the anti-virus program 

alerts her that a virus has been installed on her computer. Although the information 

security policy requires that viruses be removed by IT support staff, Gina decides to 

take care of the virus problem by herself. 

Allowing children 

to play with 

laptop 

Linda takes her work laptop to home to work. Her kids want to use the laptop for 

playing games. Linda is upset because her kids do not have a computer, unlike their 

friends. Her company’s security procedures prohibit sharing work computers with 

anyone. Linda lends her laptop to her children and later she realizes that the kids have 

installed a number of programs to it. Linda does not tell to anyone about this issue. 

Using 

unencrypted 

portable media 

Niles is working on a position that requires access to his company’s personnel details. 

His company’s information security policy prohibits copying this data to unencrypted 

portable media, such as USB drives. However, Niles is going on a business trip and 

would like to analyze the personnel data during his trip. Niles copies the personnel 

data to his portable USB drive without encryption and takes it off company premises. 

Locking PC Kathy’s supervisor asks Kathy to leave her PC unlocked, so that other employees are 

able to use it. Her company’s information security policy prescribes that all users must 

lock their PC every time they leave their computer. Nevertheless, Kathy leaves the PC 

unlocked. 

Sharing 

passwords 

Heather uses a file server at work that she can access by typing in her password. The 

company has an information security procedure that passwords must not be shared. 

However, Heather is on a business trip and one of her co-workers needs a file on the 

file server. Heather shares her password with her co-worker. 
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Table 26. Measurement Items. 

Construct Item Item Text Source 

Habit 

 

Habit1* Complying with information security policies is 

something I do frequently.  

Adapted from 

Verplanken & 

Orbell (2003, 

Piquero & Piquero 

2006) 

 

Habit10* Complying with information security policies is 

something I have no need to think about doing.  

Habit11* Complying with information security policies is 

something that’s typically “me.”  

Habit12* Complying with information security policies is 

something I have been doing for a long time.  

Habit2 Complying with information security policies is 

something I do automatically.  

Habit3 Complying with information security policies is 

something I do without having to consciously 

remember to do so.  

Habit4 Complying with information security policies is 

something that makes me feel weird if I do not do 

it.  

Habit5* Complying with information security policies is 

something I do without thinking.  

Habit6* Complying with information security policies is 

something that would require effort not to do.  

Habit7 Complying with information security policies is 

something that belongs to my (daily, weekly, 

monthly) routine.  

Habit8 Complying with information security policies is 

something I start doing before I realize I’m doing 

it.  

Habit9* Complying with information security policies is 

something I would find hard not to do.  

Intention to 

Comply with 

the 

Information 

Security 

Policy 

Int1 What is the chance that you would do what [the 

scenario character] did in the described scenario?

Piquero and 

Piquero (2006) 

Int2 I would act in the same way as [the scenario 

character] did if I was in the same situation. 

Derived from 

Piquero and 

Piquero (2006) 

Perceived 

Severity 

PerceivedSev1 An information security breach in my organization 

would be a serious problem for me. 

Derived from Milne 

et al. (2000); Woon 

et al. (2005)  

 

PerceivedSev3 If I would do what [the scenario character] did, 

there would be serious information security 

problems for my organization.  

PerceivedSev4* If I would do what [the scenario character] did, 
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Construct Item Item Text Source 

serious information security problems would 

result. 

Perceived 

Vulnerability 

PerceivedVuln1* I could be subjected to an information security 

threat, if I would do what [the scenario character] 

did. 

Derived from Milne 

et al. (2000); Woon 

et al. (2005)  

 PerceivedVuln2 My organization could be subjected to an 

information security threat if I did what [the 

scenario character] did. 

 

PerceivedVuln3 An information security problem could occur if I 

did what [the scenario character] did. 

Response 

Efficacy 

ResponseEff1 Complying with information security policies in 

our organization keep IS security breaches down.

 

Woon et al. (2005) 

ResponseEff2 If I comply with information security policies, IS 

security breaches are scarce. 

Maddux & Rogers 

(1983)(1993) 

ResponseEff3 Careful compliance with IS security policies helps 

to avoid IS security problems. 

Woon et al. (2005) 

Self-efficacy Self-efficacy1 I can comply with information security policies by 

myself. 

Derived from 

Wurtele and 

Maddux (1987) 

Self-efficacy3 Doing the opposite of what the [scenario 

character] did would be difficult for me to do. 

Wurtele and 

Maddux (1987) 

Self-efficacy4 Doing the opposite of what the [scenario 

character] did would be easy for me to do. 

Wurtele and 

Maddux (1987) 

Perceived 

Realism  

Real How realistic do you think the above scenario is? New item 

Response 

Cost 

ResponseCost4 Complying with information security policies 

inconveniences my work.  

Woon et al. (2005) 

ResponseCost5 There are too many overheads associated with 

complying with information security policies. 

Woon et al. (2005) 

ResponseCost6 Complying with information security policies 

would require considerable investment of effort 

other than time. 

Woon et al. (2005) 

Rewards Rewards1 If I would do what [the scenario character] did, I 

would save time. 

New item 

Rewards2 If I would do what [the scenario character] did, I 

would save work time.  

New item 

Rewards3 Non-compliance with the information security 

policies saves work time. 

New item 

 * Dropped to improve reliability or construct validity. N.B. all items were measured on an 11-point scale 

from 0 (strongly disagree) to 10 (strongly agree). 
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Appendix 11 Model Validation, Chapter 5 

To test convergent validity, we performed bootstrap with 600 resamples. We then 

examined the t-test scores for the loadings of items on their intended constructs. 

Convergent validity is shown when the t-scores are at or above 1.96. Results from 

this test showed that items generally significantly loaded on their intended 

constructs. Items that did not were dropped from the measurement model. 

Another bootstrap, which showed that all items significantly loaded on the 

appropriate construct, was performed (see Table 27).  

Table 27. PLS Loadings for Convergent Validity. 

Construct Item Loading 

Perceived Severity PerceivedSev1  .83*** 

PerceivedSev3 .89*** 

Perceived Vulnerability PerceivedVuln2 .90*** 

PerceivedVuln3 .83*** 

Response Cost ResponseCost4 .79*** 

ResponseCost5 .83*** 

ResponseCost6  .64*** 

Response Efficacy ResponseEff1 .83*** 

ResponseEff2  .79*** 

ResponseEff3 .86*** 

Habit (Prior Experience) Habit2 .90*** 

Habit3 .73*** 

Habit4 .62*** 

Habit7 .84*** 

Habit8 .59*** 

Intention to Comply with the Information 

Security Policy 

Int1 .96*** 

Int2 .96*** 

Rewards Reward1 .78*** 

Reward2 .89*** 

Reward3 .82*** 

Self-Efficacy Self-efficacy1 .72*** 

Self-efficacy3 .74*** 

Self-efficacy4 .85*** 

*** p < .001 

To test discriminant validity, two tests were performed. First, discriminant 

validity in the measurement model was evaluated by examining the pattern of 

item loadings across constructs in the model. Discriminant validity is 
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demonstrated when items load more highly on their intended construct than on 

other constructs in the model. According to Gefen and Straub (2005a), the 

difference between an item loading on its intended construct and its next highest 

loading should be at least .10. Examining Table 28, we see that nearly all items 

meet this criterion, with the exception of item “PerceivedSev3,” which loads on 

the construct vulnerability with .80, which is .09 lower than its intended loading 

on perceived severity. However, given the close theoretical similarity between 

these two constructs, this single exception can be considered acceptable. 

Table 28. Cross Loadings of Measurement Items to Latent Constructs. 

Construct Item 1 2 3 4 5 6 7 8 

Habit (1) Habit2 .90 -.26 .45 .59 -.29 -.21 .56 .35 

Habit3 .73 -.21 .40 .40 -.22 -.20 .44 .28 

Habit4 .61 -.17 .38 .36 -.15 -.09 .26 .36 

Habit7 .84 -.22 .44 .58 -.22 -.08 .50 .38 

Habit8 .58 -.10 .28 .29 -.09 -.13 .35 .16 

Intention (2) Int1 -.28 .96 -.43 -.22 .38 .40 -.45 -.38 

Int2 -.24 .96 -.43 -.19 .27 .40 -.46 -.33 

Perceived Severity 

(3) 

PerceivedSev1 .48 -.24 .82 .44 -.14 -.11 .31 .34 

PerceivedSev3 .44 -.50 .89 .49 -.13 -.23 .46 .80 

Response Efficacy 

(4) 

ResponseEff1 .51 -.19 .42 .83 -.28 -.26 .49 .39 

ResponseEff2 .46 -.19 .49 .79 -.12 -.13 .39 .34 

ResponseEff3 .56 -.15 .44 .86 -.25 -.10 .44 .43 

Response Cost (5) ResponseCost4 -.21 .27 -.13 -.18 .79 .33 -.21 -.08 

ResponseCost5 -.25 .29 -.06 -.21 .83 .37 -.15 -.05 

ResponseCost6 -.15 .20 -.18 -.22 .64 .36 -.19 -.16 

Rewards (6) Reward1 -.17 .29 -.08 -.15 .44 .78 -.20 -.11 

Reward2 -.09 .44 -.23 -.16 .33 .89 -.29 -.18 

Reward3 -.23 .29 -.18 -.17 .40 .82 -.25 -.17 

Self-Efficacy (7) Self-Efficacy1 .54 -.22 .28 .46 -.17 -.25 .72 .25 

Self-Efficacy3 .28 -.37 .31 .30 -.13 -.19 .74 .25 

Self-Efficacy4 .51 -.48 .46 .46 -.25 -.25 .85 .34 

Perceived 

Vulnerability (8) 

PerceivedVuln2 .41 -.35 .72 .43 -.11 -.17 .36 .90 

PerceivedVuln3 .31 -.28 .45 .37 -.09 -.15 .27 .82 

A second test evaluated discriminant validity in the structural model by 

comparing the square root of each construct’s average variance extracted (AVE) 

score with the construct’s correlations with other constructs in the model. The 

square root of the AVE should be much higher than any construct correlation 

(Gefen & Straub 2005a). An examination of Table 29 shows that every construct 
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easily meets this guideline. Overall, the results of both tests demonstrate excellent 

discriminant validity.  

Table 29. Construct Correlations, AVE, and Reliabilities. 

Construct CR α AVE 1 2 3 4 5 6 7 8 

Habit (1) .86 .79 .55  .74        

Intention (2) .96 .92 .93 -.27  .96       

Perceived Severity (3) .85 .65 .74  .53 -.45  .86      

Response Efficacy (4) .86 .77 .68  .62 -.21  .54  .83     

Response Cost (5) .80 .62 .57 -.28  .34 -.15 -.26  .76    

Rewards (6) .87 .77 .69 -.19  .42 -.20 -.19  .46  .83   

Self-efficacy (7) .82 .67 .60  .58 -.47  .46  .54 -.24 -.30  .77  

Vulnerability (8) .85 .65 .74  .42 -.37  .70  .47 -.12 -.19  .37  .86 

Note: CR = composite reliability; α = Cronbach’s α; AVE = average variance extracted 

Finally, to test the reliability of measurement items, we calculated Cronbach’s α 

as well as the composite reliability score, which is evaluated in the same way as 

Cronbach’s α (Fornell & Larcker 1981). Both scores are reported in Table 29. All 

items exhibited a reliability score over the .60 threshold accorded to exploratory 

research (Nunnally 1967). 



158 

Appendix 12 Tests for Common Method Bias, 
Chapter 5 

Because measures for the dependent and independent variables were taken from 

the same instrument, we performed two tests to gauge the influence of common 

methods bias on our data. First, we performed Harman’s one-factor test to see 

whether one factor accounted for the majority of variance in the data (Podsakoff 

et al. 2003). To do so, we entered all items used in the instrument into an 

unrotated exploratory factor analysis. This yielded 20 factors, the largest of which 

accounted for 31 percent of the variance, showing no evidence of common 

methods bias. As an additional test, we examined the latent variable correlations 

(see Table 29) to see whether any two latent constructs correlated highly (at .90 or 

more), another possible manifestation of common methods bias (Pavlou et al. 

2007). No constructs were found to correlate so highly. Given these results, and 

because evidence suggests that methods biases are not as serious in IS as 

compared to other disciplines (Malhotra et al. 2006), we conclude that there is 

little threat of common methods in our data. 
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