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Abstract
Nowadays, content is increasingly in digital form and distributed in the Internet. The ease of
making perfect copies of the digital content has created a need to develop a means to protect it.
Digital rights management (DRM) relates to systems designed to protect the intellectual property
rights of the digital content. The DRM systems try to enable a secure distribution of digital content
to the users and to prevent the unauthorized copying, usage, and distribution of the content. This
is usually done in practice using encryption and digital watermarking techniques.
This thesis concentrates on the problem of protecting and distributing multimedia content
securely in mobile environment. The research objectives are: (1) to design an overall DRM
architecture which allows an easy content distribution to the user in mobile environment; (2) to
develop protection methods that can be used in mobile devices with limited computational
capabilities to prevent unauthorized usage of the audio content; (3) to create methods for managing
and enforcing the user’s rights and restrictions to the content usage; (4) to study a method for
providing the users with an easy access to new digital content and services. The research is carried
out by first developing an overall DRM platform to mobile environment. The experimental
prototype of the platform is implemented on server side to PC environment and the client runs on
a mobile phone. The platform is used to test the functionality and complexity of the content
protection methods developed which are based on digital watermarking and encryption
techniques.
The main results of the thesis are: (1) a DRM platform for mobile devices that supports peerto-peer networking and license negotiation; (2) audio protection methods utilizing digital
watermarking and encryption techniques which support content superdistribution and content
preview; (3) methods for counting offline how many times content has been played on the user’s
terminal using watermarking and hash chains; (4) a method for adding metadata, such as a web
link, into audio content, so that it survives digital to analog to digital transformation and recording
with a mobile phone.

Keywords: audio watermarking, content protection, digital rights management, DRM
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1

Introduction
“Any person can invent a security system so clever that she or he can't think
of how to break it.”
Schneier’s Law

1.1

Background

The digital watermarking is an art of hiding information in digital content by
utilizing imperfections of the human perceptual system. The embedded
information is tightly coupled with the host content so that it is hard to remove the
embedded data. Digital watermarking is closely related to information hiding.
First references to information hiding date back to ancient Greek, where
concealed messages where used in communication rather than encryption to hide
the very existence of communication. Conventional paper watermarking appeared
around 1282 in Italy, where watermarks were made with thin wires inserted in
papers molds to make paper slightly thinner. The purpose of the early watermarks
is not known for sure, but in the eighteenth century watermarks were started to be
used as trademarks and means for anti-counterfeiting. (Cox et al. 2002.)
The first example of technology similar to the digital watermark was in 1954
when Muzak Corporation filed a patent for watermarking musical works
(Hembrooke 1961). This system was used by Muzak Corporation until 1984.
(Cox et al. 2002.) According to Cox et al. (2002), the first reference to digital
watermarking is probably by Szepanski (1979), who presented a machinereadable pattern that could be embedded in documents. Holt et al. (1988) acquired
a patent for a method for embedding an identification code in audio content. The
first use of the term digital watermarking was done by Komatsu & Tominaga
(1989), according to Cox et al. (2002). The term became in wider use in early
1990s.
In the mid 1990s, the interest in digital watermarking research started to
increase gradually. The first Information Hiding Workshop was held in 1996 with
digital watermarking as one of its primary topics. The Society of Photo-Optical
Instrumentation Engineers (SPIE) started a conference specializing in Security
and Watermarking of Multimedia Content in 1999.
Around the same time, digital rights management (DRM) started to emerge as
a field of its own as the Internet began to commercialize. The DRM relates to
13

systems that are designed to protect intellectual property rights of the digital
content. The DRM systems try to enable a secure distribution of digital content to
the users and to prevent the unauthorized copying, usage, and distribution of the
content. This is usually done using encryption and digital watermarking
techniques.
The first generation of the DRM focused entirely on security and it used
encryption as a means to prevent copying and access to the content from users
that had not paid for it. The second generation of the DRM covers broader
capabilities of DRM such as content description, identification, trading,
protection, monitoring, and tracking. (Iannella 2001.) The DRM should not be
seen only as a technology against piracy, however. The DRM can, for instance,
make content purchasing easier and thus increase commerce. By increasing the
security felt by the content providers the quality of the digital content will
increase, which will create more revenues due to more satisfied customers.
(Becker et al. 2003.)
The DRM systems can be visualized as a three-legged stool where the seat is
the DRM system and the legs of the stool compose of technical methods, business
models, and law. The technical elements cannot work in isolation, however; it
would be unwise to use complex intrusive security methods to protect low valued
content or vice versa. In order to operate appropriately, the three elements must be
in balance. (Becker et al. 2003.)
Most DRM solutions developed thus far are variations on a common theme,
now called as DRM reference architecture, illustrated in Fig. 1. Such architecture
has three major components: content server, license server, and client. The
content server’s function is to store the actual content and to prepare it for DRMbased distribution. The license server’s responsibility is to generate the licenses
for content consumption to the user. The licenses are used to define what the user
is allowed to do with the content, and they additionally contain keys needed to
remove protection. The client comprises of the DRM controller, currently more
often called a DRM Agent, which is the main actor in the DRM system. It is
responsible for interacting with the user, as well as with the rendering application
and the license server. (Rosenblatt et al. 2002.)

14

Fig. 1. The DRM reference architecture. (Revised from Rosenblatt et al. 2002.)

According to Institute for Policy Innovation analysis, global music piracy causes
$12.5 billion of economic losses every year (Siwek 2007). This has increased the
music industry’s interest in the DRM solutions. One of the big problems with
DRM systems is that the solutions have not been interoperable, because the field
of DRM lacks standardization (Becker et al. 2003). This has lead to a situation
where most of the major music distributors use different DRM techniques in their
stores and the users have been restricted to buy their content from stores that
support the DRM solution used by their portable music players. One exception is
Open Mobile Alliance’s (OMA) mobile DRM standard which is currently in its
second version and is used in most mobile phones.
Another problem with the DRM systems is that once anyone manages to
break their protection, the same method of violation is immediately available to
all users. This forces the DRM system manufacturers to constantly upgrade and
patch their protection methods. For example, the Advanced Access Content
System (AACS), the content protection method of the new high definition video
HD DVD and Blu-ray discs was broken in less than a year and subsequently the
updated versions were also broken very fast (Wikipedia n.d.-b).
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The very restricting nature of the current DRM solutions has lead to wide
opposition of the DRM, e.g. see (Wikipedia n.d.-a). Hence, some adversaries of
the DRM interpret the DRM to mean digital restriction management. In response
to this, there is a current trend in the music distribution in the Internet to relax the
copyright enforcement. Many major music stores have been begun to sell DRMfree music. In most cases, this means that the music sold is not encrypted and can
be played with any music player. Some stores, however, embed customer’s
fingerprint into the content to find out who is responsible for leaking the pirated
media. This fingerprinting can be done with digital watermarking techniques.
1.2

Research problem and objectives

The research problem of this thesis is: How to protect and distribute multimedia
content securely in mobile environment? Specifically, the work concentrates on
the following sub-problems:
1.
2.

3.
4.

What kind of overall architecture is needed to allow an easy content
distribution to the user in mobile environment?
What kind of protection methods can be used in mobile devices with limited
computational capabilities to prevent unauthorized usage of the audio
content?
How the user’s rights and restrictions to the content usage are managed and
enforced?
How to provide the users an easy access to new digital content and services?

The main objective of the research is to create an experimental DRM platform to
mobile environment which comprises both client and server side components.
The platform is then expanded by developing several content protection and
distribution methods that are used in the platform to answer the research
problems.
1.3

Research scope and approach

This thesis focuses on developing protection techniques for audio content
distribution. The protection methods developed can be applied also to other media
types, although the used digital watermarking algorithms are media type specific.
This means that the principles of the protection methods could be implemented
using different watermarking algorithms which fulfill the robustness, capacity,
16

and other requirements set by the protection method. With respect to the threelegged stool model of the DRM systems, this thesis concentrates on the
technology leg of the stool.
The research carried out here uses a constructive approach. The protection
methods developed utilize existing technologies and research results where
possible. The research is carried out by first developing the overall DRM
platform, which is based on the DRM reference architecture (Fig. 1). The
experimental prototype of the platform is implemented on server side to PC
environment and the client runs on a mobile phone. The platform is used to
implement and test the functionality and complexity of the content protection
methods developed which are based on digital watermarking and encryption
techniques.
Fig. 2 illustrates a flowchart of a typical DRM system, regarding how audio
content is protected, distributed, and consumed. The DRM component residing in
the user’s device manages and enforces the rights and restrictions set by the
license. The developed methods focus on the content distribution, license
management and enforcement, and content protection parts of Fig. 2.
Content provider

User device
Audio player

Audio database
Unprotected audio

Add protection

Protected
audio
Protected
Protectedaudio
audio

Download

Protected audio

Play audio

DRM database
License server
Protected
audio
Protection
Protected
audio
information

Create license

DRM component
Purchase

Manage license

Manage
protection

Protection
information

Financial
transaction

Fig. 2. Overall flowchart for protection, distribution and consumption of audio.

The focus of digital watermarking research is mainly to improve either the
capacity or robustness of the watermarking algorithms. The watermarking
algorithms are applied to develop realistic applications in real environment.
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Developing real applications point out new requirements for the algorithm design
which would otherwise be overlooked.
The watermarking algorithms developed are tested against selected attacks
that are most probable in the selected applications. The robustness requirements
depend heavily on the application use case, for instance, whether malicious
attacks against the watermarks are expected or not. In cases where the malicious
attacks are not expected, the robustness is only tested against the unintentional
attacks that are inherent in the application. The audio quality tests are done with
both objective tests and subjective listening tests.
1.4

Contributions and summary of original publications

The following is a summary of the contributions of this thesis:
1.
2.
3.
4.

A DRM platform for mobile devices that supports peer-to-peer (P2P)
networking and license negotiation.
Novel audio protection methods utilizing digital watermarking and
encryption techniques.
Methods for counting how many times content has been played on a user’s
terminal.
A method for adding metadata, such as a web link, into audio content so that
it survives digital to analog to digital (DA/AD) transformation.

Paper I describes a DRM platform which uses digital watermarking and
encryption to protect audio files. The platform uses public key infrastructure
(PKI) to authenticate the users and protect the license files. The system allows the
protected content to be superdistributed between users and offers a freely playable
teaser of the content. The author of this thesis was responsible for the
development of the architecture and implementation of the system. Dr. Cvejic was
responsible for the watermarking algorithm and Prof. Seppänen was the
supervisor and also participated in the finalization of the manuscript.
Paper II describes a mobile DRM platform that supports P2P networking. The
platform provides strong protections methods utilizing encryption and
watermarking. The users are allowed to superdistribute both the protected content
and the actual DRM player software with Bluetooth or P2P networking. The
license files that define what the user is allowed to do with the protected content
are acquired with the help of a license negotiation subsystem. The author was
responsible for the design of the platform and protection methods. Mr. Koskela
18

was responsible for the license negotiation. Mr. Brockman implemented the
platform. Prof. Seppänen was the supervisor and also participated in the
finalization of the manuscript.
Paper III introduces a method for increasing the robustness of a watermark by
embedding another watermark into the content. The second watermark is fragile,
i.e. it is destroyed if user tries to modify the content, and it contains information
that the user does not want to lose. The method was demonstrated with an
application in which the fragile watermark contains decryption keys for the audio
content. The author was responsible for the design of the method and
implementation of the experiments. Dr. Cvejic was responsible for the
watermarking algorithm and Ms. Lähetkangas participated in the design of the
application. Prof. Seppänen was the supervisor and also participated in the
finalization of the manuscript.
Paper IV introduces an audio protection method that uses annoying audible
watermarks. The digital watermark is embedded into audio content with high
enough power that it is audible to the user. This watermarked audio file can then
be freely downloaded by the users and it acts as a teaser to the actual content. If
the user decides to buy the content, the watermark can be removed to restore the
audio quality to the original level. The author was responsible for the
development of the method and testing. Dr. Cvejic helped with the watermarking
algorithm and Prof. Seppänen was the supervisor and also participated in the
finalization of the manuscript.
Paper V introduces a method for counting how many times the user has
played protected content with a DRM-enabled player. The method utilizes hash
function to count the number of plays in the case where the user cannot be
assumed to have online connection and the counter must be stored on the user’s
terminal. The basic method utilizes a modified hash chain method that prevents
the malicious user from increasing the counter value. The paper, additionally,
describes methods for improving the basic method. The author was responsible
for the development of the method and Prof. Seppänen was the supervisor and
also participated in the finalization of the manuscript.
Paper VI describes watermarking methods for counting how many times the
user has played an audio file. The paper presents three different methods for using
watermarks to store a counter value. The first one embeds the watermark with
specific intervals, and as the counter value increases, the watermarked parts in the
content increase as well. The second method uses rewritable watermarks to store
the counter value. Finally, the third method embeds multiple watermarks in the
19

same location of the audio file, and the number of watermarks gives the counter
value. The author was responsible for the development of the protection method
and implementation of the experiments. Dr. Cvejic was responsible for the
watermarking algorithm and Prof. Seppänen was the supervisor and also
participated in the finalization of the manuscript.
Paper VII introduces a method for linking analog audio such as radio
broadcast music to web pages with digital watermarks. The method uses two
watermarks; one for synchronization and another to embed the actual data. Audio
which is played through loudspeakers can be recorded with a mobile phone and
the web link is extracted from the recording. The author was responsible for the
design of the method and implementation of the application. Dr. Cvejic and Ms.
Lähetkangas were responsible for the design of watermarking algorithm with the
help of Ms. Keskinarkaus who also carried out the testing. Prof. Seppänen was the
supervisor and also participated in the finalization of the manuscript.
Paper VIII introduces an improved version of the method for embedding
metadata in analog audio with digital watermarks. The watermarked audio is
recorded with a mobile phone while it is played with loudspeakers and the
embedded data is extracted with application. The improved version of the method
uses better error correction and synchronization methods, and the paper presents
much more thorough testing. The author was responsible for the design of the
method and implementation of the application. Ms. Keskinarkaus were
responsible for the design of watermarking algorithm with the help of Dr. Cvejic
and author. Ms. Keskinarkaus and author carried out the testing. Prof. Seppänen
was the supervisor and also participated in the finalization of the manuscript.
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2

Literature review

This chapter provides an overview of the literature related to DRM and audio
watermarking. The chapter is divided into two parts. Section 2.1 deals with DRM
related research and some DRM systems and standardization work. Section 2.2
investigates concepts related to digital watermarking, concentrating on audio
watermarking, in particular.
2.1

Digital rights management

As the digital content started to become more widespread, DRM systems were
developed to fight ever increasing content piracy. The possibility of making
perfect copies of the digital content makes the piracy very tempting. The DRM
systems try to prevent this using encryption and watermarking techniques, in
particular.
Hietanen et al. (2008) conducted a survey among P2P network users to find
out their attitudes towards copyrights. The results indicate that the users of the
P2P networks are aware of the fact that they are breaking the copyright laws, and
about half of them even think that what they are doing is morally wrong. The
survey asserts that the biggest profit of using the P2P networks, naturally, was the
access to a large base of digital content free of charge. The risk of getting caught
was seen remote for the respondents.
Fetscherin & Schmid (2003a, 2003b) made an empirical survey of the use of
DRM systems in music, film, and print industry. The results of the survey point
out that the content providers were using a variety of content protection methods,
passwords and encryption being the most common ones, each with its own goal.
The respondents were satisfied with their level of protection but planned to
enforce it in the future. Half of the respondents of the music industry were
skeptical about the benefit of DRM in reducing piracy, whereas the respondents in
film and print industry believed in the DRM to do it.
2.1.1 DRM systems
The DRM systems usually comprise of encryption and key management, access
control, copy control, identification, tracing, and billing mechanisms. The access
control is done using a flexible set of usage rules that define what the user can do
with the content. These are defined with rights expression languages (REL),
21

discussed in more detail in the next subsection. The access rules are defined in the
license, which typically also contain the keys needed to access the content. Copy
control usually utilizes encryption and watermarking methods, and it is used to
prevent making unauthorized copies of the content, which is generally very hard
to achieve in practice. Device compliancy helps the copy control. If the
multimedia device does not allow free access to the content, copying is much
harder than in an open PC environment. Thus the devices can have tamperproof
hardware or trusted platform module (TPM), where the keys and licenses are
stored, to prevent the user access to them. Finally, identification and tracking can
be used as a last resort to track the source of pirated copies and enable legal
action. (Hartung & Ramme 2000, Jonker & Linnartz 2004.)
One of the main principles of DRM systems is the separation of content from
the rights. This allows the content to be distributed freely since the users are not
able to consume the content without a valid license. The distribution can be done
using offline delivery packaged in CD, DVD, etc., online distribution with
downloading or streaming, or superdistributed from other users. (Subramanya &
Yi 2006.)
The major architectural components present in most DRM solutions are
shown in Fig. 1 (p.15). Jamkhedkar & Heileman (2004) created an alternative
layered model of the DRM dividing the functionality of the DRM system in three
blocks. The purpose of the layered framework is to reduce the complexity of
systems and to enable vendors to develop systems focusing on different aspect of
the DRM that could be made to interoperate. To start with, the upper layers deal
with the end-to-end functions of the application. Its responsibility is to negotiate
the used content formats, financial transactions, identification of the content, and
protection methods used between the client and the server. The middle layers, in
their turn, handle the rights expression and interpretation and it is the key element
for a universal interoperable DRM. Finally, the lower layers ensure rights
enforcement and the different content protection methods are implemented here.
They later analyzed DRM interoperability from the viewpoint of layered
architecture (Heileman & Jamkhedkar 2005). In (Jamkhedkar et al. 2007),
middleware based on the layered model is proposed.
There are two major DRM standardization works being done, MPEG IPMP
by the Moving Picture Experts Group (MPEG) and OMA DRM by the Open
Mobile Alliance (OMA). The intellectual property management and protection
(IPMP) is the MPEG’s term for DRM. The MPEG IPMP standardization started
with the MPEG-4 IPMP mechanism. It provided hooks, i.e. control points, which
22

could be used to plug in proprietary protection methods. Additionally, the
protected content has associated IPMP system ID, which is used to identify what
DRM tool is needed to consume the content. The content can also contain private
data that is used by the DRM system. (Hartung & Ramme 2000, Rump 2004.)
The MPEG-4 IPMP was later extended to allow interoperability and secure
communication between different DRM tools. The interoperability is achieved so
that the player identifies the DRM tools needed, and if some are unavailable, it
can try to download them. (Rump 2004.) The MPEG-4 IPMP extension also
provides ways for DRM tools to exchange messages, which was analyzed by
Pang & Wu (2005). Furthermore, several content protection methods have been
proposed to MPEG-4 IPMP (Lacy et al. 1999, Kim & Hong 2004, Senoh et al.
2004).
The MPEG-21 IPMP is based on extending the work done in MPEG-4 IPMP.
In the MPEG-21, DRM functionality is in the core of the standardization; 4 out of
18 technical parts of the standard are dealing specifically with DRM issues: part 4
defines the IPMP components, part 5 provides an REL, part 6 specifies a rights
data dictionary (RDD), and part 11 defines the best practices for evaluating
persistent association technologies. The MPEG-21 IPMP (part 4) includes ways to
download DRM tools from remote locations, exchanging messages between the
tools, and between these tools and the terminal. It also addresses authentication of
IPMP tools. It has provisions for integrating rights expressions according to the
RDD and the REL. The REL (part 5) provides the syntax to create rights
expressions governing the content, while the RDD (part 6) provides the
semantics. Finally, part 11 deals with technologies that link information to
identify and describe content with the content itself, such as watermarking and
fingerprints, i.e. identifying the content based on its properties. (Bormans et al.
2003, Rump 2004.) Consequently, Sheppard (2007) describes an experimental
implementation of the MPEG-21 IPMP components, including an interface for
DRM tools and MPEG-21 terminals to communicate based on the MPEG REL,
dynamic construction of licenses that permit a user to carry out an action, and a
cryptographic architecture bound to the existence of licenses.
The other major DRM standard, the OMA DRM, is currently in its second
version. The OMA DRM 1.0 is a simple protection system for low cost media
objects (such as a ringtone or a background image) and supports three basic
functionalities:

23

1.
2.
3.

forward lock to prevent an unprotected media object from leaving the device,
combined delivery for distributing a protected media object jointly with the
rights to consume it, and
separate delivery for a separate distribution of a protected media object and
the rights to consume it.

The newer OMA DRM 2.0 focuses on mobile content protection. It provides more
robust protection for the content using public key infrastructure (PKI). Each OMA
DRM 2.0-compliant device has a unique set of keys that are used to protect the
licenses. Additionally, with the OMA DRM 2.0, the user is able to create domains,
which enables sharing of protected content between OMA DRM 2.0-compliant
devices within a domain, such as home. Currently, OMA DRM 2.1 is under
development and it will address detailed metering of content usage, binding
content to secure removable media and secure content exchange to non-OMA
DRM systems. (Buhse & van der Meer 2007.)
With respect to the OMA DRM, Soriano et al. (2005) present enhancements
to the OMA DRM 2.0 by introducing a method for paying licenses via mobile
operators, separate the DRM agent into device and user agents, and apply
watermarking and fingerprinting as an additional means of copy detection. The
DRM user agent, which manages the licenses, can move from device to another,
thus the protected content can be used in different devices. Yu et al. (2005), for
their part, propose a DRM scheme based on the TPM which enhances the security
of the OMA DRM 2.0 and provides interoperability and compatibility between
the TPM and the OMA DRM.
The mobile DRM platform developed in this work is much simpler than
OMA DRM and MPEG-21 IPMP, especially with respect to the REL. The DRM
standards and the mobile DRM platform are all based in the DRM reference
model presented earlier. The standards have to be developed by taking into
account many sorts of different applications that could be built using them. This
makes them complex, whereas the platform developed only contains features
which are necessary for testing the content protection methods created. This, on
the other hand, allows easier development of protection methods since the
platform can be updated if new features are required. Furthermore, one unique
feature of the mobile DRM platform is that it includes a system which negotiates
with the license servers a suitable license for the user. The protection methods
created can be adapted to be used with the DRM standards.
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An overview of some other commercial DRM solutions available can be
found from the literature (Liu et al. 2003, Jonker & Linnartz 2004, Michiels et al.
2005, Serrão et al. 2007). With respect to other DRM related research, Merabti &
Llewellyn-Jones (2006) address the DRM from the point of view of ubiquitous
computing. They propose a distributed trust paradigm for the DRM systems in the
ubiquitous environment. Adelsbach et al. (2005), in their turn, describe a
multilateral DRM infrastructure where the users will be able to verify that the
seller is actually the owner of the content. Additionally, they propose a method for
describing the ownership of perceptibly similar content which are modifications
of the original content. A DRM enabled P2P architecture has been proposed in
(Sung et al. 2006, Lou et al. 2007).
2.1.2 Rights expression languages and DRM interoperability
Several rights expression languages (REL) have been developed over the years
with the eXtensible rights Markup Language (XrML) and the Open Digital Rights
Language (ODRL) becoming the most popular. Some time ago, the XrML was
accepted as the standard REL for the MPEG-21 IPMP, and ODRL was selected as
a basis for the OMA DRM. However, these RELs have not been widely used in
DRM applications. Instead, most commercial DRM systems do not use REL,
despite the fact that the use of the REL would make DRM interoperability much
easier. The problem with the current RELs is that they are too complex to be
easily implemented in DRM systems. (Jamkhedkar et al. 2006.)
Both the XrML and ODRL are extensible XML-based markup languages to
specify rights and conditions to control the use and distribution of digital content
and to access services. There are four elements at the core of the XrML (resource,
principal, right, and condition) which determines the right to perform action on
certain content or service and also who can do it and under what conditions.
(Wang et al. 2002.) The ODRL, on the other hand, consists of three similar
entities (principal, permission, and asset) which differ from the XrML ones in that
the permission includes the conditions. (Polo et al. 2004.)
A shortcoming of the XrML is that it does not support negation, which means
that, if some action is not specifically permitted, it is forbidden. This limits what
kind of licenses can be defined. What is more, the XrML does not have formal
semantics. Instead, the XrML specification presents the semantics in two ways,
first is a description of the language, and second, a description of an algorithm to
determine if permission follows from a set of licenses. Unfortunately, the
25

specification does not specify in which order the licenses should be tested,
because of which the output depends on the implementation of the algorithm. As a
result, the MPEG-21 REL has been changed to address these problems. (Halpern
& Weissman 2008.)
The XrML based MPEG-21 REL is defined with extensions using the XML
Schema and XML namespaces. The core contains definitions of the REL’s
authorization model. Next, the standard extension contains definitions of concepts
generally and broadly useful and applicable to DRM usage scenarios. Finally, the
multimedia extension contains definitions of DRM concepts related to multimedia
content. (Wang 2004.) The MPEG-21 RDD provides the semantic to the REL.
The MPEG-32 RDD is based on a logical structure, referred to as the context
model, which is used to construct natural language ontology for terms used in
rights management. Its baseline dictionary contains approximately 2,000 terms.
Additionally, the MPEG-21 RDD includes 14 RDD actions that can be used in
REL grants. Fourteen actions have been selected to cover the most common
actions a user might wish to undertake with respect to digital content. (Wang et al.
2005.)
Concerning the DRM systems interoperability, the systems must be able to
translate the content providers’ rules from one system to another and to ensure
that devices and content services that use different DRM systems enforce the
rules in the same way (Geer 2004). The first option is to directly translate the
license from one REL into another. This is sometimes impossible since there is no
conceptually equivalent element in the target language. Nevertheless, this can be
avoided by using profiles which are a limited subset of the source REL. The
second way of translating RELs is to use an intermediate schema which can
describe the elements in both RELs. (Cooper & Montague 2005.)
There are a number of papers which propose methods for making different
DRM systems interoperable. Guth et al. (2003), for example, describe a
generalized contract schema CoSa which provides a means for the generic
representation of digital contracts formulated in arbitrary RELs. They also
implemented an interpreter which can translate ODRL licenses into CoSa. Polo et
al. (2004), in their turn, developed tools to translate expressions from ODRL to
MPEG-21 REL and vice versa. Moreover, Safavi-Naini et al. (2004) examined
the translation of licenses between MPEG-21 REL and OMA REL.
In contrast, networked environment for media orchestration (NEMO) is an
experimental framework for the discovery, access, composition, and orchestration
of media-related online services. It does not enable DRM system interoperability
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per se; however, it provides a way for different DRM systems used by content
providers and consumers to communicate with one another (Koenen et al. 2004).
Other interoperability methods are proposed in (Kravitz & Messerges 2005,
Chang et al. 2007, Chen & Huang 2007, Jeong et al. 2007, Nam et al. 2007a,
Nam et al. 2007b).
2.1.3 Implementing DRM system
The most commonly used protection method employed in the DRM systems is the
cryptography and digital watermarking, the latter of which is discussed in more
detail in Section 2.2. Encrypting can be divided into two major types: symmetric
and public-key algorithms. In symmetric algorithm, the same key is used in both
encryption and decryption and the key is shared with the sender and the receiver.
Some widely used symmetric algorithms are Data Encryption Standard (DES) and
its variation 3DES (Schneier 1996) and Advanced Encryption Standard (AES)
(NIST 2001) which has replaced the 3DES as the encryption standard by the U.S.
government. The concept of public-key algorithms was first suggested by Diffie
& Hellman (1976) to solve the problem of the shared secret. The public-key
algorithms use public/private key pairs in which one key is used to encrypt and
another to decrypt. The public-key algorithm known most commonly is RSA,
named after its creators Ron Rivest, Adi Shamir, and Len Adleman. Since publickey algorithms are much slower than symmetric algorithms, they are usually
combined so that the message is first encrypted with symmetric algorithm and the
key is encrypted with public-key algorithm. (Schneier 1996.) As a rule, it is
important to note that you should never try to create your own encryption
algorithm unless you are expert in cryptography; otherwise, you are almost
guaranteed to result in unsecure algorithm.
Another important cryptographic method used in DRM is digital signatures.
These are used to sign the licenses so that the DRM system can be sure that the
license has not been forged by a malicious user. The digital signatures use oneway hash functions which take variable length input and turn it into fixed length
output called the hash value. One-way function is a function which is easy to
compute but very hard to reverse. This means that it must fulfill the following
requirements: First, given a hash value, it should be hard to find a message that
produces that hash. Second, given a message, it should be hard to find a message
that produces same hash. Finally, it should be hard to find two messages that
produce the same hash.
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Some well-known hash algorithms are Message Digest algorithm 5 (MD5)
and Secure Hash Algorithm 1 (SHA-1) and their variations. The actual digital
signature is created by using the hash function on the object being signed and
encrypting the hash value with the signer’s private key. The signature can be
verified by calculating the hash value from the object, decrypting the signature
with the signer’s public key, and comparing these two values. (Schneier 1996.)
Since it is impossible to know the owner of the key pair, certificates are used
to link the identity of the key pair owner and the public/private key pair. The
certificates are issued by a certification authority, which is a trusted party by the
sender and the receiver, by using a digital signature to bind the identity and the
key pair. This concept is known as public-key infrastructure (PKI). (Adams &
Lloyd 1999.) With respect to the PKI, Serrão et al. (2007) have analyzed the key
management in some open DRM systems.
Regarding the copy control, the trusted computing module (TPM) (Pearson
2003) consists of secure hardware designed to minimize the opportunity for
software-based attacks. It provides a function called remote attestation, which
allows a content provider to refuse services to a platform in an unapproved state.
A TPM based DRM system is introduced in (Cooper & Martin 2006) which does
not limit the user to select their operating-system and applications. A key
component in the architecture is a security manager that enforces mandatory
access controls on shared devices, restricted information flows between virtual
machines and DRM policy on protected objects. Additionally, the system provides
content usage count restrictions by storing a counter in the TPM. With respect to
that, Shapiro & Vingralek (2002) review several methods that could be used to
store persistent data on hostile environment such as a user’s terminal.
Kwok (2002) studied the license management models of some commercial
DRM music systems and proposes an enhanced license management model which
allow both in online and offline purchases. Ziolkowski & Stoklosa (2007), for
their part, introduce an agent based DRM system in which the DRM agent is
capable of an autonomous searching of content from different providers and
determining which offer is the best in terms of price and usage conditions. On the
other hand, Abbadi & Mitchell (2007) propose a DRM system in which the
identification of a device ownership is done on the basis of a mobile phone.
Morin & Pawlak (2008), in their turn, have studied a exception aware DRM
system. The exception is defined to be any legitimate access attempt to a
protected content, which has not been anticipated by the resource owner when
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protecting it. They propose a credential based system in which some rights should
be waived in case of exception.
Superdistribution is a multi-level networking approach where digital content
is distributed by the users, for example, via e-mail, P2P platforms, Bluetooth,
memory sticks or other distribution channels. It adopts the idea of viral marketing
for the content industry and utilizes existing social networks. (Küpper et al.
2007.) With respect to that, Chong & Deng (2006) present a DRM system which
superdistributes encrypted layered content and allows the user to select the
desired quality level of the content. The mobile DRM platform developed allows
both the content and the DRM player software to be superdistributed directly
from device to another or with P2P networks.
Concerning the restrictions in the licenses, Mundt (2005) proposes a location
dependent DRM system in which the constraint for using protected content can be
location based. The user’s location is tracked with a satellite positioning system.
Similar location based DRM system is discussed in (Surminen et al. 2007). It
utilizes wireless local area networks (WLAN) to verify the location of the user.
The system enables restricting the use of the content for example in a certain
building where the WLAN access points are located. Xiaosong et al (2007), in
their turn, propose a P2P framework with DRM components. Their method
utilizes selective content poisoning in which all distribution agents and customers
will send poisoned content to unpaid peers while sharing clean content among
each other. This creates a huge difference in the download performance between
paid customer and unpaid peers. Finally, Venkatachalam et al. (2004) discuss a
music identification system based on acoustic DNA called MusicDNA. Acoustic
DNA is a fingerprint calculated from audio which identifies the sound recording.
MusicDNA fingerprint is based on energy values computed from frequency bands
which form two vectors that are normalized and concatenated to form a 30component fingerprint.
2.1.4 Copyright legislation and critical view of DRM
The history of the intellectual property (IP) starts officially with 1709 Statute of
Anne, known as the first copyright law. The first major international treaty
concerning industrial property was made in 1883. Next, in 1886 the international
copyright act was adopted and later revised in 1912 and 1957. Later, the copyright
laws changed to digital era in 1998 with the U.S. digital millennium copyright act
(DMCA) and in 2001 with the European Copyright Directive. Both laws make
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illegal circumventing the technical security measures, and manufacturing and
trading equipment which help to circumvent them. (Borda 2005.)
Copyright does not protect the ideas themselves, instead it protects the way in
which they are expressed and it arises automatically with the creation of a work.
The copyright expires after a certain number of years after the death of the author
and after that the work is in the public domain. Copyright has exceptions of which
the most prominent is for fair use which allows for a limited reproduction of the
creative work without permission. However, the major problem with the fair use
is that the difference between it and copyright infringement is vague. (Owens &
Akalu 2004.)
The enforcement and recognition of intellectual property rights is an
international concern and the World Intellectual Property Organization (WIPO), a
specialized agency of the United Nations, was created to promote and protect IP
around the world. Much of the recent legislation around the world, including the
DMCA and its European counterpart, which relate to the DRM have been a result
of two WIPO treaties. (Owens & Akalu 2004.) The anti-circumvention laws,
enacted based on the WIPO Copyright Treaty, are used to give a legal protection
to the DRM systems. Regarding the anti-circumvention laws, Akalu & Kundar
(2004) review the trials concerning the Content Scrambling System (CSS) used in
DVDs. It portrays the difference in interpretation of the copyright laws in the U.S.
and Europe. De Rosnay (2002) discusses the requirements the copyright laws
impose for a good DRM system.
Erickson & Mulligan (2004) study the concepts and architecture of policy
specification and enforcement, and how usage control policies are evaluated in
DRM systems. They also discuss the challenge of coding copyright law in DRM
systems. In (Felten & Halderman 2006), Sony-BMG’s content protection methods
XCP and MediaMax are studied which use active protection methods to prevent
reading the CD. The XCP installs in the user’s computer as a rootkit, which hides
it from the user and introduced a vulnerability to malicious programs which was
abused shortly after its release. In the light of the XCP incident, Bishop & Frincke
(2006) raise questions about situations where the interests of the content providers
and the users differ, whose policy and expectation dominate, and what sorts of
defenses are appropriate, and in which situations.
Feigenbaum et al. (2002) discuss privacy problems in the DRM systems.
They propose a list of privacy engineering principles for the DRM systems which
would improve the privacy protection. On the other hand, Camp (2003) argues
that the DRM suppresses creativity and innovation by restricting the use of the
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content too strictly. Moreover, Stini et al. (2006) claim that the DRM artificially
reduces the value of the digital content by limiting the actions that the user can
perform on it. Thus, a user who legally purchases DRM protected content not
only has to pay for the content, but also gets an inferior product compared to
someone who acquired an illegal unprotected copy for free. They propose that the
DRM systems should concentrate on managing and protecting content ownership
rather than managing and protecting the content itself. Finally, Lesk (2003)
envisions a world with a perfect DRM system, and how would such world differ
from the current one.
2.2

Digital audio watermarking

Digital watermarking is a method for hiding additional information into digital
content by utilizing imperfections of the human perceptual system. Watermarking
has been used in applications like broadcast monitoring, owner identification,
proof of ownership, authentication, fingerprinting, copy and access control, and
information carrier (Cvejic & Seppänen 2008).
2.2.1 Digital watermarking concepts
A watermarking system is illustrated in Fig. 3. The watermark, which is typically
a binary sequence b, is embedded in the cover signal A in a watermark embedder.
The watermark and the cover signal are coupled tightly together so that the
watermark cannot be removed easily from the cover signal. The embedding is
usually done using a watermarking key K so that the security does not depend on
algorithm being secret, called Kerckhoffs’ principle. The embedder outputs
watermarked signal Aw which cannot be perceptually distinguished from the
cover signal. The watermarked signal passes through a watermark channel in
which the signal can be processed and/or attacked. This transforms the
watermarked signal to A'. Finally, the watermark is extracted in a watermark
detector. The detector uses the watermarking key to either extract the embedded
message or to detect if a known watermark b was embedded in it. (Barni &
Bartolini 2004.)
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Fig. 3. Block diagram of watermarking system.

The watermarking schemes can be divided into three categories based on detector
requirements. If the detector requires the original cover signal, the scheme is
called non-blind. The blind scheme, in which the cover signal is not needed, can
be further divided into two, with and without synchronization information. In the
blind schemes without synchronization, the watermark embedding is done using a
feature points from the cover signal. (Cvejic & Seppänen 2008.)
The main requirements of the watermarking system can be visualized as a
“magic triangle” (Fridrich 1999) shown in Fig. 4. The requirements, that is,
imperceptibility, capacity, and robustness, are contradictory. The operating point
of the watermarking system has to be selected based on requirements of the
application. Sacrificing the capacity of the watermark by using error correction,
the robustness can be increased. Using a lower embedding strength the watermark
will become less perceptible, but the robustness will lower, too. If malicious
attacks are not expected in the application, the robustness requirements are
somewhat relaxed. To sum up, all the requirements cannot be maximized at the
same time. (Cvejic & Seppänen 2008.)
Capacity

Imperceptibility

Robustness

Fig. 4. Magic triangle—three contradictory requirements of watermarking.
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Mintzer & Braudaway (1999) were among the first to suggest embedding
multiple watermarks in the same cover media. The reasoning for using more than
one watermark is that watermarks may be needed for different purposes in the
application, one for owner identification and the other for authentication, for
example. The different watermarks can have varying robustness and capacity
requirements. Sheppard et al (2001) were the first to classify multiple
watermarking schemes. The three classes are called re-watermarking, segmented
watermarking and composite watermarking. In the re-watermarking, the multiple
watermarks are embedded in on top of each other, while in the segmented
watermarking, in its turn, the space available for watermarking is divided and
allocated to different watermarks. Finally, the composite watermarking builds a
single composite watermark from a collection of watermarks. Consequently, Liu
& Smith (2004) examined a mathematical model to embed two watermarks with
different robustness or capacity requirements, either using re-watermarking or
segmented watermarking. They demonstrate that the re-watermarking achieves
higher data hiding rates than the segmented watermarking. Additionally, their
results show that optimal data hiding requires embedding of the more robust
watermark first. On the one hand, Kundur & Hatzinakos (1998) suggested using a
known reference watermark to characterize attacks before blind extraction of data
watermark. They were also the first to suggest using attack characterization in
watermarking.
Petitcolas et al. (1999) proposed the following set of requirements for a
robust watermarks, which are a good guideline for building a watermarking
system:
–
–
–
–
–

The watermark should not degrade the perceived quality of the cover signal.
The watermark detection should require knowledge of a watermarking key.
Multiple watermarks embedded in a single object should not interfere with
each other.
The users should not be able to modify the embedded information.
The watermark should survive all attacks that do not degrade the cover
signal’s perceived quality.

Furthermore, perceptible watermarks can be used to protect the content in a more
active manner. They are usually used in applications in which the content is freely
available to the users and the unauthorized usage is prohibited. By using
perceptible watermarking to embed a copyright mark, the owner of the content
can be identified perceptually while preserving the perceived quality of the
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content. (Huang & Wu 2004.) The perceptible watermark usually should be
permanent to increase robustness against unauthorized attempts to remove it.
However, there are applications in which the watermark needs to be removable or
reversible. For instance, in (Mintzer et al. 1997), visually watermarked images are
posted on the Internet. The images serve as a teaser and are freely downloadable
by the users. The user is able to remove the visual watermark with a program
available for a fee. Although the reversible watermarking has been widely
researched, the research has mainly focused on reversible watermarking of
images. A review of the reversible watermarking research status is found in (Feng
et al. 2006). Nevertheless, a perceptible removable watermarking has been rarely
studied in the literature. Hu et al. (2006), in their turn, propose a removable
visible watermarking method in which the embedded watermark is user keys
dependent. The watermark removal is not complete, however, and some residual
distortions are left after removal. In (Hu & Jeon 2006), a reversible visible
watermarking method is presented which is able to recover the original image
losslessly.
2.2.2 Human auditory system and watermark quality
Audio watermarking is harder than image watermarking since the human auditory
system (HAS) has a wider dynamic range than the human visual system. The
HAS perceives sounds over a range of power greater than 109:1 and range of
frequencies greater than 1000:1. In addition, the HAS is very sensitive to additive
random noise, it can be detected as low as 80 dB below ambient level. However,
the differential range of the HAS is fairly small, i.e. loud sounds generally tend to
mask out quiet sounds. Moreover, the HAS cannot perceive the absolute phase,
only the relative phase. There are also some environmental distortions which are
so common that the listener usually ignores them. (Bender et al. 1996.)
The HAS can be modeled using a set of overlapping bandpass filters for
frequency bands called critical bands, in which the humans cannot perceive a
difference. In fact, at low frequencies, the bandwidth of a critical band is about
100 Hz, while at frequencies above 500 Hz the bandwidth is about 20 % of center
frequency. As a consequence, two properties of the HAS mainly used in audio
watermarking are frequency or simultaneous masking and temporal masking. The
frequency masking is a phenomenon in which a low level signal (e.g. a pure
signal) can be made inaudible by a stronger signal. A masking threshold is defined
to be a sound pressure level below which a signal is inaudible. Hence, the level of
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the masking signal on a critical band, in which the masked signal is, determines
the masking threshold. On the other hand, without a masking signal, a signal is
audible if its level is above the threshold in quiet. Furthermore, the masking effect
is not limited to simultaneous signals. This phenomenon, called the temporal
masking, can be divided to premasking and postmasking in time. The premasking
effect appears just before the masking signal is switched on and its duration is
only about 20 ms. Likewise, the postmasking effect is present after the masking
signal has been switched off and its duration is much longer, from 50 to 200 ms,
depending on the duration of the masking signal. (Zwicker & Fastl 1999.)
The MPEG-1 audio standard (ISO 1993) provides two implementations of
psychoacoustic model, i.e. model of human perception of sounds. Psychoacoustic
Model 1 is less complex than Psychoacoustic Model 2, and thus makes more
compromises to simplify the calculations. To begin with, MPEG-1 audio layer 3
(MP3) compression divides the frequency into 32 subbands. Further, the
Psychoacoustic Model 1 uses 1024 point Fourier transformation to calculate
frequency components. The frequency components are grouped based on critical
bands, on which tonal and noise-like components of the signal are separated. The
model identifies tonal components based on the local peaks of the audio power
spectrum. Next, the remaining spectral values are summed into a single non-tonal
component per critical band. The model determines the masking thresholds by
first applying an empirically determined masking function for each critical band.
Second, the threshold in quiet is calculated as a lower bound for audibility.
Finally, a minimum masking threshold is selected within each 32 subbands as a
subband threshold. (Pan 1995.)
The quality of watermarked audio can be evaluated either using subjective or
objective measures. In fact, evaluating watermarked audio quality is similar to the
problem of evaluating audio codecs, hence the same principles and test methods
can be applied. The subjective testing can be done in two ways, testing the
transparency of the watermarked samples or rating the quality of the watermarked
samples with respect to the reference samples. The testing for transparency can be
performed by a so-called two-alternative-forced-choice test. In the test, a number
of sample pairs are randomly chosen from the set of possible combinations
[(O,O), (O,W), (W,O), (W,W)], where ”O” denotes the original and ”W” the
watermarked sample. The test subject is asked whether both items were equal or
not. As a result, a test for non-transparency is performed by trying to reject the
transparency hypothesis. (Arnold 2002.) Moreover, the subjective rating of the
sample quality can be made according to International Telecommunication Union
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recommendations (ITU 1997, 2003). The test subjects are asked to rate the audio
quality of a sample sequence using a 5-point impairment scale: (0: imperceptible,
−1: perceptible but not annoying, −2: slightly annoying, −3: annoying, −4: very
annoying). Finally, subjective difference grade (SDG) is calculated using the test
results as:
SDG = Scoresignal under test − Scorereference signal

(1)

The objective quality evaluation has also been standardized by ITU (2001) and is
called perceptual evaluation of audio quality (PEAQ). It should replace the ITU-R
BS.1116 (ITU 1997) standard, and it is very sensitive and enables the detection of
even small distortions, and therefore should be only used with high quality audio
material. In the PEAQ, both the reference signal and the signal under test are
processed by an ear model to calculate objective difference grade (ODG). (Arnold
2002.) Alternatively, Creusere et al. (2008) have developed an objective quality
metric which is based on model output variables of ITU-R BS.1387-1 (ITU 2001)
and that can accurately quantify subjective quality over audio fidelities, ranging
from highly impaired to perceptually lossless. In contrast, Lin & Abdulla (2008)
propose using objective quality measures adopted in speech processing for
objective quality evaluation in audio watermarking. The quality measures provide
a faster and more efficient method of evaluating compared to the perceptual
models.
2.2.3 Attacks against watermarks and synchronization
An attack against watermark can be defined as any processing which prevents the
intended purpose of the watermarking technique for a given application. Hence,
attacks can be divided into two groups, malicious or intentional and unintentional
attacks. An attack is considered successful if it maintains the perceived quality of
the content while circumventing the watermarking technique. Arnold (2003)
categorized attacks into four different groups of removal, desynchronization,
embedding, and detection attacks, respectively. The first two attacks prevent the
watermark from being detected. The embedding attack embeds a new watermark
to the content and results in a false watermark being extracted. For one thing, the
aim of a copy attack is to copy a watermark from one cover signal to another. For
another, in overmarking a second watermark is embedded in an already marked
carrier signal. Finally, in the detection attack, the watermark is extracted
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unauthorized. The unauthorized detection of the watermark is usually used as a
preceding step before removal attack.
Consequently, Steinebach et al. (2001) classify removal/desynchronization
attacks in the following groups:
–
–
–
–
–
–
–
–

–

Dynamics – These change the loudness profile of an audio file.
Filter – Filters cut off or increase a selected part of the spectrum.
Ambience – This group consists of audio effects simulating the presence of a
room.
Conversion – Audio material is often subject to format changes.
Lossy compression – Audio compression algorithms based on psychoacoustic
effects.
Noise – Noise can be the result of most of the attacks described above.
Modulation – Modulation effects like vibrato, chorus, amplitude modulation
or flanging are usually not used in postproduction.
Time stretch and pitch shift – These either change the length of an audio
event without changing its pitch or change the pitch without changing the
length.
Sample permutations – This group consists of algorithms not used for audio
manipulation in usual environments. These are specialized ways to attack
audio watermarks.

Lang et al. (2005) have developed audio benchmarking suite called StirMark
benchmark for audio. StirMark contains a wide range of processing attacks
against audio watermarks divided into add/remove attacks, filter attacks, and
modification attacks based on processing type. Besides performing single attacks,
StirMark includes another attack mode, called profile attack, to run more than one
attack in a serial order. Unfortunately, at the time of writing, StirMark benchmark
for audio is no longer available for free download; however, researchers can
contact the author of the StirMark1 to evaluate their algorithms. Steinebach et al.
(2002) present a test environment for noisy, analog channels. They analyze if it is
possible to simulate an acoustic, noisy DA/AD environment with filters,
quantization, and noise generators. Based on the results, they identify the
parameters relevant for watermarks to successfully survive noisy acoustic
channels. Additionally, they describe a design concept for a DA/AD simulation.
Xiang & Huang (2006), in their turn, analyze the performance of quantization1

http://wwwiti.cs.uni-magdeburg.de/~alang/smba.php
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based audio watermarking against the DA/AD attack and conclude that it is very
sensitive to it. They also investigate the effect of DA/AD transformation to the
audio signal.
The fingerprinting application of the digital watermarking, i.e. an application
where the ID of the content user is embedded in the content, is suspect to a
collusion attack. In such an attack, the attacker has access to a set of watermarked
content with unique a message embedded in each of them. The attacker averages
the content files in order to remove the watermark from them. Liu et al. (2005)
concentrates on the collusion attack and fingerprinting methods which are
collusion resistant and can detect a number of attackers. The drawback of the anticollusion codes is that they usually require a very large number of bits to be
embedded, and thus high capacity for the algorithm, if the number of different
fingerprints is large. Robert & Picard (2005), in their turn, discuss the
vulnerability of the watermarking system to the so-called mask attack. The mask
attack utilizes the knowledge on the perceptual properties deduced from the
masking models to estimate and remove the embedded watermark. As a result,
they suggest that for audio watermarking using high frequencies and dominant
tonal components should be avoided.
Semifragile watermarking has the property that it is robust against certain
attacks but fragile against others. Thus, it can be used in authentication
applications, in which the watermark should be robust against attacks that do not
alter the perceived view of the content such as lossy compression. Regarding that,
in (Tu & Zhao 2003), a semifragile audio watermarking method is described.
Synchronization is one of the most challenging elements of a watermarking
system. The synchronization is an essential element of every digital
communication system; however, in watermarking it poses unusual and
challenging new problems since the primary goal is not the communication of the
watermark but that of the multimedia information. Sharma & Coumou (2006)
review methods suggested for watermark synchronization and propose a featurebased synchronization paradigm. Zaidi et al. (2006), for their part, study the
impact of additive noise, from which the part that is signal-like has been removed,
to the watermarking. This desynchronization noise is shown to more accurately
characterize the attack impact on the watermark. They, additionally, investigated
optimal attacker and defender strategies in a game theory context.
Finally, Saied-Bouajina et al. (2004) view the analyzed audio watermarking
scheme as a communication system. They investigate an error correction strategy
based on the modification of the decoder metric. This modification is related to
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the a priori knowledge of the probability density function of the channel noise. As
a result, they propose a generalized Gaussian distribution model, which is
exploited to design an optimal channel Viterbi decoding structure.
2.2.4 Audio watermarking algorithms
This subsection overviews the audio watermarking algorithms proposed in the
literature over the past few years. A broad range of different embedding
techniques have been suggested from the least significant bit (LSB) scheme
through using transform domains to spread spectrum methods.
The LSB method is one of the first techniques proposed for audio
watermarking. The main advantage of the LSB method is a very high capacity
and a low computational complexity of the algorithm, while its main disadvantage
is considerably low robustness. In fact, the LSB is one of the simplest algorithms:
the watermark embedder selects a subset of all available cover audio samples
chosen by a key and substitutes the original bit values with the watermark values.
The detector simply extracts the watermark by reading the value of the selected
bits from the watermarked audio. The robustness can be increased by using higher
LSB layers which introduces more distortions to the cover audio, however. This
can be reduced by flipping the lower LSB layer bits to minimize the embedding
error. (Cvejic & Seppänen 2005.)
Echo hiding was first described in (Bender et al. 1996). In the echo hiding,
the watermark is embedded into a cover audio signal by adding echoes, which are
shifted and downscaled copies of the original signal. Thus, the echo is perceived
by the HAS as an added resonance. The embedder sets the time delay between the
original signal and the echo by selecting a kernel used to add the echo
corresponding to the watermark bit. Regarding that, Kim & Choi (2003) propose
a method that uses both backward and forward kernels. The forward kernel adds
echoes before its original signal exists. It performs best when the kernels are
symmetric, i.e. they have the same delay from the original signal. Ko et al.
(2005), in their turn, recommend spreading the echo in time domain using
pseudorandom sequence. Embedding watermark with various delays from the
original signal creates complicated echoes which, as a consequence, can provide a
more natural sound quality than using only a single echo or several multiple
echoes.
A patchwork scheme was also presented in (Bender et al. 1996) for images. It
is a statistical method based on hypothesis testing and relies on a large data set.
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The embedding process artificially modifies a certain statistic in a cover audio to
be many deviations away from the expected value. The two major steps in the
algorithm are: first, choose two patches pseudorandomly and second, add a small
constant value to the sample values of one patch and subtract the same value from
the sample values of another. The extraction is done with the subtraction of the
sample values between two patches, and if the results differ enough from the
expected value, the watermark has been detected. Moreover, the watermark
embedding is usually done in transform domain in order to spread the watermark
in time and to increase robustness. Yeo & Kim (2003) presented a modified
patchwork algorithm which uses adaptive modification value and additive
embedding, i.e., watermark is added to the cover signal.
Spread spectrum watermarking is the most widely used audio watermarking
scheme. There are two types of spread spectrum technologies: frequency hopping
(FH) and direct sequence spread spectrum (DSSS). In frequency hopping, the
narrow band signal is not spread into a wideband signal; instead, the signal’s
carrier frequency hops from channel to channel at different times. Hence, the FH
system has to use more power than DSSS system to achieve the same signal-tonoise ratio. However, the FH methods have usually larger capacity than DSSS
methods. (Cvejic & Seppänen 2004) is an example of FH watermarking
algorithm. The DSSS, on the other hand, uses a pseudorandom sequence to spread
a narrowband signal into a signal with a much wider bandwidth. The watermark
detector usually calculates correlation between the received signal and the
pseudorandom sequence to extract the watermark. (Cvejic & Seppänen 2008.) In
particular, many different direct sequence spread spectrum based watermarking
algorithms have been proposed in the literature (Kirovski & Malvar 2001, Seok &
Hong 2001, Esmaili et al. 2003, Liu & Inoue 2003). Most of the watermarking
methods employed in this thesis use the spread-spectrum watermarking in either
way.
The watermarks can be embedded in the cover audio in time domain or some
transform domain such as Fourier domain. To begin with, Bassia et al. (2001)
describe a method which divides the cover audio into segments and modifies the
amplitudes of the audio samples, whereas in (Lemma et al. 2003), a watermarking
method based on envelope modulation is presented. The short-time envelope of
the audio signal is modified in such a way that the change is imperceptible to the
human listener. The watermark is extracted from the energy of the envelope using
a correlation with reference signal. Lie & Chang (2006), for their part, propose a
low frequency amplitude modification algorithm. The amplitude modification is
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employed to scale amplitudes in a group manner instead of sample-by-sample
manner. No basic form of the watermark signal is set in advance; instead,
segments of host audio signals are modified based on the principle of differential
amplitudes. Further, in (Xiang & Huang 2007), a multibit algorithm based on the
two statistical features in time domain, histogram shape and modified mean value
has been studied. Wu et al. (2005), in their turn, describe a self-synchronization
algorithm for audio watermarking, in which the synchronization codes and the
hidden data are embedded in the low frequency coefficients of wavelet domain.
Finally, Wang & Zhao (2006) propose synchronization invariant audio
watermarking scheme based on wavelet and cosine transform. The algorithm is
based on the quantization of coefficients of the both wavelet and cosine
transform.
Algorithms that embed watermark in the phase of the cover audio utilize the
insensitivity of the HAS to a constant relative phase shift. Thus, the phase coding
method works by substituting the phase of an initial audio segment with a
reference phase that represents the data. The phase of subsequent segments is
adjusted in order to preserve the relative phase between segments. (Bender et al.
1996.) Takahashi et al. (2005) propose a multiple watermarking method based on
phase modulation that can embed three watermarks in audio content by applying
frequency division multiplexing.
With respect to other watermarking techniques, Li et al. (2005, 2006) propose
audio watermarking algorithm based on music edge detection. The key point lies
in the fact that music edges like drum sounds will not be changed much in order
to maintain high auditory quality. Next, Erküçük et al. (2006) suggest using linear
chirps, i.e. signals whose frequency changes linearly with time, as a watermark
signal. Different chirp rates are used as symbols to different messages. Yet in
(Wang et al. 2007), use of support vector machines for audio watermarking has
been studied. The algorithm embeds template information and watermark signal
into the original audio. In the extraction, the corresponding features of template
and watermark are extracted and the template is used as a training sample to train
the support vector machine, which is used to extract the watermark. Lastly, Larbi
& Jaidane-Saidane (2005) discuss using watermarking as a preprocessing step for
further audio processing systems. The watermark conveys no information; rather,
it is used to modify the statistical characteristics of an audio signal in order to
stationnarize the host signal.
The watermarking algorithms used in the original publications are based on
the work done in (Cvejic 2004). The algorithms have been modified, however,
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according to the application specific requirements. In addition, (Cvejic &
Seppänen 2008) contains an excellent compilation of references to the audio
watermarking publications.
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3

Research contributions

In this chapter, a summary of contributions described in detail in the original
publications is given. Additionally, it discusses how the original publications
answer the set research problems. Papers I and II describe the DRM platform that
was developed. In Papers III and IV, audio protection methods utilizing digital
watermarking techniques are described. Papers V and VI, in their turn, focus on
the issue of counting how many times the user has played protected content to
enforce restrictions set by the license. Finally, in Papers VII and VIII, a method
for linking analog audio to network based services is presented.
3.1

Mobile DRM platform

This section describes the DRM platform which was developed to test individual
protection methods, as well as to research content superdistribution and rights
management methods. The first version of the platform presented in Paper I uses
PKI and watermarking to protect the audio files. Paper II describes the second
version of the platform which adds support for the mobile devices and content
superdistribution. Additionally, license management and content protection
methods are improved. With respect to the first research problem in this thesis,
the platform developed has flexible and extendable support for content protection
methods with varying complexity and security; in addition, it provides
mechanism for content and DRM player superdistribution. It should be noted, that
the key management and distribution has not been thoroughly studied in this
thesis. It has been implemented in simplified way and should be researched more
in the future.
The architecture of the DRM platform developed is similar to that in the
DRM reference architecture illustrated in Fig. 1 (p.15). It has three main
components: content server, license server, and client. The license server and the
content server may be deployed into same physical server or they can reside on
different locations. The platform also uses services provided by certification
authority (CA) which is part of the PKI to provide the users an encryption key
pair and a certificate to link the identity and the key pair. Both servers are
implemented with Java and they are run on a PC. On the first version of the
platform, the client run also on a PC, whereas on the second version a support for
Symbian smart phones was added.
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In the first version of the platform, audio is the only media type supported.
Audio content is protected by embedding a spread spectrum watermark in it. The
watermark has three functions. First, it is used to identify the audio content so that
correct license can be acquired for it. Second, it informs the multimedia player
that the content is protected and it should not be played without a valid license.
Third, the watermark can be used to store the ID of the content owner, distributor,
or end-user that downloaded the content. The audio is additionally encrypted
using AES algorithm after the watermark has been embedded. The beginning of
the audio is not encrypted and it is used as a teaser, i.e. a preview to the content.
When the user wants to play the protected audio, the DRM player extracts the
watermark from the teaser part of the content. The player then checks whether the
user has a valid license to play the audio. If the user does not have a license and
she wants to get one, the player connects to the license server, whose address was
stored in the watermark, to buy one. The licenses are XML files that are signed
with the license server’s private key. The license defines what the user is allowed
to do with the content and what restrictions apply, such as validity period or
limited number of plays. Additionally, the license file contains the decryption key
to the content, which has been encrypted with the user’s public key. The player
checks that the license is valid and the user has not tampered it by comparing the
signature on the license to the license server’s certificate created by the CA.
The second version of the platform adds supports to images and video
content. Default method for content protection is encryption with AES algorithm
without a watermark. The media file has a header that contains information about
the protection method used and unique identifier associated with the content,
which is employed to identify the file on the server. The platform can be extended
to use other protection methods that have been developed, which are described in
the following sections.
Since the content is protected from unauthorized usage without a valid
license, it can be distributed to the users using multiple methods. The content
server keeps a list of content available for direct download from the server, and
this is the primary method of importing new content to the system. After the user
have received content, she can superdistribute it to other users, for instance, using
mobile P2P networking. Additionally, both the content and the DRM player
application can be shared over Bluetooth connection. This eases the
superdistribution since the user does not need to download the DRM player from
the server and the data transfer is free of charge. To enhance the content
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superdistribution, rewards can be offered to the users who help to distribute the
content to other users.
The user acquires licenses for the content with the help of a license
negotiation system (LNS). The LNS operates in client/server model. The LNS
client is used by the user to specify the parameters of the license she wants to
acquire. The parameters define the rights and restrictions of using the content.
The client sends the license request to the LNS server which contacts the license
servers and asks for license offers. The user then selects the offer that is most
suitable for her and after paying the offer, the license server generates the license
for the user.
The key elements of the DRM architecture are content protection and content
distribution. It is important that the DRM architecture is flexible and it can be
extended to support a protection method with varying complexity and security.
This helps to improve the system security; when the protection methods are
broken, new ones can be introduced. This is the important lesson that was learned
from DVD copy protection method CSS. The protection method used in DVD
was not designed to be updated or exchanged; therefore, when it was broken in
1999 all the current and upcoming DVDs were compromised. The support for
different protection methods is realized in the second version of the DRM
platform presented in Paper II by using an extra header in the protected media to
identify what protection method is used. The DRM client running in the user’s
device identifies the method used and launches a corresponding method to
unprotect the content for consumption if the user has a valid license.
Another important part of the DRM system is the easy content distribution.
This is especially important with mobile devices where the user potentially have
to pay much for the network connection. Superdistributing the content is a cost
effective way to distribute content. It reduces the need for content servers since
the users spread the content between each other. Hence, it is useful to separate the
content and the protection method from each other to allow the users to send the
content to their buddies. Besides superdistribution of the content, the DRM
platform developed supports the sending the DRM client to another user which,
again, makes usage more easy.
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3.2

Audio protection with digital watermarking

The second research problem in this thesis concerned developing audio protection
methods that are suitable for mobile devices with limited computational
capabilities. In this section, two different methods for using watermarking
techniques to protect audio are described. Usually watermarks are used to protect
the data by embedding copyright mark or user’s fingerprint in the content, but the
actual watermark does not prevent the user from playing the content. In these
methods, the watermark prevents the user from playing the music without a
permit. In Paper III, a fragile watermark is used to protect the data in a robust
watermark that is also embedded in the same content. Paper IV presents an
audible watermarking method that allows the user to preview the protected
content before buying it.
Paper III presents a method for increasing the robustness of a watermark by
using a second fragile watermark. The idea of the method is to try to persuade the
user not to try to remove the robust watermark by embedding a fragile watermark
in the same content, which contains valuable data to the user that she does not
want to lose. As an example, a lightweight scrambling scheme for audio is
described.
In the protection scheme, two watermarks are embedded in the audio file.
First, robust watermark is embedded in the content. The watermark could contain,
for example, the fingerprint of the user, the ID of the content owner, or a
copyright mark for the DRM player. Second, the audio file is divided into
segments that are 0.02–0.04 second long. Finally, the segments are randomly
permutated and in each segment the position and the length of the next segment in
embedded with the fragile watermarking method. Fig. 5 illustrates how the first
four segments have been permuted and the link to the next segment which is
embedded in the fragile watermark.

Fig. 5. Scrambled audio file segments and the embedded data. (III.) Copyright© [2005]
IEEE.
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The fragile watermarking algorithm that is used in the protection scheme embeds
the data in the fourth to the sixth LSB layers using a two-step approach. First, the
watermark bit is embedded by changing the bit value of the selected LSB layer.
Second, the impulse noise caused by the watermark is shaped by changing the bits
on lower LSB layers so that the audio sample value is as close to the original as
possible. The used LSB layers and audio samples are selected using a
pseudorandom sequence given by the watermarking key.
The robust watermark is embedded using a frequency hopping method in a
Fourier domain. The embedding is done on a set of fast Fourier transformation
(FFT) coefficients that are selected pseudorandomly. Two FFT coefficients are
selected from a frequency subband. A mean value of FFT magnitudes in the
subband is calculated and the magnitude of the one coefficient selected is set to be
K decibels above the mean value and the other coefficient is set to be K decibels
below the mean value. Depending whether bit 1 or 0 is wanted to be embedded,
the lower FFT coefficient is set to be above or below the mean value. The same is
done for the higher FFT coefficient. Fig. 6 illustrates embedding of bit 1. The
value K is selected so that it is below the frequency masking threshold of the
HAS. The frequency masking threshold is calculated using a model derived from
the Psychoacoustic Model 1. When extracting the watermark the higher
coefficient is subtracted from the lower one and if the difference is positive bit 1
was extracted, otherwise, the extracted bit was 0.
magnitude of the mapped coefficient
before watermark embedding

e.g. bit 1 to be embedded, mapped FFT
coefficients: 303rd and 320th (of 1024)

magnitude of the mapped coefficient
after watermark embedding
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Fig. 6. Watermark embedding with FH method. (Cvejic & Seppänen 2004.) Reprinted
from Signal Processing, 84(1), Cvejic N & Seppänen T, Spread spectrum audio
watermarking
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Paper IV describes a method for protecting audio files using removable
watermarks. In the protection scheme, an audible removable watermark is
embedded in the host audio. The watermarked data can be any arbitrary data,
since the actual data is not used to protect the audio. The audio file can be freely
distributed to users who can listen to it as a preview of the actual content. If the
user decides to buy the original un-watermarked version of the audio, the
watermark can be removed by downloading only the watermarking key.
The watermark is embedded in the host audio in a way that it is clearly
audible, but allows the user to have an idea what the un-watermarked content
would sound like. For instance, using the algorithm presented in Paper IV
produces narrowband noise that changes frequency rapidly. The watermarking
method used is format independent, which allows the scheme to be used with
lossy compression and supports transcoding of audio into another format.
The watermark is embedded using a modified version of the FH algorithm
described above in this section. In this method, the watermark strength K is
selected to be above the frequency masking threshold of the HAS. This ensures
that the watermark is audible. The K must not be too large, however, so that the
audio quality is not too poor for the users to be able to preview the content.
The watermark extraction is done in the same way as described above. After
the extraction, the watermark is removed before the audio is played to the user.
The watermark removal is done by calculating the mean magnitude of the FFT
coefficient in a subband, as done in the embedding phase. Next, the magnitude of
the two selected FFT coefficients are set to the mean value. This removes the
watermark from the content, although with some residual distortions. The
experiments show that the remaining distortions are imperceptible to the users
and that using lossy compression does not affect the quality either. Additionally,
the watermark does not worsen the compression results.
When developing a protection method for mobile devices, it is especially
vital to consider the computational complexity of the method. For instance, many
watermarking algorithms are computationally heavy, which restricts their use in
mobile clients because they are not possible to use in real time. Paper III
presented a lightweight content scrambling method that additionally helps to
protect the copyright watermark embedded in the same content.
The fragile watermarking method used in Paper III does not survive almost
any content processing, thus it is not suitable method, for example, in scenarios
where lossy compression is used. For more versatile use, a semifragile
watermarking method should be developed which is robust against common
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processing operations like lossy compression. The robust watermarking method
used in Paper III is robust against tested signal processing attacks with the worst
bit error rate (BER) being 2.29⋅10−3 with 32 kbps MP3 compression attack. It
should be noted that this can be significantly reduced by using error correction
codes. The audio quality was evaluated with subjective listening tests; the lowest
impairment scale value recorded during experiments was −2 and the average
mean opinion score (MOS) for the tested audio excerpts was −0.3 using ITU’s
5‑point impairment scale (see p.36).
To make content superdistribution more useful, the user should be able to
preview the content. The protection method described in Paper IV is designed to
allow the user to listen the content with degraded quality before making decision
about buying it. Similarly, the developed DRM platform supports an option where
the user is allowed to get a preview license to the content, although it can be
limited to a certain part and restricting the number of plays. Attacks against the
watermark were not tested because they do not make the watermark
imperceptible. On the contrary, removing attempts of a watermark will further
distort the host signal. The audio quality after removing the watermark was
evaluated to be excellent. The worst evaluated SDG value was −0.5 when using
MP3 compression before the watermark removal. Additionally, the watermark
removal is not affected by the use of lossy MP3 compression and the watermark
does not worsen the compression results, either.
3.3

Counting number of plays on user’s terminal

The third research question in this thesis deals with managing and enforcing the
rights and restrictions of the content usage. One of the possible restrictions for
content consumption that can be set in the license is the number of times the user
is allowed to play the content. The easiest way of counting the number of plays is
to use counter located on an external server; however, it has the downside that the
user must have online access in order to play the content. Placing the counter to
the user’s terminal allows the malicious user to try attack against it to increase the
number of allowed plays. This section focuses on methods that store the counter
on the user’s terminal and aim to make the attacks against the counter impractical.
Paper V utilizes hash chains to count the usages, and Paper VI focuses on
watermarking methods to implement the counter.
The counter scheme described in Paper V utilizes hash chains that were
originally proposed to be used as a micropayment mechanism. The scheme uses a
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cryptographically strong hash function which is iterated on the counter value. In
other words, when the user buys a license for n playbacks, an initial random value
is generated. The hash function is applied n times recursively
ti +1 = h(ti ) ,

(2)

for i = 0,1, … , n − 1 , where t0 is the initial value. The license is divided into two
parts, one part is digitally signed by the license server and the other is not. The
initial value and the number of playbacks n are stored in the unsigned part of the
license. Additionally, the result of the recursive hash calculation and n are stored
in the signed part of the license. Fig. 7 shows an example of the XML license file
which is used to store the counter data.
<License>
<Signature>loDet09DTwestFS</Signature>
<SignedPart>
<Count count=”5”>2Q9ksZ4jd8</Count>
…
</SignedPart>
<UnsignedPart>
<Counter count=”3”>uCkZm6vuk=</Counter>
</UnsignedPart>
</License>
Fig. 7. XML license showing the counter fields. (V.) Copyright© [2005] IEEE. Reprinted
from Proc. IEEE International Conference on Multimedia & Expo, Hash-based counter
scheme for digital rights management, Löytynoja M & Seppänen T.

When the user plays the content, the value stored in the unsigned part of the
license is hashed and the value in the license is replaced with the new one. The
counter count is decreased additionally. The number of plays left can be verified
by hashing the counter value in the unsigned part of the license recursively until
the hash value matches the value stored in the signed part of the license. If the
number of hash operations is less than the value stored in the signed part and it
optionally matches the value stored in the unsigned part, the counter has not been
tampered.
Since the counter value must be updated each time the user plays the content,
the counter is vulnerable to replay attack. In the replay attack, the user makes a
backup copy of the license file and later, when she has run out of allowed
playbacks, replaces the license from the backup. This resets the counter value to
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the one in backup. The replay attack can be made harder by storing the counter to
an external server, when the user is online, and by checking if the local copy has
been tampered. Another possible method is to use file date attributes to check if
the license has been modified by the user.
Paper VI presents three different methods for storing the counter in
watermarks. The first method embeds the counter watermark in the audio content
at specific intervals. The interval is divided into the number of segments, which
give the maximum counter value. The number of un-watermarked segments
between watermarks gives the counters current value. This is demonstrated in Fig.
8 where the counter’s maximum value is five. Each time the user plays the audio
file, one segment is watermarked to increase the counter value.

Fig. 8. Counter based on watermarks embedded at intervals. (VI.) Copyright© 2006
World Academy of Science, Engineering and Technology. Reprinted with permission.

The interval length can be either fixed or it can depend on the maximum value of
the counter. The former alternative has the disadvantage that the counter’s
maximum value must be known in order to avoid ambiguous counter values. In
the latter case, the length of the interval can be much higher if the maximum
counter value is high, this can limit how large the counter can be.
The second method uses a single watermark to store the counter value. The
counter can be embedded in a one location of the file or it can be repeated
multiple times to increase security and robustness. The DRM player must be able
to either remove and replace the watermark or the watermark data must be
updateable. This might help the malicious user to attack the counter easier. As
another disadvantage, the number of updates to the counter could be limited if the
watermark cannot be fully removed.
The third counter method embeds multiple watermarks in the same content
location. The number of the watermarks gives the counter value, thus the
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maximum number of usages must be stored in either watermark or license file.
Multiple watermarks can be embedded in the same location if they have a low
cross-correlation. The disadvantage of embedding multiple watermarks is that as
the number of watermarks increases the quality of the content lowers. This limits
how many watermarks can be embedded in the same location.
The watermark based counter methods were demonstrated using a spread
spectrum algorithm in which the watermark is summed to the host audio. The
watermark is shaped using a filter that is an approximation of the threshold in the
quiet curve of the HAS. The algorithm utilizes also the temporal masking
properties of the HAS. The experiments revealed that the watermark can be
updated when using the second method around 20–25 times before the residual
distortions become too large.
The audio quality evaluated with subjective listening tests gave −0.4 as the
average MOS for the tested audio samples, and the worst value was −2 using the
5-point impairment scale. The worst signal processing attacks tested against the
watermark were time scale modification and MP3 compression with the average
BER around 2⋅10−2, which can be significantly reduced with error correction
codes.
The replay attack can be used also against the watermark based counters
presented. Storing the counter value in the actual content does make the replay
attack more impractical, however. Making backup copies of the content need
much more storage space than backing up much smaller license files.
Ideally, the content protection methods should be transparent to the user.
Currently, many DRM systems are intrusive and too restrictive, which causes
users to prefer pirated content without a cumbersome DRM mechanism. This
leads into a situation where only the lawful user is harassed with the protection
and not vice versa, which was the original intent. The DRM platform developed
tries to distract the user only when necessary. The users are allowed to copy the
protected content to other devices unless the license defines otherwise. The user’s
identity is defined with a public encryption key, which is used to encrypt the
licenses. The license negotiation system provides the user easy way to compete
different content sellers.
Papers V and VI describe offline methods for enforcing a limited play count
set by the license. These methods, of course, limit content to be used in one
device at the time, but at least the content can be moved to another device along
with the counter data. The methods proposed differ from the ones presented in
(Shapiro & Vingralek 2002, Cooper & Martin 2006) in that they do not require
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TPM. An online counter would be necessary to allow the user to have the same
content on multiple devices at the same time if a limited number of playbacks is
required. The watermarking algorithm used to implement the counters described
in Paper VI was chosen so that the watermark embedding would be a relatively
light operation in which the shaped watermark is summed to the cover media. The
watermark extraction can be a somewhat more complex operation as the
watermark is only needed to be extracted from one place of the content, as
compared with the embedding, which needs to be done over the whole content.
3.4

Linking analog music to network services with watermarks

The fourth research problem was concerned with providing the users an easy
access to new digital content and services. A digital watermarking method can be
made to survive DA/AD transformation. This property is utilized in the method
for linking music played through loudspeakers to network based services by
recording a sample of the music with a mobile phone and extracting a
watermarked link to the service from the recording. In Paper VII, the first version
of the method is described. The second version of the method presented in Paper
VIII uses better error correction and synchronization and it is much more
comprehensively tested than the first version.
The digital watermarking methods can be used to create value added services
in addition to the more traditional content protection applications. The audio
linking application allows the user to easily access network based services from,
for example, music played in the radio. The user needs only record a short sample
of the audio with a mobile phone which contains the watermark extraction
software. The application extracts a Web link from the recording and directs the
user to the network service.
The application embeds two different watermarks in the audio, the first is
used to synchronize the extraction of the second watermark which contains the
actual data. The synchronization watermark is a spread spectrum watermark that
is embedded in frequencies 250–700 Hz. The data watermark is embedded using
a modified version of the FH algorithm presented in Section 3.2. The
watermarking algorithm uses fixed coefficients on frequencies 2.3–2.7 kHz, i.e. it
does not use frequency hopping, additionally it uses three coefficient pairs to
increase the watermark power.
Synchronization is done by calculating the cross-correlation between the
synchronization watermark and the recording. To increase the correlation peak,
53

the synchronization watermark is repeated in the content and the correlation is
calculated over multiple repetitions.
The mobile phones that were used to test the application could only record
audio in mono 8 kHz PCM format. To reduce the effect of downsampling to the
watermark extraction, the original audio used was in mono 48 kHz format.
Besides downsampling, there are other severe attacks present in the use scenario,
DA/AD conversion, background noise, and synchronization noise.
In the first version of the application, 78 bits are embedded in approximately
ten seconds of music. The embedded bits consist of 15 bits, that are used to mark
the start of the message, and 36 bit payload, which is Hamming (7,4) coded and
interleaved to increase the robustness. Watermark extraction is done by first
synchronizing the FH algorithm with the synchronization watermark. After that
the data watermark is extracted as described in Section 3.2. Next, the message
start bit sequence is searched and errors are corrected before the actual data is
read.
In the second version of the application, the error correction method was
changed to turbo coding with coding rate ½. The data watermark in the second
version consists of 35 bits that are interleaved and turbo coded which makes the
total length 74 bits. The message start is indicated using a fourth FFT coefficient
pair in the FH algorithm by changing its value from 1 to 0 or vice versa.
The experiments showed that the success ratio of the message extraction was
83 % when the subjective quality of the audio SDG was graded on average to be
perceptible but not annoying. Malicious attacks against the watermark were not
tested because the watermark contains value added data for the user. The key
element in successful message extraction is the correct synchronization. The
processing power of the mobile phone limits the number of calculations that can
be done in message extraction, so a trade-off must be done between reliable
extraction and computing time.
Papers VII and VIII present a way to access network based services from
music played in the radio, for example. The application does not require the
system that is used to play the music to be aware of the watermark. Naturally, the
robustness of the watermark and the quality of the audio can be increased if the
audio system is optimized not to harm the watermark. One alternative way to
implement a similar application would be to identify the music from their acoustic
fingerprint (Venkatachalam et al. 2004) and then fetch the network link from a
database. The benefit of using watermarks to carry the information is that there is
no need for content database. Related to other literature about DA/AD
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transformation and watermarking, the work done by Steinebach et al. (2002) is
focused on analyzing and modeling the DA/AD attack. Xiang & Huang (2006)
illustrate the main challenge of the DA/AD attack, combination of variety of
attacks. Additionally, they point out the weakness of the quantization-based audio
watermarking to the DA/AD attack.
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4

Conclusions

Digital rights management is most probably here to stay; however, as a concept it
is somewhat flawed. It is impossible to assume that the protection would not be
broken, if the attacker has the decrypting algorithm, protected media, and usually
even the keys needed to unprotect the content. This is especially so, since the
whole purpose of the content is that it can be consumed by the user. This does not
mean that DRM has no merits, however. Sometimes it is enough to prevent
copying certain amount of time, for example with computer games most of the
sales happen during the first two weeks. If the DRM is able to prevent piracy this
time, it has reached its goal. Yet it is important to realize that given enough time
all protection methods will break eventually. The business and legal methods,
however, can be utilized to protect the content after the technological measures
has been broken.
In this thesis, mobile DRM platform and protection methods were studied to
create methods for protecting and distributing multimedia content securely in
mobile environment. The thesis addressed the problem by focusing on the
following sub-problems: A mobile DRM platform was implemented to research
what kind of overall architecture is needed to allow easy content distribution to
the user in mobile environment. On top of the DRM platform, several content
protection and distribution methods were developed to study audio protection
methods for mobile devices with limited computing capabilities. Additionally,
license management and enforcement methods were investigated. Digital
watermarking was applied to provide the users an easy way to access network
based services and digital content by embedding a Web link into analog audio
content.
Many of the developed methods utilize digital watermarking, and the main
purpose of the research was not to create and enhance the watermarking
algorithms, but to apply them in realistic scenarios and to show that digital
watermarking can be used to implement those scenarios. Applying the algorithms
in realistic applications provided new requirements for algorithm design, the most
important ones being the computational complexity and watermark
synchronization. This resulted in improving the algorithms to fulfill those
requirements. Admittedly, the developed methods are far from perfect, each of
them have their own weaknesses that can be used to break them. However, they
do illustrate that the digital watermarking is a useful tool to create DRM
solutions. An especially useful way to use digital watermarks is fingerprinting,
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which should be researched in the future to be used with the methods developed.
It is an excellent complimentary technology for encryption, since it can be used to
track the person responsible for uploading the content into P2P networks after the
cryptographic protection has failed. It has a further advantage that the watermark
extraction algorithm is not needed in the client, which makes breaking the
watermark more difficult. Embedding different watermark into each version of
the same content has the drawback that attacker can use collusion attack which is
hard to resist.
Currently, the mobile devices begin to be powerful enough to perform more
complex calculations fast enough to utilize digital watermarking in different
applications. The encryption algorithms are already fast enough to decrypt content
in real-time. It is vital to carefully analyze the use scenario where the
watermarking is to be used to optimize the limited computing power of the
mobile devices into the most efficient use. Additionally, the attacks present in the
scenario need to be researched to strengthen the algorithm’s robustness against
them. This has also the benefit of lowering the complexity of the algorithm if
certain attacks are not expected in the use scenario.
In most watermarking applications studied in this thesis, the synchronization
to the watermark has been critical for successful data extraction. Often the
synchronization is a computationally heavy operation and the precision of its
result affects the watermark robustness directly. Oftentimes, the easiest way to
attack a watermark is to desynchronize the watermark detector rather than try to
remove the watermark from the content. If the detector cannot find the watermark
from the content, it does not matter whether or not the watermark survived the
attack and is still in the content. Different synchronization methods should be
researched more in the future.
The audio protection method presented in Paper IV has already been
developed further and an invention disclosure form has been filed for the method
developed. Possibly it will further lead to a patent application.
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