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Hannu, Jari, Embedded mixed-signal testing on board and system level. 
University of Oulu Graduate School; University of Oulu, Faculty of Technology, Department of
Electrical Engineering, P.O. Box 4500, FI-90014 University of Oulu, Finland
Acta Univ. Oul. C 446, 2013
Oulu, Finland

Abstract

This thesis studies the methods to test mixed-signal devices and circuits on board and system level
with embedded test instrumentation. The study is divided in three continuous sections,
development of embedded test methods for discrete components, integration of test instruments
on board level and development of test and health monitoring strategy for large scale system. 

The developed embedded test methods for mixed signal circuitry on board level are based on
the standard for mixed signal test bus IEEE 1149.4. The standardized embedded test infrastructure
is utilized for testing discrete components with emphasis on testing active components as diodes
and transistors. The developed embedded tests are evaluated with PCOLA/SOQ method for
manufacturing testing and also the usability of the tests is discussed. 

A solution for embedded mixed-signal test controller is presented with discussion of test
communication and the possibilities of implementing embedded test control. The target in the
development of the test control is to enable launch mixed signal tests on device remotely. The test
controller is IEEE 1149.4 compatible and can generate and measure analog test signals while
controlling boundary-scan enabled devices. 

The final section of the thesis focuses on an embedded test solution for aerospace bus system
(MIL-STD-1553). Current solutions are based on testing the bus system during maintenance on
ground. The developed test and monitoring method allows on-line monitoring of the bus to detect
and locate possible defects which only occur during use of the aeroplane. 

Keywords: board level testing, embedded testing, IEEE 1149.4, MIL-STD-1553B,
mixed-signal testing





Hannu, Jari, Sulautettu sekasignaalitestaus levy- ja järjestelmätasolla. 
Oulun yliopiston tutkijakoulu; Oulun yliopisto, Teknillinen tiedekunta, Sähkötekniikan osasto,
PL 4500, 90014 Oulun yliopisto
Acta Univ. Oul. C 446, 2013
Oulu

Tiivistelmä

Väitöstyössä tutkittiin sekasignaalilaitteiden ja -piirien testausmenetelmiä levy- ja järjestelmäta-
solla hyödyntäen sulautettuja testilaitteita. Työ jakaantuu kolmeen osaan; sulautettujen testaus-
menetelmien kehitys diskreeteille komponenteille, testi-instrumenttien integrointi piirilevytasol-
le sekä testaus- ja kunnonmonitorointimenetelmän kehitys laajemmalle järjestelmälle. 

Sulautettujen testimenetelmien kehitys sekasignaalipiireille piirilevytasolla perustuu sekasig-
naalitestiväylän standardiin IEEE 1149.4. Standardoitua sulautettua testi-infrastruktuuria käytet-
tiin diskreettien komponenttien testaukseen painottuen aktiivikomponentteihin, kuten diodeihin
ja transistoreihin. Kehitetyt sulautetut testit on arvioitu PCOLA/SOQ menetelmällä, jota hyö-
dynnetään tuotantotestauksen testikattavuuden arvioinnissa. Lisäksi testimenetelmien käytettä-
vyyttä arvioitiin. 

Sulautettu sekasignaalilaitteiden testikontrollerin tavoite on käynnistää ja suorittaa sekasig-
naalitestejä laitteessa etäältä. Kehitetty testikontrolleri on IEEE 1149.4 yhteensopiva ja voi gene-
roida ja mitata analogista testisignaalia sekä samanaikaisesti ohjata testiväylää. Lisäksi etätesta-
uksen mahdollistavasta testikommunikaatiomenetelmiä arvioitiin kuten myös erilaisia toteutus-
tasoja sulautetuille testimenetelmille. 

Laajemman järjestelmän kehityksessä tutkittiin sulautettua testausratkaisua lentokoneen väy-
läjärjestelmälle, joka perustuu standardiin MIL-STD-1553B. Nykyiset menetelmät perustuvat
väyläjärjestelmän testaukseen huollon yhteydessä, mutta osa virheistä ilmenee vain käytön aika-
na. Kehitetty testaus- ja monitorointimenetelmä mahdollistaa käytönaikaisen jatkuvan virheiden
monitoroinnin sekä niiden paikantamisen lennon aikana. 

Asiasanat: IEEE 1149.4, levytason testaus, MIL-STD-1553B, sekasignaalitestaus,
sulautettu testaus





 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 

“It is a mistake to think you can solve any major 
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1 Introduction 

The way to assure the quality of a product is to manufacture it with care and 

patience. When manufacturing time decreases and complexity increases, care and 

patience may slacken, producing unwanted flaws. If a manufacturer releases a 

faulty product, both the company’s reputation and the product’s value will 

decline. Quality control is thus a necessary requirement, and one of the most 

effective quality control methods is testing.  

In the electronics industry, testing is essential at every phase of the product 

life cycle from prototyping to maintenance. Testing is also conducted at every 

complexity level; from single components to large systems. Every life cycle phase 

and complexity level requires specific test equipment, which is often expensive to 

acquire and use, especially with complex designs.  

Embedded testing was introduced to the electronics community to resolve 

problems in traditional testing. These included not only slowness, but also test 

access problems, when testers did not have connectivity to the devices under test. 

An additional bonus with embedded tests is that they tend to lower testing costs. 

Moreover, embedded tests can be reused during all phases of the device life cycle.  

This thesis studies embedded testing methods for electronic devices at both 

board and system level. Tests and methods developed in the course of this study 

will be presented and their applicability to various environments will be analyzed.  

1.1 Early days of electronics testing 

In the dawn of electronics manufacturing, testing was mainly done functionally 

by stimulating inputs with test signals and observing the outputs. If the output 

signal failed to match specifications, the device was deemed faulty and repaired. 

However, functional testing of an entire device is time-consuming and, in the case 

of complex systems, practically impossible.  

As the electronic production industry grew, automation became increasingly 

important. As a result, the Automated Test Equipment (ATE) industry emerged in 

the 1960s. The first ATEs were edge connector-based functional digital testers, 

which comprised measurement equipment as a signal source along with other 

digital word generators. Operating these systems required skilled professionals, 

familiar with the design of the device-under-test (DUT) and the test system. The 

commercial ATE industry addressed this problem by providing a universal test 

environment.[1] 
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One problem with the first universal ATEs was that they were slower than 

DUTs and difficult to program. This programming problem generated a new 

research field, digital test generation, which is still an active research area [2,3]. 

To find possible defects and the most effective test vectors, circuit simulators 

were used to create tests. In the 1970s, a new source of trouble surfaced, namely, 

integrated circuits (IC). Simulating complicated chips was impossible with 

contemporary computers, and functional simulation-based testing capabilities 

withered.[1] 

In-circuit testing (ICT) became the next dominant testing method later in the 

1970s. Based on the idea that edge-connectors are too limited, ICT introduced 

access to internal nodes for monitoring and stimulation. This allowed single 

component testing and reduced complex test patterns. [4] Nevertheless, also ICT 

met growing problems as electronics technologies evolved.  

Chief among the problems was test access. ICT uses a bed-of-nails technique 

in which each access point on a printed circuit board (PCB) is accessed with a 

thin pin, which has a connection to the test equipment. As electronics packaging 

techniques evolved from dual-line through-hole mounted packages to surface-

mounted packages, the overall package size was reduced. This led to PCBs that 

were more densely loaded on both sides. By and by, ICT nails became 

inaccessible to the test points. This test access problem stimulated the 

development of embedded test access with boundary scan and other Design-for-

Test (DfT) techniques. 

1.2 Outline of the thesis 

The main objective of this thesis was to study the integration of test functionality 

into electronic devices and systems.  

Section 2 presents an overview of current embedded test technologies from 

the viewpoint of board and system level testing. Also the concept of remote 

testing is discussed, as well as the effects of embedded and remote testing. 

Section 3 deals with embedded test methods for mixed-signal circuitry at 

board level. Forming the foundation for this section is the IEEE 1149.4 standard 

for embedded mixed-signal testing, which has been utilized to develop tests for 

discrete component testing. The developed embedded tests are evaluated using 

the PCOLA/SOQ method for manufacturing testing, and the usability of these 

tests are discussed. 
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Section 4, in turn, discusses embedded test control to enable remote testing. A 

solution for an embedded mixed-signal test controller is presented with a 

discussion on test communication and on the possibilities of implementing 

embedded test control.  

Section 5 presents an embedded test solution for an aerospace bus system 

(MIL-STD-1553). This test and monitoring method allows on-line monitoring of 

the bus to detect and locate possible defects which only occur in flight.  

1.3 Main contributions 

In broad terms, the three main contributions of this thesis can be described as 

follows. The first contribution relates to embedded analog testing of discrete 

components with IEEE 1149.4, discussed in Section 3 and in [Paper II]. The 

developed test methods can be used to test and characterize discrete 

semiconductors using embedded methods in the 1149.4 environment. These test 

methods are evaluated by the PCOLA/SOQ model for their applicability to 

electronics testing, as presented in Section 3.4. In addition, [Paper V] provides a 

comprehensive review of the current state of the 1149.4 test standard. 

The second contribution centres around the development and evaluation of 

the embedded test controller. Discussed in Section 4, the development of the 

embedded test controller is based on supporting analog embedded testing at board 

or system level. Evolution of the test controller is presented in [Papers I, IV]. In 

addition to enabling embedded testing through analog instrumentation and test 

bus control, the section discusses test communication for remote testing. 

The third contribution of this thesis is the development of an embedded test 

and health monitoring method for the aerospace bus system MIL-STD-1553B, 

discussed in Section 5 and [Paper III]. The method is based on monitoring the 

data signals of the bus system and detecting faults, which may be impossible to 

detect on the ground, but occur during flight. 

The aim of this thesis is to prove the usability of embedded mixed-signal 

testing on board and system level applications and to present the advantages of 

embedded test methods compared to conventional techniques.  
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2 Short overview of embedded test 
technologies, IEEE 1149.1 and remote testing 

Embedding testing is incorporated into electronic products mainly to achieve cost 

savings. These savings come from faster production testing, wider test coverage, 

enhanced repair service and increased overall reliability.  

Embedded testing can be exploited at multiple levels, but design-for-testing 

(DfT) is necessary at all levels. Although modern CAD tools allow an easy drag-

and-drop style of design, some cases require more effort. DfT work defines 

circuitry and connections at the chip, board and system level that enable or 

facilitate testing. Test structures can take the form of test pads on a PCB for ICT 

nails, but nowadays they tend to be embedded at chip level. 

Typically, embedded tests are performed at chip level, using methods such as 

automatic built-in-self-tests (BIST) or controlled scan techniques. These 

techniques are used to verify the functionality of the IC or parts of it. Of the two, 

BIST is the more sophisticated method, as it only requires a start command and 

produces a go or no-go signal after testing. Elements of BIST are embedded into 

digital devices, and typical targets include memory chips and complex computing 

processing units [5]. Scan-based testing is another digital technique, where the 

inputs and outputs (I/O) of testable logic blocks on an IC are monitored or 

controlled with registers by inserting test vectors and reading the results [6]. 

Embedded tests are employed at various phases of the life span of an 

electronic device. In IC production, BIST routines can be used to verify, whether 

or not the produced component is functional. This can be done at many phases, 

for example, before and after packaging. Same BIST routines can be used again 

after attaching the component to the target device to check the component’s health 

during device maintenance. At board and system levels, the automatic Power-On 

Self-Test (POST) [7] method is a software-driven routine, which uses multiple 

tests on board components. POST is typically used on personal computers and 

embedded systems. 

2.1 IEEE 1149.1, the boundary scan architecture 

At board level, the most common embedded test structure is the boundary-scan 

architecture, based on IEEE Std 1149.1. [8]. This standard is a collection of 

design rules applied at the IC level. Its main benefit is that it facilitates 

challenging PCB testing based on IC level test structures. Today, 1149.1 is the 
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industry’s most commonly used test standard, and it has been further developed in 

other standards as mixed-signal test bus (1149.4)[9], advanced digital networks 

(1149.6)[10] and reduced pin and enhanced functionality (1149.7)[11]. Also 

active standard development is done for embedded instrumentation within 

semiconductor devices (IJTAG or P1687)[12], system level boundary scan 

(SJTAG) [13] and capacitive testing (1149.8.1) [14]. A more detailed description 

of 1149.4 will be given in the next section. 

Fig. 1. Simplified architecture of an 1149.1 compliant IC. 

As shown in Fig. 1, the 1149.1 test architecture is connected to the DUT through 

a Test Access Port (TAP) with a minimum of four signal lines: Clock (TCK), Test 

Mode Select (TMS), Test Data In (TDI) and Test Data Out (TDO). 1149.1 

compliant ICs on PCBs are daisy-chained together with data signals; test data 

from the tester is sent to the TDI on the first IC, whose TDO is connected to the 

TDI of the second IC, and so on. Boundary register cells on the IC (marked as D 

in Fig. 1) can isolate the IC core circuitry from the physical pins of the package 

and can be manipulated to a digital ‘1’ or ‘0’ state. This state can be monitored or 

changed either for the core circuitry or the output pins. Manipulation and 

monitoring allows simple test generation to find PCB soldering faults, which 

appear as opens and shorts. [8] 

Although 1149.1 is intended for board testing, it has been successfully 

applied to running IC-based tests, as scan and BIST structures. In addition, it has 
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been utilized and altered for system-in-package (SiP) structures. [15] The TAP 

connector, often referred to as JTAG, has also served as a standard programming 

and emulator connection port for on-board microcontrollers and processors. 

2.2 Remote testing 

Remote testing in electronics means the possibility to test devices by initiating 

test commands and acquiring test results remotely. As remote testing of electronic 

devices requires infrastructure on the devices, it has only been utilized in 

complicated systems, such as wireless base stations. While production testing 

verifies the flawlessness of products coming from the assembly line, remote 

testing is targeted to finding defects that occur during the product’s useful life 

time. This leads to different testing needs for production and remote testing. 

Remote testing is typically a software-driven activity, which can be simply 

accomplished when a device with embedded test capabilities informs a remote 

master whenever it detects a defect.  

Embedded test architectures can be used throughout the whole product life 

cycle. Remote test applications which utilize embedded test architectures are 

based on remotely transmitting boundary-scan test access port (TAP) signals to 

the DUT [16–19]. These applications cover digital boundary scan testing. 

However, mixed-signal testing causes a problem in remote testing, because the 

analog test signal has to be generated locally. This contrasts with digital signals, 

such as TAP signals, which can be transmitted using existing data transmission 

techniques. Implementing mixed-signal tests in remote testing requires more 

infrastructure on the device. The main problem is the test signal, which has to be 

generated at device level, but which also has to be measured accurately. 

Another typical remote testing implementation includes controlling test or 

measurement equipment over the internet. This may involve, for example, testing 

a mobile phone system [20] or some teaching purpose [21]. Health and Usage 

Monitoring Systems (HUMS) are targeted at monitoring the health of large 

systems comprising electronics and mechanical parts. A major utilizer of HUMS 

technology is the aerospace industry, which has a keen interest in monitoring air 

vehicle parts. [22–24] 
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2.3 Effects of embedded and remote testing 

Overall, the main focus of testing is to improve product reliability and to speed up 

defect localization. Embedding test structures into devices certainly offers 

advantages, but there are also some drawbacks.  

The main advantages and disadvantages of embedded testing are quite 

obvious for different life cycles. Among the advantages are better test access, 

which leads to better test coverage, cheaper testers and faster testing, but also 

reusable test structures, which are applicable throughout the product life time. 

Main disadvantages include investments in designing embedded test structures 

and tests, and the possible extra hardware on the device, which can be a cost 

or/and reliability issue.  

Introducing boundary scan solutions (1149.1) to manufacturing has been 

shown to improve the manufacturing test process. [25] A limited number of 

connection pins and the ability to extend tests from the integrated circuit level all 

the way to the system level have had a huge impact on the popularity of 

boundary-scan testing. Defect coverage, even on boards that also contain non-

boundary-scan components, has increased recently. [26] Compared to ICT testers, 

digital boundary-scan devices require relatively cheap devices for board testing. 

Thus, on large boards in particular, parts of ICT testers have been replaced with 

boundary scan parts, while some tests still require ICT. [27] One major problem 

with testers involves mixed-signal and RF circuit boards, which require signal 

generation and measurement capabilities. 

In test economics, the rule of ten can be described as follows: the cost of 

testing increases ten-fold as we move from one phase to another, as can be seen in 

Table 1. [28] With this in mind, a big advantage of having embedded test 

structures on board is their reusability at the post-manufacturing phase. On-site 

maintenance and repair services benefit from ready test structures, which enable 

fast defect detection and location. In one example, it was found that embedded 

testing used only for field testing can reduce test costs by 30%. [29] 

Table 1.  Rule of ten of test economics [28]. 

 Chip testing Board testing System testing Field testing 

Cost of test 1 10 100 1000 

Embedded test structures with a remote connection also enable remote testing, 

which again facilitates field testing. Remote test-enabled devices can inform the 
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controller that some function is defective or even that it is soon going to be 

defective [30]. This ability is most beneficial for devices in places that are 

difficult to access, such as high places. If a device has the capability to test itself 

and tell a remote test controller what the problem is, maintenance personnel can 

change or repair the component.  

On the downside, embedded tests often depend on extra hardware and require 

more design effort from DfT engineers. In terms of costs, however, many studies 

have proven that embedded testing lowers the total budget [28, 29]. Another 

aspect is reliability. When extra hardware is introduced, also that hardware needs 

to be tested. In IC-level BIST applications, embedded structures test themselves 

[5]. A similar test and calibration method should be introduced to board and 

system level self-tests. 
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3 Embedded mixed-signal testing with 1149.4 
at board level 

Board-level mixed-signal testing refers to testing of analog and digital electronics 

on printed circuit boards. At this level, the main target is to find defects that occur 

after board assembly or even later after the board has been stressed. Typical 

examples are interconnection defects and discrete component defects and failures.  

Interconnection defects are usually opens and shorts created by faulty 

soldering during production or after stressing the circuit board. Discrete 

component defects include wrong components, wrong component values (e.g., 

excessive resistance) or dead components. 

3.1 IEEE 1149.4, the standard for embedded mixed-signal testing 

The IEEE 1149.4 standard for mixed-signal test bus [9] defines testability 

structures and communication, as well as some basic measurement methods for 

board-level embedded analog tests. Testability structures allow test signal 

insertion and measurements on IC component pins. This allows interconnection 

testing between IC components but also enables discrete component testing. 

Fig. 2. Connections between IC components. 

Typical components connected to mixed-signal IC devices are discrete 

components, analog and digital IC components and connectors. Fig. 2 illustrates 

connections between two mixed-signals components, where the interconnections 

are direct, while the IC pins are connected through passive components. Direct 

interconnection testing can be done with digital IEEE 1149.1 [8] devices, but 

testing passive components can be a tricky undertaking. 
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Fig. 3. An IEEE 1149.4 compliant device with minimal architecture. 

As shown in the minimal architecture on Fig. 3, the 1149.4 architecture is based 

on analog boundary modules (ABM), which are circuit blocks integrated into IC 

devices, and which act as multiplexers on IC device pins. Through the ABMs, it is 

possible to route test signals and bypass the primary circuitry on the IC device 

using the internal busses AB1 and AB2. Another important block defined in the 

1149.4 is the test bus interface circuit (TBIC), which controls the analog test bus 

connection inside 1149.4 compliant mixed-signal devices. The first and currently 

the only commercially available 1149.4 component, STA400 [31], utilises all the 

functionalities of 1149.4. 

Fig. 4 shows the basic idea of test bus architecture. An analog test signal is 

inserted into the device through pin AT1 and measurements are performed 

through AT2. Inside the device, the test signal is routed via TBIC to the required 

pin through an ABM. Also the measurement signal is routed in a similar way. This 

architecture allows both test and measurement signal routing without any 

restrictions to pins with ABMs. For example, any ABM can be connected 

simultaneously to both AB1 and AB2.  
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Fig. 4. IV measurement scheme with integrated measurement method. 

3.2 Limitations and error sources in the 1149.4 environment 

A single passive component measurement in the 1149.4 environment requires four 

voltage measurements, when the current-voltage (IV) measurement scheme is 

utilized, as in Fig. 4. Test signal routing from signal source through a passive 

component to ground requires bypassing three semiconductor switches and one 

sense resistor. Measuring voltage requires bypassing at least two semiconductor 

switches. External and internal components along the measurement path limit the 

measurement capabilities of the test bus and can also constitute sources of 

measurement error. 

As in [31], 1149.4 switches are often CMOS switches, typically Metal Oxide 

Semiconductor Field Effect Transistors (MOSFET). Analog switches are 

implemented by a 0.35µ process, which produces bidirectional switches with an 

off-resistance of 1012 Ω and an on-resistance from 102 to 103 Ω [1]. For 1149.4 

measurements, the high on-resistance of MOSFET switches produces a high 

resistance measurement path, which limits the current on the test path. In 

addition, a MOSFET implementation limits the voltage on the test path due to the 

physical characteristics of the MOSFET transistor. 

When a simple DC measurement is done with the IV-method, the test signal 

path can be derivated to five different resistive elements; source resistance RSRC, 

sense resistance RS, switch resistance of the test bus RSW, resistance of the DUT 
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R1 and switch resistance of the ground switch on ABM RGND, as shown in Fig. 5.  

Since RSRC is characteristically quite low, it does not affect the measurements 

significantly. RS is the reference resistor with a known, stable resistance. As for 

the switch resistances RSW and RGND, they are not stable, their resistance 

depending on the current flowing through them. Component characterization 

tends to require multiple measurements, which results in the use of various test 

currents, which causing a resistance change, for example, in RGND. With multiple 

voltage measurements, a resistance change becomes an error source, and the error 

is multiplied, when multiple voltage measurement results are used in component 

calculations. 

Fig. 5. Resistances of the test source path when using the IV-method.  

3.3 Embedded testing of discrete components 

3.3.1 Embedded testing of passive components 

In principle, the basic measurement method for impedance measurements defined 

in the 1149.4 standard consists of a voltage source, connected to pin AT1, and a 

voltage meter, connected to AT2. First evaluation reports on utilizing 1149.4 in 

component testing are reported in [32, 33]. In these measurements, the current 

source is replaced with the IV measurement method, such that the current source 

is replaced with an accurate resistor and a voltage meter. Utilization of the IV 

method is further developed in [34], where voltage measurement connections are 

implemented using the integrated analog bus, as shown in Fig. 4. Further 
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development of the measurement method using calculation methods to improve 

accuracy is described in [35] and [36]. 

Presented in [36], a passive component characterization method was utilized 

in [Paper IV] with embedded instrumentation. This method aimed at measuring 

networks of passive components in real mixed-signal circuitry. To characterize a 

component, the method uses analog test signal routing from the voltage generator 

to the DUT through various reference impedances, as shown in Fig. 6.  

Fig. 6. Multiplexer setup for embedded analog measurements (IV, published by 

permission of Springer). 

Although the measurement results in [Paper IV] were promising, the method 

proved not directly suitable to measuring ceramic capacitors that use class 2 

dielectric materials [37]. The problem with class 2 dielectric capacitors is their 

capacitance stability against the DC offset, amplitude and frequency of the test 

signal. In the measurement method described here, the amplitude and offset 

voltage vary over the capacitor, because the test signal is routed through three 

different reference impedances. Consequently, the measurement result is greatly 

affected by the fact that the actual capacitor value changes as a function of the test 

signal.  
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3.3.2 Embedded testing of discrete active components 

In terms of measurement methods, the main concern was passive component 

characterization. However, in [Paper II], the focus was on active discrete 

components. Although active components are mainly integrated on IC 

components, some are still implemented at board level. These can be silicon 

devices, such as transistors and diodes, other non-linear components like 

varistors, but also sensors and discrete sensing elements. [Paper II] concentrated 

on diodes and transistors. Among diodes that the paper investigated were basic 

pn-junction diodes, zener, LEDs and IR photodiodes. As to transistors, the paper 

explored field effect transistors and bipolar (PNP and NPN) transistors. Also 

some circuit blocks that utilize discrete active components were studied for their 

applicability to embedding testing. 

Table 2. Important parameters of discrete semiconductors. 

Diodes 

VF forward voltage drop 

IR reverse leakage current 

V(BR)R reverse breakdown voltage 

trr reverse recovery time 

Zeners 

VZ breakdown voltage 

Zr dynamic impedance 

Bipolar transistors 

hFE DC current gain 

VBE base-emitter voltage 

VCE(sat) collector-emitter saturation 

VCEO collector-emitter breakdown (base open circuit) 

ICBO leakage current (emitter open circuit) 

ICEO leakage current (base open circuit) 

FETs 

Yfs(gm) transconductance 

VGS(th) gate source threshold voltage 

IDSS drain current with VGS=0 

rDS(on) drain to source resistance when transistor is on 
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Active discrete components need to be tested on-board mainly to detect faults that 

may occur during board assembly. Such defects include soldering defects, 

wrongly oriented components, dead components and wrong components. To find 

these defects, such properties of the components have to be defined that could 

lead to detection of components and possible faults. Table 2 shows a list of the 

components studied as well as the characteristics that were used to identify non-

faulty components. 

The designed embedded tests for discrete active components support 

structural testing and only utilize DC signals, because DC testing allows fast and 

simple characterization of component properties. The circuit in Table 1.Fig. 4 was 

utilised due its simple structure and known behaviour.  

3.3.3 Embedded testing of discrete diodes 

Of a diode’s characteristics, the most informative are the forward voltage level 

and breakdown voltage level, which make it easy to identify the diode’s type. 

Other interesting characteristics of breakdown diodes are leakage current and 

dynamic impedance. The 1149.4 architecture offers two methods of testing a 

diode’s voltage levels and currents: the first one involves using an external signal 

source and the other using the voltage high, or logical ‘1’, control on the ABM. 

An external signal source enables characterization of a diode’s voltage-current by 

allowing the signal source to be swept within its operating voltage range. In 

contrast, applying logic ‘1’ on the ABM only allows the use of one voltage level, 

namely, the operation voltage.  

Characterizing the voltage-current curve of diodes is done as follows. First, 

the signal source is connected to AT1 through RS, as in Table 1.Fig. 4 and 

Appendix 1. Next, the signal is routed through AB1 to the anode of the diode in 

ABM3, while the cathode of the diode is grounded in ABM4. Fig. 7 (a) shows the 

equivalent circuit of the measurement, while the full circuit is shown in Appendix 

1. The signal source is swept from 0V to the operating voltage, such as 5 V. At 

every voltage step, voltages are measured with a meter connected through AT2 to 

AB2. First, the voltages of ABM1 (U1 in Fig. 7(a)) and ABM2 (U2) are measured 

for current calculation, where after the voltages of ABM3 (U3) and ABM4 (U4) 

are measured to obtain the voltage across the diode. After the first sweep, the 

configuration is changed such that ABM4 is now connected to AB1 and ABM3 is 

grounded, which enables measuring the diode’s reverse voltage properties. 
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Fig. 7. Equivalent circuits for testing a diode by the cpurrent-voltage characterization 

method (a) and the high-voltage method (b) (II, published by permission of Springer). 

Testing diodes by using logic ‘1’ on the ABM is done as follows. Initially, the 

signal source is set either to 0 V or to ground level, and the diode is connected 

from ABM3 to ABM4, as in Table 1.Fig. 4. The equivalent circuit of the 

measurement is shown in Fig. 7(b). When measuring forward voltage properties, 

ABM3 is set to logic ‘1’. Then, the test signal is routed through the diode to 

ABM4 and further to AT1 through AB1. AT1 is connected with a wire to RS, and 

the wire’s other end is connected to ground through ABM1. The voltage across 

the diode is measured from ABM3 (U1) and ABM4 (U2) through AB2, and the 

current is calculated from the value of RS and the measured voltage values at 

ABM2 (U3) and ABM1 (U4), which are also measured through AB2. Reverse 

voltage properties are measured in the same way, but ABM4 is set to logical ‘1’ 

and ABM3 is connected to AB1. 

Measurements were conducted on a number of different types of diode, 

including regular pn-junction devices, LEDs, Schottky diodes and Zener diodes.  

Table 3 presents the results of these measurements. The first two columns (VF1, 

VZ1) represent the voltage values VF and VZ using the voltage high control. The 

middle columns (VF2, VZ2) represent measurement results obtained using the 

voltage-current characterization method. The last column (VF3, VZ3) presents 

reference measurements, conducted with the same current values as in the 1149.4 

measurements. 
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Table 3. Diode measurement results (II, published by permission of Springer). 

Component VF1 VZ1 VF2 VZ2 VF3 VZ3 

Green LED 1.86 - 1.85 - 1.85 - 

Red LED 1.64 - 1.63 - 1.63 - 

IR LED 1.15 - 1.15 - 1.14 - 

bat48 0.26 - 0.27 - 0.26 - 

bat85 0.29 - 0.28 - 0.28 - 

1n914 0.63 - 0.64 - 0.63 - 

zte2 0.77 2.12 0.77 2.12 0.77 2.13 

c4v7 0.71 3.87 0.72 3.83 0.72 3.84 

c5v1 0.72 4.30 0.72 4.22 0.71 4.23 

Table 3 illustrates that the voltage-current characterization method and voltage 

high method produce essentially identical results. However, some voltage levels 

differ slightly, because the currents did not match exactly in every measurement. 

This minor discrepancy is explained by the fact that the voltage high method 

produces somewhat larger currents. Also the results of both 1149.4 measurement 

methods were similar to the reference results. 

Fig. 8 presents the voltage-current characteristics of the measured Zener 

diodes. In this measurement, the step size of the voltage sweeps was 0.1 V and the 

size of RS was about 1 kΩ. It can be seen that the maximum current passing 

through the diode was approximately 1.5 mA. As shown in the equivalent circuit 

of the measurement (Fig. 7 (a)), this current is limited by the RS and switch 

resistances (RSW) of the 1149.4 device, and explains why currents in the 

breakdown region are smaller with higher voltage Zeners. 
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Fig. 8. Voltage – Current characteristics of Zener diodes measured in the 1149.4 

environment (II, published by permission of Springer). 

3.3.4 Embedded testing of discrete transistors 

Bipolar transistors 

As a rule, discrete component testing only requires signal busses for the source 

and measurement signals. Since typical transistors have three connectors, some 

tests call for the use of three busses to route two source signals and a 

measurement signal. This complicates or even precludes the application of certain 

tests in the 1149.4 environment. Resistors that are already present in the DUT 

may be useful for testing some transistor parameters. 

Another problem with bipolar transistors is that they are defined for quite 

large current values. For example, the saturation voltage (VCE(sat)) is usually 

defined for a base current of 10 mA and a collector current of 100 mA. However, 

the current going through analog busses is invariably less than 3 mA.[31] 

For discrete bipolar transistors, suitable test parameters are DC current gain 

(hFE), base-emitter voltage (VBE) and collector-emitter saturation voltage (VCE(sat)). 

With field-effect transistors, suitable test parameters include gate threshold 

voltage (VGS(th)) and drain-source resistance (rDS(on)). The other parameters in 
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Table 2 are either unsuitable for low voltage testing in  the 1149.4 environment or 

require a large amount of external components, as is the case with FET 

transconductance (gm) measurements. 

hFE can be defined as 

 = 	, (1) 

where IC is the collector current, IB the base current and IE the emitter current. hFE 

is usually determined for specified IC and collector/emitter voltage (VCE) levels. 

Its value tends to vary considerably from transistor to transistor. 

 

Fig. 9. Equivalent circuits for testing npn’s hFE and VCE(sat) (a), and VBE (b) (II, published 

by permission of Springer). 

Fig. 9 (a) shows the equivalent circuit for hFE testing, while the full circuit is 

presented in Appendix 2. The collector of the transistor is connected to high 

voltage in ABM3. From the voltage source, the DC signal is routed through RS to 

AT1, before passing through AB1 to ABM4, where it is connected to the 

transistor’s base. The emitter of the transistor is connected to ABM5, which is 

only used for probing. In addition, the emitter is connected to the known resistor 

R1, which is needed for IE measurements. R1 may be an already existing resistor 

in the DUT. 
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First, the voltage source is swept to a level where VCE is equal to or under 1V. 

The voltage is measured from the voltages recorded at ABM3 (U4 in Fig. 9(a)) 

and ABM5 (U5). When VCE reaches the desired level, the corresponding voltage 

levels at ABM1 (U1) and ABM2 (U2) are measured through AB2 to obtain IB. 

Then, to get VBE, also the voltage at ABM4 (U3) is measured. Finally, IE is 

calculated from the value of R1 and from the voltage level at ABM5. 

The above-presented current gain measurement method, being valid for small 

current ranges, is suitable for the 1149.4 environment, but measurements with 

larger currents are restricted by the ABM’s maximum output current. Also the 

value of R1 greatly affects the measurement by resisting IE and the already small 

current IB.  Table 4 presents measurement results for six identical BC337 

transistors and compares them to results achieved with conventional laboratory 

measurement devices. These results show that the error rate of the 1149.4 

measurements is within 3% of the reference measurements. Underlying these 

errors are the measurement conditions, since the applied currents and voltages 

were not exactly identical due to  parasitic resistances in the 1149.4 environment. 

Table 4. DC current gain and base-emitter voltage measurements (II, published by 

permission of Springer). 

Component Reference  1149.4 measurements 

hFE VBE [mV]  hFE error% VBE  [mV] error% 

BC337(1) 252 624  249 -1.1 613 -1.6 

BC337(2) 229 626  227 -1.1 617 -1.5 

BC337(3) 246 624  242 -1.7 614 -1.6 

BC337(4) 252 623  245 -2.8 614 -1.5 

BC337(5) 240 625  233 -3.1 616 -1.5 

BC337(6) 259 623  252 -2.8 614 -1.5 

In component data sheets, the base-emitter voltage (VBE) is defined as the voltage 

from the base to the emitter when the collector current (IC) and collector-emitter 

voltage (VCE) are at defined levels. Usually, IC is defined as 100 mA and VCE as 

1V. VBE depends on IC such that the bigger the value of IC, the bigger the value of 

VBE. 

To measure VBE, we may use a circuit similar to that in the current gain 

measurement. But in the absence of an external resistor R1 in the testable circuit, 

VBE can only be measured when the emitter is connected to ground, as shown in 
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Fig. 9 (b) and in Appendix 2. In this situation, however, the current from the 

collector and emitter is unknown. Nevertheless, its value can be estimated from 

the maximum output current of the ABM when it is connected to a high voltage. 

The maximum output current of the ABM is less than 2.5 mA. 

 Measuring VBE resembles the current-voltage characterization of diodes. 

First, the voltage source is connected through RS to AB1, and further to the 

transistor’s base. The collector is connected to a high voltage through ABM3, and 

the emitter is connected to ground through ABM5.  

The voltage source is swept from 0 V to VCC. At every voltage level, voltages 

are measured at ABM1 (U1) and ABM2 (U2) through AB2 to obtain the base 

current (IB). Moreover, voltages at ABM4 (U3) and ABM5 (U5) are measured to 

get VBE. Then, to obtain VCE, also the voltage at ABM3 (U4) is measured. The 

value of VBE is defined when VCE reaches a desired level, such as 1 V. 

Table 4 shows VBE characterization results for the reference and 1149.4 

environment measurements conducted on six BC337 transistors. As seen, the 

difference between the reference and 1149.4 environments is about 1.5%. This 

difference is largely explained by the fact that the method used does not allow 

measuring the emitter current. 

The collector-emitter saturation voltage (VCE(sat)) is measured with a circuit 

similar to that of the hFE measurement. VCE(sat) is usually defined as the voltage 

over the collector and emitter, when the collector current (IC) is ten times larger 

than the base current (IB). Generally, IC is set at 100 mA, which is too high for the 

1149.4 environment. 

When using the circuit shown in Fig. 9(a), the currents must be calculated 

such that the emitter current (IE) is the sum of IC and IB. As a result, IE must be 

eleven times larger than IB. The measurement procedure is similar to the hFE 

measurement, the only difference being that the signal generator is driven from 0 

to VCC. The currents are measured and when the current ratio reaches the desired 

ratio of 11:1, VCE is determined. 

To get the required 11:1 current level ratio, a large resistor had to be attached 

to the emitter of the transistor. Accurate measurements of IB also required the 

application of a fairly large resistor as RS. In the measurements of BC337 

transistors, the emitter resistance value was 830 kΩ and RS was 50 kΩ. Getting 

the right ratio between IB and IE means that only the emitter’s resistance value has 

an effect on the results. According to the BC337 data sheets, VCE(sat) is defined as 

less than 700 mV, when IC is 500 mA and IB is 50 mA. In our measurements, 

VCE(sat) was 480 mV, when IE was 5.5 μA and IB 520 nA. 
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Measuring VCE(sat) is difficult, because the ABM’s maximum current is small 

and the resistance in the emitter must be specified for the measurement. As a 

result, this measurement method is possible only when the R1 value is sufficiently 

large. In terms of test coverage, the achieved results are similar to those obtained 

in the VBE and hFE measurements. 

Field-effect transistors 

Information as to how high a voltage is needed to turn a channel on or off is given 

by the gate threshold voltage (VGS(th)).  Technical datasheets for transistors usually 

provide a value for VGS(th), which is obtained when the drain-source voltage 

equals the gate-source voltage at the exact drain current level. 

Fig. 10. Equivalent circuits for testing MOSFET’s VGS(th) (a) and rDS(on) (b) (II, published 

by permission of Springer). 

The measurement procedure is as follows. The signal from the voltage source is 

routed through RS to AT1. AT1 is connected to AB1, which is connected to the 

drain of the transistor through ABM3 and to the gate through ABM4. ABM5 is 

used to connect the transistor’s source to ground. Fig. 10 (a) shows the equivalent 

circuit, and the full measurement circuit is shown in Appendix 3.   
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The voltage source is swept from 0 to Vcc. At every step, the voltage is 

measured at ABM1 (U1) and ABM2 (U2) to record the current going to the drain 

and gate. Because the gate current (IG) is negligible, it can be assumed that the 

current flowing through is ID. Also the voltages at ABM3 (U4), ABM4 (U3) and 

ABM5 (U5) are measured to get actual values for VDS and VGS. VGS(th) is defined 

when ID reaches the level stated in the technical datasheet. 

Characterization of VGS(th) was conducted in a manner similar to the current-

voltage characterization of diodes. Thus, VGS was measured as a function of ID 

using six 2n7000 transistors. For the reference measurements in Table 5, VGS(th) 

was defined when ID was 1 mA. This same ID value was also used in the 1149.4 

measurement to define VGS(th). 

The size of RS in the 1149.4 measurement was 1 kΩ. VGS(th) characterization 

would not have been possible with higher RS values, because the required current 

would have been too small. With 1 kΩ, the maximum current was just over 1 mA. 

The measurement results obtained in the 1149.4 measurement system varied only 

by 0.2% relative to the reference measurements. 

Table 5. Gate-source threshold voltage and on-resistance measurements (II, published 

by permission of Springer). 

Component Reference  1149.4 measurements 

VGS [V] rDS [Ω]  VGS [V] rDS1 [Ω] error% rDS2 [Ω] error% 

2n7000(1) 2.56 2.89  2.56 6.98 58.6 3.22 10.2 

2n7000(2) 2.45 2.81  2.45 6.80 58.7 3.20 12.2 

2n7000(3) 2.55 2.90  2.55 6.90 58.0 3.27 11.3 

2n7000(4) 2.57 2.95  2.57 7.14 58.6 3.35 11.9 

2n7000(5) 2.41 2.84  2.41 6.78 58.1 3.21 11.5 

2n7000(6) 2.44 2.74  2.45 6.71 59.2 3.11 11.9 

Drain-source resistance (rDS(on)) is the switch resistance of the FET when it is on. 

Since this resistance tends to be small, the measurement is very difficult to 

perform. In this study, the measurement procedure is as follows. As usual, the 

signal from the voltage source is connected through RS to AB1. From AB1, the 

signal goes to the drain of the transistor. The transistor’s gate is connected to a 

high voltage through ABM4, and the source is connected to ground through 

ABM5. Fig. 10 (b) shows the equivalent circuit of the connection, and the full 

measurement circuit is shown in Appendix 3. 
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Voltages are measured at ABM1 (U1) and ABM2 (U2) to obtain the drain 

current (ID) and at ABM3 (U3) and ABM5 (U5) to get VDS. Also the voltage at 

ABM4 (U4) is measured to establish VGS. Having acquired VDS and ID, we may 

calculate rDS(on). 

rDS(on) is usually defined for large currents that are impossible to measure in 

the 1149.4 environment. For example, in the datasheet for the 2n7000, rDS(on) is 

defined when ID is 50 mA and VGS is 5 V. The reference measurements shown in 

Table 5 were performed using an ID of 400 μA and a VGS of 5 V. These reference 

values were chosen to be similar to those in the 1149.4 measurement.  

Fig. 11. Effect of ID on VGS and rDS (II, published by permission of Springer). 

Usually, rDS(on) is small; for the 2n7000, the maximum resistance is 7.5 Ω. A larger 

current eases the measurement, because 50 mA produces a voltage of 375 mV 

over the channel when rDS(on) is 7.5 Ω. For the current measurement, RS was 

chosen to be 10 kΩ, when ID is 400 μA. Had RS been smaller, such as 1 kΩ, ID 

would have been bigger. A bigger ID causes the voltage level in the transistor’s 

source to rise due to the ABM’s switch resistance. When the source has a higher 

potential than the ground, VGS becomes smaller, thereby changing measurement 

conditions. Tests with the STA400 demonstrated that when ID is 1 mA, VGS is 

reduced to 3.75 V. In reference measurements, when VGS was 3.75 V and ID 1 
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mA, rDS(on) was 3.8 Ω. Fig. 11 shows the effect of ID on VGS and the measurement 

of rDS(on) in the 1149.4 environment. 

The values for rDS1 in Table 5 were used in the measurement procedure 

introduced in Fig. 10, while the values for rDS2 come from a similar measurement 

procedure, the only difference being that the source of the transistor was 

connected to actual ground. As the results indicate, the obtained values for rDS2 

differ only by 12% from the reference values, whereas those for rDS1 differ by 

almost 60%. This measurement error is caused by a lower VGS. 

3.4 Evaluation of the embedded tests 

Combined with a list of components located on a board and positional data, the 

PCOLA/SOQ model [38, 39] can be applied to develop a defect universe for 

estimating test coverage. It can also be used to estimate the usability of the test 

methods. PCOLA stands for the five important properties of components 

connected to a board: Presence, Correctness, Orientation, Liveness and 

Alignment. SOQ, on the other hand, denotes the three connection properties of 

components: Shorted, Open and Quality. A defect universe for the board 

manufacturing phase, developed with the PCOLA/SOQ model, can be seen in 

Table 6. 

The developed test methods can be evaluated with the PCOLA/SOQ model. 

The model reveals if a method is applicable to all defects presented by the model. 

For example, electrical tests without visual data reveal the presence of a particular 

component, but its orientation cannot be detected.  

Table 7 presents a PCOLA/SOQ model evaluation for discrete component 

tests in the 1149.4 environment. As can be seen from the table, embedded testing 

suffers from two significant drawbacks: the alignment (A) and quality of solders 

(Q) cannot be tested. These defects cannot be tested electrically, their detection 

requires visual inspection. With the exception of electrolyte capacitors, 

orientation (O) is not significant for passive components, because they are not 

usually polarised. For active components, however, orientation needs to be 

confirmed. Correctness (C) is more difficult to establish with a single embedded 

test. For example, in the case of resistors, correctness can be measured by 

resistance, but power limitations cannot be tested. This is also an issue with active 

components, but they allow the application of different measurements for better 

component recognition. 
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Table 6. PCOLA/SOQ model defect universe in board manufacture (modified from 

[39]). 

Defect When it occurs Possible Cause 

Missing component 

(Presence) 

Placement, soldering Shock, abrasion, too little glue 

Wrong component 

(Correct) 

Placement setup, inventory, 

handling 

Handling error, mismarked packages, 

operator error, wrong specifications 

Misoriented component 

(Orientation) 

Placement setup Handling error, operator error 

Dead component 

(Live) 

Handling, placement, soldering Dead on arrival, handling damage, 

electrostatic damage 

Device alignment 

(Alignment) 

Placement, reflow Improperly located device, solder 

surface tension 

Short between pins 

(Short) 

Wave/reflow soldering, through-

hole insertion 

Too much solder, solder stencil 

defect, pin misregistration, bent pins 

Solder open 

(Opens) 

Solder paste application, 

wave/reflow soldering 

Too little solder, solder stencil 

defects, tombstoning, bent pins 

Solder quality 

(Quality) 

Solder paste application, reflow Insufficient paste, too much paste, 

improper reflow, temperature/time 

Table 7. PCOLA/SOQ model applied to 1149.4 compliant tests. 

Component test P C O L A S O Q 

Resistors OK partially Not required OK NOT OK OK NOT 

Capacitors OK partially Not required OK NOT OK OK NOT 

Inductors OK partially Not required OK NOT OK OK NOT 

Diodes OK partially OK OK NOT OK OK NOT 

hFE (BJT) OK partially OK OK NOT OK OK NOT 

VBE (BJT) OK partially OK OK NOT OK OK NOT 

VCE (BJT) OK partially OK OK NOT OK OK NOT 

VGS(th) (FET) OK partially OK OK NOT OK OK NOT 

rDS(on) (FET) OK partially OK OK NOT OK OK NOT 
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3.5 Use of embedded tests 

Typically, discrete components do not sit alone at the end of an IC pin on a circuit 

board; they tend to be connected to other components and devices. This problem 

has been assessed in [Paper II], where electric circuit blocks, including discrete 

active components, were tested, and also in [Paper IV], where passive component 

networks were measured and individual component values were characterized. 

The main problem in these measurements is access to component pins. Some 

components need to be measured through other components, and the health of the 

component under test must be estimated from the results. However, since the 

circuit under measurement is known, there are reference values which the 

acquired values can be compared to.  

To provide an example from [Paper II], an IR LED driver with active 

components was tested as a circuit block. Shown in Fig. 12, the IR LED driver 

circuit consists of an operation amplifier, a resistor, an NPN transistor and an IR 

LED. The operational amplifier’s input and output pins can be considered as 

ABMs, as shown on the right in Fig. 12. The ABMs have limited access to the 

components, only the collector and emitter of the NPN and resistor are connected 

directly to the ABMs. From the circuitry, R1 is measured first. This allows VBE 

and hFE characterizations of the NPN, as discussed before. Potential faults in the 

circuitry, such as a wrongly-mounted LED, can now be detected. 

Fig. 12. IR LED driver (II, published by permission of Springer). 
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Although it is possible to implement embedded testing for every discrete 

component, it is not feasible. Inserting analog test structures into delicate analog 

or mixed-signal circuitry easily decreases the efficiency of the original action of 

the circuit. This effect can be caused by such factors as the parasitic capacitances 

of the ABMs or additional resistance due to isolation switches. Applying 

embedded testing to the most significant and vulnerable components, including 

sensors and measurement components, is probably the best way of utilizing 

embedded testing. Also the application of alternative test methods and secondary 

access to components with the help of calculation methods will aid test 

developers to successfully enable embedded testing. In addition, standardized 

embedded test infrastructures and test methods facilitate the utilization of 

embedded tests. 

3.6 Summary 

The main contributions of this work in the field of embedded testing in the IEEE 

1149.4 environment are the test methodologies for discrete active components and 

the usage of these tests in real circuits. The embedded tests are designed to be 

comprehensive and they can be used for measuring various properties of discrete 

active components. The embedded tests were evaluated with PCOLA/SOQ model 

to estimate the test coverage when assessed to manufacturing testing. 
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4 Embedded test control for remote testing 

Embedded test architectures can be used throughout the whole product life cycle. 

Tests implemented for the manufacturing phase can be reused when the electronic 

product is in service or even online whilst the product is being operated in the 

field. Reuse requires some infrastructure and usually a network connection for 

test result analysis. Although the idea sounds simple and effective, there are still 

numerous problems with implementation, especially with devices using mixed 

signals. 

A remote testing-enabled device poses three overall physical requirements: 

test communication path, controller and instrumentation. Test data from a remote 

host must first be transmitted to the DUT, and the test results need to be 

transmitted back to the host. A test controller is required to handle the test cases 

on the device to enable organized testing and to analyse the results to decide 

whether more testing is required. Finally, instruments, such as test busses, test 

signal measurement equipment, etc., are the tools for running the tests. 

Ideally, if existing components could be utilized, no additional electronics 

would be required to enable remote testing. Thus, the usual communication path 

could be used for test communication, the main control unit of the device for 

controlling both the tests and the instruments and existing electronic circuits 

could be utilized as instruments.  

[Paper I] presents the first implementation of an embedded test controller for 

a mixed-signal device. This test controller is capable of performing both digital 

and analog boundary-scan test functions at board level. Consisting of three main 

components, the test controller comprises a microcontroller as well as analog 

signal generation and measurement units, as shown in Fig. 13. Remote control of 

the test control is done with LabView via USB, using Universal Test 

Communication Standard (UTCS) compliant test messages developed in-house. 

[Paper I] also presents the first demonstration of a UTCS-compliant device. 

[Paper IV] presents an advanced version of the test controller, implemented 

on a device that allows remote testing. The test controller’s main task in [Paper 

IV] is to handle mixed-signal testing of an audio board through an 1149.4 type 

analog test bus. Test communication passes through a Serial Peripheral Interface 

(SPI) to an embedded Linux computer, which handles remote communication.  
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Fig. 13. Mixed-signal test controller blocks [Paper I]. 

4.1 Analog test signal generation and measurement 
instrumentation on board 

At board level, the target of embedded instrumentation is to develop low-cost, but 

accurate instrumentation. Measurement results have to be reliable and comparable 

to previous measurements. In terms of signal generation, the most important 

characteristics are the frequency and spectrum purity of the signal. On the 

measurement side, of prime importance are accurate AC and DC voltage 

measurements. There is no need for the generated signal voltages to be precisely 

accurate, because they will be measured accurately during testing with voltage 

measurement equipment. What needs to be accurate, however, is signal frequency, 

because it is not measured at a later stage. 

Analog signals used in discrete component testing are restricted by the test 

bus. Signal frequency should range from DC to 500 kHz, and the voltage level 

should be between ground and operating voltage. Employing multiple 

frequencies, the reactive component measurement method demands frequency 

control for the entire test signal range.  
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Fig. 14. Test-signal generation unit (IV, published by permission of Springer). 

The test controllers in [Paper I] and Paper IV utilize the signal generation unit 

shown in Fig. 14. Frequencies are generated on a Digital Signal Synthesiser 

(DSS), which is a programmable waveform generator. Each signal is amplified or 

attenuated by an inverting operational amplifier, whose amplification is controlled 

by a digital potentiometer. The offset is generated with a digital-to-analog 

converter (DAC), and the output is buffered with an operational amplifier. 

Electrical specifications for the signal generation unit are shown in Table 8.   

The test signal measurement unit only has to measure DC and AC voltages in 

the operating voltage region. Fig. 15 presents the measurement unit employed in 

[Paper IV], using a single low-cost analog-to-digital converter (ADC). When 

measuring DC signals, test signals are routed directly to the ADC, but when AC 

signals are being measured, they are routed through the peak detector. However, 

the peak detector is unsuitable for measurements with very-low frequency AC 

signals (below 50 Hz), due to the large time constants involved. In this case, the 

ADC can be sampled. Thus, the sigma-delta ADC used in [Paper IV] could be 

sampled 60 times per second. Table 8 shows the electrical specifications of the 

signal measurement unit.   

In [Paper I], a true RMS-to-DC converter was used as a substitute for the 

peak detector, but its settling time was found to be quite long. The peak detector, 

on the other hand, does not give a linear output, but this can be corrected with 

software after the measurement.  
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Table 8. Electrical characteristics of test-signal generation and measurement units (IV, 

published by permission of Springer). 

Signal generation Signal measurement 

fout DC – 500 kHz fin DC – 1 MHz 

Voffset(AC) 0 – 3.3 V Vin(DC) 0 – 3.3 V 

VPP(AC) 0.1 – 3.3 V Vin(AC) 0.1 – 3.3 V 

V(DC) 0 – 3.3 V Zin 3 MΩ 

Zout 12 Ω   

When embedded measurement instrumentation is considered for implementation 

in an existing design, the reuse potential of existing hardware should be 

examined. ADC and DAC components, for example, can be reused for signal 

generation and measurement. However, their utilisation requires signal routing 

and even software-based signal processing.  

 

Fig. 15. Test-signal measurement unit (IV, published by permission of Springer). 

4.2 Test controller 

Embedded instrumentation and the test bus must be controlled by a test controller, 

which manages all embedded test routines from test communication to 

instrumentation control. Based on a microcontroller, the test controller presented 

in [Paper I] handles communication and has test routines implemented into it.  

Software running on this microcontroller comprises three layers. The first one 

handles test communication with the remote host and initiates the test routines. 

The second layer consists of test functions, which control the test instruments. For 

example, a single test routine may consist of control of the test bus and other 

required measurement instruments and also handles the correct order of tests. It 

may also supply necessary test data as test vectors and analog test signal 

characteristics. Finally, the third layer consists of test instrument controls and test 



 51

vectors. The first layer can call any test function on the second layer, and the 

second layer uses functions of the third layer as tools. Having these three separate 

test layers makes it easy for programmers to add or modify tests. 

The test controller needs physical pins for executing the tests on the board. In 

the case of 1149, the test bus requires a minimum of four digital I/O pins. Also the 

signal generation and measurement blocks require control pins from the 

controller. In [Paper I], a total of 16 I/O pins were required to control the tests on 

the board, while [Paper IV] made do with 11 I/O pins.  This minimization of I/O 

pin usage is important in terms of overall reliability. Less pins means less possible 

defects. 

4.3 Test communication 

Test communication between a remote controller and a DUT should be simple 

and based on any existing communication method that the DUT has. Universal 

Test Communication Standard (UTCS) [40] represents an effort to enable test 

communication between various HW interface devices. [Paper I] demonstrates 

utilizing UTCS over USB, while [Paper V] presents a device that utilizes UTCS 

over the Ethernet. 

The objective of UTCS is to provide a generally applicable communication 

procedure for testing modern electronic devices. It implements test 

communication between devices using a standardised test message set. Moreover, 

generally applicable test communication is enabled independently of the HW 

interface in use. UTCS-based test communication between devices is performed 

by hierarchical masters and agents, as shown in Fig. 16. 

The UTCS test message set consists of request/response type messages sent 

between a master and an agent. From the viewpoint of universal applicability, the 

same messages must be utilizable regardless of the DUT. This requirement is 

solved by a service list, which is a device-specific list that contains available 

embedded test solutions as well as accessible status information defined by the 

device manufacturer. Thus, generic test messages with identification information 

defined in the service list can be used DUT-independently to run a test or retrieve 

status information. 

UTCS has similarities with other specifications [41–43]. However, the idea 

with UTCS is to use existing solutions to design a novel protocol, comprising a 

simple, but universally applicable test message set. Using this set allows running 

any existing embedded test measure on any DUT and retrieving status 
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information about it. Moreover, these DUT-independent operations can be 

conducted through any communication link, either locally or remotely, throughout 

the device’s life-cycle. 

Fig. 16. Test communication between master and agent [Paper I]. 

4.4 Future prospects for embedded test control 

The embedded test controller implementations presented in [Papers I, IV] are 

discrete applications, whose functions are implementable in existing embedded 

devices with little extra hardware. Ideally, the main processor of the device would 

also act as the test controller, and existing analog-to-digital and digital-to-analog 

converters could be used as analog test signal source and measurement 

instruments. Many boundary-scan pins and ports on existing microcontrollers and 

processors are programmable I/O-pins, and this functionality could serve as a 

direct test bus path. Many test controller functions are ultimately software 

functions, implementable on virtually all processors without much additional 

hardware. 

Implementing embedded test functions requires a substantial amount of DfT 

work, with an emphasis on Design. Facilitating the implementation of a test 

controller that enables remote testing requires design rules, predesigned software 

as well as hardware function blocks in design software. Predesigned test 
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functions, such as test bus control or test signal generation, should be easily 

modifiable for the application under design.  

The real benefits of embedded testing occur during the life-time of the device, 

because it enables remote testing and easy on-field testing. Embedded testing 

capabilities do not completely eliminate the need for traditional testing during the 

manufacturing phase, but may remove the need to run some of the tests, thereby 

decreasing manufacturing costs.  

4.5 Summary 

The embedded test control solution presented in this chapter with analog 

instrumentation allows board level mixed-signal testing remotely. In an ideal case, 

only digital communication to the device is required to execute device tests. The 

essential parts for analog testing remotely are the instruments to generate and 

measure the analog test signal. In addition to enable remote testing, the test 

controller capabilities enable testing in the whole lifespan of the device – from 

manufacturing to the final maintenance. 
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5 Embedded test and health monitoring of 
aerospace bus systems 

Health and Usage Monitoring Systems (HUMS) are implemented into complex 

systems to monitor their health, before irreparable damage caused by stress and 

aging occurs. Complex systems of this type include buildings, vehicles or 

aeroplanes. A HUMS can be either an individual device or a wireless sensor 

network, and its main task is to measure critical points and combine recorded data 

into health information. 

[Paper III] presents an embedded test and health monitoring method for an 

aerospace bus system that can be utilized in a HUMS for aerospace cabling. The 

measurement method uses analog signal measurements capable of using the 

embedded test controller and instrumentation presented in [Papers I, IV].  

Difficulties associated with wire harness testing are often underestimated 

when developing wider system test strategies. Following installation, wiring 

systems are not normally serviced, while moving parts and hydraulics are 

replaced on a regular basis. This pushes the use of wiring beyond the replacement 

intervals acceptable for most other components. Degradation and failure in these 

wiring systems is hence a major reliability concern and is increasingly becoming 

an important maintenance cost issue. In the US Navy alone, it is estimated that 

1.8 million person-hours per year goes to troubleshooting and repairing aircraft 

wiring systems [44].  

Many of the defects in a wiring harness occur only in certain environments. 

For example, many aircraft wiring faults occur in flight but are not visible during 

maintenance checks on the ground. These intermittent defects require on-line 

monitoring techniques to help ground maintenance diagnose and rectify them. 

Smart wire systems currently under development will be able to monitor cables 

continuously and even to correct faults as they occur [44, 45]. 

5.1 MIL-STD-1553 bus system 

There is now a clear increase in the use of electronic devices and sub-systems that 

require physical communication infrastructures. This trend has led to the use of 

data buses which allow multiple devices to be connected through one physical 

wire. The Mil-Std-1553 [46] standard for data bus systems was initially designed 

for aircraft but has been used in space applications and numerous military 

applications [47]. The data bus uses half-duplex data transmission with a 1 MHz 
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data rate over a twisted shielded pair (TSP). The characteristic impedance (Z0) of 

the TSP is around 78 Ω, and the backbone of the bus is terminated with resistors 

of value Z0 ± 2%. Devices are connected to the bus either through a directly-

coupled interface or through transformer-coupling, both of which are illustrated in 

Fig. 17. Transformer couplers are more commonly used today, because they allow 

longer branches. Although the data rate is not as high as in some recently 

developed communication systems, the bus system is still widely used and 

accepted.  

Fig. 17. Device connection methods for Mil-Std-1553 data bus [Paper III]. 

Mil-Std-1553 has been the main avionics data bus in military aircraft since the 

early 1970s. [46, 48]. Although today’s high-speed broadband transmission 

capability makes the performance the 1.0 MHz data bus look poor, its core 

application area, i.e., real-time control and basic avionics intercommunications, 

does not require faster connections. Designed for a harsh military environment, 
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the data bus will remain usable for many years to come. On other hand, there are 

applications, such as those involving video, that require faster data rates.  

Some improvements have been presented to make the rugged Mil-Std-1553 

bus system faster. The physical structure of the bus system allows a speed 

hundreds of megabytes faster the specified one megabyte [49]. Achieving these 

speeds, however, requires deviation from the bus standard and, therefore, can only 

be used for non-critical communications. One way of supplementing the MIL-

STD-1553 bus involves using DSL or a similar system over 1553 cabling [50]. 

Also data compression techniques have been presented to improve the system’s 

data rate [51]. Such techniques are software-based and do not affect physical 

signal transmission in the data bus.  

Because no sufficient methods are available to increase the data transmission 

speed of MIL-STD-1553, options for replacing it with a physically different bus 

system have been put forward and, in some cases, also implemented. Thus, 

commercial aircraft are increasingly adopting Fast Ethernet for high-speed data 

transmission, and military aircraft have been implementing the Fibre Channel 

standard, based on optical fibres [51].  The Lockheed Martin’s Joint Strike Fighter 

is reported to use an IEEE 1394b (Firewire) implementation in its bus structures 

[52].   

In the automotive industry, the most common bus system is the Controller 

Area Network (CAN). CAN is a flexible bus system, similar to MIL-STD-1553, 

and does not define the application layer. As a result, specifications have been 

developed to fit the CAN bus to various environments, including industrial (CAN 

in Automation, CiA) and military (MILCAN) applications.  The physical layer of 

CAN uses the EIA-485 standard, which defines electrical characteristics for 

drivers and receivers on a bus system. 

5.2 Online monitoring and measurement method 

The on-line test strategy is built around monitoring the quality of the data signal 

and exercising the bus through an external test signal. Although passive 

monitoring of data signal quality can be used to detect and, in some cases, to 

locate defects on a bus system, some defects require additional measurements and 

controlled test stimuli. Both measurement methods are based on detecting 

changes in the impedance of the bus system. 
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5.2.1 Effect of defects on a bus system 

The measurement method is designed to locate the following defects on the bus 

backbone and bus stubs (cables used to connect devices):  

– One wire open  

– Both wires open 

– Short between wires  

– Short to shield 

– Terminator defects 

– Coupler component defects. 

 

Fig. 18. Measurement points in the coupler [Paper III]. 

Defects in aircraft wiring are caused by chemical, electrical or mechanical stress. 

[53] Such defects mostly affect connectors and insulation of the wiring, whereas 

defects in coupler components and terminators are rarer. Defects to be detected 

are chosen on the basis of data from a failure study [53] and from information 

provided by wire testing specialists at Ultra BCF. 

Most defects cause such impedance changes in the bus system that effect 

signal integrity through parametric changes in voltages, currents and reflections in 
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specific wires. The best way to monitor these impedance changes is to observe 

voltage differences in the couplers. Fig. 18 shows the measurement points in a 

coupler. 

A simplified DC model of a coupler can be used to examine the effects of 

typical defects on the bus system. Coupler models have been placed in two 

categories. The first supposes that the device connected to the coupler is 

transmitting a signal, while the second model covers the case where the device is 

receiving a signal. In Fig. 19 and Fig. 20, Z0 and ZX represent the characteristic 

impedance of the cable, R1 and R2 are the isolation resistances of the coupler, RL 

is the load resistance of the connected device and N1:N2 is the ratio of the turns 

within the transformer. 

Fig. 19. Simplified model of a coupler when the connected device is transmitting a 

signal [Paper III]. 

Fig. 20. Simplified model of a coupler when the connected device is passive [Paper III]. 

When the connected device is transmitting a signal, the voltage ratio between the 

measurement points is = ‖ ‖ 	. (2) 

When no defects are present, R1 = R2 = 0.75* Z0 and ZX = Z0, and the voltage 

ratio is stable 
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= .. . . =  .  (3) 

Defects in the bus cause the impedance ZX to differ from Z0. Here ZX is shown as 

xZ0, where x is proportional to the impedance error in Z0. Substituting the other 

ZX with xZ0 in (1), we get = ‖ ‖ = . .  .  (4) 

Effects of impedance changes can be seen in Fig. 21. If impedance goes low, as in 

a short defect, the voltage ratio approaches 0; if impedance goes high, as in an 

open defect, the voltage ratio approaches the value 0.4*N2/N1. Similarly, the 

calculated impact of defects in one of the insulation resistances R (R1 or R2) can 

be seen in Fig. 21. For example, a 25% decrease in the value of R causes a 10.4% 

change in the voltage ratio V2/V1. 

Fig. 21. Effect of a defect in insulation resistance or wire on the voltage ratio in an 

active stub [Paper III]. 

Fig. 20 shows a simplified DC model of a coupler, when the connected device is 

either passive or receiving a signal. The voltage ratio derived from the figure is: = = 1 +  . (5) 

By monitoring the voltage ratio, defects both in coupler components and stubs 

can be located. A defect affecting a stub can be seen as an impedance change in 

RL, while a defect in isolation resistors can be seen as a resistance change in 
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either R1 or R2 (Equation 4). Fig. 22 plots the voltage ratio as a function of the 

impedance change caused by the insulation resistances R and RL. The values used 

are N2/N1 = √2, R = 58 and RL= 3000. When no defects are present, the ratio 

V2/V1 is equal to 1.524. It increases, when RL decreases, for example, as a result 

of a short between wires. The ratio also increases, when R increases, for example, 

because of an open in an isolation resistance connection. A small increase in RL is 

harder to detect. A 25% increase in RL only causes a 1.4% change in V2/V1, and a 

25% decrease in R causes only a 0.9% change in V2/V1. 

Fig. 22. Effect of a defect in insulation resistance or load resistance on the voltage 

ratio in a passive stub [Paper III]. 

In TSP cables, one of the wires may be shorted to shield, resulting in a defect. In 

normal conditions, this defect would have no measurable effect, but in certain 

EMI conditions it may cause a high data error rate. Physically, a short to shield 

forces the potential of the shorted wire to the same potential as the shield, and the 

differential signal on the TSP is forced to mimic a single-ended output. To detect 

a short to shield, the peak-to-peak voltage (VPP) in both wires should be 

monitored and compared. A large difference, such as 1 V, in VPP between wires 

reveals a short to shield defect. 

When square wave signals are inherent to the electrical activity, a defect can 

cause a change in pulse width. Two defects can cause this type of bus fault. The 

first is due to an open wire defect and second to a short between wires. When one 

wire is open, the signal does not continue in the wire with the defect. In the 

defect-free wire, however, the signal will continue through the terminator to the 

other end of the defect. Signals in both wires are at the same potential, but in the 
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defective wire they are delayed. When the voltage differences between the wires 

are examined, a pulse can be observed with a shorter than normal pulse width. 

Another issue which affects pulse width is pulse shape in different types of 

wire. This is due to reactance components in TSPs, mostly capacitance between 

wires and capacitance to the shield. Capacitive elements are charged on the non-

defective side of the TSP, with no charge processes on the defective side. In a 

cable with one wire open, signal pulses undergo distortion. This distortion 

manifests itself as an overshoot on the non-defective side of the cable; on the 

defective side, it reduces the rise time of the signal. Again, if the voltage 

difference between wires is examined, a short width pulse can be seen. Shorts 

between wires also cause such changes to pulse width that can be seen in every 

coupler, from the coupler that transmits the signal to the coupler just before the 

defect. Essentially, pulse width depends on the distance from the measurement 

point to the defect. 

5.2.2 Passive monitoring of the data bus 

A data bus may have up to thirty-three devices connected to it, and some of these 

devices may use the same coupler. Thus, to obtain reliable results, a viable 

measurement method requires monitoring the voltage at every coupler on the bus. 

Signal quality on the bus and stubs needs to be monitored non-intrusively and the 

monitoring system must be designed to work independently, so it does not affect 

the system during normal use. 

The Mil-Std-1553 data bus uses 1 MHz half-duplex Manchester-coded data 

transfer. Manchester coding allows data and clock information to be transferred 

concurrently by representing each bit by a low-to-high or high-to-low transition, 

depending on the bit’s value. Every data word is 20 bits long, and they all begin 

with a three-bit synchronising string following a 4–20 µs gap between different 

data words. The synchronisation bit is high for 1.5 or 2 µs, depending on the first 

actual bit of the data word. Due to the predictability of the synchronisation bit, it 

lends itself to measuring data signal quality. 

Measurement of data signal quality is carried out simultaneously at every coupler 

in the bus system. This monitoring is achieved through the measurement points 

shown in Fig. 18 using capacitive coupling. Capacitive coupling to a bus does not 

affect its impedance, provided that the capacitors used are sufficiently small.  
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The following voltage properties of the synchronisation bit are used to detect 

defects in a bus system: 

– Differential peak-to-peak voltage between wires 

– Peak-to-peak voltage in both wires 

– Pulse width of the differential voltage. 

These properties are used both directly and as parameters within analytical and 

simulation studies to map the impact and location of specific defects. In this 

work, a flowchart was generated from the simulation results and seven different 

fault triggers were identified. A fault trigger is a measured property of the bus 

system that indicates a defect in the bus and that can be considered as the first 

symptom of a defect. The fault triggers used are: 

1. Differential voltage in bus (Vd(bus)) = 0 and differential voltage in stub 

(Vd(stub))  ≠ 0 

2. Vd(bus) ≠ 0 and Vd(stub)  = 0 

3. Vd(bus)/Vd(stub) < nominal value in transmitting stub 

4. Vd(bus)/Vd(stub) > nominal value in transmitting stub 

5. Vd(bus)/Vd(stub) < nominal value in passive stub 

6. In stub: peak-to-peak voltage in single wire >> another wire 

( |Vs(stub[1])|>>|Vs(stub[2])| OR |Vs(stub[1])|<<|Vs(stub[2])| ) 

7. Vd(bus)/Vd(stub) > nominal value in passive stub. 

Measurement results from each coupler are compared to the fault triggers in the 

order shown. If the measurement values exceed the trigger threshold, the 

underlying reason for the fault is further analyzed through calculations and further 

measurements, if necessary. This is implemented for every coupler in the bus 

system. 

Fault trigger 1 only detects a short between wires in a stub. Fault trigger 2 

detects a short between wires in the bus near a coupler. Fault trigger 3 detects 

excessive isolation resistance in a coupler not attached to a terminator. If the 

coupler generating trigger 3 is attached to a terminator, one extra measurement is 

required to identify whether the defect is associated with excessive isolation 

resistance or too low termination. 
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Fig. 23. Flow chart to detect defects when trigger 4 is detected [Paper III]. 

Fault trigger 4 can be used to detect several different defects. For a correct 

diagnosis, however, measurement data is required from other couplers and, in 

some cases, also further measurements are needed. Fig. 23 presents the flowchart 

for detecting specific defects after trigger 4. 

Trigger 5 detects coupler component problems (e.g., too low isolation 

resistance) or an open in the bus close to a coupler, depending on the numerical 

value of Vd(bus)/Vd(stub). Trigger 6 only detects a wire connected to shield in a stub. 

And, finally, fault trigger 7 detects either excessive isolation resistance in a 

coupler or a defect in a transformer. 

5.2.3 Extending measurement capability with an external test signal 

External test signals are used when more measurements are required to locate a 

defect in a bus system. While enabling controlled measurements during on-line 

testing, external test signals can also be used for off-line testing. 
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In on-line measurements, the best way to insert a test signal is to send it 

between Mil-Std-1553 data words. The time gap between data words varies from 

4 to 12 µs, setting some frequency restrictions for the signal. To obtain adequate 

measurement results, a 4 MHz sine was used in the study reported here. In the 

case of lower frequencies, only a couple of signal periods are available for 

measurements, rendering the resulting data less reliable. To avoid interference 

with the bus system, the peak-to-peak amplitude of the test signal was set to 100 

mV. 

The test signal is capacitively coupled to the stub measurement point shown 

in Fig. 18. Feeding the test signal to the stub, rather than the bus, allows better 

detection of defects. Measurement of the external test signal is carried out at the 

same points as when monitoring data signal quality. The measured properties are 

differential peak-to-peak voltage between wires and the peak-to-peak voltage in 

single wires. 

The presented measurement methods are designed to work in bus systems 

that have measurement points at every coupler. These measurement points need a 

communication medium to transmit the measured data. 

The quality of the data-signal is measured continuously at every coupler. If a 

fault trigger is activated in a coupler, the measurement method will attempt to 

find the defect. A master coupler is defined to control the measurement procedure. 

After fault trigger activation, fault information from all couplers that detect a fault 

is combined in the master coupler to identify and locate the defect. If more 

measurement data is needed, the master initiates the use of an external test signal 

in the required nodes. From the thus acquired final measurement results, the 

defect can be located and identified. 

In the off-line self-test measurement method, the test procedure is 

straightforward. The test signal is transmitted to the couplers one at a time and 

measured at the next coupler. As a result, all connections are validated during the 

test. 

5.3 Evaluation of the measurement method 

Development of the measurement method was carried out with a circuit simulator 

(PSpice). To verify the measurement method and simulations, physical laboratory 

measurements were performed and compared to the simulation results and also to 

the defect detection algorithm presented in Section 5.2.  
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The measurement setup was built around a MIL-STD-1553 certified wire 

harness. As shown on Fig. 24, the harness was built of four stubs connected to the 

backbone of the bus. Oscilloscopes and signal generators were used as 

measurement equipment. A special measurement coupler was designed to connect 

measurement equipment to the bus. 

 

Fig. 24. MIL-STD-1553 harness schematics [Paper III]. 

To summarize the measurement results, suffice to say that the defect detection 

algorithm worked with real measurements almost as expected. A major reason for 

wrong results was that the algorithm was developed using a simulation model 

with a cable length of 10 m, while the length of the actual cable was about 1 m.  

The cable harness simulation model affected electrical parameters which directly 

affect the impact of defects on the signal. As a result, application of the 

measurement method requires that the defect detection algorithm be evaluated 

with simulations and modified to be applicable to the specific bus harness being 

tested. 

5.4 Requirements for the monitoring method 

A major capability of the on-line measurement method for aerospace bus systems 

is the ability to take measurements at every coupler in the system. The 

measurement method developed in this study was designed to be feasible using 

simple analog electronic circuits with a microcontroller. It requires on-line 

monitoring of data signal quality and measurements based on test stimuli. On-line 

monitoring of the data bus is achieved by passively monitoring the quality of the 

data signal in the bus system. Defects can be located using the monitoring data 

but, in some cases, an external test signal is needed. Evaluated with simulations 

and physical measurements, the measurement method proved functional.  
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Building an entire measurement system requires research on communication 

methods between wires. There are two methods that are feasible: using a bus wire 

or using wireless methods between couplers. Wireless sensor networks (WSN) 

have been identified as a promising approach to monitoring aircraft engines [54]. 

Some communication method is also necessary for external connections. One 

aspect that requires further research is power requirements. This involves 

studying alternative power sources, for example, to harvest energy from the data 

bus or the environment. 

A hardware implementation of the measurement system can be built around 

three main components: measurement circuitry, microcontroller and 

communication circuitry. Of these, measurement circuitry can be implemented as 

an asic or board-level implementation with capacitive connections to bus wires.   

As such, the measurement system can be used in bus systems similar to MIL-

STD-1553 and, with slight modification, it is applicable even to other bus 

systems.  In terms of improvements to MIL-STD-1553, the measurement system 

will be applicable as long as these improvements do not affect the physical 

structure of the bus system. However, such modifications as higher data speeds 

and different signal modes have to be taken into account. Where MIL-STD-1553 

uses couplers, other bus systems can use direct connectivity into the bus 

backbone. Utilizing this measuring method in the CAN system requires changing 

the measurement places. Measuring voltage ratios can be done, for example, over 

drivers and receivers defined by the EIA-485 standard. 

5.5 Summary 

The presented on-line monitoring method provides a novel solution to wire 

harness health monitoring. The sensor network approach monitors the data signal 

in each node of the harness and enables defect detection during use. The current 

commercially available methods for MIL-STD-1553 bus system defect detection 

are only possible during maintenance which does not reveal the intermittent 

defects which only occur during flight.  
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6 Conclusions 

The main target of this thesis was to research and develop embedded test methods 

for electronic devices at board and system levels. Among the research methods 

used were design, implementation and measurement of various embedded test 

structures and test methods. This thesis comprised three parts: board-level testing 

of discrete components, an embedded test controller as well as a test and 

monitoring method for an aerospace bus system. Literature surveys were 

conducted and presented on the topic of the thesis and further enhanced for each 

subtopic. Results of the methods were discussed with respect to relevant data 

available in the open literature. 

A fundamental part of the thesis was board-level testing of discrete active 

components. To that end, capabilities of the IEEE 1149.4 mixed-signal test bus 

were studied to broaden the use of the standard for systematic testing of active 

discrete components. As a result, test methods were developed both for full and 

limited contact testing of discrete components at board level. Depending on test 

access, these measurement methods can also be configured to test components in 

larger circuit blocks. In addition, they were evaluated by the PCOLA/SOQ model 

used to evaluate testing in PCB manufacture. 

Designing an embedded test controller that allows remote testing comprised 

the second part of the thesis. The embedded test control involves controlling test 

procedure, test signal generation and measurement capabilities as well as test 

communication between the remote device under test and the test master. The test 

controller was implemented as a discrete component at board and system levels. It 

was found that the main processor could be utilized as the test controller of the 

device and that existing devices, such as ADC and DAC, could be used as analog 

instruments. This easy application of the main processor was due to the fact that 

test control actions were software-based. However, some additional hardware 

may be necessary, such as efficient switches on the board and extra I/O pins on 

the main processor. In large systems, use of a discrete test controller should be 

considered, as complexity increases and the investment in test control is not 

particularly high. 

An embedded test and health monitoring method for an aerospace data bus 

constituted a third, more independent, part of the thesis and serves to provide an 

example of embedded testing at system level. The developed method was aimed 

at monitoring the health of the MIL-STD-1553 bus, while being applicable to 

other bus systems, such as CAN. Developed with simulation software, the 
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measurement method was evaluated by laboratory measurements. In contrast to 

other methods, the one presented here is capable of detecting intermittent defects 

that may occur during flight. Designed not to affect the normal operation of the 

bus, the measurement method allows improved defect detection and location. 
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Appendix 1. Diode test circuits 
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Appendix 2. Bipolar transistor test circuits 
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Appendix 3. Field effect transistor test circuits 
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