
A
B
C
D
E
F
G

UNIVERSITY OF OULU  P .O. B  00  F I -90014 UNIVERSITY OF OULU FINLAND

A C T A  U N I V E R S I T A T I S  O U L U E N S I S

S E R I E S  E D I T O R S

SCIENTIAE RERUM NATURALIUM

HUMANIORA

TECHNICA

MEDICA

SCIENTIAE RERUM SOCIALIUM

SCRIPTA ACADEMICA

OECONOMICA

EDITOR IN CHIEF

PUBLICATIONS EDITOR

Professor Esa Hohtola

University Lecturer Santeri Palviainen

Postdoctoral research fellow Sanna Taskila

Professor Olli Vuolteenaho

University Lecturer Veli-Matti Ulvinen

Director Sinikka Eskelinen

Professor Jari Juga

Professor Olli Vuolteenaho

Publications Editor Kirsti Nurkkala

ISBN 978-952-62-0677-6 (Paperback)
ISBN 978-952-62-0678-3 (PDF)
ISSN 0355-3191 (Print)
ISSN 1796-220X (Online)

U N I V E R S I TAT I S  O U L U E N S I SACTA
A

SCIENTIAE RERUM 
NATURALIUM

U N I V E R S I TAT I S  O U L U E N S I SACTA
A

SCIENTIAE RERUM 
NATURALIUM

OULU 2014

A 642

Klemens Kraus

SECURITY MANAGEMENT 
PROCESS IN DISTRIBUTED, 
LARGE SCALE HIGH 
PERFORMANCE SYSTEMS

UNIVERSITY OF OULU GRADUATE SCHOOL;
UNIVERSITY OF OULU,
FACULTY OF INFORMATION TECHNOLOGY AND ELECTRICAL ENGINEERING,
DEPARTMENT OF INFORMATION PROCESSING SCIENCE

A
 642

AC
TA

K
lem

ens K
raus





A C T A  U N I V E R S I T A T I S  O U L U E N S I S
A  S c i e n t i a e  R e r u m  N a t u r a l i u m  6 4 2

KLEMENS KRAUS

SECURITY MANAGEMENT PROCESS 
IN DISTRIBUTED, LARGE SCALE 
HIGH PERFORMANCE SYSTEMS

Academic dissertation to be presented with the assent of
the Doctoral Training Committee of Technology and
Natural Sciences of the University of Oulu for public
defence in  Auditor ium GO101, L innanmaa,  on 5
December 2014, at 12 noon

UNIVERSITY OF OULU, OULU 2014



Copyright © 2014
Acta Univ. Oul. A 642, 2014

Supervised by
Docent Raija Halonen
Doctor Reda Reda

Reviewed by
Professor Jukka Heikkilä
Professor Richard Baskerville

ISBN 978-952-62-0677-6 (Paperback)
ISBN 978-952-62-0678-3 (PDF)

ISSN 0355-3191 (Printed)
ISSN 1796-220X (Online)

Cover Design
Raimo Ahonen

JUVENES PRINT
TAMPERE 2014

Opponent
Professor Jarmo Ahonen



Kraus, Klemens, Security management process in distributed, large scale high
performance systems. 
University of Oulu Graduate School; University of Oulu, Faculty of Information Technology
and Electrical Engineering, Department of Information Processing Science
Acta Univ. Oul. A 642, 2014
University of Oulu, P.O. Box 8000, FI-90014 University of Oulu, Finland

Abstract

In recent years the number of attacks on critical infrastructure has not only increased substantially
but such attacks have also shown higher sophistication. With the increasing interconnection of
information systems it is common that critical systems communicate and share information
outside an organization’s networks for many different scenarios. In the academic world as well as
in existing security implementations, focus is placed on individual aspects of the security process
- for example, network security, legal and regulatory compliance and privacy - without
considering the process on the whole. This work focuses on solving this security gap of critical
infrastructure by providing solutions for emerging attack vectors. Using design science research
methods, a model was developed that seeks to combine these individual security aspects to form
a complete security management process (SMP). This SMP introduces, among others theories of
security topics, recommended best practices and a security organization structure. An instantiation
of the SMP model was implemented for a large-scale critical infrastructure. This work introduces
the system developed, its architecture, personnel hierarchy and security relevant workflows. Due
to employed surveillance networks, specialized requirements for bandwidth utilization while
preserving data security were present. Thus algorithms for solving these requirements are
introduced as sub-constructs. Other focus points are the managerial aspects of sensors deployed in
surveillance networks and the automatic processing of the sensor data to perform data fusion.
Algorithms for both tasks were developed for the specific system but could be generalized for
other instantiations. Verification was performed by empirical studies of the instantiation in two
separate steps. First the instantiation of the SMP was analyzed as a whole. One of the main quality
factors of the instantiation is incident response time, especially in complex scenarios.
Consequently measurements of response times when handling incidents compared to the
traditional system were performed in different scenarios. System usability was then verified by
user acceptance tests of operators and administrators. Both studies indicate significant
improvements compared to traditional security systems. Secondly, the sub-constructs
communication optimizations and the data fusion algorithm were verified showing substantial
improvements in their corresponding areas.

Keywords: design science research approach, securing large-scale infrastructure,
security management process, sensor networks





Kraus, Klemens, Hajautetun laajamittaisen järjestelmän turvallisuushallinnan
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Tiivistelmä

Viime vuosina kriittisiin infrastruktuureihin on kohdistunut merkittävästi aiempaa enemmän eri-
laisia hyökkäyksiä. Tietojärjestelmien välisten yhteyksien lisääntymisen myötä myös kriittiset
järjestelmät kommunikoivat nykyään keskenään ja jakavat tietoa organisaation sisäisten verkko-
jen ulkopuolellekin. Akateemisessa tutkimuksessa ja turvajärjestelmien toteutuksissa on huomio
kohdistettu turvallisuutta koskevien prosessien yksittäisiin piirteisiin, kuten esimerkiksi verkko-
jen turvallisuuteen, lakien ja sääntöjen noudattamiseen ja yksityisyyteen, miettimättä prosesseja
kokonaisuutena. Väitöstutkimuksen tavoitteena on ollut ratkaista tämä kriittisten infrastruktuuri-
en turvallisuusongelma tarjoamalla ratkaisuja, jotka paljastavat mahdollisia hyökkäysreittejä.

Väitöstutkimuksessa kehitettiin suunnittelutieteellisen tutkimuksen avulla lähestymistapa,
joka yhdistää yksittäiset turvallisuusnäkökohdat ja muodostaa näin turvallisuuden kokonaishal-
linnan prosessin mallin. Malli hyödyntää erilaisia turvallisuusteorioita, suositeltuja hyviä käytän-
töjä ja turvallisen organisaation rakennemalleja. Mallista kehitettiin esimerkkitoteutus laajamit-
taista kriittistä infrastruktuuria varten. Tämä väitöskirja esittelee kehitetyn järjestelmän, sen ark-
kitehtuurin, henkilökuntahierarkian ja turvallisuuden kannalta relevantit työnkulkukaaviot.

Työssä huomioitiin laajan valvontaverkoston edellyttämät erityisvaatimukset tilanteessa, jos-
sa tietoturvallisuuden säilyttäminen oli tärkeää. Myös näiden erityisvaatimuksiin liittyvien mal-
lin osien ratkaisualgoritmit esitetään. Muita työn tuotoksia ovat hallinnolliset näkökulmat, jotka
on huomioitava, kun valvonnalle tärkeitä sensoreita hallinnoidaan ja sensorien tuottamaa dataa
yhdistellään. Algoritmit luotiin esimerkkiympäristöön, mutta niitä on mahdollista soveltaa mui-
hinkin toteutuksiin. Toteutuksen oikeellisuuden todentamisessa käytettiin empiirisiä ympäristöjä
kahdessa eri vaiheessa. Ensiksi turvallisuusprosessin kokonaishallinnan malli analysoitiin koko-
naisuutena. Merkittävä laatutekijä oli havaintotapahtuman vasteaika erityisesti monimutkaisissa
skenaarioissa. Siksi työssä esitellään eri skenaarioiden avulla tapahtumanhallinnan vasteaikojen
mittauksia suhteessa perinteisiin järjestelmiin. Tämän jälkeen järjestelmän käytettävyys toden-
nettiin operaattorien ja hallintohenkilöstön kanssa tehtyjen hyväksymistestien avulla. Testit
osoittivat huomattavaa parannusta verrattuna perinteisiin turvajärjestelmiin. Toiseksi verifioin-
tiin mallin osien kommunikaation optimointi ja algoritmien toimivuus erikseen ja niissäkin ilme-
ni huomattavia parannuksia perinteisiin järjestelmiin verrattuna.

Asiasanat: konstruktiivisen tutkimuksen lähestymistapa, laajamittaisen inftastruktuurin
varmistaminen, sensoriverkostot, turvallisuuden hallinnan prosessi
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1 Introduction 

In the last few years the world has faced a significant increase in efficiency due to 

information technology (Byrne et al. 2013). Unfortunately, information 

technology while increasing efficiency and working in favor of preventing 

attacks, also supplies attackers with methods, strategies and opportunities to 

breach security systems, as shown by Byrne et al. Wang et al. (2013) state that a 

database containing attack opportunities created by IBM alone consists of more 

than 33,000 attack vectors and system loopholes. Dlamini et al. (2009) claim that 

research is focused on very specific topics and individual aspects - such as 

information security, physical security or application security - without 

consideration of the whole security environment. As a result, organized crime, 

terror acts, tragedies, art crimes and large-scale bank robberies frequently 

dominate the headlines (as shown in Chapter 1.2).  

There is an urgent need for a solution that combines different fields of 

security as well as places focus on managerial aspects (D'Arcy et al. 2009, 

Ransbotham & Mitra 2009), which would provide reliable security, especially for 

large-scale critical infrastructure. 

1.1 Research purpose 

The main goal of the present study was to design, test and verify a solution, which 

provides reliable security for large-scale installations. As such in this study an 

artifact was developed that incorporates the theories, best practices and processes 

relevant for security. This artifact was denoted the Security Management Process 

(SMP). The basis for the research was the design science methodology.  

Also included in this work are technical solutions for problems that arise 

when implementing such a system. Such issues include scalability, data and 

communication security and data fusion. Finally a testbed was defined and setup, 

forming a basis for the user acceptance tests and empirical studies needed for 

verification purposes, as argued by Hevner (2007). 

The overall research question was defined as follows:  

– How could a surveillance system be constructed to provide reliable security 

for large-scale critical infrastructure?  

This overall research question covered the main usage of the security 

management process, which is to provide reliable security. Secondary focus of 
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this work was the perceived usability of the system as usability was important for 

considering adoption and also indirectly correlated to the overall research 

question. Users that were not satisfied with the system would either reduce 

system efficiency or introduce errors by wrong decisions.  

As discussed in Chapter 3.3 the research process followed the design science 

research plan as proposed by Hevner (2007) and was performed in multiple, 

iterative phases. It was apparent from the beginning that a proper division of the 

artifact into smaller, more manageable subtopics was needed.  

1.2 Motivation 

The largest motivational factor for this work was the fact that attacks on 

information systems happen all over the world (Gao et al. 2013). They take place 

in spite of technological and structural progress, with the tendency of increasing 

frequency as well as growing potential to cause harm. During the last few years, 

newspapers and the press have several times caused surprise worldwide with 

news of dreadful incidences. In this chapter just three representative examples of 

major security disasters - bank robberies, art crimes and terror attacks - are 

presented. 

Technological progress seems to work not only in favor of preventing attacks, 

but also supplies attackers with the tools, methods and strategies needed to breach 

security systems. Even if security updates for software are available, some time 

passes until release and deployment - on average 1.2 months (Wash et al. 2014) - 

thus creating a dangerous security gap. With the increasing relevance of 

communication networks (Reda & Leopold 2010), it is common that in many 

different scenarios computers communicate and share information with other 

computers outside the organization’s networks, utilizing a high-speed broadband 

connection- fixed or mobile- and hence increasing risks of cybercrime and 

network based attacks. In such an environment currently existing security models 

face threats and challenges.  

Another motivation factor was the ever increasing market potential of the 

security sector (IMS Reseach 2008), including ICT security as well as physical 

security. This chapter introduces a few illustrating examples of cyber-crimes from 

the last few years, further indicating the need for research in this area as there are 

obvious practical implications for risk and incident management. This fact was 

stated recently in a provoking headline by Hartman (2013): “Do police have what 

it takes to tackle organized crime?”  



 17

– Washington, July 14th 2011: The US Defense Department lost 24,000 files to 

“foreign intruders” in what appears to be one of the most damaging cyber-

attacks to date to the US military. 

– New Delhi, Jul 3rd 2011: The National Security Guard (NSG) failed to add 

security measures to their own website while being assigned to protect the 

entire nation. This created an embarrassing situation for the nation and the 

NSG had to report that cyber criminals had attacked their website - 

www.nsg.gov.in - gaining access to internal critical data. 

– Boston, July 7th 2011: Two U.S. government-funded research laboratories at 

the Pacific Northwest National Laboratory (PNNL) and a defense contractor 

were targets of a "highly sophisticated" cyber-attack. This was the latest in a 

string of assaults on U.S. interests forcing a lockdown of all internal systems 

and shutting down of the website. 

– Estonia, July 19th 2011: A series of massive cyber-attacks launched from a 

Russian ISP targeted the Estonian government, media and private businesses 

in the web. Bank websites were hacked, government Internet services became 

inoperable and due to the weight of distributed denial of service (DDoS), the 

entire Estonian web presence was effectively shut down several times. 

– Recently it was predicted that in future military conflicts, there will be cyber 

military attacks, making the introduction of IT military units and standards a 

necessity (KGB KASPERSKY 2011). 

– One of the largest cash robberies in British history took place in the Securitas 

depot Kent, on the evening of February 21st 2006 at 18:30. Damage amounted 

to more than £53 million. The Securitas depot was considered a security 

haven in London (BBC News 2006).  

– Four oil paintings by Cezanne, Degas, van Gogh and Monet worth more than 

£180 million were stolen by daylight from the E.G. Buehrle museum in 

Zurich. The Museum was equipped with a modern video surveillance system 

in addition to having assigned security guards 24/7 (New York Times 2008). 

The attack on the WTC on September 11th is considered the worst terror disaster 

in US history (Hughes & Gerberding 2002). In a series of coordinated suicide 

missions against the United States, terrorists hijacked four commercial passenger 

jet airliners and intentionally crashed two of the airliners into the Twin Towers of 

the World Trade Center in New York City. At the same time, the hijackers crashed 

a third airliner into the Pentagon in Arlington. 

The dilemma was manifold: 
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– An attack on the Pentagon itself 

– An attack on the Twin Towers in the center of New York City that occurred 

without encountering any air defenses. 

– More than 3,000 killed with many more injured 

The real big dilemma was that several security authorities confidentially reported 

a terror attack warning. In all these disasters, there was no shortage of high tech 

equipment. There was even a “local” security plan. However these stories show 

that security and authorities, intelligence agencies and even governments have 

failed to achieve their security goals. 

In spite of the tremendous progress in security science as well as security 

technology, several security systems have been cracked and a number of servers 

have been recently hacked despite being considered among the most secure 

servers in the world. 

This includes servers from the CIA (Bosker 2011), FBI (Leyden 2011), 

NASA (Liebowitz 2011) and most recently, an unparalleled security breach of the 

World Bank server, which was hacked and account information leaked (Behar 

2011). 

Despite the most rigorous security measures and warnings, as a result of 

attacks on the senate network, CIA servers where taken down by a simple flood 

attack on June 16th 2011 (Bosker 2011). The most frightening aspect of this attack 

is not the damage done but the fact that the perpetrators were amateurs, so called 

“script kiddies,” who still managed to be successful in taking on one of the most 

heavily fortified domains. One can only guess the type of potential damage done 

if professionals or a government powered group were to work to infiltrate 

networks such as those belonging to the CIA. 

FBI affiliated sites have also been the target of a group called LulzSec, 

resulting not only in website downtime but also in the leak of more than 180 

entries of personal data (Leyden 2011). An interesting fact was also revealed: The 

site contained contact information for US security businesses. Despite the security 

knowledge available, the hack had been possible, and the username and password 

combinations that were retrieved were then used to stage more attacks on other 

domains. This attack can also be seen as a proof of concept by the hackers. Some 

of the techniques employed in this attack were also used in the following breach 

of the Sony network resulting in even more massive data loss. 

Hackers also target businesses, the most prominent being the Sony 

PlayStation Network, which was targeted due to a massive security leak (Keir 
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2011). In an unparalleled data leak more than a million records of customer data 

were stolen including names, home addresses, and other personal details 

including passwords in plaintext and corresponding credit card information. Not 

only were active data records compromised but also backups from the year 2008 

stored on a different server in the network. The hack is alarming in and of itself, 

but also distressing are the security measures used to store passwords and credit 

card information. Common security practices dictate only storing passwords using 

one-way hashes with salt to avoid rainbow table attacks. This way an attacker is 

at least not able to read the passwords in plain text, preventing additional follow 

up attacks on well-known sites with the same username and password 

combinations (it is well known that a high percentage of users reuse passwords 

for different purposes).  

Despite Sony losing money every day, the service had to be shut down for 

more than a month to end all exploits and fix compromised servers. In addition to 

these costs compensation costs, the loss of public image further increased 

damages. 

The International Monetary Fund (IMF) has also been a target of 

sophisticated hacker attacks, with still unknown dimensions (Sanger 2011). This 

fund manages financial crises around the world and contains highly confidential 

information about the fiscal condition of many nations and is therefore a target of 

opportunity for hackers willing to sell the sensitive market information. Perhaps 

most worrying is the missing information on what data had been compromised. 

This means: Security technology is working for both sides. Hackers are 

becoming more proficient with high-tech equipment and software, starting an 

“arms race” not always in favor of the security authorities, who have mostly 

inflexible security models.  

Enterprises, governments and authorities have maintained the delusion that 

security is a product. Thus if they simply purchase a security product, they are to 

have a program or system that is as secure on all levels in the same way Fort 

Knox is secured from a physical security perspective. Unfortunately, as has 

become clear, this is not the case. As predicted by Schneier (2000) security is a 

process; it cannot be a product and no single security aspect can be treated 

independently. Some systems can be made more secure than others. Linux, for 

example, is used in security relevant areas as well as the embedded field not 

because it is inherently more secure than Windows or other alternative operating 

systems but because the system core can be trimmed down to a minimum. 
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1.3 Prior Research 

The field of security is an active research area. Driven by changing requirements 

and increasing connectivity of systems, new types of threats and attacks are 

possible. Current critical infrastructure is being analyzed and vulnerabilities 

shown. Cheminod et al. (2013) reason that attacks on such infrastructure are a 

reality. Security processes are not evolving in this area while cyber-attack 

sophistication is. Thus Cheminod et al. conclude the need for support of security 

experts and managers in carrying out their tasks to further improve security.  

Not only critical infrastructure is vulnerable, as shown by a security analysis 

by Wang et al. (2013). Focus is placed on enterprise systems (ES) and Internet 

security systems (ISS). A contributing factor is shown to be identity management 

and user authorization.  

Currently research is focused on very specific topics and individual aspects 

such as information security, physical security or application security without 

considering the whole process (Dlamini et al. 2009). Hence Dlamini et al. 

conclude that these trends further indicate the need of a multi-disciplinary model. 

Similarly Ransbotham and Mitra (2009) research the need of management to 

ensure a secure environment. D'Arcy et al. (2009) reveal the importance of a 

dedicated department with similar powers as an internal revision division because 

fear of punishment proved to be a high deterrent. This division should be 

responsible for all information security management thus implementing the 

theories of a multi-disciplinary model by Ransbotham and Mitra (2009). 

Other publications, such as by Ransbotham and Mitra (2009), focus on 

analyzing previous attacks on information systems, while others, such as Tidwell 

et al. (2001) emphasize providing attack models. Mouratidis and Giorgini (2007) 

follow a more general approach by performing attack vector testing based on 

attack motivation. A conclusion proposed by Huber et al. (2009) and Winkler 

(1996) - who focus on social attacks - is that even with high-tech intrusion 

detection systems, attacks cannot be stopped. Social attacks still remain extremely 

effective.  

As Dlamini et al. (2009) state, research is focused on respective fields. Data 

security is such a field and several publications have been released in the area of 

secure communication protocols. Some, studies, such as (Wen et al. 2002, Liu et 

al. 2004, Liu et al. 2005), concentrate on efficient and secure data transport, while 

neglecting the manageability required for large-scale installations. Other 
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protocols such as SRTP (McGrew et al. 2004) focus on point to point encryption 

that is manageable but not scalable for a large number of streams. 

In contrast transfer efficiency using multicast communication is also 

researched providing efficient transfer for streams with multiple destinations. 

Recent algorithms focus on providing efficient forming and management of 

secure multicast groups and subgroups (Gharout et al. 2008, Prathap & 

Vasudevan 2008, Zhang et al. 2008). 

Another focus point for scalability in large-scale security systems is data 

fusion and load balancing. Several strategies for load balancing are proposed. 

Basic systems for cooperation focus only on data or message passing such as 

database systems, e.g., Oracle Database 11g, MSSQL databases or IBM DB2. 

Data changes in the system cannot be monitored efficiently, limiting collaboration 

options (Kraus & Kühn 2011). Object based systems such as CORBA, DCOM or 

RMI offer options in this regard but focus on providing transparent collaboration 

of heterogeneous hard- and software systems (Tanenbaum & Stehen 2002). 

Another option is tuple matching systems based on the Linda model (Gelernter 

1985) such as JavaSpaces (Freeman et al. 1999) or virtual shared memory (Kühn 

et al. 2005).  

Data fusion in sensor networks is another active field of research. Data fusion 

is either used to increase the detection rate of events due to increased coverage 

(Xing et al. 2009) or to eliminate false alerts (Freire et al. 2013).  

1.4 Research Question 

In considering the challenges presented in Chapters 1.2 and 1.3, it is apparent that 

many of the problems faced by today’s security systems are very similar, hence 

the overall research question was formulated as follows: 

– How could a surveillance system be constructed to provide reliable security 

for large-scale critical infrastructure?  

This research question covers the main usage and advantage of the security 

management process. The main purpose of the artifact is to provide a secure 

framework capable of working in small and large-scale environments and which 

has also been designed to directly impact the quality and speed of security 

responses. It is the most relevant property of the proposed work and the outcome 

of the question will determine usage of the artifact in the future. 
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The success of the implementation can be verified twofold: Comparing the 

issue and threat response time of the current and proposed system and overall user 

acceptance. Considering adoption and user acceptance also directly correlates to 

the main research question as users that are not satisfied with the system will 

either reduce system efficiency or introduce errors by wrong decisions. The 

purpose of this work is to address the research question with the goal of creating 

an artifact - including construct, models and methods - that is capable of handling 

security challenges to be posed in the future. In this work the theories and 

practices to be developed are called the Security Management Process (SMP). An 

instantiation is created which will be implemented, and influence verification and 

theories developed.  

1.5 Research Methods 

The research process followed the design science research plan as proposed by 

Hevner (2007) and was performed in multiple, iterative phases. Furthermore this 

study followed the seven design-science research guidelines for meaningful 

research (Hevner et al. 2004). 

As the proposed artifact contains multiple topics a proper division of the 

artifact into smaller, manageable subtopics is needed. Research was performed at 

two levels: The first level represents the complete artifact, which incorporates the 

theories, best practices and processes. The second level includes solutions for 

problems such as scalability, data and communication security, and data fusion. 

According to the design science methodology each of these levels as well as 

the proposed subtopics were divided into three phases. The first phase included 

the requirement analysis. In this phase requirements of users, managers and 

operators were collected. Current state of the art systems were also evaluated 

including strength and weaknesses. Further a state of the art in research was 

analyzed. The phase of data collection represented behavioral science and 

established the knowledge base. The following second phase included 

construction of the design artifacts, documentation about lessons learned and the 

design for the security system architecture. As such, the phase can be identified as 

design science. Finally, the last phase included the implementation of the 

subcomponents as well as the instantiation of the security system, which was used 

for proof of concept as well as the verification process.  

In turn, the second level artifacts followed design science research theories 

with implementation following the Plan–Do–Check–Act (PDCA) principle. 
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PDCA models can easily be used for software development (ISO 2008). Since the 

subtopics are only weakly interconnected all of the subtopics followed the PDCA 

model independently and the number of cycles needed were able to change 

accordingly. 

The verification process was also performed in two separate steps. At first the 

developed subcomponents were verified separately in line with the PDCA model. 

Once subcomponent level verification was performed, the artifacts were 

incorporated into the instantiation. As the research question was chosen to cover 

both the quality as well as system usability, which are the main aspects of system 

success, the second verification step also followed this reasoning. As such the 

whole system verification was performed by defining scenarios that are solvable 

in a certain timespan and by user testing. The timespan until completion of the 

scenarios is measured in both the old as well as the proposed system, revealing 

changes in efficiency. User questions in turn were given to operators of the 

system to calculate user acceptance. 

1.6 Research Contributions 

The main research contribution to the knowledge base was an artifact capable of 

handling the security challenges in large-scale critical infrastructure. March and 

Smith (1995) define possible artifacts and in this chapter their constructs are used. 

The resulting artifact of this work included construct, models and methods 

required for such a system, referred to in this work as SMP. Apart from 

management processes and best practices, technical designs were provided that 

were needed to achieve scalability in large-scale systems.  

Another addition to the knowledge base was an instantiation used as a proof 

of concept of the methods developed, providing a testbed for future research and 

improvements. The SMP model made use of technologies and practices of various 

related fields, e.g., physical, network and operational security as well as software 

development and business continuity, all of which are well-established fields. 

However as the SMP was spanning all of those fields and low maturity due to the 

just recent convergence of communication and network infrastructure, this artifact 

was placed in the Exaptation Quadrant of the design science research knowledge 

contribution framework developed by Gregor and Hevner (2013). 

The technical designs required for the SMP that were developed in this work 

were all contributions to the knowledge base. These designs, such as secure 

multicast enabled sensor streaming with focus on manageability, an automatic 
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load balancing algorithm based on a collaboration data model as well as an 

automatic sensor assignment algorithm, optimized to allow data fusion. Each of 

these subcomponents was designed to be as flexible as possible and could be 

deployed individually for other fields than secure sensor networks, such as 

distributed computing. 

1.7 Thesis structure 

The structure of the thesis closely follows the research strategy outlined in 

Chapter 1.5 and uses methods described by Hevner et al. (2004). 

In Chapter 1 – Introduction - an overview of the current security situation as 

well as an assessment of the issues is given by using examples from the near past 

where security systems failed to act as required, thus presenting the motivation of 

the work.  

Chapter 2 - Knowledge base - introduces the knowledge base of current 

security systems as well as an overview of the most current state of the art 

research. The second part of the chapter includes scientific research of the other 

areas relevant to this work: secure communication, load balancing and data 

fusion. 

Chapter 3 - Research methodology – touches on the methodology used for 

design science in IS and introduces the specific methods employed in this work. 

The research question on which the research is based is discussed. 

Chapter 4 and Chapter 5 describe the SMP and subcomponents developed in 

this work, respectively.  

Chapter 6 – Verification - contains both whole system verification as well as 

verification for the subcomponents introduced in Chapter 5. 

Finally, Chapter 7 - Discussion & Future work - discusses the results of this 

work including theoretical and managerial implications for both SMP and 

subcomponents. Future work in this field that could further improve results and 

add to the knowledge base is also presented. 
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2 Knowledge base 

In this chapter the knowledge base is introduced, including an introduction to the 

security system requirements as well as research results corresponding to the 

topics of Security Management Process, Secure High Performance 

Communication and Scalability, and increased detection accuracy using data 

fusion. 

Finally state of the art research on security processes with focus on network 

and information security, and other key topics of distributed computing based on 

Tanenbaum and Stehen (2002) are analyzed. Security and data fusion required for 

large-scale systems are presented as examples.  

2.1 Security Management Process: Requirements, Analysis and 

Theories 

Cheminod et al. (2013) demonstrate the vulnerabilities of the current state of the 

art critical infrastructure. It is reasoned that cyber threats cannot be seen as 

theoretical possibilities but realities. Cheminod et al. argue that current 

interconnected infrastructure and networks are shown to be highly susceptible to 

attacks as security processes are not evolving in this area while cyber-attack 

sophistication is. A process for improving security standards in critical 

infrastructure is introduced that will help workflows to become easier and more 

efficient. Cheminod et al. comes to the conclusion that the scientific community 

needs to develop new advanced techniques to support security experts and 

managers in carrying out their tasks so as to improve security. 

Basile et al. (2013) introduce such a tool for security experts. An improved 

network reachability analysis tool utilizing a geometric model is created making it 

possible to visualize network interconnections as well as transmission rules. It can 

be used for systems of national scale and help verification of security policies. As 

such, practical implications are high, allowing for automated intrusion testing. 

Similarly to Cheminod et al. (2013), Wang et al. (2013) perform a state of the 

art security analysis but instead of critical infrastructure the focus is placed on 

enterprise systems (ES) and internet security systems (ISS). Wang et al. state that 

modern ES should improve security based on the fact that an attack database 

created by IBM alone consists of more than 33,000 attack vectors and system 

loopholes. A contributing factor is shown to be identity management and user 

authorization. 
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Since security audits are an integral part of any security process an analytical 

artifact for the application and interpretation of security audits has been created 

by Accorsi et al. (2013). Accorsi et al. claim that current audits are often not only 

time-consuming but also blatantly fail to identify policy breaches. In their work a 

possible improvement is shown to be a method called process discovery for 

security audits. Different types of discovery approaches are considered and 

analyzed for relevance. They conclude that discovery methods extracting the 

control and the data flow would provide a structure in which all security 

requirements can be effectively analyzed, thus improving audit value. 

Dlamini et al. (2009) present the evolution of information security in respect 

to threats, attacks and research. According to Dlamini et al. (2009) in the 

academic world special focus is placed on individual aspects of the management 

process, for example, network security, legal and regulatory compliance and 

privacy with all indicators pointing to a multi-disciplinary approach. As such the 

notion is in accordance with Cheminod et al. (2013). Data protection resulted in 

being the most common security issue, with the trend being to move from an 

operational level to manage security at a strategic level (called Information 

Security Governance) with information security management as another focus.  

As systems increasingly rely on distributed stored and accessed information, 

supporting the availability, integrity and confidentiality of this information is 

crucial. Systems are needed in which users/processes can securely store critical 

information, ensuring that it persists, is continuously accessible, cannot be 

destroyed and is kept confidential (Stoneburner et al. 2004). 

The main components of the security management process are the focus of 

multiple publications, for example, research by Ransbotham and Mitra (2009) or 

Tidwell et al. (2001). In these mentioned publications attacks made on 

information systems are analyzed in terms of how they are performed and the 

level of effectiveness. Mouratidis and Giorgini (2007) analyze techniques for 

attack vector testing in large-scale information systems. They conclude that even 

with high-tech intrusion detection systems, attacks cannot be stopped, mainly 

because of social attacks being extremely effective, as demonstrated, e.g., by 

Huber et al. (2009) and Winkler (1996).  

Another method to detect system vulnerabilities is proposed by Dimkov et al. 

(2000) by performing penetration testing. Traditionally penetration testing is used 

in network security related tasks and can be extended to include social 

engineering. They conclude that penetration tests can reduce the impact on 
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employees of the system and produce meaningful information on the security 

posture of the organization.  

Threats posed by attackers from the inside are another effective attack. In 

order to better understand such types of attacks, D'Arcy et al. (2009) focus their 

research on preventing intentional information security misuse. Studies on this 

topic are taken into account (levels of misuse, deterrents and results) with the 

result that awareness is also associated with the certainty and severity of 

punishment. D'Arcy reveal the importance of a dedicated department with similar 

powers as an internal revision division. This department should be made 

responsible for information security management and can issue sanctions against 

policy violators. Security policies are defined and enforced by this division.  

Similarly, special focus is placed on insider threats by Humphreys (2008) – 

who instead of introducing state of the art technology - places special focus on 

insider threats and the aspects of the International Organization for 

Standardization and International Electrotechnical Commission (ISO/IEC) 27001 

and the properties of those aspects. He covers the Information Security 

Management System - Plan-Do-Check-Act (ISMS - PDCA) model - as well as 

risk management and other areas such as information security control and insider 

threat categories. The publication covers different parts of the security 

management process (PDCA and deeper analysis of risk management). Risk 

management is shown to be a major aspect of large-scale systems which include 

damage calculation and likelihood (Humphreys 2008). 

Accordingly Fenz et al. (2011) focus on risk management and automatic 

calculation of threat impacts for security systems. The methodology established 

can be used by decision makers to calculate costs and effects and can therefore 

generate informed decisions. The methodology established by Fenz et al. (2011) 

can be used by risk managers to explore various case scenarios establishing an 

understanding for the underlying problem. 

Park et al. (2010), who evaluate information security management in large 

hospitals, work on an example of a security analysis in critical infrastructure. 

Risks and costs of information leakage, forgery and falsification are also taken 

into account. Confidentiality of patient data is fundamental and existing 

information security management systems are hard to implement because of 

missing standards for this specific use case as well as the implementation of such. 

Weaknesses ranging from missing incident reporting and tracking facilities to 

breaches of confidentiality, integrity and availability (CIA) principles are 

discovered in all five hospitals despite heavy investment in security measures. 
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Focus is placed on one hospital at a time without considering data from other 

hospitals. Park et al. describe use-cases of current state of the art information 

management systems and offer proof for the need of an overarching security 

management process. 

Having covered the main aspects of the management and process side of the 

security management process, a missing aspect is the hardware as well as 

communication. From the storage point of view, a survivable storage system 

would provide these guarantees over time despite malicious compromises of 

storage node subsets. Thus the storage architecture must provide flexibility and 

efficiency by combining proven technologies (decentralized storage system 

technologies, data redundancy and encoding, and dynamic self-maintenance) for 

constructing information storage systems whose availability, confidentiality and 

integrity policies can survive component failures and malicious attacks (Kraus 

2010). 

The success of a balance between security management, hardware and 

connectivity can, for example, be measured by analyzing the Quality of service 

(QoS) (Peuhkuri 1999) properties of the information system. QoS is the 

combination of several qualities or properties of a service: 

– Availability, which is related to the responsiveness of a resource to service 

requests (Ye 2002). 

– Response time is the time a service takes to respond to various types of 

requests, measured at the start of the request to the end of the response (Liu & 

Layland 1973). Response time is a function of load intensity, which can be 

measured in terms of arrival rates (such as requests per second) or number of 

concurrent requests. QoS takes into account not only the average response 

time, but also the percentile of the response time (Menascé 2002). 

Throughput is the rate at which a service can process requests (Menascé 

2002). QoS measures can include the maximum throughput or a function that 

describes how throughput varies with load intensity (Menascé 2002). 

Physical security is defined as that part of security concerned with physical 

measures designed to safeguard personnel; to prevent unauthorized access to 

equipment, installations, material, and documents; and to safeguard against 

espionage, sabotage, damage, and theft (Department of the Army 2001). This 

entails the planning process, deployment and monitoring, and continuous 

improvement of physical countermeasures against infrastructure including the 
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safeguarding of electric power as well as fire prevention, detection and 

suppression. 

Simply stated, network security is defined as the specialist area of security 

that consists of the provisions and policies adopted by the network administrator 

to prevent and monitor unauthorized access, misuse, modification or denial of the 

computer network and network-accessible resources (Kumar & Kumar 2014). 

Network security is the implementation of a security policy. A security policy 

definition starts with assessment of the risk to the network. Garfinkel et al. (2003) 

state that policies should play three roles: 

– Clarify what and why it is protected 

– State who is responsible for providing protection 

– Provide grounds on how to interpret and resolve future conflict that might 

arise 

Continuation of the policy requires implementation of a security change 

management practice and monitoring of the network for security violations. 

Lastly, a review process will modify the existing policy and adapt to lessons 

learned (Malik 2002). 

For a vulnerability analysis to be useful in practice, two features are crucial. 

First, the model used in the analysis must be able to automatically integrate 

formal vulnerability specifications from the bug-reporting personnel. Second, the 

analysis has to be able to scale to networks with thousands of machines (Ou et al. 

2005).  

Every company running a network should follow a change management 

process. This process defines and controls how changes to the network are 

executed. The state of the hardware, operating system and configurations should 

be monitored and all changes should be logged and executed in a controlled way 

(Cisco Systems Inc). The logs should be evaluated and checked for potential 

misconfiguration. The logs could also be used to demonstrate a deliberate breach 

of the operational security policy (Cisco Systems Inc).  

Access control is defined as the protection of system resources against 

unauthorized access. A process is designed by which use of system resources is 

regulated according to a security policy. Access is permitted only by authorized 

entities (users, programs, processes, or other systems) according to that policy 

(Network Working Group 2007). 

Identity management is a term that refers broadly to the administration of 

individual identities within a system, such as a company, a network or even a 
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country. In enterprise IT, identity management is about establishing and managing 

the roles and access privileges of individual network users. Identity management 

systems provide IT managers with tools and technologies for controlling user 

access to critical information within an organization (Waters 2012). 

Slone (2004) defines several key topics for identity management: trust, 

authentication, provisioning, authorization and directories. The issue of 

authentication is explored in terms of identity, relationships, affiliations, profiles 

and roles in the context of assuring both verification and timely revocation. 

Provisioning is the stage at which trust becomes translated into the notion of 

authority, and explored in terms of a logical lifecycle progression in the whole 

security project / business environment. The concept of authorization pertains to 

managing the permissions associated with IT resources and appropriately 

integrating this function with identity management. Finally, directories are 

examined in terms of their roles as data repositories, publication vehicles and 

decision points (Slone 2004). The business value of identity management must be 

considered both in terms of measuring the investment in identity management and 

assessing the risks of either implementing an identity management system or 

choosing not to do so (Slone 2004). 

Operational security (OPSEC) is a process that identifies critical information 

of the system. Subsequently the second task is to determine if actions can be 

observed by opponents. Finally analysis is performed to determine whether the 

obtained information can be interpreted as useful (Department of the Army 2007). 

Accordingly, the Department of the Army (2007) defines the main tasks as 

follows: 

– To identify those actions that can be observed by adversary intelligence 

systems 

– To determine indicators that hostile intelligence systems might obtain that can 

be interpreted or pieced together to derive critical information. Another factor 

is the time period required to interpret the data to be useful to adversaries  

– To select and execute measures to eliminate or reduce the vulnerabilities of 

friendly actions to adversary exploitation to an acceptable level. 

Administrators should maintain the best security for his system with the least 

incidence on user operation. It is thus important to assess the security level of the 

operational system and to monitor the evolution of this security level with respect 

to system configuration modifications, application or operation changes and 

environment evolution (Dacier et al. 1996). 
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For a large-scale security project an operational security policy should dictate 

the behavior in the following scenarios: There should be clear guidelines on what 

operators should be allowed to do and what they should not be allowed to do. The 

operational security policy should clearly define responsibilities and authorization 

as well as actions in case of breaches (Malik 2002). The policy should also act as 

a deterrent against deliberate misconfiguration. The ability to detect a mistake and 

trace it back to its source is also a deterrent for insiders making malicious 

misconfiguration. The tracing also helps to quickly detect operator mistakes 

(Cisco Systems Inc). 

It is recommended to automate processes and procedures. Human capabilities 

are rapidly exceeded by the acceleration of technology and topology. It is 

becoming necessary to enable changes without human interaction. (Burns et al. 

2001).  

Operational procedures in regard to network security require a model of 

distributed responsibilities: Security and policy control and network control 

should not be the responsibility of the same group. A security group or security 

engineers have the responsibility to ensure that implementation is in accordance 

to security policies. Auditing tasks are another primary responsibility of this 

group. In contrast administrators manage the data to solve issues in 

configurations. In this way it is much harder to deliberately misconfigure devices, 

since the security group would recognize a misconfiguration (Malik 2002). 

 An effective security management process comprises six sub-processes and 

should specify the minimum security standards to be applied to all information 

systems (Bayuk 1996): 

– Policy: to establish a framework for the development of organizational 

standards with respect to security 

– Awareness: to educate those affected by security policy on their roles and 

responsibilities 

– Access: to limit dissemination and modification of customer data and other 

sensitive information 

– Monitoring: to detect policy violations and other security vulnerabilities 

– Compliance: to track security issues and help ensure that resources facilitate 

the resolution of security issues 

– Strategy: to meet the security challenges presented by new information 

technologies 
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An application security system provides controlled access to data stored in a 

computer system and to processes used by subjects to view, change, delete, or 

transfer data (Kern et al. 2004). 

Diware and Iskande (2013) in turn define application security more broadly. 

They state that it encompasses measures taken through the application life cycle 

to prevent exceptions in the security policy of the application or underlying 

system. Applications only control the use of resources granted to them and not 

which resources are granted to them. They in turn determine the use of these 

resources by users of the application through application security (Diware & 

Iskande 2013). 

Security measures built into applications and a sound application security 

routine minimize the likelihood that hackers are able to manipulate applications 

and access, steal, modify or delete sensitive data (Meetei & Goel 2012). Actions 

taken to ensure application security and reduce vulnerability are called 

countermeasures (Jansen 2000).  

Butler (2002) defines countermeasures as potentially including conventional 

firewalls, encryption/decryption programs, anti-virus programs, spyware 

detection/removal programs and biometric authentication systems. 

Best practices in threat modeling for applications and complex systems are 

defined by Myagmar et al. (2005). They investigate how threat modeling can be 

used as a foundation of security requirements and conclude that it is impossible to 

provide assurance for the system and justify security measures without threat 

identification. 

2.2 CIA Triad 

Whether dealing with physical security or IT security for distributed systems, 

process management plays the central role in Information Security Management 

(ISM). The ISM process is driven by three main factors: availability - which is the 

goal to protect against denial of access or service - confidentiality - which is the 

goal of preventing unauthorized reads - and integrity - which is the goal of 

preventing unauthorized writes (as seen in Fig. 1) known as the CIA triad 

(Stoneburner et al. 2004). The CIA parameters can be explained as discussed by 

Oscarson (2003) and can be seen in Chapters 2.2.1, 2.2.2 and 2.2.3. 
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2.2.1 Availability 

Availability ensures reliability and timely access to data and resources to 

authorized personnel as well as endorsed system components. Most information 

needs to be accessible and available to processes/users when it is requested so that 

the assigned task can be carried out and the responsibilities fulfilled. Accessing 

information does not seem that important until it is inaccessible, therefore fault 

tolerance and recovery mechanisms are put into place to ensure the continuity of 

the availability of resources. System performance / user productivity can be 

greatly affected if requested data is not readily available. Thus availability is the 

assurance that information is available to authorized users or systems at the times 

they are authorized to access it (Kraus 2010). 

An example of a security failure concerning availability might be the 

prevention of authorized subjects accessing corporate data because of an internet-

based denial of service (DoS) attack (Needham 1993). 

Another example might be the inability to run a payroll program because of 

accidental deletion of a staff data file (Kraus 2010).  

Fig. 1. Core Information Security Management Concept, the CIA Triad (Stoneburner et 

al. 2004) 

For example, it may be extremely important for a stockbroker to have information 

that is accurate and timely so that he can buy and sell stocks at the right times at 

the right prices. The stockbroker may not necessarily care about the privacy of 

this information, only that it is readily available. Hence the on-going availability 
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of systems addresses the processes, policies and controls used to ensure 

authorized users and processes have prompt access to information. This objective 

protects against intentional or accidental attempts to deny legitimate access to 

information or systems (Kraus 2010). 

An implementation for achieving high availability is redundancy (Gray & 

Siewiorek 1991).  

2.2.2 Confidentiality 

Confidentiality is upheld when the assurance of accuracy and reliability of 

information and systems is provided and unauthorized modification is prevented 

(Oscarson 2003). Some information is more sensitive and requires a higher level 

of confidentiality. Control mechanisms need to be in place to dictate who can 

access data and what the user can do with it once they have accessed it. These 

activities need to be controlled, audited and monitored (Kraus 2010).  

For example, health records, financial account information, criminal records, 

source code, trade secrets and military tactical plans can be termed confidential. 

Various security mechanisms that provide confidentiality are encryption, logical 

and physical access controls, transmission protocols, database views and 

controlled traffic flow. Confidentiality can also counteract identity theft where 

one individual misrepresents himself as another, usually for fraudulent financial 

gain. Thus confidentiality of data or systems covers the processes, policies and 

controls employed to protect information of the system and the institution against 

unauthorized access or use (Kraus 2010). 

2.2.3 Integrity 

Integrity is the assurance that information has not been changed or modified in 

storage or transmission except by authorized personnel or processes. It covers any 

form of unauthorized change, deliberate or otherwise (Stoneburner et al. 2004). 

An example might be modification of data stored on a computer by the action of a 

computer virus. When a security mechanism provides integrity, it protects data or 

a resource from being altered in an unauthorized fashion. If some type of 

illegitimate modification does occur, the security mechanism must alert the user 

in some manner. An example of integrity would be when a user sends a request to 

his or her online bank account to pay $73.51 for a water utility bill. The bank 

needs to be sure that the integrity of that transaction is not altered during 
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transmission, so the user does not end up paying the utility company $730.51 or 

$735.1 instead (Kraus 2010).  

The environment, the classification of the data that is to be protected and 

security goals need to be evaluated to ensure that the proper security mechanisms 

are bought and put into place (Kraus 2010). Accordingly, clear accountability 

involves the processes, policies and controls necessary to trace actions to their 

source.  Accountability directly supports non-repudiation, deterrence, intrusion 

prevention, security monitoring, recovery and legal admissibility of records 

(Mylonakis & Malioukis 2010).  

2.3 Standards and Implementation 

In this chapter available standards and their implications are introduced. These 

standards define workflows, requirements, necessary preconditions and other 

topics such as documentation responsibilities with focus placed on ISO standards. 

The second main topic of this chapter is the introduction of the knowledge base 

regarding implementation specifics. Topics cover important aspects of the 

instantiation developed in the work such as cloud infrastructure, security in 

communication networks and data fusion. 

2.3.1 Frameworks Describing Information Security Management 

This chapter discusses the contents and purposes of the Security Management 

Process, and the relationships between global standards, best practice guidance 

and organizational policies and procedures in the creation of an effective 

Information Management System (Kraus et al. 2010).  

Concerning Information Security Standards, an adequate effort has been done 

so far; however there is more to do concerning refinements. Information Security 

Standards such as ISO/IEC (2005a) are not easily understood, implemented and 

measured (Susanto et al. 2011). In May 2009, an analytical report was released 

(ISO/IEC 2005b) discussing Information Security and its important role in 

Information Security Management.  

There is an ever-growing list of global standards in ISM resembling the 

ISO/IEC 27000 family (ISO/IEC 2012a). This series provides best practice 

recommendations on information security management, risks and controls within 

the context of an overall Information Security Management System (ISMS). 



 36

Fig. 2. Overview of ISO/IEC 20000: IT Security Management (ITSM) 

ISO/IEC 27000 has a broad scope, covering more than just privacy, 

confidentiality and IT or technical security issues. It is intended for organizations 

of all shapes and sizes. Organizations are encouraged to assess their information 

security risks and then implement appropriate information security controls 

according to their needs, using the guidance and suggestions where relevant 

(Susanto et al. 2011).  

Given the dynamic nature of information security, the ISMS concept 

incorporates continuous feedback and improvement activities - summarized by 

Deming's "Plan-Do-Check-Act" (PDCA) approach - that seek to address changes 

in threats, vulnerabilities (Deming 1986) or impacts of information security 

incidents. Fig. 2 presents the recent status (2010) overview of Information 

Security Management (ISM) / Information Technology Security Management 

(ITSM) standards. 
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The different standards can be summarized as follows: 

– ISO/IEC (2012a) presents an introduction and overview for the ISMS Family 

of Standards, plus a glossary of common terms. 

– ISO/IEC (2005a) is an information security management system (ISMS) 

standard published in October 2005 by the International Organization for 

Standardization (ISO) and the International Electrotechnical Commission 

(IEC). Its full name is “ISO/IEC 27001:2005 - Information technology - 

Security techniques - Information security management systems – 

Requirements” but it is commonly known as "ISO 27001". 

The recommended ISO/IEC (2005b) is usually used in conjunction with ISO/IEC 

27001, the code of practice for information security management, which lists 

security control objectives and recommends a range of specific security controls. 

Organizations that implement an ISMS in accordance with the best practice 

advice in ISO/IEC 27002 are likely to simultaneously meet the requirements of 

ISO/IEC 27001 but certification is entirely optional (unless mandated by the 

organization's stakeholders) (Doss 2010). The following list contains standards of 

the ISO/IEC 27000 family as visualized in Fig. 3. 
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Fig. 3. Overview of ISO/IEC 27000: Information Security Management (ISM) 

– ISO/IEC (2010), the third of the ISO/IEC ISMS standards, was published in 

2008 as “Information technology, Security techniques, and Information 

security management system implementation guidance.” The purpose of this 

standard is to provide practical guidance for implementing an information 

security management system (ISMS) based on ISO/IEC 27001. ISO/IEC 

27001 represents a business outlook for managing information security 

within an organization. 

– ISO/IEC (2009a) defines standards for information security management 

measurements. 
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– ISO/IEC (2011a) defines standards for information security risk management.  

– ISO/IEC (2011b), the fifth of the ISO/IEC ISMS standards, was published in 

2007 as “Information technology - Security techniques - Requirements for 

bodies providing audit and certification of information security management 

systems.” The 2011 version had relatively small changes. 

– ISO/IEC (2011c) forms a guideline for ISMS auditing (focusing on the 

management system). 

– ISO/IEC (2011d) forms a guideline for information security management 

auditing (focusing on security controls). 

– ISO/IEC (2011e) introduces an ISMS implementation guideline for the 

telecommunications industry (also known as X.1051). 

– ISO/IEC (2011e) defines a specification for ICT readiness and business 

continuity. 

– ISO/IEC (2012b) defines guidelines for cyber security on the Internet. 

– ISO/IEC (2011f) defines a guideline for application security.  

– ISO/IEC (2009b) deals with IT network security. 

The ISO/IEC 27001 (ISO/IEC 2005a)  standard requires the following: 

– Management must systematically examine the organization's information 

security risks, taking into account threats, vulnerabilities and impacts.  

– A coherent and comprehensive suite of information security controls and/or 

other forms of risk treatment (such as risk avoidance or risk transfer) must be 

designed and implemented to address those risks that are deemed 

unacceptable.  

– An overarching management process must be adopted to ensure that 

information security controls continue to meet the organization's information 

security needs on an ongoing basis. The core components of this group are 

discussed and analyzed in the following section. 

Risk management 

In risk management assets have to be identified. The actual risk management is 

then concerned with identifying and assessing risks to those assets, reducing them 

to an acceptable level and implementing the right mechanism to maintain that 

level. Consequently, possible mitigation scenarios are discussed and also listed. 

An evaluation of cost versus benefit of each of the suggested measures allows the  

selection of the controls best suited to meet the identified risks (ISO/IEC 2005a). 



 40

Information security policy 

The first task when defining an information security policy aims to provide a 

general, implementation agnostic framework of what the security measures 

should look like. In addition to the results of the risk analysis, the legal constraints 

of the organization provide additional important input for the development of the 

policy (Kraus 2010). Information security policies are divided by ISO/IEC 

(2005b) into nine components shown in Fig. 4 and summarized in the following 

paragraphs. 

In addition to these nine components, ISO/IEC 27001 (ISO/IEC 2005a) 

requires that every relevant area - e.g., access control, business continuity, 

application security, physical security, incident handling, human resources 

security, compliance and IS acquisition, development and maintenance - be 

analyzed for security and properly documented. 

Fig. 4. The Security Management Process according to ISO/IEC (2005b) 

Procedures represent detailed step-by-step tasks describing how to achieve a 

certain goal. These steps can apply to authorized personnel/users, e.g., IT staff, 

operations staff and security members. Procedures are to be followed as they spell 
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out how the policy, standards and guidelines are to be actually implemented in an 

operating environment (ISO/IEC 2005a).  

For example, a general network security policy could be as follows: 

“According to a certain event, every network node has to be locked down.” A 

procedure would then detail how this should be achieved. One part could be as 

follows: “The installation of the operating system shall only contain programs 

necessary for the realization of the required functionality within the project under 

consideration.” (Kraus 2010). 

Standards define mandatory activities, actions, rules or regulations issued 

either by the customer organization or from some external entity or authority, 

which the customer organization has decided to embrace. Standards can give a 

policy its support and reinforcement in direction. Standards can be internal or 

externally mandated  (government laws and regulations) (ISO/IEC 2005a).  

For example, Identity Management is defined as the quality or condition of 

being the same, i.e., absolute or essential sameness, oneness. Identity is what 

makes something or someone the same today as it, she, or he was yesterday. 

Importantly, identity can refer to a thing (e.g., a computer or process) as well as a 

person. Things and people can have different identities when working with 

different systems, or can have more than one identity when working with a single 

system, perhaps when working in different roles (Slone 2004). 

Guidelines are recommended actions and operational guides for users, IT 

staff, operations staff and others when a specific standard does not apply or is not 

explicit enough. Guidelines can deal with the methodologies of technology, 

personnel or physical security (ISO/IEC 2005a). 

For example, a general policy concerning Access Control could be that access 

to the identified assets must be audited. A supporting guideline would then have 

to explain how audits can contain sufficient information to allow for 

reconciliation with prior reviews. In addition procedures outlining the necessary 

steps to configure, implement and maintain this type of auditing thus have to 

supplement the guideline (Kraus 2010). 

Baselines describe the end result of the steps described earlier, which yield a 

picture of what needs to be done for the desired level of security. This is then a 

baseline for the planned security activities (ISO/IEC 2005a). ISO/IEC (2005a) 

defines two types of baselines: 
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– Consistent reference point: A baseline can refer to a point in time, when risks 

have been mitigated, and security put in place. All further comparisons and 

development are measured against this status. 

– Minimum level of protection: Mostly, specific baselines have to be defined 

per system type, indicating the necessary settings and the level of protection 

provided. 

Information classification is defined by ISO/IEC (2005a) as a task to classify 

types of information. During the risk analysis phase, values are assigned to the 

identified assets in order to provide adequate resources for the protection of each 

type of data. ISO/IEC (2005a) states that in the course of the development of the 

security baseline, data also need to be organized according to sensitivity to the 

following: 

– Loss 

– Disclosure  

– Unavailability 

This forms part of the basis of knowing which security controls have to be applied 

to which assets (as put down in the security baseline). The classification also 

forms an important part of the input for the security organization, which needs to 

be put into place. 

Security organization defines structures depending on the organization, 

security needs and size of the environment. Such structures may be introduced as 

part of the security controls. For example, a separate security administrator might 

be necessary to administer and maintain restricted parts of the network (e.g., IDS) 

and the database (e.g., user identities) (Kraus 2010). 

Security education deals with training of individuals according to the roles 

in their security organization so that the identified threats are mitigated as 

planned. Different roles require different types of training (e.g., firewall 

administration, risk management, policy development and IDSs) to arrive at the 

proper levels of security education (ISO/IEC 2005a). 

2.3.2 Cloud Infrastructure 

In this work cloud services were used for increasing redundancy as discussed by 

Zhou et al. (2010). A cloud provider defines and implements the infrastructure 

required for the cloud. Depending on the infrastructure, owner cloud providers 
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can be divided into four models: Private, Public, Hybrid and Community (Jadeja 

& Modi 2012). 

A private cloud is defined by Jadeja and Modi (2012) as being maintained by 

an operator which only provides services for internal operations. This can include 

corporations as well as the state itself. The resources of such a cloud are not 

shared with other entities. In contrast a public cloud is maintained by an operator 

willing to share the resources with the general public with its own policy, value, 

costing, and charging model (Dillon et al. 2010). 

Since the services and data provided are not in possession of the entity using 

the service, security measures have to be taken (Ren et al. 2013). Another form of 

cloud computing is the hybrid cloud which primarily uses a private cloud service 

but perform fallbacks to a public cloud if performance peaks or availability issues 

are encountered. This form of cloud poses similar issues as the public cloud, as in 

a failover state compromising information will - in the worst case - be transferred 

to an untrusted destination (National Institute of Standards and Technology 2011). 

Finally the community cloud is a cloud that is shared by several organizations and 

is usually setup for their specific requirements (Sriram & Khajeh-Hosseini 2010). 

In one service model of the cloud, Infrastructure as a service (IaaS), a cloud is 

more or less a datacenter hosting VMs or machine instances where other tasks 

specific for the implementation must be handled on application level (Marinos & 

Briscoe 2009). Another service model is Platform as a service (PaaS) and 

implementations may use frameworks and tools granted by the service provider to 

handle common tasks (Zhang et al. 2010). Finally Software as a Service (SaaS) 

represents the last service model and provides high level, abstracted functionality 

in the form of applications without exposing implementation and distribution 

details (Zhang et al. 2010). Thus the three service models are summarized by 

Marinos and Briscoe (2009) as follows: 

– IaaS: The provider of this service allows customers to utilize machine 

instances. These instances essentially behave like dedicated servers that are 

controlled by the customers, who therefore have full responsibility of 

operation. Consequently once a machine reaches its performance limits, 

customers have to manually instantiate another machine and scale their 

application out to it. 

– PaaS: The provider of this service offers customers a programming 

environment that abstracts machine instances and other technical details. The 

programs are executed over data centers, not concerning the customers with 
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matters of allocation. In exchange, customers have to handle some constraints 

that the environment may impose on their application design. 

– SaaS: The provider offers the consumer the right to use the provider’s 

applications running on a cloud infrastructure. 

One of the most serious problems in cloud computing is the shared multi-tenant 

environment. Client organizations typically share components and resources with 

other users. Attacks exist that can allow attackers to gain information of processes 

run by the security system (Wen et al. 2013).  

Securing of data storage in the cloud is the focus of an active field of 

research. Several trial research projects have been started to attain data security in 

cloud computing without payoffs in performance, e.g., (Gupta & Rajput 2013, 

Ustimenko & Wroblewska 2013). 

Ustimenko and Wroblewska (2013) recently introduced a novel idea of key 

dependent cryptography which looks promising for application in the cloud. A 

system is presented in which the size of the key allows for the controlling of the 

speed of execution and security level, allowing for optimization by selecting the 

most appropriate key length for each cloud service. 

In a similar notion Gupta and Rajput (2013) present a cryptography solution 

for issues arising because of the fact that resources used in cloud computing are 

the resources usually distributed as services. The cloud allows its services as a 

utility, and because of the flexibility in its architecture, various security threats are 

exposed. Thus data is allowed to flow to possibly untrustworthy systems and must 

be secured appropriately. As a direct generalization of the problem of secure 

outsourcing one can look at the case where a group of clients that trust each other 

want to use a cloud based computation service that in turn is not fully trusted. For 

such a scenario Gupta and Jajput propose the use of fully homomorphic 

encryption schemes.  

2.3.3 Secure communications 

Mao (2013) works based on the realization that networks in server farms are 

using virtualization. This in turn adds complexity to information security. Mao 

states that in multitenant servers the virtual machine (VM) sending and receiving 

network traffic cannot be easily identified, e.g., differentiation of traffic 

originating from a host or virtual machine is non-trivial. Both host and virtual 

machine use the same network hardware and as such traditional machine 
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identification is not reliably possible on the IP layer. IP sec is employed and 

analyzed, providing a possible solution for this issue. 

Not only do the computer and VMs have to be secured to guarantee 

confidentiality. In networks in which network transmission capacity has to be 

maximized, He et al. (2013) propose a dynamic authentication scheme. This 

authentication allows nodes to check the integrity of network packets without the 

requirement of setting up a secure channel. In addition it is possible to locate and 

disrupt malicious network nodes without sacrificing transmission capacity on a 

large scale. He et al. argue that even a large number of attackers will not result in 

a linear increase of affected nodes, making the authentication scheme ideal for 

secure sensor networks. 

Similarly, Peng (2013) also presents a new secure network communication 

for mobile devices in ad hoc networks. Services for these devices are assumed to 

be mobile, distributed, seamless and secure. However instead of focusing on 

security the main concern is privacy of the participants. Nonetheless messages 

have to be encrypted to ensure CIA properties. One of the issues is the usage of 

multiple network routes. Peng argues that when only using a single route, devices 

are easily identifiable. Multiple routes are used in this system and messages 

transferred without including sender IP. Messages are signed using blind signature 

techniques making use of a trusted registration authority. Receiver services are 

also signed by this authority and senders use this information to generate secure 

messages for the service. Peng then concludes that when implemented the system 

will ensure privacy for the participating nodes while still guaranteeing message 

integrity. 

Botta et al. (2013) argue that for mobiles devices and sensors energy 

efficiency is necessary because of strict requirements for energy consumption. A 

number of different hard and software implementations of common encryption 

algorithms are evaluated on latency and energy consumption. Botta et al. state 

that it is obvious that payload length directly influences the performance of 

encryption process. A notable difference in energy consumption of software and 

hardware implementations is also seen. Hardware implementations have a 

positive impact on energy consumption and as such increase the battery life of 

sensors. 

Martina and Paulson (2013) on the other hand establish that multicast 

communication is increasingly used in security protocols but difficult to verify. 

Martina and Paulson develop an inductive method designed to verify non unicast 

network protocols with the implication to allow secure protocols for common 
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problems such as election or general voting algorithms. They show that the 

algorithm is able to cope with even exponential growth of messages. 

Several publications were released in the area of secure communication 

protocols. Some concentrate on efficient and scalable data transport while 

neglecting the manageability required for large-scale installations (Wen et al. 

2002, Liu et al. 2004, Liu et al. 2005).  

One of the main topics of distributed computing is the necessity of efficient 

implementation of the CIA triad (confidentiality, integrity and availability for 

communication between the participating machines to mitigate possible attack 

vectors). Due to the many appliances ranging from e-business to military 

applications, this topic is heavily researched (Kraus 2010). 

On one side, performance is achieved using the established SRTP protocol 

(McGrew et al. 2004), utilizing both single and multicast communication with 

adaptions for the use of video surveillance. SRTP is a secure form of RTP and 

relies on AES (U.S. Department of Commerce & National Institute of Standard 

and Technology 2001) for data. However it does not define a key exchange 

protocol to ensure the confidentiality of the key SRTP (McGrew et al. 2004).  

On the other side, the second focal point, with the same importance, is key 

exchange. Subsequently, validation of certificates is critical to ensure that man-in-

the-middle attacks are not possible (Beekman & Thompson 2013).  

Several general key exchange and distribution strategies have been classified 

by Gharout et al. (2008) and recent algorithms focus on providing efficient 

forming and management of multicast groups and subgroups (Gharout et al. 2008, 

Prathap & Vasudevan 2008, Zhang et al. 2008). In the case of hardware edge 

devices, such dynamic groups are not required, as actor responsibilities and 

access rights are not expected to change regularly (Kraus 2009).  

After securing the communication, secure storage must be ensured. This must 

happen in accordance with the threats identified for a nearly indestructible video 

surveillance system (NIVSS) and the security management process defined by 

Matusek et al. (2008).  

Furthermore, multiple protocols suitable for secure voice and video 

communication have been developed (Yu 2003, Arkko et al. 2004), but are only 

valid for paired communication or require speech to validate the session key. 

While Voice over IP (VoIP) and other multimedia codec based on IP as the 

transport layer share the real-time constraint of certain streams - for example, 

video used in surveillance - the latter lacks the user interaction, e.g., required by 

ZRTP (Zimmermann et al. 2006). Additionally several attacks on the existing 
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authentication protocol of this type have been introduced by Petraschek et al. 

(2008). Other authors such as Liu et al. (2005) specialize in IP communication in 

surveillance systems and efficiency of the encryption protocol for video. 

Licandro et al. (2008) propose a routing protocol optimized for video 

surveillance applications. The main research goal of Licandro et al. is to improve 

video transfer quality even with high percentages of packet loss. They conclude 

that multipath routing provides the best solution for any encoding bit rate. 

In contrast, Sheltami et al. (2011) research routing protocols for video with 

power consumption as the primary requirement. A routing protocol is proposed 

that allows up to three network hops without degradation of video quality. 

Sheltami et al. state that video requires a high bandwidth environment, 

approximately 5.5 Mbps per stream. Kraus (2009) concurs with the bandwidth 

requirements and adds that surveillance networks become saturated by video 

when deploying a high number of cameras. 

Current available IP based systems with edge devices make use of the SSL 

protocol to provide authentication and data confidentiality by using certificates 

installed on certain device types and encoder boxes, e.g., Axis for video (Kraus 

2009). The certificate has to be generated on the device during the installation 

phase and is stored on the hardware (AXIS 2013). With respect to efficiency and 

stream management, the most common method is RTP/RTCP, which does not 

provide data encryption or device authentication. Other common access protocols 

are multipart or un-tokenized HTTP streams; in this case SSL can be used to 

provide the desired security level, which in turns affects efficiency (Kraus 2009).  

Securing communication channels is a field of active research. Liang et al. 

(2008) present techniques for achieving secure, wireless communication between 

two parties. They focus on transmission and low-level transmission. This differs 

from the research of Kraus (2009) that focuses on secure multi-party 

communication and application layer level algorithms, which are built on the 

higher levels of the OSI model. 

Dolev et al. (2008) present a secure multicast communication algorithm on 

single hop networks, which occur, for instance, in ZigBee networks in star 

configuration (Kohvakka et al. 2006, Ran et al. 2006, Baronti et al. 2007). No pre-

shared keys or third party authorities are required in their work. Dolev et al. make 

use of pair-wise keys in the first round and a group key in the second.  

Vehicle networks share common security characteristics with sensor networks 

(Kargl et al. 2008), for example, by verifying the communication partner with 

certificates or data availability (Raya & Hubaux 2007). Thus research in the field 
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of securing vehicle networks is relevant to this work even though security 

measures for sensor networks are not appropriate for direct application to vehicle 

networks (Wang et al. 2008). The goal of Wang et al. (2008) is to analyze the 

infrastructure and to develop key negotiation algorithms for different scenarios 

used in vehicle communication. Besides the need for the CIA principles, the area 

of performance is different: In multi sensor systems high bandwidth requirements 

restrict communication (Kraus 2009), while in vehicle applications it is 

encryption performance. 

Pietro et al. (2010) introduce a flexible algorithm based on graph theory 

allowing secure multicast communication for a large number of participants. The 

advantage of this algorithm is the flexible definition of devices in a group and the 

comparability with a variety of publications (Gharout et al. 2008, Prathap & 

Vasudevan 2008, Zhang et al. 2008). Such a group can have arbitrary key length 

and cryptographic algorithms. A center node is required for initial key negotiation 

and assumes a pre-shared symmetric key for multicast key generation (Zhang et 

al. 2008). In the ad hoc sensor networks introduced by Kraus and Reda (2008) 

different principles apply because of the change of prerequisites: There is no 

single central node as each sensor manages the multicast communication, 

eliminating a single point of failure. Due to the relatively static nature of these 

networks (once setup is complete) key invalidation overhead is unnecessary and 

can degrade performance, which is a factor in high performance networks. 

Lin and Chiang (2011) analyze a topic similar to Pietro et al. (2010), however 

with more considerations to properties of the hardware of devices connecting to 

an ad-hoc network. The technology uses GPS information (latitude and longitude) 

to automatically form suitable networks. These considerations are similar to those 

of this work, but lack the domain information for increased performance.  

Yan et al. (2011) perform a study of common security measures including 

DES, AES and RSA with focus on performance of devices with small CPU and 

memory capabilities. Their study includes measurements for both hardware and 

software solutions, and provides an overview over the advantages and 

disadvantages of these solutions. Their study focuses on deeper layers of the 

devices.  

Jang et al. (2010) implement common state of the art cryptographic 

algorithms (AES, RSA and HMAC-SHA1) using the capabilities of the GPU to 

improve computation throughput. A server is shown to improve performance by a 

factor two. Their study shows ways to further improve the performance of 
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encryption algorithms used in this work. With these improvements the PKI used 

can handle much more requests with fewer hardware requirements. 

2.3.4 Data Fusion 

A main challenge in large-scale systems with cooperating sensors is the task of 

data fusion of those sensor networks (Chong & Kumar 2003). According to 

Chong & Kumar important technical issues include the degree of information 

sharing between nodes and how nodes fuse the information from other nodes. 

They state that there is a tradeoff between robustness and performance, with 

simple data fusion rules being robust but suboptimal, and higher performance 

fusion rules dependent on the model. 

Xing et al. (2009) state that sensor coverage can be heightened by making use 

of data fusion in sensor networks. A sensor network configuration for ad hoc 

sensor networks is developed by Kraus and Reda (2008). 

Zhen et al. (2013) present a method for time synchronization that may play a 

key role in wireless sensor networks which are important for data fusion 

algorithms. The method can produce tight and deterministic synchronization with 

only a few message exchanges decreasing energy usage in sensors. Zhen et al. 

state that the algorithm may be used in any environment but is especially useful in 

sensors with low computational power and bandwidth and will produce results 

close to the theoretical optimum.  

Similarly, Dominicis et al. (2013) acknowledge the requirement of sensor 

networks regarding time synchronization to a common timescale (either global or 

local). In the work of Dominicis et al. chirp spread spectrum (CSS) modulation is 

utilized for accurate frame time stamping, even in the presence of significant non-

ideal conditions for PAN environments.  

Another time synchronization and ranging protocol is introduced by Chepuri 

et al. (2013) making use of joint data. Sensors are paired with one or more 

anchors. An anchor is a node with known location. In addition passive listening 

protocols are employed to reduce the number of active transmissions between 

nodes. A least square estimator will then jointly estimate all the unknown clock-

skews, clock-offsets, and pairwise distances of the sensor to each anchor and thus 

allow synched time of sensor and anchors (Chepuri et al. 2013).  

When clock synchronization is established there are several technologies 

which provide collaboration models and tools specialized for applications using 

parallel computing and data processing in distributed systems (Kraus & Kühn 
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2011). Distributed computing is a field of computer science that studies 

distributed systems. A distributed system consists of multiple autonomous 

computers that communicate through a computer network (Tanenbaum & Stehen 

2002).  

Distributed computing also refers to the use of distributed systems to solve 

computational problems. In distributed computing, a problem is divided into 

many subtasks, each of which can be solved by one computer in acceptable time 

(Kraus 2009). Tanenbaum and Stehen (2002) note that the most basic form of 

systems implementing those technologies focus only on data or message passing, 

therefore leaving collaboration tasks at the hand of the user.  

Kraus and Kühn (2011) define database systems such as Oracle Database 

11g, MSSQL databases or IBM DB2 as systems without inherent, generally 

available collaboration tasks. They enable advanced replication options to 

increase availability and performance. However there is no way to be efficiently 

aware of data changes in the system, limiting efficient collaboration options 

(Kraus & Kühn 2011).  

Other object based systems like CORBA, DCOM or RMI offer more options 

in this regard but are mainly designed to provide transparent collaboration of 

heterogeneous hard- and software systems (Tanenbaum & Stehen 2002). 

Space Based Computing provides an alternative to object based systems, 

which emphasize collaboration and have roots in parallel processing introduced 

by Gelernter with Linda in the mid-1980s (Gelernter 1985). The main difference 

to distributed object-based systems is the emphasis on the coordination of 

activities (Tanenbaum & Stehen 2002). Object based systems on the other hand 

focus on the ability to distribute data types like documents, business objects or 

files in a way transparent to users and developers. However many object-based 

systems are incorporating mechanisms that play a key role in coordination-based 

systems (Tanenbaum & Stehen 2002). If it is assumed that a distributed system is 

a collection of processes, then the computation aspect of such a system is 

performed by those processes, each one in theory independent from the activities 

of the other processes (Gelernter & Carriero 1992). In a distributed coordination-

based system the coordination part handles all communication and cooperation 

between processes, it forms the glue that binds the activities performed by the 

processes into a whole (Kraus & Kühn 2011). 
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Fig. 5. The JavaSpaces coordination principle based on the Linda model (Gelernter 

1985) by Freeman et al. (1999) 

One example of such a coordination based system is JavaSpaces or the eXtensible 

Virtual Shared Memory system (XVSM) (Kühn et al. 2005) developed by the 

Technical University in Vienna. JavaSpaces work on the principles of the Linda 

model (Gelernter 1985) which makes use of a so called Tuple space, where a 

Tuple is formed by a theoretically unlimited collection of records. It is possible to 

use a templating mechanism to query such tuples simply by creating a tuple and 

filling it with known records. Any records not specified will be filled by the data 

of a matching tuple. If no matching tuple is found the caller is blocked until one is 

present or the request times out, enabling a simple but efficient collaboration 

model. Examples for tuple operations can be seen in Fig. 5. The main 

disadvantage however is the problem of querying: It is not possible to request all 

tuples that match a more complex condition with operators like less-than, greater-

than and similar. XVSM tries to remedy this by allowing different types of 

collaboration types in addition to the Linda model. It is possible to build 

distributed containers with the following access types: FIFO, FILO, key, index, 

Linda or any combination thereof (Kühn et al. 2005). 

The focus of Xing et al. (2009) is to increase the detection rate of events 

using multiple audio sensors. With data fusion of sensors it is possible to increase 
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the effective sensor range. Data fusion is then performed using value fusing to 

achieve optimum performance. 

Gupta and Pandey (2008) give an overview and discuss common design 

issues when implementing data fusion algorithms and scenarios where data fusion 

is needed. Gupta and Pandey introduce background information on ad hoc 

networks and their resulting impacts. On the other hand no new algorithms are 

introduced. 

Hall et al. (2008) analyze different stages of data fusion and how these stages 

will improve the performance for both display and results. One of the main points 

deals with the data reduction stage for display of the information. Hall et al. 

(2008) also introduce a general framework to allow data fusion and optimal load 

balancing.  

Similarly, Cheng et al. (2004) introduce a data fusion framework for 

increasing scalability and accuracy of location determination. An agent based 

system is used and improvements due to data fusion are shown taking into 

account sensor power usage. 

Yao et al. (2011) introduce a data fusion and management system used in 

military operations using the Hadoop file systems for sensor data storage. As such 

the main focus is the efficient storage of terabytes of data in respect to both disc 

allocation as well as access latency. The well-known map reduce algorithm is then 

applied to the data, providing extensive parallelization opportunities. Yao et al. 

focus on the storage of data with parallel access capabilities and also introduce 

the option to redundantly store the sensor data in cases of hardware failure. 
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3 Research Methodology 

In this chapter the research methodology used in this study is introduced. It 

includes an overview of the current design science knowledge base. From these 

methods the research plan for the study is laid out including the relevant research 

question. 

3.1 Introduction to Design Science Research  

Before research on this work commenced, a fitting research methodology had to 

be found. A classification of research methods is presented by Järvinen (1997). 

Järvinen also performs comparisons while Soy (1997) provides a thorough case 

study analyzing the process of research, ranging from the formulation of the 

research question to the final results. Järvinen (2000a) emphasizes the use and 

consequently presents the comparison result of different research methods, as the 

results are influenced by the different approaches, methods and models. Based on 

these results, Järvinen (2000b) presents a new taxonomy for choosing research 

methods as well as comparing it to three other taxonomies. In contrast a 

methodology specialized for information systems introduced by Hevner et al. 

(2004) and Hevner (2007) describes a design science model which provides a 

good fit for this thesis due to the following points: 

1. Information systems are defined as technology that help in the decision 

making process of organizations and individuals. This model provides a 

good fit for the SMP security system, which assists in risk management 

and assessment. 

2. The proposed model not only includes a technological approach but also 

considers people, organizations and their behavior by applying 

behavioral science. 

3. Focus is placed on user acceptance and practical concerns, for example, 

viability with current technology. 

The last point is of special importance as this thesis began with first identifying a 

need in the real world (introduced in Chapter 1.2). Due to these points as well as 

the fact that the design science model is a widely accepted methodology, the 

research process closely resembles the theory defined by Hevner (Hevner et al. 

2004, Hevner 2007).  
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In addition to using the verification methods of Hevner et al. (2004), other 

well-known theories (Hickey 2005, Zheng 2007) were considered. A combination 

of the Constructive Research Methodology and the Case Study Research 
Methodology is applied in this dissertation, supporting the validation process 

regarding novel systems, technologies or processes.  

Constructive research can be regarded as being ideal in this case, as it 

develops things that are useful for humans and evaluates constructs according to a 

set of criteria. According to Järvinen (2000b) constructive research is applied 

research which builds a new artifact based on existing knowledge and is evaluated 

for usefulness in a final step. In this case the artifact was the model of the security 

management system and underlying process. A mathematical approach to 

verification was also considered. After careful considerations and different 

attempts to develop a model for these calculations, none could be found that 

accurately described the real system environment. In accordance to these findings 

the Case Study Research Methodology, which is recommended for the design 

science in complex scenarios (Hevner et al. 2004), was employed to allow for 

further refinement phases in the design cycle and to validate the artifacts that had 

been created as well as the overall system.  

3.2 Design Science Methodology in Information Systems 

Design science strives for further knowledge of Information Systems (IS) which 

are implemented in organizations to improve the effectiveness and efficiency of 

said organization (Hevner et al. 2004). Two distinct paradigms are argued by 

March and Smith (1995) as being required to achieve this goal: Behavioral 

science and Design science. 

Behavioral science focuses on theories that explain or predict organizational 

and human phenomena surrounding the analysis, design, implementation, 

management, and use of information systems. Obviously such theories are 

required by the IS to reach the desired purpose of improving effectiveness and 

efficiency (Hevner et al. 2004). These theories are based on people using 

technology ranging from communication to management infrastructure and such 

theories change according to changes in the technology used. Those technical 

aspects are in turn focused on by design science which has its roots in engineering 

(Simon 1996) and is mainly a problem solving paradigm.   

Design science is applied to create and improve products, practices and other 

technical capabilities that improve information systems. As a result, such artifacts 
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extend problem solving capabilities as well as organization tools, directly tying 

into the IS (Hevner 2007).  

Since technology and behavior are inseparable as argued by Lee (2000), 

behavioral science and design science with the complementary properties 

previously outlined, contribute to IS research. This is achieved by taking both the 

technical as well as the organizational and behavioral aspects into account.  

March and Smith (1995) divide design science artifacts into four areas: 

– Constructs 

– Models 

– Methods 

– Instantiations 

Schön (1983) defines constructs as follows: Constructs provide the language in 

which problems and solutions are defined and communicated. As such constructs 

are used to define problems in a domain specific vocabulary in which experts of 

the field communicate.  

Models use constructs to model real world situations, problems and solutions 

in defined abstractions. As such, models help to better understand 

interconnections between problem and aspects of the solution therefore helping in 

the analysis of solution design decisions (Simon 1996). 

Methods are processes to solve problems in the domain. Those processes can 

range from mathematical algorithms to best practices or other formal approaches. 

Finally, instantiations are implementation of the other three types in the real 

world showing that the theories can be implemented in a working system. They 

provide the environment to assess the suitability of the theories and help with 

understanding of the real world and the system interaction within (March & Smith 

1995). Most behavioral research focuses on instantiations (Hevner et al. 2004). 

March and Smith (1995) also define two processes for design science: build and 

evaluate. These two processes are iterated a number of times until the desired 

results are achieved. In the build phase not only the system is built but also other 

artifacts including design documents, requirement analysis and scope definition 

(March & Smith 1995). In the evaluation phase the system and theories developed 

in the build phase are checked for compliance to the requirements. The results of 

this phase are then used for the build phase in the next iteration. 
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According to Silver et al. (1995) IS research is composed of the following: 

– People 

– Organizations 

– Technologies 

People are users and benefiters of the IS who have goals, problems, tasks and 

opportunities. Organizations are the framework in which the people are working 

and influence the goals and perceptions of the business needs. These business 

needs are assessed by the IS researcher ensuring research relevance (Silver et al. 

1995). 

As discussed in Chapter 3.1 design science focuses on problem solving. 

Therefore the problem to be solved has to be understood correctly and completely 

to be relevant. Hevner et al. (2004) define seven guidelines for purposeful design 

science. Table 2 shows the guidelines and their descriptions. 

Table 2. Design science research guidelines as defined by Hevner et al. (2004) 

Number Guideline overview Guideline description 

1  Design Artifact A viable artifact (construct, model, method and/or 

instantiation) must be constructed 

2 Problem relevance The artifact must be relevant for the specific problem space 

3 Evaluation There must be a proper evaluation process of the artifact, 

proving the relevance 

4 Evaluation of previous knowledge  The artifact must be novel and a contribution to the field of 

research 

5 Rigorous research  The research process must follow rigorous methods for 

construction and evaluation 

6 Solution process A process must be defined and enacted to create an 

effective solution 

7 Presentation The main and supporting artifacts must be presented to 

experts of the field 

Design science requires the creation of an innovative artifact which can be a 

construct, model, method or instantiation (guideline 1) relevant for a well-defined 

problem domain (guideline 2). For the artifact to be relevant it must meet the 

following requirements: 

– Solve a problem; to validate this purpose proper evaluation is critical 

(guideline 3).  

– Be novel and solve a problem more efficiently than existing artifacts 

(guideline 4) 
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The artifact must also be well defined, coherent and internally consistent 

(guideline 5). In turn the process with which the artifact was created must define 

the problem space and follow a method to construct an efficient solution 

(guideline 6). Finally guideline 7 states that the artifact must be presented to both 

a technical review as well as a managerial audience to externally verifying its 

relevance.  

Wieringa (2009) presents a further viewpoint to design science which focuses 

on the interaction between design and research resolving possible methodical 

problems. Wieringa argues that a key distinction in this point of view is the 

difference between two types of problem fields as they have important methodical 

differences: practical problems and knowledge problems. 

Practical problems on the one hand encompass solutions that change the 

world, resulting in better correspondence with user needs. The following list 

contains examples of such problems: 

– How to get electricity from suppliers to customers as discussed by Hughes 

(1983) 

– Implementing a system to handle large bursts of concurrent customers as 

discussed by Perry and Whit (2009) 

– Designing a more efficient motor engine as shown by Conklin and Szybist 

(2010) 

To solve this problem type the problem solver must identify stakeholders and 

their goals, derive criteria from these in order to find out what improvements are 

needed and propose an architecture for a system that will fulfill the need. Finally 

the proposal is evaluated against the criteria and implemented (Wieringa 2009). 

Knowledge problems in contrast do not change the world but change the 

knowledge about the world (Wieringa et al. 2006, Wieringa & Heerkens 2006). 

Those problem fields also include analysis and reports of existing artifacts such as 

system architectures. Other examples include the following: 

– How will smart meters change customer behavior as discussed by Darby 

(2010)? 

– How can concurrent database workloads be predicted as discussed by Duggan 

et al. (2011)? 

– What are pollution and noise characteristics of bio fuel engines (Rakopoulos 

et al. 2011)? 



 58

As can be argued, the reason for the distinction of the problem types is the 

method of creating an artifact and the validation process. The evaluation process 

of knowledge problems is not dependent on stakeholder goals but found by 

evaluation of the properties with respect to the subject domain of the knowledge 

(Gause & Weinberg 1989). In many cases practical problems include subtopics, 

which can be described as knowledge problems. In van Strien (1997) a method to 

structure practical problems called the regulative cycle is proposed. The method is 

similar to PDCA (Moen & Norman 2006) and provides the following steps and 

guidelines. 

– Problem investigation 

– Solution design 

– Design validation 

– Implementation 

Problem investigation is a knowledge problem and can fall into one or more of 

the four investigation types as seen in Table 3 (Wieringa 2009). 

Table 3. Problem investigation topics as defined by Wieringa (2009) 

Investigation type Description Completion artifact 

Problem driven  Problem description and diagnosis of 

existing problems 

Documentation about problematic 

phenomena, their causes and 

problem priorities 

Goal driven  There is no existing problem but 

requirements change 

Documentation about stakeholder 

goals, priorities and definition of use-

cases  

Solution driven A technology has been developed and 

solution fields have to be defined 

Definition of performance goals and 

technology properties 

Impact driven  

 

Also called evaluation research, the 

outcome of past actions is evaluated 

Documentation of the implementation 

of the solution, the impact and 

explanations of the impact as well as 

definition of stakeholder goals  

Solution design represents the planning phase of a solution in which the goals as 

well as the means to reach the goal are specified. These means may include new 

or improved technologies, notations, instruments, devices, algorithms, processes 

and more. The form of specification is dependent on the problem field and may 

be a combination of descriptions, formal specifications, diagrams, sketches, 

blueprints, mathematical models, prototypes or other forms. In most practical 

cases not all aspects are specified however. Solution design is classified as a 
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practical problem as the specification of a new solution cannot be evaluated 

against the truth. A specification is not a description of the world nor an 

explanation or predication of the outcome since the implementation may not be 

correct against the specification. On the contrary it is an expression of a possible 

commitment to act in a certain way (Wieringa 2009). 

Design validation is a task in which the specification is evaluated to confirm 

that an implementation of the design will achieve the goals of the stakeholders. It 

is a knowledge problem and consists of three knowledge questions as seen in 

Table 4 (Wieringa 2009). 

Table 4. Design validation types as defined by Wieringa (2009) 

Validation Description 

Internal validity Check if the implementation of the solution will satisfy the criteria of the 

problem investigation 

Trade-offs  Check how changed designs will change the outcome of the implementation 

in regard to the problem investigation 

External validity Check if the design would also satisfy the criteria of the problem investigation 

also in different contexts  

These questions are knowledge questions and the answers, typical of design 

research, are predictions, as the implemented solution does not exist yet. This is 

the key difference to evaluation research where questions are applied to the 

implementation itself (Wieringa 2009). It is crucial to justify the internal validity 

of the solution design, which claims that correct implementation solves a problem 

of the stakeholder in a certain domain. The solution may produce other results in 

other domains or contexts and may be bound to a specific domain to reach a 

desired effect. 

The implementation task is obviously the process to act on the design created 

by the solution design phase. Depending on the type of project the 

implementation may include different actions. It may be a programming action, a 

deployment action, a business process change or any other task required to fulfill 

the design of the project (Wieringa & Heerkens 2006).  

To help analyze problem nesting, problem classification is refined and can be 

seen in Fig. 6. Two classifications of practical problems were previously defined: 

design and implementation problems.  
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On the other hand there are four kinds of knowledge questions: 

– Problem description 

– Problem explanation 

– Solution effect prediction 

– Solution evaluation 

These knowledge questions can be answered empirically. Empirical questions ask 

for facts, and their causes and impacts. In contrast another type of knowledge 

question can be defined: conceptual questions. Conceptual questions in turn ask 

for concepts by which the facts and classifications of the empirical questions can 

be described (Wieringa 2009). 

Fig. 6. Classification of knowledge questions defined by Wieringa (2009) 

3.3 Research Process 

The main goal of the study was to design, test and verify models and an 

instantiation, which would fill up the current security gap and provide reliable 
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security, especially for large-scale installations of critical resources and assets. 

With this ultimate goal in mind, the research plan was divided on a high level into 

three interleaving phases (see Fig. 7). Development of artifacts of large-scale 

systems cannot be done in a single pass of the stages (Larman & Basili 2003). 

Thus a two-stage implementation and verification plan was chosen. After building 

the knowledge base the first implementation step was defined to be an 

implementation at a small scale. Once proven to work in these scenarios, stage 3 

introduced technologies required for scalability and high performance keeping in 

mind the lessons learned in stage 2. However it has to be noted that even with 

these milestones the process of developing a security system was more of a cycle 

between stage 1 and 2, and 1 and 3 as new requirements and new knowledge 

gained often changed the development artifacts as is standard in system design 

and acknowledged in soft design science (Baskerville et al. 2009).  

Stages 2 and 3 focused on development of new artifacts presented in several 

publications (as seen in Chapter 4), which formed the basis for the distributed 

SMP. As such to perform rigorous verification as required by Hevner (2007) it is 

not sufficient to perform verification only on the final artifact but also to verify 

the theories and models of these stepping stones. In addition to this state of the art 

research, three feedback rounds in the form of a keynote by Kraus and Reda 

(2011, December 2–4) and two tutorials by Kraus and Reda (Kraus & Reda 2010, 

October 25–30, Kraus & Reda 2011, May 21–22) have been held yielding 

invaluable input from external sources allowing for refinements of the system 

design. Table 5 further outlines the key characteristics of the thesis as inspired by 

March and Storey (2008). 

Table 5. Outline of key characteristics of the thesis 

Problem IT Artifact  

(Solution) 

Evaluation  

Method 

Security systems are often isolated 

from other security relevant data and 

operations cannot consider all 

necessary information in acceptable 

times leading to unnecessary 

situations. 

An overarching SMP model is 

developed and implemented taking 

into account other security 

practices speeding up response 

times. 

Verification of 

subcomponents as well as 

field studies using statistical 

information and user 

acceptance tests.  
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Fig. 7. Design stages of the thesis 
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As seen in Fig. 7 the three stages are as follows: 

– Phase 1 (Analyze requirements & build knowledge base): Analysis of the 

current real world security systems as well as the current state of the art 

research technology to form a valid knowledge base. This allowed for 

condensing of the requirements for refinements needed in the current basis, 

identification of the gap, and the study of other state of the art surveillance 

systems and the existing security management process (if any). 

– Phase 2 (Create prototype artifacts): Design and engineering of the 

architecture for a security management process beyond the current state of the 

art, which closes the identified security gaps. 

– Phase 3: This stage had two phases, with subtopics needed to develop the 

security system according to phase 2, including subtopic verification. Finally 

the artifact was expanded to cover large-scale high performance systems. 

Implementing the requirements and guidelines for large-scale high 

performance security systems started this process. Finally, the complete 

obtained scientific solution was verified and validated both from the 

theoretical as well as the practical point of view. 

Furthermore this study followed the seven design-science research guidelines 

following Hevner et al. (2004) as defined in Chapter 3.2. 

3.4 Design Science Implementation in the Study 

As discussed in the chapter titled “Research Process,” the research process 

followed the design science research plan as proposed by Hevner (2007) and will 

perform in multiple iterative phases. It was apparent from the beginning that a 

proper division of the artifact into smaller more manageable subtopics was 

needed. Research was performed on two levels as seen in Fig. 8. 

The first level represented the complete artifact, which incorporates the 

theories, best practices and processes, while the second level included technical 

solutions for problems such as scalability, data and communication security, and 

data fusion. As such for the complete system the following research question was 

defined that directly impacts system usability and performance, the main aspects 

of system success: 

– How could a surveillance system be constructed to provide reliable security 

for large-scale critical infrastructure?  
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Fig. 8. Implementation Levels 

The second level artifacts, which form the basis for the SMP implementation, also 

followed the design science research theories with technical implementation 

following the Plan–Do–Check–Act (PDCA) principle because PDCA models can 

be used for software development (ISO 2008). All of the subtopics follow the 

PDCA model independently. Fig. 9 presents the template of the PDCA model 

used. The steps, tasks and output artifacts can be seen per item. These entries 

were very high level and were integrated and expanded to take into account other 

requirements per item.  

The main goal in the plan entry was to define the goal and desired outcome of 

the work. The artifacts created in this entry ranging from requirement documents 

to the system design, were then used in subsequent entries as reference point to 

verify if the set goals were reached and to check work progress. Another focus 

point for the task was to establish the knowledge base, which includes the 

following: 

– History of the field of work 

– The current state of scientific research 

– Current practices in the field 

– Experts working in the practical applications of the field (where applicable) 

Based on this established knowledge base, which resulted in added goals and 

changed definitions of previously defined goals, a primary model was developed. 

During the development of the model the design rationales were recorded to 

further act as a reference point in the following steps and ensure the necessary 

accountability in a security critical environment.  
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Fig. 9. Activities of the PDCA model 

The SMP model was expected to make use of technology and practices of various 

related fields, and hence provided the first indication that the work should be 

placed in the Exaptation Quadrant of the design science research knowledge 

contribution framework developed by Gregor and Hevner (2013). 

Following the “plan” step, the “do” step was performed. The main purpose of 

this action was to implement the model using the design defined before. Even 

while performing the implementation step, preliminary checks were necessary to 

avoid mistakes found in the check step or even later, reducing the number of 

iterations and in turn resulting in a faster completion time. Finally a testbed was 

defined and setup, forming a basis for the user acceptance tests and empirical 

studies that were needed for verification purposes as argued by Hevner (2007). 

Another advantage of the testbed in this step was the high level of user interaction 

and feedback both of which were not anticipated when starting the project.  

Next in the “check” step the goals defined in the first step had to be verified. 

The verification process itself was done in two phases: 
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– Phase 1 was purely meant as a data gathering and compilation stage and was 

explicitly exempt from analyzing the results of the data  

– Phase 2 was the actual evaluation and was performed by different people 

where possible so as to minimize bias 

In phase 2 compliance and overlap with the goals of the “plan” step were 

performed, and expert feedback from users with domain knowledge was also 

incorporated.  

Finally the “act” step was meant to include the lessons learned in the iteration 

into the model. Here it was first checked if goals set in the initial step were 

feasible and if so, whether they were reached in the implementation of the model. 

Basis for the verification was once again user acceptance and measurement of 

practical improvements. In cases were goals were not feasible the goals affected 

were modified if possible or dropped. Based on these modifications the model 

was also changed and the PDCA iteration started again.  

Despite starting verification processes early in the iterations in most of the 

subtopics, at least two iterations were needed to accommodate the lessons learned 

while constructing the artifacts. As anticipated the second iteration of PDCA was 

shorter than the first (approx. 50%) and was mainly triggered by feedback of 

users and additional requirements that were found during the first iteration. 

Another difference between the first and second cycle was the inclusion of 

another verification group - of different background where possible - to once 

again increase the changes of generating missing feedback and to add new 

viewpoints. 

As argued in Chapter 3.4 the same process of PDCA was used for sub-models 

and the overarching main model. These cycles were performed in parallel and 

feedback and results from one sub-model were taken into account by other sub-

models, further increasing efficiency. The main model especially benefitted from 

such model interaction and new requirements were added at a constant rate. This 

can be argued as the reason why within the main model only two iterations were 

also necessary. 

In the knowledge contribution framework proposed by Gregor and Hevner 

(2013), the overall artifact was placed in the Exaptation Quadrant. The artifact 

was expected to make use of technologies and practices of various related fields, 

e.g., physical, network and operational security as well as software development 

and business continuity. All of these fields were already well established and 

provided a rich knowledge base to build on. However the Security Management 
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Process spanned over all of the named fields, combining aspects and methods. In 

this domain there was low maturity due to the just recent convergence of 

communication and network infrastructure. Low domain maturity also 

represented an indication for the Exaptation Quadrant. On the other hand, as seen 

in Fig. 8, level 2 topics, which were situated in traditional fields as network 

security or scalable software design, represented improvements of existing 

solutions placing parts of the research in the Improvement Quadrant. 

  



 68

 



 69

4 Security Management Process Requirements 
and Structure 

After analyzing the knowledge base in Chapter 2, a new model for security 

management was developed. In this chapter the core concepts and the foundation 

of the security management process are introduced. The security management 

process concept was defined on a high level, and structured and analyzed with the 

goal of further hardening security relevant systems. The design was focused to 

offer higher levels of reliability in large-scale critical infrastructure utilizing video 

surveillance including other sensors. These ideas were first published by Kraus et 

al. (2008) and further refined by Kraus (2010). 

4.1 Large-Scale Distributed Systems, Performance and Challenges 

Since the complexity and sophistication of systems increase as discussed in 

Chapter 1.2, so do the challenges for a complete security concept and 

implementation. A model for the information security and security management 

process was required. In this work, such a system was developed, taking into 

consideration various principles: 

– Security management systems and standards 

– Incident management policies and workflows 

– Information security frameworks 

At first the requirements and challenges of a system spanning multiple, 

geographically dispersed locations, which form a distributed environment, were 

analyzed. The locations were connected through unsecure as well as secure 

communication lines. In this scenario, for a customer providing critical 

infrastructure, security topics as seen in Fig. 10 were defined. Each of these topics 

was broken into multiple subtopics ranging from technology to processes and 

policies. These subtopics were then expanded as seen in Chapter 4.4. During the 

development process and elaboration of the topics it was obvious that most 

aspects of the process would impact security in critical infrastructure in general. 

However the implementation would be specific for the customer. Thus, the 

security management process could be generalized to a form relevant to other 

installations. 
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Fig. 10. Level Structure of the Security Management Process 

The first challenges were the most basic security needs such as data 

confidentiality, integrity and availability for a system with numerous intended 

operators from different companies, security clearances and backgrounds. Each 

location had administrators responsible for the location. Coupled with the need to 

provide 24/7 availability, high bandwidth as well as computational requirements 

for automatic sensor analysis and data fusion, the initial scenario proved to be of 

high complexity. For the distributed system the main challenges were as follows: 

– Heterogeneity of the systems which includes different hardware 

(manufactures) & software components (e.g., operating systems) 

– Load balancing and scalability 

– Data flow and processing 

– Management of processes and data 

These components had to be operated, administrated and maintained 

simultaneously. Furthermore, these components were networked via 

heterogeneous network technologies and infrastructure components, which 
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provided a medium for security attacks. Moreover, the large-scale system 

comprised different subsystems and complex components, which used different 

security systems. 

On the other hand, the components of high performance systems had to react 

in real-time, be self-organized with minimal user intervention and be available 

and reliable 24/7. Accordingly in order to design a global architecture for a large-

scale distributed system, the current published ISO standards were used as a 

framework for the architecture design. Security requirements were collected and 

incorporated into the design in order to allow for the foundation of a complete 

security concept. The design process was started at a high, theoretical level - as 

presented in this chapter - while becoming more specific and focused on the 

implementation in Chapter 5. 

4.2 High Level Structure of the Security Management Process 

This chapter discusses the concepts and aspects of the security management 

process and also gives a more detailed view of topics contained within these 

processes. Afterwards each topic of the security management process will be 

discussed and analyzed with focus on sensor network aspects and their influences. 

The security management process was responsible for information and 

critical infrastructure security. It was the process by which an organization 

protected and secured its systems, media and facilities, in particular the 

infrastructure that processed and maintained information and infrastructure vital 

to its operations. The implementation of the three main security principles of 

availability, confidentiality and integrity were the expected outcome. 

In Fig. 10 the high level structure of the security management process, which 

can be applied to almost any project and guarantees high availability, 

confidentiality and integrity (ISO/IEC 2005b), was presented. These topics and 

their relevance in a generic system are discussed in Chapter 4.4, which is intended 

to form the basis for an in-depth analysis on security management. From the 

processing point of view, the main building blocks of the security management 

process were as follows: 
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– Physical Security 

– Operational Security 

– Network Security 

– Application Security 

– Access Control 

These building blocks will be discussed in detail in Chapter 4.4. 

4.3 Implementation Scenario 

In this work critical infrastructure covering multiple physical locations had to be 

secured. Building upon the knowledge base described in Chapter 2, security 

processes and appropriate infrastructure were developed. This chapter describes 

the locations and the network infrastructure providing communication and sensor 

data transfer capabilities. All information in Chapter 4.3 and its subchapters is in 

regard to the instantiation of this work. Due to security concerns and the critical 

nature of the data, not all specifics could be described here. 

4.3.1 Network and Site Structure 

The system was comprised by multiple locations. Two types of locations were 

designated: central and remote. Central location meant that security services were 

provided in entirety by a redundant central system. Remote location meant that 

the location did not possess a complete infrastructure but depended on central 

services. These services included the following: 

– Communication lines 

– Network infrastructure 

– Power distribution 

– Security support 

The main body responsible for coordinating security was the control center (CC). 

Primary responsibility was to provide security for central locations. Secondary 

responsibility was to coordinate security efforts for threats covering multiple 

locations. For load balancing and reliability reasons, the control center was also 

built to be redundant. In case of a complete shutdown of one of the two control 

centers, all operations had to be available in the second CC. 
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 Each of the remote locations in the system developed was required to be 

autonomous from the central for tasks realized entirely in the remote location. In 

day to day operation the remote locations would request support and consume 

infrastructure from the central CC.  

In scenarios in which the central CC and infrastructure were not available, 

local security would change procedures to emergency mode. In emergency mode 

only local services were used. Local services would work on data that was 

synchronized with central data every two hours. The interval of two hours was 

agreed upon by the head of security to be a valid compromise between 

performance and validity. Thus local data was not expected to be up to date 

during emergency mode but recent enough to enable personnel to access data and 

respond to local threats. In day to day operation mode data requests were instead 

delegated to the central infrastructure. 

Network and communication infrastructure was designed to be separate. 

There were two groups of concerns: 

– Bandwidth and availability, and expected communication bandwidth 

fluctuations 

– Different confidentiality concerns of sensor and communication data 

Consequently a strict separation was required. Sensor networks on the one hand 

were expected to require constant, high bandwidth. Based on empirical 

knowledge regarding video streams, bandwidth requirements for common 

resolutions are presented in Table 6. For video with constant bit rate (CBR), 

bandwidth was dependent on the codec, the resolution and frames per second 

(FPS).  

Table 6. Video Bandwidth Requirements 

Codec  Resolution  FPS Bandwidth 

requirements 

JPEG  640x480 15 4620 Kbit/s 

JPEG 1280x720 15  11040 Kbit/s 

JPEG 1920x1080 25 41480 Kbit/s 

H.264  640x480 15  816 Kbit/s 

H.264 1280x720 15 2208 Kbit/s 

H.264 1920x1080 25 8300 Kbit/s 
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Only a small group of personnel was cleared for monitoring sensor data - no other 

personnel had access to the sensor network. Multiple legacy systems and sensors 

already in place were not capable of streaming data in an encrypted mode. 

Unfortunately due to budget constraints replacement was not feasible. As such, 

any communication from sensor to storage could be intercepted and interpreted 

by attackers. Limiting physical access was one method to deter such observers. 

While providing basic security against non-determined attackers, more resolute 

adversaries would still be able to intercept sensor data. As an additional layer of 

security VPN tunnels were established between the local sensor network and the 

remote sensor network. While preventing snooping attacks between locations, 

point to point encryption was still not achieved. Attackers compromising the local 

sensor network could still intercept local sensor data. For providing a full end to 

end encryption while maintaining appropriate throughput, a secure 

communication protocol was developed (further details in Chapter 5.1). Fully 

encrypted communication had been installed for a subset of sensors, however in 

the next deployment cycles a task will be the replacement of legacy sensors to the 

models capable of the encryption as defined in Chapter 5.1. 

Communication networks on the other hand were expected to experience 

different requirements. In this work communication networks were meant for all 

communication that was required for a proper network infrastructure such as 

DNS, DHCP, PKI, RADIUS and directory services. It also included all 

application data, backup processes and voice communication. Due to the high 

spectrum of data application, requirements would diverge depending on the use 

case. For example, voice data would need to be transferred at low latency and a 

steady rate while requiring minimal bandwidth. Backup tasks would instead 

require high bandwidth with minimal concern for latency. Quality of Service 

(QoS) measures were developed and enforced to correspond with those needs. 

Tasks with high bandwidth utilization would be scheduled to times with minimal 

traffic. Voice communication would be prioritized and application transfer needs 

categorized.  

The schematic structure of the network infrastructure is shown in Fig. 11. In 

addition to the locations and CC already described in Chapter 4.3.1, there were 

also three main parts: Internet access and gateway, infrastructure services, and 

offsite CCs.  

For each location, a sensor network connecting all sensors with the local 

services and storage was designated. Local services included all necessary 

infrastructures for network services such as DNS, DHCP, SNMP as well as 
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storage for application, security and authentication. These services would 

delegate requests to the central infrastructure in normal operation mode and act as 

local backup services in emergency mode. As such, the local security center was 

always able to access local resources even in cases of complete connection loss. 

Depending on the size of the location, the local security center would coordinate a 

variable number of security posts. Basically these posts were scaled down 

versions of the local CC, providing a working space for a team of security 

personnel. The local CC was able to communicate directly with the security posts 

via wired connection and with personnel on patrol via WLAN. WLAN access 

proved effective by allowing personnel to access sensor information even while 

on patrol, helping with situation assessment. Each location was connected with 

both the global sensor network and the global communication gateway. All data 

transferred between locations and the global gateway was secured by VPN 

tunnels allowing transparent encryption for applications.  

The CC and backup CC were in a separate network segment. Both CCs were 

always staffed and shared the workload in normal situations. In scenarios in 

which one of the two CCs was not operational, additional personnel could be 

included in the shift of the other CC. The CC network had access to both the 

global sensor and communication network and heavily utilized the global 

infrastructure. Only a minimal subset of servers was available for emergencies in 

which the global infrastructure was not operational including DNS and DHCP. 

Authentication for requested sensor and communication streams would then be 

handled by the locations granting access based on backup data (more details can 

be found in Chapter 4.4).  

The communication network was a server network for providing services for 

the system on a global level. The main responsibility was sensor and 

communication storage and analysis as well as PKI and directory and network 

services. All services were safeguarded against outage by multiple system 

redundancy. Additionally hot spares were in place further reducing risk of 

complete system failure. Backup of data outside the infrastructure network was 

performed to two destinations: First, data relevant for locations would be 

transferred to the locations themselves. Secondly, data would be stored on a 

private cloud resulting in geo-redundancy. Once stored in the cloud, data was only 

allowed to be accessed once the locally stored data was confirmed to be 

inaccessible because the purpose was to provide data backup, not load balancing. 
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Fig. 11. Network Infrastructure of the instantiation 

The Internet gateway network provided the means to communicate with the 

general Internet and allowed for authorized, external personnel to connect to the 

internal network. As such, VPN, firewall and RADIUS servers were used to 

secure and restrict access to internal resources. The RADIUS and VPN servers 
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also made use of the infrastructure services for providing authentication and 

query access rights.  

Similarly, the cloud gateway provided applications access to the cloud instead 

of users. Users did not have direct cloud access. Thus all application data 

transferred to the cloud had to pass through the cloud gateway and firewall.  

Finally there was the possibility of an offsite CC. The offsite CC was not 

meant to replace the local CC but coordinate personnel and resources on an even 

larger scale than the critical infrastructure secured in the work. Live sensor data 

would be accessible by the offsite CC while stored sensor and communication 

information would not be accessible due to privacy and data security concerns. 

However the storing of data remotely was allowed once it had been seen, making 

it possible for the remote CC to perform limited forensic analysis. 

4.3.2 Organization Structure 

In this chapter the hierarchy of the security relevant positions and personnel is 

shown. The structure followed the standards and requirements as defined in 

Chapter 2.1. Because of the size of the infrastructure the hierarchy graph is split 

into five separate figures, which are presented in this chapter. The root of the 

organization diagram is shown in Fig. 12, representing the highest levels of 

responsibilities.  

Fig. 12. Hierarchy and company structure  

On top and bearing the full responsibility of the entire security branch was the 

position of Head of Security. As such, all reports, strategic decisions and 
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monetary commitments were decided at that level. Personal requirements for a 

candidate of this position were mostly in the area of team and organization 

management and long term strategy. There was little concern about operational 

issues, lessening the need for a sound technical background. Supporting this role 

were members of services as well as an external resources hierarchy providing 

reports regarding estimates of risks and possible threats. The second part of such 

reports was a recommendation of risk mitigation and potential costs of 

countermeasure implementation. The head of security was part of the board of 

directors and would directly report security topics to other board members. Based 

on those reports long term strategy and credit distribution would be agreed upon. 

In this project long term strategy meant three to five years of time.  

Directly below the head of security were four main security branches: 

External Resources, Services, Internal Revision and Physical Security Personnel 

(as shown in Fig. 12). Each of these branches was led by a Branch Officer 

responsible for the entire branch. 

Fig. 13. Hierarchy and structure of external resources  

Main responsibilities included team management and the reporting of functions to 

the head of security, and implementation of the decided policies and workflows. 

The hierarchy and structure as shown in Fig. 12, Fig. 13, Fig. 14, Fig. 15 and Fig. 

16 were to be implemented by the Branch Officer, while actual team composition 

and possible sub-teams were to be decided by the liable officer. In practice the 

hierarchy depicted here proved to be effective with little adjustments. Changes 

made were mostly in the field of internal revision due to overlapping 

responsibilities in network security, access control and physical security. 

First, External Resources made up the branch dealing with personnel and 

services not directly provided by the organization. As seen in Fig. 13 main 
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external resources represented certification services, advisors and external 

reviewers. Certification services represented external companies specialized in 

preparing organizations as well as granting official certificates ranging from ISO 

to military standards. The coordinator for certification services was also actively 

evaluating new standards and reporting to the external resource officer for 

recommendations of standards to implement.  

Second, another coordinator responsible for external advisors, and which 

provided an interface for advisor requests in the organization, was appointed. It 

was an organizational policy of the implemented project to include appropriate 

advisors in teams working on projects requiring more than 20 members. Hence 

maintaining and managing a list of possible hires and their respective work 

evaluations and recommendations, was the prime directive of the coordinator. 

Similarly, External Reviewers - a type of advisor – were treated separately so 

as to ensure independency in the review process. As noted in Chapter 2.1 one of 

the few proven methods for increasing chances of detecting misconfigurations 

was proper auditing. Internal personnel handled the ongoing auditing process, 

however in intervals ranging from six months to one year, an external review 

process was conducted. Thus hiding misconfigurations and policy violations was 

further complicated for administrators. Each consecutive external review process 

was mandated to be executed by other external reviewers, maximizing the effects 

and providing a new point of view. Because of the significance of such reviews a 

new capacity was formed instead of subordination into the advisor branch.  

The second main branch of responsibility of the head of security was Services 

as seen in Fig. 14. This branch encompassed all services that provided increased 

security through personnel information and training. The security advisory 

provided help to other branches in regard to policies, standards and best practices. 

The main motivation for the creation of this branch was to decrease the likelihood 

of successful social engineering attacks. As concluded in Chapter 2.1 such attacks 

are often very effective and cannot be prevented solely by technological means 

alone. By helping in suspected cases of attacks, providing a dedicated contact for 

security and policy questions, and encouraging personnel to utilize this type of 

service, a first step for mitigating social engineering attacks was formed. 
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Fig. 14. Hierarchy and structure of security service division 

The second pillar in fighting social engineering attacks was security trainings for 

personnel in security relevant positions. These trainings were designed to cover 

all topics of the security process, each of them focusing on a single area, e.g., 

network security. Depending on the function of personnel such trainings were 

mandatory once a year. People working in high security areas had more 

specialized trainings. Apart from the most basic of trainings all courses covered 

theoretical and practical aspects and were finalized by exams. In most cases these 

trainings could be held within the organization; in cases of very specialized 

trainings, external facilities and trainers were hired. Accordingly there were two 

main responsibilities of this branch: managing internal and organizing external 

trainings. Trainings also included drills for scenarios such as fire, gas or terrorist 

threats. 

The communication branch was responsible for informing personnel of 

changes in policy and providing general security information. This included 

activities such as design of newsletters, a dedicated webpage and other traditional 

means of communication, e.g., posters and folders. Common issues and related 

news were the primary focus.  

Finally there was a dedicated branch for coordination tasks. In cases of 

emergency, different branches and even organizations had to collaborate. To 

ensure good coordination between these task forces, good communication and 

clear responsibilities increase the effectiveness of such cooperation. In times 

without immediate action, the branch was defining threat and incident scenarios. 

Those scenarios included participation of multiple organizations and the branch 

worked on establishing communication lines to those participants. Thus in cases 

of real threats, those connections were readily available reducing organization 

times and improving effectiveness. 

In Fig. 15 the physical security branch is presented. This hierarchy has been 

built to scale to very large organization structures. Again, the officer of the 

security branch directly reported to the head of security. The main responsibility 
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was the enforcement of physical security. There were a variable number of 

regional managers that were acting as officers for a complete region or area. In 

these regions there were normally multiple objects that had to be secured. An 

object could range from a single building to an entire series of depots and was 

managed by the object manager. In turn each object manager had access to a 

variable number of teams, each of which had an appointed team leader. A team 

consisted of security personnel such as guards and an entire team would work a 

shift before handing over to the next team. Apart from managing guards, the 

object manager was also the direct communication partner to other, non-security 

related local personnel. The branch had strong ties to local law enforcement and 

such support could be included when needed. 

Fig. 15. Hierarchy and structure of physical security personnel 

In Fig. 16 the internal revision branch can be seen. This hierarchy was mainly 

concerned with policy implementation and the corresponding auditing process to 

ensure compliance. Internal Auditors were responsible for the evaluation of 
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current implementation and would report necessary changes. There were three 

divisions: one for physical security and access control, one for network security 

topics and one for application and operation security. These branches were chosen 

because topics of multiple security aspects were interconnected. For example, 

access control and physical security shared multiple commonalities such as entry 

barriers and security gates.  

Fig. 16. Hierarchy and structure of internal revision 

On the other hand topics such as access control for applications and programs 

would be part of the application security branch as the knowhow required for the 

revision process proved to be similar. The internal audition process would always 

be concerned with the overlap of defined policies and actual implementation. 

Actual changes to policies based on the reports would be performed by the policy 

refinement group. In turn the refinement group was divided into two teams, one 

for policy evaluation based on the reports of the internal auditors and one for 

modifying and updating the policies. People working in these groups had to have 

less specific knowledge of all security topics than the auditors specializing in the 

area but had a more detailed overview of the complete picture.  
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4.4 Subtopics of Security Management 

As presented in Chapter 2.1 the main topics of security management can be 

divided into multiple subtopics as seen in Fig. 17. This chapter and corresponding 

subchapters provide methods and lessons learned by implementing the 

instantiation. These components when implemented correctly, satisfying the 

criteria of the CIA triad and increased business continuity. In this chapter the 

implementation of these subtopics and the responsibilities of the organization as 

defined in Chapter 4.3.2 - also described in detail Fig. 17 - are introduced. Many 

of the tasks required for achieving conformity are associated with the 

corresponding service and infrastructure branch of the organization. For example, 

network security policies were defined by the policy evaluation and update team 

according to the reports of the network security group. Actual implementation 

was in turn handled by the IT department and again monitored by the network 

security group. As such the evaluation and update cycle continued to improve 

security standards.  

Business continuity was concerned with keeping the business processes of the 

organization in question up and running with as little interruption as possible. 

Prominent topics in this area were the planning of continuity using redundancy 

concepts of different types and of recovery requirements, which could range from 

backup strategies to hot stand-by sites all based upon a business impact analysis. 

Disaster management, which included analysis, selection and developing of 

recovery plans, were also evaluated in regard to business continuity. 

Other subtopics, which have not been mentioned but impact the system, were 

laws and ethics. While an important aspect in any system, this work focused on 

the security aspects that could be utilized for implementing a conformant system. 

However their basic purpose is described in the next paragraph. 

Law, investigation and ethics represented the following: Ethics pertaining to 

those professionals working with information contained within the system. 

Personal information included data of both workers and guests. The operator had 

to impose policies on how the data was accessed and used. Measures were 

introduced to detect unethical or unlawful data usage and monitored by security 

auditors. Legal policies were defined based on how to handle computer crimes 

and computer related laws as well as procedures to enable computer crime 

investigation and evidence collection in case of criminal activity. 
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Fig. 17. Components and Subcomponents of the Security Management Process 

As seen in Fig. 17, in this work physical security was divided into three main 

topics: Security against natural dangers, physical access control and perimeter 

design. Its role also was to not only protect against intrusion but to reliably detect 

such attempts. Physical security thus contained the administrative, technical and 

physical controls and personnel, which ranged from design tasks of deciding the 

right perimeters and the construction process to the planning of counter measures 

against natural disasters as well as possible physical security risks and threats. 

This entailed the planning process, deployment and monitoring and continuous 

improvement of physical countermeasures against infrastructure including the 

safeguarding of electric power as well as fire prevention, detection and 

suppression. Examples of technologies in use to fulfill the responsibilities given 

ranged from simple locks to Close Circuit Television Cameras (CCTV) and 

intrusion, panic and barrier alarms. 
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In this work, access control, which is connected to physical security but also 

a main security topic, was mainly concerned with the well-defined and controlled 

access to locations or other resources like tapes, printouts and similar as well as 

data and information resources.  

Discretionary, mandatory and nondiscretionary models were defined and their 

status controlled by monitoring and auditing practices. For software running on a 

computer, access control was concerned with the definition of information 

models, which make sure that processes do not try to manipulate data or use 

resources they should not (e.g., memory). Monitoring processes were 

implemented on servers for additional watchdog functionality. In addition 

intrusion detection mechanisms and logging were also placed into this topic. One 

of the basic policies regarding access to service resources in the instantiation is 

shown in Fig. 18 and additionally summarized in the following list due to its 

significance in the system:  

– The environment consisted of multiple locations. 

– Local operations (i.e., carried out within one location only) were subject to 

local security policies only. Each location had a local security policy, which 

could not be overridden by the global policy. 

– Global operations (i.e., involving multiple locations) required the initiator to 

be known and assigned to each location where operations were carried out. 

Global authentication was achieved by tokens issued by the global network 

infrastructure. Tokens had meta information about the user and validity 

encoded, removing the need for further communication with the 

authentication service. 

– Operations between entities in different locations required mutual 

authentication by the Private Key Infrastructure (PKI) of the global network. 

A private/public key pair was assigned to each resource known by the PKI. 

The resource identity was thus performed by encryption of the user token 

with the public key of the resource. 

– Global authentication also acted as local authentication. If the identity of a 

user had been verified and the user was also known locally in a location, he 

or she acted as if authenticated in the local location. Actual access rights 

based on a global token were managed by the local policy instead of the 

global policy. 

In addition to these properties users also delegated their user rights to processes. 

In turn processes started in such a way would be allowed to access all resources 
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that the user had access to but with additional policies and corresponding checks 

in place to prevent over usage of said resources. These policies included the 

following: 

– Time limits of continuous resource use 

– Limitation of concurrent resource use 

– Limitation of resource quotas (e.g., bandwidth, CPU, disk write speed, etc.) 

Fig. 18. Authentication Protocol for the Multi-location System 

Depending on the user, a single token could be shared by any number of 

processes as long as the given policies were not violated. Therefore token creation 

and management were simplified as the total number of tokens was reduced. 

Another topic in access control was security models. Security models 

contained policies regarding which computer hardware architecture to use and the 

security configuration and protection mechanisms of the system. The security 

model of the data contained within the system had to be defined in the planning 

phase of the security management process along with the relevance of the 

integrity and confidentiality of the data.  

As a sub topic of security models, cryptographic security models governed 

the cryptographic components, technologies and encryption policies, and their 

integration into the system. The cryptographic policies were inquired in the 

requirement phase which led to the selection of the necessary technologies like 

symmetric and asymmetric key algorithms, hashing algorithms and certification 

infrastructure. Research on possible attack vectors on the infrastructure were also 
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part of the cryptographic security model and had to be present throughout the 

whole management process. 

Identity Management (ID) for the implemented large-scale security project 

was typically concerned with people who either joined as staff (permanent or 

temporary), contractors or authority business partners. These people were 

assigned roles and acted in them. These roles were always “temporary” in the 

sense that they had a limited duration. Eventually people either changed roles or 

left, creating a need for identity information to be actively managed and 

maintained throughout its lifecycle and frequently across multiple systems and 

locations. In later iterations of the SMP, all roles and authorizations were assigned 

with a limited validation from the start and renewed after obligatory training 

certifications were presented, as mentioned in Chapter 4.3.2. The main reasoning 

was to actively link training to access so as to maintain a high level of security 

expertise. First iterations of the SMP implementation proved the importance of 

examining identity management from various perspectives, including business, 

security, personal and technical. The teams concerned with the examination of 

identity management were those of internal revision. 

As discussed access control for security data was also implemented using 

network technology. However only a small subset of network security topics was 

considered in access control. Thus in this work, network security was responsible 

for securing the network against threats on all layers of the Open Systems 

Interconnection (OSI) model without hampering expected, normal 

communication. This pertained to securing the network elements as well as 

securing the network as a whole. In the planning stage of the security 

management process, communication policies were defined for all areas of 

security. For network element security, these policies would be implemented by 

appropriate hardening measures like closing unused ports, shutting down 

unneeded services or uninstalling applications potentially part of the original 

operating system but not in use. For network security, policies were implemented 

by using well-known measures like firewalls, routers and higher-level access 

controls to suppress or minimize communication from insecure networks to the 

secure infrastructure. Main improvements in security and QoS were achieved by 

differentiation of sensor networks and command and communication networks as 

described in Chapter 4.3.1. 

Network security was comprised of two main factors: analysis and hardening 

of different network components and network security measures. Network 
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security measures in turn were primarily concerned with data and infrastructure 

security. Primary means of implementation included the following: 

– Demilitarized Zones (DMZ) 

– VPN tunnels 

– Network Element (NE) security and lock down capabilities 

The next major security topic was operation security (OPSEC). As shown in Fig. 

17 (page 84), OPSEC dealt primarily with the following:  

– Process administration and management, and their responsibilities 

– Configuration management, e.g., by defining trusted recovery states of the 

system or how to handle component failure both in redundant and non-

redundant systems 

– Data management backup and workflows 

Apart from active intrusions, security threats from invalid/incorrect 

configurations opened most issues (deliberate misconfigurations were not 

recorded during the development of the system). The most immediate reaction 

when looking for a solution for an invalid/incorrect configuration was to 

reconfigure the appropriate system. While this provided a solution for the current 

problem, it did not rectify the root of the issue. Therefore for permanently 

decreasing the likelihood and severity of such issues, security had to go through 

auditing processes and adapting current policies. Escalation paths needed to be 

defined that outlined the steps to follow if an operator did not have the 

authorization required for a specific action. Experience proved the value of 

automated processes and procedures, specifically, recurring verification 

processes, as personnel tended to overlook details in log files and similar 

processes.  

Problems in OPSEC in regard to misconfiguration of administrators were not 

avoided by automatic checks. Personnel authorized for system configuration 

might have also disabled the check protecting the system against 

misconfiguration. As a result operational problems require operational solutions, 

especially configuration logging and auditing. 

A certain level of operational mistakes had to be taken into account because 

even in the strictest system, operational mistakes could not be completely 

avoided. Thus security management relied on policy to dictate organizational 

standards with respect to security. Once a security incident was recognized, the 

security process required methods to ensure that known security vulnerabilities 
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were closed and open security issues were resolved. Such tasks of updating 

policies were performed by the Security Refinement branch of the organization. A 

workflow was followed that established a framework for the development of 

security procedures and practices.  

Workflows also provided a vehicle with which to communicate roles and 

responsibilities with respect to securing information. Its design should be flexible 

and dynamic to allow frequent updates as required by technology and / or 

management changes. A security policy addressed and was built on the following 

items: 

– Scope of the policy, including the facilities, systems, and personnel to which 

it applied 

– Objectives of the security management process and descriptions of sub-

processes 

– Accountability and responsibility for sub-processes at all levels of the 

organization 

– Minimum requirements for the secure configuration of all systems within the 

scope 

– Definition of violations and consequences of noncompliance 

– A user statement of responsibility with respect to the information to which he 

or she is granted access 

Finally, application security in this work was concerned with governing the use of 

software, hardware and procedural methods to protect applications from external 

threats. Security measures built into applications and a thorough application 

security routine minimized the likelihood that hackers were able to manipulate 

applications and access, steal, modify or delete sensitive data. In the implemented 

project, applications tended to be networked and were, as a result, vulnerable to a 

wide variety of threats. By integration of the security service branch into the 

development process, as described in Chapter 4.3.2, security awareness was 

increased.  

The topic of application security contained plans on how to develop or 

choose various types of software and components. It defined security standards 

that all components of the system had to comply with as well as procedures to 

manage the software implementation process, the corresponding life-cycle 

management and the versioning tools and their configuration. Application security 

was enhanced by rigorously defining assets, the critical infrastructure and the 

goals of security methods. Next, it was identified what each application did (or 
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will do), with respect to these assets, creating a security profile for each 

application, identifying and prioritizing potential threats and documenting adverse 

events and the actions taken in each case. Hence threat modeling was performed. 

In this context, a threat was any potential or actual adverse event that could 

compromise the assets of an enterprise, including both malicious events, such as 

Denial-of-Service (DoS) attacks, and unplanned events, such as the failure of a 

storage device. 

In addition best practices in regard to programming and quality assurance 

were defined in application security. For this instantiation a three-layer software 

model was implemented (to be introduced in Chapter 4.6.1). 

4.5 Large-Scale and Scalability Requirements 

It must be kept in mind that the final goal was to achieve the highest possible 

security level, independent of the system configuration and possible expansion 

projects. Accordingly, in the instantiation the following pertinent factors were 

required aspects of a successful security system design: Scalability, efficiency, 

and manageability. 

4.5.1 Scalability 

Scalable systems grow to adjust to increasing loads by adding hardware. In the 

mid-tier, for example, load balancing technologies were used (see Chapter 5.2). A 

load balancer provided scalability by distributing requests across several 

machines, so each handled only a percentage of the load. Load balancing had to 

be taken into consideration during the first design phase of the system in order to 

achieve scalability. For example, application logic that stored information in 

memory on a particular machine across requests, could not be efficiently load 

balanced, since subsequent requests had to return to the same machine to access 

that information. This meant that to achieve efficient load balancing, the incoming 

request or process had to be directed or assigned to the least busy, available and 

capable machine. Implementations of load balancing considered in the 

instantiation are discussed in Chapter 5.2. 

For load balancing data resources large-scale designs should attempt to make 

use of partitioning to achieve scalability because of avoidance of many 

synchronization problems. Partitioning was performed by putting a subset of the 



 91

data on each of several machines - according to some sets of rules - and then 

using those rules to route the mid-tier machines to the appropriate data store.  

Although partitioning was sometimes straightforward, for example, with 

personnel data that could easily be divided by region, there were cases where 

effective partitioning was not achievable, such as sensor data. 

4.5.2 Manageability 

For the instantiation it was determined that the simplest method to achieve high 

availability was redundancy. Having more than one instance of each machine and 

piece of data eliminated susceptibility to any single points of failure. However 

although redundancy meant that the system as a whole was up and running when 

needed, individual components were still bound to fail – thus the whole reason for 

using technologies like clustering in the first place. It was important to know 

when a failure that happened or even better before it would happen. After all, in a 

two-node cluster, when the first node failed, redundancy was lost. Moreover, there 

was now a single point of failure, jeopardizing the high availability characteristics 

of the system. For this reason, manageability was an important aspect of 

successful large-scale system design. 

Manageability was therefore twofold. It included both the ability to detect 

faults (or the absence of faults) and the ability to automatically react to them or at 

least to notify responsible actors. These monitoring abilities came from 

instrumentation and enterprise monitoring systems, respectively. 

Instrumentation was the feature of system components that let actors 

determine the system state. The simplest form of software instrumentation was 

code that simply logged a message when a fault was detected. However a more 

detailed system view was needed to reliably detect invalid system states. Error 

logging itself could not detect if a component was hung or the logging mechanism 

itself was faulty. Accordingly a fully accountable system should include not only 

fault notification, but notification of proper behavior and possibly even 

“heartbeat” capability to determine whether a component is functioning correctly 

or in in an idle state.  

However instrumentation, even complete instrumentation, was only one part 

of the manageability requirements. Without enterprise monitoring tools, 

instrumentation only increased system state awareness when someone happened 

to monitor the instrumentation output when a fault occurred. If the output were to 

not be constantly monitored, corrective action could only be taken after the 
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occurrence of more serious system faults, like the failure of a second node in the 

redundant system. Enterprise monitoring tools were a necessity in the 

instantiation for achieving system accountability. At the time of development of 

the instantiation there were several commercial and open source solutions 

available that allowed for customization and fit the requirements. Thus system 

monitoring was achieved by deploying and customizing COTS. 

4.6 System Architecture 

For instantiation a system was developed to handle all security relevant functions 

for the critical infrastructure. These functions included access management 

building upon identity management as well as operational security functions such 

as configuration management, surveillance access and incident management. 

Security relevant workflows were also implemented and handled. Of these 

functions, incident management and surveillance access were main points of 

interest in this work. 

4.6.1 System Components 

The system was divided into three main components representing the different 

sets of tasks that different system actors would make use of (as seen in Fig. 19). 

These three main components were the Application Interfaces, the Administration 

Interfaces and the Operation Interfaces.  

Operators working with the system but not administrating it would use the 

Application Interfaces. These users would, for example, perform surveillance 

tasks, guided by workflows or use the system to carry out security policies. There 

were multiple interfaces available such as web interfaces, interfaces optimized for 

mobile devices or Windows based applications.  

The second component was the Administration Interface. Administrators of 

the system use these interfaces, allowing for the system administration of system 

features such as access control, identify control and incident control. Also a part 

of this component were interfaces for trouble shooting and monitoring as well as 

log tracking. 

Finally, the Operation Interfaces included features for reporting, 

configuration management and audit data. Users of this component were 

primarily people performing system auditing tasks and where hence acting as a 

controlling instance of administrators and users alike. This differentiation 
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between system administration and monitoring was required to form a proper 

counterpart for system administrators. Thus system administrators with rights to 

change system settings were not given rights to change reporting settings and vice 

versa, forming a balance of power and control. 

Fig. 19. System Components 

Each of the components seen in Fig. 19 were developed following a multi-tier 

architecture. It was assured that each tier was logically separated in different 

execution units and with well-defined interfaces. There was a strict separation 

between tier internal and external classes, making sure that no undefined program 

calls could be made between tiers. The tiers were defined as logical units. For 

example, the access management server component had four tiers: a database 

access tier for all database operations and object to relational database mappings, 

a data tier in which data objects and their relations were defined, an execution tier 
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containing business logic, and a communication tier for data transport and remote 

method invocation options. 

4.6.2 Incident management workflow 

Introduced in this chapter is a workflow developed for handling incidents in the 

instantiation on a high abstraction level (as and shown in Fig. 20). Depending on 

the type of incident and required response, a number of sub workflows were 

defined. However the general incident management workflow shown here always 

formed the basis. As seen in Fig. 20, an incident in this instantiation was defined 

as starting with an incident report. There were two options for the type of 

reporter: internal or external. Internal reporters were defined as personnel or 

people affiliated with the critical infrastructure. Thus they were expected to report 

their personnel number and were internally handled as a more reliable source. 

External reporters on the other hand were defined as using the infrastructure 

without being employed or otherwise affiliated. Reports were checked and 

verified by security personnel.  

Fig. 20. Incident Workflow 
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The instantiation made use of automated surveillance with software automatically 

checking sensor data for incidents. In cases in which surveillance programs 

detected possible incidents, the data was treated the same as coming from an 

external reporter. Consequently the data had to be verified by security personnel 

before further actions were taken. This stance was taken because security 

personnel were required to have complete control over all security relevant 

actions. 

External reports could originate from multiple sources. The most common 

source was the communication system of the infrastructure. This type of 

communication was often not limited solely to security relevant topics and a 

filtering layer had to be used to delegate only security relevant topics to the 

incident management team. In the case of infrastructure communication, this task 

was performed by a general call center. Only security topics actually reached the 

security team, while other topics were delegated to the appropriate personnel.  

Next the incident management team would classify the type of incident based 

on a number of questions. The security application would then suggest the 

appropriate actions and workflows to follow through on. However based on the 

decision that personnel should have complete control over the entire process, the 

automatic classification could be overridden. If a classification override was used, 

the system logged the action so that, if necessary, internal classification policies 

could be updated accordingly.  

Once the proper actions and workflows were finalized, the incident would be 

handled. Finally, the incident would be closed. Incident closure required a 

debriefing process in which actions out of the norm were analyzed so that security 

policies could be updated. Based on the incident data collected over a certain time 

period, incident statistics were automatically generated and used for quality 

control. These statistics contained time to incident resolve, time per each step of 

sub workflows, resolution efficiency and incident location hotspots. All of this 

data could then be used by the internal revision for personnel reports, policy and 

workflow updates and incident prevention. 

4.6.3 Cloud Infrastructure 

One possibility to increase availability through redundancy was by employing 

cloud based solutions. As seen in Fig. 11 (page 76) the central infrastructure was 

hosted internally. For spikes in demand and for external data backup, an external, 

private cloud was setup. According to the cloud computing concept defined in the 
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knowledge base, there were three fundamental service models for cloud 

computing. Based on these concepts, the current framework was designed in 

order to avoid security issues by adhering to the principles of CIA. The 

framework was controlled and monitored by the SMP and included four 

hierarchical elements: 

– Cloud Provider 

– Operation & Administration of Security Applications 

– Cloud Core Capabilities 

– Cloud Services 

Fig. 21 shows the tiers of the cloud infrastructure deployed. All parts of the cloud 

service adhered to the security polices defined by the policy refinement branch. 

Depending on the component, one or more of the five sub components of the 

security management (physical, network, access, operation and application 

security) were enforced, implementing the CIA principles. A more detailed 

description of the interaction of the SMP is given in the following paragraphs. 

The cloud core capabilities abstraction described the options, policy and 

programs available for managing cloud infrastructure in general. This included 

resource descriptions of available machines, data privacy requirements, 

monitoring services for bandwidth and CPU time utilized in total. These 

management tools allowed detailed reports of the internal auditors of the 

instantiation as well as projection of service costs. 

The cloud provider abstraction was developed to standardize programming 

interfaces for services offered by different cloud providers. For each cloud 

provider these interfaces had to be implemented but limited adaption had to be 

made in other abstraction layers. Interfaces defined in this abstraction level 

included functions for automatic VM instantiation, destruction and other VM 

management. Data transfer interfaces were also defined here, e.g., to transparently 

perform encryption on sender side depending on the cloud provider. 

The cloud service abstraction included interfaces for high-level services 

provided by the cloud providers. Different providers offered varying degrees of 

services depending on the service model of the provider. Some vendors provided 

services such as automatic failover services without application intervention or 

programming languages for managing concurrency, and rules describing the 

expected state of the cloud. However evaluation of provider capabilities was not 

part of this work. 
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The security authority layer in turn included facilities for managing access 

and was responsible for enforcing policies defined by the policy refinement 

branch. Thus this layer not only included application interfaces for monitoring 

and security auditing but also for personnel supervising the cloud. Because of the 

nature of the cloud, administrators were employed for constant monitoring of the 

system state. 

All of these abstraction layers were managed by policies of the security 

management, allowing cloud integration to the central system by ensuring similar 

data and application security. 

Fig. 21. High level cloud architecture 

Considering a large-scale security authority, one of the major tasks is security. By 

employing strategies to satisfy the CIA criteria it was theoretically possible to 

utilize all forms of cloud provider, e.g., by utilizing encryption of data before 

transmission to the cloud. One step to ensure data security was to abstract and 

encapsulate the cloud access to the provider by creating a DMZ, named the 

remote cloud gateway (see Fig. 11 page 76), which was a physical and logical 

subnet. This DMZ provided an additional layer, which had to be breached by an 

attacker, increasing time for counter measures. As a consequence attackers could 

be stopped before gaining access to the intranet of the security system. 
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5 Security Management in Large-Scale 
Surveillance Systems 

In this chapter topics relevant for scalable systems with secure, efficient 

communication are introduced. These topics were comprised of the need for a 

flexible architecture including failover mechanisms, secure communication 

channels and automatic load balancing. Having presented the high level overview 

of a security system architecture, including the SMP, and analyzing the security 

and performance risks, the following topics are handled in the next sub-chapters 

(please note that these tasks do not represent the complete scope of the problems 

in the instantiation but focus on the most relevant issues). 

– Chapter 5.1 deals with securing communication from sensors and to the 

sensors that is critical to satisfying the CIA principles.  

– Chapter 5.2 introduces load balancing algorithms to ensure performance and 

scalability, especially in sensor networks. 

– Making use of the load balancing frameworks, data fusion of multiple sensors 

is needed to provide adequate false positive rates. These data fusion 

algorithms must work on standard, dedicated server hardware as well as in 

cloud based environments. Possible architectures are introduced in Chapter 

5.2.3. 

5.1 Secure Communications 

In this chapter a secure communication protocol designed for bandwidth 

optimization in cases of multiple receivers is introduced. The communication 

protocol was meant for data streaming in the sensor networks with a focus point 

on allowing easy manageability. This was achieved by placing most of the 

complexity and logic from the sensor into the data center. 

5.1.1 Security and Performance 

Within this work, especially when dealing with sensor streaming, a tradeoff 

between performance and security was an internal “Non-Disclosure Agreement” 

in the security system. Video surveillance systems including sensors were 

transporting video streams and other security relevant information without 

encryption, either as a plain analog signal or an unencrypted digital stream. Even 
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though some vendors offered video streams using SSL with certificates, this 

technique could not be used with the standard RTP over UDP protocol. Most 

current state of the art video management systems did not support SSL/TLS 

streams; this was also true but not limited to storage devices.  

For example, more than 80% of the video surveillance hard and software 

used in 2010 was still analog based and thus could not be encrypted (IMS 

Reseach 2008).  

According to the fact that most systems still used analog-based 

communication, this meant that encryption was possible. The switch to digital 

sensors was partly hampered due to migration costs as well as due to the 

management overhead. In order to minimize these costs, efficient management of 

the cameras had to first be provided and proven. 

In order to meet the requirements of a high performance security system, it 

was essential to utilize secure communications between the different system 

elements. In this work, techniques were proposed to allow secure communication 

between edge devices and communication partners while maintaining the ability 

to utilize UDP traffic. 

An efficient protocol specialized for physical security was required and 

introduced in the current work. In the case of equipment failure it had to be easily 

possible to set the certificates to “revoked” and to add additional certificates in an 

active modus. The requirements that appropriate edge devices had to fulfill to 

ensure the performance in the context of the security requirements of the whole 

system, had to be identified.  

Algorithms proposed in this work performed well in security relevant systems 

but application was not limited to such environments. In a wide variety of 

networks and scenarios edge devices were transmitting streamed data to multiple 

destinations hence presenting the same performance and confidentiality issues. 

5.1.2 Actors and Responsibilities 

Within this research three actors were defined for enabling secure 

communication:  

– Edge devices 

– Public Key Infrastructure (PKI)  

– Communication endpoints 
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Edge devices, e.g., cameras, microphones, thermal sensors, etc. - or any other 

type of sensor - were responsible for transmitting security relevant data. This was 

represented by a stream of optional meta-data. The sensor itself was responsible 

for managing the certificate in most current designs, which meant that all changes 

in the system were done by communicating with the sensor. 

The PKI was designated to store and check certificates of the system 

components including public keys of the cameras and processing units. Every 

other actor had to know the public keys of these actors. Finally communication 

endpoints, e.g., stream processing units, were designed to generate alarms in case 

of pre-defined events. 

Management Tasks 

In large-scale systems, there was the need to develop well-defined workflows 

required for possible maintenance and for tasks related to repair, updating and 

maintenance tasks. To execute such tasks, the minimizing of installation costs, 

which resemble a big deterring factor to the updating of existing systems, was a 

primary concern. 

Management tasks regarding sensors could be divided into three different 

main categories: device management, access management and PKI updates. 

These three topics in turn were comprised of tasks: 

– Device management 

This topic dealt with all tasks regarding devices and sensors. The complete 

life cycle of a device had to be defined, starting from installation to 

reconfiguration to removal. Thus tasks that required a well-defined workflow 

were as follows: 

– Installation of new edge devices 

– Upgrade / replacement of existing devices 

– Device reconfiguration 

– Removal of devices 

– Access and authorization management 

This topic dealt with all tasks related to device access. For each of the devices 

an access control list (ACL) had to be maintained containing the rights and 

conditions of access. Accordingly there were two tasks for which a workflow 

was required: 
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– Adding / Removing / Changing users 

– Bandwidth and CPU resource limitation policies 

– PKI security and performance updates 

Being a security relevant system, constant software updates for both system 

hardening and performance optimizations were needed. Both kinds of updates 

required the same workflow. 

The general workflow for adding a new device was as follows: 

1. Determine the hardware serial and create a new certificate including 

public key 

2. Update the network communication interfaces of the device 

3. Registration of the certificate and IP into the PKI servers 

4. Installation of the sensor and connection to the network infrastructure 

5. Performing network access tests to ensure proper installation 

6. Configuration / addition of processing units to analyze the stream data 

This workflow ensured that the device could be securely processed by means of 

an intelligent content analysis processes. The workflow had to also ensure that 

authorized personnel monitored the device under consideration. In analog 

systems, a similar workflow was used. The difference in this case was an 

additional converter device, which had to be registered.  

In cases of a device fault requiring removal of the device, the workflow 

changed because the certificate and IP had to be invalidated. In case of sensor 

failure a combination of the two workflows described above was employed. 

Tampering Detection 

Apart from management workflows, tampering of sensors had to be considered in 

order for the system to remain in a save state. If one of the devices was tampered 

with, according to the present work, there were two possible tampering scenarios:  

– Either taking the device temporarily offline, or  

– Modifying it “on the fly” 

In the first scenario, the hardware was taken offline for some time, which meant 

that the corresponding data stream to clients was severed. Due to rebooting after 

power loss, this case was easily detected by a “data receive timeout.” After the 

timeout and once the device was contacted again, a client was able to attempt to 
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reestablish a new connection using the PKI, which re-authenticated the device and 

certificate.  

If the device had been tampered with, for example, by removing the 

encryption hardware, the device was not accessible. On the other hand if new 

hardware had been retrofitted with the encryption hardware of the existing sensor, 

the hardware key would not match with the expected hash saved. 

The second scenario is defined as an “on the fly” device modification without 

data transmission interruption. This type of events is harder to detect, however it 

can be countered by regularly checking the integrity of the hardware. This task 

was handled directly at the hardware but could have been extended to include the 

processing interface of the PKI servers. Dividing the responsibility between two 

actors increased security, as physical security could be easily assured inside the 

server room. 

Finally, another attempt to attack the edge network was identified as 

employing hardware, including certificates no longer in use. To counteract such 

attacks, certificates had to be mapped to validity timestamps inside the PKI. 

5.1.3 Secure Multicast-enabled Communication Protocol 

In this work, delivery of a message or command, or information to a group of 

computer nodes or sensor simultaneously, in a single transmission from the 

source, creating copies automatically in other network elements, such as routers 

or network elements, was frequently required. 

The certificate needed to be generated on the device during the installation 

phase and was stored on the hardware. With respect to efficiency and stream 

management, the most common method is RTP/RTCP, which does not provide 

data encryption or device authentication. Other common access protocols are 

multipart or un-tokenized HTTP streams; in this case SSL/TLS could be used to 

provide the desired security level, which in turn affects efficiency. 

To overcome these inefficiencies, a custom handshake and authentication 

protocol was used and is introduced in this chapter. The protocol was designed to 

minimize certificate management while providing minimum communication 

overhead over the RTP/RTCP protocol. 

To allow efficient and secure multicast communication between an arbitrary 

number of clients which was also optimized, and made use of edge device based 

sensors, a novel communication handshake making use of SRTP was introduced. 

RTP and SRTP could work with a variety of transport protocols, over TCP, UDP 
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single-cast and UDP multicast. Depending on the type of communication, the PKI 

had to execute a set of tasks. In the case of single-cast communication, only two 

partners exchange messages, i.e., no outside node could integrate itself into the 

stream. This type of communication was private and the PKI was not required to 

store a session key.  

On the other hand, UDP multicast enabled additional nodes to participate in 

the conversation, requiring the PKI to store the encryption key. To illustrate this 

process a typical communication handshake required to initiate a communication 

stream is elaborated on next.  In this workflow a camera was chosen as an edge 

device because the benefits were easily visualized. Cameras required high 

bandwidth streams to transfer relevant information and therefore benefited more 

than, e.g., temperature sensors with much smaller bandwidth requirements. 

However all edge devices with communication to multiple destinations could 

benefit from the algorithm. 

General Communication Handshake 

The communication handshake was initialized by an endpoint e, which required a 

video stream from a camera c. For scalability reasons the initial communication 

partner was a PKI p. These three actors e, c and e were minimal requirements. 

The possibility to scale by adding more cameras and replicating the PKI servers 

was used during the deployment phase of the instantiation. A description of each 

state of the communication handshake can be found below and is visualized in 

Fig. 22. 

1. An endpoint e required a video feed from a camera c. To achieve secure 

communication, a session key was required. In order to minimize 

management overhead, the public key of the camera was not known by 

endpoints requiring e to open a communication channel with the PKI p. 

2. The certificate and public key of p was known by e and the certificate, 

and the public key of e was known by p so an SSL TCP connection could 

be established without the possibility of a man-in-the-middle attack.  

3. Once the secure connection was opened, e sent the required camera id 

and the access type to p. 

4. p was in possession of an ACL for all endpoints and could decide if e was 

allowed to view the stream of the requested camera. 
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5. The PKI server searched the “open connection” table (from now on 

called tableoc). 

1.  Decide if one or more multicast video streams were already being sent 

from the camera.  

2. If no existing multicast connection had been found, p opened a SSL 

connection to c and negotiated a session key (please refer to the point 

New Sensor Stream Negotiation). In the case of a multicast 

communication request, the PKI stored the session key in the tableoc.  

3. In case of an existing connection, the IPs, ports and session keys for the 

multicast session were returned and the connection from e to p was 

closed. 

6. Receive and decode the multicast video stream. 

Fig. 22. Secure communication handshake 

Further required communication steps depended on the requirements of the 

endpoint e. e could now decrypt any UDP multicast messages sent by the camera 

c and decide if the stream met the expected properties, including the resolution, 

the bit rate, the update rate or any other quality measurement. 

If the established stream fulfilled all requirements, the data could be used 

immediately without any further actions on the sensor side. This was the optimal 

case and expected to be the norm because sensors capable of multiple 

independent data streams were beginning to emerge at the start of the work. 

As seen in Fig. 22 the established SSL protocol was chosen to initialize the 

connection between the devices to ensure proven cryptographic security. In 
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addition, in recent years the overhead maintaining SSL connections has become 

negligible, which for example, can be seen by the work of García et al. (2007), 

meaning that after the initial handshake the communication costs are almost the 

same as a plain TCP socket. An estimation of the bandwidth requirements of the 

complete system using the proposed protocol is defined in Equation 1. 

 

With: 

n:      being the total number of devices 

b(x):  being the full bandwidth of the given device 

c(x):  being the number of open connections to the given device 

 ∑   (1) 

Equation 1 does not take the initial connection negotiation costs into account 

because the actual data transferred was assumed to be less than 10kb and as a 

result negligible. It can be seen that the bandwidth saved depends on the number 

of connections per sensor.  

5.1.4 New Sensor Stream Negotiation  

In the case where the stream did not fulfill the needs of e, a new single or 

multicast stream had to be created. As the connection to p was still open, a create 

request could be sent without negotiating a new secure connection: 

1. e sent an explicit create-new-stream request to p which included the 

preferred transfer mode (single or multicast) 

2. p once again opened a connection to c and negotiated a new session key. 

To uniquely map the stream with the session key, c returned a session 

identifier. This identifier could take on any form but has to be unique on 

the sensor level and should not be guessable by any outside source. This 

was an important property because it would be transferred in plaintext. p 

would then transfer the session identifier to e. 

3. e could now open a direct, encrypted connection to c, e.g. by using a 

HTTP stream. The session key identifier had to be sent unencrypted in 

the header while any other request parameters could be encrypted inside 

a POST payload. For example, these parameters could include the 

required frame rate, codec and so on. With the session identifier, c could 
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decrypt any additional parameter and initialize the encrypted data 

stream(s) using the session key.  

From an attacker point of view, the only security relevant data visible was the 

session identifier, which provided a very small point of attack. The worst-case 

scenario was a DoS type attack, which would exhaust the network capabilities of 

edge devices. If the system was not connected to the Internet, such an attack 

would have to come from the inside of the guarded site. 

5.1.5 Actor Requirements 

For this design to be successful, all collaborating devices needed to fulfill the 

requirement of possessing a certificate including a private, asymmetrical 

encryption key. 

In the case of the edge device - which had heightened security risks because 

of the limited physical security on the outside (Matusek et al. 2008) - additional 

measures that ensure the security of the certificate had to be taken. First the 

private key had to be safe, even if an attacker compromised the hardware. This 

could be accomplished by using dedicated hardware components such as smart 

cards. Second the certificate had to be bound to a certain hardware configuration 

to ensure that it was not easily possible to dismantle the original device and put 

the hardware containing the certificate into modified equipment. 

In the case of IP cameras this requirement posed no problem as an IP camera 

contains sufficient computational power to easily incorporate the protocols and 

handshakes defined in this chapter. However in the case of sensors with low 

energy requirements (Kraus & Reda 2008) this potentially posed a problem. In 

the case of ZigBee, a Full Function Device (FFD) had to then take on the 

responsibility of negotiating the session key with the PKI (this problem will be 

elaborated in future publications). 

In addition to the actor requirements discussed in Chapter 5.1.2, the PKI was 

also responsible for the generation and distribution of session keys to certified 

communication partners. This implied the storage of session keys if needed which 

is the case in established multicast connections.  

In contrast to edge devices, the PKI systems faced different problems; 

normally the computer room housing security relevant systems could be 

considered secure from a standpoint of physical security. However network 

security measures had to be taken.  
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Other main points of interest were the design considerations regarding 

tableoc. The table should be up to date at any instant, but this constraint could not 

be guaranteed without performance loss due to overhead created by connection 

monitoring on the PKI servers. These servers provided the central interface 

between cameras and endpoints, which made high availability and response time 

imperative. To avoid the risks of high response times, the responsibility to keep 

the above-mentioned table up to date had to be shared by the server and any 

connecting client. This means that the server would complete superficial checks 

to keep the table viable by employing the following checks at predefined 

intervals. In the current version the interval time was set to five minutes. Each of 

the superficial checks included the following three steps: 

1. After an inactivity time, check, if the multicast IP and port was still valid 

and receiving packets 

2. Check if the received packet could be decoded 

3. Open a communication port to a receiver or the sender 

Even with the checks of the server, there was still a possibility that a stream was 

being closed or the client was not able to decode the data sent. In this case the 

client had to be able to remove an entry from tableoc of the server. To ensure the 

validity of the request the PKI server was then required to perform additional 

connection checks. As these stream checks increase the latency of the client 

request, the PKI server might be configured to omit those checks if the client was 

found to be trustworthy. Through the secure connection to the client using 

certificates and SSL the server was able to identify valid clients; however checks 

by the server add an additional layer of security on the cost of performance. 

If an already established connection was broken, the client was also 

responsible for informing the PKI of the new connection state. This requirement 

helped keep tableoc up to date and allowed for fewer server checks, minimizing 

processing requirements. 

5.1.6 Design Rationale and PKI Replication 

The design followed three focal points: It aimed to minimize the management of 

security relevant information on the edge because of physical security risks; it 

allowed for the addition and replacement of edge devices while still providing a 

high level of security; and finally it aimed to decrease the performance impact 

because of the handshake.  
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In the best case no direct communication with the edge device was necessary 

because of an existing multicast stream. The program logic and management 

requirements in the devices were kept to a minimum and all security relevant 

decisions were taken and enforced in the PKI infrastructure. This reduced the 

possibilities of tampering through the sensor and kept all system and hardware 

configurations in one system which could be further secured using replication. 

The emphasis on keeping the security relevant data on a server could also be 

employed to monitor the proper use of sensor hardware, and limited the need to 

change certificates inside the sensor itself. 

These properties allowed secure and high performance communications, 

however they also introduced a possible bottleneck: the PKI. To reduce the 

system requirements of these servers, the handshake protocol was designed to 

keep the tasks of the servers at a minimum. Only three or four operations, 

depending on the type of request, were executed:  

1. Awaiting a new connection and validating the requestor 

2. A lookup in tableoc to determine if a session key had been saved 

3. Negotiating a new session key and storing if necessary 

4. Sending the session key back to the requestor 

None of those operations were expected to be complex. The authentication and 

session key negotiation was the most performance demanding. For the purpose of 

redundancy, the PKI server and tableoc should be replicated and the processing 

units randomly allowed to choose one of the available PKI servers; hence a single 

point of failure was avoided.  

The replication process of tableoc should be performed in almost real time 

which introduced the shared data problem also found in distributed computing, 

see Tanenbaum and Stehen (2002). However with the unique domain properties in 

a surveillance system, the problem could be resolved without having to resort to 

two-way locks. Since the communication endpoint was a single sensor, which was 

inherently an atomic unit, the PKI could delegate the synchronization 

responsibility to the sensor. In addition to negotiating a session key and opening a 

stream as described in State 5.2 (page 104) found in the general handshake, an 

additional check was introduced, if such a connection had already been opened. 

This could be implemented internally in the sensor and is thus transparent to the 

PKI. The sensor was able determine whether connection with the requested 

properties had already been opened and intelligently reused the connection if 
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appropriate. When employing this architecture, the shared data problem was 

capable of being reduced into a single machine synchronization problem. 

It must be noted that an inconsistency between the replicated PKI could only 

take place in case of system or communication problems on the part of the PKI 

servers, making it an unlikely event, as the hardware would be secured and inside 

a dedicated server room. 

5.2 Task Distribution and Data Fusion 

This chapter presents a data fusion and distribution architecture with the aim to 

increase reliability and introduce load balancing of work while allowing 

scalability. The work focused on the creation of a generalized framework for load 

distribution with the possibility to perform multi sensor data fusion. The actual 

data fusion algorithm used in the instantiation was not developed in the scope of 

this work. 

In systems with more than 500 sensors a high number of servers were needed 

for automatic analysis. As the number of servers increased so did the outage 

probability of machines. To counteract such a trend an automatic task load 

balancing algorithm had to be introduced which would take locality and 

utilization into account when assigning tasks to backup servers therefore reducing 

the need for communication and overall number of failover servers. This also 

allowed for an automatic configuration at startup time, minimizing the 

management and manual configuration time needed. 

Throughout Chapter 5.2 the following terms are used: 

– Job: a job was considered to be a processing step for a camera, which could 

not be further divided into sub-jobs, acting as an atomic entity. Examples of 

such jobs commonly found in the intelligent video analysis of the project 

were background model calculation, shadow cancellation, tampering 

detection, image stabilization and tracking operations. 

– Worker: A process responsible for processing one or more jobs assigned to 

the system. A worker was typically managed by a central entity or at least 

observed by watchdog processes to ensure a correct system state. 

– Fusion Node: a process responsible for distributing jobs to workers in the 

simplest cases, acting as a load balancing entity for workers.  
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5.2.1 Data Pre-Processing 

In modern surveillance systems, data growth was one of the most significant 

challenges facing the system. New forms of data, the retention of additional detail 

for analysis, increased pressure for high availability of more data, and regulatory 

and security requirements – all were contributing to substantial rises in data 

volume. The implemented security system, which leveraged the important new 

information sources, could gain an advantage in security and mean time between 

failures (MTBF). More important was the filtering of the critical data, even before 

the data processing phase. Growth of unnecessary data increased not only cost, 

but also complicated performance issues.  

Filtering data into required data lead to better decision-making, improved 

processes, enhanced communication, and improved automated analysis results. 

The implemented system was designed to incorporate different multiple sensors. 

Each sensor generated a growing volume of data, which had to be gathered, 

analyzed and saved. In this case, the first essential task was the pre-processing of 

this data. This data pre-processing included calibration, noise filtering and 

synchronization of the resources. This pre-processing step was followed by data 

abstraction processes and semantic transformation, resulting in sensor meta-data. 

Accordingly the next logical step after a local stream analysis of the data was to 

transform the extracted local information into a scene representation or situation 

representation. This scene information could then be used to identify / understand 

the events of a scene and thus generate an abstracted alert. This process to analyze 

local information required extensive computationally performance; multiple 

processors or even server nodes were required to extract the relevant information 

in real time.  

5.2.2 Requirements of High Performance Pre-Processing  

In the implemented security system, the following factors had to be taken into 

account: 

– Network resources and consumption 

– Fault tolerance 

– Dependencies of utilized algorithms on pre-processed information 

– Dependencies of utilized algorithms on security aspects. 
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In a wide number of applications covered by the instantiation, it was expected for 

sensors to be wired, avoiding bandwidth problems. The algorithmic pipeline for 

processing sensor streams in turn depended on the processing scenario; however 

some basic steps had to be taken in all cases. One of these steps was the pre-

processing of the sensor data, e.g., calibration or synchronization. In case of video 

surveillance, other steps specific to cameras include algorithms that stabilize the 

image of the camera, detected tampering attempts and detected radical image 

changes that might occur, e.g., when switching a light on or off. In such a case 

measures had to be taken to ensure a valid output, going as far as switching off 

sensitive modules, see for example the work of Sutor et al. (2009). 

Another requirement was fault tolerance. The crash of a single machine must 

never endanger the whole local processing, or the stability of the data and the data 

fusion processes. In the implemented security critical system, the level of required 

fault tolerance was severe, allowing at most a few seconds of unprocessed video; 

this had to be taken into account when facilitating hot spares. In mission-critical 

areas the necessary level could only be achieved by a redundant architecture. 

Depending on the algorithm, various preconditions had to be met. For 

example, a tracking algorithm based on mean shift clustering depended on a 

background model, which provided segmentation of fore- and background. 

Measures to minimize the computation of common resources had to be taken to 

further increase the efficiency of the computation model. On the other hand the 

required bandwidth was expected to increase accordingly. 
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5.2.3 Architecture of High Performance Fusion Nodes 

There were three possible structural design approaches, which fulfilled the basic 

requirements of the data fusion framework. All variants were considered for the 

instantiation and a mixture of all design approaches was initially deployed. The 

three possible design approaches for work distribution are shown in Table 7. 

Table 7. Work distribution architectures 

Number Name Description 

1  Hardwired / hard-coded machines No central distribution entity, jobs were assigned to 

machines manually 

2 Cluster of workers A central load balancing entity was available, jobs were 

distributed centrally.  

3 Space based computing variant of 

a cluster of workers 

A load balancing entity was available using a shared data 

structure; workers themselves could decide the optimal job 

load. 

Hardwired / Hard-coded machines 

In this structure, a number of computers were dedicated to perform a 

preconfigured operation. This ranged from a single job for different sensors to a 

whole processing pipeline for a single sensor. The main advantage of this method 

was the possibility to specialize the resources. Algorithms like complex 

background models needed more memory while other algorithms made use of 

more CPU power. Thus careful selection of optimal hardware resources led to 

optimal usage of equipment. The performance could have been even more 

optimized by keeping temporary information of pipeline steps in local memory to 

avoid network load as well as reduce the waiting time for data. The main 

disadvantage of this approach proved to be the limited scalability; any added or 

removed sensor forced manual changes to the system configuration. 

In Fig. 23 an example of a configuration can be seen. There were three fusion 

nodes - FN1, FN2 and FN3 - with different tasks and requirements for analysis. In 

this example FN1 was configured to make use of three worker servers. Two 

workers were responsible for sensor analysis of a single camera and one for a 

second sensor with a different analysis scenario.  
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Fig. 23. Architecture using Hardwired machines 

Similarly, FN2 and FN3 were also configured with dedicated worker machines for 

the performance of data fusion. Failover servers were configured on each of the 

fusion nodes and the fusion node itself was responsible for failover management.  

Cluster of workers using a centralized load balancing entity 

In this structure there were a number of workers utilizing heterogeneous 

hardware. A separate balancing entity (load balancer) was responsible for 

assigning and delegating requests from fusion nodes to those workers. 

Using this method the processing units responsible for data fusion, so called 

fusion nodes, were oblivious to the act of balancing which was also the main 

advantage. The separate load balancer handled all such requests in a transparent 

way. Technologies that were utilized for such an approach were Common Object 

Request Broker Architecture (CORBA), Distributed Component Object Model 

(DCOM) and Remote Method Invocation (RMI). This made the whole system 

scalable, as new workers could easily be added. Adding new workers would then 

increase the number of possible simultaneous jobs without altering configuration 

of the fusion nodes. Moreover, fusion nodes could dynamically request new 

worker assignments from the cluster. Possible worker failures were detected by 
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both the fusion node as well as the load balancing entity, adding another layer of 

security. The main challenge using this option was to balance the network load 

associated with data handover from one worker to the other with the anticipated 

performance benefits through parallelization. Debugging and error handling 

tended to be more difficult than in the first design approach due to the number of 

systems in question and the coordination involved. In this architecture the worst-

case scenario was conceived to be a crash or overload of the load balancing 

entity, potentially endangering the stability of the whole system. 

In Fig. 24 an example of the architecture is shown. In contrast to the 

hardwired servers the three fusion nodes FN1, FN2 and FN3 were only configured 

with the load balancer entity responsible for the actual worker selection. As with 

the hardwired machine architecture, the fusion nodes were aware of the load 

balancer health state.  

Fig. 24. Architecture using a cluster of worker machines 

In case of failure a secondary load balancing entity was available for worker 

distribution. However in most cases after the setup and work distribution phase 

the worker processes used by the fusion nodes rarely changed, limiting the issues 

that could arise with failed load balancing entities. Thus fusion nodes were still 

required to handle failure states. In case of worker failure the load balancer as 

well as the fusion node became aware of the state change. The load balancer 

would then automatically redistribute the work to another available worker 

without interaction with the fusion node. Downtime due to redistribution would 

be minimal and typically between one and two seconds. However due to 
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algorithmic requirements of the jobs, longer downtime would be needed in which 

the worker process would establish a scene model before reassignment could 

occur.  

Space based computing variant of worker cluster 

In this architecture, there were independent workers, similar to the second 

architecture. However in this structure, fusion nodes placed jobs into a distributed 

queue instead of making use of a centralized load balancing entity. This queue 

was shared by all workers and ensured availability even if workers or the load 

balancing entity crashed. No single bottleneck was in place, increasing scalability, 

and master/shadow relationships were bypassed as the queue made use of a peer 

to peer model. The main idea of this method was to allow workers themselves to 

decide which jobs to take and when, eliminating the need of centralized load 

balancing algorithms and performance metrics having to be calculated by an 

additional, central load balance entity. 

Fig. 25 illustrates the configuration of such a system for the space based 

computing variant of worker cluster. In this example three fusion nodes and five 

smart sensors were considered: Fusion Node 1 (FN1) was responsible for two 

sensors and supplied jobs to three workers. Two were allocated for a single sensor 

for different applications due to the high complexity of the performed jobs and 

one worker was used for a second stream.  

The fusion node 2 (FN2) on the other hand was responsible for only one 

sensor; however in this case the worker employed required information from two 

streams which was usually the case when using motion detection as perimeter 

defense for large areas, or using thermal sensors to detect temperature changes. In 

this case, the last fusion node (FN3) was responsible for two sensors with one 

worker each, representing the common scenario.  
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Fig. 25. Fusion Node Architecture 

During the development process there was a shift from making use of work 

distribution algorithm one to two and three because of advantages discussed in 

this chapter. Conversion between distribution algorithms was performed 

gradually, with more and more tasks being reassigned from hardwired machines 

to use automatic work distribution. 

5.2.4 The Fusion Node Architecture 

For a large-scale security system, availability, reliability and performance were 

inadmissible factors. Due to the inherent advantage of architectures without a 

single point of failure, the space based computing variant was therefore the most 

appropriate for a security relevant system. 

In a Space Based Computing variant of a worker cluster, the fusion node 

places tasks into the distributed queue and free workers themselves are 

responsible for selecting the most fitting job for the worker hardware resources. 

Therefore, depending on the complexity of the job, it was also possible for a 

single worker to perform more than one job in parallel. The workflow of 
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assigning a worker for a given job started at the fusion node. Because of the areas 

defined during the deployment stage using an automatic fusion node assignment 

algorithm (see Chapter 5.2.6), it was easy to add new sensors to the system. For 

each sensor, jobs were defined as needed without manually changing any fusion 

node configuration. To detect the case of failure of a fusion node, other fusion 

nodes monitored the status. Once such an event was detected there were two 

possible strategies to avoid missing alarms (to be discussed in the following 

section). 

Fig. 26 illustrates an example of a fusion node with n jobs. The job 

information was defined to contain at least the job type, expected processing 

requirements and job configuration. A structure containing the before mentioned 

data was placed into a distributed queue where it was made accessible to all 

workers.  

Fig. 26. Fusion Node Worker Assignment  

Worker information used to monitor system health and load contained the current 

load, maximum load and a logical timestamp of the last load change data. A 

structure was placed into the space as well and made available to external monitor 

processes. 
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5.2.5 Failover Management 

In the case of fusion nodes for scalable high performance security systems, failure 

probability, even just for a single component, had to be minimized. Fault handling 

was divided into two mechanisms:  

– Using redundancy of critical hard- and software to avoid complete failure of a 

component. 

– Allocating dedicated standby machines, or designating failover machines 

which were normally assigned low priority jobs allowing the machines to 

resume work of failed components thus offering a good load / cost ratio.  

In the instantiation both of these techniques were employed to intercept 

simultaneous component failure. In the deployed architecture, the main possible 

failure sources were the fusion nodes themselves and any of the workers. In 

principle a fusion node was a coordinator of multiple sensors without the need for 

interfusion node communication and as such was independent of other fusion 

nodes. However to identify crashed or unstable fusion nodes, a software layer 

responsible for stability had to be introduced; this layer had to be designed to not 

interfere with the fusion process in any way and asynchronously communicate 

with adjacent fusion nodes. In this work, adjacent fusion nodes were defined to be 

fusion nodes responsible for an area bordering to their own area. 

The first solution for handling a crashed fusion node was to accept the 

temporal system downtime in low risk scenarios as the local processing was still 

possible. Once the fusion node was restored it was feasible to process the missed 

material, generating all events at a later time. An estimation on the basis of a 

current implementation shows that a fusion node was able to run at least ten times 

faster than real-time in high activity scenes, therefore making this strategy usable. 

While it might have been possible to distribute the processing responsibilities of a 

crashed fusion node onto the remaining nodes, such a strategy would only be 

advisable if fusion nodes were to possess at least 30-40% processing capacity 

after the assignment had taken place. This would be to avoid computation 

bottlenecks in times of high activity. This value has been determined empirically 

and would allow processing in real time even if higher than average levels of 

activity were present on all sensors of the fusion node. 

Another disadvantage of this distribution method was the fact that sensors 

with overlapping views could not be separated into different fusion nodes in the 

current design, sometimes making it impossible to distribute the load of a given 
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fusion node at all. Of course in high risk areas such a policy could not be 

employed because of the delayed generation of an alarm. In this work – as would 

be the case in any high security relevant system - only the second solution could 

be taken into account, i.e., having designated hot spare fusion nodes available 

which were capable of replacing any other node or utilizing redundancy of every 

fusion node. 

5.2.6 Fusion Node Assignment Algorithm 

In large-scale surveillance sites, an algorithm used for automatic assignment of 

sensors to fusion nodes was needed for three tasks: 

– To provide an estimation of how many dedicated fusion nodes were required 

and with which hardware capabilities. 

– To distribute the load evenly on the available nodes. 

– To perform dynamic fault management in case of fusion node failure. 

In case of optical sensors, an automated procedure was highly important for 

future installations, e.g., in case of automated video surveillance. This resulted not 

only in reliability improvement, but also in cost reduction, especially in the 

deployment phase, as well as improvements in failure management. 

The proposed algorithm for data fusion was especially designed for such 

tasks but with the following limitation: Overlapping sensors must not be assigned 

to different fusion nodes. This constraint was introduced to avoid inter-fusion 

node communication (to be considered in future research). In a real life scenario 

with very high sensor density this may result in an unsolvable distribution 

problem in the case that the number of overlapping sensors exceeds the capacity 

of a single fusion node. However a single fusion node was estimated to serve 

approximately 300 sensors using dual quad cores, lessening the severity of the 

problem as such a high density of sensors was not encountered.  

The algorithm for fusion node assignment of sensors used two data 

structures: fusion nodes FN and sensors S. Fusion nodes contained a weight fw 

starting with zero indicating the expected coordination cost, a unique number as 

ID fi and a list of assigned sensors fs. Sensors contained an estimated calculation 

weight sw depending on the type of work that was performed, indicating the 

coordination costs. 

The steps of the algorithm were as follows: 
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1. Create a list of all sensors and calculate the number of sensors sharing an 

overlapping view. 

2. Sort the list where the sensors with the highest overlapping sensor counts 

are first. 

3. For each unmarked sensor Si in the list which has a overlapping count > 

1, complete the following: 

– Create a fusion node FNj 

– Mark the sensor with fij, insert it to fsj and add cwi to fwj 

– Recursively follow the sensors overlapping the given sensor, mark it with 

fij and insert it to fcj 

– Add the estimated calculation cost of the sensor to fwj 

– Increment index j 

1. For each unmarked sensor Si add it to the fusion node FNj with the nearest 

sensor if  

  	 , (2) 

where t denotes a threshold; otherwise try the next nearest node until a fusion 

node is found. If no fusion node fulfills this condition create a new node FNk 

and add cwi to fwk.  

Following the algorithm resulted in a number of fusion nodes, but most of these 

only contained a small number of sensors. The next step was to merge fusion 

nodes that can be processed on a single server to one using one of the well-known 

bin packing algorithms.  
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6 Evaluation 

As seen in Fig. 27, verification in this work was performed in two phases. In the 

first phase each presented subcomponent of the security management process was 

verified individually corresponding to the subtopics defined in Chapter 5.  
 

Fig. 27. Verification Strategy 

After verification on a componential basis, the entire security management 

process was tested and verified using two methods selected to verify the two sides 

of phase 1 as seen in Fig. 27. On the one hand this was achieved by applying the 

principles and theories of the security management process to a large-scale 

installation and measuring the effects on efficiency using two scenarios, proving 

response time improvements and as a result increases in performance.  
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On the other hand user acceptance tests were performed as user acceptance 

directly modified working speed of personnel and user error probability. The 

following paragraphs contain the results of the verification process.  

6.1 Fusion Node Assignment Algorithm Verification  

The data fusion process introduced in Chapter 5.2 was verified by making use of 

the instantiation developed in the work. A portion small enough to be verified 

manually for correctness but large enough to provide all different assignment 

cases was chosen. A storage complex was equipped with an intelligent 

surveillance system to detect unwanted behavior in working hours and to provide 

intrusion detection during the night. To perform these duties 13 cameras were 

used and had to be calibrated and setup by the algorithm defined in Chapter 5.2.6 

to be able to achieve a global scene analysis made possible by data fusion. Fig. 28 

presents an illustrative example of the site plan and the sensor distribution and 

positioning in a part of the critical infrastructure. 

Fig. 28. Camera location and view of in a part of the critical infrastructure 

There were three possible modes of sensor overlap that corresponded to the 

assignment of the sensors to fusion nodes. If a sensor data overlap was detected 

the sensors should be analyzed in the same fusion node. The simplest case was a 

sensor without any overlap to other sensors. In this case the sensor could be 

assigned to any free fusion node. An example for this case can be seen in Fig. 28 

and sensor 2.  The second case was a direct overlap in which a sensor directly 
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overlapped with another sensor (e.g. sensor 1 and 5). In this case the sensors 

should be analyzed in the same fusion node. Finally the third case was an 

associative overlap in which a sensor did not directly overlap with another sensor 

but with an intermediate sensor (e.g., sensor 7, 8 and 11). Because all of these 

modes were covered in the chosen scenario the optimal fusion node assignment 

could be proven. 

Following the algorithm defined in Chapter 5.2.6, first the number of fusion 

nodes as well as the distribution had to be calculated. For simplicity reasons all of 

the sensors were assumed to have a calculation weight of one. Following the 

fusion node assignment algorithm defined in Chapter 5.2.6, all available sensors 

were sorted depending on the number of overlapping sensor views. This led to the 

ordered list lo (8, 9, 11, 12, 1, 4, 5, 6, 7, 10, 13, 2 and 3). Since no available fusion 

node was present a new one was created for camera 8 and labeled FN1. Using a 

depth first search cameras 4, 7, 11 and 13 were also added to FN1 increasing the 

weight to five. Because no more overlapping cameras were found, the first sensor 

network was completed and the next unmarked sensor in lo, 9 was processed; FN2 

was created and cameras 9, 6, 10 and 12 were assigned resulting in a final weight 

of four. Finally cameras 1 and 5 were added to FN3 because of overlapping views, 

only leaving cameras 2 and 3 to be assigned. Because the cameras of FN3 were 

the nearest and the weight only two, both were assigned to that fusion node 

resulting in a final weight of four.  

In this scenario the three fusion nodes created could normally be merged to a 

single node because the processing power required for merely 13 cameras was 

minimal. Hence a single server could easily account for the computation 

requirements. Since an example big enough to require more than one fusion node 

would not be readable in this context only a small part of the system was shown 

here. Other parts of the infrastructure were of similar configuration and therefore 

also act similarly. There were no overlapping sensors to other parts of the system 

and thus these parts can be treated independently.  

Tests have shown that processing of a single camera stream running at a 

frame size of 1280x720 and a frame rate of 15 frames per second created a load of 

approximately 50% of one CPU core in a server equipped with Quad-Core Xeon 

E7340 processors. This made it possible to provide automated surveillance using 

a single server fitted with two CPUs. Two worker processes performing data 

fusion were used for load balancing reasons. Another server could be added 

accounting for fault tolerance by acting as a hot spare for both fusion node and 

worker servers.  
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Because the automatic assignment algorithm did not require any manual input 

apart from the sensor location and orientation, additional sensors could be 

integrated without additional input from the operator. Table 8 contains the 

configuration time for a number of operations. The second column designates the 

time of sensor setup without the fusion node assignment algorithm while the third 

column shows the time to setup sensors with the automatic assignment. The times 

shown represent the average time of the operation performed by an administrator 

and measured from configuration start to configuration verification by checking 

the data fusion logs. Time measurements were taken by wall time. There were ten 

iterations of the operation performed by different personnel to reduce outliers. In 

Table 8 Fusion node migration meant that fusion node processing had to be 

migrated to another host due to the performance required. In contrast a fusion 

node merge meant that two previously independent fusion nodes had to be 

combined into a single fusion node. In all scenarios the automatic fusion node 

assignment yielded a significant - at least 50% - configuration time decrease. 

Table 8. Time required for sensor operations 

Operation Configuration time manual Configuration time automatic 

Add sensor without fusion node 

migration 

12 minutes 6 minutes 

Add sensor with fusion node 

migration 

26 minutes 8 minutes 

Add sensor triggering fusion node 

merge 

19 minutes 6 minutes 

Add sensor triggering fusion node 

merge and migration 

32 minutes 9 minutes 

6.2 Verification of Secure Multicast Communication 

The verification for the secure multicast communication was performed in two 

phases. First the theoretical implications in bandwidth reduction were verified. 

Then an installation was used to measure the actual effects of using the secure 

multicast communication algorithm defined in Chapter 5.1. The proposed system 

offered a reduction in the bandwidth required because of the preferred multicast 

communication and the properties of modern sensors. 



 127

For example, in state of the art intelligent surveillance systems, it can be 

assumed that at least two streams per sensor are used: one to record live streams 

for forensic purposes and the second for on the fly analysis. Depending on the 

type of system, a third stream may be required to display the video feed to 

security personnel. This means at least a savings of a factor two and in most cases 

three. The formula was verified experimentally in a test case of eight cameras 

operating on a switched 100mbit network. All cameras were accessed twice, once 

for recording purposes and once for live processing. Using standard SSL 

connections for secure data transport such streams were shown to be generating 

an amount of data causing network degradation effects including high latencies 

and packet loss. Switching to the proposed system resulted in nominal network 

utilization by reducing the bandwidth by ~50%. As mentioned before these 

improvements are not limited to security systems but are applicable to any system 

making use of edge devices and multiple data streams.  

To illustrate the system, a standard configuration is presented in the following 

paragraphs and visualized in Fig. 29. The communications proceed as follows: 

The camera sends a symmetrically encrypted stream via UDP multicast following 

the RTP protocol. This way processing 1 and 2 as well as the stream processor can 

access the stream without using three individual streams. The PKI is responsible 

for authenticating the clients using certificates and asymmetric encryption. 

Another responsibility is to setup the secure multicast transmission. The camera 

and the PKI must negotiate a session key, which is used for the stream. The user 

interface can access the stored stream from the secure storage access with 

standard SSL over TCP. It is not possible to access the stream directly. Processing 

1 and 2 only send alarm messages to the GUI. 

Both Processing 1 and the storage share a single multicast stream. To enable 

the streaming, Processing 1 sends an SSL request (1.1) to the PKI. The PKI in 

turns performs a lookup in tableoc and finds no fitting open multicast stream. In 

accordance to the algorithm described in the general communication handshake, 

the camera is contacted (1.2) and a session key negotiated. Finally the session key 

is transmitted to the processing unit which can use the key to decrypt the SRTP 

multicast stream (1.3). Processing 2 also requests a stream of the camera, 

however with a different resolution (2.1). To accommodate the request, the PKI 

must create a new session for the client and negotiate said key with the camera 

(2.2). The new session key is transmitted to the client and can be used to decrypt 

the single-cast stream (2.3). The stream storage on the other hand needs access to 

the first stream, so the PKI is contacted (3.1). The PKI finds an open multicast 
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session and can transmit the session key without any communication with the 

camera. To visualize this behavior, no additional connection is shown in Fig. 29.  

Internal and external clients will always receive an SSL stream with 

interleaved data and meta-data. These clients will also need to authenticate 

themselves with the PKI. Similarly, the above-mentioned video surveillance 

system could be extended to include any other types of sensors other than the 

optical ones, or in addition to them. Table 9 shows the bandwidth measured in the 

setup seen in Fig. 29. Measurements were taken by analyzing NetFlow (version 5) 

logs from the managed switch connecting all components of the system, thus 

allowing extraction of exact data. The measurements correspond with minor 

variances due to encryption overhead to the calculated bandwidth requirements 

using the formula presented in Equation 2 (page 121). The bandwidth shown 

represents the average bandwidth of the video stream over one minute using a 

frame rate of 15 fps and the H.264 codec. As expected the bytes required for 

stream setup were a few hundred kilobytes, depending on the state of the stream 

(open, new stream). However compared to the bandwidth requirements of the 

actual data, the setup transfers did not contribute any significant volume. In the 

test scenario it had to be made sure that network switching was done in an 

intelligent way so that only interested subnets were receiving the encrypted 

frames.   

Table 9. Bandwidth measured in the configuration as seen in Fig. 29 

Resolution Number of concurrent users Bandwidth required 

VGA (640x480) 1 831 Kbit/s 

Full HD (1920x1080) 2 5080 Kbit/s 
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Fig. 29. System actors and communication direction 
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6.3 SMP Performance Improvements 

In this chapter performance of the instantiation implementing the SMP and 

corresponding subcomponents are shown in two ways corresponding to the 

design goals. The design goals were to provide reliable security and improvement 

in speed of security responses as defined in Chapter 1.4. Thus, penetration testing 

was performed as a means to validate system reliability with special focus placed 

on network security and social engineering. For evaluation of security response 

speed, response time characteristics of incident handling were determined and 

compared to characteristics of the previous system.  

Penetration testing of the system consisted of the following categories: user 

impersonation, unauthorized data access and unauthorized system access either 

remotely or locally. Three severity levels were defined: low, normal and critical. 

The penetration tests were performed twice at different stages of development to 

allow for the establishing of a trend in system security.  

For measuring incident handling times, two types of scenarios were defined and 

documented. These scenarios were selected to represent a small incident on the 

one hand and a large-scale incident on the other hand. In both scenarios the 

overarching security management process and corresponding implementation was 

proven to be effective in reducing response time. The scenarios were then divided 

into states defining the workflow, each of them necessary for resolving the 

scenario. In the scenario documentation, the workflow states contained the 

following data points: preconditions before the state could begin, and state 

description and condition when the state could be declared completed.  

In this chapter times declared for state completion do not denote the time 

taken until the first response was issued but the time needed to fully satisfy the 

current state in the workflow as defined in the scenario description. State run 

times were documented by recording the start and end times saved in the incident 

management system. Afterwards, these recorded times were manually compared 

to other material recorded in the scenario such as voice communication, state 

comments inside the incident management system and notes by personnel 

supervising the scenarios. In scenario one, current state of the art incident 

management did reasonably well with a response time of approximately 22 

minutes until the scenario could be solved. With the proposed system this result 
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could be improved by 2.3 minutes, showing the optimization of current 

implementations for such incidents. 

In the large-scale scenario, however different results were achieved. Current 

workflows can take up to 431 minutes until a proper completion is completed. 

With the new workflow, response time was improved to 412.5 minutes (18.5 

minute difference). These scenarios were carried out in the instantiation of the 

system developed in this work. Each scenario was run a number of times to 

identify outliers, and the times represent the average time of the states in the 

workflows. 

6.3.1 Penetration Tests 

Based on existing research in the field (see Chapter 2.1), penetration tests using 

environment focused methods were performed. This meant that security 

supervisors were aware of the tests and personnel monitoring the system were 

directly involved. Obviously employees directly involved in the tests were not 

informed of the procedure directly beforehand. Instead they were only made 

aware that penetration tests were planned. They were not notified of the precise 

time nor the focus. Following the setup, execution and closure workflow, all 

personnel involved would be debriefed and steps and action documented by the 

internal revision branch introduced in Chapter 4.3.2. Three severity levels, 

introduced in Table 10, were used for categorizing tests based on their impact on 

the security of the system.  

Table 10. Penetration test severity classification 

Name Description Examples 

Low Success may result in a possible security risk but does not 

lead to exploitable data or systems in itself 

Unnecessarily open ports 

Active but unused user accounts 

Unused operating system services 

Medium Success will result in a compromised non-critical system 

and/or allow access to non-critical information 

Obtaining access on a workstation 

without administration rights 

Obtaining a working 

username/password combination 

Interception of unencrypted 

network streams 

Critical Success will result in a compromised critical system, system 

administration rights and/or allow access to critical 

information  

Obtaining administration rights on 

infrastructure servers 
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Issues of severity level low were treated as non-imminent threats and were 

expected to be resolved before the next configuration audit cycle, scheduled every 

two weeks. Other severity levels were deemed as immediate threats and were 

managed or closed in the next days depending on the complexity of the situation. 

As seen in Table 11 all severity classifications contained both social 

engineering aspects and network security aspects. The classification of medium 

and critical both contain similar tests but on different network and computer 

segments, as the basic techniques to gain access to normal user accounts and 

administrator accounts were experienced to be similar. For network penetration 

tests, both open source and commercial products were used. Network mapping 

and port scanning were performed by use of Nmap 6.0 (http://nmap.org). 

Metasploit 4.0.0 (www.metasploit.com) was used for detecting operating systems 

and service vulnerabilities. John The Ripper 1.7.9-jumbo-7 was used for 

password hacking to detect insecure passwords. Configuration of John the Ripper 

was to use dictionary attacks, while password length and complexity were 

enforced by policies, and hence pure brute force attacks were not feasible. These 

tests and social engineering scenarios were planned as part of this work and 

carried out with the help of system administrators and supervised by personnel of 

the internal revision. Due to the sensitive nature of the results, only the number of 

successful breaches in security can be shown.  

Table 11. Exemplary penetration test scenarios 

Classification Description 

Low Network system mapping 

Port scans 

Network data analysis 

Medium Obtaining a username/password by contacting the help desk 

Obtaining username/password by network sniffing (SMTP, HTTP) 

Forcing access to a workstation by exploiting known system vulnerabilities 

Obtaining access to documents on unsecured storage 

Critical Acquiring critical documents by network sniffing of unprotected data transfers 

Acquiring critical documents by requesting access 

Changing infrastructure configuration 

Forcing access to secure areas/server rooms 

Penetration tests were performed on a per location basis (see Chapter 4.3.1) and 

the tests carried out at different times. Also, the results were recorded separately. 

In the implementation scenario remote locations were of similar structure and 

size, thus the results of only one of the locations are shown here. Penetration tests 
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were performed in two parts: the network security test and social engineering. A 

typical operation would be as follows: External personnel performing social 

engineering would familiarize themselves with the scenarios to be completed and 

were allowed to commence contact with their targets. The default timeframe was 

two weeks before network security tests. All activities of the external personnel 

were coordinated with the responsible security supervisor and logged accordingly. 

After two weeks of time, at the latest, the attempt was logged as either successful 

or unsuccessful. Network security penetration tests were held independently by 

another team and performed over a period of three days. All activities were 

logged in an internal issue management system (Jira 4.2, 

www.atlassian.com/software/jira) so that configuration changes/updates due to 

the outcome of tests could be linked to the test allowing tractability and 

accountability. Finally, after completion of the penetration tests a detailed report 

was generated containing all tests, their documentation, the severity (see Table 

10) and recommendations for remedies. The report was due, at the latest, one 

week after testing had been completed.  

Table 12 shows the results of two distinct penetration tests performed one 

year apart. During the time between the two tests, the issues found by the tests of 

2012 had been removed; however because of system configuration changes and 

changing personnel, the encountering of new issues was expected. The tests in 

2012 and 2013 were performed on the system in operation state.  

A network penetration test was performed in the system testing phase and 

detected issues before the system went into day to day operation mode. The 

results of this test in the development phase are not included in this work because 

a higher-than-average number of issues were expected for a complex system at 

such an early point in development. 

Table 12. Issues detected in a single location 

Classification Result 2012 Result 2013 Difference 

Low 71 38 -33 

Medium 13 6 -7 

Critical 7 6 -1 

The administrators expected an unproportional number of low classification 

issues. More than 80% of such issues were the result of unnecessarily open ports 

in the firewalls, out of date services, and unnecessary user and policy groups. In 

2013 these issues were resolved. Thirty-three were new emerging issues of 

similar type. Medium issues could be divided evenly into social engineering and 
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service exploits. Due to obligatory training, success of social engineering attacks 

was reduced in 2013; however new attacks on services leading to compromised 

systems were still successful.  Issues of critical classification were mostly 

problems of application security and services with known exploits that needed to 

be patched. Another source of issues was the improvement of exploit detection 

systems, revealing previously undetected issues. 

6.3.2 Schematic Incident Response Workflow 

A schematic illustration of the incident flow management deployed by the critical 

infrastructure before implementation of this work can be seen in Fig. 30. The 

workflow was previously designed for smaller incidents and updated after 

additional requirements were developed. As such, larger threats (e.g., terrorist 

attacks), which require more than first responder units, and operations with the 

need for multidepartment specialists and increased manpower, were limited. 

These limitations were imposed by the usage of multiple rivaling IT 

infrastructures as well as loosely defined workflows and best practices. Necessary 

communication with non-connected servers (C1-C3) can also be seen in Fig. 30. 

A differentiation between external reporters (non-personnel) and internal reporters 

has been developed, optimizing reports from personnel.  

Traditionally, the general operation network is separated from the security 

relevant system so that the operator is connected to C1. When a handover to the 

General Officer is made, symbolized with transition b, the General Officer has to 

put the information provided by the operator into C2. In some cases copy and 

paste optimizes this process; however with systems making use of older 

infrastructure, even this has been impossible due to incompatibilities. In general, 

information from C2 could be transferred to C3, which is then used by the 

Incident Management Team and further processed and completed as new 

information arrives and is correlated to the current incident. Depending on the 

incident, there are two options: First, to just deploy first responders or second, to 

deploy first responders and initiate an additional task force and risk management 

team. When a General Risk Assessment Team was formed, the analysis specialists 

had to collect this information from all three sources to further correlate and 

assess the situation. This process was slowed down by clearance workflows 

internal to the departments, and adjustments needed by emloying three 

heterogeneous services. 
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Fig. 30. Incident management workflow in use before the instantiation 

6.3.3 Schematic Incident Response Workflow Optimized 

Using the overarching security process, the workflow was updated using a 

centralized IT and a semi-automated risk management procedure. First, responder 

optimization was employed, as shown in Fig. 31. Reduction in response time was 

mainly accomplished by defining possible scenarios and incident workflows as 

well as by adding contacts and standards procedures for the given incidents.  
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The minimal members required for the task force were therefore known and 

automatically suggested by the system, further reducing response time as well as 

error probability. Incidents were defined to the following types: 

– Minor incidents (theft, unorderly behavior, etc.) 

– General incidents (incidents which could not be completely handled by first 

responders)  

– Major incidents (incidents which could not be completely handled by local 

personnel)  

These types were chosen for differentiation of resources and manpower required. 

While the first two types could be completely handled by personnel of the critical 

infrastructure, the third type requires specialized personnel and equipment, e.g., 

specialized police forces.  
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Fig. 31. Incident Management Workflow of instantiation 

In Fig. 31, which shows the optimized workflow, a single distributed 

infrastructure with standardized data models was used (see Chapter 4.3). 

Permission to access internal data required by involved personnel is granted on a 

per-incident basis. Data followed data workflow stages defined by the internal 
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revision group (see Chapter 4.3.2) resulting in both better privacy of data and 

security. This was because all data movement was accountable in the global 

infrastructure. The differentiation between an internal and external reporter had 

been maintained since previous tests employed in the critical infrastructure had 

shown decreased time until incident resolution. 

6.3.4 Minor Incident 

Previous incident workflows in the critical infrastructure were specialized for 

minor incidents (e.g., theft, unorderly behavior, etc.) capable of being handled by 

first responders (security personnel, policemen, firefighters, ambulances). Reports 

were collected and accessed using a localized database. In these scenarios an 

external reporter was assumed and no special task force was required. For this 

type of small incident, theft of luggage in ten distinct locations in the critical 

infrastructure were chosen and the scenario simulated separately. External 

personnel acted as the thief and the reporter. The incident state transition times 

were then taken from the incident management system to measure the average 

state completion time. Security personnel on site and in the location were not 

notified of the tests initially, but were informed upon test completion. In Table 13 

and Table 14 the average minutes until successful completion is shown with Table 

14 also showing the improvements gained by using the workflow of the 

instantiation. In all of these tables, Time denotes the time necessary to fully 

complete the corresponding task of Fig. 30 and Fig. 31, respectively.  

In Table 13 the state transitions of the workflow of the previous system are 

shown. There was some inefficiency in the area of incident documentation due to 

system redundancies and different specialization of the software. For example, 

transition a and b both cover the collection of initial incident information, e.g., 

location, type of incident, danger reports and similar. However due to 

responsibility boundaries, one system was used for incident reporting and another 

for incident management. Thus information had to be passed from one system to 

the other, including contact with the reporter. Information verification was partly 

automatic and included plausibility checks for location, surrounding infrastructure 

and an information checklist that had to be filled. Next, the closest first responder 

team had to be found. This was a manual task in which the operator had to go 

through a map showing location and corresponding patrol patterns. Normally the 

operator would then notify all personnel assumed to be in the vicinity and 

coordinate multiple teams if available. Since personnel were constantly patrolling 
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the critical infrastructure, first responder arrival time would fluctuate from three 

to four minutes depending on the exact location of the incident and the current 

location of the personnel. The incident would then be handled by apprehending a 

suspect, with a mean time of five minutes until incident completion. Finally all 

personnel involved would be required to file a post operation report and close the 

incident in the system, accounting for another 10 minutes until the incident was 

completely finalized. 

Table 13. State transition times for the workflow shown in Fig. 30 (minor incident) 

Transition Time (min) Tasks & Created Artifact 

a 0.5 Initial incident form completed 

b 2 Convert report to incident 

management report / add 

additional data 

c 0.5 Information verification & upload to 

central incident system 

h 0.5 Unit Selection & dispatch closest 

i 3.5 Time of arrival of first responders 

j 5 Incident handling 

k 10 Closing incident & write report 

Total (min) 22  

   

In Table 14 the same type of incident scenario can be seen using the workflow of 

the current instantiation. There were optimizations and streamlining of multiple 

parts. For example, there was only one system responsible for incident 

information management. The system was accessible by all personnel involved 

with information privacy being protected by access rights. While there was still 

the same number of steps in the workflow, total transition time was reduced. 

Transition a now had a smaller responsibility: only to classify the request and to 

delegate it to responsible operators. Accordingly transition time was slightly less. 

Transition b normal took the same amount of time as before because all 

information still had to be entered. However as a benefit of a single location of 

incident information, the possibility of incorrectly transmitting information was 

eliminated. Next, verification that had to be done manually before could be 

performed automatically. After manual verification the checklist would 

automatically adapting according to the incident type. Unit selection and dispatch 

was now automatic because personnel position as well as incident location were 

available and displayed on a map. The closest first responder team would be 
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suggested automatically and the operator would change the suggestion if 

necessary. Time until arrival on the scene was almost identical to the system 

before with a slight increase in time taken because of changed patrolling routes. 

Actual incident resolution was faster on average with resolution time going from 

five minutes to four minutes 30 seconds. Transition j changed mainly because of 

increased scene awareness due to increased sensor coverage and visualization. 

Finally incident closure was also one minute faster on average because of 

removed redundancies. As a result, in total, a minor optimization (decrease of 

~10% in response time) could be achieved.  

Table 14. State transition times for the workflow shown in Fig. 31 (minor incident) 

Transition Time (min) Time Change (min) Tasks & Created Artifact 

a 0.3 -0.2 Delegate issue to 

responsible handler 

b 2 +0 Initial incident form 

completed 

c 0 -0.5 Information verification, 

automatic plausibility check 

i 0.1 -0.4 Unit Selection & dispatch 

closest 

j 3.8 +0.3 Time of arrival of first 

responders 

k 4.5 -0.5 Incident handling 

l 9 -1 Closing incident & write 

report 

Total (min) 19,7 -2,3  

6.3.5 Major Incident 

Secondly a scenario for an incident requiring the response of a multitude of 

departments was developed and used for system verification. It was designed so 

that first responder capabilities were not sufficient enough to handle the incident 

reliably. Thus a task force with resources of internal and external origin was 

required. The details of the scenario were classified due to security reasons and 

consisted of local security personnel, police and specialists of various areas. As 

with the scenario described in Chapter 6.3.4, multiple runs of the incident were 

performed. The average minutes until the successful completion of the workflow 

stages of Fig. 30 and Fig. 31 are shown in Table 15 and Table 16, respectively.  
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Table 15 shows the average times to completion of the workflow stages. 

Transition a, b and c perform similarly to the scenario defined in Chapter 6.3.4 

because the responsibilities of these steps were identical. Differences between the 

minor incident and the major incident scenario began with step e, in which a 

general risk assessment of the situation was performed and the required internal 

and external resources and manpower was estimated. At the same time first 

responders were set in motion concurrently to the creation of a task force for the 

incident. This task force contained members of external resources who would also 

help to further estimate the severity of the situation. Constant status updates 

would be sent to members of the task group. Once the members of the task group 

were identified and briefed, transition g was set in motion to create an operation 

management. Operation management would require a setup location as a 

command post as well as briefing rooms and communication centers. Designation 

of such locations was already started in transition f and completed in g. Operation 

management also included lower level personnel responsible for coordination of 

resources and communication as defined by the initial task group members. The 

before mentioned lower level personnel would already be on site and could 

therefore mobilize quickly.  

Table 15. State transition times for the workflow shown in Fig. 30 (major incident) 

Transition Time (min) Tasks & Created Artifact 

a 1 Initial incident form completed 

b 2 Convert report to incident 

management report / add 

additional data 

c 2 Information verification & upload to 

central incident system 

e 8 General Risk assessment & 

deploy first responders 

f 34 Designate task force members & 

make available 

g 9 Setup operation management 

h 32 Deploy external specialists 

n 131 Handle situation 

l 212 Close incident & post operation 

debriefing 

Total (min) 431  
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Next, in transition h external specialists were taken to the site when required, 

while others would have remote access. The incident was handled by the task 

force once these specialists were available. In this scenario the average time until 

the incident was resolved equaled more than two hours. Finally, in transition l, 
debriefing meetings, and incident and action evaluations were held. Including 

detailed reports this workflow stage was the longest single transition of the 

incident.  

Table 16 shows the state transition times of the workflow shown in Fig. 31. 

As in Chapter 6.3.4 transitions a, b and c were similar in resolution time, with 

time improvements within expectations. In contrast to the previous system 

transitions, e and f were now corresponding to a single workflow state. 

Previously, transitions e and f combined took 42 minutes, in contrast to the 26 

minutes required with the new system. This was achieved because risk assessment 

was generalized and available for common incidents, and actors required were 

already defined. In addition tools such as workflows and checklists helped to keep 

the operation in sync with requirements of operation security and legal 

constraints.  

Table 16. State transition times for the workflow shown in Fig. 31 (major incident) 

Transition Time (min) Time Change (min) Tasks & Created Artifact 

a 0.5 -0.5 Initial incident form 

completed 

b 2 +0 Convert report to incident 

management report / add 

additional data 

c 0 -2 Information verification & 

upload to central incident 

system 

e+f 26 -16 Setup task force & deploy 

first responders 

g 6 -3 Setup operation 

management 

h 31 -1 Deploy external specialists 

n 125 -6 Handle situation 

l 222 +10 Close incident & post 

operation debriefing 

Total (min) 412.5 -18.5  

External specialists were assigned as before and had to travel to the relevant 

location of the critical infrastructure. Other specialists were used as advisors that 
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worked remotely by logging in via VPN. Due to increased situational overview 

the incident was handled faster compared to the previous system, taking 125 

minutes instead of 131. Operations debriefing and incident closure however was 

more detailed as more data had to be logged (222 minutes on average compared 

to 212). Time difference for completing the full incident workflow was 18.5 

minutes faster in comparison to the previous system. 

6.4 User Acceptance 

In accordance to the research question defined in Chapter 1.4 user acceptance was 

determined by performing interviews with operators and service personnel who 

used the security system. Accordingly seven independent questions were 

developed and are listed in the following section. They were designed to make 

use of the Likert scale for easier analysis.  

– How long is your experience with computer usage in general? 

[ ] 0–1 year, [ ] 2–4 years, [ ] 5–7 years, [ ] 8+ years 

– How long did you use IT security systems in general? 

[ ] 0–1 year, [ ] 2–4 years, [ ] 5–7 years, [ ] 8+ years 

– How satisfied were you with the previous IT security system?  

[ ] very satisfied, [ ] satisfied, [ ] unsatisfied, [ ] very unsatisfied 

– How much do you agree with the following statements:  

All needed information is presented for educated decisions 

Configuration time has decreased 
Workflows can be followed easily 

Alerts can be escalated as required 

[ ] fully agree, [ ] agree slightly, [ ] disagree, [ ] disagree strongly 

– How much do you agree with the following statements:  

Necessary information has to be looked up 

Workflows are restrictive 
The system gets into the way of work 

[ ] fully agree, [ ] agree slightly, [ ] disagree, [ ] disagree strongly 

– In relation to previous IT security systems, work feels 

[ ] much faster, [ ] faster, [ ] slower, [ ] much slower 

– How satisfied are you with the current IT security system?  

[ ] very satisfied, [ ] satisfied, [ ] unsatisfied, [ ] very unsatisfied 
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Questions 1 and 2 were designed to estimate the technical qualification of the user 

or at least to gauge familiarity with existing applications and security systems. 

This also helped distinguish the feedback from experienced and inexperienced 

users of the system. From a usability standpoint, all feedback was valuable, 

however in this security system feedback of experienced users was deemed more 

important. Moreover there is a further distinction between experience with 

applications in general and experience with security systems. Users with general 

computer knowledge were also expected to understand the system methodology 

quickly and thus introduce valuable usability feedback.  

Question 3 was used for reference to determine the relative change in option 

between the currently employed and the newly introduced system. As the same 

questions were repeatedly asked during the duration of the project and the 

different development phases, changes in opinion of operators over time could 

also be gauged.  

Question 4 and 5 cover the general usability of the most commonly executed 

and time critical tasks. As in question 3, differences in options over the duration 

of the project were expected as the system matures. The optimum would be a 

steady increase in usability opinion. These two questions were basically the same 

with formulation reversed. A user that is serious about feedback will normally 

answer the same in both questions. 

Finally question 6 and 7 were designed to evaluate the general opinion of the 

system including the rest of the use cases that occur. The reason for the ordering 

of the questions is to make the user think about more specific details before 

giving feedback about the system in general. This way the user had already 

recollected the experiences while using the system. 

As stated by the methodology defined in Chapter 3.4, multiple iterations of 

feedbacks were performed to enable progress tracking between the two iterations.  

Due to the nature of the question and the already recurring meetings with 

different users who operate on different components of the system, these meetings 

were also used to discover the acceptance of the new system. In addition meetings 

with high-level decision makers were also used to determine acceptance with 

management level personnel. Both of these user groups obviously have different 

objectives and priorities but both groups were important for further improvements 

of the system. On operator level, 25 persons were questioned, with two operators 

not participating, resulting in 23 data points. On management level only five 

people could be included which unfortunately represents an insignificant amount 

with which to draw conclusive results. This it is not included in this work. 
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The dataset contained people of different experience levels in both general 

computer usage and security systems specifically. Median experience level was 

two to five years in both general computer usage and security system usage, with 

general computer usage leaning to the upper limit. In both iterations the 

individuals answering the questions were the same so as to eliminate unrelated 

results between sessions.  

In the first iteration operator and configuration level feedback was generally 

in favor (17 operators) with five operators strongly in favor. This already 

represented a good number as unlearning previous system methodologies takes 

time and effort for users. In the new system especially speed was a strong point 

with 16 leaning towards a good experience.  

In the second iteration flaws identified by supervised user testing and 

workflow optimizations increased general favor of the new system to 20 

operators. Seven operators were strongly in favor of the new system this time 

around. Perceived speed was increased and 18 of the interviewed people selected 

that they were much faster or faster than with the previous system. According to 

additional interviews the main reason for this is because of the improvements and 

decreases in configuration and maintenance time as presented in Chapter 4. 

Before, hardwired machines were used for computationally expensive tasks and 

data fusion was not done. Due to machines used by different subcontractors with 

different specifications and the requirement to guarantee redundant systems for 

each of these machines, a backup server of the same model had to be stored. This 

also meant that personnel had to be trained for each of these systems and also 

have knowledge of which server should be replaced with which spare.  

In respect to data security and privacy as well as considerations for the 

surveillance of working places, 16 operators were generally in favor of the new 

system with five operators against it because of fears of surveillance from 

management. Two operators were undecided in this regard. 
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7 Discussion and Implications 

In this work a security management process was introduced and analyzed. It was 

shown in Chapter 6 that the system in the current state was already working as 

predicted. However there are also areas in which further development and 

theoretical work are expected to yield further improvements. This chapter is 

structured by first reiterating the purpose of the study, following a discussion on 

the main SMP artifact and the corresponding sub artifacts, secure communication 

and data fusion. Finally the research results and the theoretical as well as practical 

implications are summarized. 

7.1 Purpose of the Study 

In recent years the number of attacks on critical infrastructure has increased 

substantially. With the increasing interconnection of information systems it is 

common in a variety of scenarios that critical systems communicate and share 

information outside the organization’s networks (Reda & Leopold 2010). Thus 

the following research question was formulated: 

– How could a surveillance system be constructed to provide reliable security 

for large-scale critical infrastructure?  

A model was developed that seeks to combine individual security aspects, such as 

physical security, network security, application security and security workflows, 

to form a complete security management process (SMP). As no single security 

aspect can be treated independently (Ferguson et al. 2010) and security measures 

have to be continuously updated (Accorsi et al. 2013), it could be argued that 

recommended security organization structures need to be introduced. Accordingly 

in supporting the SMP model, best practices were formulated and designed to 

raise awareness of social engineering attacks.  

As a proof of concept an instantiation of the SMP model was implemented 

for a large-scale critical infrastructure, featuring additional requirements due to 

extensive surveillance networks employed. Among these requirements, optimized 

bandwidth utilization while preserving data security was present. Hence 

algorithms for solving these requirements were introduced in this work as sub-

constructs. Another requirement was to simplify the managerial aspects of sensors 

deployed in surveillance networks. With the SMP and the subcomponents 
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implemented in the instantiation tests, measuring the effectiveness of the model 

was possible, allowing for the gathering of empirical data. 

7.2 Security Management Process 

The security management process - which was the main artifact of the study - 

defined the theories as well as an instantiation of such theories in a large-scale 

critical infrastructure project. With the increasing relevance of communication 

networks (Reda & Leopold 2010) in infrastructure implementations due to 

efficiency concerns, the security process has to cover additional fields such as 

network security. Unfortunately the price for efficiency through connectivity and 

open networks is damage potential (Cheminod et al. 2013). It can be argued that 

this tendency takes place in spite of technological and theoretical progress in the 

area of security. As seen in Chapter 4.3.1, network technology was used 

extensively. The system was built with redundancy and possibly autonomous sub-

sites that were designed to function even if the connection to the central 

infrastructure was severed. This design should allow for effective security 

measures even in cases where attackers penetrate auxiliary defense measures - 

such as firewalls - and breach servers that provide infrastructure. However more 

work should be done in the area of penetration testing to verify the continued 

effectiveness of security measures. In this work the design was built upon the 

assumption that security could only hinder dedicated attackers but not stop them. 

Thus networks were divided into segments, sites were made autonomous and 

infrastructure and backups became geo-redundant. Attackers were not provided 

with a single target that could compromise the complete security system but 

would have to successfully breach multiple locations simultaneously for a critical 

security failure to occur. However in order to continue to provide effective 

security measures the system would have to be updated constantly which was the 

responsibility of the policy refinement group introduced in Chapter 4.3.2.  

As such, cyber warfare and corresponding countermeasures are still active 

fields of research for both governments and the scientific community. It was 

predicted that in future military conflicts, there will be cyber military attacks, 

making the introduction of IT military units and standards a necessity (KGB 

KASPERSKY 2011). It can be assumed that infrastructure is a valid target for 

such a military conflict and must be secured in an adequate way. 

However not only is critical infrastructure the target of attacks. In the 

business field, attacks may not aim to disrupt critical services but target the 
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personal data of customers. One example would be the Sony network hack (Keir 

2011), another the Ubisoft account hack in which 200,000 user accounts were 

potentially compromised (Isaac 2013). In these cases it can be argued that the data 

of individual users may not even be of interest but presents opportunities for 

statistical analysis. Other data that can be of interest are passwords of users either 

hashed or even in plain text as analysis shows that up to 49% of passwords have a 

high reuse rate for different sites (Bonneau 2011). Breaches of customer databases 

may not be completely preventable by security measures but at least passwords 

can be stored in a secure way.  

Ultimately, security is not a product that can simply be bought but a process 

(Ferguson et al. 2010). This claim by Ferguson et al. (2010) was one of the main 

starting ideas of this work. However in this work there was no single process but 

a number of concurrent processes. Specifically, there were three main processes. 

First, security was part of the design process of the instantiation. Security 

measures were devised, designed, implemented and verified during development 

in multiple cycles. Secondly, processes were put in place to constantly monitor 

and improve measures implemented. And finally, processes to train personnel to 

act in policy defined ways were adopted. The training processes were especially 

important because technical measures alone could not deter and repel attackers, 

but security specialists would. A number of studies confirm the importance of 

trained personnel and the effectiveness of attacks using social engineering 

(Winkler 1996, Mouratidis & Giorgini 2007, Huber et al. 2009) 

A number of studies show that current security systems are focused on 

individual security aspects but do not consider the complete range of security 

concerns (Dlamini et al. 2009, Cheminod et al. 2013). While security standards 

are available, currently defined Standards are not easily understood, implemented 

and measured (Susanto et al. 2011). This also indicated a need for a complete 

process that already incorporated security concerns into the design and 

requirement phases, as was the case in this work. During the requirement 

collection phase, optimal system values and policies assuring such values should 

be defined. Once defined, processes for measurement, verification and update can 

be implemented. In the instantiation of this work the suggestions of Susanto et al. 

(2011) regarding defining policies and system values was taken into account. In 

contrast to the suggestion, however the policies were not considered final and 

subject to change when shifts in requirements were detected or the system design 

was updated in later development cycles. 



 150

In addition to missing standards, Accorsi et al. (2013) claim that current 

audits, that are required for long term security, are often not only time-consuming 

but also blatantly fail to identify policy breaches. Discovery tools for the 

discovery of audit processes are introduced and must be regularly updated. Since 

audit methods are most effective when completely embedded into the security 

process, another indication is given for considering audits in the design phase. 

Similarly to the work by Susanto et al. (2011), Cheminod et al. (2013) argue that 

current interconnected systems and networks are shown to be highly susceptible 

to attacks.  

This might indicate that security processes were not evolving in this area 

while cyber-attack sophistication did. A process for improving security standards 

in critical infrastructure is introduced by Cheminod et al. and will help workflows 

become easier and more efficient. They state the need for the scientific 

community to develop new advanced techniques to support security experts and 

managers in carrying out their tasks. In accordance to Accorsi et al. (2013), design 

and development of such tools were also part of the design and implementation 

step of the system developed. Once security workflows were defined, tasks for 

achieving said workflows could be put in place. The design team could then 

analyze the tasks required and develop appropriate tools to automate and assist 

security personnel in their tasks. Experience gained by implementing the 

instantiation has shown that more general tools could be used in a variety of 

security projects as the requirements tend to overlap. Other tools could be updated 

to accommodate the need for a larger number of applications while a small 

number of tools were specific to a certain scenario. 

In Chapter 6 substantial improvements in the response time of incident 

handling when implementing a system with a SMP were shown. It can be argued 

that by further analysis of the most common alert cases as well as more 

experience in handling large-scale incidents a further reduction in response time 

could be achieved in future work.  

Such analysis may include the following: 

– Statistical analysis and optimization of time allocation 

– Incident report analysis  

– Analysis of the chain of command for large-scale incidents 

– Actor responsibilities to locate bottlenecks and divided responsibilities 

In addition many other parameters might be used to streamline the processes set 

in place. Over the lifetime of the system invaluable lessons could be learned 
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which in and of itself justifies further work in the field. Furthermore such post 

installation analysis would undoubtedly reveal other fields in which such a system 

might be used. One possible sector would be corporations. Large firms, especially 

those serving security relevant products and services, would be able to introduce 

the security management process. Depending on the concrete circumstances such 

changes would likely result in a leaner security administration and thus help 

reduce costs. However such integrations and resulting adaptations of both the 

model and corporation hierarchy would be complex. An estimation of 

improvements would have to be on a per implementation basis. 

On the other hand it can be assumed that security aware companies already 

have security measurements in place depending on the field. Some may follow 

military standards while others may follow corresponding ISO requirements. In 

both cases the security management process model would have to be adapted to 

incorporate these requirements. While adaptations are likely to be required, 

standards in place may also help the introduction of the security management 

process, as many practices and command structures are already in place. This 

work placed focus on analyzing ISO standards because of customer requirements, 

however other standardization frameworks such as ITIL, Octave or NIST 800 are 

also widely deployed. Depending on the environment, security frameworks other 

than ISO may be a better fit. Analysis on this topic is recommended for future 

work. 

During the time of the development of the theories of the SMP and the 

implementation of the corresponding system, a number of topics were identified 

which could not be included in this work but would further enhance the efficiency 

and feature set. A long term study of the effects of the SMP will need to be done. 

This work did include a study of current effects, however the impact of the 

system over the next few years and on multiple installations will have to be 

researched. Using such a study, further refinements of the SMP and the system 

would be possible which could in turn help decrease response times and may also 

show the need for more workflows and more detailed security policies.  

With emerging new Internet technology and the slow adaption of IPv6 and 

networks beyond IP, new security issues are expected to change requirements in 

the instantiation. These new issues will need to be tracked and analyzed to keep 

information security up to date. Furthermore the effects on transfer and bandwidth 

efficiency will have to be evaluated as surveillance systems are heavily dependent 

on bandwidth and latency (see Chapter 4.3.1).  
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Apart from network and other security issues associated with the introduction 

of new sensors to the surveillance systems and corresponding data fusion, 

advanced data representation and display capabilities will be needed as discussed 

by Hall et al. (2008). In the current version of the proposed system such issues 

were not researched mainly due to slow usage adaptation of sensors in 

surveillance. In this version well-known GUI elements were used for display, 

however to increase scene awareness and improve threat recognition and 

correlation, more advanced statistical methods need to be studied. 

7.3 Secure Communications 

As shown in Chapter 2, securing communication in a bandwidth efficient manner 

is needed for security relevant systems. This is especially true in sensor networks, 

which include video enabled sensors as bandwidth yet have limited processing. 

Secure communication over untrusted networks using data with no real-time 

constraints is applied on a daily basis on the Internet by the use of SSL and TLS. 

As such this work did not focus on this topic from a technical standpoint but from 

a process and managerial standpoint as discussed in Chapter 5.1.  

On the other hand it was verified that multiple high definition video streams 

could easily congest even gigabit enabled networks commonly used in current 

installations (see Chapter 4.3.1). As a result efficient ways to multiplex and 

distribute the streams across the network had to be found. Since it was common in 

security relevant areas for videos to be observed from at least two different 

locations by different operators and optionally for footage to be stored on one 

storage device, a video stream had to be multiplexed. In addition to employing 

intelligent video proxies, network load could be decreased by introducing UDP 

multicast transfer. In this work a novel algorithm for a secure multicast-enabled 

communication protocol was introduced. The goals of this algorithm were to 

optimize the bandwidth required for applications utilizing edge devices, and to 

assure secure multicast-enabled communication. The algorithm was based on the 

currently available technologies IPv4 and 3G wireless communications but is 

expected to also work with IPv6 with modifications to accommodate other 

communication technologies. The specifics of changes needed would have to be 

performed in future work. 

Haibo (2010) argues that future internet applications will have a different 

paradigm, which is content centric and more dynamic. These trends would have 
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to be analyzed in the future as new communication technologies could require 

changes to the algorithm that secures sensor data in the instantiation.  

Even though acceptance and adoption of IPv6 in large-scale systems is still 

small in Europe and the United States, as stated by Czyz et al. (2013), IPv6 is 

widely in use in Asia. Transfer volume of IPv4 traffic is still three orders of 

magnitude bigger than IPv6 (Czyz et al. 2013). In the future it can be argued that 

this ratio will likely shift as the number of devices increase, IPv4 addresses 

become exhausted and IPv6 is deployed by commercial providers. It could be 

expected that IPv6 provides a feature-set that could potentially help throughput 

and simplicity of camera to server communication.  

For example, the IPv6 standard defines message encryption on the IP level, 

moving the task of message security from application layer to network layer. This 

and other effects would have to be studied and incorporated into the instantiation. 

More work is needed on IPv6 and 4G networks to evaluate the effectiveness and 

propose efficiency improvements of the algorithm under these circumstances.  

Similarly, other areas of research also deal with such changes in network 

architectures, opening possibilities not previously possible. Vehicle networks are 

an example of such an active research field. Kargl et al. (2008) argue that there 

are many similarities between sensor and wireless vehicle networks.  

– Vehicle and security networks utilize high numbers of possibly changing 

sensors 

– Data transmission must be secure and ad hoc 

– There must be algorithms for data fusion of sensor results 

Accordingly publications and advances driven by vehicle networks were of 

interest for security systems. For example, Liang et al. (2008) presented 

techniques for achieving secure wireless communication between two parties with 

focus on transmission and link layer level protocols, which for instance, could be 

used for vehicle communication. This approach differed from the research in this 

work, as the current research focuses on secure multi-party communication and 

application layer level algorithms. These algorithms are built on the high levels of 

the OSI model and offer superior manageability and maintainability, both key 

factors for cost efficient systems. However an overlap between the two is the 

broadcast channel required for both algorithms, and security requirements. These 

points were taken into account in this work.  

Secure multicast communication that can be used for efficient sensor data 

transfer is an active field of research as shown in Chapter 2.3.2. There are 
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numerous publications in this field however most are optimized for fast changing 

user groups and ad hoc networks. As such, fast and efficient key exchange and 

renegotiation is the primary concern. A number of algorithms were proposed. For 

example, the goal of Wang et al. (2008) is to analyze the infrastructure and to 

develop key negotiation algorithms for different scenarios used in vehicle 

communication. However besides the need for the CIA principles, the area of 

performance compared to surveillance networks was different: In multi sensor 

surveillance systems, high bandwidth requirements restrict communication, while 

in vehicle applications it was encryption and computational performance. It could 

be concluded that apart from these differences the considerations are similar to 

the secure communication algorithm developed in this thesis. Differences were, 

for example, a different focus, resulting in non-optimal performance in cases with 

high bandwidth requirements, as is the case in surveillance sensor networks. 

Another difference is the manageability of the key generation. In sensor networks 

the key generation should be the responsibility of the sensor itself and not of the 

receivers. This would allow for fast renegotiation in case of sensor failure and 

frees the clients from the task of appointing a key manager as is the case with peer 

to peer networks without dedicated servers.  

Other publications such as Dolev et al. (2008) focus on secure multicast 

communication on single hop networks. This differs from the algorithm proposed 

in Chapter 5.1 where node authentication and multi hop networks were required 

properties and incorporated into the algorithm.  

One issue to be resolved in the design of the instantiation was the processing 

power of sensors without permanent power connection. Such devices would not 

be permanently connected to the network to conserve power and would not 

contain encryption processors or general purpose CPUs. For such sensors the 

ZigBee protocol could be deployed. In such cases a Full Function Device (FFD) 

would then have to take the responsibility of negotiating a session key for the 

other sensors connected because only FFDs would contain resources such as 

computation power and constant connectivity for such tasks. In future works this 

current limitation would have to be analyzed and integrated into the instantiation. 

Based on the current knowledge no serious changes are expected to be necessary 

on an architectural level, however the FFD capabilities and standards need to be 

specified to enable the security level required. 
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7.4 Data Fusion 

In this work, data fusion of miscellaneous sensors, including video cameras, was 

used in surveillance networks. Apart from the networking and bandwidth 

requirements, increasing amounts of sensors in the field have added a layer of 

complexity for personnel. One of these complexities is the so called data flood in 

which data had to be analyzed either by a human observer or by automated 

means. In reality this meant that every single person had to observe more data 

streams resulting in reduced awareness or missed events. As such, automated 

software had to be utilized to lessen the load of the operators by scanning for 

events of importance. The first step was to apply the scan operations on per 

sensor basis. This already dramatically increased the number of sensors a single 

operator could supervise, but had its limitations. The main limitations were the 

presence of false alerts, meaning that there had been an alert without reason, and 

the other limitation was missed alerts. The first instance was normally acceptable 

as long as the total number of alerts in the whole system was manageable. Even if 

there were hundreds of wrong alerts a day, a single operator could still shift 

through them and verify the nature of the alert. However in installations without 

permanent human supervision or in cases with hundreds of false alerts per sensor, 

there was no advantage to systems without automated analysis. In fact, 

psychologically it was worse than a standard surveillance system as the operator 

started to become used to alerts being wrong or even worse, started to ignore 

them believing that the alerts were wrong in any case.  Normally wrong alerts 

could be reduced by intelligently changing thresholds of the algorithms in use. On 

the other hand, if this is not done carefully, alerts might not trigger reliably when 

expected. Also, in some cases adjusting the thresholds might not have been 

possible because in standard scenarios the analysis worked perfectly, however in 

edge cases such as bad weather the number of wrong alerts rose to unmanageable 

levels.  

One solution was the improvement of algorithms in use by increasing 

algorithm complexity; however this would not eliminate problems caused by the 

nature of the sensor. An example of such a problem would be occlusions or bad 

visibility in cases of cameras, snow in cases of laser sensors, ambient interference 

for radar and so on. In these cases a combination of multiple different sensors 

yields better results without increasing the complexity of analysis of each 

individual data stream. 
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Data fusion is another active field of research and as argued in the paragraph 

above is expected to further increase the efficiency of automated surveillance 

networks by enabling data verification of multiple sources. As such, future work 

in this and other fields utilizing sensors needs to be analyzed. One of the big 

changes in sensor networks is the introduction of networking capabilities by 

incorporating personal area network (PAN) capabilities. A prominent technology 

in this field is ZigBee, designed to maximize sensor energy efficiency by 

minimizing data transmissions. As data fusion algorithms improve, further work 

is required to incorporate and test these in the context of sensor networks.  

Data fusion and performance impacts are active fields of research, e.g., Hall 

et al. (2008) analyzes different stages of data fusion and how these stages improve 

performance for both display and results. One of the main points deals with the 

data reduction stage for display of the information. While not being the main 

point of this work, it can be deducted that visualization of the fused data is an 

important aspect of the generated results. In this work a general framework to 

allow data fusion and optimal load balancing was introduced. In contrast to this 

work, visualization of the resulting data, as also done by Hall, was out of the 

scope of this work. It was assumed that current equipment and display methods 

were well equipped to handle the display for fused sensor data as the data was 

already filtered and condensed into well-defined events. 

Other technology for data fusion exists. For example, Yao et al. (2011) 

introduce a data fusion and management system using the Hadoop file systems for 

sensor data storage. Making use of map-reduce, the main advantage is the 

possibility to handle large amounts of data and allow for parallel data processing. 

It should be possible to combine this technology and the one in this work, 

providing efficient, high performance data access to the load balancing described 

by this work, also introducing the option to redundantly store the sensor data in 

cases of hardware failure. 

In contrast to the publications above which deal with the actual fusion of 

sensor data, the algorithm in this work was responsible for automatically 

assigning processing nodes to optimally achieve scene awareness. Once the 

assignment had taken place, any data fusion algorithm could be plugged into the 

framework, allowing for improvements in the future without adaptation to the 

assignment algorithm. Currently there was a limitation: Overlapping sensors are 

not to been assigned to different fusion nodes. This constraint was introduced to 

avoid inter-fusion node communication (to be researched in the future). However 

it can be expected that this limitation has little practical implications as the 
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processing power increase can keep up with the current rate of complexity 

increase when properly optimized for real time use. 

7.5 Research Results & Contribution 

The main research contribution of this work was the development of theories and 

instantiation of a surveillance system that provided security for a large-scale 

critical infrastructure. For this system, theories and standards introduced in 

Chapter 2 were extended. Current security systems treated security topics in 

isolation. Thus the main, significant addition to the knowledge base was the idea 

that responsibilities in security aspects had to be unified. This unification was 

achieved by applying design science research and resulted in the development of 

theories and policies regarding all fields of security. In addition a hierarchy of 

personnel was proposed in Chapter 4.3.2 that was only concerned with security 

topics. As such, both the technological and managerial side were incorporated 

into the work and provide an addition to the knowledge base. Effectiveness of this 

approach was verified by penetration tests -proving system resilience (Chapter 

6.3.1) - and improvements in incident completion - proving effectiveness 

(Chapter 6.3.4 and 6.3.5). Furthermore this study followed the seven design-

science research guidelines of Hevner et al. (2004) as defined in Chapter 3.3. For 

each of these guidelines it is shown in the next paragraph that all have been 

fulfilled by the following introduced actions. Guideline 1 was fulfilled by the 

creation of a number of usable artifacts: Design and implementation of subtopics 

as seen in Chapter 4.1 as well as a complete high-performance large-scale SMP, 

which represents a model and method, respectively. Guideline 2 was fulfilled by 

analyzing current state of the art security systems and their shortcomings, as seen 

in Chapter 1. It was shown in Chapter 6 that the proposed system remedies these 

disadvantages and results in high user acceptance. Guideline 3 was fulfilled by 

employing both mathematical as well as user acceptance verification models for 

subtopics as well as the whole distributed SMP. Guideline 4 was fulfilled as 

proven by the number of publications accepted in peer reviewed, international 

conferences. Guideline 5 was fulfilled as the knowledge base for both subtopics. 

As well the whole distributed SMP was extensively analyzed, as seen in Chapter 

2. Guideline 6 was fulfilled by implementing a working prototype in a large-scale 

environment. Guideline 7 was fulfilled by incorporating management personnel in 

the verification process, with the prototype showing the effectiveness of the 

proposed system. 
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The distributed nature of large-scale systems had to also be taken into 

account. Thus two subtopics corresponding to the distributed environment were 

presented in Chapter 5: secure communication methods for sensors, and a data 

fusion and load balancing framework, which provided scalability. Both of these 

topics also significantly add to the knowledge base, as new algorithms were 

required for the instantiation of the developed system. The four main additions to 

the knowledge base and their respective significance to the managerial and 

theoretical field can be seen in Table 17.  

Table 17. Main Knowledgebase Contributions 

Contribution Description 

Theories of the SMP Theories and practices required for implementing a secure 

critical infrastructure were presented. Due to a combination 

of all security relevant topics, instead of focusing on each 

component individually, additions to the knowledge base 

were made in both managerial and theoretical fields. 

System Instantiation An instantiation of the system based on the theories of the 

SMP was presented. Improvements in response time and 

user acceptance were achieved while introducing practices 

for continued security feedback and an evaluation cycle. 

Implementation details and lessons learned represent a 

managerial and theoretical addition to the knowledge base. 

Secure Communications Secure communications and bandwidth optimization 

techniques specialized for sensor data transmission were 

introduced. These algorithms were designed to significantly 

reduce sensor data transmission while focusing on 

simplifying sensor management and hardware 

requirements. As such, while the main research contribution 

was in the theoretical field, managerial additions to the 

knowledge base were also achieved by reducing 

management overhead. 

Task Distribution and Data Fusion In order to implement a scalable architecture for processing 

sensor data and performing data fusion, algorithms for task 

distribution were required and introduced. This had 

significant implications on ease-of-use, speed and cost of 

sensor data fusion. The algorithms proposed for task 

distribution and the data fusion framework represent 

additions to the theoretical field of the knowledge base.  
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The SMP model developed in this work adapted technologies and practices of 

various related fields of security and software development. Examples of security 

fields would be physical, network and operational security.  All these fields as 

well as software development are well-established and researched. However 

security management process theories and the corresponding instantiation 

spanned all of these fields and combined aspects into a new model. Instead of 

considering these fields as separate entities, the combination and interactions of 

the before mentioned fields were introduced. In this research field of such a 

combination of security topics, a low level of maturity is currently found. Thus 

the theories of the SMP and the instantiation developed were initially considered 

to be placed in either the Exaptation or Improvement Quadrant of the design 

science research knowledge contribution framework defined by Gregor and 

Hevner (2013). During knowledge base research and the development process of 

the instantiation, the Research Contribution Quadrant of the SMP theory was 

finally identified to be most fitting for the Exaptation Quadrant. The main reason 

for the classification was the realization that security standards and practices 

could be adapted and combined to solve problems of the complete security 

concept.  

However, the contribution in the fields of secure communication, and task 

distribution and data fusion were placed into the Improvement Quadrant. 

Problems and solutions of securing network communication with requirements 

for optimal use in sensor networks has been a field of active research as shown in 

Chapter 2.3.3. Similarly, task distribution and data fusion frameworks have also 

been an active research field (see Chapter 2.3.4) and additions to the knowledge 

base would therefore also be placed into the Improvement Quadrant. Fig. 32 

shows all four quadrants of the knowledge contribution framework defined by 

Gregor and Hevner (2013) and the corresponding contributions of this work. 
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Fig. 32. Placement of artefacts in the research contribution framework 

7.6 Theoretical Implications 

A number of studies show that current security systems focus on individual 

security aspects but do not consider the complete range of security concerns 

(Dlamini et al. 2009, Cheminod et al. 2013). While security standards are 

available, currently defined Standards are not easily understood, implemented and 

measured (Susanto et al. 2011). This indicates a need for a complete process that 

already incorporates security concerns into the design and requirement phase. 

During the requirement collection phase, optimal system values and policies 

assuring those values should be defined. Once defined, processes for 

measurement, verification and update can be implemented. Similarly, Accorsi et 

al. (2013) claim that current audits are often not only time-consuming but also 

blatantly fail to identify policy breaches. Discovery tools for the discovery of 

audit processes are introduced and must be regularly updated. Since audit 

methods are most effective when completely embedded into the security process 

they should be considered starting at the design phase. 

The model developed in this work adds to the knowledge base by focusing on 

two key points. This is done by first incorporating security management into all 

phases of the implementation lifecycle and by defining structures to update 

protocols according to new developments. The effectiveness of the resulting 

system was proven in Chapter 6.3.4 and Chapter 6.3.5. By analyzing documented 
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workflow state transition times it was shown that improvements of overall 

incident response and completion time were achieved in both small and large-

scale incidents. These tests were performed multiple times to reduce the effects of 

outliers. In case of a small-scale incident, ten separate tests were performed which 

could be argued as not providing a sufficient sample size. However practice has 

shown little deviation from each test instance, and inherent cost in manpower and 

time prohibited further iterations. Secondly, focus is placed on personnel training 

because of the effectiveness of social engineering attacks, shown e.g. by Huber et 

al. (2009) and Winkler (1996). Constant updates in the security processes and 

audits of practices were a key point for reducing effectiveness of social 

engineering attacks. In Chapter 6.3.1 penetration tests of the system have been 

reported, indicating an improvement in system resilience. Issues were found in 

both iterations of the penetration test and could be attributed to changing 

configurations and software versions as well as changing personnel. The reported 

issues are fixed but more work is required to determine the best plan of action to 

eliminate the root cause of security issues.  

Apart from the theoretical implications of the SMP, the two sub components - 

secure communication and data fusion - also add to the knowledge base. The 

focus of the developed secure communication protocol was to allow efficient and 

secure data connections between any number of communication parties. In 

Chapter 6.2 theorized network utilization was confirmed by analyzing NetFlow 

logs in a test setup. While solutions for vehicle networks exist that solve similar 

issues, such as Liang et al. (2008) or Wang et al. (2008), the requirements for 

sensor networks are different. In vehicle networks communication groups form 

dynamically with participants joining and leaving groups at any time. In sensor 

networks, groups are more static but with higher bandwidth requirements due to 

sensor data size, especially video. In this work the algorithm was specialized for 

secure sensor communication in which data streams are setup and remain 

established for long sessions (days and weeks). Consequently the constraining 

factor is the sensor data bandwidth, which is transferred in an optimal way with 

the peer authentication being provided by a central authority.  

Finally, a framework for load balancing of tasks for data fusion was 

developed. In contrast with other publications in the field which propose data 

fusion algorithms themselves, such as work by Yao et al. (2011) or Xing et al. 

(2009), the algorithm in this work is responsible for automatically assigning 

processing nodes to optimally achieve scene awareness. The framework works by 

following the space based computing methods, thus being completely distributed 
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without single points of failure. The main point was to show the improving 

manageability of data fusion by decreasing system maintenance and setup times 

in a large scale system as seen in Chapter 6.1. 

7.7 Practical Implications 

One of the main issues of currently deployed security systems is the number of 

standards and protocols that have to be fulfilled. Since these standards not only 

apply to technical but also managerial topics, there is a distribution of 

responsibility and knowledge required. As knowledge is distributed between 

different people on different levels of management and levels in the command 

structure, no single organizational structure dedicated for security is in place.  

As such, management and different technical departments do not work 

closely together, resulting in the opening of attack vectors through wrong or 

missing protocols, security methods or human resource training. As seen in recent 

attacks on large networks, technical security is most of the time adequate while 

social engineering is used very efficiently by attackers. This is an indication for 

missing protocols or protocols that are not enforced strictly.  

This work focuses not only on technical aspects of large, scalable security 

systems but also on the processes and unification of responsibility. With one 

department solely responsible for managing the entirety of security processes as 

well as security audits, a much tighter integration of other security resources is 

possible, eliminating redundancies in responsibilities and allowing the creation of 

a complete and clear security concept. This simplicity is not only necessary for 

providing security but also for fast decisions in cases of emergency.  

In combination with elimination or consolidation of the multitude of 

competing systems into a single one, this simplification will allow for fast 

reaction time even in the face of changing attacks and new threats. In an 

emergency all unnecessary or error prone steps must be removed or automated as 

in such situations errors are more likely due to stress possibly resulting in 

escalating mistakes that are hard to correct at a later stage. Chapter 6.3 shows the 

possible improvements in the current installation which are mainly the result of 

workflow reduction and optimization. This workflow reduction was only possible 

because of consolidation of multiple concurrent protocols and workflows by 

taking into account all people and departments involved. In turn this was made 

possible by the creation of a new department in charge of all security processes. 
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In regard to secure communication of sensor networks, in addition to being 

efficient when multiplexing sensor data to multiple recipients which is the main 

focus, sensor management was the second focus point. As replacement of sensors 

was expected at a regular interval, for various reasons the workflow to replace 

and invalidate old hardware had to be simple. This was achieved by placing 

authentication and streaming complexity away from the sensor into the central 

infrastructure. Hence sensor hardware could be stripped down and simplified. 

This served two purposes: optimization of energy usage and reduced 

manufacturing and maintenance costs.  

The instantiation in this work made use of hundreds of sensors distributed 

throughout the infrastructure. Due to the advantages of sensor data, fusion 

processes responsible for performing data fusion were necessary. In addition, 

sensor locations and the number of sensors in any given area changed depending 

on the current requirements. Thus automatic methods to add and remove sensor 

analysis to corresponding hardware were needed. In this work an algorithm based 

on the space based paradigm would distribute the analysis tasks to available 

servers without introducing a single point of failure. No user interaction was 

required for these scenarios, removing both configuration effort by operators and 

configuration errors as well as the need to manually log changes. Furthermore, 

fusion nodes (FN) would automatically adjust data fusion mappings according to 

the available sensor streams.  In cases in which the processing power 

requirements of FN excelled beyond available resources, fusion node tasks were 

automatically migrated to a new environment. As such, the complete processing 

chain ranging from sensor data analysis to data fusion was automatic. This 

reduced configuration time and costs and could be applied to other installations 

and even generalized to other tasks. 

7.8 Future Improvement of the Construct 

The intended use of system architecture developed in this work is application in a 

large-scale project to protect components of a smart energy grid. The goal of the 

project is to create a sustainable living environment. Solar energy will be used as 

the main energy source. However other sources, e.g., thermo-electric & wind, will 

also be employed. From the functional point of view, the project is divided into 

three functional layers: power, communication and application.  

The power layer represents the means for electrical power generation 

independent of the energy source such as coal, wind or concentrated solar power. 
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The layer is also concerned with power transmission and monitoring, including at 

the site of the customer. This is achieved via smart meters. Because of the 

communication channels necessary for smart meters to function, data security and 

integrity must be guaranteed. Security measures similar to the ones used in the 

sensor networks deployed in the instantiation of this work will have to be 

implemented. However instead of securing a few off site locations, in the project 

each of the buildings in the city will make use of sensors, meaning scalability will 

have to be an even higher priority. 

The communication layer will be responsible for transparent communication 

using multiple transfer technologies starting with fiber optic cables and ranging to 

wireless LAN communication. Again the lessons learned in the instantiation will 

be used to provide a scalable system. In addition to security concerns - which 

have to be solved in this new environment - seamless communication handover 

between technologies should be possible. As a result these new requirements are 

expected to influence security policies, resulting in adaption.  

Finally, the application layer will be responsible for applications acting on the 

sensor input to efficiently distribute energy optimized for demand. These 

applications will be developed following security policies that will be defined in 

the design phase of the project. Similar to the requirements in the instantiation, 

applications will be limited in resource usage (compare to Fig. 18). Users will be 

able to make use of token based authentication. It will have to be tested if the 

system is able to scale appropriately with the high number of expected processes 

running in parallel.  

As a summary the instantiation in this work is the proof of concept for a 

security system protecting critical infrastructure. However while the project is in 

need of a similar level of security, the size of the projects are different. In the 

future, work will have to be done to allow scalability at this size and to adapt to 

the new requirements outlined in this chapter.  



 165

8 Conclusion 

Securing critical infrastructure against threats from both the physical and network 

side will become increasingly important. Due to the reliance on networked 

communication, security systems deployed in the critical infrastructure 

environment must consider attacks originating from Internet sources. Traditional 

systems place focus on physical security, e.g., via video surveillance, and treat 

other areas of security as independent fields when they should instead be moving 

towards a multi-disciplinary approach (Dlamini et al. 2009).  

In this work another approach was chosen: Security should not be treated as a 

collection of independent topics handled on the side by multiple departments but 

as a unified, interconnected field needing dedicated resources. Thus the following 

research question was raised: 

– How could a surveillance system be constructed to provide reliable security 

for large-scale critical infrastructure?  

The research question was answered by following the principles of design science 

research by Hevner et al. (2004) and considering the design science research 

guidelines (Hevner et al. 2004). With the principles of design science research, 

meaningful research results could be achieved while placing focus on solving the 

problem in the real world. During the research the topic of the work was analyzed 

and several components were identified on which the complete system could be 

built upon. Following the proposed research cycles of Hevner et al. (2004), the 

building process of the system was influenced by feedback obtained by building 

and verifying subcomponents. As suggested by Hevner et al. (2004), specifically 

research guideline 7, additional feedback was gathered by presentation of 

subcomponents in international conferences for theoretical feedback and 

personnel working in the field for practical feedback. 

Before starting work on the construct, the knowledge base was established. 

There were three main areas that could be discerned: Theoretical work published 

by academic peers, standards, and best practices followed by the industry. These 

three areas covered different aspects of security and corresponded to the notion of 

design science research designing a meaningful artifact by solving a need in the 

real world. First the need for a security solution was established. Multiple 

publications, such as Cheminod et al. (2013), Wang et al. (2013), Accorsi et al. 

(2013) and Dlamini et al. (2009), confirm issues in currently deployed systems 



 166

stemming from introduction of new technologies and isolated considerations of 

system security.  

After establishing the knowledge base and during the planning phase of the 

research, focus was placed on developing a model for security in critical 

infrastructure with physical security incorporating automated video surveillance. 

Accordingly additional requirements, such as increased bandwidth for video 

transmission and load balancing capabilities specific for such systems, became 

apparent. As such the knowledge base was expanded to include these 

requirements. 

The area of video data transmission is an active research topic, especially 

because vehicle networks share requirements such as the need for secure data 

transmission and multicast communication. One are of research is secure 

multicast communication groups and subgroups (Gharout et al. 2008, Prathap & 

Vasudevan 2008, Zhang et al. 2008). The other focus of the knowledge base 

research was video transmission methods developed, for example, by Licandro et 

al. (2008), McGrew et al. (2004) or RTP by the Network Working Group (2003).  

In the area of data fusion the research base was also established. Chong and 

Kumar (2003) claim that a main challenge in large-scale systems with 

cooperating sensors is the task of data fusion of those sensor networks. Hence 

focus was placed on the introduction of data fusion in sensor networks with Gupta 

and Pandey (2008) giving an overview and discussing common design issues 

when implementing data fusion algorithms. Multiple frameworks, such as 

developed by Hall et al. (2008), Cheng et al. (2004) or Yao et al. (2011), have 

been proposed. 

The study of the research base concluded that no complete security system 

with the requirements of automated video surveillance has been proposed which 

implements security in all phases and incorporates sensor data fusion and video 

security. 

After establishing the knowledge base and building the construct verification 

using case studies, surveys and measurements were performed and the results 

presented in this work. However due to the nature of security in the critical 

infrastructure instantiation, not all data could be disclosed. The construct was 

divided into the system and several subcomponents corresponding to the 

requirements of video security and sensor data fusion. As a result verification was 

also performed in phases. First the subcomponents were verified followed by 

whole system verification. Whole system verification was again twofold. First 

two security scenarios were held using both the previous deployed system and the 
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implemented one. Both scenarios were completed faster than previously possible. 

Secondly, user surveys were done verifying system usability. 

The study thus provided a significant addition to the knowledge base with the 

main research contribution of this work being the development of theories and 

instantiation of a surveillance system that provided security for a large-scale 

critical infrastructure. In addition the subcomponents of the construct also add to 

the knowledge base in the area of secure multicast communication optimized for 

video and load balancing. 

There is however room for future improvement. It can be expected that by 

further analysis of the most common alert cases and more experience in handling 

large-scale incidents, further reduction in response time can be achieved. Such 

analysis may include statistical analysis and optimization of time allocation which 

would allow for more specialization of automation in certain tasks. Another 

possible analysis would be the chain of command for large-scale incidents and 

optimization of actor responsibilities to reduce bottlenecks. Further, the 

subcomponents developed will have to be adapted to correspond to future 

network technologies and additional bandwidth available. IPv6 was not in use in 

the current instantiation but offers new possibilities and challenges for providing 

network security. In addition long term studies of the effects of the SMP and its 

implementations need to be done. The impact of the system over the next few 

years and on multiple installations will have to be researched.  
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