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Abstract

Cryptographic key exchange is an integral part of modern cryptography. Such schemes allow two
parties to derive a common secret key over a public channel without a priori shared information.
One of the most successful key agreement schemes is the one suggested by Diffie and Hellman in
their seminal work on public key cryptography. In this thesis, we give an algebraic generalization
of the Diffie-Hellman scheme called AGDH utilizing its implicit algebraic properties. The
generalization is based on the problem of computing homomorphic images from an algebra to
another. Appropriately, we call this problem the homomorphic image problem (HIP). We also
devise an authenticated key exchange protocol that is secure in the Canetti-Krawczyk model
assuming the infeasibility of the decision HIP (DHIP).

For the secure instantiation of the scheme, we consider symmetric encryption schemes that are
homomorphic over an algebraic operation. We derive a condition for the encryption scheme to be
homomorphic key agreement capable. We show that whenever this condition is satisfied, the
induced DHIP is computationally infeasible based on the security of the encryption scheme. To
show that there are such schemes, we give a description of one such that the infeasibility of the
DHIP follows from a weaker version of the McEliece generator matrix pseudorandomness
assumption and the learning parity with noise (LPN) problem.

We also study algebraic methods for generating suitable structures for the devised scheme.
Since the platform structure requires a large set of homomorphisms, we consider classes of
algebras for which this is the case. In particular, we concentrate on a class of algebras satisfying
the left distributivity (LD) property. We formulate a non-associative generalization of the
conjugacy search problem (CSP) called partial CSP (PCSP) for left conjugacy closed left
quasigroups. We show that the feasibility of the HIP on LD left quasigroups depends on the PCSP.
Application of this problem leads to a non-associative variant of the Anshel-Anshel-Goldfeld key
agreement scheme. We also formulate different versions of the PCSP and show several relative
hardness results related to them. Finally, we study more closely the PCSP for a class of conjugacy
closed loops of order p2, where p is a prime. We show that the hardness of the PCSP depends on
the number of generators for the conjugator and on that of conjugacy equation pairs. Based on the
weakest variant of the PCSP, we devise a symmetric blind decryption scheme on these loops and
show that it satisfies perfect secrecy against passive adversaries.

Keywords: computer science, cryptography, encryption, information security, non-
associative, universal algebra
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Tiivistelmä

Kryptografiset avaintenvaihtomenetelmät ovat eräs modernin kryptografian tärkeimmistä osista.
Näiden menetelmien avulla pystytään sopimaan ilman aiempaa tiedonvaihtoa yhteisestä salaises-
ta avaimesta käyttämällä julkista kanavaa. Diffie-Hellman -avaintenvaihto on yksi parhaiten tun-
netuista ja eniten käytetyistä menetelmistä. Tässä työssä tarkastellaan kyseisen menetelmän
yleistämistä perustuen sen algebrallisiin ominaisuuksiin. Johdettu yleistys perustuu vaikeuteen
löytää annetun alkion homomorfinen kuva, jota työssä kutsutaan homomorfisen kuvan ongel-
maksi (HIP). Lisäksi suunnitellaan autentikoitu avaintenvaihtoprotokolla, joka on turvallinen
Canetti-Krawczyk -mallissa olettaen että homomorfisen kuvan ongelman päätösversio (DHIP)
on laskennallisesti vaikea.

Menetelmän turvallista toteuttamista varten tarkastellaan symmetrisen avaimen salausmene-
telmiä, jotka ovat homomorfisia joidenkin algebrallisten operaatioiden yli. Työssä johdetaan
symmetrisen avaimen salainten ominaisuus, kyvykkyys homomorfiseen avaintenvaihtoon, joka
takaa että aikaansaatu DHIP on laskennallisesti vaikea. Lisäksi rakennetaan symmetrinen mene-
telmä, joka toteuttaa kyseisen ehdon. Menetelmän turvallisuus perustuu tavallista heikompaan
oletukseen McEliece-generaattorimatriisin pseudosatunnaisuudesta sekä pariteetin oppimison-
gelman häiriölliseen versioon (LPN).

Työssä tarkastellaan lisäksi menetelmiä soveltuvien algebrallisten rakenteiden generointiin.
Koska menetelmä vaatii suuren joukon homomorfismeja, tarkastellaan rakenteita, joille tämä
ehto pätee. Erityisesti keskitytään ns. vasemmalta distributiivisiin (LD) rakenteisiin. Työssä
määritellään epäassosiatiivinen yleistys konjugointiongelman hakuversiolle (CSP) konjugoinnin
suhteen suljettuille vasemmille kvasiryhmille. Tätä yleistystä kutsutaan osittaiseksi CSP:ksi
(PCSP). Työssä osoitetaan, että vasemmalta distributiivisissa vasemmissa kvasiryhmissä homo-
morfisen kuvan ongelman vaikeus liittyy läheisesti PCSP:hen. Lisäksi tätä ongelmaa sovelle-
taan määrittämään epäassosiatiivinen variantti Anshel-Anshel-Goldfeld -avaintenvaihtomenetel-
mästä. Lisäksi tarkastellaan PCSP:n erilaisia versioita ja niiden suhteellista laskennallista komp-
leksisuutta. PCSP:tä tarkastellaan tarkemmin konjugoinnin suhteen suljetuissa luupeissa, joiden
kertaluku on p2, missä p on alkuluku. Työssä osoitetaan, että PCSP:n vaikeus riippuu konjugoi-
jan generaattoreiden sekä konjugaatioyhtälöiden lukumäärästä. Käyttämällä hyväksi näitä tulok-
sia ja erityisesti PCSP:n helpointa versiota, laaditaan symmetrisen avaimen salausmenetelmä,
joka tukee ns. sokeaa salauksenpurkua. Lisäksi osoitetaan, että menetelmä takaa täydellisen
salassapidon passiivisia hyökkäyksiä vastaan.

Asiasanat: epäassosiatiivisuus, kryptografia, salaus, tietojenkäsittelytieteet, tietoturva,
universaali algebra
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Abbreviations

N the set of natural numbers {1,2, . . .}
Z the set of integers
Z≥0 the set of non-negative integers {0,1,2, . . .}
R the set of real numbers
C the set of complex numbers
poly the set of all polynomial functions p : N→ R.
(a1, . . . ,an) an ordered n-tuple
|X | the cardinality of a set X

A algebra in the sense of universal algebra
Hom(A,B) the set of homomorphisms from A to B
A∼= B algebras A and B are isomorphic
B≤ A algebra B is a subalgebra of A
〈X〉 the subalgebra of A = (A,F) generated by a set X ⊆ A

G a group
Z(G) the center of a group G

F a field
GL(n,F) the general linear group of degree n over a field F
Sym(X) the symmetric group over a set of symbols X

Sn the symmetric group over {1,2, . . . ,n}
Q a left quasigroup, a quasigroup or a loop
L (Q) the left multiplication group of a left quasigroup Q

b inversion of a bit b

s the bit string obtained by inverting of all of the bits in a bit string s

1k a binary string of length k consisting solely of ones
0k a binary string of length k consisting solely of zeros
|s| the length of a binary string s

A algorithm
A an algorithm obtained from an algorithm A by inverting its output
AO algorithm A is given oracle access to an oracle O

M a matrix
Mi, j the entry at row i and column j of a matrix M

9



A a random variable
A∼ F a random variable A is distributed according to a distribution F
v a vector
〈v,w〉 the inner (dot) product of vectors v and w
An n-fold Cartesian product A×A×·· ·×A of a set A

a := b a is defined to be equal to b

ε(k) a negligible function on k

y← A(x) y is sampled from the distribution induced by an algorithm A on input x

Z = {Zs}s∈N a probability ensemble of random variables Zs for every s ∈ N
U(X) the uniform distribution over a set X

Berθ the Bernoulli distribution for probability θ ∈ (0,1/2)
Binomial(n,θ)

the binomial distribution with n trials and success probability θ

∆(X ,Y ) the statistical distance of random variables X and Y

D(Y,Z) the problem of distinguishing between probability ensembles Y and Z

P class of decision problems solvable in polynomial time
NP class of decision problems solvable in non-deterministic polynomial

time
BPP class of decision problems solvable in probabilistic polynomial time
x f1 f2 · · · fn fn(· · · f2( f1(x)) · · ·)
a≡ b (mod n)

integers a and b are congruent modulo n

x mod n the unique i ∈ {0,1, . . . ,n−1} such that i≡ x (mod n)

a|b b is divisible by a, that is, there exists b′ ∈ N such that b = ab′

AdvP
A (k) the advantage function of an algorithm A on a problem P

AKE authenticated key exchange
MAC message authentication code
CBC-MAC cipher block chaining message authentication code
DH Diffie-Hellman key exchange scheme
AGDH Algebraically generalized Diffie-Hellman key exchange scheme
DHP Diffie-Hellman problem
CDHP computational Diffie-Hellman problem
DDHP decision Diffie-Hellman problem
DLP discrete logarithm problem
AFP algebraic factorization problem
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HIP homomorphic image problem
CHIP computational homomorphic image problem
DHIP decision homomorphic image problem
AES Advanced Encryption Standard
CSP conjugacy/conjugator search problem
LD left distributive
I idempotent
LDI left distributive and idempotent
LCC left conjugacy closed
RCC right conjugacy closed
CC conjugacy closed
AAG Anshel-Anshel-Goldfeld key exchange scheme
GAAG Generalized Anshel-Anshel-Goldfeld key exchange scheme
PPT probabilistic polynomial time
LPN learning parity with noise problem
LWE learning with errors problem
OWF one-way function
AM authenticated links model
UM unauthenticated links model
CPA chosen plaintext attack
IND-CPA indistinguishability under chosen plaintext attack
CCA1 non-adaptive chosen ciphertext attack
CCA2 adaptive chosen ciphertext attack
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1 Introduction

1.1 Background

Cryptography is a science of securing information, transactions and distributed com-
munication (Katz & Lindell 2007). It has deep roots, especially in the history of
warfare. According to Patterson (1987), the earliest references to secret writing have
been found in Egypt dating back to 4000BC. Due to drastic growth of communication
networks, cryptography is essential for maintaining security of electronic documents
and information. With cryptographic algorithms, it is possible to achieve confidentiality

and data integrity, as well as authentication and non-repudiation (Menezes et al. 1996).
The security of cryptographic constructions is based on having something secret. It

is typical to capture this secret information into a cryptographic key. These keys can be
used as the secret component in different security mechanisms such as encryption and
authentication. However, many of these mechanism require interaction between two or
more parties. In the classical field of symmetric cryptography, it means that the parties
need to share the same key. Therefore, in order to communicate securely with another
person, a key needs to be first established in a secure way. This is known as the key

distribution problem.
Cryptographic key exchange schemes are designed to enable two or more parties

to establish a common key over a public channel. Without such methods, modern
cryptographic mechanisms for encryption and integrity cannot function. A classical
way is to use a key distribution center that acts as an intermediary for communicating
parties. The field of asymmetric cryptography started with the revolutionary work of
Diffie & Hellman (1976). They provided a solution to the key distribution problem by
formulating the Diffie-Hellman key exchange scheme. It enables two parties to generate
a shared secret key over a public channel. According to Katz & Lindell (2007), the
asymmetric techniques made cryptography available to ordinary people. Before that it
belonged to the domains of military and intelligence.

The functionality of the Diffie-Hellman scheme is based on the hardness of certain
mathematical problems. In order that the scheme works, we need to implicitly assume
that certain mathematical properties hold. These properties are so basic that we have
learned to take them for granted. A typical example is the associativity a ·(b ·c)= (a ·b) ·c

17



of the multiplication operation that is the heart of the Diffie-Hellman scheme. However,
it might be useful to apply mathematical operations for which such laws do not hold.

A set with operations defined on it is called an algebra or an algebraic structure.
Abstract algebra, as a field of mathematics, is a study of such structures. As usually is
the case with mathematical theories, some of the concepts and results date back several
hundreds of years. During its history, algebra has been engaged in the study of general-
izations of the concept of numbers and the solvability of algebraic equations (Lõhmus
et al. 1998). The majority of algebraic operations are non-associative. For example, in
the order of decreasing restrictions for an operation on a set of six elements, there are 2
essentially different groups, but 109 essentially different loops and already 1,130,531
essentially different quasigroups (McKay et al. 2007). It does not seem reasonable to
limit ourselves to a small class. Therefore, we believe there is value in the consideration
of how the Diffie-Hellman scheme and other methods suggested in the cryptographic
literature can be adapted to work with more general operations. It is reasonable to
expect that more efficient implementations can be found if we have a wider selection of
possibilities to choose from.

1.2 Research problem and objectives of the research

This thesis concentrates on the investigation of algebraic methods to enable cryptographic
key exchange. The main objective of the research is to provide easily applicable means
to use non-associative algebraic structures for key exchange. In particular, we attempt
to answer the following research question: Is there a natural way to generalize the
Diffie-Hellman key exchange scheme to non-associative structures? We suspect that
by considering the implicit assumptions of the scheme, we can find an analogous
formulation such that associativity is not applied. We also aim to rigorously define the
distributional problems on which the security of the formulated schemes depend on
and to start a systematic study of those problems in the framework of average-case
complexity. Finally, we aim to identify potential non-associative platform structures for
key exchange and to provide algebraic methods for their construction.

1.3 The contributions of the thesis

We introduce a natural computational asymmetry into the Diffie-Hellman key exchange
scheme. This allows a new view on the Diffie-Hellman problem (DHP) and enables us

18



to generalize the Diffie-Hellman scheme from cyclic groups to algebraic structures
without restrictions on their structure. Naturally, the asymmetry disappears if the scheme
is implemented over cyclic groups. The algebraically generalized Diffie-Hellman

scheme AGDH is based on the problem of computing homomorphic images from an
algebraic structure to another. We call this problem the computational homomorphic

image problem (CHIP). We show that the CHIP is equal to the computational DHP on
cyclic groups. We also formulate a decision version, called the decision homomorphic

image problem (DHIP) that is equal to the decision DHP on cyclic groups. Based on the
DHIP, we construct an authenticated key exchange protocol. To show its security, we
apply the Canetti-Krawczyk model (Canetti & Krawczyk 2001a).

To provide a secure instantiation of the AGDH, we need a large keyed set of homo-
morphisms. In addition, it needs to be hard to compute homomorphic images without
a key. Therefore, we consider symmetric encryption schemes that are homomorphic
over some algebraic operations. We stress that we do not consider fully homomorphic

schemes. The schemes can be much weaker. It turns out that not every homomorphic
encryption scheme can be used for key exchange. In particular, to provide indistinguisha-
bility for the derived key, we show that the scheme has to satisfy a certain condition.
We call symmetric encryption schemes satisfying this condition homomorphic key

agreement capable.
To show that there are symmetric encryption schemes satisfying the condition, we

construct a scheme AddHomSE that is homomorphic from the additive group of a vector
space to another. Our construction is based on linear error correcting codes. In particular,
we use the same binary Goppa codes used for the McEliece cryptosystem (McEliece
1978). We formulate an assumption regarding the McEliece generator matrices that is
weaker to the one behind the McEliece scheme. Our assumption states that when we
divide the generator matrix G into two parts G1 and G2, it is computationally infeasible
to distinguish G2 from a random matrix and to find a statistical connection between
G1 and G2. We show that the scheme is semantically secure based on the formulated
assumption. To provide key agreement capability, we apply the learning parity with
noise problem (LPN). The established key is indistinguishable from random under the
assumption formulated for G1 and G2 together with the assumption that the LPN is
computationally infeasible.

We also identify potential classes of platform algebras for the AGDH. In particular,
we concentrate on left distributive (LD) structures and their construction using conjuga-
tion. We formulate a non-associative generalization of the conjugacy search problem
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(CSP) using left conjugacy closed (LCC) left quasigroups. We call this problem the
partial conjugacy search problem (PCSP). We note that the computational hardness
of the CHIP for LD left quasigroups is related to the structure of the conjugation. In
particular, the hardness of the CHIP depends on the PCSP. The Anshel-Anshel-Goldfeld
key exchange scheme (AAG) utilizes group conjugation for cryptographic key exchange.
Using the PCSP, we formulate a generalization of the AAG called GAAG that works for
LCC left quasigroups.

We consider four cryptographically relevant interpretations of the PCSP with varying
computational feasibility. We call these interpretations the conjugator factorization

problem (CFact), the conjugator computation problem (CComp), the conjugator conju-

gation problem (CConj) and the single conjugator conjugation problem (SConj). We
derive several results on the relative difficulty of these problems in the average-case. We
also bound the hardness of breaking the AGDH on LD structures and the GAAG on LCC
structures in the average-case based on these problems.

Finally, we consider the hardest (CFact) and the weakest (SConj) versions of the
PCSP on a class of conjugacy closed loops of order p2, where p is a prime. We show
that the hardness of these problems depend on the number m of generators for the
conjugator and the number n of conjugacy equation pairs for appropriately reduced
instances. We show that both of these problems can be solved in polynomial time with
advantage 1 whenever m,n = 1 or m≥ 1,n≥ 2. For the case n = 1,m≥ 2, the situation
is different. We show that, for this case, there is an algorithm to generate instances in
such a way that there is not enough information to deduce the correct solution. We
provide a complete cryptanalysis of the GAAG on these loops by devising an algorithm
that breaks the scheme in polynomial time with advantage 1 for any distribution on
the instances. We also show that AGDH can be broken on the LD left quasigroups
induced by these loops in polynomial time with advantage 1. However, based on the
case n = 1,m≥ 2, we construct a symmetric blind decryption scheme and show that it
satisfies perfect secrecy against passive adversaries.

All of our results are derived in the standard computational model of polynomial
time computation. Complexity of problems is considered in the average-case.

1.4 Organization

Chapter 1 provides the introduction to the thesis. Chapter 2 contains the theoretical
foundation and the literature review related to the thesis. In Chapter 3, we formulate the
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algebraic generalization of the Diffie-Hellman scheme AGDH and the homomorphic
image problem. Chapter 4 concentrates on the implementation of the scheme using
symmetric encryption schemes that are homomorphic over algebraic operations. We
also give the definition for homomorphic key agreement capability. In Chapter 5, we
construct a symmetric encryption scheme that is key agreement capable. In Chapter 6,
we develop the AGDH into an authenticated key exchange protocol that is secure in
the Canetti-Krawczyk model. We turn to the construction of LD structures based on
conjugation in Chapter 7. We formulate the partial conjugacy search problem and its
versions, as well as give the non-associative version of the Anshel-Anshel-Goldfeld
scheme. In Chapter 8, we study conjugacy search in a class of conjugacy closed loops of
order p2, where p is a prime. Chapter 9 contains the discussion, open problems and
directions for future research. Finally, Chapter 10 contains the summary.
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2 Theoretical foundation

2.1 Notation

2.1.1 Numbers and algebra

Standard notation is used for sets of numbers: the empty set is denoted by /0, the set of
natural numbers by N= {1,2, . . .}, the set of integers by Z= {. . . ,−2,−1,0,1,2, . . .}
and the set of real numbers by R. We denote Z≥0 = N∪{0}. For the set of integers
modulo n, we denote Zn = {[0], [1], . . . , [n−1]} and equate a congruence class with its
least nonnegative representative. That is, we often consider Zn = {0,1, . . . ,n−1}. Let
a ∈ N and b ∈ Z. We denote a|b, when b is divisible by a. That is, there exists b′ ∈ Z
such that b = ab′.

The cardinality of a set X is denoted by |X |. A polynomial p ∈ R[x], where R[x] is
the ring of polynomials over the reals, is considered as a polynomial function p : N→ R
unless stated otherwise. A polynomial p is positive if p(n)> 0 for every n ∈ N. The
set of all polynomial functions p : N→ R is denoted by poly. If f and g are functions,
we sometimes write x f g = g( f (x)). Let f : A→ B be a function from a set A to B. Let
A′ ⊆ A. We denote by f |A′ the function f restricted to A′. That is, f |A′ : A′→ B such
that f |A′(x) = f (x) for every x ∈ A′.

A group with a binary operation + on a set G is denoted as (G,+) or simply G if
there is no confusion about the binary operation. The center of a group G is denoted
by Z(G). The symmetric group over a set of symbols X is denoted by Sym(X). We
also denote Sn = Sym(n) = Sym([n]). A finite field of order pn, where p is a prime
and n ∈ N is denoted by Fpn . We often consider a finite field Fpn as a vector space of
dimension n over Zp. For the finite field case, we often talk about the field and the
vector space interchangeably. If F is a field, its multiplicative group is denoted by F∗ or
(F∗, ·). Its additive group is denoted by (F,+). The additive group of a finite field Fpn is
often considered as Zn

p due to the isomorphism (Fpn ,+)∼= (Zn
p,+). If the characteristic

of F is 2, then addition is often denoted by ⊕.
The canonical vectors of Zn

p, where n ∈ N are denoted by e1,e2, . . . ,en ∈ Zn
p. If

v ∈ Zn
p and w ∈ Zm

p , the concatenation of v and w is denoted by (v,w) ∈ Zn+m
p . The

inner (dot) product of v,w ∈ Zn
p is denoted by 〈v,w〉. Similarly, if A is an a×n matrix

and B is an a×m matrix, we denote the concatenation by (A,B), which is an a× (m+n)
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matrix. The transpose of A is denoted by AT . When we want to consider the individual
entries of v ∈ Zn

p, we write v = (v1,v2, . . . ,vn), where vi ∈ Zp for every i ∈ {1,2, . . . ,n}.
The entry (i, j) of a matrix A is denoted by Ai, j.

To minimize the number of parentheses for an expression involving a non-associative
operation ∗, the following notational conventions are used: ab is evaluated first, followed
by a∗b and finally parentheses. That is, for example, ab(bc∗d) = (a∗b)∗ ((b∗ c)∗d).

2.1.2 Algorithms and probability

Inputs and outputs to/from an algorithm A are finite objects represented by finite
binary strings. Let n ∈ N. An element s ∈ {0,1}n is called an n-bit string. Let
{0,1}∗ = ∪n∈Z≥0{0,1}n be the free monoid of all finite strings. For every n ∈ N and
s ∈ {0,1}n, the length of s is |s|= n. By the notation 1n, we mean the string of length n

consisting solely of ones. A sequence of strings is considered as a single string over
{0,1}∗ encoded in a suitable way. If we want to consider individual bits of an n-bit
string s, we write s = s1s2 · · ·sn, where si ∈ {0,1} for every i ∈ {1,2, . . . ,n}. If b is a bit,
we denote by b its inversion. That is, for example, if b = 0 then b = 1. For an n-bit
string s = s1s2 · · ·sn and an m-bit string s′ = s′1s′2 · · ·s′m, we denote the concatenation
s||s′ = s1s2 · · ·sns′1s′2 · · ·s′m, which is an (n+m)-bit string.

Natural numbers are encoded by their binary representation. Rational numbers are
encoded as a pair of natural numbers (or, rather, their binary representations). The empty
string λ ∈ {0,1}∗ is such that |λ |= 0. By the special symbol ⊥ we indicate that there
was an error in the computation. If an algorithm A is run with an input a, we denote
A(a). If A outputs b on input a, we write b← A(a). If a or b is not a finite binary string,
then we assume that the input to A was a binary representation of a and the output
is a binary representation of b. If the output of A is a single bit, we denote by A the
algorithm that runs A but inverses its output.

We denote the uniform probability distribution on a set X by U(X). The Bernoulli
distribution of probability θ is denoted by Berθ . The binomial distribution is denoted by
Binomial(n,θ), where n is the number of trials and θ is the success probability of a
single trial. If E is an event, we denote its complement by E. That is, Pr

[
E
]
= 1−Pr [E].

If a random variable X is distributed according to a distribution F , we denote it by
X ∼ F . Usually, random variables are functions from the sample space to the real
numbers. However, for convenience, we allow the range of a random variable to consist
of binary strings or elements of an algebra. If X and Y are random variables, we denote
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X ∼ Y if they are distributed according to the same distribution. We denote x ∈ X , if x is
an element in the range of X . We denote by s← F that an element is sampled from a
probability distribution F . If X is a random variable and we write s← X , we mean that
s← F , where X ∼ F . As a special case, we use Un ∼U({0,1}n).

We use the standard notation for probabilistic algorithms (Goldwasser et al. 1988).
We denote by A(x ; r) the result of running a probabilistic algorithm A on input x with
randomness r. The notation A(x) means the experiment such that r is chosen uniformly
at random and A is run on x with randomness r. When X is a random variable and we
denote A(X), we mean the random variable Z induced to the output of A when run on
the values determined by the random variable X . Sometimes we explicitly state that
Z = A(X). By the notation b← A(X), we mean that b is sampled from the distribution
F such that A(X) ∼ F . If a same symbol X appears multiple times in a statement
regarding probability, all occurrences refer to the same unique random variable X . For
example, Pr [ f (X ,X) = 1] denotes the probability that f (x,x) = 1, when x is chosen
with probability Pr [X = x].

2.2 Cryptography

Modern cryptography is concerned with the construction of robust information sys-
tems (Goldreich 2008). Robust in this context means that the system does not deviate
from its prescribed functionality even in the presence of malicious adversaries. Even
though the scope of modern cryptography is such a broad one, the most important
functionality that these systems attempt to deliver are the following (Menezes et al.

1996):

– Confidentiality: A message from Alice to Bob cannot be read by others.
– Authenticity: Bob can be certain that a message is from Alice.
– Integrity: Bob can be certain that a message from Alice has not been tampered with.
– Non-repudiation: Alice cannot deny sending the message later.

This thesis concentrates on techniques to enable confidentiality. In particular, we study
techniques for enabling secure communication. Rigorous study of this classical field can
be traced to (Shannon 1948, 1949).

Shannon (1949) established a formal treatment of secret key encryption. In Shannon’s
view, the security of cryptographic systems is characterized by the outsiders’ lack of
information about the cryptographic keys. Adopting Shannon’s definition of security,
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cryptographic techniques are intimately connected to probability and randomness.
Typically, randomness of a system means the lack of its predictability. However, such
predictability is dependent on the observer and its capabilities.

In the cryptographic setting, a malicious observer is called an adversary. Different
models of computation can be formulated to model the computational capabilities of the
adversary. Ideally, no restrictions are placed. Such a model is called the information

theoretic security model that is also called the unconditional security model. However,
typically the adversary is limited to probabilistic polynomial time computation. Such a
model is called the standard model. In the standard model, the security of a cryptographic
system is proven using complexity theoretic reductions and an infeasibility assumption.
Due to advances in quantum computation, especially due to the polynomial time
factoring algorithm of Shor (1997), the quantum computation model of probabilistic
polynomial time computation on a quantum computer has become important. However,
in this thesis, the results are derived in the standard model.

Depending on the scenario, different capabilities of accessing the system are granted
to the adversary. For example, in the case of key agreement, the adversary can be
given different eavesdropping and corruption capabilities. If the adversary can only
observe the system in function, she is called passive. Otherwise, she is called active.
The capabilities of the adversary depend on the chosen security model and need to be
well-defined and explicitly stated.

In the following, the cryptographic foundation of the thesis is laid out. In Sec-
tion 2.2.1, we explain the standard model that will be used for security proofs. Sec-
tion 2.2.2 concentrates on the important notion of computational indistinguishability. In
Section 2.2.3, we discuss the security of symmetric encryption. Section 2.2.4 describes
cryptographic key exchange and asymmetric encryption. The Diffie-Hellman problem
and the conjugacy search problem are considered in detail in Sections 2.2.5 and 2.2.6,
respectively. Finally, in Section 2.2.7, we describe the formal models of security for
authenticated key exchange.

2.2.1 The standard model

The foundation of modern cryptography relies on the theory of computational complexity.
According to Goldreich (2008), rigorous treatment of cryptography is one of the major
achievements of theoretical computer science. For example, the hardness of inverting a
particular function is naturally captured using complexity theoretic notions. Central to
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the theory of computational complexity, is the representation of objects and the chosen
model of computation. The exposition of this chapter follows (Goldreich 2008).

Distributional problems and the model of computation

We consider decision and search problems. A search problem is represented as a binary
relation R = {0,1}∗× ({0,1}∗ ∪{⊥}). For a pair (x,y) ∈ R, x is called an instance

of the search problem. For every instance x, there is a non-empty set of solutions

R(x) = {y : (x,y) ∈ R}, where y =⊥ indicates that x does not have a solution. Whenever
⊥∈ R(x), then |R(x)| = 1. A function f : {0,1}∗ → {0,1}∗ ∪{⊥} solves the search
problem of R if for every instance x we have f (x) ∈ R(x). A decision problem is
represented as a set of strings S⊆ {0,1}∗. An element x ∈ S is called an instance of the
decision problem of S. A function f : {0,1}∗→{0,1} solves the decision problem of S

if for every x ∈ {0,1}∗ it holds that f (x) = 1 if and only if x ∈ S. We also say that f

decides membership in the set S.
Since randomness is essential for generating secrets, it is necessary to include

randomness both in the generation of problem instances and in the model of computation.
Therefore, we consider distributional search and decision problems in which the
problem instances are drawn from a probability distribution. Formally, a distributional
search (decision) problem is a pair (R,X) consisting of a search (decision) problem
R and a probability ensemble X = {Xn}n∈N that is a sequence of random variables Xn

ranging over {0,1}n for every n ∈ N. The uniform probability ensemble is denoted by
U = {Un}n∈N.

The Church-Turing thesis states that a function can be computed by a Turing
machine if and only if it can be computed by some other machine of any reasonable
and general model of computation. Therefore, we work in the uniform model of
computation meaning that an algorithm A is a probabilistic Turing machine. Let tA(x)

denote the number of steps taken by algorithm A on input x. By efficient computation
we mean polynomial time computation. That is, tA is upper bounded by a polynomial.
In addition, the bounding polynomial is fixed and explicit (Goldreich 2008). By feasible

computation, we also mean polynomial time computation, but the polynomial is not
specified beforehand and can be arbitrarily large. Any superpolynomial computations
are considered infeasible.

Polynomial time computation is a robust notion even between different models of
computation due to the Cobham-Edmonds thesis. It states that the time complexities of
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any reasonable and general models of computation are polynomially related. Therefore,
a polynomial time algorithm in a particular model of computation is polynomial time in
another. Whenever we speak of probabilistic polynomial time (PPT) algorithms, we refer
to probabilistic polynomial time Turing machines. We also assume that the probability
ensembles X = {Xn : n ∈ N} of distributional problems are efficiently samplable (also
called polynomial time constructible). That is, there is a PPT algorithm S such that
Xn = S(1n).

Advantage and the infeasibility of distributional problems

To measure the security of a cryptographic application, we want to be able to consider
the probability of the adversary to solve certain problems in polynomial time. That is,
we consider the average-case complexity of distributional problems. To measure the
security asymptotically, we will be considering the following function.

Definition 2.1. Let P = (R,X), where X = {Xn}n∈N, be a distributional search problem

and let A be an algorithm. The advantage of A on P is

AdvP
A (n) = Pr [A(Xn) ∈ R(Xn)]

for every n ∈ N.

Usually, we are considering the advantage of PPT algorithms. By taking the
maximum over all PPT algorithms, we define the advantage on P as

AdvP (n) = max
A
{AdvP

A (n) : A PPT algorithm}

for every n ∈ N. Sometimes, we also consider unbounded algorithms such that there are
no restrictions on tA. Such cases will be explicitly stated.

Definition 2.2. A function ε : N→ R is negligible if for every c ∈ N there is an integer

nc > 0 such that |ε(k)|< 1/kc for every k ≥ nc.

A distributional problem P = (R,X = {Xn}n∈N) is infeasible if there is a negligible
function ε such that for every PPT algorithm A there is n′ ∈ N such that

AdvP
A (n)≤ ε(n)
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for every n≥ n′. A problem is considered infeasible if every polynomial time algorithm
succeeds in providing us a solution with only negligible probability. Naturally, it is
hard to prove that a certain problem is infeasible. In particular, the infeasibility of any
problem depends on the existence of one-way functions (OWF). A function f is one-way
if it is easy to evaluate in one direction, but a preimage x chosen uniformly at random
can be found from f (x) in polynomial time with only negligible probability.

The existence of one-way functions implies that there are search problems that are
hard to solve in the average-case. For worst-case complexity, it means that NP is not
contained in BPP. Therefore, we cannot hope to absolutely prove the infeasibility of
a certain problem. However, there are problems that are considered to be infeasible,
such as factoring large integers. It is possible to prove the security of a cryptographic
construction by reducing a problem assumed to be infeasible to the problem of breaking
the construction using cryptographic reductions.

Cryptographic reductions

Reductions are based on oracle machines. An oracle machine is an expanded Turing
machine that has a special oracle tape. An oracle is a ”black-box” with a specified
input-output characterization and it is able to solve certain problem instances for us.
Typically, the oracle is considered as a function f : {0,1}∗→{0,1}∗. However, we can
also consider probabilistic algorithms as oracles. The oracle machine can make a query

to the oracle. For example, if the oracle is a function f , the machine obtains f (q) as an
answer to a query q. In such a case, we say that the algorithm A is given oracle access to
f and denote it by A f . A probabilistic algorithm A may be also given oracle access to
another probabilistic algorithm B, a probability ensemble X or a probability distribution
F and we denote it by AB, AX and AF , respectively. For a formal definition and details,
see (Goldreich 2008).

Computational reductions for distributional problems need to consider the probability
distributions on the problem instances. For ordinary worst-case Cook reductions,
probable instances of a distributional problem may map to rare instances of the other
problem. In addition, for the standard Cook reduction from S to T , we assume that we
have a perfect algorithm that always succeeds for T . Regarding distributional problems
(and in particular cryptographic problems) (S,X) and (T,Y ), we typically have an
algorithm that solves (T,Y ) with only a certain probability. Therefore, a meaningful
reduction for distributional problems is rather complicated.
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For cryptographic proofs, reductions are based on a technique which Goldreich
(2000) refers to as a reducibility argument. It allows us to directly argue on the advantage
of solving (S,X) based on the advantage of solving (T,Y ). In particular, we often
derive an explicit lower bound on the asymptotic advantage function of the reduction
algorithm for (S,X) in terms of the advantage function of the assumed algorithm
for (T,Y ). Therefore, the reducibility argument ensures that the former advantage is
always non-negligible whenever the latter is. We refer to the reducibility argument as a
cryptographic reduction.

Definition 2.3 (Cryptographic reduction). A distributional problem P = (S,X) is (cryp-

tographically) polynomial time reducible to a distributional problem R = (T,Y ) if there

is a PPT oracle machine MO, with oracle access to an algorithm O for R = (T,Y ), such

that

1. MO respects the probability ensembles. Let Q(x) denote the set of queries of MO on

input x to O. Then, for every n ∈ N and y ∈ {0,1}∗, MO satisfies

Pr [y ∈ Q(Xn)] = Pr
[
Y|y| = y

]
.

2. MO preserves average-case feasibility. That is, for every PPT algorithm B there is

n′ ∈ N and a positive polynomial p such that

AdvP
MB (n)≥

1
p(n)

·AdvR
B (n)

for every n≥ n′.

We often drop the oracle from the notation and write simply M=MO when the oracle is
clear from the context.

The oracle machine can make a polynomial number of queries to its oracle. However,
sometimes the advantage depends on the number of queries q. In such a case, we often
want to consider the advantage as a function of both n and q. We write AdvP

MB (n,q),
when M is restricted to q queries to B.

2.2.2 Computational indistinguishability

Cryptographic results often rely on the similarity of two different objects. For example,
a pseudorandom bit string could be used instead of a truly random one if it is not

30



computationally feasible to distinguish the two strings. Considering probabilistic nature
of modern cryptography, we are lead to consider the similarity of two probability
ensembles X = {Xn : n ∈ N} and Y = {Yn : n ∈ N}. Such a notion is captured by the
concept of indistinguishability. The strongest versions are based on the statistical
distance

∆(Xn,Yn) =
1
2
· ∑

s∈{0,1}n
|Pr [Xn = s]−Pr [Yn = s]| .

Probability ensembles X and Y are perfectly indistinguishable if ∆(Xn,Yn) = 0 for every
n ∈ N. A slightly relaxed version is statistical indistinguishability for which there are a
negligible function ε and n′ ∈ N such that ∆(Xn,Yn)≤ ε(n) for every n≥ n′.

Even though we will apply statistical distance, we will be mainly interested in
computational indistinguishability which considers the advantage of feasible algorithms
to distinguish samples from the probability ensembles (Goldwasser & Micali 1982, Yao
1982, Goldwasser & Micali 1984). In the following, we consider the distinguishing

problem of X and Y , denoted by D(X ,Y ). Given a sample from either X or Y , the
adversary needs to determine the right probability ensemble. We expect the adversary
to output either 0 (for X) or 1 (for Y ). In this case, the adversary is often called a
distinguisher.

Definition 2.4 (Computational indistinguishability). Probability ensembles X and Y are

computationally indistinguishable if for every PPT algorithm D there is nD ∈ N such

that

AdvD(X ,Y )
D (n) = |Pr [1← D(1n,Xn)]−Pr [1← D(1n,Yn)]| ≤ ε(n),

for every n≥ nD where ε is a negligible function.

In this thesis, whenever we speak of indistinguishability we mean computational
indistinguishability unless stated otherwise. The following ”triangle inequality” will be
utilized in several places.

Proposition 2.1. For every probability ensembles A,B and C and PPT algorithm A,

AdvD(A,B)
A (n)≤ AdvD(A,C)

A (n)+AdvD(C,B)
A (n)

for every n ∈ N.
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Proof.

AdvD(A,B)
A (n) = |Pr [1← A(1n,An)]−Pr [1← A(1n,Bn)]|

= |Pr [1← A(1n,An)]−Pr [1← A(1n,Cn)]

+Pr [1← A(1n,Cn)]−Pr [1← A(1n,Bn)]|

≤ |Pr [1← A(1n,An)]−Pr [1← A(1n,Cn)]|

+ |Pr [1← A(1n,Cn)]−Pr [1← A(1n,Bn)]|

= AdvD(A,C)
A (n)+AdvD(C,B)

A (n) .

The problem D(A,B) considers only the distinguishability of A and B based on a
single sample. However, in many cases, we obtain several samples from the probability
ensembles. In such a case, we consider the indistinguishability of probability ensembles
Aq and Bq that, for every n,q ∈ N, consist of tuples Aq

n = (A(1)
n ,A(2)

n , . . . ,A(q)
n ) and

Bq
n = (B(1)

n ,B(2)
n , . . . ,B(q)

n ), where A(i)
n ∼ An, B(i)

n ∼ Bn for every i ∈ {1,2, . . . ,q}. If both
A and B are efficiently samplable, then for every PPT algorithm A, there is a PPT
algorithm B such that

AdvD(A,B)
B (n)≥ 1

q
·AdvD(Aq,Bq)

A (n) .

This is even true when q is a polynomial in n. The bound can be shown using the so
called hybrid argument in which we consider hybrid sequences (Goldwasser & Micali
1984). The i-th hybrid consists of sequences with i samples from An and q− i samples
from Bn. The bound follows from the observation that if the first and the last hybrids can
be distinguished, there has to be j ∈ {0,1, . . . ,q−1} such that the j-th and ( j+1)-th
hybrids can also be distinguished. For details, see for example (Goldreich 2008).

2.2.3 Symmetric encryption

A symmetric encryption scheme SE= (Gen,Enc,Dec) is a three-tuple of the following
algorithms (Katz & Lindell 2007):

– Gen(1s) is a PPT key generation algorithm that given a security parameter 1s outputs
a key k ∈ Ks, where Ks is the key space.

32



– Enc(k,m) is a PPT encryption algorithm that given a key k ∈ Ks and a plaintext
message m ∈Ms, where Ms is the plaintext space, outputs a ciphertext message c ∈Cs,
where Cs is the ciphertext space.

– Dec(k,c) is a deterministic PT decryption algorithm that returns the decryption of
c ∈Cs under the key k. That is, Dec(k,Enc(k,m)) = m for every k ∈ Ks,m ∈Ms and
s ∈ N.

For a fixed key k, we denote by Enck the encryption algorithm Enc and by Deck the
decryption algorithm Dec under k. For convenience, we assume that the length of the
messages is fixed for every security parameter 1s and each message fits into the message
space. That is, short messages are padded to the required length and for long messages a
scheme is used that divides and recombines the messages as needed.

Perfect secrecy

Different security notions can be formulated for symmetric encryption based on the
capabilities of the adversary. Considering security against passive adversaries, it
is possible to achieve information theoretic security (Shannon 1949). A necessary
requirement is that the message and the key do not depend on each other. Mutual

information of two random variables X and Y is

I(X ;Y ) = ∑
y∈Y

∑
x∈X

p(x,y) log2

(
p(x,y)

p(x) · p(y)

)
,

where p(x,y) is the joint probability distribution function of X and Y , p(x) is the marginal
probability distribution function of X and p(y) is the marginal probability distribution
function of Y . We say that X and Y are dependent if I(X ;Y )> 0. Generalizing this to
probability ensembles X = {Xs : s ∈ N} and Y = {Ys : s ∈ N} we say that X and Y are
dependent if there is s′ ∈ N such that I(Xs;Ys)> 0 for every s≥ s′.

Definition 2.5 (Perfect secrecy). Let K denote a random variable on the keyspace

induced by Gen. SE satisfies perfect secrecy if for every random variable M on the

plaintext space, every plaintext m ∈Ms and every ciphertext c ∈Cs,

Pr [M = m|c← Enc(K,m)] = Pr [M = m] .
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Equivalently, SE satisfies perfect secrecy if and only if for every random variable M on
the plaintext space, every plaintext messages m1,m2 ∈Ms and every ciphertext c ∈Cs,

Pr [c← Enc(K,m1)|M = m1] = Pr [c← Enc(K,m2)|M = m2] .

Semantic security and indistinguishable encryptions

For perfectly secret encryption, the key needs to be at least as long as the plaintext
message. To reduce the key size, we often consider the security of SE in terms of
computational indistinguishability. Semantic security models a property such that SE
computationally hides any partial information about a plaintext message (Goldwasser &
Micali 1982, 1984). Different attack models can be formulated based on the capabilities
of the adversary. In the following, we follow the formalism of Katz & Yung (2006) for
security notions of probabilistic symmetric key encryption.

An adversary A consists of two PPT algorithms A= (A1,A2). An attack is divided
into two stages. In the first stage, the adversary can prepare for a test on its knowledge
about encryptions. The stage is modeled by A1 that given the security parameter 1s

outputs a triple (x0,x1,S), where x0,x1 ∈Ms and S is state information for A2. Then, a
bit b←U({0,1}) is sampled uniformly at random and A2 is invoked with y← Enck(xb),
where k← Gen(1k), and the state information S. The goal of A is to determine which of
its chosen messages was encrypted. We say that A succeeds if A2 outputs b.

Different types of attacks are modeled by giving A oracle access to encryption and
decryption. The access can be given separately for the two stages. Let k← Gen(1s).
Both A1 and A2 are given an oracle access to two oracles (O1,O

′
1) and (O2,O

′
2),

respectively. The first oracles, O1 and O2 correspond to the choice of whether A is
given access to encryption. Analogously, the second oracles correspond to decryption.
Let X ,Y ∈ {0,1,2}. The different cases for symmetric encryption are described in
Table 1 (Katz & Yung 2006).

For every X ,Y ∈ {0,1,2}, we define the advantage

AdvIND-PX-CY
A,SE (s,q) = |2 ·Pr [A succeeds]−1| ,

where the oracle access given to A is determined by X and Y in Table 1, A is restricted
to make at most q queries to the oracles (the test query included) and the probability is
taken over the relevant distributions. If the number of queries is not restricted, then
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Table 1. Oracle access for different attack types for symmetric encryption

X = 0 O1 = O2 = ε , where ε is the empty oracle.
That is, A is not given any access to encryption.

X = 1 O1 = Enck and O2 = ε .
That is, A is given oracle access to encryption at the first stage.

X = 2 O1 = O2 = Enck.
That is, A is given oracle access to encryption at both stages.

Y = 0 O′1 = O′2 = ε .
That is, A is not given any access to decryption.

Y = 1 O′1 = Deck and O′2 = ε .
That is, A is given oracle access to decryption at the first stage.

Y = 2 O′1 = O′2 = Deck.
That is, A is given oracle access to decryption at both stages.

we denote the advantage simply by AdvIND-PX-CY
A,SE (s). The scheme SE is IND-PX-CY

secure if for every PPT algorithm A, the corresponding advantage is negligible.
Giving oracle access to encryption models a chosen plaintext attack (CPA). We

will be utilizing IND-P1-C0 security. Quite surprisingly, IND-P1-C0 security implies
IND-P2-C0 security (Katz & Yung 2006). IND-P2-C0 is often referred as the property of
having indistinguishable encryptions under a chosen plaintext attack (IND-CPA) (Katz
& Lindell 2007). In addition, a symmetric encryption scheme satisfying such a property
has indistinguishable multiple encryptions under a chosen plaintext attack (Katz &
Lindell 2007, Proposition 3.22).

Giving access to the decryption oracle leads to chosen ciphertext attacks. In
particular, the strongest case IND-P2-C2 is often referred to as an adaptive chosen

ciphertext attack (CCA2). The case where the last oracle has been removed (IND-P2-
C1) is often called a non-adaptive chosen ciphertext attack (CCA1) or a ”lunchtime”
attack (Naor & Yung 1990). The term stems from an idea that a decryptor, such as a
user’s computer, is accessed while the user is having lunch.

2.2.4 Key exchange and asymmetric encryption

Key exchange

A multi-party protocol refers to a sequence of precise steps that two or more parties need
to take in order to achieve a specific objective (Menezes et al. 1996). In a two-party
key exchange protocol, a shared secret is derived between two parties as a function of
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information contributed by both. The procedure has to be done so that no other party
can determine the resulting secret. The derived key is called a session key. The first
two-party key exchange protocol that does not require sharing secrets in advance is
due to Diffie & Hellman (1976). It is defined as follows. Let us assume that S is an
algorithm that on input the security parameter 1s samples a suitably large cyclic group G

and a generator g of G.

Scheme 1 (Diffie-Hellman key exchange (DH)). Let the participants be Alice and Bob.

Alice Bob

Sample (G,g)← S(1s)

Sample a←U(Z|G|)
(G,g,ga)−−−→

Sample b←U(Z|G|)
←−−− gb

k← (gb)a = gab k← (ga)b = gab

Asymmetric encryption

The seminal paper of Diffie & Hellman (1976) started the field of asymmetric cryptog-

raphy that is also called public key cryptography. Based on the DH, it is possible to
implement an encryption scheme with two different keys: one for encryption (a public

key) and one for decryption (a private key) (Diffie & Hellman 1976, ElGamal 1985).
The public key is made known to everyone. Messages can be only decrypted with the
private key.

The ElGamal cryptosystem ElGamal= (Gen,Enc,Dec) utilizes the DH for asym-
metric encryption in the following way (ElGamal 1985). The key generation algorithm
Gen outputs a pair (a,ga), where a←U(Z|G|) is the private key and ga is the public key
of Alice. Bob can encrypt a message that is encoded as a group element m ∈ G using
Enc that samples b←U(Z|G|) and outputs a ciphertext (gb,m ·gab). Using the private
key of Alice, the decryption algorithm Dec computes m ·gab · (gab)−1 = m.

McEliece cryptosystem

The McEliece cryptosystem McEliece= (Gen,Enc,Dec) is a non-DH based asymmetric
encryption scheme that utilizes binary linear error correcting codes (McEliece 1978). We
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will be applying a similar scheme in Chapter 5 and therefore will consider the McEliece
scheme more closely. Let Fq be a finite field of q elements. A linear error correcting
[n,k] code is a subspace C of Fn

q of dimension k. A code is binary if q = 2. An element
c ∈C is called a codeword. The minimum distance of C is the minimum Hamming
distance between different codewords. If the minimum distance of C is d = 2t + 1,
the code can correct all errors of Hamming weight t. If a basis of C is collected into
rows of a matrix G, then G is called the generator matrix of C. A message m ∈ Fk

q can
be encoded by multiplying with the generator matrix: c = mG ∈ Fn

q. There is also a
deterministic PT decoding algorithm that produces m from c+ e, where wH(e)≤ t and
wH is the Hamming weight.

The McEliece scheme applies binary Goppa codes (Goppa 1970) to enable asym-
metric encryption in the following way. The key generation Gen outputs a private /
public key pair such that the private key consists of three matrices (P,S,G), where P is
an n×n permutation matrix, S is a non-singular k× k matrix and G is the generator
matrix for a binary Goppa code that is able to correct up to t errors. The public key is the
k×n composition matrix SGP. A message m ∈ Fk

2 is encrypted by Enc by computing
c = mSGP+e, where e is a randomly chosen error vector of Hamming weight t. For the
decryption, Dec first computes cP−1 = mSG+eP−1 and then decodes the corresponding
Goppa codeword to obtain mS. Since S is non-singular, the message m is computed by
multiplying with S−1 from the right. A semantically secure version of the scheme can
be found in (Nojima et al. 2008). The McEliece scheme is considered to be secure even
in the quantum computation model (Dinh et al. 2011).

The security of McEliece is based on a certain assumption on the generator matrix
SGP. Let Mcs denote the random variable determined by the probability distribution of
sampling a generator matrix SGP according to Gen(1s). Let the probability ensemble
Mc = {Mcs : s ∈ N}. Let also McU denote the probability ensemble of uniformly
random matrices with binary entries such that the matrices have the same size as those
of Mc.

Assumption 1. (Pseudorandomness of McEliece generator matrix). There exists a

negligible function εM and s′ ∈ N such that

AdvD(Mc,McU) (s)≤ εM(s)

for every s≥ s′.
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The selection of parameters for the McEliece scheme has been considered by Niebuhr
et al. (2012) and the best performing attacks are based on information set decoding. In
addition, due to algebraic attacks against Goppa codes (Faugère et al. 2010b,a), the rate
R = k/n cannot be close to one and the degree t of the Goppa polynomial has to satisfy
t ≥ zmin, where zmin is the smallest integer satisfying αz(αz− (2β + 1)z+ 2β )/2 ≥
n−αz, where α = dlog2 ne and β = dlog2 ze+ 1 (Faugere et al. 2011). Choosing
R≈ 0.8 maximizes the complexity of information set decoding attacks (Niebuhr et al.

2012). For security that is equivalent to 109-bit key symmetric encryption, we need
(n,k, t) = (2804,2048,66) (Niebuhr et al. 2012).

Learning parity with noise

Another problem closely related to error correcting is the learning parity with noise

problem (LPN). Let Berθ denote the Bernoulli distribution for some probability
θ ∈ (0,1/2).

Definition 2.6 (Learning parity with noise (LPNθ )). Let r←U(Fn
2) and let Qr,θ

n denote

the random variable corresponding to the probability distribution over Fn+1
2 induced by

(a,〈r,a〉⊕ e), where a←U(Fn
2) and e← Berθ . Given oracle access to Qr,θ

n , find r.

For concreteness, the classical parameters are θ ∈ { 1
4 ,

1
8}. The problem above

is the computational version of the LPN. We are mainly interested in the following
indistinguishability result of Katz & Shin (2006). In the following, let Qr,θ = {Qr,θ

n }n∈N

and U = {Un =U(Fn+1
2 )}n∈N.

Proposition 2.2 (Katz & Shin (2006)). For every PPT algorithm A, there is a PPT

algorithm A′ such that

AdvLPNθ

A′
(
n,q′

)
≥ 1

4
·AdvD(Qr,θ ,U)

A (n,q) ,

where r←U(Fn
2) and q′ = O(q · logn ·AdvD(Qr,θ ,U)

A (n,q)−2).

Given a sub-exponential number of queries to the LPN oracle, LPN can be solved
in sub-exponential time (Blum et al. 2003, Lyubashevsky 2005, Levieil & Fouque
2006, Kirchner 2011). For the classical choice of θ and a linear number of queries,
the best known algorithms are exponential time (Gołȩbiewski et al. 2011, Teixidó
et al. 2014). For a low-noise version, θ = Θ(1/

√
k), LPN can be solved in time
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2O(
√

k) (Kirchner 2011). For an excellent survey of the LPN and its cryptographic
applications, see (Pietrzak 2012).

The importance of authentication

A key exchange scheme does not itself guarantee the security of the derived key. In
particular, the DH as well as other key exchange schemes, are subjective to the so
called man in the middle attack that is depicted in Fig. 1. Therefore, authentication

Alice Bob
Man-in-the-middle

ga

gazk A =

k B = gbz

gz

gz

gb

gazk A =
k B = gbz

Fig 1. Man-in-the-middle attack against Diffie-Hellman key exchange.

is a fundamental requirement for secure key exchange. An authentication scheme
is a method of verifying that a given data is approved by a certain party (Menezes
et al. 1996). A key exchange protocol that incorporates authentication in some form
is called authenticated key exchange (AKE) and such protocols are essential for
securing electronic communication (Boyd & Mathuria 2003). Authentication can be
implemented using different mechanisms. Similar to encryption, these mechanisms can
be classified into symmetric and asymmetric methods. Symmetric authentication is
usually implemented using a message authentication code (MAC) (Katz & Lindell
2007). In such a case, only parties that are able to compute valid authentication tags are
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able to verify their validity. A digital signature scheme is an asymmetric authentication
scheme with universally verifiable authentication tags called signatures (Katz & Lindell
2007).

Definition 2.7. A digital signature scheme is a three-tuple of probabilistic polynomial

time algorithms Σ = (Gen,Sign,Verify) such that

1. Gen(1k) is a key generation algorithm that outputs a pair (pk,sk), where pk is called

a public key and sk is called a private key.

2. Sign(sk,m) is a signing algorithm that outputs a signature σ ← Sign(sk,m) for a

message m ∈ {0,1}∗ using a private key sk.

3. Verify(pk,m,σ) is a deterministic verification algorithm that for every security

parameter k ∈ N and for every (pk,sk) ∈ Gen(1k) outputs 1 if and only if σ ∈
Sign(sk,m) and 0 otherwise.

It should be computationally infeasible to generate valid signatures without the
private key sk. However, everyone should be able to verify signatures using the public
key pk. Let Signs denote the algorithm Sign under the private key s. That is, let
Signs(m) = Sign(s,m) for every m ∈ {0,1}∗. The security of signature schemes can be
based on the following signature forgery experiment (Katz & Lindell 2007).

1: procedure SigForgeExp(A,Σ)(k) . k is the security parameter
2: (p,s)← Gen(1k)

3: Adversary A is given oracle access to Signs. Let Q denote the set of messages
that A requested signatures for.

4: wait until A outputs (m,σ)

5: v← Verify(p,m,σ)

6: if v = 1 and m /∈ Q then
7: output 1
8: else
9: output 0

10: end if
11: end procedure

Definition 2.8. A digital signature scheme Σ = (Gen,Sign,Verify) is existentially un-
forgeable under an adaptive chosen message attack if for every PPT algorithm A, there

is a negligible function ε and k′ ∈ N such that

AdvSigForge(Σ)
A (k) = Pr [SigForgeExp(A,Σ)(k) = 1]≤ ε(k)
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for every k ≥ k′.

2.2.5 The Diffie-Hellman problem

The Diffie-Hellman problem (DHP) has turned out to be a versatile problem with many
cryptographic applications such as key agreement (Diffie & Hellman 1976), asymmetric
encryption (ElGamal 1985, Massey & Omura 1986) and digital signatures (ElGamal
1985, Nyberg & Rueppel 1995, FIPS186-3 2009). The hardness of computing the
common element k = gab is captured by the following distributional problem.

Definition 2.9 (Computational Diffie-Hellman problem (CDHP)). Let (G,g)← S(1s),

where G is a cyclic group and g is a generator of G. Let a,b← U(Z|G|). Given

(g,ga,gb) ∈ G3, find y ∈ G such that y = gab.

The cyclic group and the generator are sampled according to the sampling algorithm S

that depends on the platform group family. The hardness of the CDHP is closely tied to
the hardness of the discrete logarithm problem (DLP).

Definition 2.10 (Discrete logarithm problem (DLP)). Let (G,g)← S(1s), where G is a

cyclic group and g is a generator of G. Let x←U(Z|G|). Given (g,gx) ∈ G2, find z ∈ Z
such that gz = gx.

Let |G|= n. Naturally, the infeasibility of the DLP depends on the platform group.
However, there are algorithms for the DLP that do not make any explicit assumptions
on the structure of the group and therefore work for any selection. Such algorithms
include the baby step giant step algorithm of Shanks (1971) that has space and time
complexity O(

√
n). Related methods are due to Pollard (1978) and manage to reduce

the space complexity by a constant amount using randomization. The randomization
based methods can be also efficiently parallelized (Oorschot & Wiener 1999). These
methods can be considered as optimal due to lower bounds of Shoup (1997).

Special algorithms have been devised for certain classes of groups. For Z∗p with p a
prime, the DLP in solvable in sub-exponential time (Coppersmith et al. 1986). There
are groups for which the DLP and the CDHP are computationally equivalent (Maurer
1994, Maurer & Wolf 1996) such as certain groups over elliptic curves. Based on a Weil
pairing, there is a polynomial time reduction from the DLP on an elliptic curve group
E(Fq) to DLP on Fqn for some n ∈ N (Menezes et al. 1993, Frey & Rück 1994). In
the quantum computation model, the DLP is solvable in polynomial time using Shor’s
algorithm (Shor 1997).

41



If the CDHP is computationally infeasible for the platform group G, then an
adversary cannot deduce k = gab. However, CDHP does not guarantee that the adversary
cannot predict some of the bits of k. For a key that is computationally indistinguishable
from random, we need a stronger assumption.

Definition 2.11 (Decision Diffie-Hellman problem (DDHP)). Let G be a cyclic group

and let g be a generator of G sampled by (G,g)← S(1k). Let B← U({0,1}) and

a,b,c←U(Z|G|). Given (g,ga,gb,gab) ∈ G4 when B = 0 and (g,ga,gb,gc) ∈ G4 when

B = 1, determine B.

The class of groups returned by S is called a group family (Boneh 1998). We call the
groups Gi returned by S the platform groups or more generally the platform structures.

Definition 2.12. A group family G is a pair consisting of a class of finite groups

{Gi : i ∈ I}, where I is a countable index set, together with a sampling algorithm S that

given a security parameter 1s runs in polynomial time and outputs a random index i ∈ I

and a generator g ∈ Gi.

Note that the DDHP is a question of computational indistinguishability of the
probability ensembles determined by (g,ga,gb,gab) for a,b←U(Z|Gi|) and (g,ga,gb,gc)

for a,b,c←U(Z|Gi|), where (i,g)← S(1s). The hardness of the DDHP and the CDHP

depend on the chosen group family. There are groups over elliptic curves such that
DDHP can be efficiently solved while CDHP is assumed to be hard. Such groups are
used in pairing based schemes (Joux 2004). The original Diffie-Hellman scheme uses a
group family consisting of Z∗p for p a prime. Typically, p is chosen from a set of so
called safe primes to prevent the Pohlig-Hellman attack (Pohlig & Hellman 1978). That
is, p = 2q+1, where q is also a prime. Key exchange is initiated in a subgroup of order
q.

2.2.6 The conjugacy search problem

Due to advances in solving the DLP and the DHP, alternative problems have been
sought. Especially, due to Shor’s polynomial time algorithm for the DLP on a quantum
computer, a replacement problem not susceptible to quantum algorithms is needed when
such computation becomes feasible. Due to (Grover 1996), any NP-complete problem is
solvable in the quantum computation model in O(

√
n) time, where n is the size of the

instance. However, there is evidence that in general the whole NP is not acceptable on a
quantum computer in polynomial time (Bennett et al. 1997).
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Conjugacy related problems have been suggested as possible replacements for the
DHP. Let G be a group and g ∈G. If y ∈G, then y−1gy is said to be a conjugate element

of g.

Definition 2.13 (Conjugacy problem). Let G be a group. Given x,g ∈ G, determine

whether there is y such that x = y−1gy.

The search version of this problem is used in cryptography. Typically, for cryptographic
applications, x,g ∈ G are always conjugate. Therefore, we are considering the following
problem.

Definition 2.14 (Conjugacy search problem (CSP)). Let G be a group. Given conjugate

elements x,g ∈ G, find y ∈ G such that x = y−1gy.

In the literature, the CSP is often stated in this form without considering the distributions
for g and y. In order to consider the average case feasibility of the CSP, an instance
generator needs to be defined.

As an alternative to DH, Anshel et al. (1999) suggest a key exchange scheme based
on the CSP. In its general form, the scheme consists of a five-tuple (U,V,β ,γ1,γ2),
where U and V are efficiently computable monoids, and

β : U×U →V, γi : U×V →V (i = 1,2)

are efficiently computable functions satisfying the following properties:

1. For all elements x,y1,y2 ∈U ,

β (x,y1 · y2) = β (x,y1) ·β (x,y2).

2. For all elements x,y ∈U ,

γ1(x,β (y,x)) = γ2(y,β (x,y)).

3. If y1,y2, . . . ,yk ∈U and β (x,y1),β (x,y2), . . . ,β (x,yk) are known for some x ∈U ,
then it is computationally infeasible to determine x.

Alice and Bob publicly assign submonoids SA,SB ⊆U , respectively. Suppose that SA is
generated by elements {s1, . . . ,sm}, and SB is generated by {t1, . . . , tn}. The protocol
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then begins by Alice choosing a secret element a ∈ SA and transmitting the elements

β (a, ti), i = 1,2, . . . ,n.

Bob chooses a secret element b ∈ SB and transmits

β (b,si), i = 1,2, . . . ,m.

It follows from the properties given above that the secret elements a and b are secure and
Alice can compute the elements β (b,a) and γ1(a,β (b,a)). Similarly, Bob can compute
the elements β (a,b) and γ2(b,β (a,b)). By property 2, the established key is

k = γ1(a,β (b,a)) = γ2(b,β (a,b)).

Anshel et al. (1999) also give a construction of the scheme based on the CSP.

Scheme 2 (Anshel-Anshel-Goldfeld key agreement (AAG)). Let G be a group and

SA = 〈s1,s2, . . . ,sm〉 , SB = 〈t1, t2, . . . , tn〉

be two publicly assigned subgroups of Alice and Bob, respectively. Let β (x,y) = x−1yx

and

γ1(u,v) = u−1v, γ2(u,v) = v−1u.

Alice Bob

Sample a ∈ SA Sample b ∈ SB

β (a, t1),β (a, t2), . . . ,β (a, tn)−−−→
←−−− β (b,s1),β (b,s2), . . . ,β (b,sm)

Compute β (b,a) Compute β (a,b)

k← γ1(a,β (b,a)) k← γ2(b,β (a,b))

The established key is the commutator k = a−1b−1ab of a and b. It is not specified
in (Anshel et al. 1999) how to sample a ∈ SA and b ∈ SB. Therefore, we assume that
there is a PPT algorithm S such that a← S(1s,s1,s2, . . . ,sm) and b← S(1s, t1, t2, . . . , tn),
where 1s is a security parameter. Even though AAG is based on the CSP, it is not
sufficient for the adversary to solve the CSP in order to get the common key (Shpilrain
& Ushakov 2006a). To compute the key, the adversary needs a representation for a in
terms of the generators s1,s2, . . . ,sm. This problem is intimately connected to S.
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The CSP can be also used for key exchange based on the following Diffie-Hellman
like problem (Ko et al. 2000).

Definition 2.15 (Diffie-Hellman conjugacy problem (DHCP)). Let G be a non-commu-

tative group. Given u,a−1ua,b−1ub ∈ G, find a−1b−1uba, where ab = ba.

Again, no distributions on u,a and b are stated, but they need to be generated for
cryptographic applications by an instance generator S. The CSP has also turned out
to be a versatile problem. Since the seminal work of Anshel et al. (1999, 2001) and
Ko et al. (2000), the CSP and its variants have been used in many cryptographic
applications such as key agreement schemes (Anshel et al. 1999, 2001, Ko et al.

2000), digital signature schemes (Ko et al. 2002, Wang et al. 2007, Han & Ma 2010),
authentication (Dehornoy 2004, 2006, Sibert et al. 2006, Shpilrain & Ushakov 2008)
and public key cryptography (Wang et al. 2011, Gu et al. 2013). Many of these schemes
rely on combinatorial group theory and the theory of braid groups. However, alternative
structures such as matrix conjugation (Grigoriev & Shpilrain 2009) have been sought
due to successes in the study of the CSP and its cryptographic applications over the
braid groups (Lee & Lee 2002, Lee & Park 2003, Cheon & Jun 2003, Hofheinz &
Steinwandt 2002, Gebhardt 2005, Garber et al. 2005, Gebhardt 2006, Myasnikov &
Ushakov 2007). In particular, on the braid group, there is a polynomial time algorithm
for the DHCP (Cheon & Jun 2003) and AAG can be broken in polynomial time (Tsaban
2013).

Variants of the CSP have also been suggested. The twisted conjugacy problem
was used in (Shpilrain & Ushakov 2008) to construct an authentication scheme using
matrices of truncated polynomials. Skew polynomials were suggested by Boucher et al.

(2010). A shifted conjugacy problem was suggested in (Dehornoy 2000, 2006) for
braid groups. A non-associative generalization of the CSP for CC loops, called the
partial conjugacy search problem (PCSP), was given in (Partala & Seppänen 2008)
and generalized for LCC left quasigroups (Partala 2009). This generalization will be
considered in Chapter 7.

2.2.7 Formal security of authenticated key exchange
protocols

The security of a key exchange protocol depends on the application environment and the
capabilities of the adversary. There are many subtle things that can go wrong when
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designing a security protocol. In particular, many problems are the result of uncertainty
of the protocol designers regarding the goals that the protocol is trying to achieve (Boyd
& Mathuria 2003). There are some principles that designers can follow, such as those
suggested by Abadi & Needham (1996). However, there are also formal methods that
can be used to assure the correctness of a protocol. Formal protocol analysis techniques
can be generally divided into two classes: formal specification based techniques and
complexity theoretic proof techniques (Boyd & Mathuria 2003).

Modern study of authenticated key exchange can be considered to have started
with the work of Needham & Schroeder (1978). The protocol later evolved into
Kerberos (Neuman & Ts’o 1994) that is a widely used symmetric key distribution
service. The first formal theoretic model of security for authenticated key exchange
(AKE) is due to Bellare & Rogaway (1994, 1995). They gave the first formal definition
of security for cryptographic protocols based on complexity theoretic reductions. In such
a model, a well-known mathematical problem is reduced to the problem of breaking the
protocol. The original model of Bellare & Rogaway (1994) has been further extended
in (Blake-Wilson et al. 1997) and (Bellare et al. 2000).

A session is an interactive information interchange between two or more communi-
cation devices or parties spanning a certain duration of time. A general complexity
theoretic framework for considering the security of session-based multiparty AKE
protocols in a modular fashion was formalized in (Bellare et al. 1998) using a simula-
tion approach. Canetti & Krawczyk (2001a) formulated the modular approach using
computational indistinguishability. We follow the indistinguishability approach. In the
model, all communication among interacting parties is assumed to be under the control
of an adversary. In addition to controlling the communication, the adversary is provided
with special corruption capabilities and the security is defined using computational
indistinguishability of the derived session key.

The idea behind the modular approach is to show the security of a protocol by first
considering a simplified case in which all protocol flows are considered completely
authenticated. Authentication can be then easily plugged in as a module called an
authenticator. This approach enables us to construct secure protocols in a convenient
way. Even though non-modular protocols tend to perform better in terms of complexity,
providing a complete proof of the security for such protocols seems to be rather
complicated (Kudla & Paterson 2005).

The modular approach of Canetti & Krawczyk (2001a) works in the following way.
Each party Pi is modelled as a probabilistic polynomial time algorithm Principal. To
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initialize a two-party key agreement protocol for party Pi, Principal is run with input
(Pi,Pj,S,r), where Pi is the identity of this particular instance of Principal, Pj is the
identity of another party, S is a unique session identifier and r represents a role that
is either an initiator (r = 0) or a responder (r = 1). Two sessions within Pi and Pj are
matching if their inputs are (Pi,Pj,S,0) and (Pj,Pi,S,1), respectively. After activation,
the principals Pi and Pj exchange messages using a public channel and eventually
generate local outputs that include the names of the principals of the session, the session
identifier and a computed session key. When such an output is generated at a party,
the session is completed. A session can also expire at a party, which means that the
corresponding session key and the related state information is cleared from the memory
of that party. The information is erased to provide perfect forward secrecy: corrupting a
principal does not compromise the messages sent in expired sessions.

An adversary is modeled as a probabilistic polynomial time algorithm A that has
full control of the communication channel, as well as of the scheduling of the protocol
events such as the delivery of messages. The adversary is also given oracle access to
secret information stored in the memory of a principal using the following queries:

– Corrupt(Pi): Party corruption. By corrupting a party, the adversary learns all
information stored in the memory of that principal, including long term secrets and
session related information, such as states of incomplete sessions and session keys.

– Key(Pi,S): Session key query. Providing the name of a principal and a session
identifier of a completed session, the adversary learns the session key generated by
that session.

– Reveal(Pi,S): Session state reveal. Providing the name of a principal and a session
identifier of an incomplete session, the adversary learns the internal state of that
session.

This model is called the unauthenticated links model (UM). A restricted model called
the authenticated links model (AM) is defined in an identical way, except that we assume
that all communication links are completely authenticated. This means that the adversary
is restricted to deliver only messages that have been truly generated by the principals
without any modifications or additions to them.

Security is defined in terms of the indistinguishability of a session key from a
random one. There is a special test session oracle Test that A can query for any session
that is completed, unexpired and unexposed at any time. The goal of the adversary is
to distinguish the real session key from a random one. Let ActualKey(S) denote an
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oracle that returns the actual session key for session S and let K = {Kk}k∈N denote
the probability ensemble of all possible session keys. We formulate the following key

distinguishing experiment for a protocol Π.

1: procedure KeyDistExpΠ
A (s,n) . s is the security parameter and n is the maximum

number of parties
2: Let A run Π with input 1s

3: When A invokes a session between Pi and Pj, simulate those parties according
to Π for up to a maximum of n parties

4: Answer all of the Corrupt,Key and Reveal queries of A
5: if A invokes Test oracle with session identified S then
6: if S expired, exposed or not completed then
7: output 0
8: end if
9: b←U({0,1})

10: if b = 0 then
11: return key← ActualKey(S) to A

12: else
13: return key← Ks to A

14: end if
15: end if
16: wait until A finishes with an output b′

17: if b = b′ then
18: output 1
19: else
20: output 0
21: end if
22: end procedure

We define the key distinguishing advantage of A on Π for n parties as

AdvKeyDist(Π,n)
A (s) = Pr

[
KeyDistExpΠ

A (s,n) = 1
]
.

Definition 2.16 (Canetti & Krawczyk (2001a)). A two-party key exchange protocol is

secure for n parties if for every adversary A in the UM (similarly for AM) the following

two conditions are satisfied.
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1. Whenever two uncorrupted parties complete a matching session, they both output the

same key.

2. For every PPT algorithm A there is sA ∈ N and a negligible function ε such that

AdvKeyDist(Π,n)
A (s)≤ ε(k) (1)

for every s≥ sA.

Any protocol that is secure in the AM can be converted into a secure protocol in the
UM using an authentication scheme in an appropriate way. Algorithms implementing
such an authentication are called authenticators. These algorithms can be constructed
based on different mechanisms such as digital signatures or MACs (Bellare et al. 1998,
Canetti & Krawczyk 2001a). We do not study authenticators in this thesis. Instead, we
apply a general digital signature scheme to implement the authenticator.

2.3 Algebraic structures

2.3.1 Universal algebra

Universal algebra encompasses general concepts underlying many different algebraic
structures such as groups, semigroups, modules and quasigroups. According to Burris &
Sankappanavar (1981), a need for such a general definition of algebra was noted by
several mathematicians of the 19th and 20th century such as Whitehead and Noether.
Burris & Sankappanavar (1981) attribute Birkhoff for completely realizing the need for
a higher level of abstraction that unifies common results among several classes of known
algebraic structures.

Definition 2.17. Let A be a non-empty set and let n ∈ N. A (finitary) operation on A of

arity n is a function f : An→ A.

We define A0 = { /0}. An operation f of arity 0 is nullary. It is a constant f ( /0) ∈ A.
Operations of arity 1,2 and 3 are unary, binary and ternary, respectively.

Definition 2.18. A type of algebras is a function τ : Ω→ Z≥0, where the elements of Ω

are the basic operators of the type.

The type τ assigns an arity for each basic operator f ∈Ω.
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Definition 2.19. An algebra (or an algebraic structure) of type τ is an ordered pair

A = (A,F), where A is a non-empty set and F is a set of operations on A such that for

every n-ary basic operator f of the type there is an n-ary operation f A on A.

By the notation x ∈ A, we mean x ∈ A, where A = (A,F). We often write f

for f A when it is clear that we mean an operation and not an operator. If Ω =

{ f1, f2, . . . , fn} for the type, we write A = (A, f1, f2, . . . , fn) or A = (A, f A
1 , f A

2 , . . . , f A
n )

for A = (A,{ f A
1 , f A

2 , . . . , f A
n }) and often τ( f1)≥ τ( f2)≥ ·· · ≥ τ( fn). The set A of an

algebra A = (A,F) is the underlying set (or the universe) of A. An algebra A = (A,F)

is finite, if A is a finite set.
In universal algebra, algebraic structures are defined in an equational way. Therefore,

some structures traditionally considered with a single binary operation, such as groups,
need to be defined with several operations of varying arity. In this thesis, algebras
written as A are always considered in the universal algebraic sense. For convenience, we
often consider groupoids, quasigroups and groups in the traditional sense using a single
binary operation. In such a case, we denote Q or G. Therefore, a group G means (G, ·)
which in the universal algebraic sense is (G, ·,e,−1).

Let A = (A,FA) and B = (B,FB) be algebras of the same type. If B⊆ A and for every
basic operator f of the type, f A|B = f B, then B is a subalgebra of A. In such a case,
we write B≤ A. The set of subalgebras of an algebra A is closed under intersections.
Therefore, every X ⊆ A determines the smallest subalgebra 〈X〉 ≤ A that contains X , the

subalgebra generated by X . The elements of X are the generators of 〈X〉. If |X |= 1,
then 〈X〉 is monogenerated.

Definition 2.20. Let A = (A,FA) and B = (B,FB) be algebras of the same type τ . A

mapping α : A→ B is a homomorphism from A to B if

α( f A(a1,a2, . . . ,an)) = f B(α(a1),α(a2), . . . ,α(an))

for every n-ary basic operator f of the type and every ordered n-tuple (a1,a2, . . . ,an) ∈
An.

The set of homomorphisms from A to B is denoted by Hom(A,B). If A = B, then
α is an endomorphism. The set of all endomorphisms of A constitutes a semigroup and
it is denoted by End(A). A surjective homomorphism is an epimorphism. If α : A→ B
is an epimorphisms, then B is a homomorphic image of A. An injective homomorphism
is a monomorphism. If a homomorphism is bijective, then it is an isomorphism. If there
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exists an isomorphism from A to B, we say that A and B are isomorphic and denote it
by A∼= B. A bijective endomorphism is an automorphism. The set of automorphisms of
A constitute a group that is denoted by Aut(A).

Let ∼ be an equivalence relation on an algebra A = (A,F). If for every n-ary
operation f A of A and elements ai,bi with ai ∼ bi for 1≤ i≤ n we have

f A(a1,a2, . . . ,an)∼ f A(b1,b2, . . . ,bn),

then ∼ is a congruence. Every congruence ∼ of A gives a quotient algebra of A by ∼,
denoted by A/∼, with operations given by

f A/∼(a1/∼,a2/∼, . . . ,an/∼) = f A(a1,a2, . . . ,an)/∼

for every a1,a2, . . . ,an ∈ A and n-ary operation f A of A.
For our particular scenario, we are interested in functions that commute with the

endomorphisms of A. Such functions are most naturally obtained by composing the
finitary operations.

Definition 2.21. Let τ be a type of algebras and let Ω be the set of basic operators of the

type. Let X be a set of distinct objects called variables. The set of terms of type τ with
variables X is the smallest set T (X) such that X ⊆ T (X) and for every p1, p2, . . . , pn ∈
T (X) and every n-ary basic operator f ∈Ω the string f (p1, p2, . . . , pn) ∈ T (X).

Example 2.1. Let Ω = {·} and let X = {x,y,z}. Then

x, y, x · y, (x · y) · z, x · (x · (z · y))

are some terms over X.

We often consider n-ary polynomials over a field F as polynomial functions Fn→ F.
Such a consideration can be also applied to terms.

Definition 2.22. Let p(x1,x2, . . . ,xn) be a term of type τ over a set of variables X.

Given an algebra A = (A,F) of type τ , the term function on A corresponding to p is

pA : An→ A defined by

1. if p is a variable xi, then pA(a1,a2, . . . ,an) = ai for a1,a2, . . . ,an ∈ A,
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2. if p is of the form f (p1(x1, . . . ,xn), . . . , pk(x1, . . . ,xn)), where f is an k-ary basic

operator, then

pA(a1,a2, . . . ,an) = f A(pA
1 (a1, . . . ,an), . . . , pA

k (a1, . . . ,an)).

For our considerations, the term functions are useful since they behave like the finitary
operations with respect to congruences and homomorphisms (Burris & Sankappanavar
1981). In particular, for every homomorphism α : A→ B and every n-ary term p we
have

α(pA(a1,a2, . . . ,an)) = pB(α(a1),α(a2), . . . ,α(an))

for every a1,a2, . . . ,an ∈ A.

2.3.2 Some classes of algebras

A groupoid (or a magma) is an algebra with one binary operation. A binary operation is
usually denoted by +, · or ∗ and ∗(a,b) is written as a∗b or simply ab.

Definition 2.23. Let Q be an algebra and let ∗ be a binary operation of Q. Let a ∈Q.

Mappings L∗a,R
∗
a : Q→ Q defined by

L∗a(x) = a∗ x, R∗a(x) = x∗a

are left and right translations of Q by a with ∗, respectively.

We denote the set of all left translations of Q with ∗ by L∗Q = {L∗a : a ∈Q} and the set of
all right translations with ∗ by R∗Q. If Q is a groupoid or if there is no ambiguity about
which binary operation is meant, then we simply speak of the left and right translations
of Q. In such a case, we write simply La,Ra and LQ.

Definition 2.24. Let Q = (Q,∗,\) be an algebra with 2 binary operations. If Q satisfies

a\(a∗b) = b, a∗ (a\b) = b

for every a,b ∈ Q, then Q is a left quasigroup.

Equivalently, we may define left quasigroups in a combinatorial way using only a
single binary operation ∗: the groupoid (Q,∗) is a left quasigroup if and only if its left
translations are bijections. A right quasigroup is defined analogously. For convenience,
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by referring to the left translations of Q (or Q), we mean the left translations with the
first binary operation. To simplify notation, it is useful to denote the application of a
function f to an element x by x f . In this case, function compositions are worked out
from left to right. That is, for example, xLaLb = Lb(La(x)).

Definition 2.25. Let Q = (Q,∗,\) be a left quasigroup. The permutation group

L ∗(Q) = 〈L∗x : x ∈ Q〉 generated by the left translations of Q, is the left multiplication
group of Q.

Definition 2.26. Let Q = (Q,∗,/,\) be an algebra with 3 binary operations. If Q
satisfies

a\(a∗b) = b, a∗ (a\b) = b

(b∗a)/a = b, (b/a)∗a = b

for every a,b ∈ Q, then Q is a quasigroup.

Equivalently, Q is a quasigroup if and only if every left and right translation with ∗ is a
bijection.

Definition 2.27. Let Q = (Q,∗,/,\,1) be an algebra with 3 binary and one nullary

operations. If (Q,∗,/,\) is a quasigroup and

1∗ x = x, x∗1 = x

for every x ∈ Q, then Q is a loop.

A loop is a quasigroup Q with a neutral element 1. A loop is a group if and only if it is
associative. In terms of left translations, this means that for a group G, LaLb = Lba for
every a,b ∈ G. That is, the set of left translations LG is closed under composition.

Definition 2.28. Let Q = (Q,∗) be a groupoid. If Q satisfies

a∗ (b∗ c) = (a∗b)∗ (a∗ c)

for every a,b,c ∈ Q, then it is left distributive (LD). It is idempotent (I) if a∗a = a for

every a ∈ Q.

If a groupoid is both left distributive and idempotent, we denote it by LDI. The LD
property is often called left self-distributivity to distinguish it from other distributivity
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properties that involve multiple binary operations. According to Kepka & Němec (2003),
the first reference to self-distributivity is due to Peirce (1880) and the first study solely
devoted to self-distributive structures due to Burstin & Mayer (1929) who considered
both left and right distributive idempotent groupoids. The two-sided non-idempotent
case was considered in (Ruedin 1966). Kepka (1981) was the first to consider the
one-sided non-idempotent case. An excellent survey of LD left quasigroups can be found
in (Stanovský 2004). These structures have been rediscovered several times in the past
and are called by different names such as quandles (Joyce 1982a,b), pseudosymmetric
sets (Nobusawa 1981, 1983) and automorphic sets (Brieskorn 1988, Lipkovski 1989).
For a general reference on left distributive groupoids, we refer to the excellent book
of Dehornoy (2000).

The following definition could be written equationally. However, it will be more
useful later to consider the following condition using the left translations.

Definition 2.29. Let Q = (Q,∗,\) be a left quasigroup. If for every a,b ∈ Q there is

c ∈ Q such that

(L∗a)
−1L∗bL∗a = L∗c , (2)

then Q is left conjugacy closed (LCC).

Right conjugacy closedness (RCC) is defined analogously for right quasigroups. If a
quasigroup is both LCC and RCC, then it is conjugacy closed (CC).

Example 2.2. The following is a Cayley table of a loop that is LCC (Phillips &

Shcherbacov 2010).

+ 0 1 2 3 4 5 6 7

0 0 1 2 3 4 5 6 7

1 1 0 3 2 5 4 7 6

2 2 4 0 6 1 7 3 5

3 3 5 1 7 0 6 2 4

4 4 2 6 0 7 1 5 3

5 5 3 7 1 6 0 4 2

6 6 7 4 5 2 3 0 1

7 7 6 5 4 3 2 1 0

The left translations correspond to the rows. Here, for example, L−1
2 L3L2 = L4.
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2.4 Algebraic properties of key exchange schemes

We can easily identify a fundamental requirement for successful key exchange: some-
thing must commute. For the DH, we have (ga)b = (gb)a for every a,b ∈ N. In this
section, we review the algebraic properties of two party key exchange schemes suggested
in the literature. In particular, we are interested in the source of commutativity and the
suitable algebraic platform structures.

Cyclic group based schemes

Different versions of the DH have been obtained by replacing Z∗p with another cyclic
group (Schnorr 1991, Lenstra 1997). There are suggestions based on non-singular
matrices (Odoni et al. 1984), finite extension fields (Brouwer et al. 1999) and groups
based on elliptic curves over finite fields (Miller 1986, Koblitz 1987). In particular, the
elliptic curve groups E(Fp), for p prime, have yielded very successful variants of the DH.
Other groups over Abelian varieties have been also suggested (Koblitz 1989). Another
variant is the XTR (Lenstra & Verheul 2000) and its predecessors (Lidl & Müller 1984,
Müller 1985, Müller & Nöbauer 1986, Smith & Skinner 1995, Lenstra 1997, Brouwer
et al. 1999). Rubin & Silverberg (2003) suggested the group structure on an algebraic
torus. A common element is established by the commutativity of exponentiation in Fm

q

and mapping the result to the torus using a birational map. Buchmann & Williams (1990)
suggested a generalization of the Diffie-Hellman scheme based on an ”almost” cyclic
group structure on a set of reduced principal ideals of a real quadratic field. A common
reduced ideal is derived based on the commutativity of real number multiplication
and addition. These methods are based on the idea of replacing the original group
family. Therefore, algebraically such schemes can be considered in the framework of
the original DH.

Schemes based on commuting functions

Several methods have been suggested to generalize the DH by replacing group ex-
ponentiations with other commuting functions. In principle, for such schemes, we
are not interested in the underlying algebraic structure. However, the functions are
often generated using algebraic methods. For example, Shpilrain & Zapata (2006)
characterize discrete logarithm based primitives on groups of prime order as a group
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action Aut(G)×G→ G. They suggest a generalization based on commuting semi-
group actions on a set. To the best of our knowledge, semigroup actions were first
suggested by Monico (2002). Similar suggestions can be found from (Maze et al. 2007)
and (Stolbunov 2010). A modified semigroup action called a commuting double action
was suggested by Berenstein & Chernyak (2004). Using the exponential notation for
actions, the common key follows from the commutativity (ax)b = (bx)a. There are also
suggestions based on commuting chaotic maps (Kocarev & Tasev 2003, Xiao et al.

2005).

Non-commutative structure based schemes

The field on non-commutative cryptography is often considered to have started with
the work of Anshel et al. (1999) and Ko et al. (2000). Ko et al. (2000) suggested a
Diffie-Hellman like scheme using the braid group and commuting inner automorphisms.
According to Dehornoy (2004), the same scheme has been independently suggested
by Sidel’nikov et al. (1994) using a non-commutative semigroup. Baumslag et al.

(2006) suggested a scheme based on a finitely presented group G with two commuting
subgroups A,B≤ G. A common key is derived using the identity abgb′a′ = baga′b′ for
every g ∈ G,a,a′ ∈ A and b,b′ ∈ B. A semidirect product AoB of two groups, where B

is Abelian, was suggested by Habeeb et al. (2010). A common key is established based
on two commuting embeddings ϕ,φ : A→ Aut(B).

For the general AAG (Anshel et al. 1999), the common key follows from the
homomorphic property β (x,y1 · y2) = β (x,y1) ·β (x,y2) together with γ1(x,β (y,x)) =

γ2(y,β (x,y)). For the conjugation based AAG (Anshel et al. 1999, 2001) on a non-
commutative group, the key is derived as the commutator [a,b] of elements a and b

contributed by Alice and Bob, respectively. Shpilrain & Ushakov (2006b) generalize the
construction to use the centralizer instead of the commutator. For both of these schemes,
the common key follows from the homomorphic property. Braid groups have been
suggested as the platform. However, both schemes can be broken in polynomial time on
the braid group (Tsaban 2013).

Stickel (2005) suggested the application of a non-commutative semigroup G for key
exchange. Let g1,g2 ∈ G be non-commuting elements. Alice and Bob exchange ga1

1 ga2
2

and gb1
1 gb2

2 . Similar to DH, a common key, ga1+b1
1 ga2+b2

2 , is derived by the commutativity
of exponentiation. The application of tropical algebras for the implementation of this
scheme was suggested by Grigoriev & Shpilrain (2014). Rabi & Sherman (1993)
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suggested the use of associative one-way binary operations. In such a case, a common
key is derived based on associativity.

Anshel et al. (2007) suggested a semidirect product based scheme using two monoids
M and N and a group S acting on M. Let · denote the binary operation of the semidirect
product MoS. Defining an operation ? : (N×S)× (MoS)→ (MoS) using a special
mapping called an algebraic eraser, the common key is derived based on a property
similar to associativity: ((n,s) ? (m1,s1)) ? (m2,s2) = (n,s) ? ((m1,s1) · (m2,s2)) for
every (n,s) ∈ N×S and (m1,s1),(m2,s2) ∈MoS. Another semidirect product based
scheme was suggested by Habeeb et al. (2013) using a semidirect product of a group G

and a subgroup H of Aut(G). A common key is derived based on the homomorphic
property of a public element ϕ ∈ H and the security is based on exponentiation as for
the DH.

Asymmetric encryption and key exchange based on non-associative
structures

There are many suggested applications of non-associative algebra in cryptography. It
has been applied, for example, to construct

1. block ciphers (Lai & Massey 1991, Grošek et al. 2004), stream ciphers (Gligoroski
et al. 2005) and encryption schemes based on secret keys (Kościelny & Mullen 1999,
Markovski et al. 2000),

2. hash functions (Markovski et al. 2001, Gligoroski et al. 2003, Gligoroski & Knapskog
2008, Gligoroski et al. 2009b, Snášel et al. 2009, Gligoroski et al. 2009a),

3. authentication schemes (Dénes & Keedwell 1992, Meyer 2006),
4. zero-knowledge proofs (Dehornoy 2006, Dénes & Dénes 2001, Grošek & Sýs 2010).

However, there is relatively few research on non-associative key exchange schemes and
asymmetric encryption. In the following, we have listed some suggestions for asymmetric
encryption. Keedwell (1999) described an asymmetric encryption scheme based on
crossed inverse quasigroups. Dénes & Keedwell (2002) suggested an asymmetric
encryption scheme analogous to ElGamal encryption using cyclic neofields. Gligoroski
et al. (2008a) suggested the implementation of trapdoor functions and a public key
encryption scheme (Gligoroski et al. 2008b) based on multivariate quadratic quasigroups.
Based on the same platform structure, Gligoroski et al. (2012) suggested also a digital
signature scheme.
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There are some suggestions for key exchange. The implementation of commuting
semigroup actions based on both exponentiation and conjugation in a Moufang loop
was suggested by Maze (2003). A generalization of the conjugation based AAG for
LCC loops was given in (Partala & Seppänen 2008) (considered in Chapter 7). The
construction works for any LCC left quasigroup (Partala 2009) and, similarly to the
original AAG, the common key is derived as the commutator but this time on the
left multiplication group. A generalized Diffie-Hellman scheme was described in
(Partala 2011) (considered in Chapter 3). The common key is derived based on the
homomorphic property. Wang et al. (2011) suggested a scheme similar to DH by
considering conjugacy search in a monoid. The scheme works in the non-associative left
distributive structure induced by conjugation and a common key is derived based on the
property an+m ∗b = an ∗ (am ∗b), where ∗ is the binary operation of the LD structure
and exponentiation is conducted in the original monoid. In this case, the common key is
a result of both the homomorphic property of conjugation and the commutativity of
exponentiation. A non-associative version of the general AAG was suggested by Kalka
(2012) for groupoids. The scheme is based on special mappings β1,β2,γ1,γ2,π1 and π2.
Similar to the general form of AAG, a common key is derived based on the homomorphic
property of β1,β2 and the property γ1(a,β2(b,π1(a))) = γ2(b,β1(a,π2(b))).

We have gathered the essentially different key exchange schemes and their algebraic
properties into Table 2.
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3 Algebraic generalization of the
Diffie-Hellman problem and key exchange

As was stated in Section 2.4, many key exchange schemes can be seen as generalizations
or different versions of the DH. A straightforward generalization is to use other
commuting functions. However, it is not straightforward to construct commuting
functions with the needed infeasibility requirements. In this thesis, our emphasis is
on the algebraic properties of the exponentiation map. It is true that exponentiations
in a cyclic group commute. However, exponentiation in a cyclic group is also an
endomorphism of the group. Contrary to most work in the literature, we discard the
direct commutativity property and concentrate on the homomorphic property. Based
on the homomorphic property, we formulate a generalization for the DHP. Our main
motivation for the generalization is the possibility of lifting the Diffie-Hellman key
exchange scheme from cyclic groups to more general algebraic structures. It allows us
to consider a wider class of platform structures while preserving the utility of the DH.

Another motivation follows from cryptographically useful properties of homomor-
phisms. In particular, in most cases a homomorphism f is resamplable (Fefferman
et al. 2012). That is, there is a PPT algorithm A that on input (x,b) produces a dis-
tribution (X ,B) such that the event ”b = f (x) if and only if b′ = f (x′)” holds with
probability one for every (x′,b′)← (X ,B). Resamplability is a special form of random

self-reducibility (Feigenbaum & Fortnow 1993) that allows us to infer average-case
hardness of certain problems based on their worst-case infeasibility. Resamplability
also enables us to derive tighter bounds on advantage when invoking the hybrid argu-
ment (Fefferman et al. 2012). However, we do not pursue these properties in this thesis.
They are left for future research.

We formulate a homomorphic image problem (HIP) that asks to compute the
image of a given element under an unknown homomorphism. We show that the
required commutativity is induced by the homomorphic property and it is sufficient
for key exchange. This consideration allows us to lift the DHP from a cyclic group
to any pair of algebras A and B with a suitably large set of efficiently samplable and
computable homomorphisms from A to B. We define a notion that is analogous to group

family (Boneh 1998) by considering a collection of algebras and use it to formulate a
decision version of the HIP.

61



The chapter is organized as follows. In Section 3.1, we formulate a family of algebras

as an analogous notion to a group family. Section 3.2 concentrates on the definition of
the computational and decision HIP and the algebraically generalized Diffie-Hellman
scheme. Finally, in Section 3.3 we give a short exposition of potential platform algebras.

3.1 Family of algebras

Our construction is based on the following observation. Let us consider a cyclic
group Gi as an algebra Gi. Then every exponentiation function αa : x 7→ xa is both
an endomorphism and a term function Gi → Gi. Let us now consider the original
Diffie-Hellman key agreement scheme in the following form that introduces an apparent
asymmetry in the computational procedures of Alice and Bob.

Scheme 3 (Diffie-Hellman key agreement). Let the participants be Alice and Bob and

let G= ({Gi : i ∈ I},S) be a group family.

Alice Bob

Sample (i,g)← S(1s)

Sample αa : x 7→ xa ∈ End(Gi)

(i,g,αa(g))−−−→
Generate a random term

p of the type of Gi

Compute

gb = pGi(g)

Compute

αa(g)b = pGi(ga)

←−−− gb

k← αa(gb) = gab k← αa(g)b = gab

Alice first samples a private endomorphism αa : x 7→ xa, where a←U(Z|Gi|). Bob
generates a random term p of the type of Gi such that the term function pGi is polynomial
time computable. He computes

gb = pGi(g) = gg · · ·g︸ ︷︷ ︸
b times

.
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The same term function is applied on αa(g) = ga to obtain a secret element

αa(g)b = pGi(ga) = αa(g)αa(g) · · ·αa(g)︸ ︷︷ ︸
b times

= gaga · · ·ga︸ ︷︷ ︸
b times

= gab.

The binary operation is not actually applied b−1 times. Rather, Bob chooses a term
function such that the fast exponentiation algorithm can be applied to reach gb and gab

in a polynomial number of operations. Alice can compute αa(gb) = gab and the equality
of the established key follows from the homomorphic property of αa.

We can immediately see that it is possible to exchange the group family G with a
family of non-group algebras. That is, we can consider two algebras A,B of the same
type and let αa ∈ Hom(A,B). Let us consider such a generalization. There are three
different algorithms implicit in the scheme:

1. The sampling algorithm S that can be considered to sample both (i,g) and αa.
2. A probabilistic polynomial time random composition algorithm R that on input i ∈ I

and an element x ∈Gi samples a term p and computes the term function on x.
3. A deterministic polynomial time homomorphism computation algorithm H that given

i ∈ I, a ∈ Z and an element x ∈Gi evaluates αa(x).

For the generalization of the group family to a family of algebras, these algorithms need
to be made explicit. For example, for the group family case both R and H compute xa

using the fast exponentiation algorithm.
In order to be able to increase the security of the different constructions using a

security parameter, the family has to consist of pairs (Ai,Bi) indexed by a countably
infinite index set I. We need a sampling algorithm S that samples such pairs, outputs
the corresponding i ∈ I and a set of generators a1,a2, . . . ,an for Ai. We also need the
family to have a meaningful composition algorithm R that can be randomized. For
an algebra with n generators, potentially several such algorithms can be devised. In
contrast, the only meaningful composition algorithm for a group family is the fast
exponentiation algorithm. Finally, we require participants to be able to efficiently
compute homomorphisms ϕ ∈ Hom(Ai,Bi) for every i ∈ I. Therefore, the family has to
come with an explicitly stated set of efficiently computable homomorphisms and a
deterministic homomorphism computation algorithm H.

We consider a family of algebras as a countably infinite set of triples (Ai,Bi,Hi),
where Ai and Bi are algebras of the same type and Hi ⊆ Hom(Ai,Bi), together with the
three algorithms explained above. Let us formulate these notions in a rigorous manner.
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Definition 3.1. An algebra A = (XA,FA) is efficiently computable if for every f A ∈ FA

there exists a deterministic polynomial time algorithm A such that f A(x1,x2, . . . ,xn)←
A(x1,x2, . . . ,xn) for every x1,x2, . . . ,xn ∈ A where n is the arity of f A.

Definition 3.2. Let A and B be algebras of the same type and let H be a countable index

set. A set of homomorphisms H = {ϕh : h ∈ H} ⊆ Hom(A,B) is efficiently computable

if there is a deterministic polynomial time algorithm H such that ϕh(x)← H(h,x) for

every h ∈ H and x ∈ A.

Definition 3.3. Let I be a countably infinite index set. A collection of efficiently
computable algebras is a countably infinite set of triples

C = {(Ai,Bi,Hi) : i ∈ I}

such that Ai and Bi are efficiently computable algebras and Hi ⊆ Hom(Ai,Bi) is a set

of efficiently computable homomorphisms for every i ∈ I.

Definition 3.4. A family of algebras is a four-tuple

A= (C ,S,R,H),

where C = {(Ai,Bi,Hi) : i ∈ I} is a collection of efficiently computable algebras,

Hi = {ϕh : h ∈ Hi} and

– S(1s) is a PPT sampling algorithm such that given a security parameter 1s outputs

(i,h,a1,a2, . . . ,an)← S(1s), where i∈ I,h∈Hi and a j ∈Ai for every j ∈ {1,2, . . . ,n}.
– R(i,d,x1,x2, . . . ,xn) is a PPT random composition algorithm that given an index i ∈ I,

a bit d determining whether we are composing elements of Ai (d = 0) or Bi (d = 1)

and elements x1,x2, . . . ,xn of the corresponding algebra outputs a random element

x← R(i,d,x1,x2, . . . ,xn) such that

x ∈ 〈x1,x2, . . . ,xn〉

and

ϕh(R(i,0,z1,z2, . . . ,zn ; r)) = R(i,1,ϕh(z1),ϕh(z2), . . . ,ϕh(zn) ; r) (3)

for every i ∈ I,h ∈ Hi,z1,z2, . . . ,zn ∈ Ai and every randomness r.

– H(i,h,x) is a deterministic PT homomorphism computation algorithm that given

i ∈ I,h ∈ Hi and x ∈ Ai, outputs ϕh(x)← H(i,h,x).
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The requirement (3) imposed on R restricts it to respect the homomorphisms of the
algebra. In general, it means that R generates a random n-ary term p of the type such
that R can compute both term functions pA and pB in polynomial time. Then, depending
on d, R computes either pA or pB. However, in some cases, it is not necessary to restrict
R to compute only term functions as will be seen in Section 5.1.

Example 3.1. A group family is a family of algebras G = (C ,S,R,H), where C =

(Gi,Gi,End(Gi)) is a collection of cyclic groups and

– (i,a,g)← S(1s), where i ∈ I, g is a generator of Gi and a←U(Z|Gi|),

– xb ← R(i,d,x), where d ∈ {0,1},b←U(Z|Gi|) and xb is computed using the fast

exponentiation algorithm,

– xa← H(i,a,x), where xa is computed using the fast exponentiation algorithm.

3.2 The homomorphic image problem

In this section, we formulate the homomorphic image problem and describe a two-party
key exchange scheme that directly generalizes the DH. Let us consider the DH in the
form of Scheme 3 (p. 62). Alice obtains gab as the image under the endomorphism α .
For an eavesdropper, the problem of computing gab from (g,ga,gb) = (g,αa(g),gb) can
be seen as the problem of computing the image of gb under an unknown endomorphism
αa. Therefore, we formulate an analogue for the computational DHP in the following
manner: we give a set of elements and their homomorphic images under an unknown
homomorphism. Then, we sample a random element x from the algebra and ask for its
homomorphic image under the same homomorphism. We call this analogue of the DHP

the homomorphic image problem (HIP).

Definition 3.5 (Computational HIP (CHIP)). Let A= (C ,S,R,H) be a family of alge-

bras and let C = {(Ai,Bi,Hi) : i ∈ I}. Suppose that (i,h,a1,a2, . . . ,an)← S(1s) and

x← R(i,0,a1,a2, . . . ,an). Given

i,(a1,ϕh(a1)),(a2,ϕh(a2)), . . . ,(an,ϕh(an)),x,

compute ϕh(x).

We can easily deduce a necessary condition for the infeasibility of the CHIP.
Suppose that it is feasible to find a term p of the type such that the term function on
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a1,a2, . . . ,an evaluates to x. Suppose also that the term function can be computed as a
polynomial number of applications of the operations of Ai. If such a factorization as a
term is given, we can exchange each occurrence of a j by ϕh(a j) and each occurrence of
an operation of Ai by the corresponding operation of Bi. Since ϕh is a homomorphism,
the image ϕh(x) is then obtained by evaluating the obtained expression which can be
done in polynomial time since Bi is efficiently computable. Therefore, finding such a
factorization needs to be infeasible.

Definition 3.6 (Algebraic factorization problem (AFP)). Let A=(C ,S,R,H) be a family

of algebras of type τ . Let (i,h,a1,a2, . . . ,an)← S(1s) and y← R(i,0,a1,a2, . . . ,an).

Find a term p of type τ such that the length of (the binary representation of) p is

polynomial in i and

y = pA(a1,a2, . . . ,an).

The requirement for the polynomial length in i ensures that pA can be evaluated in
polynomial time. For the group family case, finding a factorization of ga using the
generator g is equivalent to the DLP.

Let us now formulate the decision version of the CHIP.

Definition 3.7 (Decision HIP (DHIP)). Let A = (C ,S,R,H) be a family of algebras

and let (i,h,a1,a2, . . . ,an)← S(1s),x← R(i,0,a1,a2, . . . ,an) and b←U({0,1}). Let

the following be given:

i,(a1,ϕh(a1)),(a2,ϕh(a2)), . . . ,(an,ϕh(an)),(x,z),

where either

z = ϕh(x) if b = 0,

or

z← R(i,1,ϕh(a1),ϕh(a2), . . . ,ϕh(an)) if b = 1.

Output b.

Note that when b= 1, R is run with fresh randomness. That is, we are either given the cor-
rect homomorphic image (b = 0) or a random element from 〈ϕh(a1),ϕh(a2), . . . ,ϕh(an)〉
(b = 1). Let S = {Ss}s∈N denote the probability ensemble corresponding to the choice
of the string

(i,(a1,ϕh(a1)),(a2,ϕh(a2)), . . . ,(an,ϕh(an)))
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according to (i,h,a1,a2, . . . ,an)← S(1s) and let X = {Xs}s∈N,Z = {Zs}s∈N denote
the probability ensembles corresponding to the choice of x and z according to x←
R(i,0,a1,a2, . . . ,an) and z← R(i,1,ϕh(a1),ϕh(a2), . . . ,ϕh(an)). If D is a probabilistic
polynomial time algorithm, we define its DHIP-advantage on A as

AdvDHIP
D,A (s) = |Pr [1← D(1s,Ss,(Xs,ϕh(Xs)))]−Pr [1← D(1s,Ss,(Xs,Zs))]| .

Definition 3.8 (DHI assumption). A family of algebras A satisfies the DHI assumption

if there is a negligible function ε and s′ ∈ N such that

AdvDHIP
A (s) := max

D
{AdvDHIP

D,A (s) : D PPT} ≤ ε(s)

for every s≥ s′.

For a group family G, the DHI assumption is equivalent to the DDH assumption with
the choice of S,R and H as in Example 3.1.

In the more general setting, the DH can be now written in the following form.

Scheme 4 (Algebraically generalized Diffie-Hellman scheme (AGDH)). Let the partici-

pants be Alice and Bob and let A= (C ,S,R,H) be a family of algebras.

Alice Bob

Sample

(i,h,a1,a2, . . . ,an)← S(1s)

−−−→
(i,

(a1,ϕh(a1)),

(a2,ϕh(a2)),

. . . ,

(an,ϕh(an)))

Generate randomness r for R

Compute

x← R(i,0,a1,a2, . . . ,an ; r)

←−−− x

Compute Compute

k← H(i,h,x) k← R(i,1,ϕh(a1),ϕh(a2), . . . ,ϕh(an) ; r)
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Correctness of the scheme follows from the homomorphic property of ϕh and
the property (3) of R. The secret randomness used by Alice is the index h of the
homomorphism ϕh. For Bob, the secret randomness is the internal randomness r used
by R. If an eavesdropper observes the exchange of messages, she sees the index i and

(a1,ϕh(a1)),(a2,ϕh(a2)), . . . ,(an,ϕh(an)) and x,

which is an instance of the CHIP on A. If A satisfies the DHI assumption, then an
eavesdropper distinguishes ϕh(x) from a random y← R( j,ϕh(a1),ϕh(a2), . . . ,ϕh(an))

with only negligible probability.
Comparing AGDH to DH we note that several properties of the platform algebra

affect the performance of the scheme. For example, a large number of generators n

results in a large number of transmitted elements from Alice to Bob. The optimal case is
obtained with monogenerated algebras. In this regard, DH is optimal. On the other hand,
contrary to DH, AGDH is not symmetric with respect to Alice and Bob. Asymmetry
enables us to minimize the computational effort of Bob in a scenario where we want key
exchange to be light-weight for one of the parties. It is possible that, for some algebras,
R can be made very efficient at the expense of S and H.

3.3 Some classes of potential algebras

To instantiate the generalized Diffie-Hellman problem, we need algebras with a large
set of homomorphisms. In this section, we briefly describe three interesting classes of
algebras that are potential platforms for the AGDH.

3.3.1 Vector spaces

Vector spaces are a natural source for a large number of homomorphisms. If V is
a finite dimensional vector space over a field F, then End(V ) consists of all linear
transformations V →V (Humphreys 1972). Linear transformations can be learned in
polynomial time given uniformly random samples (Frieze 1996). However, adding noise
to the samples makes the problem infeasible. Noisy versions of problems based on linear
transformations, such as learning parity with noise (LPN, p. 38) and more generally
learning with errors (LWE), have been utilized in several cryptographic constructions
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such as the cryptosystem of McEliece (1978). We apply vector spaces for the AGDH in
Chapter 5.

3.3.2 Left distributive groupoids

Let us consider the random composition algorithm R. Let i ∈ I, h ∈ Hi and let the
generators a1,a2, . . . ,an ∈ Ai be fixed. For every randomness r used by R, let us define
functions

Rr : Ai→ Ai, Rr(x)← R(i,0,a1,a2, . . . ,an−1,x ; r)

and
R′r : Bi→ Bi, R′r(x)← R(i,1,ϕh(a1),ϕh(a2), . . . ,ϕh(an−1),x ; r).

Then by (3),
anRrϕh = anϕhR′r (4)

for every h ∈ Hi and every randomness r. We saw that the hardness of solving the CHIP

is based on the hardness of algebraically factoring anRr into a term p such that pAi and
pBi are polynomial time computable without knowing r and the hardness of computing
ϕh without h. Therefore, it seems useful to consider the case that both Rr and ϕh come
from the same class of functions. This leads us naturally to the class of left distributive

groupoids (Definition 2.28, p. 53).
In the following, let Qi be a LD groupoid and set Ai = Bi = Qi. The left distributivity

property ensures that La ∈ End(Qi) for every a ∈ Q. Then, we can set both R and H to
compute a series of left translations. The best known example of an LD structure arises
from the conjugation operation a∗b = a−1ba in a non-Abelian group G (Stanovský
2004). If we take for instance Hi ⊆ 〈L∗a : a ∈ Gi〉, then the hardness of the CHIP is
closely related to the conjugacy search problem (CSP) on G. We shall consider this case
in Chapter 7 together with a more general case of conjugation of left translations in a
LCC left quasigroup.

3.3.3 Medial groupoids

A groupoid Q is medial (also called entropic) if

(a ·b) · (c ·d) = (a · c) · (b ·d)
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for every a,b,c,d ∈Q. For a medial groupoid the ”squaring” function e2(x) = x · x is an
endomorphism of Q. There is also a nifty way of constructing new endomorphisms.
For every α,β ∈ End(Q), let us define a function α +β by (α +β )(x) = α(x) ·β (x).
It follows from mediality that α +β ∈ End(Q) (Frink 1955). Therefore, there is a large
set of efficiently computable endomorphisms of Q whenever the binary operation of Q
is efficiently computable.

Medial operations can be induced by algebraic varieties and, in particular, algebraic
plane curves that are good sources of a wide range of algebraic laws (McCune &
Padmanabhan 1996). For example, the chord-tangent construction on a cubic plane
curve defines a quasigroup operation that is medial (Etherington 1965). The situation is
depicted in Fig. 2. From this quasigroup operation the elliptic curve group law is also
derived. We leave the application of medial algebras for AGDH for future research.

Fig 2. Medial quasigroup law on a cubic curve y2 = x3−3x+3.
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4 Key agreement capable symmetric
encryption schemes

In general, encryption schemes are divided into two classes: symmetric and asymmetric
schemes. Typically, the symmetric ones offer more efficient operation with a smaller
key space and the public key ones have the advantage of not requiring to share keys in
advance. However, considering a typical scenario of encryption for communication
sessions, combining a symmetric encryption scheme with a key agreement scheme
essentially implements the asymmetric functionality. For implementation issues, it
would be useful to utilize the same computational primitives for encryption and key
agreement. A similar issue is well known for message authentication codes (MAC).
Since a MAC is often applied together with encryption, it is efficient to implement the
MAC using block cipher based constructions such as the CBC-MAC (Katz & Lindell
2007). In this chapter, we consider an analogous question for key agreement and
symmetric encryption: the possibility of implementing key agreement with a symmetric
encryption scheme based on the AGDH.

We have two options. The first is to consider the set of functions arising from
the deterministic decryption algorithm as homomorphisms from an algebra A to an
algebra B. Encryption schemes possessing such a property are called homomorphic.
The homomorphic property of an encryption scheme can be useful and has been used
for example to implement secure voting schemes (Paillier 1999, Damgård & Jurik
2001). However, it is impossible to reach the highest level of security for encryption
due to inherent malleability (Dolev et al. 2003) of homomorphic schemes. The second
possibility is to consider the groupoid generated by an encryption scheme or a block
cipher. For simplicity, suppose that the key space, the message space and the ciphertext
space of the encryption scheme are the same set {0,1}n for some n ∈ N. In such a case,
encryption can be considered as a binary operation ∗ : {0,1}n×{0,1}n→{0,1}n given
by k ∗m = Ek(m) for every k,m ∈ {0,1}n. We can then consider the AGDH over such a
groupoid. However, the groupoid has to admit a large number of endomorphisms. One
might think that a cipher that admits endomorphisms has to be insecure. However, if the
endomorphisms are invertible, they do not seem to affect the security of the cipher.

In the following, we consider both of these cases. However, we consider more
closely the homomorphic encryption case. We derive a condition such that if an
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encryption scheme satisfies the condition, there is an explicit construction for a secure
key agreement scheme based on the scheme. We call such symmetric encryption
schemes homomorphic key agreement capable.

Finally, we consider algebras generated by encryption schemes. There does not
seem to exist much research on this topic in the scientific literature. Therefore, we
start the investigation on algebras generated by block cipher encryption functions. We
argue that, in general, the existence of automorphisms do not weaken the cipher and
note that some contemporary and widely used ciphers, such as DES and the round
functions of AES, in fact admit such automorphisms. It turns out that the property to
admit endomorphisms is equivalent to the so called cipher self-duality. However, we
also show an impossibility result. Namely, that if the encryption functions generate the
symmetric group, then key agreement is not possible.

In general, our proofs are based on cryptographic reductions. The results of
Section 4.2 are based algebraic considerations.

4.1 Homomorphic encryption and key agreement

Let us consider the case that the decryption functions are homomorphic with respect to
some operations on the ciphertext space Cs and the plaintext space Ms, where 1s is the
security parameter. We stress that we do not require the scheme to be fully homomorphic.
Such schemes were first introduced by Rivest et al. (1978) under the term privacy

homomorphism. It means the ability to compute algorithms on the ciphertexts so that
those computations transfer to the plaintext space upon decryption. The first viable
construction for fully homomorphic encryption was given by Gentry (2009) using ideal
lattices.

Instead of fully homomorphic encryption, we only assume that there are non-trivial
algebras of the same type on the ciphertext space Cs and on the plaintext space Ms such
that the functions arising from decryption are homomorphisms Cs→Ms. Such schemes
are called partly homomorphic in the cryptographic literature which is misleading in the
algebraic sense. Therefore, we speak simply of homomorphic schemes. In addition, we
do not require the scheme to be strongly homomorphic. An encryption scheme is called
strongly homomorphic if it is possible to re-randomize ciphertexts without the secret
key. Obviously, such schemes can be used for key transport.

Due to malleability (Dolev et al. 2003), it is impossible to achieve IND-P2-C2
security if we want to retain the homomorphic property. However, in theory it would be
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possible to achieve IND-P2-C1. We concentrate on schemes that are IND-P1-C0 (and
consequently IND-P2-C0) secure. We leave both IND-P0-C0 and IND-P2-C1 cases for
future research.

Suppose that SE= (Gen,Enc,Dec) is homomorphic from a finite Cs = (Cs,FCs) to
a finite Ms = (Ms,FMs), where 1s is the security parameter of SE. Let the key space of
SE be Ks. Since Dec is deterministic, each key k← Gen(1s) determines a decryption
function Deck from Cs to Ms. In addition, since SE is homomorphic, the functions are
homomorphisms from Cs to Ms. Let Ds = {Deck : k ∈ Ks} be the set of such functions
arising from Dec indexed by the keys k ∈ Ks. Let us consider a family of algebras
C= (C ,S,R,H) such that

C = {(Cs,Ms,Ds) : s ∈ N}.

Depending on the operations FCs and FMs , there could be many possible algorithms for
randomly composing elements. Therefore, our results will be stated in terms of the
choice of R. Let us fix the other two required algorithms.

1. Sampling algorithm S(1s): Sample ks← Gen(1s). Sample ns distinct generators
m1,m2, . . . ,mns from Ms. Compute at ← Enc(ks,mt) for every t ∈ {1,2, . . . ,ns}.
Output (s,ks,a1,a2, . . . ,ans).

2. Homomorphism computation algorithm H(s,ks,x): Output z← Dec(ks,x).

Let us first define a few useful probability ensembles.

Definition 4.1. Let (s,ks,a1,a2, . . . ,ans)← S(1s) and let mi ← Dec(ks,ai) for every

i ∈ {1,2, . . . ,ns}.

1. The key ensemble K = {Ks : s ∈ N} is the probability ensemble such that Ks =

Gen(1s).

2. The random ciphertext composition ensemble R = {Rs : s ∈ N} is the probability

ensemble such that Rs = R(s,0,a1,a2, . . . ,ans).

3. The random plaintext composition ensemble Z = {Zs : s ∈ N} is the probability

ensemble such that Zs = R(s,1,m1,m2, . . . ,mns)

4. The encryption ensemble E = {Es}s∈N is the probability ensemble such that Es =

Enc(Ks,Zs).

If SE is at least IND-P0-C0 secure there is a probability ensemble X = {Xs : s ∈ N}
such that the probability ensemble Enc(Ks,Ys) is computationally indistinguishable from
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X for every efficiently samplable probability ensemble Y = {Ys : s∈N} on Ms. Typically,
X is the uniform probability ensemble U . However, we do not place such a restriction
on X . We will be considering the random ciphertext composition ensemble R and show
that the DHI assumption holds whenever R is computationally indistinguishable from X .
Let us first consider a modified version of the DHIP, which we denote by DHIPY , where
R is replaced by Y . That is, for an instance of the DHIP,

s,(a1,Dec(ks,a1)),(a2,Dec(ks,a2)), . . . ,(an,Dec(ks,an)),(x,z),

we have x← Ys instead of Rs.
Ultimately, our goal is to relate the hardness of the DHIP to the security of SE.

We first bound the difference |AdvDHIP
A,C (s)−AdvDHIPY

A,C (s) | based on the problem of
distinguishing R and Y . It will help us later to achieve negligibility of AdvDHIP

A,C (s) with
a proper choice of R and Y .

Proposition 4.1. For every PPT algorithm A and every probability ensemble Y on the

ciphertext space there is a PPT algorithm B such that

AdvD(R,Y )
B (s)≥ 1

2

∣∣∣AdvDHIP
A,C (s)−AdvDHIPY

A,C (s)
∣∣∣

for every s ∈ N.

Proof. Let A be a PPT algorithm. We construct an algorithm B that applies A to
distinguish between Y and R:

1: procedure B(1s,x)
2: (s,ks,a1,a2, . . . ,ans)← S(1s)

3: mt ← H(s,ks,at) for every t ∈ {1,2, . . . ,ns}
4: b←U({0,1})
5: if b = 0 then
6: z← H(s,ks,x)

7: b′← A(1s,s,(a1,m1),(a2,m2), . . . ,(ans ,mns),(x,z))

8: output b′

9: else
10: z← R(s,1,m1,m2, . . . ,mns)

11: b′← A(1s,s,(a1,m1),(a2,m2), . . . ,(ans ,mns),(x,z))

12: output b′

13: end if
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14: end procedure

Let S = {Ss}s∈N denote the probability ensemble corresponding to the choice of the
string k,(a1,m1),(a2,m2), . . . ,(ans ,mns). By the description of B, the input to A is a
valid instance of either DHIP (x← R) or DHIPY (x← Y ). In addition, if b = 0, the
homomorphic image of x is z, otherwise a random element Zs. Both of these cases
happen with probability 1/2. Therefore,

Pr [1← B(1s,Rs)] =
1
2
(Pr [1← B(1s,Rs) |b = 0 ]+Pr [1← B(1s,Rs) |b = 1 ])

=
1
2
(Pr [1← A(1s,Ss,(Rs,z))]+Pr [0← A(1s,Ss,(Rs,Zs))])

=
1
2
(1+Pr [1← A(1s,Ss,(Rs,z))]−Pr [1← A(1s,Ss,(Rs,Zs))])

=
1
2
(
1+(−1)eAdvDHIP

A,C (s)
)

and

Pr [1← B(1s,Ys)] =
1
2
(Pr [1← A(1s,Ss,(Ys,z))]+Pr [0← A(1s,Ss,(Ys,Zs))]) .

=
1
2
(1+Pr [1← A(1s,Ss,(Ys,z))]−Pr [1← A(1s,Ss,(Ys,Zs))])

=
1
2

(
1+(−1)e′AdvDHIPY

A,C (s)
)

for some e,e′ ∈ {−1,1}. Without loss of generality, we may assume that e = 1 (if not,
then reverse the output of A). This means that

AdvD(R,Y )
B (s) = |Pr [1← B(1s,Rs)]−Pr [1← B(1s,Ys)]|

=
1
2

∣∣∣AdvDHIP
A,C (s)− (−1)e′AdvDHIPY

A,C (s)
∣∣∣

≥ 1
2

∣∣∣AdvDHIP
A,C (s)−AdvDHIPY

A,C (s)
∣∣∣ .

In the following proposition, we already get quite close to the infeasibility of the
DHIP based on the security of SE. We bound the advantage on a modified DHIP using
the IND-P1-C0 advantage on SE.
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Proposition 4.2. For every PPT algorithm A, there is a PPT algorithm B such that

AdvIND-P1-C0
B,SE (s,ns)≥ AdvDHIPE

A,C (s) .

Proof. Let A be a PPT algorithm considered as an DHIPE distinguisher for C. Let us
define the following IND-P1-C0 adversary B= (B

Encks
1 ,B2).

1: procedure B
Encks
1 (1s)

2: Sample ns distinct generators m1,m2, . . . ,mns of Ms according to S(1s)

3: Query Encks for at ← Enc(ks,mt) for every t ∈ {1,2, . . . ,ns}
4: x0← R(s,1,m1,m2, . . . ,mn)

5: x1← R(s,1,m1,m2, . . . ,mn)

6: output (x0,x1,s) . s is the state information that includes all of the used values
7: end procedure

1: procedure B2(1s,cb,s) . cb is the challenge ciphertext
2: b′← A(s,(a1,m1),(a2,m2), . . . ,(an,mn),(cb,x0))

3: output b′

4: end procedure

Note that both x0 and x1 are sampled according to Z. Since the challenge ciphertext
cb← Enc(ks,Zs), it is sampled according to E. If b = 0, then x0 is the homomorphic
image of cb. If b = 1, x0 is a random element sampled according to Z. Therefore, the
input to A is a valid instance of DHIPE and A succeeds with advantage AdvDHIPE

A,C (s).
Since B outputs the same bit as A,

AdvIND-P1-CO
B,SE (s,ns) = AdvDHIPE

A,C (s) .

We are now ready to derive a bound on the DHIP. We achieve this by considering
the indistinguishability of E and R. Intuitively DHIPE and DHIP are both hard if E and
R are indistinguishable. This is formalized in the following proposition.

Proposition 4.3. For every PPT algorithm A,

AdvDHIP
A,C (s)≤ 2 ·AdvD(R,E) (s)+AdvIND-P1-C0

SE (k,ns)
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Proof. Let A be a PPT algorithm. Suppose that

AdvDHIPE

A,C (s)≥ AdvDHIP
A,C (s) .

Then by Proposition 4.2 there is a PPT algorithm B such that

AdvDHIP
A,C (s)≤ AdvDHIPE

A,C (s)≤ AdvIND-P1-C0
B,SE (s)≤ AdvIND-P1-C0

SE (s) .

Therefore, we may assume that

AdvDHIP
A,C (s)≥ AdvDHIPE

A,C (s) .

By Proposition 4.1 there is a PPT algorithm B such that∣∣∣AdvDHIP
A,C (s)−AdvDHIPE

A,C (s)
∣∣∣ = AdvDHIP

A,C (s)−AdvDHIPE

A,C (s)

≤ 2 ·AdvD(R,E)
B (s) .

But now, by Proposition 4.2 there is a PPT algorithm C such that

AdvDHIP
A,C (s) ≤ 2 ·AdvD(R,E)

B (s)+AdvDHIPE

A,C (s)

≤ 2 ·AdvD(R,E)
B (s)+AdvIND-P1-C0(SE)

C (k,ns)

≤ 2 ·AdvD(R,E) (s)+AdvIND-P1-C0(SE) (k,ns) .

As corollaries, we obtain the following results on the infeasibility of the DHIP.

Proposition 4.4. If SE is IND-P1-C0 secure and the random ciphertext composition

ensemble R is computationally indistinguishable from the encryption ensemble E, then

C satisfies the DHI assumption.

Proposition 4.5. If SE is IND-P1-C0 secure and the random ciphertext composition

ensemble R is computationally indistinguishable from the uniform probability ensemble

U on the ciphertext space, then C satisfies the DHI assumption.

Proposition 4.4 asserts that AGDH can be instantiated using a symmetric encryption
scheme if the underlying algebra admits a suitably complex random composition
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algorithm R. This motivates the following definition for a symmetric encryption scheme
SE.

Definition 4.2 (Homomorphic key agreement capable). Let SE= (Gen,Enc,Dec) be

an IND-P1-C0 secure symmetric encryption scheme. If there exists a family of algebras

C= (C ,S,R,H) such that H(s,ks,x) = Dec(ks,x) for every key ks and every plaintext

message x and the probability ensemble R induced by

R(s,0,a1,a2, . . . ,ans)

with (s,ks,a1,a2, . . . ,ans)← S(1s) is computationally indistinguishable from the proba-

bility ensemble E induced by Enc(ks,x) for

x← R(s,1,Dec(ks,a1),Dec(ks,a2), . . . ,Dec(ks,ans)),

then SE is called homomorphic key agreement capable.

We construct a symmetric encryption scheme that satisfies this condition in Chapter 5.

4.2 Block ciphers and key agreement capability

Semantic security (equivalently IND-P2-C0) of the encryption scheme requires the
decryption functions to be many-to-one. However, typical symmetric encryption
schemes are constructed using block ciphers with one-to-one decryption functions.
Therefore, in this section we briefly consider the question whether homomorphic key
agreement can be generalized for block ciphers or their round functions. We prove
an impossibility result regarding ciphers that generate the symmetric group. Further
investigation of the topic is left for future research.

4.2.1 Decryption functions as algebra automorphisms

Let the key space of the block cipher be K. Let us consider the permutation group
G = 〈Ek : k ∈ K〉 generated by the block cipher encryption functions. Note that the
group contains also the decryption functions. The generated group should be transitive
and primitive; if there are blocks, they might be exploitable (Paterson 1999). For
the AGDH, we need a finite algebra A = (Q,F) such that the group generated by the
encryption functions is a subgroup of Aut(A). Since G needs to be transitive, we need
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an algebra with a transitive automorphism group. This is impossible for finite groups,
fields and vector spaces (Csakany 1981) but possible, for instance, for quasigroups. It
is not immediately clear whether it is possible to find a non-trivial algebra with G as
its automorphism group. However, there are interesting examples of computationally
non-trivial algebras with transitive automorphism groups.

Example 4.1. Let n ∈ N and let f : Fn
2→ Fn

2 be a one-way function. Let us define a

binary operation

a∗b = a⊕ f (a⊕b)

for every a,b ∈ Fn
2. In this case, a left translation La is one-way for every a ∈ Fn

2. In

addition, the automorphism group of (Fn
2,∗) contains all ϕc : x 7→ x+ c and is therefore

transitive. However, key exchange cannot be instantiated based on this example since

the automorphisms are linear.

It is a desirable property that the group generated by a block cipher is the whole sym-
metric group Sym(Q). However, it does not guarantee the security of the cipher (Murphy
et al. 1994). For example, the one-round functions generate the alternating group for
DES (Wernsdorf 1993) and AES (Wernsdorf 2002). This suggests that we need to con-
centrate on those algebras for which every permutation is an automorphism. According
to Csàkàny (Csakany 1981), such algebras were first introduced by Marczewski (1964),
who called them homogeneous algebras. Algebras for which every permutation is an
automorphism can be characterized using pattern functions.

Definition 4.3. Two k-tuples (a1,a2, . . . ,as), (b1,b2, . . . ,bs) have the same pattern, if

for every 1≤ i, j ≤ k it is true that ai = a j if and only if bi = b j.

Definition 4.4. A k-ary operation g on Q is a pattern function, if

f (a1,a2, . . . ,ak) = ai,

where 1≤ i≤ k and i depends only on the pattern of (a1,a2, . . . ,ak).

If g is an k-ary operation on Q, then Aut((Q,{g})) = Sym(Q) if and only if for every
a1,a2, . . . ,as ∈ Q either g behaves as a pattern function or we have |Q| = k+ 1 and
g(a1,a2, . . . ,as) = ak+1, where ak+1 is the unique element of Q not in {a1,a2, . . . ,as}
(Csakany 1981). Unfortunately, this property induces the following proposition.
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Proposition 4.6. Let A= (C ,S,R,H) be a family of algebras such that C comprises of

triples (Ai,Ai,Hi) such that Ai = (Qi,{g}) and Hi = Aut(Ai) = Sym(Qi). Then, there

is a PPT algorithm A such that

AdvAFP
A,A (s) = 1

for every s ∈ N.

Proof. Since the automorphism group of Ai is the whole symmetric group, g either
behaves as a pattern function on Qi or the arity of g is |Qi|−1 and g(a1,a2, . . . ,ak) =

ak+1, where ak+1 is the unique element of Qi not in {a1,a2, . . . ,ak}. In the latter case,
the number of generators of Ai given by S is at least |Qi|−1, since |Qi|−1 elements are
needed to compute a single evaluation of g and Ai is efficiently computable. Knowing
these generators, for every x ∈ Ai it is trivial to find a term function that evaluates to x

on the generators: either x is a generator or it is the unique element obtained by applying
g on the generators.

Suppose now that g behaves as a pattern function. Then g outputs a value that occurs
as one of its inputs. If B is the set of generators given by S(1s), then the subalgebra 〈B〉
can contain only elements of B and every x ∈ 〈B〉 is a generator.

As a corollary, we have the following restriction on the permutation group generated by
the encryption functions.

Corollary 4.1. Let A= (C ,S,R,H) be family of algebras such that H is induced by the

decryption functions of a block cipher. In order to construct a secure AGDH based on

A, the permutation group generated by the encryption functions needs to be a proper

subgroup of the symmetric group over the message space.

4.2.2 The left quasigroup of a block cipher

We shall now briefly consider the other possibility stated in the beginning of this
chapter: the encryption functions define a binary operation on a set Q and we try to find
endomorphisms for that operation. As before, we consider a block cipher with the same
key, message and ciphertext space Q. That is, we consider the binary algebra (Q,∗) with
a∗b = Ea(b) for every a,b ∈ Q. Since Ea is required to be a permutation on Q for every
x ∈ Q, (Q,∗) is a left quasigroup with left translations given by the encryption functions.
In order to be secure for key exchange, we need to find a sufficiently large number of
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endomorphisms of (Q,∗) and prove that the homomorphic image problem is infeasible
on subalgebras of (Q,∗).

Endomorphisms correspond to a particular property of the cipher, namely semi-self-

dualism. A cipher is self-dual (Barkan & Biham 2002), if there are invertible functions
f ,g,h such that for every key k and plain text p,

f (Ek(p)) = Eg(s)(h(p)). (5)

We say that a cipher is semi-self-dual, if f ,g,h are not necessarily invertible.

Proposition 4.7. If there is an endomorphism of (Q,∗), then the block cipher is semi-

self-dual.

Proof. By the definition of endomorphism,

α(Ea(b)) = α(a∗b) = α(a)∗α(b) = Eα(a)(α(b)) (6)

for every a,b ∈ Q, α ∈ End(Q). This identity implies that the cipher is semi-self-dual
with f = g = h = α .

Automorphisms of (Q,∗) correspond to the self-dual case. Perhaps surprisingly, there
are ciphers that are self-dual in a non-trivial way. For example, the complementation
property of DES (Hellman et al. 1976) gives such a self-dual cipher (Le et al. 2004). If
156 and 164 are vectors of length 56 and 64 consisting solely of ones, then

Ek⊕156(x⊕164) = Ek(x)⊕164 (7)

for every key k and every plain text message x. If we consider DES as a left quasigroup
by identifying the key space {0,1}56 with the plain text space {0,1}64 so that the last
eight bits of the new key are not used, then the complementation property gives an
automorphism of the left quasigroup defined by DES. The round function of AES is also
known to be self-dual (Le et al. 2004). Obviously, there has to be a sufficiently large
number of keyed mappings fs (= gs = hs) and they need to induce an infeasible HIP.

It may be possible to mount a chosen plaintext attack on a cipher using self-dualism
based on simple relations (Knudsen 1994). Regarding our case, such an attack is
useful only if the complexity of computing fs for three different elements is less than
the complexity of computing a single encryption. An attack similar to the one given
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in (Barkan & Biham 2002) for a particular class of self-dual ciphers, called square
self-dual ciphers, only applies to the invertible case. It additionally requires that
complexity of computing inversions of automorphisms is low, because we need to
compute an inversion several times for each trial encryption.

We do not pursue this direction further. We leave it as an open problem to determine
whether a cipher can have a large number of one-way endomorphisms and be secure.
However, we note that such a cipher could be useful.
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5 Additively homomorphic symmetric
encryption and key exchange

In this chapter, we give a construction of a symmetric encryption scheme that is key
agreement capable. In particular, we construct a scheme that is homomorphic from
the additive group (Fn

2,⊕) to (Fk
2,⊕), where k < n. Our construction is inspired by

the symmetric scheme suggested by Kiayias & Yung (2002), the fully homomorphic
scheme suggested by Armknecht et al. (2011) and the McEliece public key encryption
scheme (McEliece 1978) and, especially, its IND-CPA variant (Nojima et al. 2008). The
motivations behind these schemes are different and none of them suits our needs. We are
interested in constructing a symmetric encryption scheme satisfying homomorphic key
agreement capability. Kiayias & Yung (2002) consider secure symmetric encryption
without any homomorphic properties. The motivation of McEliece (1978) is public
key encryption. Finally, Armknecht et al. (2011) concentrate on fully homomorphic
encryption in the public key case.

We construct a hybrid of all of these schemes with homomorphic properties from the
additive group (Fn

2,⊕) to (Fk
2,⊕) with symmetric keys. Some resemblance can be also

seen between our scheme and the initial construction (called a ”somewhat homomorphic
scheme”) of Gentry (2009) that does not yet support fully homomorphic encryption.
However, Gentry’s scheme is asymmetric, plaintext is encrypted into the error term and
only a limited number of additions are supported. Our scheme is symmetric, no error
terms are used and our scheme supports unlimited number of additions. Furthermore,
our scheme lacks the multiplicatively homomorphic property.

The chapter is organized as follows. Sections 5.1, 5.2 and 5.3 are devoted to
the construction of a symmetric encryption scheme and its IND-P1-C0 security. In
Section 5.4, we apply the scheme to derive a family of algebras and show that the
induced DHIP is infeasible. Our proofs are based on cryptographic reductions.

5.1 Additively homomorphic scheme

Similarly to the McEliece scheme, we construct a scheme that is based on binary Goppa
error correcting codes (Goppa 1970) (for English reference, see (Berlekamp 1973)).
This ensures computational efficiency of the scheme and enables us to apply the LPN
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for key exchange in Section 5.4. However, contrary to the McEliece scheme, we do not
disclose the scrambled generator matrix. Therefore, we expect the scheme to obtain
similar levels of security more efficiently.

In the following, we consider vector spaces over the binary field F2. In addition, for
the rest of the section, the canonical vectors e1,e2, . . . ,er ∈ Fr

2, where r is defined below.

Definition 5.1 (AddHomSE). The symmetric encryption scheme

AddHomSE(r) = (Gen,Enc,Dec,r)

consists of a parameter r determining the maximum number of encryptions and a

three-tuple of algorithms given in the following:

1. Gen(1s): Based on the security parameter 1s and the maximum number of encryptions

r, Gen chooses a linear [n∗,k∗,d]-error correcting code C over F2 according to

the McEliece cryptosystem such that k∗ > r. That is, C is determined by a binary

Goppa code with a k∗×n∗ generator matrix G together with an n∗×n∗ permutation

matrix P and a non-singular k∗× k∗ matrix S. Code C is generated by the generator

matrix SGP. Gen also chooses the length of ciphertext messages n ≥ n∗ and an

index set I←U({I′ ⊆ Zn : |I′|= n∗}). The cleartext length is k such that k∗ = k+ r,

where k ≤ r− 1. Gen also chooses a permutation π ← U(Sr), where Sr is the

symmetric group over {1,2, . . . ,r}. It then sets n,k as public parameters and outputs

(I,S,G,P,π) as the secret key.

2. Enc((I,S,G,P,π),m,h): The input consists of a key (I,S,G,P,π), a plaintext m ∈ Fk
2

and a parameter h determining the number of encrypted messages thus far. If h≥ r,

Enc outputs ⊥. Otherwise, it encodes the concatenation (m,eπ(h+1)) ∈ Fk∗ , where

eπ(h+1) ∈ Fr
2, using the code C to obtain an encoded message

m∗ = (m,eπ(h+1))SGP ∈ Fn∗ .

The ciphertext c = (c1,c2, . . . ,cn) ∈ Fn is formed using I = {i1, i2, . . . , in∗}, where

i1 < i2 < .. . < in∗ , by setting ci j = m∗j for every 1≤ j ≤ n∗ and setting c j←U(F2)

for j /∈ I.

3. Dec((I,S,G,P,π),c): The input consists of a key (I,S,G,P,π) and a ciphertext

c ∈ Fn
2. The decryption algorithm uses the indices given by I to compile a codeword

m∗ ∈ Fn∗
2 from c. The plaintext message m ∈ Fk

2 is obtained by decoding m∗P−1
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using the Goppa code, mapping the decoded message by S−1 and discarding the last

r bits.

The key generation, encryption and decryption processes are depicted in Fig. 3,
Fig. 4 and Fig. 5, respectively.

Gen : 1s,r
↓

Generate
random non-singular matrix S ∈ Fk∗×k∗

2
Goppa generator matrix G ∈ Fn∗×k∗

2
random permutation matrix P ∈ Fn∗×n∗

2
↓

Set cleartext length k = k∗− r
↓

Choose ciphertext length n≥ n∗

↓
Generate index set I ⊂ Zn, |I′|= n∗

for randomization
↓

Generate permutation π ∈ Sr
↓

Output public parameters (n,k)
Output secret key (I,S,G,P,π)

Fig 3. AddHomSE key generation.

Enc : m ∈ Fk
2

Add suffix ↓π,h

(m,eπ(h+1)) ∈ Fk∗
2

Encode ↓SGP

m∗ ∈ Fn∗
2

Expand and add random bits ↙↘ I
c = (c1,c2, . . . , ci︸︷︷︸

↑

, . . . ,cn) ∈ Fn
2

information bit if i ∈ I
random bit if i /∈ I

Fig 4. AddHomSE encryption.
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Note that AddHomSE is a stateful scheme, since we need to give the number of
encrypted messages thus far as an input to Enc. Note also that contrary to the McEliece
cryptosystem, the matrix SGP is not public. Instead, it is a part of the secret key.
In addition, no error vectors are added in the encryption process and the number of
encryptions is limited to r. Similar to (Armknecht et al. 2011), we have essentially added
random columns to the generator matrix. The random entries are determined by Zn \ I.
Our main motivation for such a randomization is to foil information set decoding attacks.
Random columns were first used by Wieschebrink (2006) to counter certain attacks on
the Niederreiter scheme (Niederreiter 1986). It was shown in (Wieschebrink 2006)
that the problem of reconstructing the original code is related to certain NP-complete
problems.

Dec : c ∈ Fn
2

=

(c1,c2, . . . ,cn)
Pick information bits ↘↙ I

m∗ ∈ Fn∗
2

Permute ↓P−1

m∗P−1 ∈ Fn∗
2

Decode ↓G

z ∈ Fk∗
2

Demix ↓S−1

(m,r) ∈ Fk∗
2

Discard suffix ↓
m ∈ Fk

2

Fig 5. AddHomSE decryption.

In the following, we show that the encryption algorithm Enc of AddHomSE can be
divided into two parts, Enc1 and Enc2, such that the output of Enc is the sum of the
outputs of Enc1 and Enc2. The following definition is given in (Nojima et al. 2008).

Definition 5.2. An encryption scheme Π = (Gen,Enc,Dec) is partible if there is a

deterministic PT algorithm Enc1 and a PPT algorithm Enc2 such that

Enc(k,m ; r′) = Enc1(k,m)⊕Enc2(k ; r′)
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for every key k, every cleartext message m amd every the internal randomness r′ of the

encryption algorithm.

We show that AddHomSE is partible and one of the parts generates elements that
are indistinguishable from random. Therefore, we can see AddHomSE as a special kind
of a stream cipher. This property allows us to more easily consider the security of the
scheme. Let us start by defining a few helpful functions.

Definition 5.3. Let k∗ = k+ r, where k,r ∈ N. For every x ∈ Fr, let the suffix addition
function by x be defined by

βx : Fk
2→ Fk∗

2 , mβx = (m,x).

Let n,n∗ ∈N such that n≥ n∗. For every I ⊆ Zn such that |I|= n∗, let the expanding
function by I be defined by

αI : Fn∗
2 → Fn

2, (m∗1,m
∗
2, . . . ,m

∗
n∗)αI = (x1,x2, . . . ,xn)

such that, when I = {i1, i2, · · · , in∗}, where i1 < i2 < · · ·< in∗ , we set xi j = m∗j for every

j ∈ {1,2, . . . ,n∗} and x j = 0 for every j /∈ I. Furthermore, let the domain and range of

αI be extended to matrices αI : Fq×n∗
2 → Fq×n

2 by defining


m∗1
m∗2

...

m∗q

αI =


m∗1αI

m∗2αI
...

m∗qαI

 .

Finally, for every I ⊆ Zn such that |I|= n∗ and every r′ ∈ Fn−n∗
2 , let the coordinate

randomization function by I and r′ be defined by

γI,r : Fn
2→ Fn

2, xγI,r′ = x+ rαZn\I .

The functions will be used as follows. The suffix addition functions βx can be used
to map cleartext messages to the message space of the Goppa code. The expanding
functions αI are used to expand Goppa codewords to the ciphertext space. Finally, the
coordinate randomization functions γI,r′ can be used to add randomness to the indices
not in I.
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Let the generator matrix SGP be partitioned into k×n∗ and r×n∗ submatrices G1

and G2 such that (SGP)T = (GT
1 ,G

T
2 ). Note that αI is linear and (x+y)γI,r = x+yγI,r

for every x,y ∈ Fn
2.

Proposition 5.1. Enc is partible.

Proof. Let r′ represent the randomness corresponding to the choice of those ci in Enc,
where i /∈ I, and let r ∈ Fn−n∗

2 be the vector formed from those ci with ascending order
on i. Note that these are the only random choices made in Enc. Other randomness used
in the scheme is based on the randomness of the key.

Let I = {i1, i2, · · · , in∗}, where i1 < i2 < · · ·< in∗ . We have

Enc((I,S,G,P,π),m,h ; r′) = mβeπ(h+1)SGPαIγI,r

= (m,eπ(h+1))SGPαIγI,r′

= [(m,0)⊕ (0,eπ(h+1))]SGPαIγI,r

= [(m,0)⊕ (0,eπ(h+1))]SGPαI⊕ rαZn\I

= (m,0)SGPαI⊕ (0,eπ(h+1))SGPαI⊕ rαZn\I

= mG1αI︸ ︷︷ ︸
Enc1((I,S,G,P,π),m,h)

⊕ eπ(h+1)G2αIγI,r︸ ︷︷ ︸
Enc2((I,S,G,P,π),h ; r′)

,

where Enc1 is deterministic PT and Enc2 is PPT. Therefore, Enc is partible.

It is apparent in the proof that Enc2 adds a different element z ∈ Fn
2 to the output of

Enc1 for every h < r. Suppose that the output of Enc2 is a truly random U (h) ∼U(Fn
2)

for every h ∈ {0,1, . . . ,r−1}. Then, for every h ∈ {0,1, . . . ,r−1} and every plaintext
message mh the output of Enc would be characterized by

Enc1((I,S,G,P,π),mh,h)⊕U (h) ∼U(Fn
2)

and AddHomSE would satisfy perfect secrecy for r encryptions. Naturally, the output of
Enc2 is not truly random. However, in the following, we show that it is indistinguishable
from random under a certain assumption. Then, we consider the connection between
Enc1 and Enc2 and, finally, the indistinguishability of encryptions from random.
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5.2 The probability ensemble induced by Enc2

Let q ≤ r and let us denote by W q = {W q
s }s∈N the probability ensemble induced by

Enc2 for q encryptions. That is, we have a q-tuple W q
s = (W (0)

s ,W (1)
s , . . . ,W (q−1)

s ) such
that W (h)

s = Enc2((I,S,G,P,π),h) for every h ∈ {0,1, . . . ,q−1}, where (I,S,G,P,π)←
Gen(1s).

For every W (h)
s , we have the following situation. Let W (h)

s = z. Then

z = eπ(h+1)G2αI⊕ rαZn\I ,

where r←U(Fn−n∗
2 ). Written in this form we can consider W q as a random variable

over Fq×n
2 by setting

W q =


eπ(1)

eπ(2)
...

eπ(q)


︸ ︷︷ ︸

R

·G2αI⊕


r1αZn\I

r2αZn\I
...

rqαZn\I


︸ ︷︷ ︸

R′

,

where R consists of q rows of a r× r permutation matrix, R′ is a q×n matrix with all
zero column for column i ∈ I and a uniformly random column for column i /∈ I. The
h-th row of Wq corresponds to W (h+1)

s . For convenience, we assume that Wq is written in
such a matrix form.

In order to show the indistinguishability of W q from random, we want G2 to be
indistinguishable from random. The McEliece assumption (Assumption 1) states that
the complete McEliece generator matrix SGP is indistinguishable from a random matrix.
However, such an assumption is too strong in our case, since Enc2 applies only G2.

Definition 5.4. Let Mc = {Mcs}s∈N denote a probability ensemble of McEliece gener-

ator matrices (chosen according to some schema) such that Mcs is distributed over

matrices of size k∗s ×n∗s for every s ∈ N. Let Mc1 = {Mc1
s}s∈N and Mc2 = {Mc2

s}s∈N

denote the probability ensembles such that McT
s = ((Mc1

s )
T ,(Mc2

s )
T ) for every s ∈ N,

where Mc1 is distributed over matrices of size ks× n∗s and Mc2 is distributed over

matrices of size rs×n∗s , where ks + r = k∗s and ks is chosen according to Gen(1s) and r

is the maximum number of fresh encryptions for AddHomSE.

We base our proof on the following weaker assumption.
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Assumption 2 (G2 indistinguishable from random). Let McU2 = {McU2
s }s∈N denote

the uniform probability ensemble such that McU2
s ∼U(Fr×n∗s

2 ) for every s ∈ N. For

every PPT algorithm A, there is a negligible function ε and s′ ∈ N such that

AdvD(Mc2,McU2)
A (s)≤ ε(s) (8)

for every s≥ s′.

Based on Assumption 2, we first consider the case that G2 is exchanged with
truly random matrix. Let V q = {V q

s }s∈N be a probability ensemble such that V q
s =

(V (0)
s ,V (1)

s , . . . ,V (q−1)
s ), where we first sample G←U(Fr×n∗s

2 ) and X ←U(Fq×(n−n∗s )
2 ).

Then we consider V q in the matrix form given by

V q =


V (0)

s

V (1)
s
...

V (q−1)
s

=


eπ(1)

eπ(2)
...

eπ(q)


︸ ︷︷ ︸

R

·GαI⊕XαZn\I︸ ︷︷ ︸
R′

Let Uq = {Uq
s }s∈N denote the uniform probability ensemble such that Uq

s ∼
U(Fq×ns

2 ), where ns is determined by Gen(1s). Now we can show the following.

Proposition 5.2. V q and Uq are perfectly indistinguishable for every q≤ r.

Proof. Let the security parameter s be fixed. We need to show that the statistical distance

∆(V q
s ,U

q
s ) = 0

for every q≤ r. Let n∗ = n∗s ,n = ns and q≤ r. For q queries, we are considering

∆(V q
s ,U

q
s ) =

1
2
· ∑

Zq∈Fq×n
2

∣∣Pr [V q
s = Zq]−Pr [Uq

s = Zq]
∣∣ .

=
1
2
· ∑

Zq∈Fq×n
2

∣∣Pr [V q
s = Zq]−2−n·q∣∣ .

Let Ωq×r denote the set of all possible q× r matrices with exactly one 1 for each row
and at most one 1 for every column. Hence, Ωq×r corresponds to the selection of q rows
from all r× r permutation matrices. Let R∼U(Ωq×r). Note that, by the description of
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Gen, we have π ←U(Sr) and therefore
eπ(1)

eπ(2)
...

eπ(q)

∼U(Ωq×r).

Let G∼U(Fr×n∗
2 ) and X ∼U(Fq×(n−n∗s )

2 ). We shall first show that RGαI⊕XαZn\I ∼
RG′, where G′ ∼U(Fr×n

2 ). Let X ′ ∼U(Fr×(n−n∗s )
2 ). Then clearly, RX ′ ∼ X , since q≤ r

and R picks q rows of X ′. But now,

V q = RGαI⊕XαZn\I ∼ RGαI⊕RX ′αZn\I = R(GαI⊕X ′αZn\I)∼ RG′

by the definition of the expanding function and the fact that G∼U(Fr×n∗
2 ) and X ′ ∼

U(Fr×(n−n∗s )
2 ).

Note that, by definition, R and G′ are independent. Here,

Pr [V q
s = Zq] = Pr

[
RG′ = Zq

]
= ∑

Rq∈Ωq×r

Pr
[
RG′ = Zq∩R = Rq

]
= ∑

Rq∈Ωq×r

Pr
[
RG′ = Zq | R = Rq

]
·Pr [R = Rq]

=
1

|Ωq×r|
· ∑

Rq∈Ωq×r

Pr
[
RqG′ = Zq

]
.

Therefore, for a given Zq, we are lead to consider the number of possible solution
matrices Rq and G′ to the equation RqG′ = Zq, where Rq ∈Ωq×r. By the definition of
Ωq×r, for q = r, Rq is a permutation matrix of size r× r. Therefore, for any q≤ r, Rq

consists of q rows of G′ in an arbitrary order. Therefore, for every Rq ∈Ωq×r,

Pr
[
RqG′ = Zq

]
=

2(r−q)·n

2r·n = 2−q·n,
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since G′ ∼U(Fr×n
2 ). Now,

Pr [V q
s = Zq] =

1
|Ωq×r|

· ∑
Rq∈Ωq×r

Pr
[
RqG′ = Zq

]
=

1
|Ωq×r|

· |Ωq×r| ·2−q·n = 2−q·n.

But now the difference

∣∣Pr [V q
s = Zq]−Pr [Uq

s = Zq]
∣∣= |2−q·n−2−q·n|= 0

for every Zq ∈ Fq×n
2 which shows the claim.

In order to apply the previous proposition, we need the following observation about the
indistinguishability of W q and V q.

Proposition 5.3. For every PPT algorithm A there is a PPT algorithm B such that

AdvD(Mc2,McU2)
B (s)≥ AdvD(W q,V q)

A (s)

for every q≤ r and s ∈ N.

Proof. The reduction is straightforward. Let s∈N be given and let A be a PPT algorithm
considered as a distinguisher for W q and V q. Let us define the following distinguisher B
for Mc2 and McU2:

1: procedure B(1s,M) . M is a r×n∗s matrix
2: n← ns according to the instance generator of W q and V q

3: I←U({I′ ⊂ Zn : |I′|= n∗s})
4: π ←U(Sr)

5: X ←U(Fq×(n−n∗s )
2 )

6: M′←MαI

7: M′′← q rows of M′ picked according to π

8: b← A(1s,M′′⊕XαZn\I)

9: output b

10: end procedure

If M←Mc2
s , then B is given the last r rows of a McEliece generator matrix. By

the description of B, A is queried with a matrix sampled according to W q
s . Let now

M←McU2
s . Then, A is invoked with an element sampled according to V q

s and since B
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outputs the same bit as A, we have

AdvD(Mc2,McU2)
B (s) = AdvD(W q,V q)

A (s) .

A direct consequence of Propositions 5.2 and 5.3 is the indistinguishability of W q from
random under Assumption 2.

Proposition 5.4. For every PPT algorithm A and q≤ r,

AdvD(W q,Uq)
A (s) = AdvD(W q,V q)

A (s)≤ AdvD(Mc2,McU2) (s)

for every s ∈ N.

5.3 The probability ensemble on the ciphertext space

Let us now turn to the probability ensemble induced by the complete encryption
algorithm Enc. In the following, let m0,m1, . . . ,mq−1 ∈ Fk

2 be any plaintext messages
for q ≤ r. Let Eq = {Eq

s }s∈N such that Eq
s = (E(0)

s ,E(1)
s , . . . ,E(q−1)

s ), where E(h)
s =

Enc(Ks,mh,h) and Ks = Gen(1s). As before, let us consider Eq
s in the matrix form.

Set also M =
(

mT
0 mT

1 , . . . ,m
T
q−1

)T
. That is, the rows of M consist of the plaintext

messages. We call M the message matrix of m0,m1, . . . ,mq−1 ∈ Fk
2.

Assumption 2 concerns the last part G2 of the generator matrix G. However, in
order to consider Eq, we need to also make an assumption on G1. The scheme cannot
be secure for any selection of G1. In particular, we want G1 and G2 to be sufficiently
independent of each other. We shall formulate an assumption concerning the mutual
information of Mc1

s and Mc2
s . Let us define the following experiment in which we

attempt to determine whether two probability ensembles are dependent. Suppose that we
have three probability ensembles A,B and X . Suppose also that B is indistinguishable
from X . Furthermore, suppose that I(As;Bs)> 0 while I(As;Xs) = 0 for every s ∈ N.

1: procedure DependabilityExp(A,A,B,X)(s)
2: b←U({0,1})
3: if b = 1 then
4: b′← A(1s,As,Bs)

5: else
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6: b′← A(1s,As,Xs)

7: end if
8: if b = b′ then
9: output 1

10: else
11: output 0
12: end if
13: end procedure

Based on the formulated experiment, we now define a problem Dep(A,B,X) that
models the ability of the adversary to determine mutual information regarding A and B.
In the experiment, the adversary is either given access to the dependent probability
ensemble B or an independent probability ensemble X that is indistinguishable from
B. If the adversary cannot distinguish these two cases, she is unable to determine the
mutual information of A and B.

Definition 5.5. Let A = {As : s ∈ N},B = {Bs : s ∈ N} be probability ensembles. We

say that A and B are computationally independent if for every PPT algorithm A and

every probability ensemble X = {Xs : s ∈ N} such that X is indistinguishable from B

and I(As;Xs) = 0 for every s ∈ N there is s′ ∈ N and a negligible function ε such that

AdvDep(A,B,X)
A (s) = Pr [DependabilityExp(A,A,B,X) = 1]≤ ε(s)

for every s≥ s′. If this does not hold, then we say that A and B are noticeably dependent.

Note that it follows from the definition of Dep(A,B,X) that

AdvDep(A,B,X) (s)≥ AdvD(B,X) (s)

for every s ∈ N.
We formulate the following assumption concerning the relationship between G1 and

G2.

Assumption 3 (G1 and G2 computationally independent). Mc1 and Mc2 are computa-

tionally independent. That is, for every probability ensemble X indistinguishable from

Mc2 and independent of Mc1 and every PPT algorithm A there is a negligible function ε

and s′ ∈ N such that

AdvDep(Mc1,Mc2,X)
A (s)≤ ε(s)
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for every s≥ s′.

Assumption 3 states that we cannot feasibly find any information that links G1 and
G2. This assumption is again weaker than the McEliece assumption. The McEliece
assumption states that the whole G is indistinguishable from random. Then, necessarily
G1 and G2 are computationally independent. However, Assumption 3 does not require
G1 to be indistinguishable from random. In fact, the proofs in this chapter do not depend
at all on the structure of G1 as long as G1 and G2 are computationally independent. To
make the scheme faster, we could, for instance, omit S and P from affecting the first k

rows of the Goppa generator matrix. Therefore, even the combination of Assumptions 2
and 3 is weaker than the McEliece assumption. It is possible that AddHomSE is secure
for some codes that do not produce a secure instantation of the McEliece scheme.

We relate the indistinguishability of Eq and Uq to Assumption 3.

Proposition 5.5. Suppose that Assumption 2 holds. Then, for every set of q plaintext

messages m0,m1, . . . ,mq−1 ∈ Fk
2 and every PPT algorithm A there is a PPT algorithm

B such that

AdvD(Eq,Uq)
A (s)≤ AdvDep(Mc1,Mc2,McU2)

B (s)

for every q≤ r and s ∈ N, where Eq is induced by m0,m1, . . . ,mq−1.

Proof. Since McU2 is truly random, we have I(Mc1;McU2) = 0. In addition, by
assumption 2, Mc2 is computationally indistinguishable from McU2 and therefore
Dep(Mc1,Mc2,McU2) is well defined. Let the security parameter s be fixed and let
m0,m1, . . . ,mq−1 ∈ Fk

2 be any messages.
Let M be the message matrix of m0,m1, . . . ,mq−1. Written in the matrix form, we

have
Eq = MG1αI⊕W q = MG1αI⊕RG2αI⊕XαZn\I ,

where G = (GT
1 ,G

T
2 )

T ←Mcs,R←U(Ωq×ns) and X ←U(Fq×(ns−n∗s )
2 ).

Let A be any PPT algorithm considered as a distinguisher for D(Eq,Uq). Using A,
we construct an algorithm B that determines the dependability of Mc1 and Mc2:

1: procedure B(1s,A,X) . A = G1 and X is either G2 or a random matrix
2: Generate I according to Gen(1s)

3: X ′←U(Fq×(ns−n∗s )
2 )

4: R←U(Ωq×n)

5: Z←MG1αI⊕RXαI⊕X ′αZn\I

6: b← A(1s,Z)
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7: output b

8: end procedure

Suppose that the input X is random matrix. Then

Z = MG1αI⊕RXαI⊕X ′αZn\I︸ ︷︷ ︸
←U(Fq×n

2 )

is a truly random matrix. Therefore, A was invoked with a matrix sampled according to
Uq. Suppose now that X = G2. Then

Z = MG1αI⊕RG2αI⊕X ′αZn\I︸ ︷︷ ︸
←W q

and Z← Eq. Since B outputs the same bit as A, we have

AdvDep(Mc1,Mc2,McU2)
B (s)≥ AdvD(Eq,Uq)

A (s) .

The consequence of the previous result is the following.

Corollary 5.1. AddHomSE has indistinguishable encryptions for r messages under

Assumptions 2 and 3.

Finally, we prove the IND-P1-C0 (and thus IND-P2-C0) security of AddHomSE.

Proposition 5.6. For every PPT algorithm A there is a PPT algorithm B such that

AdvIND-P1-C0
A,AddHomSE(r) (s,r)≤ 4 ·AdvDep(Mc1,Mc2,McU2)

B (s)

for every s ∈ N. That is, AddHomSE is IND-P1-C0 secure under Assumptions 2 and 3

whenever the adversary is restricted to at most r queries to the encryption oracle.

Proof. The proof is similar to the proof of Proposition 5.5. Let A= (A
Enc(I,S,G,P,π)
1 ,A2)

be an IND-P1-C0 adversary against AddHomSE. Let us define an algorithm B for
Dep(Mc1,Mc2,McU2):

1: procedure B(1s,A,X) . A = G1 and X is either G2 or a random matrix
2: Generate I according to Gen(1s)

3: X ′←U(Fr×(ns−n∗s )
2 )
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4: R←U(Ωr×n) . R = (rT
1 ,r

T
2 , . . . ,r

T
r )

T

5: Invoke A1 with oracle access to encryption
6: if A1 queries for i-th encryption to m then
7: Reply with mG1αI⊕ riXαI⊕X ′αZn\I

8: end if
9: wait until (m0,m1,S)← A

Enc(I,S,G,P,π)
1 (1s)

10: b←U({0,1})
11: b′← A2(1s,mbG1αI⊕ rtXαI⊕X ′αZn\I ,S) . t ≤ r is the current counter value

for encryptions
12: if b = b′ then
13: output 1 . We think this is G2

14: else
15: output 0 . We think this is random
16: end if
17: end procedure

Suppose that X =G2. Then we have a normal run of the adversary A against AddHomSE.
Since we output 1 if and only if A succeeds, we have

Pr [B succeeds|X = G2] = Pr [A succeeds] .

Suppose now that X is a random matrix. Then the induced encryption scheme is
information theoretically secure and AdvIND-P1-C0

A,AddHomSE(r) (s,r) = 0. That is,

Pr [B succeeds|X 6= G2] = Pr [A fails] = 1/2.

But now,

AdvDep(Mc1,Mc2,McU2)
B (s) =

1
2
· (Pr [B succeeds|X = G2]+Pr [B succeeds|X 6= G2])

=
1
2
·
(

Pr [A succeeds]+
1
2

)
=

1
2
·
(

1
2
·AdvIND-P1-C0

A,AddHomSE(r) (s,r)−
1
2
+

1
2

)
=

1
4
·AdvIND-P1-C0

A,AddHomSE(r) (s,r)

for every s ∈ N.
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5.4 Enabling key exchange

In this section, we give an explicit formulation of AGDH based on AddHomSE and the
learning parity with noise (LPN) problem. To prove the security of the scheme, we
apply the results of Section 4.1. In particular, we need to explicitly define a family
of algebras C= (C ,S,R,H), where H is given by the decryption algorithm Dec. Our
success in the formulation can be described as probabilistic; since we apply the LPN

problem, there is a chance that R fails property (3). However, we show that with our
selection of the parameters, there is a high probability that our scheme succeeds.

Let us first specify a suitable collection of efficiently computable algebras. Let the
maximum number of fresh encryptions r be fixed. Our collection C consists of triples
((Zns

2 ,⊕),(Zks
2 ,⊕),Hs) indexed by the security parameter s, where Hs is induced by Dec

with keys generated by Gen(1s). In the following, contrary to the previous section, let
the canonical vectors e1,e2, . . . ,ek ∈ Fk

2. We define the sampling algorithm as follows.

1: procedure S(1s)
2: (I,S,G,P,π)← Gen(1s)

3: Read the public parameters ns and ks

4: for h ∈ {1,2, . . . ,ks} do
5: ch← Enc((I,S,G,P,π),eh)

6: end for
7: output (s,(I,S,G,P,π),c1,c2, . . . ,cks)

8: end procedure

The homomorphism computation algorithm is given by:

1: procedure H(s,(I,S,G,P,π),x)
2: m← Dec((I,S,G,P,π),x)
3: output m
4: end procedure

We still need to formulate a random composition algorithm R and prove that the
probability ensemble induced by R is indistinguishable from the uniform ensemble U .
To achieve this, we apply the LPNθ problem.

1: procedure R(s,d,x1,x2, . . . ,xks ) . If d = 0, working in Fns
2 . If d = 1, working in

Fks
2

2: b = (b1,b2, . . . ,bks)←U(Fks
2 )

3: x← ∑
ks
h=1 bh ·xh

98



4: if d = 0 then
5: e← Bernθ
6: x← x+ e
7: end if
8: output x
9: end procedure

Let us denote Q= (C ,S,R,H). We have to show that this four-tuple is a family of
algebras. In the strict sense it is not. As was stated before, it is possible that R fails
property (3). Therefore, we relax property (3) by requiring it to only hold with a high
probability p. We call such Q a family of algebras of probability ps, where ps can be a
function of the security parameter s. Such a family can be applied for key exchange
similarly to a normal family. However, a probabilistic family finishes with a common
key only with probability ps.

Proposition 5.7. Q= (C ,S,R,H) is a family of algebras of probability

ts

∑
i=0

(
n∗s
i

)
θ

i(1−θ)n∗s−i,

where ts is the maximum number of errors corrected by the [n∗,k∗]-Goppa code

determined by S(1s) (and thus by Gen(1s)).

Proof. The collection C = ((Zns
2 ,⊕),(Zks

2 ,⊕),Hs) is clearly efficiently computable. In
addition, S is of the required form and, by definition, H computes the set Hs. We only
need to show that R satisfies (3) with the claimed probability. By the definition of
AddHomSE, given an element c∈Fn

2, Dec uses I to compile a Goppa codeword m∗P−1 ∈
Fn∗

2 . Since the utilized [n∗,k∗]-Goppa code corrects up to ts errors, R satisfies (3)
whenever the total amount of errors in m∗ is less than or equal to ts.

Let us denote by X1,X2, . . . ,Xn∗ ∼ Berθ the random variables corresponding to the
added errors to the bits of m∗. Then

n∗

∑
i=1

Xi ∼ Binomial(n∗,θ)

and R satisfies (3) with probability

Pr

[
n∗

∑
i=1

Xi ≤ ts

]
=

ts

∑
i=0

(
n∗

i

)
θ

i(1−θ)n∗−i.
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Let us now consider the probability ensembles induced by R on the plaintext
space and the ciphertext space. Let the security parameter s be fixed. The probability
distribution induced by R(s,1,e1,e2, . . . ,eks) on the plaintext space is U(Fks

2 ), since each
individual bit of the output x is chosen from U(F2). Let us consider the ciphertext space
Fn

2. Let us denote by Rθ = {Rθ
s }s∈N the probability ensemble on the sets Fns

2 induced
by R(s,0,c1,c2, . . . ,cks), where ch← Enc((I,S,G,P,π),eh) for every h ∈ {1,2, . . . ,ks},
(I,S,G,P,π)← Gen(1s) and the elements c1,c2, . . . ,cks are public knowledge. Let U

denote the uniform probability ensemble on the sets Fns
2 , where ns is given by Gen(1s).

In order to show that AddHomSE is key agreement capable, we need to show that
Rθ is indistinguishable from the probability ensemble E = {Es}s∈N induced by

Es =Enc((I,S,G,P,π),R(s,1,e1,e2, . . . ,eks),ks+1)=Enc((I,S,G,P,π),U(Fks
2 ),ks+1),

where (I,S,G,P,π)← Gen(1s). We show that Rθ is indistinguishable from E using
a hybrid probability ensemble. In particular, we apply Corollary 5.1 that states that
AddHomSE has indistinguishable encryptions for r messages. Therefore, the ciphertexts
c1,c2, . . . ,cks are indistinguishable from random since ks < r. To simplify the analysis,
we define a probability ensemble RUθ induced by R(s,0,u1,u2, . . . ,uks), where uh←
U(Fn

2) for every h ∈ {1,2, . . . ,ks} and the vectors u1,u2, . . . ,uks are public knowledge.
We first show that Rθ and RUθ are indistinguishable under our assumptions. Then, we
proceed to show that RUθ is indistinguishable from random based on the LPNθ . The
combination of these observations enable us to show our claim.

Proposition 5.8. Suppose that Assumption 2 holds. Then, for every PPT algorithm A

there is a PPT algorithm B such that

AdvD(Rθ ,RUθ )
A (s)≤ AdvDep(Mc1,Mc2,McU2)

B (s)

for every s ∈ N.

Proof. Dep(Mc1,Mc2,McU2) is well defined by Assumption 2. Let Er denote a
probability ensemble corresponding to the ciphertexts c1, . . . ,cr, where the first ks cipher-
texts are induced by Enc((I,S,G,P,π),e j) for j ∈ {1,2, . . . ,ks}, where (I,S,G,P,π)←
Gen(1s). Let the remaining r− ks ciphertexts be induced by encryptions of arbitrary
messages (we will not be using them). By Proposition 5.5, for every PPT algorithm A′
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there is a PPT algorithm B such that

AdvD(Er ,Ur)
A′ (s)≤ AdvDep(Mc1,Mc2,McU2)

B (s) .

Therefore, let us show that there is a PPT algorithm A′ such that

AdvD(Rθ ,RUθ )
A (s)≤ AdvD(Er ,Ur)

A′ (s) .

Let A be PPT algorithm considered as a distinguisher for D(Rθ ,RUθ ). We construct a
distinguisher A′ for D(Er,U r) using A:

1: procedure A′(1s,X) . X is either Er or U r

2: for j ∈ {1,2, . . . ,ks} do . ks < r

3: x j← j-th row of X

4: end for
5: x← R(s,0,x1,x2, . . . ,xks)

6: b← A(1s,x1,x2, . . . ,xks ,x) . x1,x2, . . . ,xks are public and x either from Rθ or
RUθ

7: output b

8: end procedure

If X ← Er, then by the definition of Er, A is invoked with an element of Rθ . Similarly,
if X ←U r, then x j is truly random for every j ∈ {1,2, . . . ,ks} and A is invoked with an
element of RUθ . Therefore, A is invoked with a valid instance of the D(Er,U r). Since
A′ outputs the same bit as A, we have

AdvD(Er ,Ur)
A′ (s)≥ AdvD(Rθ ,RUθ )

A (s) .

The next step in our series of Propositions is to show the indistinguishability of RUθ

from U based on the LPNθ .

Proposition 5.9. For every PPT algorithm A there is a PPT algorithm B such that

AdvD(RUθ ,U)
A (s)≤ AdvD(Qr,θ ,U ′)

B (s,ns) ,
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where Qr,θ = {Qr,θ
s }s∈N is the probability ensemble induced by the LPNθ problem such

that Qr,θ
s is distributed over Fks+1

2 , where ks is determined by Gen(1s), U ′ = {U ′s}s∈N

such that U ′s ∼U(Fks+1
2 ) and r←U(Fks

2 ).

Proof. Let A be any PPT algorithm considered as a distinguisher for D(RUθ ,U). Let us
define the following distinguisher B for D(Qr,θ ,U ′).

1: procedure BQ(1s) . Oracle access to either Q = Qr,θ
s or Q =U ′s

2: Query Q for ns pairs (ah,zh) ∈ Fks
2 ×F2 for h ∈ {1,2, . . . ,ns}.

3: z← (z1,z2, . . . ,zns)

4: A←
(

aT
1 aT

2 · · · aT
ns

)
. A is a ks×ns matrix

5: for i ∈ {1,2, . . . ,ks} do
6: ci← i-th row of A . ci ∈ Fns

2

7: end for
8: b← A(1s,c1,c2, . . . ,ck1.s ,z)
9: output b

10: end procedure

For both Q = Qr,θ
s and Q =U ′s we have a←U(Fks

2 ). Therefore, ch←U(Fns
2 ) for

every h ∈ {1,2, . . . ,ks} and they satisfy the requirements for RUθ and U . Let us denote
r = (r1,r2, . . . ,rks). Suppose that Q = Qr,θ

s . Then zh = 〈r,ah〉⊕ eh, where eh← Berθ

for every h ∈ {1,2, . . . ,ns}. That is, we have

z =
ks

∑
h=1

rh · ch + e,

where e←Berns
θ

. By the definition of RUθ and the description of R, we need b←U(Fks
2 ).

By the definition of LPNθ , r satisfies this requirement and z is distributed according
to RUθ . Suppose now that Q =U ′s . Then zi←U(F2) for every i ∈ {1,2, . . . ,ns} and
z←Us ∼U(Fns

2 ). Since B outputs the same bit as A, we have

AdvD(Qr,θ ,U ′)
B (s,ns)≥ AdvD(RUθ ,U)

A (s) .

Note that the indistinguishability of RUθ and U depend both on ks and ns that are
determined by Gen(1s). We are now ready to show the key agreement capability of
AddHomSE.

102



Proposition 5.10.

AdvD(Rθ ,E) (s)≤ 2 ·AdvDep(Mc1,Mc2,McU2) (s)+AdvD(Qr,θ ,U ′) (s,ns)

for every s ∈ N.

Proof. By Proposition 2.1,

AdvD(Rθ ,E) (s) ≤ AdvD(E,U) (s)+AdvD(Rθ ,U) (s)

≤ AdvD(E,U) (s)+AdvD(Rθ ,RUθ ) (s)+AdvD(RUθ ,U) (s) .

By Proposition 5.5 and Corollary 5.1, AddHomSE(r) has indistinguishable encryptions
for r messages. Since ks ≤ r−1, we have

AdvD(E,U) (s)≤ AdvDep(Mc1,Mc2,McU2) (s) .

By Propositions 5.8 and 5.6,

AdvD(Rθ ,RUθ ) (s)≤ AdvDep(Mc1,Mc2,McU2) (s) ,

since ks < r. By Proposition 5.9,

AdvD(RUθ ,U) (s)≤ AdvD(Qr,θ ,U ′) (s,ns) .

These results establish the homomorphic key agreement capability of AddHomSE and
show that C can be used securely for key exchange.

Corollary 5.2. AddHomSE is homomorphic key agreement capable under Assump-

tions 2 and 3.

Finally, let us derive a bound on the advantage of solving the DHIP on C. The
security depends on the indistinguishability of Mc2 from random, the computational
independence of Mc1 and Mc2 and the infeasibility of the LPNθ in the following way.

Proposition 5.11.

AdvDHIP
C (s)≤ 8 ·AdvDep(Mc1,Mc2,McU2) (s)+2 ·AdvD(Qr,θ ,U ′) (s,ns)
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for every s ∈ N.

Proof. By Proposition 4.3,

AdvDHIP
C (s)≤ 2 ·AdvD(Rθ ,E) (s)+AdvIND-P1-C0

AddHomSE (k,ks) .

By Proposition 5.6,

AdvIND-P1-C0
AddHomSE (k,ks)≤ 4 ·AdvDep(Mc1,Mc2,McU2) (s)

Applying Proposition 5.10 gives

AdvDHIP
C (s) ≤ 2 ·AdvD(Rθ ,E) (s)+AdvIND-P1-C0

AddHomSE (k,ks)

≤ 2 ·
(

2 ·AdvDep(Mc1,Mc2,McU2) (s)+AdvD(Qr,θ ,U ′) (s,ns)
)

+AdvIND-P1-C0
AddHomSE (k,ks)

≤ 8 ·AdvDep(Mc1,Mc2,McU2) (s)+2 ·AdvD(Qr,θ ,U ′) (s,ns)

In order to construct a scheme that always succeeds, we could exchange Bernθ in the
definition of R with, for example, U({v ∈ Fn

2 : wH(v) = t}), the uniform distribution of
error vectors of constant Hamming weight t. Setting t below the minimum distance of
the Goppa code yields a scheme that always succeeds. However, it is not immediately
clear how this would affect the distinguishability of the induced R and E. We leave it as
an open problem to determine whether such a scheme is secure.

5.5 Concrete parameters

In this section, we briefly consider the possible parameters for AddHomSE. The IND-
C2-P0 security is based on assumptions that are closely related to the ones underlying
the McEliece scheme. However, for AddHomSE, only r rows of the scrambled generator
matrix are made public under an adaptive chosen plaintext attack, when |I| = 0.
Therefore, we expect that n∗ can be drastically lower for AddHomSE, especially if
|I|> 0. We suggest the following choice for the parameters. We choose k = bk∗/2c−1
and r = n∗− k so that randomization length is slightly more than half of the input. The
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rate R∗ is kept close to a constant that is determined later separately for encryption and
key exchange.

There are
( n
|I|
)

possible selections for I. Suppose that there is no feasible algorithm
to determine I. Then, the advantage of any attack based on the structure of the generator
matrix is scaled by a factor

( n
|I|
)−1 assuming that inclusion of a random column breaks

the attack. The maximum value of
( n
|I|
)

is obtained with n = 2|I|. Therefore, we
choose n = 2 ·n∗, which means that half of the ciphertext bits are uniformly random.
Considering the infeasibility of the LPN, the length of the secret r is k and the number
of LPN queries is limited to n = n∗+ |I| = 2n∗. Since the rate is near a constant for
every s ∈ N, the number of LPN queries is limited by q = O(k). In addition, for our
case, k = b nR∗

4 c−1. Therefore, we can choose a non-low-noise θ if the rate R∗ is kept
constant. The best known algorithms in this case are exponential time (Gołȩbiewski
et al. 2011, Teixidó et al. 2014).

For encryption, we choose a rate R∗ close to 0.8. We claim that AddHomSE is
secure for (n∗,k∗) = (256,200) resulting in (n,k,r) = (512,99,100). Considering key
exchange and the LPN, θ and k need to be large enough. Therefore, for key exchange,
we want a lower rate R∗ and increased n∗. We suggest choosing a constant θ = 0.075 and
rate R∗ = 0.2. Choosing (n∗,k∗, t) = (1360,194,106) results in (n,k,r) = (2720,96,98)
which yields a key exchange scheme that succeeds with probability

106

∑
i=0

(
1360

i

)
·0.075i · (1−0.075)1360−i ≈ 0.68.

105



106



6 Provably secure key exchange protocol

In this chapter, we formulate a provably secure two-party authenticated key exchange
protocol based on the AGDH. We follow the modular approach of Bellare et al. (1998)
and Canetti & Krawczyk (2001a). We first formulate a protocol that is secure in the
authenticated links model (AM) and prove its security using the DHI assumption.
Due to algebraic similarity between the DH and the AGDH, the proof is in fact very
similar to the proof of Theorem 8 in Canetti & Krawczyk (2001b), where the original
Diffie-Hellman scheme was considered. Using the modular framework of Bellare et al.

(1998) and Canetti & Krawczyk (2001a) and a digital signature based authenticator, we
convert the AM-secure protocol into a protocol that is secure also in the unauthenticated
links model (UM). Our results are based on cryptographic reductions.

6.1 The authenticated links model

Let us first formulate a protocol that is secure in the AM. The established session key is
often required as a binary string. Since we have no requirements for the representations
of the algebras, except that those representations are efficiently computable, we assume
that for any particular representation of an algebra B, there is a public injective key
derivation function B that maps elements of the algebra to binary strings. This function
can be used to derive a valid session key.

Protocol 1 (AGDHProtocolAM(A)). Common information: A family of algebras

A= (C ,S,R,H), a security parameter s and an injective function Bs : Bs→{0,1}∗. Let

the following algorithm describe the functionality of a principal.

1: procedure Principal(1s,Pi,Pj,S,r)

2: if r = 0 then . If r = 0, then we are the initiator Pi

3: (i,h,a1,a2, . . . ,an)← S(1s)

4: for h ∈ {1,2, . . . ,n} do
5: ch← H(i,h,ah)

6: end for
7: transmit (Pi,Pj,S,(a1,c1),(a2,c2), . . . ,(an,cn)) to Pj

8: wait until get (Pj,Pi,S,x) from Pj

9: K← H(i,h,x)
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10: key← Bs(K)

11: erase K

12: erase h

13: output locally the session key key under the session identifier S

14: else . If r = 1, then we are the responder Pj

15: wait until get (Pi,Pj,S,(a1,c1),(a2,c2), . . . ,(an,cn)) from Pi

16: x← R(i,0,a1,a2, . . . ,an : s′)

17: transmit (Pj,Pi,S,x) to Pi

18: K← R(i,1,c1,c2, . . . ,cn : s′)

19: key← Bs(K)

20: erase K

21: erase the randomness s′

22: output locally the session key key under the session identifier S

23: end if
24: end procedure

By the description of the AGDH, if Pi and Pj complete the protocol uncorrupted
they both establish the same key for the session identified by S. Therefore, the first
requirement of Definition 2.16 is satisfied. Let us concentrate on the second requirement.

Proposition 6.1. For every PPT algorithm A, there is a positive polynomial pA, s′ ∈ N
and a PPT algorithm D such that

AdvDHIP
D,A (s)≥ 1

pA(s)
·AdvKeyDist(AGDHProtocolAM(A),m)

A (s)

for every s≥ s′.

Proof. Let now A be any PPT algorithm considered as an adversary in the AM against
Protocol 1. We construct a distinguisher D for the DHIP on A using A. Let ls denote the
maximum number of sessions invoked by A for a single attack against the protocol
with security parameter 1s. Since A is PT, there is a positive polynomial pA and
s′ ∈ N such that ls ≤ pA(s) for every s ≥ s′. Let us consider a distinguisher D that
on input (i,(a1,ϕh(a1)),(a2,ϕh(a2)), . . . ,(an,ϕh(an)),(x,z)) implements the following
functionality:

1. r′←U({1,2, . . . , pA(s)}).
2. Run A and simulate an interaction of principals P1,P2, . . . ,Pm using Protocol 1 for

each principal.
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3. Whenever A activates a principal for a session that is not the r′-th one, follow the
protocol instructions on behalf of that principal.

4. When A invokes the r′-th session, with session number S′, to establish a key between
Pi and Pj with Pi as the initiator, let Pi send the message

(Pi,Pj,S′,(a1,ϕh(a1)),(a2,ϕh(a2)), . . . ,(an,ϕh(an)))

to Pj.
5. When A invokes Pj to receive (Pi,Pj,S′,(a1,ϕh(a1)),(a2,ϕh(a2)), . . . ,(an,ϕh(an))),

let Pj respond with (Pj,Pi,S′,x).
6. Whenever a session expires at a principal, erase the corresponding session key from

its memory.
7. If A invokes Corrupt(Pi), return all information stored in the memory of Pi to A.
8. If A invokes Key(Pi,S), return the session key of a completed session S to A.
9. If A invokes Reveal(Pi,S), return the internal information about session S in the

memory of Pi to A.
10. If the r′-th session (with session number S′) is chosen as the test session by A,

provide Bs(z) to A as an answer to the query.
11. If the r′-th session is corrupted or not chosen as the test session, output b′ ←

U({0,1}) and halt.
12. If A halts with an output bit b′, output b′ and halt.

Clearly, the run of A by D is identical to a normal run of A against Protocol 1. Let us
consider the two cases depending on whether the test-session chosen by A is the r′-th
one or another one.

1. Let the test-session be the r′-th session. In this case, A is given

(a1,ϕh(a1)),(a2,ϕh(a2)), . . . ,(an,ϕh(an)),x and B(z).

If the input z was ϕh(b), then A was given the actual key agreed between Pi

and Pj for the session S′. If z was a random element sampled according to
R(i,1,ϕh(a1),ϕh(a2), . . . ,ϕh(an)), then A was provided with a binary string cor-
responding to a random element from Bk. That is, a random value was given to A

from the distribution of session keys. Each of these cases happens with probability
1/2 and the input to A is a valid instance of KeyDist(AGDHProtocolAM(A),m). The
advantage of A to succeed in this case is therefore AdvKeyDist(AGDHProtocolAM(A),m)

A (s).
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2. Suppose that the test session is not the r′-th session. Then D outputs a uniformly
random bit and its probability to guess correctly is 1/2.

Let us now consider the probability that the r′-th session is chosen as the test session.
Let T denote the random variable corresponding to the choice of the test session made
by A. Let R denote the random variable corresponding to the choice of r′ in D. We are
considering the probability

Pr [R = T ] =
pA(s)

∑
j=1

Pr [R = j∩T = j] =
pA(s)

∑
j=1

Pr [T = j|R = j] ·Pr [R = j] .

Note that by the description of Principal, for every session there is a valid partial instance
of the DHIP,

(a1,c1),(a2,c2), . . . ,(an,cn),x,

that is only missing the image of x or the random element generated by R. Therefore,
there is no information for A to distinguish which of the pA(s) session contains our
input instance to D. Therefore,

Pr [T = j|R = j] = Pr [T = j]

for every j ∈ {1,2, . . . , pA(s)}. Now,

Pr [R = T ] =
pA(s)

∑
j=1

Pr [T = j|R = j] ·Pr [R = j]

=
1

pA(s)

pA(s)

∑
j=1

Pr [T = j]

=
1

pA(s)
.

Therefore, for s ≥ s′, the probability that case 1 happens is 1/pA(s). For the input
(i,(a1,ϕh(a1)),(a2,ϕh(a2)), . . . ,(an,ϕh(an)),(x,z)) to D, let Ss denote the random vari-
able corresponding to the choice of the string i,(a1,ϕh(a1)),(a2,ϕh(a2)), . . . ,(an,ϕh(an).
Let Xs denote the random variable corresponding to the choice of x. Let Ys =

R(i,1,ϕh(a1),ϕh(a2), . . . ,ϕh(an)). For the case 2, D outputs a random bit and therefore,

Pr [1← D(1s,Ss,Xs,ϕh(Xs)) | R 6= T ] = Pr [1← D(1s,Ss,Xs,Ys) | R 6= T ] =
1
2
.
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Now,

AdvDHIP
D,A (s) = |Pr [1← D(1s,Ss,Xs,ϕh(Xs))]−Pr [1← D(1s,Ss,Xs,Ys)]|

= |Pr [1← D(1s,Ss,Xs,ϕh(Xs)) | R = T ] ·Pr [R = T ]

−Pr [1← D(1s,Ss,Xs,Ys) | R = T ] ·Pr [R = T ]

+Pr [1← D(1s,Ss,Xs,ϕh(Xs)) | R 6= T ] ·Pr [R 6= T ]

−Pr [1← D(1s,Ss,Xs,Ys) | R 6= T ] ·Pr [R 6= T ]|

= Pr [R = T ] · |Pr [1← D(1s,Ss,Xs,ϕh(Xs)) | R = T ]

−Pr [1← D(1s,Ss,Xs,Ys) | R = T ]|

=
1

pA(s)
·AdvKeyDist(AGDHProtocolAM(A),m)

A (s)

for every s≥ s′.

Corollary 6.1. AGDHProtocolAM(A) is secure in the AM for m parties under the DHI

assumption for A.

AGDHProtocolAM(A) can be transformed into a protocol AGDHProtocolUM(A) that
is secure in the UM using any authenticator. In the following, we apply a signature
based authenticator described in Bellare et al. (1998).

6.2 The unauthenticated links model

In the following, we turn AGDHProtocolAM into a fully secure protocol by authenticat-
ing each message with a digital signature scheme Σ.

Protocol 2 (AGDHProtocolUM(A,Σ)). Common information: A family of algebras A=

(C ,S,R,H), a digital signature scheme Σ = (Gen,Sign,Verify), a security parameter s

and an injective function Bs : Bs→{0,1}∗. Each participant Pi also has a public key /

private key pair (pi,si)← Gen(1s) and knows the public verification keys of the other

participants. Let the following algorithm describe the functionality of a principal.

1: procedure Principal(1s,Pi,Pj,S,r)

2: if r = 0 then . If r = 0, then we are the initiator Pi

3: (i′,h,a1,a2, . . . ,an)← S(1s)

4: for h ∈ {1,2, . . . ,n} do
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5: ch← H(i′,h,ah)

6: end for
7: σi = Sign(si,Pi,Pj,S, i′,(a1,c1),(a2,c2), . . . ,(an,cn))

8: transmit (Pi,Pj,S, i′,(a1,c1),(a2,c2), . . . ,(an,cn)),σi to Pj

9: wait until get (Pj,Pi,S,x),σ j from Pj

10: v← Verify(p j,(Pj,Pi,S,x),σ j)

11: if v = 0 then
12: erase all information regarding this session

13: abort
14: end if
15: K← H(i′,h,x)

16: key← Bs(K)

17: erase K

18: erase h

19: output locally the session key key under the session identifier S

20: else . If r = 1, then we are the responder Pj

21: wait until get (Pi,Pj,S, i′,(a1,c1),(a2,c2), . . . ,(an,cn)),σi from Pi

22: v← Verify(pi,(Pi,Pj,S, i′,(a1,c1),(a2,c2), . . . ,(an,cn)),σi)

23: if v = 0 then
24: erase all information regarding this session

25: abort
26: end if
27: x← R(i′,0,a1,a2, . . . ,an : s′)

28: σ j← Sign(s j,Pj,Pi,S,x)

29: transmit (Pj,Pi,S,x),σ j to Pi

30: K← R(i′,1,c1,c2, . . . ,cn : s′)

31: key← Bs(K)

32: erase K

33: erase the randomness s′

34: output locally the session key key under the session identifier S

35: end if
36: end procedure
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Proposition 6.2. AGDHProtocolUM(A,Σ) is secure in the UM for m parties under

the DHI assumption for A and the security of Σ against existential forgeries under an

adaptive chosen message attack.

Proof. Each message that Pi and Pj send are signed. In order to alter a message between
Pi and Pj, the adversary needs to provide an existential forgery against Σ. Therefore, we
may assume that A only relays the messages between the principals. But then we have
essentially AGDHProtocolAM(A) in the AM which is secure by Corollary 6.1 under
the DHI assumption for A.
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7 Non-associative generalization of the
conjugacy search problem

Left distributive groupoids constitute an interesting platform class for the AGDH since
they naturally provide a large set of homomorphisms. A well-known class of left
distributive groupoids arises from the conjugation operation in a group. Conjugation has
been utilized in many cryptographic applications based on combinatorial group theory.
The security of such constructions is based on the presumed infeasibility of the CSP.
This chapter concentrates on a possible generalization of the conjugacy search problem
to (a particular class of) non-associative structures. Our motivation is to increase the
number of possible platform structures for cryptographic applications. Therefore, we
concentrate on a generalization that attempts to preserve the useful properties of group
conjugation. Especially, we are interested in the homomorphic property and, thus, the
generation of LD structures.

We consider conjugation of left translations of a left conjugacy closed left quasigroup.
We show that, similar to the case of group conjugation, the conjugation structure induces a
left distributive left quasigroup on the underlying set. We also formulate a generalization
of the conjugacy search problem for left conjugacy closed left quasigroups. We call
the generalized problem the partial conjugacy search problem (PCSP). We note that
we can formulate several versions of the PCSP with different relative computational
feasibility. The easiest version of the problem requires us to be able to conjugate a single
left translation with the secret mapping. The hardest version, on the other hand, requires
us to provide a complete factorization of the mapping based on the left translations
determined by a set of generators. We consider the relative hardness of these problems in
the framework of average-case complexity. Since every group is a LCC left quasigroup,
these results hold also for groups.

We also generalize the AAG (p. 44) to LCC left quasigroups using the PCSP.
This generalization was first published in (Partala & Seppänen 2008). We bound the
advantage of breaking the generalized AAG (GAAG) in the average-case based on the
advantages of solving the formulated problems. Finally, we consider the feasibility
of the CHIP and therefore the security of AGDH on LD left quasigroups based on the
versions of the PCSP.
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The organization is the following. In section 7.1, we consider the generalization of
conjugation for LCC structures. In Section 7.2, we give the definition of the partial
conjugacy search problem (PCSP). Based on the PCSP, we give a generalization
of the Anshel-Anshel-Goldfeld scheme in Section 7.3. In Section 7.4, we formulate
several computational versions of the PCSP. The relative hardness of these problems
is investigated in Section 7.5. The security of the generalized AAG is considered in
Section 7.6. Finally, Section 7.7 concentrates on conjugacy search in left distributive
structures and the security of the AGDH.

The results of Sections 7.1 and 7.2 are based on algebraic considerations. For the
computational results, we apply cryptographic reductions.

7.1 Generalization of conjugacy

The group conjugacy search problem is not well defined for non-associative structures
since a−1(ba) 6= (a−1b)a in general. However, it is possible to consider the left
translations since their composition is associative. Suppose that Q is a left quasigroup.
Then the left translations La are bijections for every a ∈ Q and they generate the left
multiplication group L (Q). We could directly consider conjugation in L (Q). However,
that translates to the group conjugation case. Therefore, it is useful to add some
restrictions to the conjugation structure of the left translations. In particular, we can
consider structures satisfying the following definition.

Definition 7.1. Let Q be a groupoid. If there exists a function λ : Q×Q→ Q such that

LbLa = LaLλ (a,b)

for every a,b ∈ Q, then Q is left conjugacy closed (LCC). The groupoid Q(λ ), whose

binary operation is given by λ , is a left conjugation groupoid of Q.

We have deliberately stated Definition 7.1 without considering the invertibility of the
left translations since it is not needed for key exchange. However, in the following
we restrict Q to the class of left quasigroups. Definition 7.1 then translates to the
well-known identity

L−1
a LbLa = Lλ (a,b).
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For the finite case, the property guarantees that L (Q) acts on Q via

L (Q)×Q→ Q : (α,b) 7→ c if and only if α
−1Lbα = Lc. (9)

For the infinite case, we also need the dual property: for every a,b ∈ Q, there is c ∈ Q

such that

LaLbL−1
a = Lc. (10)

For the rest of the chapter, we assume that if Q is infinite it satisfies (10). For simplicity,
we also assume that Q is effective. That is, La = Lb if and only if a = b. However, most
of the derived results also apply to the non-effective case. Note that for effective LCC
left quasigroups there is only one left conjugation groupoid.

Proposition 7.1. Let Q be an effective LCC left quasigroup. If Q is infinite, let it also

satisfy (10). If Q(λ ) is the left conjugation groupoid of Q, then Q(λ ) is a LDI left

quasigroup.

Proof. Q(λ ) is a left quasigroup if and only if Lλ
x : Q→Q is a bijection for every x ∈Q.

We shall first show that Lλ
x is injective. Suppose that λ (x,a) = λ (x,b). Now,

L−1
x LaLx = L−1

x LbLx,

from which La = Lb. Since the left translations are pairwise distinct, a = b, and Lλ
x is

injective.
If Q is finite, then Lλ

x is a bijection. However, if Q is infinite it is not immediately
clear that Lλ

x is surjective. To prove this, we observe that every left translation Lx of Q is
an element of the symmetric group Sym(Q). Conjugation by Lx in Sym(Q),

σ(τ) = L−1
x τLx,

for every τ ∈ Sym(Q), is an inner automorphism of Sym(Q). By the left conjugacy
closedness of Q,

L−1
x LyLx ∈ LQ

for every x,y ∈ Q and σ(LQ)⊆ LQ. Similarly, by (10), σ−1(LQ)⊆ LQ and σ(LQ) = LQ.
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We shall now prove that Q(λ ) is left distributive. Let a,x,y ∈ Q. We can write
Lx = LaLλ (a,x)L−1

a and Ly = LaLλ (a,y)L−1
a . Now,

Lλ (x,y) = L−1
x LyLx = LaL−1

λ (a,x)L
−1
a LaLλ (a,y)L

−1
a LaLλ (a,x)L

−1
a

= LaL−1
λ (a,x)Lλ (a,y)Lλ (a,x)L

−1
a

= LaLλ (λ (a,x),λ (a,y))L
−1
a .

That is,
Lλ (a,λ (x,y)) = L−1

a Lλ (x,y)La = Lλ (λ (a,x),λ (a,y)),

from which by pairwise distinctness of the left translations

λ (a,λ (x,y)) = λ (λ (a,x),λ (a,y)),

and Q(λ ) is left distributive. In addition,

L−1
x LxLx = Lλ (x,x) = Lx

for every x ∈ Q and Q(λ ) is idempotent.

Proposition 7.1 assures that conjugation of left translations (and their inverses) of a finite
effective LCC left quasigroup yields a LDI left quasigroup that captures the conjugation
structure. For the AGDH it means that the HIP in a LDI left quasigroup is always related
to conjugation.

The following is an example of a countably infinite LCC left quasigroup and its left
conjugation groupoid.

Example 7.1. Let n∗m =−m+2n+1 for every m,n ∈ Z. Clearly, Q = Z(∗) is a left

quasigroup. It is also effective since Ln = Lk, if and only if n = k. Furthermore,

mL−1
k LnLk =−m+2(2k−n)+1 = mL2k−n,

for every m,n,k ∈ Z, and Z(∗) is LCC. Furthermore, L−1
k = Lk and Q satisfies (10). The

binary operation of the left conjugation groupoid Z(λ ) is given by λ (k,n) = 2k−n.

We can easily check that Z(λ ) is a LDI left quasigroup. It is also effective, since

nLλ
a = 2a−n = 2b−n = nLλ

b for every n ∈ Z, if and only if a = b.
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For practical applications, we are interested in being able to compute λ . It might
not be trivial since λ (a,b) is induced by conjugation of permutations. Therefore, we
want to restrict ourselves to a class of LCC left quasigroups for which λ (a,b) can be
efficiently computed.

Definition 7.2. An effective LCC left quasigroup Q is efficiently left conjugable, if the

binary operation λ of the left conjugation groupoid of Q is efficiently computable.

The definition is satisfied by many interesting classes of groupoids. For example, for
groups we have λ (a,b) = aba−1 and λ is efficiently computable whenever the binary
operation of the group is efficiently computable. For LCC loops, we have a similar
situation: λ (a,b) = 0L−1

a LbLa, where 0 is the neutral element of the loop. For the rest
of the chapter, we assume that our LCC left quasigroups are efficiently left conjugable.

7.2 Partial conjugacy search problem

For every left quasigroup Q, the CSP on the left multiplication group L (Q) is the
following: given conjugates β ,γ ∈L (Q), find an element α ∈L (Q), such that

α
−1

βα = γ.

Let now Q be LCC. Then, by the group action (9), we can restrict ourselves to the
case where α = Le1

a1Le2
a2 · · ·Len

an , β = Lb and γ = Lc, where n ∈ N and ei ∈ {−1,1} for
every i ∈ {1,2, . . . ,n}. That is, α is a composition of left translations and their inverses.
Analogously to the CSP, we then have the following problem (Partala & Seppänen
2008).

Definition 7.3 (Partial conjugacy search problem (PCSP)). Given b,c ∈ Q, find α ∈
L (Q) such that

α
−1Lbα = Lc.

Note that Lb and Lc can be represented by single elements b,c ∈ Q and α can be
represented as an ordered n-tuple of pairs ((u1,e1),(u2,e2), . . . ,(un,en)). The following
proposition first appeared with its proof in (Partala & Seppänen 2008).

Proposition 7.2. The CSP and the PCSP are equivalent problems whenever the under-

lying structure is a group.
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Proof. Let G be a group. Then, G ∼= L (G) by the left regular representation. Let
α : G→L (G) be the isomorphism. Since G is associative, the set of left translations is
closed under composition and L (G) = {Lx : x ∈ G}. Therefore, for every x ∈ G we
have α(x) = Lx.

For every instance z−1xz = y of the CSP we have

α(z−1xz) = α(z)−1
α(x)α(z) = L−1

z LxLz = α(y) = Ly

which is an instance of the PCSP. Similarly, for every instance α−1Lxα = Ly of the
PCSP, due to the associativity, we have α = Lz for some z ∈ G and

α
−1(L−1

z LxLz) = z−1xz = α
−1(Ly) = y

which is an instance of the CSP.

We have {La : a ∈ G}= L (G) if and only if G is associative. For a non-associative
Q, we have {La : a ∈ Q}( L (Q). Therefore, there is a greater number of candidate
solutions for the PCSP whenever Q is non-associative.

7.3 Variant of the Anshel-Anshel-Goldfeld scheme

We give a simple generalization of AAG to LCC left quasigroups.

Scheme 5 (Generalized Anshel-Anshel-Goldfeld scheme (GAAG)). Suppose that Alice

and Bob wish to establish a common secret key. Let Q be a LCC left quasigroup and let

LA = 〈La1 ,La2 , . . . ,LnA〉 , LB =
〈
Lb1 ,Lb2 , . . . ,LnB

〉
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be publicly chosen subgroups of L (Q) for both Alice and Bob, respectively.

Alice Bob

Sample α ∈LA Sample β ∈LB

Compute Compute

Ld1 = α−1Lb1α, Lc1 = β−1La1β ,

Ld2 = α−1Lb2α, Lc2 = β−1La2β

...
...

LdnB
= α−1LbnB

α LcnA
= β−1LanA

β

d1,d2, . . . ,dnB −−−→
←−−− c1,c2, . . . ,cnA

Compute β−1αβ Compute α−1β−1α

KAB← α−1β−1αβ KAB← α−1β−1αβ

Now, α ∈LA and β ∈LB are compositions of a finite number of generators and their
inverses. In addition,

α
−1Lb1α,α−1Lb2α, . . . ,α−1LbnB

α

can be represented by elements d1,d2, . . . ,dnB ∈ Q since Q is LCC.
If Q is a group, then Q∼= L (Q) and α = La,β = Lb for some a,b ∈ Q. In addition,

α−1β−1αβ = Lg for some g ∈ Q. That is, we basically have the original conjugation
based AAG. If Q is non-associative, the set of left translations is not closed under
composition and Alice and Bob have established a secret bijection Q→ Q. For the
non-associative case, we could apply AAG simply on L (Q). However, since L (Q) is a
permutation group, we would have a complex representation for the group elements. By
LCC, we represent both the generators of LA and LB and the conjugations as elements
of Q.

Shpilrain & Ushakov (2006a) have shown that, in order to break AAG, the adversary
has to to find α,β as words in La1 ,La2 , . . . ,LanA

and Lb1Lb2 , . . . ,LbnB
in addition to

solving the CSP. We consider the security of GAAG more closely in Section 7.6.
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7.4 Different versions of the PCSP and the security of the
GAAG

There is a certain ambiguity about Definition 7.3. What does it mean to be able to ”find”
an element of the left multiplication group L (Q) (or a subgroup LA ≤L (Q), where
A⊆ Q)? A natural way to see the problem is to require the solution to provide a method
of computing xα for every x ∈ Q since the elements of L (Q) are permutations of Q. In
the following, we call such a version the conjugator computation problem. On the other
hand, suppose that α ∈LA = 〈La : a ∈ A〉. Then there is a representation of α in terms
of the left translations {La : a ∈ A}. As is seemingly needed to break the GAAG scheme,
we could require the solution to provide us a factorization of α using these translations.
We call such a version the conjugator factorization problem. These two problems have
different relative difficulties. Let us clarify the situation with the following example.

Example 7.2. Let a,b ∈ N and let fa,ϕa,b : C→ C such that

fa(x) = a+ x, ϕa,b(x) = x+a+(x+b) · i.

Let now A be a finite subset of Z, let G = 〈 fa : a ∈ A〉 and let α ∈ G. Clearly, there is

s ∈ Z such α = fs. Consider now the conjugation α−1ϕ0,0α . For every z ∈ C we have

zα
−1

ϕ0,0α = (z− s)ϕ0,0α = (z− s+(z− s)i)α = z+(z− s)i = zϕ0,−s.

Given ϕ0,−s or its representing pair (0,−s) it is trivial to find s and therefore the

complete mapping α = fs. However, in order to find the factorization of fs in terms

of the generators { fa : a ∈ A} one would need to solve a knapsack type of problem of

finding a representation of s as an integer sum using elements of A and their negations.

There is still a weaker version of the PCSP. Suppose that we are not interested in
α as a permutation but rather want to know the conjugation action of α on the left
translations. We could require the solution to provide a method on conjugating left
translation with α . We call this version the conjugator conjugation problem. Finally, we
could also relax this requirement by requiring only the conjugation of a single (or a fixed
number of) left translation Lx with α given that α−1Lbα = Lc. We call such a relaxation
the single conjugator conjugation problem (n-conjugator conjugation problem in general
for n ∈ N).

122



In the following, we formalize these interpretations of the PCSP as distributional
search problems. We consider only efficiently samplable ensembles and therefore we
assume that there is an instance generator S, a PPT algorithm, that samples instances of
a particular problem together with the corresponding solution. Therefore, we consider
the probabilistic Turing machine of S to come with two tapes: a problem instance tape

and a solution tape. Hardness of the problem is then investigated according to the
probability ensemble generated by S on the instances. In the following, we assume
that we are working with a family of efficiently left conjugable LCC left quasigroups
Q= {Qi : i ∈ I} indexed by a countable set I.

We shall first define the strongest version of the PCSP, the conjugator factorization

problem (CFact). For an instance of CFact, we need to determine a factorization
for the conjugator α in terms of given generators. The hardness of the problems
potentially depend on the number of different conjugacy equations as well as the number
of generators of the algebra. Therefore, we want to consider the hardness of CFact
depending on these choices and we incorporate the number of given distinct conjugacy
equations n and the number of distinct generators m into the problem definition. We
denote the resulting problem by CFactn,m.

Naturally, there are numerous ways to generate an element α ∈ 〈La : a ∈ A〉. We do
not want to fix a specific instance generator at this point. Instead, we consider a class of
generators and want to be able to quantify over that class. In order to be applicable
for key exchange, the factorization needs to be of the form α = Le1

a1Le2
a2 · · ·Les

as , where
s ∈ N,a j ∈ Qi,e j ∈ Z for every j ∈ {1,2, . . . ,s}, in order that Alice is able to compute
the common key in GAAG. Therefore, we consider a class of instance generators that
are of the following form.

Definition 7.4. An instance generator Sn,m for the CFactn,m on Q is a PPT algorithm of

the following form:

1: procedure Sn,m(1k)

2: Sample i ∈ I

3: Sample a set A = {a1,a2, . . . ,am} ⊂ Qi of m distinct elements

4: Sample a set B = {b1,b2, . . . ,bn} ⊂ Qi of n distinct elements

5: Sample α ∈ 〈La : a ∈ A〉 by randomly composing the left translations {La : a ∈
A} and their inverses

6: output the factorization α = Le1
a′1

Le2
a′2
· · ·Les

a′s
, where s ∈N,a′j ∈ A,e j ∈ Z for every

j ∈ {1,2, . . . ,s}, on the solution tape.
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7: Compute c j such that Lc j = α−1Lb j α for every j ∈ {1,2, . . . ,n}
8: output (i,A,(b1,c1),(b2,c2), . . . ,(bn,cn)) on the problem instance tape

9: end procedure

By the notation (i,A,(b1,c1),(b2,c2), . . . ,(bn,cn))← Sn,m(1k) we consider the prob-
lem instance tape of Sn,m. Note that our instance generator only outputs instances that
have a solution. This is because we are interested in the cryptographic applications of
this problem. For example, if a cryptographic key is derived using the GAAG protocol,
then all of the instances of the CFactn,m induced by the protocol have a solution.

Definition 7.5 (Conjugator factorization problem (CFactn,m)). Given

(i,A,(b1,c1),(b2,c2), . . . ,(bn,cn))← Sn,m(1k),

find a sequence (a1,e1,a2,e2, . . . ,as,es), where s ∈ N,a j ∈ A,e j ∈ Z for every j ∈
{1,2, . . . ,s} such that xLe1

a1Le2
a2 · · ·Les

as = xα for every x ∈Qi for the correct α on the solu-

tion tape of Sn,m for the given instance and both x(Le1
a1Le2

a2 · · ·Les
as)
−1 and x(Le1

a1Le2
a2 · · ·Les

as)

are polynomial time computable for every x ∈ Qi.

It is possible that the factorization is not unique. Therefore, we only need that the
solution determines a working factorization for the correct mapping α : Qi→ Qi. The
last requirement is added to assert that the factorization can be used to feasibly compute
α . We can also relax the requirement that the factorization contains only left translations
from {La : a ∈ A} by allowing all left translations {La : a ∈ Qi}.

Definition 7.6 (Relaxed conjugator factorization problem (RCFactn,m)). Given

(i,A,(b1,c1),(b2,c2), . . . ,(bn,cn))← Sn,m(1k),

find a sequence (a1,e1,a2,e2, . . . ,as,es), where s ∈ N,a j ∈ Qi,e j ∈ Z for every j ∈
{1,2, . . . ,s} such that xLe1

a1Le2
a2 · · ·Les

as = xα for every x ∈Qi for the correct α on the solu-

tion tape of Sn,m for the given instance and both x(Le1
a1Le2

a2 · · ·Les
as)
−1 and x(Le1

a1Le2
a2 · · ·Les

as)

are polynomial time computable for every x ∈ Qi.

Let us now define a weaker version that does not require the factorization. Instead,
we only want to be able to compute α which could be possible without the factorization.

Definition 7.7 (Conjugator computation problem (CCompn,m)). Given

(i,A,(b1,c1),(b2,c2), . . . ,(bn,cn))← Sn,m(1k),
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output a description of a deterministic PT algorithm A such that xα ← A(x) for every

x ∈ Qi for the correct α on the solution tape of Sn,m for the given instance.

Example 7.3. Let us consider the loop given in Example 2.2 (p. 54). Consider an

instance (8,{2,3},(5,2),(1,6)) of the CFact2,2 where α = L−1
2 L3L2 is unknown and

i = 8 is the cardinality of the loop. We need to find a factorization in terms of L2 and L3

for the correct α ∈ 〈L2,L3〉 such that α−1L5α = L2 and α−1L1α = L6. Searching the

Cayley table, we find L−1
4 L5L4 = L2 and L−1

4 L1L4 = L6 and so α = L4. We still need

to find a factorization for L4. By Example 2.2 we have L4 = L−1
2 L3L2 and a correct

solution to this instance is (2,−1,3,1,2,1). For the RCFact2,2 it suffices to output (4,1).
For the CComp2,2 it suffices to output instructions to compute L4 using the Cayley table.

Let us now consider the problem in which we are only interested to conjugate
elements using α .

Definition 7.8 (Conjugator conjugation problem (CConjn,m)). Given

(i,A,(b1,c1),(b2,c2), . . . ,(bn,cn))← Sn,m(1k),

output a description of a deterministic PT algorithm A such that z←A(x) and α−1Lxα =

Lz for every x ∈ Qi for the correct α on the solution tape of Sn,m for the given instance.

Finally, we define the weakest form of the PCSP. We consider the case of requiring
to conjugate a single element of Q with the unknown α . Therefore, for the instance
generation, after sampling an instance (i,A,(b1,c1),(b2,c2), . . . ,(bn,cn))← Sn,m(1k),
we use an additional sampling algorithm S′ that samples a random x ∈ Qi, reads the
solution factorization of the correct α sampled by Sn,m, computes Ly = α−1Lxα , outputs
y on the solution tape and (i,A,(b1,c1),(b2,c2), . . . ,(bn,cn),x) on the problem instance
tape.

Definition 7.9 (Single conjugator computation problem (SConjn,m)). Given

(i,A,(b1,c1),(b2,c2), . . . ,(bn,cn),x)← (Sn,m(1k),S′(1k)),

compute y such that Ly = α−1Lxα for the correct α on the solution tape of Sn,m for the

given instance.

This definition captures the notion of being able to conjugate a single given element
with a secret α . The only thing that matters is that y is found. It may be the case
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that essentially no information about α need to be determined in order to find y. The
situation is similar to the Diffie-Hellman conjugacy problem over braid groups (Ko et al.

2000) and its polynomial time solution (Cheon & Jun 2003).

Example 7.4. Consider the instance (8,{2,3},(5,2),(1,6),2) of the SConj2,2 based on

the loop of Example 2.2 with a correct solution 5 and α = L−1
2 L3L2. In order to solve

this instance, we need to find y such that α−1L2α = Ly and α−1L5α = L2,α
−1L1α = L6

for the correct α . By the Cayley table, L−1
1 L5L1 = L2. Using the given information,

α
−1L2α = α

−1L−1
1 L5L1α = α

−1L−1
1 α︸ ︷︷ ︸

L−1
6

α
−1L5α︸ ︷︷ ︸

L2

α
−1L1α︸ ︷︷ ︸

L6

= L−1
6 L2L6 = L5.

Therefore, the correct solution is y = 5.

Since we are interested in the GAAG, let us also define a problem that captures its
intrinsic properties. In the GAAG, a secret bijection α−1β−1αβ is derived between
Alice and Bob. The only conceivable way of using such a bijection is to map elements
of Q. If Alice and Bob are, in the course of communication, in possession of elements
x ∈ Q and xα−1β−1αβ , it is reasonable to assume that the adversary knows either x

or its image xα−1β−1αβ . Without loss of generality let us assume that the adversary
knows x. In order to violate the security of the agreed key, the adversary needs to
compute the image of x under the secret α−1β−1αβ . We define a computational GAAG

problem CGAAGnA,nB that captures this property. Here nA is the number of generators of
Alice and nB is the number of generators of Bob.

The instance generator SCGAAGnA,nB
first samples i ∈ I and two finite sets A =

{a1,a2, . . . ,anA} and B = {b1,b2, . . . ,bnB} of size nA and nB from Qi, then randomly
composes α ∈ 〈La : a ∈ A〉 and β ∈ 〈Lb : b ∈ B〉 such that xα−1β−1αβ is polynomial
time computable for every x ∈ Qi and outputs their factorizations on the solution
tape. The instance generator then computes ch such that Lch = β−1Lahβ and d j such
that Ld j = α−1Lb j α for every h ∈ {1,2, . . . ,nA}, j ∈ {1,2, . . . ,nB}. Finally, SCGAAGnA ,nB

samples a random element x ∈ Qi and outputs a problem instance

(i,(a1,c1),(a2,c2), . . . ,(anA ,cnA),(b1,d1),(b2,d2), . . . ,(bnB ,dnB),x).

Definition 7.10 (Computational GAAG problem (CGAAGnA,nB )). Given

(i,(a1,c1),(a2,c2), . . . ,(anA ,cnA),(b1,d1),(b2,d2), . . . ,(bnB ,dnB),x)← IGnA,nB-CGAAGP(1k),
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compute y such that y = xα−1β−1αβ and Lch = β−1Lahβ , Ld j = α−1Lb j α for every

h ∈ {1,2, . . . ,nA}, j ∈ {1,2, . . . ,nB}.

Example 7.5. Consider the instance (8,(2,5),(4,3),1) of the CGAAG1,1 based on the

loop of Example 2.2 with α = L2 and β = L4. Now, α−1L4α = L−1
2 L4L2 = L3 and

β−1L2β = L−1
4 L2L4 = L5. The correct solution is

1α
−1

β
−1

αβ = 1L−1
2 L−1

4 L2L4 = 1L−1
3 L4 = 6.

7.5 Relative hardness of the problems

We shall prove some bounds on the relative advantages of algorithms on the problems
defined in Section 7.4. In most of the results, we do not set any restrictions on the time
complexity of algorithms. However, if the result applies also to the case in which each
algorithm is restricted to polynomial time, ”polynomial time” is parenthesized in the
relevant proposition. In the following, let n,m ∈ N. Since any solution to an instance of
CFactn,m is also a solution to the RCFactn,m, we can record the following observation.

Proposition 7.3. Let Q be a family of LCC left quasigroups. For every instance

generator Sn,m for the CFactn,m and for every probabilistic (polynomial time) algorithm

A

AdvRCFactn,mA (k)≥ AdvCFactn,mA (k)

for every n,m,k ≥ 1.

For the CCompn,m we can show the following.

Proposition 7.4. Let Q be a family of LCC left quasigroups. For every instance

generator Sn,m for the CFactn,m and for every probabilistic (polynomial time) algorithm

A there is a probabilistic (polynomial time) algorithm B such that

AdvCCompn,m
B (k)≥ AdvRCFactn,m

A (k)

for every n,m,k ≥ 1.

Proof. Let A be any algorithm. Consider the following description of an algorithm B:

1: procedure B(i,A,(b1,c1),(b2,c2), . . . ,(bn,cn))
2: (a′1,e

′
1,a
′
2,e
′
2, . . . ,a

′
s,e
′
s)← A(i,A,(b1,c1),(b2,c2), . . . ,(bn,cn))
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3: output a description of an algorithm that computes Le′1
a′1

Le′2
a′2
· · ·Le′s

a′s
4: end procedure

If A succeeds, (a1,e1,a2,e2, . . . ,as,es) is a valid polynomial time computable relaxed
factorization of the secret α . Therefore, B outputs a valid solution to the given
instance of the CCompn,m and AdvCCompn,m

B (k)≥ AdvRCFactn,mA (k) for every k ≥ 1. If A
is polynomial time, then so is B.

If Q is a family of loops, then we have certain tools in our disposal. In particular, the
right translations are invertible and we can show the following reduction.

Proposition 7.5. Let Q be a family of LCC loops such that R−1
a is polynomial time

computable for every a ∈ Qi and i ∈ I. Then, for every instance generator Sn,m for

the CFactn,m and for every probabilistic (polynomial time) algorithm A there is a

probabilistic (polynomial time) algorithm B such that

AdvCConjn,m
B (k)≥ AdvCCompn,m

A (k)

for every n,m,k ≥ 1.

Proof. Let A be any algorithm. Let us define the following algorithm YX that utilizes
another algorithm X:

1: procedure YX(x) . For the reduction, X computes α

2: a← X(0); . a = 0α

3: c← X(x); . c = xα

4: z← cR−1
a ;

5: output z

6: end procedure

We will be using YX in the following description of an algorithm B:

1: procedure B(i,A,(b1,c1),(b2,c2), . . . ,(bn,cn))
2: X′← A(i,A,(b1,c1),(b2,c2), . . . ,(bn,cn)) . A outputs a description of an

algorithm X′ for the CCompn,m

3: output the description of YX′

4: end procedure

Suppose that A succeeds. Then, xα ← X′(x) for every x ∈ Qi. Since X′ is PT and
R−1

a is polynomial time computable for every a ∈Qi and i ∈ I, YX′ is also PT. Let x ∈Qi

be an arbitrary input to YX′ . Let Lzx denote the correct conjugation of Lx by α . Let
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us prove that the output z of YX′ is the correct conjugation. That is, zx = z. We have
Lzx = α−1Lxα if and only if αLzx = Lxα . Especially, this is true for the neutral element
0 of the loop Qi. That is, 0αLzx = 0Lxα = xα . But now z = cR−1

a = xαR−1
a from which

0αLzx = xα = zRa = z ·a = z · (0α) = 0αLz

if and only if zx = z. Therefore, YX′ outputs the correct conjugation of Lx. Since x was
arbitrary, YX′ succeeds for every x ∈ Qi and hence B succeeds. Therefore,

AdvCConjn,m
B (k)≥ AdvCCompn,m

A (k)

for every k ≥ 1. If A is PT, then B is also PT.

The following reduction regarding CConjn,m and RCFactn,m does not depend on the right
translations. Therefore, it holds for all efficiently left conjugable LCC left quasigroups.

Proposition 7.6. Let Q be a family of LCC left quasigroups. For every instance

generator Sn,m for the CFactn,m and for every probabilistic (polynomial time) algorithm

A there is a probabilistic (polynomial time) algorithm B such that

AdvCConjn,mB (k)≥ AdvRCFactn,mA (k)

for every n,m,k ≥ 1.

Proof. Let A be any algorithm. Consider the following description of an algorithm B:

1: procedure B(i,A,(b1,c1),(b2,c2), . . . ,(bn,cn))
2: (a′1,e

′
1,a
′
2,e
′
2, . . . ,a

′
s,e
′
s)← A(i,A,(b1,c1),(b2,c2), . . . ,(bn,cn))

3: output a description of an algorithm X that on input x computes z such that

Lz = (Le′1
a′1

Le′2
a′2
· · ·Le′s

a′s
)−1LxLe′1

a′1
Le′2

a′2
· · ·Le′s

a′s

4: end procedure

If A succeeds (a′1,e
′
1,a
′
2,e
′
2, . . . ,a

′
s,e
′
s), is a valid polynomial time computable relaxed

factorization of the secret α . Therefore, for every x ∈ Qi, X outputs a valid conjugation
of Lx by α and B succeeds. Therefore,

AdvCConjn,mB (k)≥ AdvRCFactn,mA (k)
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for every k ≥ 1. If A is polynomial time, then so is B.

In the following, let an element sampling algorithm S′ be a PPT algorithm that on
input 1k outputs a random element of Qi, where i is chosen according to 1k. Obviously,
the following can be stated for the single conjugator computation problem.

Proposition 7.7. Let Q be a family of LCC left quasigroups. For every instance

generator Sn,m for the CFactn,m, an element sampling algorithm S′ and probabilistic

(polynomial time) algorithm A there is a probabilistic (polynomial time) algorithm B

such that

AdvSConjn,m
B (k)≥ AdvCConjn,m

A (k)

for every n,m,k≥ 1, where the instances of SConjn,m are sampled according to (Sn,m,S
′).

Let n2 ≥ n1. Given an instance of the SConjn2,m we can delete any number of
conjugacy equation pairs to obtain an instance of the SConjn1,m. If the obtained instance
is solved, then obviously the original instance is also solved. Therefore, we can record
the following.

Proposition 7.8. Let Q be a family of LCC left quasigroups. Let Sn2,m be any instance

generator for the CFactn,m and let S′ be any element sampling algorithm. For every

probabilistic (polynomial time) algorithm A

Adv
SConjn2 ,m
A (k)≥ Adv

SConjn1,m
A (k)

for every n1,n2,m,k ≥ 1, where n2 ≥ n1 and the instances of SConjn2,m and SConjn1,m

are sampled according to (Sn2,m,S
′), but for SConjn1,m, n2− n1 conjugacy equation

pairs are removed from a sampled instance.

7.6 Security of the generalized Anshel-Anshel-Goldfeld
scheme

We shall now turn to the security of the GAAG scheme. In a single instance of the
CGAAGn,m there are two induced instances of the CFact. Let SCGAAGn,m be any instance
generator for the CGAAGn,m. We define an instance generator S1

n,m for the CFactn,m that
samples

(i,(a1,c1),(a2,c2), . . . ,(an,cn),(b1,d1),(b2,d2), . . . ,(bm,dm),x)← SCGAAGn,m(1
k),
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copies the factorization of β to the solution tape and outputs (i,B,(a1,c1),(a2,c2),

. . . ,(an,cn)) to the problem instance tape, where B = {b1,b2, . . . ,bm}. Similarly, we
define an instance generator S2

m,n that copies the factorization of α to the solution tape
and outputs (i,A,(b1,d1),(b2,d2), . . . ,(bm,cm)) to the problem instance tape, where
A = {a1,a2, . . . ,an}.

Proposition 7.9. Let Q be a family of LCC left quasigroups. For every instance

generator SCGAAGn,m and for every probabilistic (polynomial time) algorithms B and C

there is a probabilistic (polynomial time) algorithm A such that

AdvCGAAGn,m
A (k)≥ AdvCFactn,mB (k)+AdvCFactm,n

C (k)−1

for every n,m,k ≥ 1, where Sn,m = S1
n,m and Sm,n = S2

m,n.

Proof. Let B,C be any algorithms. Consider the following description of an algorithm
A:

1: procedure A(i,(a1,c1),(a2,c2), . . . ,(an,cn),(b1,d1),(b2,d2), . . . ,(bm,dm),x)
2: Set A = {a1,a2, . . . ,an}
3: Set B = {b1,b2, . . . ,bm}
4: (b′1, f1,b′2, f2, . . . ,b′t , ft)← B(i,B,(a1,c1),(a2,c2), . . . ,(an,cn))

5: (a′1,e1,a′2,e2, . . . ,a′s,es)← C(i,A,(b1,d1),(b2,d2), . . . ,(bm,dm))

6: output

z = x(Le1
a′1

Le2
a′2
· · ·Les

a′s
)−1(L f1

b′1
L f2

b′2
· · ·L fs

b′s
)−1(Le1

a′1
Le2

a′2
· · ·Les

a′s
)(L f1

b′1
L f2

b′2
· · ·L fs

b′s
)

7: end procedure

Denote α̂ = Le1
a′1

Le2
a′2
· · ·Les

a′s
and β̂ = L f1

b′1
L f2

b′2
· · ·L fs

b′s
. Suppose that B succeeds at Step 4

and C succeeds at Step 5. Then Ld j = α−1Lb j α = α̂−1Lb j α̂ for every j ∈ {1,2, . . . ,m}
and Lc j = β−1La j β = β̂−1La j β̂ for every j ∈ {1,2, . . . ,n}. Since α̂ is generated by
{La : a ∈ A} and β̂ is generated by {Lb : b ∈ B}, we have

z = xα̂
−1

β̂
−1

α̂β̂ = xα
−1

β̂
−1

αβ̂ = xα
−1

β
−1

αβ
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and A succeeds. Let BS denote the event that B succeeds at Step 4 and let CS denote the
event that C succeeds at Step 5. Then

AdvCGAAGn,m
A (k) ≥ Pr [BS∩CS] = 1−Pr

[
BS∪CS

]
≥ 1−

(
Pr
[
BS
]
+Pr

[
CS
])

= 1− (1−Pr [BS]+1−Pr [CS])

= Pr [BS]+Pr [CS]−1

If B and C are polynomial time, so is A.

Proposition 7.9 is useful only if AdvCFactn,mB (k) + AdvCFactm,n
C (k) > 1. There-

fore, we consider algorithms that satisfy the following definition. Let SuccP
A,k(x)

denote the event that A successfully solves the instance x of a distributional prob-
lem P for parameter k. For clarity, let σ = (A,(b1,d1),(b2,d2), . . . ,(bm,dm)) and
δ = (B,(a1,c1),(a2,c2), . . . ,(an,cn)).

Definition 7.11. Let B and C be probabilistic algorithms and let Q be a family of LCC

left quasigroups. B is CFact-compatible for CGAAGn,m with C if for every k ∈ N

Pr
[
SuccCFactm,n

C,k (i,σ)
]
≤ Pr

[
SuccCFactm,n

C,k (i,σ)
∣∣∣SuccCFactn,mB,k (i,δ )

]
,

where Sn,m = S1
n,m and Sm,n = S2

m,n and the probabilities are taken over

(i,(a1,c1),(a2,c2), . . . ,(an,cn),(b1,d1),(b2,d2), . . . ,(bm,dm),x)← SCGAAGn,m(1
k)

and the random bits of B and C.

If B and C satisfy this definition, then the probability of C to succeed on its part of
the instance of does not diminish on the condition that B succeeds on its part of the
input. This is a natural assumption that intuitively means that C is not ”bad” at the
instances in which B is ”good”. The notion of compatibility allows us to derive a tighter
bound on the advantage of A.

Proposition 7.10. Let Q be a family of LCC left quasigroups. For every instance

generator SCGAAGn,m and for every probabilistic (polynomial time) algorithms B and

C such that B is CFact-compatible for CGAAGn,m with C there is a probabilistic
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(polynomial time) algorithm A such that

AdvCGAAGn,m
A (k)≥ AdvCFactn,mB (k) ·AdvCFactm,n

C (k) .

for every n,m,k ≥ 1, where Sn,m = S1
n,m and Sm,n = S2

m,n.

Proof.

AdvCGAAGn,m
A (k)≥ Pr [BS∩CS] = Pr [CS |BS ] ·Pr [BS]≥ Pr [CS] ·Pr [BS] ,

where the conditional probability Pr [CS |BS ] is replaced with Pr [CS] using the compati-
bility of B and C.

Consider now the following example.

Example 7.6. Let (8,(2,0),(3,6),(5,2),(1,6),3) be an instance of the CGAAG2,2 based

on the loop of Example 2.2 with β = L−1
1 L5L1 = L2 and α = L−1

2 L3L2 = L4. Suppose that

we solve the RCFact2,2 instance (8,{5,1},(2,0),(3,6)) and find that β = L2. Consider

now the instance (8,{2,3},(5,2),(1,6),2) of the SConj2,2. As in Example 7.4 we find

α−1L2α = L5. But now,

3α
−1

β
−1

αβ = 3α
−1L−1

2 αL2 = 3L−1
5 L2 = 4

and we solved the given instance of CGAAG2,2 without the actual factorizations of either

α or β .

The procedure used in Example 7.6 is possible for every instance of the CGAAG.
We formalize it in the following. Let B be any PPT algorithm and let us consider B
as an algorithm for the RCFactn,m. Suppose that (b′1, f1,b′2, f2, . . . ,b′t , ft)← B(i,σ) is
an RCFactn,m-solution to an instance (i,σ)← Sn,m(1k). Since B is polynomial time, t

is bounded by a positive polynomial q on the length of the input (i,σ). Furthermore,
|(i,σ)| depends on n,m and the security parameter 1k. Let pB be a positive polynomial
on n,m,k such that

t ≤ q(|(i,σ)|)≤ pB(n,m,k)

for every n,m,k ≥ 1 and for every instance (i,σ).
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Let us now consider the following instance generator SB,2SConjm,n
(1k) for the SConjm,n:

1: procedure SB,2SConjm,n
(1k)

2: (i,(a1,c1), . . . ,(an,cn),(b1,d1), . . . ,(bm,dm),x)← SCGAAGn,m(1
k)

3: Set A = {a1,a2, . . . ,an} and B = {b1,b2, . . . ,bm}
4: (b′1, f1,b′2, f2, . . . ,b′t , ft)← B(i,B,(a1,c1),(a2,c2), . . . ,(an,cn))

5: e← Qi

6: s←{1,2, . . . , pB(n,m,k)}
7: if s≤ t then
8: z← b′s
9: else

10: z← e

11: end if
12: Read α from the solution tape of SCGAAGn,m(1

k)

13: Compute y such that Ly = α−1Lzα

14: output (i,A,(b1,d1),(b2,d2), . . . ,(bm,dm),z) on the problem instance tape
15: output y on the solution tape
16: end procedure

We also define the symmetric counterpart SB,1SConjn,m
(1k) in which

1. B is invoked with (i,A,(b1,d1),(b2,d2), . . . ,(bm,dm) at Step 4,
2. β is read at Step 12 instead of α ,
3. we compute y such that Ly = β−1Lzβ at Step 13,
4. output on the problem instance tape is (i,B,(a1,c1),(a2,c2), . . . ,(an,cn),z) at Step 14.

These two instance generators will be used to reduce CGAAGn,m to solving RCFactn,m

and SConjm,n.

Proposition 7.11. Let Q be a family of LCC left quasigroups. For every instance

generator SCGAAGn,m and for every PPT algorithms B and C there is a PPT algorithm A

and a positive polynomial pB such that

AdvCGAAGn,m
A (k)≥ AdvRCFactn,m

B (k)+ pB(n,m,k) · (AdvSConjm,n
C (k)−1)

for every n,m,k ≥ 1, where Sn,m = S1
n,m and SSConjm,n = SB,2SConjm,n

.

Proof. Let B and C be any PPT algorithms. Consider the following description of a PPT
algorithm A:
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1: procedure A(i,(a1,c1),(a2,c2), . . . ,(an,cn),(b1,d1),(b2,d2), . . . ,(bm,dm),x)
2: Set A = {a1,a2, . . . ,an} and B = {b1,b2, . . . ,bm}
3: (b′1, f1,b′2, f2, . . . ,b′t , ft)← B(i,B,(a1,c1),(a2,c2), . . . ,(an,cn))

4: for j ∈ {1,2, . . . , t} do
5: d′j← C(i,A,(b1,d1),(b2,d2), . . . ,(bm,dm),b′j)

6: end for
7: y← x(L f1

d′1
L f2

d′2
· · ·L ft

d′t
)−1(L f1

b′1
L f2

b′2
· · ·L ft

b′t
)

8: output y

9: end procedure

Suppose that on a single run of A all sub-runs of B and C succeed. Let us denote
β̂ = L f1

b′1
L f2

b′2
· · ·L ft

b′t
where b′j ∈ Qi, f j ∈ Z for every j ∈ {1,2, . . . , t}. Then

Lch = β
−1Lahβ = β̂

−1Lah β̂

for every h ∈ {1,2, . . . ,n}. Furthermore, Ld′j
= α−1Lb′j

α for every j ∈ {1,2, . . . , t}.
After Step 7 we have

y = x(L f1
d′1

L f2
d′2
· · ·L ft

d′t
)−1(L f1

b′1
L f2

b′2
· · ·L ft

b′t
) = x(α−1L f1

b′1
L f2

b′2
· · ·L ft

b′t
α)−1

β̂

= xα
−1

β̂
−1

αβ̂ = xα
−1

β
−1

αβ ,

since α is generated by {La : a ∈ A}. Therefore, A succeeds whenever all sub-runs of B
and C succeed.

Let us now consider more closely the advantage of C on the SConjm,n. Let σ =

(A,(b1,d1),(b2,d2), . . . ,(bm,dm)). The advantage of C on the SConjm,n induced by
SB,2SConjm,n

is

AdvSConjm,n
C (k) = Pr

(i,σ ,x)←S
B,2
SConjm,n

(1k)

[
Succ

SConjm,n
C,k (i,σ ,x)

]
.
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Let S be a random variable corresponding to the choice of s at Step 6 of SB,2SConjm,n
. By

the law of total probability,

AdvSConjm,n
C (k) =

pB(n,m,k)

∑
j=1

Pr
(i,σ ,x)

←S
B,2
SConjm,n

(1k)

[
Succ

SConjm,n
C,k (i,σ ,x)∩ (S = j)

]

=
pB(n,m,k)

∑
j=1

Pr
(i,σ ,x)

←S
B,2
SConjm,n

(1k)

[
Succ

SConjm,n
C,k (i,σ ,x) |(S = j)

]
·Pr [S = j]

=
1

pB(n,m,k)
·

pB(n,m,k)

∑
j=1

Pr
(i,σ ,x)
←

S
B,2
SConjm,n

(1k)

[
Succ

SConjm,n
C,k (i,σ ,x) |(S = j)

]
.

Let BS denote the event that B succeeds at Step 3 and let CS j denote the event that C
succeeds at Step 5 for j ∈ {1,2, . . . , t}. In addition, to relate our case to the SConjm,n, let
us also consider the event that C succeeds for j ∈ {t +1, . . . , pB(n,m,k)} which happens
in SB,2SConjm,n

if s > t.
We now have

Pr [CS j] = Pr
(i,σ ,x)←S

B,2
SConjm,n

(1k)

[
Succ

SConjm,n
C,k (i,σ ,x) |(S = j)

]

and

AdvSConjm,n
C (k) =

1
pB(n,m,k)

·
pB(n,m,k)

∑
j=1

Pr [CS j] .
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Since t ≤ pB(n,m,k), for every n,m,k ≥ 1 and every instance (i,B,(a1,c1), . . . ,(an,cn))

we have

AdvCGAAGn,m
A (k) ≥ Pr [BS∩CS1∩CS2∩·· ·∩CSt ]

≥ Pr
[
BS∩CS1∩CS2∩·· ·∩CSp(n,m,k)

]
= 1−Pr

[
BS∪CS1∪CS2∪·· ·∪CSp(n,m,k)

]
≥ 1− (Pr

[
BS
]
+Pr

[
CS1

]
+ · · ·+Pr

[
CSp(n,m,k)

]
)

= Pr [BS]−
pB(n,m,k)

∑
j=1

(1−Pr [CS j])

= Pr [BS]− pB(n,m,k)+
pB(n,m,k)

∑
j=1

Pr [CS j]

= AdvRCFactn,mB (k)− pB(n,m,k)+ pB(n,m,k) ·AdvSConjm,n
C (k)

= AdvRCFactn,mB (k)+ pB(n,m,k) · (AdvSConjm,n
C (k)−1).

We can naturally switch the role of m and n.

Proposition 7.12. Let Q be a family of LCC left quasigroups. For every instance

generator SCGAAGn,m and for every PPT algorithms B and C, there is a PPT algorithm

A′ and a positive polynomial pB such that

AdvCGAAGn,m
A′ (k)≥ AdvRCFactm,n

B (k)+ pB(m,n,k) · (AdvSConjn,mC (k)−1)

for every n,m,k ≥ 1, where Sm,n = S2
m,n and SSConjn,m = SB,1SConjn,m

.

Proof. The identity follows from the observation that CGAAGn,m is symmetric with re-
spect to (a1,c1),(a2,c2), . . . ,(an,cn) and (b1,d1),(b2,d2), . . . ,(bm,dm). The rest follows
from the proof of Proposition 7.11.

Let σ = (A,(b1,d1),(b2,d2), . . . ,(bm,dm)), δ = (B,(a1,c1),(a2,c2), . . . ,(an,cn)).
Analogously to Definition 7.11, we define B to be RCFact-SConj-compatible for
the CGAAGn,m with C if

Pr
[
Succ

SConjm,n
C (i,σ ,x)

]
≤ Pr

[
Succ

SConjm,n
C (i,σ ,x)

∣∣∣SuccRCFactn,mB (i,δ )
]
,
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where Sn,m = S1
n,m, SSConjm,n = SB,2SConjm,n

and

(i,(a1,c1),(a2,c2), . . . ,(an,cn),(b1,d1),(b2,d2), . . . ,(bm,dm),x)← SCGAAGn,m(1
k).

Compatibility of B with C enables us to derive a tighter bound for the CGAAGn,m.

Proposition 7.13. Let Q be a family of LCC left quasigroups. For every instance

generator SCGAAGn,m and for every PPT algorithms B and C such that B is RCFact-

SConj-compatible for the CGAAGn,m with C, there is a PPT algorithm A and a positive

polynomial pB such that

AdvCGAAGn,m
A (k)≥

(
1+ pB(n,m,k) ·

(
AdvSConjm,n

C (k))−1
))
·AdvRCFactn,m

B (k)

for every n,m,k ∈ N, where Sn,m = S1
n,m and SSConjm,n = SB,2SConjm,n

.

Proof.

AdvCGAAGn,m
A (k) ≥ Pr

[
BS∩CS1∩CS2∩·· ·∩CSp(n,m,k)

]
= Pr

[
CS1∩CS2∩·· ·∩CSp(n,m,k) |BS

]
·Pr [BS]

≥ Pr
[
CS1∩CS2∩·· ·∩CSp(n,m,k)

]
·Pr [BS]

≥

(
1−

p(n,m,k)

∑
j=1

(1−Pr [CS j])

)
·Pr [BS]

=

(
1− p(n,m,k)+

p(n,m,k)

∑
j=1

Pr [CS j])

)
·Pr [BS]

=
(

1+ p(n,m,k) ·
(

AdvSConjm,n
C (k)−1

))
·AdvRCFactn,m

B (k)

A similar bound can be naturally derived from Proposition 7.12.
Finally, we consider the case of groups. For the associative case, we can significantly

increase the bound on AdvCGAAGn,m
A (k). In particular, for the non-associative case,

AdvSConjm,n
C (k) has to be close to 1 in order that Proposition 7.12 gives a meaningful

result. However, this is not the case for groups.

Proposition 7.14. Let Q be a family of groups. Then for every instance genera-

tor SCGAAGn,m and for every PPT algorithms B and C such that B is RCFact-SConj-

compatible for the CGAAGn,m with C, there are PPT algorithms A and B′ such that
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AdvRCFactn,m
B′ (k) = AdvRCFactn,mB (k) and

AdvCGAAGn,m
A (k)≥ AdvRCFactn,m

B′ (k) ·AdvSConjm,n
C (k)

for every n,m,k ∈ N, where Sn,m = S1
n,m and SSConjm,n = SB

′,2
SConjm,n

.

Proof. Consider Step 3 of the algorithm described in the proof of Proposition 7.11.
If Qi is a group, then due to associativity there is an element b′ ∈ Qi such that Lb′ =

L f ′1
b′1

L f ′2
b′2
· · ·L f ′t

b′t
. Let B′ be the following algorithm:

1: procedure B′(i,δ )
2: (b′1, f ′1,b

′
2, f ′2, . . . ,b

′
t , f ′t )← B(i,δ )

3: b′← 0L f ′1
b′1

L f ′2
b′2
· · ·L f ′t

b′t
. 0 is the neutral element

4: output (b′,1)
5: end procedure

Due to associativity, B′ succeeds if and only if B succeeds. Therefore, B′ is also
RCFact-SConj-compatible for the CGAAGn,m with C. But now pB′(n,m,k) = 1 for
every n,m,k ≥ 1 which yields the result.

7.7 Left distributivity and conjugacy search

In this section, we consider more closely the left distributive case. We prove a proposition
considering the security of AGDH on LD left quasigroups. Especially, we consider
the connection between the PCSP and the CHIP. It is not hard to see that any LD left
quasigroup is also LCC. In fact, for every α ∈ End(Q) we have Lbα = αLbα . Due to
LD, La ∈ End(Q) for every a ∈ Q and

LbLa = LaLab

for every a,b ∈ Q. In addition, a LD left quasigroup is efficiently left conjugable
whenever its binary operation is efficiently computable. Therefore, we can consider the
PCSP and its versions on any LD left quasigroup.

There is a natural connection between the conjugation structure of the left translations
of an effective LCC left quasigroup Q and its left conjugation groupoid. In the following,
let La denote a left translation of Q and Lλ

a a left translation of the left conjugation
groupoid Q(λ ) for every a ∈ Q.
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Proposition 7.15. Let Q be an effective LCC left quasigroup. If Q is infinite, let is also

satisfy (10). Let also

α = Le1
a1

Le2
a2
· · ·Len

an ,

where n ∈ N and ai ∈ Q,ei ∈ {−1,1} for every i ∈ {1,2, . . . ,n}. If Q(λ ) is the left

conjugation groupoid of Q, then

α
−1Lcα = Lcαλ ,

where αλ = (Lλ
a1
)e1(Lλ

a2
)e2 · · ·(Lλ

an)
en . Furthermore,

(αλ )−1Lλ
c α

λ = Lλ

cαλ .

in Q(λ ).

Proof. If a1 ∈ Q, then L−1
a1

LcLa1 = LcLλ
a1

and La1LcL−1
a1

= Lc(Lλ
a1
)−1 . Since Q(λ ) is left

distributive, (Lλ
a1
)−1Lλ

c Lλ
a1

= Lλ

cLλ
a1

and Lλ
a1

Lλ
c (L

λ
a1
)−1 = Lλ

c(Lλ
a1
)−1 The result follows

from induction on n.

Since the left conjugation structure of Q is retained by its left conjugation groupoid
Q(λ ), we have a set of reductions regarding the different versions of the PCSP on Q

and the corresponding problems on Q(λ ).

Proposition 7.16. Let Q be a family of effective LCC left quasigroups and let Qλ be the

corresponding collection of the left conjugation groupoids of the left quasigroups of Q.

For every instance generator S for the CFact on Q, every element sampling algorithm

S′ and every (polynomial time) algorithm A there are (polynomial time) algorithms

B,B′,B′′ and B′′′ such that

AdvCFactB,Q (k)≥ AdvCFactA,Qλ
(k) ,

AdvRCFact
B′,Q (k)≥ AdvRCFactA,Qλ

(k) ,

AdvCconj
B′′,Q (k)≥ AdvCconjA,Qλ

(k) ,

and

AdvSconj
B′′′,Q (k)≥ AdvSconj

A,Qλ
(k)
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for every k ∈N, where the instance generator for the CFact on Qλ is S and the elements

are sampled from Q for the Sconj according to S′.

Proof. Let Q be a LCC left quasigroup of the family Q. By Proposition 7.15, the left
conjugation groupoid of Q retains the conjugation structure of the left translations of Q.
Thus, Ld = Lcαλ = α−1Lcα implies

(αλ )−1Lλ
c α

λ = Lλ

cαλ = Lλ
d

for every c,d ∈ Q. Therefore, any instance of the mentioned problems for Q is also an
instance for Qλ in a natural way. Furthermore, any solution to the problems mentioned
in the claim for the left conjugation groupoid Q(λ ) is also a solution for Q.

Therefore, to break cryptographic protocols that are based on infeasibility of conjugating
with a secret element it is sufficient to break the scheme for the induced left conjugation
groupoid.

Let us now consider the AGDH. In the following, let Q= (Q,S,R,H) be a family
of algebras such that Q consists of LD left quasigroups with the set of homomorphism
given by a subset of polynomial time computable elements of the left multiplication
group:

Q= {(Qi,Qi,Hi ⊆LQi) : i ∈ I},

where the index of α ∈ Hi is a string representation of a valid relaxed factorization (and
therefore of polynomial length). Let us denote such a representation for α by 〈α〉. We
derive a bound on the security of the CHIP on Q using conjugation. Let the instance
generator (SQ,S′Q) of SConj be given by S,R and H in the following way.

1: procedure SQ(1k)
2: (i,〈α〉 ,a1,a2, . . . ,an)← S(1k)

3: Set A = {a1,a2, . . . ,an}
4: for j ∈ {1,2, . . . ,n} do
5: c j← H(i,h,a j)

6: end for
7: output the factorization 〈α〉 on the solution tape
8: output i,A,(a1,c1),(a2,c2), . . . ,(an,cn) on the problem instance tape
9: end procedure
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In addition, let the element sampling algorithm S′Q append x← R(i,0,a1,a2, . . . ,an) on
the problem instance tape and output z← H(i,〈α〉 ,x) on the solution tape. Since n may
depend on the security parameter, we denote the induced problem simply by SConj.

Proposition 7.17. Let Q be a family of LD left quasigroups. Then for every (polynomial

time) algorithm A

AdvCHIPA,Q (k) = AdvSConjA (k)

for every k ≥ 1, where the instances of SConj are sampled according to (SQ,S′Q).

Proof. We only need to show that i,A,(a1,c1),(a2,c2), . . . ,(an,cn),x is a valid instance
of both CHIP and SConj with a valid solution. Let us first show that it is a valid instance
of CHIP. The generators are chosen according to S, c j is the correct homomorphic
image of a j for every j ∈ {1,2, . . . ,n} and x is sampled according to R. Therefore, we
have a valid instance of the CHIP and the solution is the homomorphic image of x.

Let us now show that we also have a valid instance of SConj. Let α be the hidden
homomorphism of the instance. By the definition, it is a polynomial time composition of
left translations and their inverses. Therefore, we need to show that Lc j = α−1La j α for
every j ∈ {1,2, . . . ,n} and that we have Lz = α−1Lxα . But now, due to LD, we have
α−1Laα = Laα for every α ∈L (Q) and a ∈ Q from which the claim follows.

In the light of Proposition 7.17, GAAG is apparently superior to AGDH on LD left
quasigroups in terms of security. On the other hand, one might want to implement
GAAG directly on a left conjugation groupoid due to Proposition 7.16. As a final result
to this chapter, we state the following result that follows from the argumentation in the
proof of Proposition 7.17.

Proposition 7.18. Let Q be a family of LD left quasigroups. Then for every instance

generator S for the CFact and for every (polynomial time) algorithm A

AdvCComp
A (k) = AdvCConjA (k) ,

for every k ≥ 1.
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8 Study of conjugacy search in left conjugacy
closed loops of order p2

Conjugacy closed loops have been extensively studied in the scientific literature during
the last ten years. They form an interesting class of LCC structures, since there is a rich
structural theory similar to the theory of groups. In particular, in the cryptographic
perspective, there are various computationally feasible ways of constructing such
structures and computing on them. We replay here a useful construction method for
LCC loops from the literature based on Abelian groups and finite vector spaces due
to Csörgő & Drápal (2005) and Drápal (2006). The computational difficulty of the
PCSP for concrete instantations has not been considered before. Therefore, it seems
reasonable to start the investigation from a well-known class that can be considered as
one of the simplest in terms of construction. In particular, we consider one of the three
classes of CC loops constructed on Zp2 , where p is a prime. Key exchange based on
these loops was first considered in (Partala & Seppänen 2008).

We study closely the computational feasibility of the CFact and the SConj for these
loops. We deliberately concentrate on the easiest and the hardest of the problems defined
in Section 7.4. We show that the hardness of these problems depends on the number of
generators m and the number of conjugacy equation pairs n after reducing the instance
in a particular way. We show that, for these loops, these two problems can be always
solved in polynomial time for any efficiently samplable distribution on the reduced
instances whenever m,n = 1 or m≥ 1,n≥ 2. For the case n = 1,m≥ 2 the situation is
different. We show that, for this case, there is an algorithm to generate instances in such
a way that there is not enough information to deduce the correct solution.

Utilizing the relative hardness results of Chapter 7, we provide a cryptanalysis of
GAAG originally suggested in (Partala & Seppänen 2008) on the chosen class of loops.
We show that it can be broken in polynomial time with advantage one. Finally, we
suggest a symmetric key blind decryption scheme based on the SConj (for the case
n = 1,m ≥ 2) on these loops and show that the scheme is information-theoretically
secure.

The organization is the following. In Section 8.1, we review existing methods
of constructing LCC loops and choose a class of LCC loops of order p2 for closer
inspection. In Sections 8.2 and 8.3 we study the SConj and the CFact, respectively,
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for the chosen class. In Section 8.4 we study more closely the case n = 1,m≥ 2. In
Section 8.5 we show that GAAG can be broken on these loops with advantage one.
Finally, in Section 8.6 we suggest a symmetric blind decryption scheme based on the
case n = 1,m≥ 2.

Due to a nice representation of the loop family based on modular arithmetic, most of
our proofs are based on elementary number theory and congruences. Computational
results are based on cryptographic reductions.

8.1 Constructing conjugacy closed loops

In this section, we replay a useful construction of LCC loops from the scientific literature.
None of the results in this section are new. However, we believe it is useful to have then
gathered here.

Csörgő & Drápal (2005) and Drápal (2006) give the following construction of LCC
loops. Let G and R be commutative groups and let b : G×G→ R. The function b is
zero preserving if b(x,0) = b(0,x) = 0 for every x ∈ G, where 0 is the identity element.
It is left additive if b(x+ y,z) = b(x,z)+b(y,z) for all x,y,z ∈ G. Similarly, it is right
additive if b(x,y+ z) = b(x,y)+b(x,z) for all x,y,z ∈ G and biadditive if it is both left
and right additive. The subgroup

Rad(b) = {u ∈ G : b(x+u,y) = b(x,y) = b(x,u+ y) for every x,y ∈ G}

of G is called the radical of b.

Proposition 8.1 (Csörgő & Drápal (2005), Drápal (2006)). Let G be a commutative

group and let R≤ G. Let b : G×G→ R be zero preserving and right additive. Let also

R≤ Rad(b) and define

x · y = x+ y+b(x,y)

for every x,y ∈ G. Now, (G, ·) is a LCC loop.

Csörgő & Drápal (2005) show that the induced loop is a group whenever b is
biadditive. It is CC if and only if

b(x+ y,z)−b(x,z)−b(y,z) = b(x+ z,y)−b(x,y)−b(z,y)

for all x,y,z ∈ G.
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If f : G×G×G→ G is a function that is additive for each of its parameters, then b

can be induced by
f (x,y,z) = b(x+ y,z)−b(x,z)−b(y,z)

for every x,y,z ∈ G. The induced loop is CC whenever f is symmetric. We have
reformulated the following proposition from a part of (Csörgő & Drápal 2006, Lemma
6.3).

Proposition 8.2. Let V be a finite vector space over Fp with a prime p≥ 3. Let also

f : V ×V ×V → Fp be trilinear with f (u,v,w) = f (v,u,w) for all u,v,w ∈V . Now,

b(u,v) =
1
2
· f (u,u,v)

is a zero preserving, right linear function that also satisfies

f (u,v,w) = b(u+ v,w)−b(u,w)−b(v,w)

for every u,v,w ∈V .

The result ensures that b induces an LCC loop on the vector space V .
We start our investigation from a class of loops with simple G,R and b. Let p

be a prime. A LCC loop of prime order p is always a commutative group (Drápal
2004). Therefore, let us consider Zp×Zp and Zp2 . Up to isomorphism, there are three
non-associative CC loops Q with |Q|= p2 (Kunen 2000). The binary operations of
these loops are (Csörgő & Drápal 2005):

(x,y) · (u,v) = (x+ y,u+ v+ x2y),

x · y = x+ y+ px2y, (11)

x · y = x+ y+κ px2y,

where κ ∈ Zp is a non-square, and the computations are performed modulo p for the first
one and modulo p2 for the last two. We select the second identity for closer inspection.
Let us denote the family of those loops by Q and an individual loop from the family by
Q. In this case, we apply Proposition 8.1 and choose G = Zp2 , R≤ G such that R∼= Zp

and b(x,y) = px2y. The loop is CC since b satisfies

b(x+ y,z)−b(x,z)−b(y,z) = b(x+ z,y)−b(x,y)−b(z,y)
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for all x,y,z ∈ Zp.
By (11), we have

xLa = ax = a+ x+ pa2x, (12)

and the inverse left translation is given by

yL−1
a = a\y = (y−a)(1+ pa2)−1, (13)

where we compute modulo p2. The neutral element is 0.
Since Q is CC, for every a,b ∈ Q we have

α
−1Lxα = L−1

a LxLa = L(ax)/a.

Now, 0L−1
a LxLa = 0L(ax)/a = (ax)/a ·0 = (ax)/a and by (12) and (13),

0L−1
a LxLa = (ax)/a = (pa2− pxa+1)x, (14)

which is the binary operation of the left conjugation groupoid of Q. Suppose now, that α

is a composed of n left translations. Then, we have the following proposition that first
appeared with its proof in (Partala & Seppänen 2008).

Proposition 8.3. For every n ∈ N,x ∈ Q and α ∈L (Q) such that α = La1La2 · · ·Lan ,

where ai ∈ Zp2 for every i ∈ {1,2, . . . ,n}, we have Ly = α−1Lxα if and only if

y = xp(a2
1 +a2

2 + · · ·+a2
n− x(a1 +a2 + · · ·+an))+ x. (15)

Proof. Let us first note that y = 0α−1Lxα and let us proceed with induction on the
number of left translation n in α . The claim is true by (14) for the case n = 1. Let us
now assume that the claim is true for n≤ k−1. Then,

(La1La2 · · ·Lak−1)
−1Lx(La1La2 · · ·Lak−1) = Ly

if and only if

y = xp(a2
1 +a2

2 + · · ·+a2
k−1− x(a1 +a2 + · · ·+ak−1))+ x.
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Let us now conjugate Ly with a left translation Lak . By (14), we get

y′ = 0L−1
ak

LyLak = (aky)/ak = (pa2
k− pyak +1)y.

But now,

y = (pa2
k− pyak +1)y

≡ pa2
kx− pakx2

+xp(a2
1 +a2

2 + · · ·+a2
k−1− x(a1 +a2 + · · ·+ak−1))+ x (mod p2)

= xp(a2
1 +a2

2 + · · ·+a2
k− x(a1 +a2 + · · ·+ak))+ x

and the claim follows.

8.2 The SConjn,m

In this section, we study the SConjn,m for the class Q. We consider Q as a family that
is indexed by primes. That is, let the index set I = {p : p prime}. All of the instance
generators in this section and the subsequent ones are based on this loop family. In
order to argue on the feasibility of the SConjn,m (or the CFactn,m) in terms of n and m

we need to place some restrictions on both the generators a1,a2, . . . ,an and the elements
b1,b2, . . . ,bm. We define a suitable set of reduced instances and devise an algorithm
for the SConjn,m on Q. We show that the algorithm succeeds in polynomial time with
probability 1 for any instance generator that outputs only reduced instances whenever
m≥ 1,n≥ 2. Polynomial time solution to the special case m = 1,n = 1 will be derived
in Section 8.3 as a consequence of Propositions 7.3, 7.6 and 7.7. The case n = 1,m≥ 2
is studied in Section 8.4.

Reduced instances

We start by first establishing results that enable a meaningful reduction of SConjn,m
instances. Let α = Lu1Lu2 · · ·Lun , where n ∈ N and ui ∈ Zp2 for every i ∈ {1,2, . . . ,n}.
Since the loop is finite, every α ∈ LQ can be written in this form. Note that for
every α,β ∈LQ,z ∈ Zp2 we have α−1β−1Lzαβ = β−1α−1Lzβα . This is directly seen
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from (15), since for every α = La1La2 · · ·Lan ,β = Lb1Lb2 · · ·Lbm ∈L we have

0α
−1

β
−1Lzαβ = pz(a2

1 +a2
2 + · · ·+a2

n +b2
1 +b2

2 + · · ·+b2
m

−z(a1 +a2 + · · ·+an +b1 +b2 + · · ·+bm))+ z

from which the result follows by the commutativity of addition.
In the following and for the rest of this chapter, for every x ∈ Z and n ∈ N, by

x mod n we mean the unique i∈ {0,1, . . . ,n−1} such that i≡ x (mod n). We first show
that a conjugator left translation La can be always chosen such that a ∈ Zp.

Lemma 8.1. For every a,b ∈ Zp2 , (La)
−1LbLa = (La mod p)

−1LbLa mod p.

Proof. Let a′ = a mod p. Then a = pa1 +a′ for some a1 ∈ Zp. By (15) we have

0(La)
−1LbLa = bp(a2−ba)+b = bp((pa1 +a′)2−b(pa1 +a′))+b

≡ bp(a′2−ba′)+b (mod p2)

= 0(La′)
−1LbLa′ .

We can show that conjugations of Lz and Lb by α are closely connected whenever z and
b are from the same congruence class (mod p).

Lemma 8.2. For every α ∈L (Q) and b,z ∈ Zp2 such that b≡ z (mod p),

0α
−1Lzα = 0α

−1Lbα−b+ z.

Proof. Since b≡ z (mod p),

0α
−1Lzα = pxα z2 + pyα z2 + z≡ pxα b2 + pyα b2 + z (mod p2).

= 0α
−1Lbα−b+ z.

Let now (p,A,(b1,c1), . . . ,(bn,cn),x) be an instance of the SConjn,m. Suppose
that there is a ∈ A such that LaLb j = Lb j La for every j ∈ {1,2, . . . ,n}. Then, by
the commutativity of conjugators (that is, α−1β−1Lzαβ = β−1α−1Lzβα for every
α,β ∈LQ,z ∈ Zp2), a could be simply omitted from the set of generators. For this
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reason, we assume that for every a ∈ A there is b j such that LaLb j 6= Lb j La. In the
following series of lemmas, we derive some results on the choice of such elements.

Lemma 8.3. If p|b, then Lb ∈ Z(L (Q)).

Proof. Let b = pb′ for some b′ ∈ {0,1,2, . . . , p−1}. Now

0L−1
a LbLa = 0L−1

a Lpb′La = (pa2− ppb′a+1)pb′ ≡ pb′ (mod p2)

and L−1
a Lpb′La = Lpb′ for every a ∈ Zp2 .

Elements that are divisible by p can be thus omitted from A. The following result gives
a condition on the pairwise commutativity of two left translations.

Lemma 8.4. For every a,b ∈ Zp2 , LaLb = LbLa if and only if b2a≡ a2b (mod p).

Proof. Basic computation shows that xLaLb = b+a+ p(a2x+b2a+b2x) and xLbLa =

a+b+ p(b2x+a2b+a2x). These are equal for every x ∈ Zp2 if and only if b2a≡ a2b

(mod p).

The following is stated without proof.

Lemma 8.5. For every a,b ∈ Zp2 such that a 6≡ b (mod p), a2b−ab2 ≡ 0 (mod p) if

and only if p|a or p|b.

Combining the previous three lemmas gives a useful criterion for the selection of A. We
observe that if a 6≡ b (mod p), then La and Lb commute if and only if either La or Lb is
in the center Z(L (Q)).

Lemma 8.6. For every a,b ∈ Zp2 such that a 6≡ b (mod p), LaLb = LbLa if and only if

La ∈ Z(L (Q)) or Lb ∈ Z(L (Q)).

Proof. By Lemma 8.4 we can consider whether b2a ≡ a2b (mod p). Suppose that
b2a≡ a2b (mod p). Since a 6≡ b (mod p), by Lemma 8.5 either p|a or p|b. In this case
either La ∈ Z(L (Q)) or Lb ∈ Z(L (Q)) by Lemma 8.3. Suppose now that La /∈ Z(L (Q))

and Lb /∈ Z(L (Q)). Then p - a, p - b and b2a 6≡ a2b (mod p).

Therefore, by Lemma 8.1 and Lemma 8.5, we may restrict the set of generators A to
contain only distinct elements of {1,2, . . . , p−1}.

Given a conjugacy equation pair (b,0α−1Lbα), valid conjugacy equation pairs
(z,0α−1Lzα) can be computed for every z ∈ Zp2 such that z ≡ b (mod p) using
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Lemma 8.2. Therefore, let us assume that bi 6≡ b j (mod p) for every i, j ∈ {1,2, . . . ,n},
i 6= j. Therefore, for every instance (p,{a1, . . . ,am},(b1,c1), . . . ,(bn,cn),x) we obtain
a reduced instance (p,{a1, . . . ,am′},(b1,c1), . . . ,(bn′ ,cn′),x) with n′ ≤ n,m′ ≤ m such
that the hardness of the instance is not affected. Finally, we may also assume that
x 6≡ b j (mod p) for every j ∈ {1,2, . . . ,n}, because otherwise the solution could be
easily derived using Lemma 8.2.

Restricting ourselves to only reduced instances allows us to reason about the
SConjn,m in terms of n and m. In the rest of this section and the following ones, we will
be considering only such reduced instances.

Solving SConjn,m

We turn now to the solution of SConjn,m. We show first that for every α ∈L (Q) the
action of conjugating a left translation Lz by α is determined by two unique elements
xα ,yα ∈ {0,1, . . . , p−1}. The fact allows us to conjugate with α simply by using those
elements.

Lemma 8.7. For every α ∈L (Q) there are unique xα ,yα ∈ {0,1, . . . , p−1} such that

0α−1Lzα = pxα z2 + pyα z+ z for every z ∈ Zp2 .

Proof. Picking xα ,yα such that xα ≡−(u1+u2+ · · ·+un) (mod p) and yα ≡ u2
1+u2

2+

· · ·+u2
n (mod p) we have by (15)

0α
−1Lzα = zp(u2

1 +u2
2 + · · ·+u2

n− z(u1 +u2 + · · ·+un))+ z

= −p(u1 +u2 + . . .+un)z2 + p(u2
1 +u2

2 + · · ·+u2
n)z+ z

≡ pxα z2 + pyα z+ z (mod p2)

for every z ∈ Zp2 .

Consider now the following algorithm that determines the pair xα ,yα from a pair of
conjugacy equations c1 = 0α−1Lb1α and c2 = 0α−1Lb2α for some α ∈L (Q).

1: procedure SolveXY(p,(b1,c1),(b2,c2))
2: if b2

1b2−b1b2
2 ≡ 0 (mod p) then

3: output ⊥
4: end if
5: y1← c1−b1

p
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6: y2← c2−b2
p

7: M←

(
b2

1 b2
2

b1 b2

)
(mod p)

8:
(

x y
)
←
(

y1 y2

)
·M−1 (mod p)

9: output (x,y)
10: end procedure

Let us show that the algorithm is correct for every pair of reduced conjugacy equations.

Lemma 8.8. For every input (b1,c1),(b2,c2) such that c1 = 0α−1Lb1 α and c2 =

0α−1Lb2α for some α ∈ L (Q), SolveXY finds xα ,yα ∈ {0,1, . . . , p− 1} in polyno-

mial time such that

0α
−1Lzα = pxα z2 + pyα z+ z

for every z ∈ Zp2 if and only if b2
1b2−b1b2

2 6≡ 0 (mod p).

Proof. If b2
1b2−b1b2

2 ≡ 0 (mod p), then SolveXY outputs ⊥. Therefore, we may as-
sume that b2

1b2−b1b2
2 6≡ 0 (mod p). Clearly, in either case SolveXY runs in polynomial

time.
By Lemma 8.7 there are xα ,yα such that 0α−1Lzα = pxα z2 + pyα z+ z for every

z ∈ Zp2 . Especially, this holds for the pairs (b1,c1) and (b2,c2) and we have a system of
two equations

c1−b1 = p(xα b2
1 + yα b1),

c2−b2 = p(xα b2
2 + yα b2).

where b1,b2,c1,c2 are known. By the assumption, M of Step 4 is invertible modulo p.
Therefore, we have(

y1 y2

)
·M−1 =

(
xα b2

1 + yα b1 xα b2
2 + yα b2

)
·M−1

=
(

xα yα

)(b2
1 b2

2

b1 b2

)
·M−1 =

(
xα yα .

)

We are ready to state an algorithm for the SConjn,m.

1: procedure SolveSConjn,m(p,A,(b1,c1),(b2,c2), . . . ,(bn,cn),z)
2: if n = 1 then
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3: output ⊥
4: end if
5: if n≥ 2 then
6: if there is j′ ∈ {1,2, . . . ,n} such that z≡ b j′ (mod p) then
7: output c j′ −b j′ + z

8: end if
9: (x,y)← SolveXY(p,(b1,c1),(b2,c2))

10: output pxz2 + pyz+ z

11: end if
12: end procedure

Clearly, SolveSConjn,m runs in polynomial time. However, we can also show that it
always outputs the correct result regardless of the distribution on the reduced problem
instances.

Proposition 8.4. For any instance generator (Sn,m,S
′) for the SConjn,m based on the

family Q that outputs only reduced instances

AdvSConjn,mSolveSConjn,m
(k) = 1

for every k,m≥ 1 and n≥ 2.

Proof. Let (p,A,(b1,c1),(b2,c2), . . . ,(bn,cn),z) be an arbitrary reduced instance of the
SConjn,m sampled according to (Sn,m,S

′). If there is j′ ∈ {1,2, . . . ,n} such that z≡ b j′

(mod p), then SolveSConjn,m succeeds by Lemma 8.2. Therefore, we may assume such
j′ does not exist.

If p|bi, then Lbi ∈ Z(L (Q)) by Lemma 8.3 and LaLbi = LbiLa for every a ∈ A.
Such elements are not allowed in a reduced instance of the SConjn,m. Therefore, by
Lemma 8.5, b2

1b2−b1b2
2 6≡ 0 (mod p). By Lemma 8.8, SolveXY succeeds at Step 9 and

pxz2 + pyz+ z = 0α
−1Lzα

is the correct solution to the given instance.

8.3 The CFactn,m

We shall now turn to the conjugator factorization problem on the family Q. As in the
previous section, we consider only reduced instances. We devise an algorithm that solves
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the CFactn,m on Q in polynomial time for every n≥ 2 and m≥ 1 and for the special
case n,m = 1. Based on this algorithm we show in Section 8.5 that the CGAAGn,m can
be feasibly solved for any n,m≥ 1 and for any instance generator SCGAAGn,m .

Let us first consider the case m = 1. In this case the conjugator α is drawn from the
cyclic subgroup of L (Q) generated by a single left translation La,a ∈ Zp2 .

1: procedure SolveCFactn,m=1(p,{a},(b1,c1),(b2,c2), . . . ,(bn,cn))
2: j← t such that LaLbt 6= Lbt La

3: x← c j−b j
p

4: y← a2b j−b2
ja (mod p)

5: s← x · y−1 (mod p)

6: output (a,s);
7: end procedure

Proposition 8.5. For any instance generator Sn,1 for the CFactn,1 on Q that outputs

only reduced instances

AdvCFactn,1SolveCFactn,m=1
(k) = 1

for every n,k ≥ 1.

Proof. Let (p,{a},(b1,c1),(b2,c2), . . . ,(bn,cn)) be a reduced instance of the CFactn,1

sampled according to any instance generator Sn,m. Note that there is t ∈ {1,2, . . . ,n}
such that LaLbt 6= Lbt La, because otherwise the instance would contain only trivial
conjugacy pairs (bi,bi) which is forbidden for a reduced instance. Therefore, Step 2
always succeeds. Similarly to the proof of Lemma 8.8, we have that p|(c j−b j) and
Step 3 is valid.

By Lemma 8.4, a2b j−b2
ja 6≡ 0 (mod p) and y has a multiplicative inverse modulo

p. By (15) we have

c j = 0(L−1
a )sLb j L

s
a = (psa2− pb jsa+1)b j.

After rearranging we get

0(L−1
a )sLb j L

s
a = p(a2b j−b2

ja)s+b j ≡ c j (mod p2).

But now (a2b j−b2
ja)s ≡ (c j−b j)/p (mod p) from which s ≡ ((c j−b j)/p)(a2b j−

b2
ja)
−1 ≡ x · y−1 (mod p).
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By Propositions 7.3, 7.6 and 7.7 we have also established that the SConj1,1 is
polynomial time solvable with advantage 1 for any instance generator. For m≥ 2 our
CFactn,m algorithm is based on the following lemma.

Lemma 8.9. For every x,y ∈ Zp2 , there are z1,z2,u1,u2 ∈ Zp2 such that x = z1u1+ z2u2

and y = z1u2
1 + z2u2

2.

Proof. In the claim we have a linear system(
u1 u2

u2
1 u2

2

)
·

(
z1

z2

)
=

(
x

y

)

with 2 linear equations and 4 unknowns. Choosing any values for u1,u2 such that(
u1 u2

u2
1 u2

2

)
is invertible modulo p2 yields a solution for z1,z2 using linear algebra.

Since (
u1 u2

u2
1 u2

2

)−1

= (u1u2
2−u2

1u2)
−1

(
u2

2 −u2

−u2
1 u1

)
,

the inverse exists whenever u1u2
2− u2

1u2 is a unit of the ring Zp2 . Note also that in
such a case (u1u2

2−u2
1u2)

−1 is found in polynomial time using the extended Euclidean
algorithm. Therefore, the following algorithm determines the values of z1 and z2 in
polynomial time.

1: procedure FindZs(p,u1,u2,x,y)
2: if GCD(u1u2

2−u2
1u2, p2) 6= 1 then

3: output ⊥
4: end if

5: M←

(
u1 u2

u2
1 u2

2

)

6:

(
z1

z2

)
←M−1 ·

(
x

y

)
7: output (z1,z2);
8: end procedure

For the complete algorithm for the CFactn,m we still need one more result that gives
us formulas to compute an exponentiated left translation Ln

a, where n ∈N, and its inverse
in polynomial time.
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Lemma 8.10. For every n ∈ N and z,a ∈ Zp2 ,

zLn
a = na+ z+ pa2

(
n · (n−1)

2
·a+nz

)
(16)

and

z(Ln
a)
−1 =

(
z−na− pa3 n · (n−1)

2

)
·
(
1+ pa2n

)−1
(17)

computed modulo p2 and where
(
1+ pa2n

)−1 is the multiplicative inverse of 1+ pa2n

modulo p2. Especially, both zLn
a and z(Ln

a)
−1 are computable in polynomial time for

every n ∈ N and z,a ∈ Zp2 .

Proof. Let us consider (16). We proceed with induction on n. Since

zLa = a · z = a+ z+ pa2z,

the claim is true for n = 1. Suppose that the claim is true for n = k. Then

zLk
a = ka+ z+ pa2

(
k · (k−1)

2
·a+ kz

)
= ka+ z+ pa2

((
k−1

∑
i=0

i

)
·a+ kz

)
.

But now for n = k+1 we have

zLk+1
a = a+

(
ka+ z+ pa2

((
k−1

∑
i=0

)
i ·a+ kz

))

+pa2

(
ka+ z+ pa2

((
k−1

∑
i=0

)
i ·a+ kz

))

≡ (k+1)a+ z+ pa2

((
k−1

∑
i=0

)
i ·a+ kz+ ka+ z

)
(mod p2)

= (k+1)a+ z+ pa2

((
k

∑
i=0

)
i ·a+(k+1)z

)

= (k+1)a+ z+ pa2
(
(k+1) · k

2
·a+(k+1)z

)
.

The expression for z(Ln
a)
−1 follows from (16) and the fact that z(Ln

a)
−1Ln

a = z for
every n ∈ N,z ∈ Zp2 by setting z = (z(Ln

a)
−1)Ln

a = yLn
a and solving for y. Note also

that 1+ pa2n is relatively prime to p2 for every a ∈ Zp2 and n ∈ N and thus has a
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multiplicative inverse that can be found in polynomial time by the extended Euclidean
algorithm. Therefore, evaluating both (16) and (17) can be done in polynomial time on
the binary length of (z,a,n).

We are now ready for the complete algorithm for the CFactn,m for the cases m,n = 1 and
m≥ 1,n≥ 2. .

1: procedure SolveCFactn,m(p,A,(b1,c1),(b2,c2), . . . ,(bn,cn))
2: if m≥ 2 and n = 1 then
3: output ⊥
4: end if
5: if m = 1 then
6: (a,s)← SolveCFactn,m=1(p,A,(b1,c1),(b2,c2), . . . ,(bn,cn))

7: output (a,s)
8: else
9: (x,y)← SolveXY(p,(b1,c1),(b2,c2))

10: (z1,z2)← FindZs(p,a1,a2,x,y)

11: output (a1,z1,a2,z2)

12: end if
13: end procedure

Since any subalgorithm of SolveCFactn,m runs in polynomial time, SolveCFactn,m also
runs in polynomial time. Furthermore, we can show that it is correct for any reduced
problem instance.

Proposition 8.6. For any instance generator Sn,m for the CFactn,m on Q that outputs

only reduced instances,

AdvCFactn,mSolveCFactn,m
(k) = 1

for m,n = 1 for every k ≥ 1 and for every n≥ 2 and m,k ≥ 1.

Proof. The claim is true for m = 1 by Proposition 8.5. Let m,n ≥ 2. Since we have
a valid instance, p - b1, p - b2 by Lemma 8.3. Since the instance is reduced, b1 6≡ b2

(mod p) and b2
1b2−b1b2

2 6≡ 0 (mod p) by Lemma 8.5. By Lemma 8.8, SolveXY finds
x,y ∈ {0,1, . . . , p−1} such that

0αLzα = pxz2 + pyz+ z

for every z ∈ Zp2 , where α is the secret conjugator.
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By Lemma 8.3 we also have p - a1 and p - a2. Furthermore, since the instance is
reduced, a1 6≡ a2 (mod p) and a1a2

2−a2
1a2 6≡ 0 (mod p) by Lemma 8.5. Therefore,

FindZs always succeeds in finding z1,z2 ∈ Zp2 such that x = z1a1 + z2a2 and y =

z1a2
1 + z2a2

2. But now

0αLzα = pxz2 + pyz+ z = p(z1a1 + z2a2)z2 + p(z1a2
1 + z2a2

2)z+ z

= 0(Lz1
a1

Lz2
a2
)−1Lz(Lz1

a1
Lz2

a2
)

for every z ∈ Zp2 . Furthermore, z′(Lz1
a1Lz2

a2) and z′(Lz1
a1 Lz2

a2)
−1 can be computed in

polynomial time for every z′ ∈ Zp2 by Lemma 8.10. This means that SolveCFactn,m

outputs a valid factorization (a1,z1,a2,z2) of α with probability 1.

8.4 The SConj1,2

In the previous sections, we showed that both the SConjn,m and the CFactn,m on Q
are polynomial time solvable for reduced instances except for the case n = 1,m≥ 2.
In this section, we study more closely this special case. Let (p,A,(b,c),x) be any
reduced instance of the SConj1,m. By Lemmas 8.7 and 8.9 for every α ∈L (Q) there are
two distinct elements u1,u2 ∈ {0,1, . . . , p−1} such that α is generated by Lu1 and Lu2 .
Furthermore, these elements can be picked to be any distinct elements of A. Therefore,
we can restrict ourselves to the case m = 2. We present an instance generator (S1,2,S

′)

for the SConj1,2 based on the family Q such that for every (computationally unbounded)
algorithm A

AdvSConj1,2A (k)≤ 2−k.

In other words, for every instance (p,A,(b,c),x)← (S1,2(1k),S′(1k)) there is not enough
information for A to deduce y = 0α−1Lxα for the correct α . That is, we are able to
show that a part of y is perfectly secret.

In the following, let Xa = {Xa
k }k∈N,Xb = {Xb

k }k∈N,Xx = {Xx
k }k∈N denote probability

ensembles such that for every k ∈ N, Xa
k ,X

b
k and Xx

k are distributed over Zp2 for a prime
p≥ 5 such that p≥ 2k and p is chosen in some fixed way and is the same for Xa

k ,X
b
k

and Xx
k . Similarly, let Y c = {Y c

k }k∈N and Y y = {Y y
k }k∈N denote probability ensembles

such that Y c
k and Y y

k are distributed over Zp, where p is chosen as before based on

1k. Consider the following description for the instance generator SXa,Xb,Xx,Y c,Y y

SConj1,2
that

implements the pair (S1,2,S
′).
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1: procedure SXa,Xb,Xx,Y c,Y y

SConj1,2
(1k) . In the following, p is a prime such that p≥ 5 and

p≥ 2k

2: a1,a2← Xa
k such that a1,a2 6≡ 0 (mod p) and a1 6≡ a2 (mod p)

3: b← Xb
k such that b 6≡ 0 (mod p) and b 6≡ a1 (mod p) and b 6≡ a2 (mod p)

4: x← Xx
k such that x 6≡ 0 (mod p) and x 6≡ b (mod p)

5: x2← x mod p

6: c2← b mod p

7: c1← Y c
k such that pc1 + c2 6= b;

8: y1← Y y
k

9: y← py1 + x2

10: (a1,z1,a2,z2)← SolveCFact2,2(p,{a1,a2},(b, pc1 + c2),(x,y))

11: output (a1,z1,a2,z2) on the solution tape (as a solution for the CFact1,2

12: output y on the solution tape (as the SConj1,2)
13: output (p,{a1,a2},(b, pc1+c2),x) on the problem instance tape of the SConj1,2
14: end procedure

Note that for particular choices of probability ensembles, SXa,Xb,Xx,Y c,Y y

SConj1,2
(1k) does not

halt. For example, if Pr
[
0← Xa

k

]
= 1 then Step 3 is never reached. We call the

tuple (Xa,Xb,Xx,Y c,Y y) admissible if each of the probability ensembles is efficiently
samplable and SXa,Xb,Xx,Y c,Y y

SConj1,2
(1k) always halts.

Proposition 8.7. For every admissible (Xa,Xb,Xx,Y c,Y y), SXa,Xb,Xx,Y c,Y y

SConj1,2
is a valid

instance generator for the SConj1,2 on Q and outputs only reduced instances.

Proof. We need to show that for every instance (p,{a1,a2},(b,c),x) sampled by
SXa,Xb,Xx,Y c,Y y

SConj1,2
(1k) the following conditions are satisfied:

1. LaiLb 6= LbLai for every i ∈ {1,2}.
2. b 6= c.
3. The instance is reduced.
4. There is a fixed α ∈ 〈Lai : i ∈ {1,2}〉 such that α−1Lbα = Lc and α−1Lxα = Ly,

where y is the correct solution to this instance.

By the choice of a1,a2 and b we have p - a1, p - a2, p - b and b 6≡ ai (mod p) for i = 1,2
and a1 6≡ a2 (mod p). Therefore, by Lemma 8.6, the first requirement is satisfied. By
the choice of c1 we have b 6= c. By the choice of x, we also have p - x and x 6≡ b (mod p).
Therefore, the instance is reduced, b2x− bx2 6≡ 0 (mod p) and by Proposition 8.6,
SolveCFact2,2 finds a representation for a fixed α .
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Let U = {Uk}k∈N denote the uniform probability ensemble such that Uk =U(Zp),
where p is determined by k as before for every k ∈ N.

Proposition 8.8. For every admissible (Xa,Xb,Xx,Y c,U), and for every computation-

ally unbounded algorithm A

AdvSConj1,2A (k)≤ 2−k,

where the instances of SConj1,2 are sampled according to SXa,Xb,Xx,Y c,U
SConj1,2

.

Proof. Let (p,{a1,a2},(b,c),x) be an instance of the SConj1,2 and let y = py1 + y2 be
the correct solution to this instance. We show that y1 is perfectly secret. That is, for
every unbounded A there is A′ such that

Pr
(p,{a1,a2},(b,c),x)←SPERFECT

SConj1,2
(1k)

[y← A(p,{a1,a2},(b,c),x)]

≤ Pr
(p,{a1,a2},(b,c),x)←SPERFECT

SConj1,2
(1k)

[
y1← A′(p)

]
. (18)

This means that determining y after observing the complete instance is not easier than
determining y1 without the instance (excluding p). In such a case, the best strategy for A
is to guess y1 and the probability to succeed for this instance is then at most 1/p≤ 2−k

since y1 is sampled from the uniform distribution over Zp.
Let A1, A2, B, X , C1 and Y1 denote random variables corresponding to a1, a2, b, x,

c1, and y1, respectively. For arbitrary a1, a2, b, c1, x and y1 let Y denote the event

A1 = a1∩A2 = a2∩B = b∩C1 = c1∩X = x

Consider now the a posteriori probability Pr [Y1 = y1|Y ]. By the Bayes’ Law, since
Pr [Y ]> 0,

Pr [Y1 = y1|Y ] =
Pr [Y1 = y1∩Y ]

Pr [Y ]
.

By the description of SXa,Xb,Xx,Y c,U
SConj1,2

, Y1 is independent of A1,A2,B,X and C1 and

Pr [Y1 = y1|Y ] =
Pr [Y1 = y1∩Y ]

Pr [Y ]
.=

Pr [Y1 = y1] ·Pr [Y ]
Pr [Y ]

= Pr [Y1 = y1] ,

which entails (18).
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Note that essentially no requirements are placed on Xa,Xb,Xx and Y c. In particular,
we can apply Sconj1,2 in a setting, where these probability ensembles are controlled by
an adversary provided that the ensembles are admissible and the induced instances are
reduced. We could also choose a1,a2,b,x and c1 in a completely deterministic way. We
will utilize the Sconj1,2 in Section 8.6 for symmetric blind decryption.

8.5 Insecurity of the GAAG scheme

We shall now turn to the GAAG scheme and the problem CGAAGn,m. As before, we
work with reduced instances for the CFact and the SConj. For n,m = 1 and n,m≥ 2 we
can use SolveCFactn,m and Proposition 7.9. For the cases n = 1,m≥ 2 and m = 1,n≥ 2,
however, we need to devise a custom algorithm due to Proposition 8.8.

Proposition 8.9. For every instance generator SCGAAGn,m based on Q there is a PPT

algorithm A such that

AdvCGAAGn,m
A (k) = 1

for every n,m,k ≥ 1.

Proof. Let us first consider the cases n,m = 1 and n,m ≥ 2. By Proposition 7.9 for
every PPT algorithms B and C there is a PPT algorithm A (given in the proof) such that

AdvCGAAGn,m
A (k)≥ AdvCFactn,m

B (k)+AdvCFactm,n
C (k)−1

for every n,m,k ≥ 1, where SCFactn,m = S1
n,m and SCFactm,n = S2

m,n. Therefore, by Propo-
sition 8.6,

AdvCGAAGn,m
A (k) ≥ AdvCFactn,m

SolveCFactn,m
(k)+AdvCFactm,n

SolveCFactm,n
(k)−1 = 1

for every k ≥ 1.
Let now n = 1,m≥ 2 and consider the following algorithm A.

1: procedure A(p,(a,c),(b1,d1), . . . ,(bm,dm),x)
2: (a,s)← SolveCFactm,1(p,{a},(b1,d1),(b2,d2), . . . ,(bm,dm))

3: output x(Ls
a)
−1Ls

c

4: end procedure

Clearly A is PT.
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Since m ≥ 2, SolveCFactm,1 succeeds, by Proposition 8.6, with probability 1 in
finding s such that Ld j = (Ls

a)
−1Lb j L

s
a = α−1Lb j α for every j ∈ {1,2, . . . ,m}. On the

other hand, we know that β−1Laβ = Lc. Therefore,

x(Ls
a)
−1Ls

c = x(Ls
a)
−1

β
−1Ls

aβ = xα
−1

β
−1

αβ ,

since β is generated by {Lb j : j ∈ {1,2, . . . ,m}}. Furthermore, (Ls
a)
−1Ls

c is computable
in polynomial time by Lemma 8.10. Therefore, A succeeds with probability 1.

The case m = 1,n≥ 2 is analogous to the case n = 1,m≥ 2. Consider the following
algorithm A.

1: procedure A(p,(a1,c1), . . . ,(an,cn),(b,d),x)
2: (b,s)← SolveCFactn,1(p,{b},(a1,c1),(a2,c2), . . . ,(an,cn))

3: output x(Ls
d)
−1Ls

b

4: end procedure

As in the case above, we have

x(Ls
d)
−1Ls

b = xα
−1(Ls

b)
−1

αLs
b = xα

−1
β
−1

αβ .

The insecurity of GAAG on Q is due to its symmetric nature with respect to n and m.

8.6 Symmetric perfectly secret blind decryption

Suppose that we have the following scenario. Alice has obtained an encrypted message
from Bob intended only for her. Suppose that Alice herself does not have the key to
decrypt the message and that the key is stored on a decryption server. Alice wishes to
have the server decrypt the message for her in such a way that the server learns nothing
of the actual message. Such functionality is called blind decryption (Sakurai & Yamane
1996). A blind decryption scheme consists of an encryption scheme together with
a protocol to blindly decrypt messages. Such schemes can be used, for example, to
implement privacy preserving payment systems. They also enable the implementation of
key escrow systems that do not compromise the privacy of the user.

In this section, we propose a symmetric key blind decryption scheme as an application
of the SConj1,2 on Q. We start with a definition of symmetric blind decryption. For
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simplicity, we restrict ourselves to a two-party case featuring Alice and Bob. However,
the following definitions and results can be easily adapted to account more parties.

Definition 8.1 (Symmetric blind decryption scheme). A two-party symmetric blind

decryption scheme consists of a symmetric encryption scheme SE= (Gen,Enc,Dec)

together with a protocol BlindDec conducted between a user and a decryption server

such that

1. Alice and the decryption server share a blind decryption key kA,B for communication

from Alice to Bob. Bob and the decryption server share a blind decryption key kB,A

for communication from Bob to Alice.

2. If kB,A is the blind decryption key for communication from Bob to Alice, then for every

ciphertext c← Enc(kB,A,m), Alice obtains the plaintext message m after conducting

BlindDec with the decryption server.

To provide security for each of the parties, we need the following properties.

Definition 8.2. Let SE= (Gen,Enc,Dec) together with BlindDec be a two-party sym-

metric blind decryption scheme. It is an information-theoretically secure symmetric

blind decryption scheme against passive adversaries if the following perfect secrecy

requirements are satisfied:

1. Alice does not learn any information regarding the blind decryption key kB,A for

communication from Bob to Alice,

2. Bob does not learn any information regarding the blind decryption key kA,B for

communication from Alice to Bob,

3. The decryption server does not learn any information regarding the plaintext message

m,

4. An adversary does not learn any information regarding either the plaintext message

m or the blind decryption key kB,A.

We give a blind decryption scheme consisting of a symmetric encryption scheme
ConjE and a protocol ConjBlindDec. Our intention is to only provide a simple application
of the SConj1,2 on Q which is why we restrict ourselves to passive adversaries. We
leave the adaptation of this scheme to the setting of active adversaries for later research.
Our scheme is based on Lemma 8.2. Namely, if we know that Lc = α−1Lbα it is easy to
compute y = 0α−1Lxα for every x≡ b (mod p). We define the encryption scheme as
follows.
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Definition 8.3 (ConjE). The symmetric encryption scheme

ConjE= (ConjGen,ConjEnc,ConjDec,ConjTransformDec)

is a four-tuple of algorithms such that

1: procedure ConjGen(1k) . Key generating algorithm

2: Set p to be a prime such that p≥ 5 and p≥ 2k

3: xα ←U(Zp \{0})
4: yα ←U(Zp \{0})
5: Set the plaintext space to be {0,1, . . . , p−1} and the ciphertext space to be Zp2

6: Set p to be a public parameter

7: output (xα ,yα)

8: end procedure

1: procedure ConjEnc(xα ,yα ,m1) . Encryption algorithm, input consists of a key

(xα ,yα) and a message m1 ∈ Zp

2: z←U(Zp \{0})
3: m← pm1 + z

4: c← pxα m2 + pyα m+m

5: output c

6: end procedure

1: procedure ConjDec(xα ,yα ,c) . Decryption algorithm, input consists of a key

(xα ,yα) and a ciphertext c ∈ Zp2

2: z← c mod p

3: t← p(−xα)c2 + p(−yα)c+ c

4: m← (t− z)/p

5: output m

6: end procedure

1: procedure ConjTransformDec(c1,m1,c2) . Message transformation algorithm,

input consists of a plaintext, ciphertext pair (m1,c1) and a ciphertext c2 which we

want to decrypt

2: If c1 6≡ c2 (mod p) output ⊥
3: z← c1 (mod p)

4: m2← (c2 + pm1− z)/p

5: output m2
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6: end procedure

The ConjTransformDec algorithm can be used to transform the decryption m1 of a
ciphertext c1 into the decryption of c2 provided that c1 ≡ c2 (mod p). Let us briefly
show that the scheme works. That is, ConjDec(xα ,yα ,ConjEnc(xα ,yα ,m1)) = m1 for
every key (xα ,yα) and plaintext m1. Let c← ConjEnc(xα ,yα ,m1). Then we have

c = pxα m2 + pyα m+m = pxα z2 + pyα z+ pm1 + z

for some z←U({1,2, . . . , p−1}). Now,

ConjDec(xα ,yα ,c) = (p(−xα)c2 + p(−yα)c+ c− z)/p

= (p(−xα)z2 + p(−yα)z+ pxα z2 + pyα z+ pm1 + z− z)/p

= (pm1 + z− z)/p = m1.

Let us show that the scheme indeed provides perfect secrecy for a single message.

Proposition 8.10. For every plaintext, ciphertext pair (m′,c′), ConjE satisfies perfectly

secrecy for every ciphertext c ∈ Zp2 such that c 6≡ c′ (mod p).

Proof. Let M,M′ be any random variables over the plaintext space and let Xα ,Yα

denote the random variables corresponding to the key elements (xα ,yα)← ConjGen(1k),
respectively. We need to show that for every m1,m2,m′ ∈ {0,1,2, . . . , p− 1} and
c,c′ ∈ Zp2 , c 6≡ c′ (mod p) we have

Pr
[
c← ConjEnc(Xα ,Yα ,m1)∩ c′← ConjEnc(Xα ,Yα ,m′)|M = m1∩M′ = m′

]
= Pr

[
c← ConjEnc(Xα ,Yα ,m2)∩ c′← ConjEnc(Xα ,Yα ,m′)|M = m2∩M′ = m′

]
.

Take any m ∈ Zp and c,c′ ∈ Zp2 such that c 6≡ c′ (mod p). We show that

Pr [c← ConjEnc(Xα ,Yα ,m)∩ c′← ConjEnc(Xα ,Yα ,m′)|M = m∩M′ = m′]

= 1/(p−1)2

from which the result follows. By Lemma 8.8, for every plaintext / ciphertext pair
(m,c),(m′,c′) such that c 6≡ c′ (mod p), SolveXY always succeeds in finding the unique
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key (xα ,yα). Therefore,

Pr
[
c← ConjEnc(Xα ,Yα ,m)∩ c′← ConjEnc(Xα ,Yα ,m′)|M = m∩M′ = m′

]
= Pr

[
(Xα ,Yα)← SolveXY(m,c,m′,c′)|M = m∩M′ = m′

]
.

By the definition of ConjGen, we have

Pr
[
(Xα ,Yα)← SolveXY(m,c,m′,c′)|M = m∩M′ = m′

]
= Pr [Xα = xα ∩Yα = yα ] = Pr [Xα = xα ] ·Pr [Yα = yα ]

= 1/(p−1)2.

Next, we define a blind decryption protocol that enables Alice to send a related
ciphertext to the server for decryption. We apply ConjTransformDec to hide the actual
message from the server. Similar to the one time pad, we insist that a fresh key is
generated for every message m∈{1,2, . . . , p−1}. This is because in the protocol a single
plaintext, ciphertext pair is intentionally revealed. Fortunately, due to Proposition 8.10,
this does not leak any information about the secret key.

Definition 8.4 (ConjBlindDec). Suppose that Bob and Server share a key (xα ,yα)←
ConjGen(1k) intended for use between Alice and Bob. Suppose also that Alice is in

possession of an encrypted message c← ConjEnc(xα ,yα ,m) obtained from Bob using a

private channel (that is, c is not known to the server or the adversary). Finally, suppose

that the prime p is known to all participants and the adversary.

1. Alice computes z← c mod p and transmits z to Server.

2. Server computes m′← ConjDec(xα ,yα ,z) and replies with m′;

3. Alice computes m1← ConjTransformDec(z,m′,c) which is the decrypted message.

Let us quickly establish the correctness of the protocol. We have c = pxα m2 + pyα m+

m = pxα z2 + pyα z+ pm1 + z, where m1 is the plaintext message. From the server Alice
obtains

m′ = (p(−xα)z2 + p(−yα)z+ z− z)/p = (−xα)z2 +(−yα)z.

But now

(c+ pm′− z)/p = (pxα z2 + pyα z+ pm1 + z+ p(−xα)z2 + p(−yα)z− z)/p = m1.
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Finally, we can show the security of the constructed scheme.

Proposition 8.11. ConjE together with ConjBlindDec is an information-theoretically

secure symmetric blind decryption scheme for a single message against passive adver-

saries.

Proof. We consider only passive adversaries and therefore can assume the integrity of
the transmitted messages. We need to show that each of the properties of Definition 8.2
are satisfied. It suffices to consider only the case of blind decryption from Bob to
Alice. In the course of the scheme an eavesdropper and the server learn z≡ c (mod p).
However, by the description of ConjEnc this is chosen uniformly at random from
{1,2, . . . , p−1} and gives no information on m1 or the key (xα ,yα). Let us show that
neither Alice nor the adversary learn the secret key (xα ,yα). Both observe a single
plaintext, ciphertext pair (m′,z) (or equivalently, a single conjugacy equation pair
(pm′+ z,z)), which gives no information by Proposition 8.10.

We emphasize that we have assumed that the ciphertext c was delivered to Alice in a
secure way. If the server knows c, then it can trivially compute m. In addition, only a
single message can be encrypted with a single key. Finally, the scheme is only secure
against passive adversaries. Additional steps need to be taken against active adversaries.
Such considerations are left for future research.
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9 Discussion

9.1 Theoretical implications

We have presented the first algebraic generalization of the Diffie-Hellman key exchange
scheme that places no structural restrictions on the underlying algebraic structure. In
particular, we were able to provide a positive answer to the research question formulated
in Section 1.2; there is a natural way to generalize the DH. We also rigorously defined
the distributional problems related to the scheme and considered their relative complexity
in the average-case. We also identified potential non-associative platform structures for
key exchange and considered algebraic methods for their construction. In particular, we
concentrated on the implementation of the required homomorphisms using symmetric
encryption. We also considered the construction of left distributive structures using
conjugation of left translations in a LCC left quasigroup.

In the literature, the main focus for algebraic key exchange has been on cyclic
and non-commutative groups, especially the groups on elliptic curves. The number of
suggestions related to the application of non-associative algebraic structures for key
exchange and asymmetric encryption is limited. The notable exceptions are (Keedwell
1999, Dénes & Keedwell 2002, Maze 2003, Gligoroski & Knapskog 2008, Gligoroski
et al. 2008b, Wang et al. 2011) and (Kalka 2012). For our scheme, no special algebraic
laws are required except the existence of homomorphisms. Therefore, various non-
associative algebras can be applied.

We formulated the notion of homomorphic key agreement capability of symmetric
encryption schemes. We have also shown that there are such schemes by giving
an example called AddHomSE. Key agreement capable symmetric schemes can be
considered as a class between purely symmetric and asymmetric schemes. Traditionally,
these two are the only classes considered in the literature. However, it is possible that
the class of homomorphic key agreement capable schemes is not contained in the class
of asymmetric schemes. For two party key exchange, we can always require the parties
to contribute a necessary amount of randomness. In contrast, for asymmetric encryption
any probability distribution on the plaintext space need to be supported.

Finally, we have also presented a useful generalization of the conjugacy search
problem to left conjugacy closed left quasigroups. Our generalization have also led
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to a non-associative variant of the scheme of Anshel et al. (1999). For the first time,
we have rigorously defined the distributional problems associated to the CSP both for
groups and LCC left quasigroup and considered their relative difficulty. We argue that
these problems should be applied for security reductions instead of the CSP and its
worst-case formulation. We have been able to derive a bound on the security of the
scheme of Anshel et al. (1999) based on the formulated problems. The advantage of
breaking the scheme is apparently much lower for non-associative structures compared
to groups. In particular, the result suggests that non-associative based families provide
computationally more efficient and secure platforms for cryptography. In the future, the
study of non-associative algebraic structures and their applications for cryptography
could turn out to be fruitful.

9.2 Practical implications

9.2.1 AddHomSE

We expect AddHomSE to have good performance on embedded systems, especially if
modified to always succeed in key exchange. Embedded systems and devices have
become increasingly common during the last few years. In the foreseeable future, such
systems will be utilized in many critically important applications such as remote health
monitoring (Lorincz et al. 2004). The most challenging issue is the limited capability
of such systems regarding computation and energy. The applied mechanisms need
to be efficient and to conserve energy. Coding based cryptographic primitives, such
as the HB and HB+ authentication schemes (Hopper & Blum 2001, Juels & Weis
2005), have been used to implement light weight primitives for embedded systems
such as RFID tags. They have the advantage of being simple and easily implemented
in hardware. In addition, coding based schemes are considered secure even if there
are significant advances in quantum computation. AddHomSE can apply the same
computation primitives and is therefore efficiently implemented alongside existing
schemes.

Compared to the McEliece scheme, AddHomSE achieves reductions in key size due
to weaker assumptions regarding its security. We believe that key agreement capable
symmetric schemes such as AddHomSE will be useful in a typical scenario for an
embedded system of the near future. In such a scenario, we have a light weight device
with a constantly changing environment. For example, such a device could be a part of a
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wearable system on a person who is moving around a city. Suppose also that the device
needs to interact with other devices in its near vicinity to provide some functionality.
In such a case, there are a large number of unknown systems to be communicated
with and the amount of data for each interaction is small. However, to ensure privacy,
data needs to be encrypted for each interaction. Public key encryption is not ideal
for such a scenario since there is no memory to store a big number of public keys. It
suffices to implement a key exchange scheme together with a symmetric encryption
scheme. However, since we are considering limited systems, it is preferable to be able to
implement both of these functionalities with the same cryptographic primitives. Key
agreement capable symmetric schemes are ideal for such a case. In particular, since the
scheme does not support public key encryption, we expect it to perform faster and to
have smaller key sizes. In addition, similar to McEliece, we expect AddHomSE to be
especially useful in a scenario where encryption needs to be very efficient; both key
exchange and encryption can be made to consist of pseudorandom number generation
and a series of binary additions for one of the parties.

9.2.2 Symmetric blind decryption

In the literature, suggestions for practical blind decryption are based on public key
cryptography. Such suggestions include the original scheme by Sakurai & Yamane
(1996) as well as later proposals by others (Sameshima 1998, Ogata et al. 2009, Green
2011). For high security applications, it would be preferable to provide privacy that is
not based on computational assumptions. There do not exist schemes in the literature
such that the privacy of the user is based on information-theoretic security. Naturally,
information-theoretic security is impossible for the public key case. In this thesis, we
have formulated the first symmetric blind decryption scheme ConjE that achieves perfect
secrecy against passive adversaries. However, only a single message can be encrypted
with a single key.

ConjE is based on addition and multiplication modulo p2, where p≥ 5 is a prime.
However, contrary to discrete logarithm based schemes where the primes need to be
large, there are no restrictions on the size of p for ConjE. For a single encryption of
m ∈ Zp, the probability of the adversary finding the correct key is 1/(p−1)2. Since
modular arithmetic is inefficient for large p, ConjE can be implemented efficiently for
large messages by choosing a relative small p≥ 5 and mapping the plaintext message to
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a vector (m1,m2, . . . ,mk) ∈ Zk
p for a suitably large k ∈ N. In such a case, the keys are

also vectors (xα1 ,yα1 ,xα2 ,yα2 , . . . ,xαk ,yαk) ∈ (Z∗p \{0})k.

9.3 Future research

9.3.1 Non-associative key exchange

Several research directions can be identified for both AGDH and GAAG: Optimizations
regarding communication, secure random composition algorithms, average-case com-
plexity and reductions related to the HIP and further generalizations of AGDH. In the
following, we consider these directions in detail.

Communication complexity

The communication complexity of AGDH and GAAG increases as a function on the
number of generators of the algebra. We can consider different methods of optimizing
the number of transmitted elements. For instance, we can consider a family of algebras
such that the generators a1,a2, . . . ,an are implicit and only the homomorphic images
ϕh(a1),ϕh(a2), . . . ,ϕh(an) are transmitted. The best way to minimize the communication
complexity is to apply algebras that are generated by the smallest possible number of
elements. Therefore, monogenic algebras are an interesting class to study for AGDH.

Random composition algorithms

As was stated in Chapter 3, there are many possible random composition algorithms
for AGDH. The fact calls for a study of methods for secure composition of algebra
elements. In particular, we need methods that are efficient and use the fewest amount of
randomness. In addition, it would be preferable that R generates a probability ensemble
that is indistinguishable from random. For clarity, suppose that we are working with
an algebra with a single binary operation. One possibility is to consider the binary
operation as a compression function f : {0,1}2n→{0,1}n, n ∈ N, of a hash function.
Such a view enables us to apply well researched hash function constructions, such as
Merkle-Damgård (Merkle 1990, Damgård 1990), to implement the random composition
algorithm. Implemented in a right way, we can possibly utilize the indifferentiability

results of Maurer et al. (2004) and Coron et al. (2005) to argue on the infeasibility
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of the DHIP. Another possibility is to consider methods based on quasigroup string
processing (Markovski et al. 1999). Research is needed to identify the requirements for
the binary operation.

Computational reductions related to the HIP

One of the topics that we did not pursue is the relationship between the CHIP and the
AFP. It would be interesting to see the computational connection between these two
problems for certain classes of algebras. In particular, as was stated before, on some
classes of elliptic curve groups these problems are computationally equivalent (Maurer
1994, Maurer & Wolf 1996). It would be interesting to see whether this is the case for
some classes of left distributive groupoids. We have also not considered the case that the
generators are chosen by the adversary. Future research should consider the case of
adversarially chosen values for certain elements since such a scenario could turn up
depending on the application of the HIP. Several versions of such a problem can be
formulated, for example, depending on whether the elements are chosen adaptively.

One of the motivations for the search of alternatives for the DHP is the susceptibility
of the DLP (and thus also of the DHP) to quantum algorithms. Therefore, it is an
interesting research direction to consider the HIP in the quantum computation model.
Future research should address the hardness of the AFP in relation to the algorithm of
Grover (1996). Since the DLP is far from the bound of O(

√
n) set by (Grover 1996) for

any search problem in the quantum computation model, it would be interesting to see
whether it is possible to find a family of algebras that seem to approach that bound for
the worst-case AFP.

Further meaningful generalizations of AGDH

One could ask whether AGDH can be further generalized. The answer is, of course, yes.
AGDH as well as other key exchange schemes can be seen using category theoretic
notions. Viewed in such a way, the required commutativity is provided by category
morphisms. Instead of a homomorphism, we could, for example, consider a homotopy

( f1, f2, f3) that satisfies x f1 ∗ y f2 = (x∗ y) f3. Key exchange could be implemented by
Alice giving f1 and f2 and keeping f3 secret. Bob samples x,y and sends x∗ y to Alice.
Bob computes x f1 ∗ y f2. Alice computes (x ∗ y) f3. A homotopy such that each of
f1, f2, f3 is invertible is called an isotopy. Homotopies and isotopies are particularly
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interesting for the non-group case since isotopic groups are isomorphic, but this is not
the case for quasigroups (or more general structures).

Key indistinguishability of GAAG

We did not consider the decision version of the CGAAG. In order to provide indistin-
guishability for the derived key, we need to formulate an analogue for the DHIP that
applies to GAAG. It would be interesting see the computational relationship between the
computational and decision versions. We suspect that the situation is similar to AGDH.
That is, there are structures for which these two problems are computationally equivalent.
However, future research is required for the relative difficulty of these problems as well
as for the platform structures for GAAG.

9.3.2 Possible non-associative platform structures

Algebras

There are several interesting possible platform structures for AGDH. We have already
noted that algebraic varieties are a good source of various algebraic laws (McCune &
Padmanabhan 1996). One of the possible research directions is to consider more closely
the medial law on a cubic plane curve. Since elliptic curve cryptography has turned out to
be successful, it is conceivable that a non-group law also yields a secure implementation.
Furthermore, there is a quasigroup law on an irreducible cubic hypersurface V even for
the case dim V ≥ 2 (Manin 1968). In addition, a left distributive quasigroup law can be
defined on a connected manifold such that the left multiplication group is a non-solvable
Lie group (Enea 1994).

Algebraic varieties and conjugation are not the only possible sources of left dis-
tributive groupoids. The Laver tables is an infinite family of monogenic LD groupoids
such that for every n ∈ N, there is a unique Laver table of 2n elements (Laver 1995).
They have been already suggested for cryptography by Dehornoy (2004) due to their
combinatorial complexity. In addition, every finite monogenic LD groupoid can be
constructed from a Laver table (Drápal 1997). Therefore, they are of great cryptographic
interest. Another interesting family arises from structural matrix rings (Lewallen 2005).
However, average-case hardness of the related problems as well as the computational
efficiency of computation on these structures have not yet been considered.

172



Symmetric encryption and key exchange

We have shown that there are homomorphic key agreement capable schemes that are
IND-P1-C0 (and IND-P2-C0) secure. Furthermore, IND-P1-C0 security is sufficient
for secure key exchange. Theoretically, the highest possible security level for a
homomorphic scheme is IND-P2-C1 due to malleability. Therefore, future research
should consider the construction of an efficient IND-P2-C1 secure scheme that is
homomorphic key agreement capable.

In addition, future research should consider the practical malleability of homomor-
phic schemes. It is clear that for additively and multiplicatively homomorphic schemes
meaningfully related messages can be derived based on the homomorphic property.
However, if the algebraic operation is sufficiently complex, it is not immediately clear
whether a homomorphic scheme can be considered practically malleable in such a case.
Future research could reveal schemes that are homomorphic over complex operations
but do not allow meaningful computations on the ciphertexts.

We also did not consider IND-P0-C0 and weaker schemes. However, such schemes
possibly yield secure implementations. In particular, IND-P1-C0 security places no
assumption on the a priori probability distribution of the plaintext space. However,
for AGDH it is possible to set requirements for the generation of the plaintexts (that
is, the generators of the algebra) for honest parties. Therefore, we can also consider
schemes that do not satisfy IND-P1-C0 or even IND-P0-C0 security. An interesting open
problem is whether there is a symmetric scheme or, in particular, a block cipher such
that its encryption functions or round functions generate an automorphism group of an
algebra with an infeasible AFP. However, based on the derived results, the permutation
group generated by the encryption functions would need to be a proper subgroup of the
symmetric group.

Another interesting research direction on this subject is to consider the endomor-
phisms of the left quasigroup induced by a block cipher or its round functions. Up to
this point we have defined key agreement capability based on homomorphic schemes.
Another form of key agreement capability can be formulated based on the induced
left quasigroup and its endomorphisms. With the exception of cipher self-duality,
no research exists on this topic. However, a secure cipher with endomorphisms (or
automorphisms) would be useful. We believe that consideration of these questions could
lead to a block cipher with key agreement capability.
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10 Summary

In this thesis, we considered algebraic methods for cryptographic key exchange. In
particular, we considered algebraic generalization of the Diffie-Hellman scheme. We
formulated a general scheme called AGDH that is based on the hardness of computing
homomorphic images from an algebra A to B. There are no algebraic structure
requirements for A and B. We also constructed an authenticated key exchange protocol
based on this scheme and showed that it is secure in the formal model of Canetti &
Krawczyk (2001a). For a practical implementation of the scheme, we investigated the
following two directions: 1. algebras based on symmetric encryption schemes and 2.
left distributive structures induced by conjugation.

For the first direction, we considered symmetric encryption schemes that are
homomorphic over algebraic operations. We formulated a condition called homomorphic
key agreement capability and showed that an IND-P2-C0 secure scheme that satisfies
this condition can be securely used for key exchange. We also formulated a scheme that
satisfies this condition using Goppa linear correcting codes and the learning parity with
noise problem. We expect the scheme to perform well on limited devices such as RFID
tags.

For the second direction, we considered a non-associative generalization of the
conjugacy search problem to left conjugacy closed left quasigroups called the partial
conjugacy search problem. We formulated several versions of this problem with varying
computational hardness and considered their relative difficulty and the security of AGDH.
We showed several polynomial time reductions among the problems in the average-case.
We also formulated a non-associative version called GAAG of the key exchange scheme
of Anshel et al. (1999) and considered its security based on the formulated problems.
We also considered more closely partial conjugacy search in a class of conjugacy closed
loops of order p2, where p is a prime. We described an algorithm that breaks both
AGDH and GAAG on these loops. However, using a secure selection of parameters,
we constructed a symmetric blind decryption scheme based on conjugacy search that
achieves perfect secrecy against passive adversaries.

AGDH provides a method of considering different algebraic structures for key
exchange without placing structural restrictions on them. The study offers potential for
the development of new algebraic key exchange schemes. In particular, we identified
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several interesting classes of algebras that have not been used for cryptographic key
exchange, but could be applied as a platform for AGDH. Potentially, we can derive
symmetric encryption schemes that are key agreement capable, but rival block ciphers in
their efficiency.
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