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Abstract
As mobile Internet access traffic continues to grow at an explosive rate and wireless networks
continue to diverge into multiple access technologies with partly overlapping sets of features, new
solutions for efficient use of these networks are vital. Cognitive network management provides
tools to tackle this challenge by automatically learning from past experience the characteristics
and usage patterns of the connected devices, thus enabling autonomic optimization of those
connections. Cognitive network management requires a vast amount of information in order to
function effectively, making collaboration of the networked devices essential as the best sources
of information are scattered throughout the network. This makes efficient information
dissemination one of the key enablers for autonomic networking.
This dissertation studies managing control information related to autonomic selection of access
networks and adapting services in a heterogeneous wireless network environment. It presents a
solution to simple and efficient information dissemination in the form of Distributed Decision
Engine— a CEP-like system enabling the building of a highly scalable and dynamic messaging
system enabling dissemination, analysis and control of the complex series of interrelated events in
the network. The dissertation also presents results showing a clear benefit in using cross-layer and
cross-domain information in a modern wireless environment and validates the final prototype
implementation of DDE with laboratory measurements.
Effective use of disseminated cross-layer information is another key element in autonomic
wireless networking. This dissertation also focuses on intelligent decision-making based on crosslayer information by presenting test results which attest that the performance of an autonomic
wireless networking system can be improved by using cognitive techniques in its management
algorithms, and that hierarchy and coordination can be utilized to minimize the effect of
conflicting decisions of the system.

Keywords: autonomic networking, cognitive network management, cross-layer
information, decision-making, heterogeneous networks, mobility management, network
selection
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Tiivistelmä
Mobiilin Internet-liikenteen räjähdysmäinen kasvu ja langattomien verkkojen jatkuva jakautuminen useisiin tekniikoihin vaativat uusia ratkaisuja näiden verkkojen tehokkaaseen käyttöön.
Kognitiivinen verkon hallinta mahdollistaa oppimisen, minkä avulla laitteiden yhteyksiä voidaan
optimoida autonomisesti aiemman kokemuksen perusteella. Tällainen optimointi vaatii kuitenkin valtavan määrän verkosta ja laitteista kerättyä tietoa, mikä tekee tehokkaasta tiedonjakelusta
keskeisen elementin autonomisessa verkon hallinnassa.
Tässä väitöskirjassa tutkitaan verkon valintaan ja palveluiden sopeuttamiseen vaadittavan tiedon välittämistä ja hallintaa autonomisissa langattomissa verkoissa. Ratkaisuna yksinkertaiseen
ja tehokkaaseen tiedonvälitykseen esitellään hajautettu Distributed Decision Engine -komponentti, joka mahdollistaa skaalautuvan tiedon jakelu-, analysointi- ja hallintajärjestelmän rakentamisen. Lisäksi väitöskirjassa kuvataan myös tuloksia, jotka osoittavat, että verkkokerrosten
välisen tiedon käyttämisellä voidaan saavuttaa selvää etua, sekä tuloksia, jotka vahvistavat
DDE-prototyyppitoteutuksen toimivuuden laboratoriomittauksin.
Verkkokerrosten välisen tiedon tehokas hyödyntäminen on toinen keskeinen tekijä autonomisessa langattomien verkkojen hallinnassa. Väitöskirjassa käsitellään myös älykästä päätöksentekoa kyseisen informaation pohjalta sekä esitellään tuloksia, jotka osoittavat, että päätöksentekoa
autonomisessa langattomien verkkojen hallinnassa voidaan parantaa kognitiivisilla tekniikoilla.
Lisäksi esitetyt tulokset osoittavat, että hierarkialla sekä koordinoinnilla voidaan minimoida ristiriitaisten päätösten vaikutukset järjestelmään.

Asiasanat: autonomiset verkot, heterogeeniset verkot, kognitiivinen verkon hallinta,
liikkuvuudenhallinta, protokollakerrosten välinen tieto, päätöksenteko, verkon valinta
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1

Introduction

As mobile Internet access traffic continues to grow at an explosive rate, new solutions for
efficient use of networks are in high demand. For example, the Cisco Visual Networking
Index (VNI) projects a 53 percent compound annual growth rate for mobile data traffic
between 2015 and 2020, also stating that traffic from wireless and mobile devices will
account for two-thirds of total IP traffic by 2020 [1] [2]. This development combined
with the increasing heterogeneity of the wireless environment provided by second, third
and fourth generation mobile networks as well as different flavors of 802.11 Wi-Fi
networks, all with partly overlapping coverage areas, means that achieving efficient use
of wireless access networks is no trivial task.
This environment presents wireless devices with a challenge of choosing the most
suitable network to use for connections as they all provide different characteristics
in terms of data throughput, delay, coverage, cost and power consumption [3] [4].
Solving this optimization problem was described already in 2003 as the always best
connected (ABC) concept [5]. Today, realizing the ABC concept is an increasingly
complex challenge. This is especially true if the concept is to be realized completely
autonomically.
Autonomic networking follows principles similar to autonomic computing outlined in
[6]. The main principles are self-management by self-configuration, self-optimization,
self-healing and self-protection, as well as the MAPE-K autonomic control loop
consisting of monitoring, analyzing, planning and execution phases linking to a
knowledge base. Basically, the goal is that networks and clients should manage the
connections themselves based on policies set by operators and users.
To add to this challenge, services used by today’s wireless clients can be so hungry
for resources that even if the best available network is chosen, it may not be enough to
satisfy the needs of the used service. This leads to the need to also adapt the services
in addition to choosing the best network in order to provide the service via available
networks. The most bandwidth demanding service is currently IP video, and according
to Cisco VNI [2], it will only keep growing its share, reaching 82 percent of all IP traffic
by 2020, which makes IP video traffic a prime candidate for adaptation.
This dissertation studies managing control information related to autonomic selection
of the access network and adapting services in a heterogeneous wireless network
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environment. This introductory chapter motivates the topic and introduces the research
field in addition to providing an overview of the contributions of the thesis.
1.1

Demand for managing control information in autonomic
networking

Providing Internet access to wireless clients will require highly optimized usage of
network resources in the future. As wireless networks continue diverging into multiple
access technologies with overlapping coverages and diverse sets of features, optimization
presents a complex problem. The problem is aggravated on one hand by the evolution of
very powerful mobile devices able to stream high resolution video content, and on the
other hand by the emergence of the Internet of Things (IoT) [7] and the multitude of
connected devices it brings about. Nevertheless, this diverse operating environment and
the rich set of wireless devices provides a basis for highly productive optimization of
resource usage.
Cognitive network management has been recently proposed as a solution to tackle
the complexity and to replace the current network management systems relying on
human expertise or simple self* mechanisms [8] [9] [10]. By automatically learning
from past experience, characteristics and usage patterns of connected devices can be
predicted to some extent, which enables autonomic optimization of the connections.
In contrast to current situation where separate management functionalities optimize
small parts of the network functionality and can work with a very limited set of decision
criteria, in order to function effectively, cognitive network management requires a
vast amount of information. This makes collaboration between networked devices
in the future crucial as the best sources of information are scattered throughout the
network from core devices to wireless clients. Thus, a key enabler for cognitive network
management is efficient dissemination of information, which calls for an architecture
designed to disseminate this diverse information from different perspectives in the
network.
The heterogeneous multi-access environment itself also presents challenges to
autonomic networking: Firstly, when there are multiple access networks available,
to which network(s) should the client be connected? The best choice depends on
multiple variables such as the demands of the services used by the client and the current
load of the available networks. This information is available in different parts of the
network and must be disseminated to the entity making the decision on the network
18

selection. Furthermore, mobility between different networks also incurs costs such
as connection breaks and intermittent delays, which should also be factored in when
selecting networks.
Secondly, sometimes the performance of the available networks is not able to satisfy
the needs of the services used by the client, e.g. when a client is streaming a high
definition video over the connection but none of the available networks provide high
enough bandwidth for the video stream. In such case, the service itself should be adapted
to continue providing the best available experience to the user. For example, in the case
of the video stream, it can be possible to switch to a standard definition video stream
or to use tighter encoding for the video to reduce the bandwidth requirements. This
would enable the user to continue streaming the video without constantly stopping to
buffer data for the stream. In autonomic networking, all these decisions should be made
automatically without any input from the user.
1.2

Objectives and scope of the thesis

The topic of managing control information in autonomic wireless networking is
investigated through three research questions (RQ). The present section introduces those
questions and outlines the scope of the thesis.
The first RQ to be answered in the thesis is RQ1: How to design and implement an
information management system to facilitate autonomic wireless networking? The main
goal of the thesis is to find enablers for autonomic wireless networking. In the heart
of this goal is an information management system that enables communication and
information gathering for all the other elements required to achieve the main goal. The
thesis presents the evolution of the system and its prototype implementations.
The second RQ to be answered in the thesis is RQ2: Can performance be improved in
autonomic wireless networking by using cognitive techniques in management algorithms?
As straightforward management algorithms were observed in the experiments to be
inadequate for autonomic wireless networking, cognitive techniques such as fuzzy logic
and reinforcement learning were introduced to the algorithms. These algorithms are
prototyped and tested in the thesis.
The third RQ to be answered in the thesis is RQ3: Can hierarchy and coordination
be used to minimize the effect of conflicting decisions on the management of autonomic
wireless networking? The earlier experiments, which are also presented in this thesis,
revealed that decisions by different entities in the system are sometimes conflicting
19

or can make the management system react to a situation with overlapping efforts.
To combat this behavior, a hierarchy between the decision-making algorithms and a
coordinating algorithm selecting the final actions are designed, implemented and studied
in the thesis.
1.3

Research process and contributions

This dissertation seeks solutions to efficiently manage control information in the context
of autonomic wireless networking. The presented research first focuses on establishing
the value of cross-layer information to mobility management in a heterogeneous network
environment, which lays the foundation for autonomic wireless networking. Next, a
complete framework for managing this cross-layer information is presented and cognitive
elements are added to the architecture to enable more intelligent decision-making. Then,
a hierarchy and coordinating elements are introduced to the architecture to counter the
observed effects of conflicting decisions. After this, the evolved architecture is presented
in detail. Finally, the prototype developed for dissemination of information is presented
in detail and validated with performance tests.
The research in the dissertation is mainly based on empirical methods. In each of
the included papers, a prototype implementation is developed and used to validate the
proposed solution. Possible shortcomings observed during the experimentation are used
to guide the development further. The methodology used in each paper is described in
more detail in Chapter 3. This work was carried out as part of national and international
research projects, which have provided the means and support required to perform the
work. Additionally, the projects also acted as a channel for collecting feedback and
ideas from other experts in the area for future work.
The dissertation specifically focuses on managing all control information related to
different aspects of autonomic networking. The work done by the research team in
the projects referred above has already spawned two previous dissertations focusing
on mobility management [11] and video streaming [12] in heterogeneous wireless
environment. The key contributions of the present dissertation over those already
published are the Distributed Decision Engine architecture and prototype, the concept of
widely using cognitive techniques in shaping the available information into decisions,
and the all-importance of coordination in the final decision-making process of autonomic
networking.
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This dissertation is based on seven peer-reviewed original papers, which are briefly
summarized below along with the contributions of the author to each paper.
Paper I introduces a framework and a prototype implementation for improving the
handover performance of a commercial Mobile IP solution with a variety of cross-layer
and cross-domain triggers. The developed concepts and the prototype are validated
with performance tests that corroborate the value of network-originated information in
improving handover decision-making. In the context of this thesis, the paper establishes
the value of cross-layer information to mobility management in a heterogeneous network
environment. The author of this dissertation was the main author of Paper I. The author
designed the system, implemented the prototype and conducted the experiments. The
co-author Tiia Ojanperä (née Sutinen) also had a significant role in the writing of the
paper, providing input to the design, the planning of the experiments and the analysis of
the results.
Paper II presents a distributed information service, the DCMF framework, which
enables an efficient way of exchange and use of cross-layer information in heterogeneous
multiaccess environments. The paper evaluates measurement results from a heterogeneous testbed environment with 3G/HSDPA, 802.11/WLAN and 802.16/WiMAX
access technologies, which is used to validate the implementation of the framework
in a real network environment. The results show that the there are concrete benefits
gained with the system: in terms of packet loss and one-way delay, the system can
achieve an order of magnitude increase in performance during congestion-induced
handovers. In the context of this thesis, the paper presents the first description of a
complete framework for managing cross-layer information. The author participated
in the design and specification of the framework and was in charge of building the
testbed. The author also had a key role in the planning and performing the tests and in
the evaluation and analysis of the achieved results. Additionally, the author provided
significant input to the main author Jukka Mäkelä in writing the paper.
Paper III employs the DCMF framework presented in Paper II to a different use
case, in which it was used to assist legacy IPv4 applications in a modern heterogeneous
multi-access IPv6 network. The paper uses a tunneling based IPv4-IPv6 transition
approach utilizing DCMF. Based on the measurements presented in the paper, the
approach is able to provide connectivity and mobility support for legacy applications as
well as scale with the improvements in the mobility support that DCMF enables. In
the context of this thesis, the paper goes further to showcase the benefits of efficiently
distributed cross-layer information with a new use case. The author of this dissertation
21

was the main author of Paper III, with input from the co-authors Teemu Rautio and
Jukka Mäkelä. The author was also mainly responsible for the design of the system and
building the prototype. In addition, the author supervised the planning and performing
of the tests and the evaluation and analysis of the results.
Paper IV presents a network management architecture with cognitive decisionmaking for coordinated handovers and video bitstream adaptation. The paper also
presents results from an experimental evaluation with a prototype implementation of the
system. The results attest that the approach can be beneficially used for optimizing
video stream delivery in multi-access networks, but they also reveal opportunities for
improvement in the decision logic. In the context of this thesis, the paper adds cognitive
elements to the architecture in order to enable more intelligent decision-making. The
author of this dissertation participated in the design and implementation of the messaging
and mobility management platform used by the prototype. Additionally, the author
participated in the planning, execution and analysis of the experiments and in the writing
of the paper with input to the leading author Tiia Ojanperä.
Paper V presents a hierarchical architecture for the management of mobile video
services in heterogeneous multi-access networks using a cognitive network management approach. The paper also describes a testbed with implementations of the key
components of the architecture, such as context information collection and signaling,
preliminary decision algorithms, mobility management, and adaptive video streaming.
Additionally, Paper V recounts results obtained from the first experiments conducted
in the testbed to verify the feasibility of the approach. In the context of this thesis,
the paper introduces a hierarchy and coordinating elements to the architecture. The
author of this dissertation participated in the design of the system and had a significant
role in the implementation of the prototype. The author also took part in the planning,
execution and analysis of the experiments and in the writing of the paper with input to
the leading author Tiia Ojanperä.
Paper VI continues the work started in Paper V. It proposes a cognitive network
management solution for optimizing video streaming performance in heterogeneous
multi-access networks and presents a cognitive network management framework
for optimizing video stream bitrate adaptation and routing based on novel decision
algorithms. The paper also describes prototype implementations of the framework and
algorithms as well as their integration into a multi-access testbed. Additionally, the paper
presents the results from an experimental evaluation of the client-side management
components assisted by network-side knowledge, which attest the feasibility of the
22

solution and highlight the benefits of cognitive decision techniques over non-learning
or non-adaptive ones. In the context of this thesis, the paper presents the evolved
architecture in detail. The author of this dissertation participated in the design of the
system and in the implementation of the prototype. The author also had a key role in the
planning, execution and analysis of the experiments and contributed to the writing of the
paper with input to the leading author Tiia Ojanperä.
Paper VII provides an in-depth analysis of the Distributed Decision Engine, which
is an architecture designed to disseminate information and manage multiple optimization
functions in a controlled and coordinated manner in a cognitive network management
system. The paper also presents performance measurements for the Event Cache, which
is the key component of the DDE architecture, and concludes that both the Event Cache
and the DDE architecture scale well considering the intended deployment architecture.
Additionally, Paper VII describes two use cases for DDE that validate the ability of
DDE to provide an easily deployable common interface for distributing events between
different entities in realistic real-time environments. The author of this dissertation
was the main author of Paper VII, with input from the co-authors Teemu Rautio, Tiia
Ojanperä and Jukka Mäkelä. The author also both designed the system and built the
prototype in cooperation with co-author Teemu Rautio. Additionally, the author planned
and conducted the tests and evaluated the results with input from the co-authors.
Although the publications span over several years, the results are relevant to current
network management problems. Cognitive network management using cross-layer
information can be used to enhance next generation network architecture and network
management solutions. Additionally, the testbeds presented in this thesis can be adapted
to utilize the most current radio technologies, and can be used to test the presented
solutions in any relevant modern scenario, such as self-driving vehicles or IoT.
1.4

Structure of the thesis

The remainder of this thesis is organized as follows: Chapter 2 presents the theoretical background with an overview of related work for the key concepts used in this
dissertation, which include wireless network environment, cross-layer information and
autonomic networking. Chapter 3 provides answers to the research questions of this
dissertation by summarizing the work and key results of the original papers. Finally,
Chapter 4 concludes the thesis and suggests future research topics.
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2

Background

This chapter presents the background for the dissertation and forms the theoretical
foundation for the work presented in Chapter 3. The sections in the chapter are arranged
so as to build upon each other in the same way as the research presented this thesis has
been developed beginning from using cross-layer information in mobility management
and resulting in a fully-fledged information management system for an autonomic
wireless network utilizing hierarchy and coordination with cognitive decision-making.
The chapter begins by describing the modern wireless network environment in
Section 2.1 also outlining the challenges and possibilities which an autonomic network
management system faces in such an environment. Section 2.2 introduces the concept
of cross-layer information and discusses its collection, distribution, and use. Finally,
Section 2.3 completes the background presentation by establishing the concept of
autonomic networking and discussing its two actions most relevant to this thesis, namely
access network selection and service adaptation. Section 2.4 summarizes the concepts
discussed in this chapter.
2.1

Wireless network environment

Internet access is increasingly characterized by wireless access and heterogeneity of
technologies as different types of networks are deployed to provide sufficient coverage
and bandwidth for various locations and uses [1] [2]. Furthermore, since ubiquitous
access to the Internet cannot always be achieved through a single network or technology,
dynamic use of networks will prevail in aiming for optimal connectivity. Thus, both
network operators and network users are facing new network management challenges,
which require novel solutions for automated handling of access selection.
2.1.1

Heterogeneous technologies

The modern wireless network environment, illustrated in Figure 1, provides a mobile
device with multiple connection points to the Internet. The device may be within the
range of multiple networks simultaneously, and while the device moves, networks
may go out of the range and new ones may come within the range. Networks can use
different technologies such as 2G (i.e. 3GPP GSM/GPRS/EDGE) [13], 3G (i.e. 3GPP
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Fig. 1. A modern wireless network environment provides multiple connection points.

WCDMA/HSPA/HSPA+) [14], 4G (i.e. 3GPP LTE/LTE-Advanced) [15] and WLAN
(IEEE 802.11 a/b/g/n/ac) [16] [17] and be accessible even simultaneously. Figure 1 also
illustrates the choice of connections available to a mobile device when traversing through
such an environment. The device starts its journey in an area covered by 2G and 3G
networks and makes its way to an area covered only by a 2G network, also encountering
4G and WLAN networks along the way. The networks available at different points
of the route are listed at the bottom of the figure. In this kind of an environment, the
mobile device has to choose which networks it should use at which point. This presents
challenges to the mobile device. The two major challenges posed by the environment
are how to stay always best connected and how to transfer ongoing connections between
networks.
Providing sufficient Quality of Experience (QoE) cost-efficiently to wireless clients
will require highly optimized usage of network resources in the future. As wireless
networks are diverging into multiple access technologies that overlap in coverage and
provide a diverse set of features, optimizing this system presents a complex problem. [18]
The problem is further aggravated both by the evolution of powerful handsets enabling
the full use of Internet services and by the emergence of the Internet of Things (IoT) with
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its multitude of connected devices. In this environment, being always best connected
means, in addition to being always connected to the Internet, that the device also uses
the most suitable connection from the available alternatives [5] [19]. The most suitable
connection can be determined based on different criteria, such as power requirements,
bandwidth, delay or price, depending on the device, used service and situation.
However, these circumstances also introduce new possibilities for network management. The diverse operation environment and the rich set of wireless devices potentially
enables highly productive optimization of resource usage. The multi-network environment also has advantages such as the possibility of simultaneous multi-access, which
refers to the ability to use more than one network interface in communications towards a
peer simultaneously [20] [21], and multi-homing, which is the possibility to use other
networks as a fail safe if the currently used network fails for some reason [22] [23].
2.1.2

Mobility management

Now that mobile communications has become an integral part of our life, users expect
to be continuously connected. Both wide and local area wireless network solutions,
such as LTE or 802.11ac, have a degree of internal mobility support allowing a mobile
node to roam within such network. As the communication is wireless, users are able
to move within the service area of the base station or access point to which they are
connected. Common technologies also support mobility between base stations or
access points belonging to the same network. Modern devices, however, have multiple
network interfaces capable of connecting to different types of networks and thus are also
faced with mobility between networks and access technologies, which is not inherently
supported by the networks.
Mobility management has attracted a fair amount of research effort since multiaccess environments and mobile devices with multiple network interfaces started to
become more common [24]. Appropriate mobility management support enables devices
having more than one network interface to utilize available access networks in a dynamic
manner by switching ongoing communication sessions between networks. This allows
devices to optimize the use of access networks in terms of the user’s or applications’
communication needs or factors like network utilization [25].
Moving network hosts have provided a new challenge for the TCP/IP protocol stack,
which was originally designed for hosts that are stationary both geographically and
from the network’s point of view [26] [27]. IP mobility, the ability to move between
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different points of connection in IP networks while sustaining ongoing connections, is
needed to address a challenge that originates from the inherent duality of the IP address
itself. An IP address has a dual functionality of simultaneously containing both routing
information and identity information of the host to which it belongs. Essentially, an IP
address serves first as a locator on the link layer and the network layer, and then as
an identity of the peer both on the transport layer and on the application layer. It is
this duality which complicates mobility as the IP address cannot be changed without
changing the identity which would sever all ongoing connections. On the other hand, if
the host moves to another IP subnet, that is, to a network with a different prefix, the IP
address of the host must be changed because otherwise packets destined to the host are
routed to the wrong network. Thus, a separate solution is needed for migrating from one
IP subnet to another while sustaining the ongoing connections.
IP mobility can be categorized as micro- and macromobility [28]. Micromobility
means mobility within an administrative domain, e.g. the ability to move between
different WLAN access points belonging to the same administrative domain but different
subnets without breaking the ongoing connections. Macromobility, on the other
hand, means the ability to also move between different administrative domains while
maintaining the ongoing connections, e.g. staying connected while roaming to an LTE
network when leaving the range of a company-provided WLAN network. Macromobility
solutions can also handle micromobility, but micromobility solutions can substantially
reduce unnecessary signaling and communication overhead as well as delays and packet
loss related to a handover [29] because with micromobility the related signaling is more
local.
Figure 2 groups some mobility solutions based on the type of mobility they offer and
the layer of the TCP/IP stack on which they operate. 3G [14], 4G [15] and WLAN [30]
networks provide micromobility inside one technology and a subnet through link
layer mechanisms, which enables the mobile host to roam between access points in
each network technology. Handoff-Aware Wireless Access Internet Infrastructure
(HAWAII) [31], Intra Domain Mobility Protocol (IDMP) [32] and Cellular IP (CIP) [33]
are micromobility protocols that operate on the network layer and can provide mobility
inside an administrative domain.
Mobile IP (MIP) [34] [35] [36] is a macromobility solution that operates on the
network layer. There are multiple MIP derivatives that in addition to macromobility
provide benefits of micromobility such as reduced signaling, overhead, delay and packet
loss when roaming inside an administrative domain [37]. These solutions include
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Fig. 2. Mobility solutions taxonomy.

Mobile IP Fast Handovers (FMIP) [38], Seamless MIP (S-MIP) [39] and MIP Regional
Registration (MIP-RR) [40]. Another solution based on MIP, Proxy Mobile IPv6
(PMIP) [41], provides network-based micromobility and only requires support from the
client’s protocol stack for macromobility. Host Identity Protocol (HIP) [42] provides a
different approach to macromobility on the network layer. Conceptually it adds a new
layer to the TCP/IP stack above the network layer, which effectively takes the role of
identity away from the network layer and thus enables macromobility.
TCP Migrate [43] operates on the transport layer in the TCP/IP stack, although in
a full OSI model, most of its functionality would be handled on the session layer. It
uses extensions for the TCP protocol to achieve end-to-end macromobility, s limitation
being that both of the communicating hosts must support TCP Migrate. Another
protocol extending TCP and providing end-to-end macromobility is Multipath TCP
(MPTCP) [44]. It also provides the ability to simultaneously use multiple paths
between communicating peers. Session Initiation Protocol (SIP) [45] is a protocol
on the application layer providing end-to-end mobility between two hosts supporting
SIP, as described in [46]. There are also multiple mobility solutions based on SIP,
such as Scalable Application-layer Mobility Protocol (SAMP) [47] and Universal
Per-Application Mobility management using Tunnels (UPMT) [48].
The experiments in this dissertation use MIP in both IPv4 [35] and IPv6 [36] flavors
for mobility management, but the principles presented are technology indifferent and
could be applied using any of the mobility solutions presented above.
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2.2

Cross-layer information

Figure 3 depicts the Open Systems Interconnection (OSI) and TCP/IP network models
and how they map onto each other [49]. The OSI model is a layered reference model
for the communication of computing systems and the TCP/IP model, used by the
Internet, is essentially a simplified version of the former combining the three top layers
and two bottom layers of the OSI model as single layers. The layered architecture of
the models is designed to hide the details of the underlying internal structure of the
layers, thus helping the interoperability of diverse communication systems with standard
protocols. The term cross-layer refers to communication across these layers bypassing
the interfaces between layers and revealing some of the internal details of one layer to
another.

OSI Model

TCP/IP Model

Application
Presentation
Session

Application

Transport

Transport

Network

Internet

Data Link

Network Access

Physical
Fig. 3. The TCP/IP model used by the Internet is a simplified version of the OSI model.

Handover decision-making of mobility protocols such as MIP is based on very
limited criteria. For example, MIP only relies on router advertisements in detecting that
it has roamed to the coverage area of a new network, which causes an MIP mobile node
to immediately handover to the new network without considering whether it provides a
better service. Although commercial implementations of MIP also include additional
criteria for handover decision-making, the criteria still fail to reflect the constantly
varying actual conditions in a wireless network if the network does not provide any QoS
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guarantees [50]. This has led to the design of mobility support mechanisms evolving
towards cross-layer communications [51], as cross-layer designs can better estimate
the existing transmission conditions in wireless networks. Thus, the effective use of
cross-layer information is one of the key elements in autonomic wireless networking.
2.2.1

Collecting and distributing information

Autonomic network management in wireless networking requires broad collaboration
between the different devices in the network as the best sources of information are
scattered around the network and range from core devices to wireless end nodes. A
key enabler for autonomic networking is to solve the issue of simple and efficient
information dissemination to pass on various aspects of network conditions from
different perspectives.
Earlier cross-layer proposals such as [52], [53], [54] and [55] present ideas for
cross-layer enhancements on individual protocol layers. More recently, the research
community has moved to a more all-embracing approach of cognitive network management [8] [9] [10]. There have been experimental frameworks designed for cross-layer
signaling, such as the triggering framework [56] and the cognitive resource manager [57],
which enable the collection and distribution of extensive cross-layer information within
a terminal device as well as between distinct network nodes. Furthermore, the IEEE
has specified the IEEE 802.21 Media Independent Handover (MIH) standard [58] [59],
which enables the collection and distribution of cross-layer information both from the
user device and from different network nodes [60] [61].
The publish-subscribe type of messaging also used in DDE is a well established
design pattern. Its main advantages are loose coupling of information producers and
consumers, and scalability. The loose coupling is also the main source of problems in
such systems, as the system itself does not guarantee message delivery, and possible
acknowledgements of received messages must be handled by other means. Most wellknown standardized publish-subscribe systems include, for example, Data Distribution
Service (DDS) by Object Management Group [62] and WebSub by W3C [63].
The Complex Event Processing (CEP) paradigm [64] [65] [66] is a concept which
caters for building highly scalable and dynamic messaging systems. It removes the
coupling between providers and receivers of information, which is beneficial as this
coupling would hinder the modularity of the system. It also enables the detection of
relationships between events and supports aggregation and composition of new complex
31

events. CEP-like systems will have an important role in analyzing and controlling the
complex series of interrelated events in the modern distributed information systems as
the information gathered and distributed by cross-layer signaling solutions increases.
2.2.2

Decision making and actors

Effective use of cross-layer information is also key in autonomic wireless networking.
Similarly to collection and distribution of information, earlier cross-layer solutions also
employed simple decision and actor mechanics; for example, a decrease in received
signal strength below a pre-set threshold would trigger a handover in the client if another
network was available [52] [53] [51].
There are many algorithmic ways to add more intelligence into wireless network
management. Recently, various cognitive technologies, including Self-Organizing Map
(SOM) [67] [68], Bayesian networks [69] [70], and fuzzy logic [71] [72] [73], have been
successfully employed for the purpose of decision-making. SOM is a type of artificial
neural network trained using unsupervised learning to produce a low-dimensional
discretized semantic map where similar samples are mapped close together and dissimilar
ones apart. By dividing the map in semantically meaningful regions, it can be used to
classify input variables. Bayesian network refers to a probabilistic graphical model
representing a set of random variables and their conditional dependencies, and it can be
used, for example, to represent the probabilistic relationships between individual system
variables and the state of the system. In essence, the network can be used to compute the
probabilities for different states of a system by giving it measured variables from the
system. Fuzzy logic allows truth values of variables to be any real number between 0
and 1, unlike Boolean logic, in which the truth values may only be 0 or 1. This makes
fuzzy logic very useful in real world situations where things do not conform to Boolean
logic.
The algorithms use these cognitive technologies for learning and adapting to the
dynamic environment provided by heterogeneous wireless networks. Typically, this
decision-making is controlled with policies that provide operators and users a degree of
control. Naturally, decisions of the algorithms must be enforced with some mechanism.
Actors carrying out the decisions can range, for example, from mobility management
solutions [74] and adaptive services [75] to utilities controlling the hardware [76] both
in the network and in wireless clients.
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2.3

Autonomic networking

Cognitive mechanisms in network management have evolved from cognitive radios [77]
and self-organizing network (SON) functions [78] towards autonomous management
covering the whole mobile network and also including cross-layer and end-to-end
aspects [9] [79]. Most autonomic networking approaches are based on the principles of
autonomic computing [6] [80] [81]. Autonomic networks comprise features such as
self-awareness, self-configuration, self-healing, self-optimization, and self-protection,
and are usually based on the MAPE-K autonomic control loop. The MAPE-K control
loop, illustrated in Figure 4, consists of monitoring, analyzing, planning and execution
phases linked to a knowledge base [82]. As these features are realized with cognitive
algorithms, these networks can also be called cognitive networks, as described in [83],
“A cognitive network is a network with a cognitive process that can perceive current
network conditions, and then plan, decide, and act on those conditions. The network can
learn from these adaptations and use them to make future decisions, all while taking into
account end-to-end goals.”
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Fig. 4. The MAPE-K control loop consists of four phases linked to a knowledge base.
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The work in this dissertation can be categorized as being part of autonomic or
cognitive network management, which can be roughly divided into evolutionary and
revolutionary approaches. As an example of the revolutionary approaches, the most
ambitious proposals have aimed for a completely redesigned network architecture such
as the clean slate 4D architecture proposed in [84] or the 4WARD architecture proposed
by in [85]. Many of the more recent proposals, such as the GARSON architecture [86],
the Unified Management Framework [87], and the SEMAFOUR vision [88], have taken
a more evolutionary path with a more virtual approach. This makes the architecture
easier to build on top of the existing infrastructure and thus much easier to implement in
reality. The approach chosen in this dissertation also follows the evolutionary path.
2.3.1

Access network selection

Access selection related to mobility management and traffic routing has been extensively
studied by the research community over the years, starting already in the last millennium [89]. This research has evolved along with the advancement of user equipment and
network technologies. Device capabilities play a crucial role in access selection. With
devices supporting one network technology, the focus is on selecting the access point
of that technology which can best serve the device at a given time [90]. With devices
incorporating more access technologies, a choice between the available technologies
also becomes relevant [91]. And finally, with devices able to use multiple access
technologies simultaneously, there is the possibility to route device traffic through
different interfaces [92].
There have been also some standartization activities related to access selection. For
example, 3GPP has specified the Access Network Discovery and Selection Function
(ANDSF) standard [93], which aims to assist the user equipment to discover and use
non-3GPP access networks, e.g. Wi-Fi, for data traffic by providing information about
available alternative networks and enforcing policies for selecting and using those
networks. The standard defines three groups of information that can be provided to
the user equipment: Inter-system mobility policy (ISMP), Inter-system routing policy
(ISRP) and Discovery information. ISMP specifies to which network type should
the user equipment connect when only one network can be used and ISRP specifies
which type of traffic should be routed through which network when multiple networks
can be used simultaneously. Finally, the Discovery information block provides a list
of non-3GPP networks that might be available for traffic in the vicinity of the user
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equipment. In the standardization work towards the upcoming 5G networks, 3GPP has
already released a technical specification [94], which outlines service requirements for
the 5G system. Based on the document, the goal in 5G is to support both 3GPP and
non-3GPP access technologies and to use them on the basis of UE capabilities and
needs.
2.3.2

Service adaptation

When the available network resources are not enough to provide a given service no
matter how efficiently they are used, it makes sense to adapt the service to provide the
best possible user experience with the given resources [95]. A very common case of
such adaptation is a video streaming service which when streaming a high quality high
definition video can easily require a higher bitrate than even modern wireless networks
can offer. In such a case, it is more beneficial for the user experience to stream a lower
quality version of the content continuously than to stream the highest quality version
and periodically stop the video to fill the buffer of the video client using the limited
bitrate connection [96].
In adaptive video streaming, HTTP-based solutions have risen to dominate in the
past few years. Even though there is no single standard available, various solutions
enabling bitrate adaptation have been introduced, including Apple HTTP Live Streaming
(HLS) 1 and MPEG’s Dynamic Adaptive Streaming over HTTP (DASH) [97]. The basic
idea behind both solutions is using a segmented .TS video file with a manifest file telling
the client which segments are available for download. A normal HTTP server can be
used as the server, which simplifies the implementation and gives the client control
over the adaptation with no modifications required at the server side. There is also
an extension in the H.264/AVC standard enabling video stream adaptation [98]. The
simplest adaptation trigger commonly used with all the methods is the playout buffer
length at the client, but more advanced management can be beneficial especially in
wireless multi-access networks and varying conditions.

1 Pantos

R & May W (2016) HTTP Live Streaming. Internet-Draft draft-pantos-http-live-streaming-19,
Internet Engineering Task Force. URI: https://tools.ietf.org/html/draft-pantos-http-live-streaming-19. Work in
progress.

35

2.4

Summary

This chapter described the background for the dissertation and formed the theoretical
foundation for the work presented in the next chapter. The first section described the
target environment of the work in this dissertation. The second section introduced the
concept of cross-layer information and its role in network management. Finally, the
third section presented the concept of autonomic networking and highlighted the parts
that are most relevant to this dissertation.
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3

Summary of the original papers

This chapter describes the original publications in detail and addresses the research
questions presented in Section 1.2. Section 3.1 discusses issues concerning information
collection and distribution which relate to RQ1. The section presents the most relevant
results from Papers I–III and VII. Section 3.2 highlights results relevant to RQ2 and RQ3
from Papers IV–VI and discusses issues concerning decision making and coordination.
3.1

Collecting and distributing information

This section discusses issues concerning information collection and distribution. First,
Papers I–III highlight the benefits of collecting and distributing cross-layer information
and lay the foundation for designing a suitable solution for the management of crosslayer information. Then, Paper VII presents a novel framework designed for this purpose
and validates a prototype of the framework with laboratory measurements. Together the
original research papers summarized this section provide the answer to the first research
question (RQ1) of this dissertation.
3.1.1

Value of cross-layer and cross-domain information

Paper I focuses on studying how cross-layer information can aid in mobility management.
It presents a framework and a prototype implementation of a mobility solution that uses
cross-layer information to achieve better handover decisions. The framework collects
information also from the network in addition to the mobile node’s local protocol stack.
The solution aims to improve the handover performance of mobility solutions, and the
results obtained from testing the prototype implementation show improved performance
over a state-of-the-art mobility solution.
This improvement is made possible by the fact that mobility solutions make use
of only a small subset of mobility-related information available in the mobile node’s
local protocol stack and lack mechanisms to access information residing in the network
altogether. To address this, Paper I proposes a framework for cross-layer and crossdomain information delivery, presented in Figure 5. The framework allows mobility
protocols to seamlessly access information located in the mobile node’s local stack or
some remote node.
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The idea of the architecture is to allow collective gathering and delivery of crosslayer and cross-domain information in a unified format. The collected information is
represented as events and the entities generating the events are called event sources. In
this architecture, the information is collected by a module called Triggering Engine
(TRG), which delivers the events to their consumers. In the architecture, a same entity
can act both as an event source and as an event consumer.
In the prototype presented in Paper I, a Mobile IP client [99] is integrated as both an
event source and an event consumer to the TRG. This enables the MIP client to access a
vast amount of information originating from a number of sources. As shown in Figure 5,
the MIP client on the mobile node has access to events from the different layers of the
local network protocol stack and from a Network Information Server (NIS) located
in the network through the framework. The TRG running on the NIS receives events
from a WLAN probe. The WLAN probe, in turn, collects information from WLAN
access points (AP) belonging to the access networks by querying the APs using the
Simple Network Management Protocol (SNMP) [100] and produces events based on the
collected information. Locally, on the mobile node, event sources provide link and
routing information by generating events in case of changes in the access link status and
routing table.
To validate the approach, performance evaluations of the prototype implementation
were conducted. The used test setup is illustrated in Figure 6. The setup includes a
streaming client using a video service. This client is connected to the Internet through
a mobile router which has access to two WLAN APs. There are also servers in the
network for the framework and video streaming. A traffic generator and a traffic sink are
also included to introduce competing traffic to one of the access points.
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Figure 7 illustrates the throughput of a video stream on the testbed with and without
using help from the framework. As can be seen in the figure, when 60 s bursts of high
volume competing traffic are introduced to the network at time points 60 s and 120 s,
this lowers the video throughput considerably in the case of the mobile router (MR)
unassisted by the framework, which leads to a degraded video quality. When the MR is
assisted by the proposed framework, there is a short peak of lowered throughput after
which it returns to the normal level. This is because the MR receives a congestion event
from the NIS as soon as the amount of traffic in the used AP reaches a level which leads
to dropping packets. This event causes the assisted MIP client on the MR to handover to
the other available AP in testbed.
The difference in performance between the assisted MR and the unassisted MR can
be explained with the use of cross-layer information provided by the framework. It is
the information from the NIS that makes the assisted MR handover to the non-congested
AP. The unassisted MR does not make a handover since it only relies on the RSSI and
the periodical reregistration to the home agent in its decision-making. During the test,
both of the available APs have a similar RSSI, and the MIP client on the MR is able to
communicate with its home agent even through the congested AP.
Paper I also states that the architecture provides mobility protocols with means
to inform other entities of their status, which would allow applications and transport
protocols to adapt their behavior based on mobility-related information provided by a
mobility management solution to optimize their operation. Additionally, applications
and transport protocol implementations could potentially provide useful information
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to the MIP client. These concepts are studied more in depth in Papers IV–VI and in
Section 3.2.
Paper II presents and evaluates a distributed information service to enhance media
delivery over multi-access networks. The proposed information service is built upon
a new Distributed Control and Management Framework (DCMF) concept, which
includes the mobility management triggering functionality (TRG) already used in
Paper I. A vastly extended testbed, which includes 3G/HSPA, WLAN and WiMAX [101]
network accesses, is used to evaluate the proposed architecture and present results that
demonstrate the value of cross-layer and cross-domain information in enhancing video
delivery and minimizing service disruption in the involved scenario.
Paper II focuses on evaluating and validating the proposed framework implementation on the testbed. It also presents for the first time all the main components
mandatory for collecting and evaluating the information and enabling a distributed way
of disseminating the information within a system.
Figure 8 illustrates the DCMF concept. The figure also shows examples of functionalities typically located at mobile nodes and network nodes. The framework is designed
to support distributed information exchange between operators, enable advanced access
control, and allow for different optimization techniques. At the core of DCMF is the
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TRG functionality, providing an information exchange architecture for all the entities
connected to the framework.
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Fig. 9. The main components of the DCMF architecture are TRG, NES, MES and probes.

The main components of the DCMF framework are the TRG, Network Expert
System (NES), Mobile Expert System (MES), and network resource probes. The
architectural view of these components is shown in Figure 9.
In the DCMF, the TRG provides an information dissemination mechanism between
network and mobile devices through a wireless access network. The TRG also provides
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event management functions, including storing and filtering of the events prior to their
delivery. The TRG requires the event sources to register and the event consumers to
subscribe to it before they can use its services. This allows controlling the entities
connected to the framework. The architecture also allows cascading TRGs, that is, TRGs
that can act as a source or a consumer to another TRG. The information dissemination
of the framework can capitalize on the TRG cascade functionality. In effect, one TRG
network entity collects information from the network and acts as an information source
to another TRG entity located in the mobile node.
In addition to TRG, the network-side components in the DCMF are the Network
Expert System and network resource probe(s). Network resource probes collect available
information from the network side by querying WLAN access points using the Simple
Network Management Protocol (SNMP). This information is further processed by
the NES, which is a Self-organized Map (SOM) based decision-making component.
The NES is capable of analyzing the level of congestion in each access point. The
processed information is then collected by the network-side TRG, which forwards
relevant information to the TRG on the mobile node. Figure 10 shows the messages in a
simple example case where congestion information is gathered from a WLAN access
point to the mobile terminal.
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Mobile IP

MES

Device side TRG

Network side
Network side TRG

NES

WLAN Probe

WLAN access point

1: SNMP request
2: SNMP reply
3: Traffic load
4: Congestion information
5: Congestion trigger
6: Congestion trigger
7: Handover request

Only the necessary
information is
delivered over the
wireless network

Fig. 10. Communication example in DCMF. © 2010 Springer [II]

This approach makes it possible to minimize the traffic across the wireless link since
only necessary information is transferred to the mobile node (message 5 in Fig. 10).
The information can be further analyzed by the Mobile Expert System based on the
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conditions on the mobile node. The main idea for this approach is that each node and
network knows best its own conditions, characteristics and resources.
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Fig. 11. Testbed used for evaluating and validating the DCMF concept.

Figure 11 illustrates the testbed used for evaluating and validating the DCMF
concept. The testbed includes a 3G/UMTS cell, two WLAN access points and one
WiMAX cell. The configuration consists of three network servers, four access networks
to which the mobile router is connected, and a client connected to the mobile router.
For mobility management, the MR uses Mobile IP enhanced with the DCMF and acts
as a router for the mobile network. The DCMF provides the events locally on every
network interface addition or removal, interface IP connectivity change or routing table
change. The DCMF also provides remote events on WLAN access point operational or
congestion status changes and radio interface quality changes. The decision logic added
to the MIP client uses the events to evaluate available networks and steer the mobile
router to choose the best possible network.
In the test scenario, the MR is providing access to a mobile client. At the beginning
of the scenario, the MR is connected to a WIMAX network. In the next step, the MR
switches its connection to WLAN1 to save energy. While connected to WLAN1, the
MR moves away from the WLAN1 access point, and as the WLAN1 signal weakens
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below a threshold, the MR makes a handover to WLAN2. While in WLAN2, the MR
moves out of coverage of both WIMAX and WLAN1, and when WLAN2 suddenly
becomes congested, the MR makes a handover to the 3G network. During the scenario,
the client connected to the MR continuously streams a video from an Internet service.

Fig. 12. One-way packet delay and handovers obtained from the testbed evaluation.
© 2010 Springer [II]

Figure 12 illustrates three aspects of the measurements obtained from the testbed:
first, the delay experienced by the video stream in our testbed with assistance from
DCMF; second, the network which is actively used for streaming the video to the client;
and third, the point at which a handover occurs. The MR is initially connected to the
WiMAX network (A). The WiMAX network is then disconnected and the MR makes a
handover to the WLAN1 network (B). When the WLAN1 network is congested (by
injecting UDP traffic with a high bit rate to another node in WLAN1), the MR makes a
handover to WLAN2 (C). Finally, the WLAN2 network’s transmission power is lowered
gradually until the MR makes a handover to the 3G network (D).
The MR by itself can only assess the quality of a WLAN connection mainly based
on received signal strength. The DCMF can provide additional information from the
network to the MR via a TRG. The handover (C) in Figure 12 occurs as a result of such
information. At that point in the scenario, WLAN1 becomes heavily congested with
additional traffic from another client in the network. The WLAN probe in the network
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information server (NIS) notices this and sends an event to the TRG in the NIS, which
forwards the event to the TRG in the MR, which in turn delivers it to the MIP client.
This makes the MIP client to switch to the WLAN2 AP.
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Fig. 13. Congestion in WLAN1 with DCMF assistance results in minimal packet loss.
© 2010 Springer [II]

Handover (C) in Figure 12 illustrates the advantage that cross-layer and cross-domain
information provides. The packet delay in this situation is graphed in more detail in
Figure 13 and, as a reference, also without assistance from DCMF in the same situation
in Figure 14. In Figure 13, with the help of DCMF, the packet delay remains constant
and only 90 packets are lost while the MR makes a handover to WLAN2. This packet
loss is caused by the delay between the start of the congestion and the initiation of the
handover. Visually this means that the viewer of the streamed video experiences a small
glitch just before the handover is made. Figure 14 shows a loss of 1,703 packets and no
handover is made by the MR during this time. Eventually, after 6,238 lost packets, the
MR makes a handover, which is caused by the MR not being able to communicate with
its HA because of the congestion. Visually this corresponds to 50 s of the video being
unintelligible, during which time only occasional broken frames of the video can be
displayed to the viewer of the video.
Table 1 presents a classification of the packets in Figures 13 and 14 based on the
delay and also the number of packets lost. The classification shows that a DCMF
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Table 1. Classification of packets in Figures 13 and 14.
Delay <0,004

0,004 <Delay <0,01

Delay >0,01

Packets lost

DCMF

3,369 (84.2%)

518 (12.9%)

24 (0.6%)

90 (2.2%)

No DCMF

1,303 (32.6%)

690 (17.2%)

305 (7.6%)

1,703 (42.6%)

enhanced system offers better QoS in terms of packet loss, the packet loss being 2.2%
with DCMF compared to 42.6% without DCMF. In addition during the congestion, the
packets delivered without DCMF have significantly longer delay, which can be seen in
the number of packets with delay over 0,01 s.
The measurements without assistance from DCMF were made using the default
settings of the MIP client. In this case, the most relevant setting was the interval at which
the MR renews its binding with the Mobile IP Home Agent (HA). The default of this
setting on the used MIP client is 60 s. This means that the MR’s network connection will
be down 30 s on average in case of a total connection loss or a severe network congestion
as in the example. This problem can be diminished by lowering the binding renewal
interval, but that can also put unnecessary strain on the network as the communication
between the MR and the HA increases. Still, with less severe congestion, it is possible
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Fig. 14. Congestion in WLAN1 without DCMF assistance increases delay and packet loss.
© 2010 Springer [II]
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for the MR to experience lowered QoS and packet losses indefinitely long periods of
time as long as the MIP client is able to renew its binding with HA.
The test case evaluations in Paper II, as seen in the figures, show that there are
clear benefits in using cross-layer and cross-domain information to assist mobility
management protocols.
Paper III utilizes the DCMF concept described in Paper II in a different scenario.
The aim in the scenario is to provide legacy IPv4 applications network access through
an IPv6 access network. The solution uses an IPv4-in-IPv6 tunnel to enable this,
while simultaneously allowing the legacy applications to benefit from the mobility
management provided by the IPv6 MIP client connected to the DCMF.
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Fig. 15. Testbed for legacy IPv4 applications. © 2011 IEEE [III]

The testbed used to validate the approach is depicted in Figure 15. It comprises three
different IPv6 subnets with dual stack hosts: two access networks (access network 1
and 2) and a third subnet acting as the core network. A router connects all the three
networks, and they have their own IPv6 address spaces. Both access networks contain
one WLAN AP. Two mobile nodes, one running a DMCF enabled MIP client and one
running a normal MIP client, have both two WLAN adapters, one connected to AP 1 in
access network 1 and the other connected to AP 2 in access network 2.
In addition to the mobile nodes, access network 1 includes a wireless node that
operates as a traffic sink for the interfering traffic. All DCMF entities, for example, the
NES, resource probes and a TRG entity, are located in the core network, as is also the
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MIP Home Agent. An application server in the core network runs the services used by
the clients.
Tracker in BitTorrent based content distribution systems is a software entity that
maintains a list of peers participating in the distribution of particular content. The last
part of the core network isa three-peer BitTorrent swarm, whose peers are counted by
the tracker entity.
The MIP builds an IPv6-in-IPv6 tunnel between the mobile node and the corresponding HA. This tunnel is represented in Figure 15 by a thicker light blue pipe.
Another IPv4-in-IPv6 tunnel is setup from the mobile node to the router laptop through
the previous tunnel. This way, the IPv4 based application traffic has a path from
the server/swarm to the mobile node and vice versa, which allows the IPv4 legacy
applications to cope with the demands of the modern IPv6 based heterogeneous wireless
environment.
The system in the setup operates as follows. The mobile node downloads content
with a BitTorrent client through AP 1. After a while, the Sink, connected to the same
AP, initiates heavily interfering traffic. The probe which monitors both access points
frequently delivers information about the current status of the APs to the NES. Based
on this information, the NES recognizes a congestion in AP 1. The NES informs the
interested parties of the congestion through the DCMF. Upon receiving the information
about congestion in AP 1, the mobile node makes a decision to handover its connection
to AP 2. The mobile node uses AP 2 until it receives a message from the NES through
the DCMF informing it that the congestion has passed in its preferred AP 1 and makes
a handover back to the preferred network. In this scenario, the preference for access
network 1 is based on user preference. In real life this could mean, for example, that the
preferred access network is cheaper to use or provides generally better quality of service.
The measurements of the BitTorrent based content retrieval were made by the mobile
node from the swarm. Application level throughput of all the three BitTorrent seeds was
limited to 300 kB/s, emulating a more realistic environment of content download. The
content used in the measurements was a 100 MB file, and all the application instances
were using IPv4 for their network communication.
An example of the measurement results is illustrated in Figure 16. The average value
of ten measurement runs is presented against time evolution in terms of throughput.
The values of the DCMF enabled node are depicted in black, whereas the values of the
mobile node with a normal MIP are provided in grey. For the DCMF enabled client, the
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Fig. 16. The throughput of BitTorrent download from three peers benefits from DCMF.
© 2011 IEEE [III]

download completes in 220 seconds on average, while for the normal client it takes 277
seconds, translating to a 26% decrease in download speed.
The reasons for the lowered download speed can be seen in Figure 16 between 120
and 180 seconds. With DCMF, the mean throughput reaches 1100 kB/s on average in
2.4 s at the beginning and 0.2 s at the end of the congestion. The worst mean value of
throughput during the handover periods is 24 kB/s. With the normal client, the mean
throughput drops from 1100 kB/s to 46 kB/s for the whole duration of the congestion. It
is clear from the results that the DCMF enabled client outperforms the client without
access to DCMF information because the mobile node without DCMF support does not
detect the congestion in the middle of the download and therefore the download speed
slows down significantly.
Paper III presented measurement results from a real world testbed using a tunneling
based IPv4-IPv6 transition approach, which validate the value of using cross-layer and
cross-domain information in a modern wireless environment. The measurements show
that additional information available via the DCMF can enable a mobility solution that
can better capitalize on the available resources.
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3.1.2

Distributed Decision Engine

Paper VII presents a detailed description of the Distributed Decision Engine (DDE)
concept, which is the next step in the evolution from the DCMF. DDE, depicted in
Figure 17, is an architecture designed to disseminate information and manage multiple
optimization functions in a controlled and coordinated manner in a cognitive network
management system. It enables building a cognitive network management system
with components ranging from simple information producers and actors to cognitive
algorithms. A DDE comprises three kinds of entities, namely (a) Event Producers, which
feed information to the DDE; (b) Event Consumers, which receive and use information
from the DDE; and (c) Event Caches, which orchestrate the information exchange. In a
DDE, an algorithm is considered to be both an Event Consumer for its inputs and an
Event Producer for its outputs.
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Fig. 17. Distributed Decision Engine concept. © 2015 IEEE [VII]

50

Events

Management Interface
Policy Database
Controlling Database
Visualization Interface
Events
Management Interface
Policy Database
Visualization Interface
Management Interface

Events

Socket Intrface

Controlling Database
Event Distribution
Event Caching
Policy Database
Controlling Database
Event Distribution
Socket Intrface

Socket Intrface

Events
Socket Intrface

Producers

Socket Intrface

EventCache

Socket Intrface

Event Distribution
Event Caching

Socket Intrface

Socket Intrface

EventCache

Consumers

Event Cache
The central entities in the system are the Event Caches, which provide short-term storage
and delivery of events between different entities. They have been designed to implement
a distributed publish-subscribe message delivery system and provide a common interface
for different information producers, decision algorithms and information consumers. As
the name suggests, Event Caches also provide an information caching functionality, in
order to keep the latest information available during its validity. Furthermore, they can
perform information filtering based on policies.
In comparison to the TRG used in the DCMF, the design of messaging in the DDE
has improved on many levels. For example, the message format in the DDE is much
more flexible, enabling a more diverse set of use cases. In addition, more security
aspects have been taken into account in the development of the DDE from the very
beginning. For example, all the messaging in the DDE is signed with digital signatures.
The DDE also has management and visualization interfaces defined as part of the Event
Cache to enable better control and management of the system itself.
Messaging
A short sequence of messages is depicted in Figure 18 to provide an example of a basic
message exchange in the DDE. This messaging sequence includes communication
between all the main types of entities in a DDE system in a simple scenario. In the
scenario, the Event Cache facilitates a message exchange in which the Algorithm
requires a piece of information from the Event Producer (Event 1) to calculate another
piece of information (Event 2) in which the Event Consumer is interested.
Messages sent in the DDE are encoded using the XDR [102]. The information fields
of the different message types are presented in Table 2. As shown in the table, there are
four types of messages used in the DDE, namely Registration, Subscription, Event and
Policy messages. The message type field in each message is an integer that denotes the
message type to the Event Cache.
Before sending events, a producer must send a Registration message to identify
itself to the Event Cache. Respectively, when leaving the system, the producer must
send a Registration message with a different Message Type to resign its registration. The
Producer ID in the Registration message is the public key of the producer and the Event
ID is an integer identifying the events. The Producer Name and Event Name fields are
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Fig. 18. Example message exchange in DDE. © 2015 IEEE [VII]

human readable information about the producer and the event. Additionally, there is a
digital signature to verify the message.
A consumer can subscribe events with a Subscription message. In addition to the
fields similar to those used in a Registration message, a Subscription message also
contains the network address of the consumer, and two filter fields to allow restricting
the type and producer of the subscribed events.
Event messages are the most important type and carry the actual information
disseminated by the DDE. An Event message includes the Event Type field, which
specifies the event subtype of a certain Event ID, the Time-to-Live field, which contains
the validity time of the event in seconds, and naturally the Payload Length and Payload
fields.
Policies may be added or deleted with Policy messages. Updater ID is the public key
of the sender. Events affected by the policy are specified by the Event ID, and Producer
and Consumer IDs provide a way to target the policy to allow just certain producers and
consumers for the events.
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Table 2. Message formats in the DDE architecture.
Message

Message fields

Registration Message Producer Producer Event ID Event
Type
ID
Name
Name

Digital
Signature
Subscription Message Consumer Consumer Consumer Event ID Type
Type
ID
Name
Address
Filter
Event

Policy

Producer Digital
Filter
Signature
Message Producer Event ID Event
Time-to- Payload Payload Digital
Type
ID
Type
Live
Length
Signature
Message Updater Event ID Consumer Producer Digital
Type
ID
ID
ID
Signature

In the DDE, some of the events are typically delivered over the network, which
involves the risk of malicious modifications or creation of events. To counter this,
the DDE builds trust between different entities by supporting self-certifiable Event,
Registration, Subscription and Policy messages by following a similar principle as for
the information in [103]. This is implemented by the digital signatures in the messages.
A public key of the message origin is carried in each message. For example, in an Event
message, the Producer ID carries the public key of its producer and can be used to
verify that the message content corresponds to the signature of the message. This way,
all the information needed to verify message integrity is carried by the message itself.
Additionally, the public key carried by the message can also be used to confirm the
origin of the message.
Management
The basic options for configuring an Event Cache include parameters such as the
network address and port to listen for messages and the address for sending Visualization
messages. In addition, more advanced options such as cascading multiple Event Caches
through cascade registrations and subscriptions between Event Caches can be configured.
Finally, security parameters can be configured with options such as allowed originating
ID for policy updates, whether or not a signature check is enforced on different messages,
and preferred algorithms and key lengths for message signing.
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The Event Cache provides a run-time user interface for management during operation.
Through its web based user interface, details about the current status, such as registrations,
subscriptions and policies, can be monitored. Registrations, subscriptions and policies
can be added, edited and removed in real time. For example, editing the filters of
an existing subscription during testing can be a very practical tool for evaluating the
performance of an intelligent algorithm with various inputs.
Policies
Policies enforced by the Event Cache are access policies. When enabled, they are
permissive by nature. This means that all event communication is prohibited unless
explicitly permitted by a policy. For example, a policy can dictate that a specific producer
can send events with a specific Event ID; or that a specific consumer can receive events
with a specific Event ID. Policy messages updating the policies are only accepted from
an authorized policy updater specified by the configuration of the Event Cache.

Fig. 19. Visualization is indispensable for understanding and demonstrating the DDE.
© 2015 IEEE [VII]
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Visualization
In order to visualize the operation of the DDE for demonstration and evaluation,
visualization software has also been developed, and it has proven to be indispensable for
understanding, debugging and demonstrating the DDE functionality in a laboratory
environment. The latest generation of the software, shown in Figure 19, is capable of
visualizing a system of two Event Caches and their clients. The visualization tool gets
information through a separate visualization interface of the Event Cache.
Performance
The Event Cache facilitates communication between all the components in the DDE
architecture and is therefore the most critical component in the system. In Paper VII, the
Event Cache is evaluated in terms of scalability and reliability. The tests aim to assess
the ability of the current Event Cache prototype to handle different types of event loads
in different situations. This information is important for evaluating the results achieved
with the prototype in different use cases. The testing of the Event Cache performance
was carried out with nine different test cases, which are listed below:
1.
2.
3.
4.
5.
6.
7.
8.
9.

1 producer on localhost and 1 consumer on localhost
1 producer on localhost and 1 consumer connected over Wi-Fi
1 producer connected over Wi-Fi and 1 consumer on localhost
1 producer on localhost and 10 consumers on localhost
1 producer on localhost and 10 consumers connected over Wi-Fi
1 producer connected over Wi-Fi and 10 consumers on localhost
10 producers on localhost and 1 consumer on localhost
10 producers on localhost and 1 consumer connected over Wi-Fi
10 producers connected over Wi-Fi and 1 consumers on localhost

In each case, the producer(s) produced 10,000 events with intervals between 1 to
0.001 seconds according to the formula 1n = t, where n is the event number and t is the
time delay after the previous event. The time for each event to reach its consumer(s) was
logged. The nine test cases can be categorized into three groups of similar cases.
Cases 1–3: In cases 1–3, a single producer and a single consumer were tested both
locally and wirelessly. Figure 20 shows the delay of the events. All the events were
delivered in cases 1 and 2. In case 3, one event out of the 10,000 was lost.
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Fig. 20. Measured event delays in the prototype in cases 1–3. © 2015 IEEE [VII]

Fig. 21. Measured event delays in the prototype in cases 4–6. © 2015 IEEE [VII]
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Cases 4–6: In cases 4–6, ten simultaneous producers and a single consumer were
tested both locally and wirelessly. Figure 21 shows the delay experienced by the events.
The tests show that up until the ten producers are sending 20 events per second each
(around event number 200 in the figure), the delay behavior is consistent and all the
events are delivered. After this point, as the event flow increases, the delay behavior of
the Event Cache becomes more erratic. In addition, events are lost with a rate of 15%
in case 4, 78% in case 5 and 2% in case 6. This behavior suggests that the problems
originate from the fact that the Event Cache is not able to process the events fast enough
as the number of events lost is the smallest in the case where the producers are behind
the Wi-Fi link and as are thus unable to overload the Event Cache as much.

Fig. 22. Measured event delays in the prototype in cases 7–9. © 2015 IEEE [VII]

Cases 7–9: In cases 7–9, a single producer and ten simultaneous consumers were
tested both locally and wirelessly. Figure 22 shows the delay experienced by the events.
In case 7, with both a local producer and local consumers, all the events get delivered
and the delay behavior is logical. Case 9, with a wireless producer, gives similar results
with only 30 lost events (out of 10,000) and systematically increasing delays. In case 8,
with the ten wireless consumers, over 50% events are lost and delay behavior becomes
erratic in the higher end of the event flow. This behavior is similar to case 5.
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The tests run in Paper VII indicate that both the Event Cache and the DDE architecture scale as expected in all cases. Only when a high volume of events must be sent to
consumers through a slow (wireless) link, performance is less than ideal. However, this
kind of a situation does not occur in a real-life use cases of the DDE and can therefore
be neglected because the aim of the architecture is to handle the event flow over wireless
links by interconnecting two Event Caches and minimizing the number of sent events.
Use cases
In Papers V and VI, the DDE has been utilized to provide the required knowledge
building and decision-making for intelligent management of adaptive video streaming
in a heterogeneous multi-access network environment. For the management system
presented in these papers, the DDE allows incorporating multiple terminal or networkside event sources and decision algorithms to dynamically control the streaming bitrate
of the video and handovers during impaired network conditions. The experimental
evaluation performed on the prototype in the papers attests the benefits of using advanced
cognitive decision algorithms for controlling the video streaming bitrate in the considered
multi-access scenario. The management system was shown to improve the QoE for the
video user, as well as to enhance the stability and performance of the decision-making
in the dynamic network environment. These results were enabled by the advanced
signaling and event management capabilities of the DDE, which are not supported by
the current technologies.
The DDE has also been used for building a multi-access capable access selection
and load balancing proof-of-concept prototype, as described in [104]. The prototype
provided end-users with the possibility of using multiple wireless network connections
at the same time for a file download while aiming not to cause quality impairments to
other users of the utilized networks. It used the DDE for collecting information from
various sources at different network locations. The DDE delivered this information to a
distributed classification system and allowed the final classification outcome to be used
as a basis for autonomic network management decisions to enable load balancing. With
the help of the DDE, the prototype outperformed a reference system without network
awareness in access point overloading situations. Moreover, the prototype proved that
the DDE can provide an easily deployable common interface for distributing events in
realistic real-time environments.
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3.1.3

Discussion

This section focused on issues concerning information collection and distribution and
summarized the work presented in Papers I–III and VII. The work in Papers I–III
provided the foundation for designing an information management system to facilitate
autonomic wireless networking. The Distributed Decision Engine designed for this
purpose and validated with measurements in Paper VII provides the answer to RQ1.
3.2

Decision making and coordination

In Papers I–III, the decision making process based on the additional cross-layer
information is relatively simple, and the collected information is used beneficially in
simple scenarios. Papers IV–VI, summarized in this section, focus more on making
intelligent decisions based on the information. The results presented in Paper IV attest
the feasibility of utilizing cognitive algorithms in autonomic wireless networking, and
Papers V and VI study this area further by including a hierarchy and coordination in the
decision-making. The results presented in this section provide answers to the second
and third research questions (RQ2 & RQ3) of this dissertation.
3.2.1

Need for cognitive algorithms

Explosive growth rate of wireless Internet traffic, combined with multiple access
technologies providing overlapping coverages and a broad set of features, presents a
complex optimization problem, which is further aggravated by the evolution of powerful
mobile devices and the emergence of the Internet of Things with the multitude of
connected devices it brings about. Cognitive decision-making in network management
can offer a solution to tackle this complex conundrum.
Paper IV presents a control and signaling architecture employing cognitive mechanisms for optimizing video stream delivery over multi-access networks. The architecture
is used to apply cognitive decision-making to detecting problems in the network and
adapting video stream routing and bitrate accordingly. The solution relies on a Network
Expert System [105] to obtain timely information about the available access networks’
status for both handover and video adaptation decision-making.
The NES obtains network context information for its decision-making from network
resource probes deployed in the access networks. The probes collect performance
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information from nodes like access points or routers, and the information collected from
the probes is further processed by the NES by applying intelligent decision-making and
learning algorithms such as SOM. With these techniques, the NES is able to detect
various conditions in an access network or an AP, such as their level of congestion or the
quality of the AP’s radio interface. Moreover, depending on the policies applied in
the network, the NES may either force or suggest handovers and handover targets to
mobile terminals. This enables network operators to implement automated network
management functions, such as offloading, using the NES. Human experts may guide
the decisions of the SOM-based NES by using different training data and by defining
different sets of rules for the generation of decisions. In Paper IV, the NES is used for
monitoring the access networks and informing a Mobile Expert System (MES) of the
prevailing conditions.
The MES runs on a multi-access mobile terminal and makes decisions regarding
video bitstream adaptation or MIPv6 handovers depending on the system status and
applied policies. It obtains information about the access network conditions from the
NES, but can also use other information sources when available to enhance operation.
This additional information may include, for example, L2 knowledge of available access
networks, their characteristics and statuses; QoS measurements of the video streaming
performance; and knowledge of the video session characteristics and requirements. In
the case of adaptive video streaming services, the MES is particularly interested in
knowing the minimum and maximum throughput requirements of the video stream and
whether the video is currently being streamed or not. By obtaining explicit knowledge
about currently running user applications, their QoS requirements and a set of current
communication status and performance parameters, the MES is able to make informed
decisions regarding the video adaptation and MIPv6 handovers.
The paper evaluates the proposed multi-access network management scheme in a
laboratory network environment using a prototype with two WLAN access networks.
Ten test runs were conducted on the prototype in order to verify the operation of the
multi-access network management solution, as well as to evaluate the performance of
the proposed coordinated video adaptation and handover decision-making.
During a test run, the wireless client connected to the two WLAN APs streamed a
video from a streaming server. The video was encoded to have two quality layers with
average bitrates of 871 kbps and 3.8 Mbps. During the test run, interfering traffic was
introduced to AP1 in order to generate congestion on the preferred WLAN link. The
amount of the interfering traffic was increased in steps starting at the point of 1 min in
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the video stream with 5.5 Mbps, then adding another 5.5 Mbps session on top of the
existing traffic every 30 s until reaching 16.5 Mbps. After that, the interfering traffic was
decreased every 30 s in the same 5.5 Mbps steps until reaching zero, leading to the
overall duration of 3.5 min per measurement. During the test, the QoS parameters of the
video stream traffic were measured using the QoSMeT measurement tool [106]. In
addition, the MES decisions were logged to a file and the traffic flow through the two
APs was monitored using a visualization tool displaying the data received from the
resource probe.
The results presented in Paper IV attest the feasibility of the scheme but also
reveal places for improvement in the decision-making algorithms. The behavior of
the prototype under varying network congestion and measured in video transmission
performance parameters was exemplary in three cases out of ten. In those cases, the
system constantly streamed the video using the most suitable bitrate and used the
preferred WLAN link if it was not congested.
In rest of the cases, a ping-pong effect where a selected action is immediately
reverted with a counter action was observed. This ping-pong effect is undesirable as
it introduces unnecessary signaling load to the network as well as lowered QoE for
the user. Two of the cases involved a ping-pong effect in both video adaptation and
handover decisions. The remaining five cases displayed a ping-pong effect only in
handover decisions.
This non-optimal behavior detected suggests that the used SOM based decisionmaking algorithm requires further improvement. The off-line trained NES was clearly
unable to fully cope with the dynamic behaviors present in the prototype, originating
mainly from the use of a variable bitrate video stream and real wireless networks with
fluctuating capacity.
3.2.2

Hierarchy and coordination of decisions

As management decisions are made in different parts of the network with different
objectives, there needs to be some form of coordination of the decisions in order for
the whole system to function coherently and efficiently. This can be achieved, for
example, by a hierarchy which defines the determining decision in case of conflicts, or a
coordinating function taking into account separate algorithm suggestions and to decide
on a coherent course of action based on the input. In Papers V and VI, a combination of
both was investigated.
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Papers V and VI introduce a cognitive network management framework and multiple
decision algorithms for optimizing video streaming services in heterogeneous multiaccess networks. This architecture relies on multiple types of cognitive decision-making
techniques in the network management automation and allows joint optimization of the
network and video service performance in terms of factors such as QoE, cost or network
load. The techniques used in the architecture include, for example, expert systems (i.e.
fuzzy logic), self-learning (i.e. Q-learning) and trained algorithms (i.e. self-organizing
map, SOM).
In the papers, the proposed architecture is realized on a testbed. Paper V presents a
first-pass experimental evaluation on the testbed and preliminary optimization algorithms,
while Paper VI continues the work by presenting a finalized architecture and algorithms
and by partly validating them in the testbed environment.
Architecture
The architecture proposed in Papers V and VI is illustrated in Figure 23. The network
elements included in the architecture are the multi-mode Mobile Device; one or more
Operator Networks that may each include several Access Networks (AN) of different
technologies, containing one or more points of network attachment (PoA); an InterOperator Management level to handle inter-operator roaming; and the Services capability
running somewhere in the Internet. The architecture itself is indifferent to wireless
technologies and assumes only heterogeneous IP based ANs, such as LTE or WLAN.
The purpose of the architecture is to allow the Mobile Device to utilize the different
ANs efficiently by dynamically routing its traffic via the most suitable network while
scaling the traffic’s bitrate to fit the selected network at all times. The architecture
includes several functionalities to support this purpose. The functionalities form the
core features of a cognitive network management architecture and can be classified
as monitoring, decision-making/cognition, actuation, and policy control, as shown in
Figure 23.
The DDE framework is adopted by the architecture as means to integrate the software
components that implement the required functionalities into the management system. In
the architecture, the DDE facilitates event-based knowledge building and dissemination
between and within the network nodes.
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Use case
The papers consider an adaptive HTTP video streaming service as the use case for the
architecture. In the use case, the actuating entities or actors of the system are located in
the Mobile Device. These are the Video Client (i.e. the client to the adaptive video
streaming service) and the Mobility Management shown in Figure 23. The Video Client
explicitly requests the representation (i.e. fidelity and bitrate) of the video it wishes
to receive from the server and is capable of switching the representation dynamically
during the streaming session. The video service is delivered over-the-top in operator
networks from a server on the Internet. The Mobility Management is responsible for
enforcing decisions regarding the mobility of the Mobile Devices and maintaining
session continuity within heterogeneous multi-access and multi-operator IP networks. In
the architecture, the actors are controlled by external decision algorithms through the
DDE.
Algorithms
The decision algorithms depicted in Figure 23 include three algorithms in the Mobile
Device, namely the Network Selection Algorithm (NSA), Video Scaling Algorithm
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(VSA), and Unified Decision Algorithm (UDA). For the network, there are another three
algorithms: the PoA Status Classification Algorithm, Load-Balancing Algorithm (LBA),
and Bandwidth Control Algorithm (BCA). These control the mobility and resource
allocation of the Mobile Devices based on an extensive view of the overall status of the
network. The algorithms use cognitive decision-making techniques, specifically the
SOM, fuzzy logic and Q-learning, to achieve the required automation and reliability.
The architecture includes various sources of system status information and distributed
knowledge building through the DDE to enable intelligent video bitrate adaptation and
handovers. For example, the Video Client can provide details about the video streaming
performance and the requested bitrate to enable application-aware decision-making
through the DDE. The architecture also includes various Resource Probes both in
the Mobile Devices and in the ANs. These provide information about the status and
characteristics of the access links and networks. Potentially, other information sources,
such as QoS/QoE monitoring tools, could also be integrated into the system, if required
by the decision algorithms.
Lastly, although the system operates autonomously, human control can be introduced
through Policy Managers. Their purpose is to provide a control interface for network
operators and users, allowing them to manage dissemination of DDE events as well as
enforcement of the algorithms’ decisions.
The architecture proposed in Papers V and VI enables gradual deployment of
cognitive decision algorithms by supporting multiple levels of management for deploying
the algorithms into a hierarchy. The hierarchy and the main inputs of the algorithms are
shown in Figures 24 and 25. The red color in the figures illustrates the parts which were
implemented using the testbed presented in Paper VI.
The algorithms make decisions on bandwidth limitations, application traffic routing
(i.e. handovers) and adaptation (i.e. lowering/increasing the video bitrate and fidelity).
Client- and network-side algorithms have somewhat different goals as the client-side is
only interested in its own QoE, whereas the network-side algorithms try to optimize
the use of available resources and share them somewhat equally among the network
customers. Operator policies can be used to also control the client-side decision making
by directly affecting the decision algorithms or limiting the available information about
alternative ANs.
In the network, PoA Status Classification and BCA are access network management
algorithms which make decisions in the access network scope and control, for instance,
how much bandwidth is allocated to clients on different subscription levels. LBA can be
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used both as a network management algorithm with a purpose to optimize the operator
level performance and as an inter-operator management algorithm to manage the use
of multiple operator networks. They may respond to dynamic changes in load levels
by moving clients (or part of the clients’ traffic) from an overloaded network to other
available networks.
The three algorithms in the Mobile Device are of different type: the NSA is a
network selection algorithm with a purpose to seek the optimal wireless link(s) for
the active applications; the VSA is a service adaptation algorithm with a purpose
to manage the fine tuning of the active applications; and the UDA is a coordination
algorithm resolving possible contradictions in the outputs of these two mechanisms and
instructions from the network.
The UDA has a critical role in coordinating the actions triggered by the decisions of
the other algorithms. It receives information about decisions made by all the algorithms
included in the system both network- and client-side via the DDE. Ultimately, the UDA
makes the final decision on the optimization action to be enforced in a given situation.
In the proposed system, the UDA has three main functions:
1. prioritizing the decisions of the LBA over those of the NSA
2. preventing erratic behavior by implementing a withdrawal period after a handover
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3. in case of a handover, adapting the bitrate of the video stream to fit the target network
The UDA is designed to prioritize the decisions of the LBA over decisions of the
NSA. This allows the network operator to have control over terminals connected to its
networks. The UDA does this by applying a configurable withdrawal period after a
handover decided by the LBA, during which the UDA rejects handover suggestions
from the NSA. This ensures that the operator can distribute network load with minimal
interference from clients and clients can then further optimize their connections after the
withdrawal period.
Furthermore, in order to prevent erratic behavior during and after handovers, the
UDA applies a short withdrawal period after each handover, during which all other
handover and video adaptation decisions are rejected by the UDA. This prevents both
the oscillating handover behavior (i.e. the ping-pong effect) and unnecessary video
adaptation due to short connection breaks caused by handovers.
Finally, when accepting a handover decision, the UDA evaluates the need for video
adaptation based on the currently used video bitrate and currently available bandwidth
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in the target network. If the currently used video bitrate exceeds the currently available
bandwidth in the target network, the UDA issues a suitable video adaptation command to
lower the bitrate before issuing the handover command. This ensures that the handover
will not cause congestion in the target network.
Aside from the special situations mentioned above, the UDA always respects the
decisions made by the other algorithms. When the UDA receives a decision from an
algorithm, it promptly sends a command to the respective actor.
Figure 25 depicts the information dissemination in the system. The PoA monitoring
modules produce raw data about the status of the access networks. This information is
processed by the access network management algorithm and mapped to PoA statuses
and bandwidth constraints. The client network selection algorithm provides grading
of the available accesses by combining the local measurements of the network and
application status with the generic PoA status information. The PoA gradings are used
both by the client itself and by the network side mechanisms to optimize the access
selection process. At the same time, the client service adaptation algorithm optimizes
the parameters of the active applications by utilizing input from the application and the
unified decision algorithm.
While Papers V and VI consider only one use case for simplicity, i.e. the adaptive
HTTP video streaming, the approach can be extended to handle a more general
setting with many simultaneous applications. For example, the LBA has already been
experimented with file transfer type of traffic in [107]. This would, however, require the
use of a broader set of application-specific performance metrics in the network selection
part.
Testbed
Paper VI uses the multi-access network testbed depicted in Figure 26 for testing and
validation of the proposed system. It includes all the main parts of the architecture,
realized with WLANs, an adaptive HTTP video streaming platform and Mobile IPv6
based mobility management. These components are integrated with the proposed
cognitive management features.
The testbed provides four WLAN APs, each belonging to a separate IP subnet. Four
Video Clients are connected to the network, and each of them has a connection to two of
the APs. A fifth client is equipped with a Traffic Generator and is connected to all of the
APs. As a wireless technology, AP1 uses IEEE 802.11g at 2.4 GHz and the other APs
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Fig. 26. Cognitive network management framework testbed and software components.

use IEEE 802.11a at 5 GHz. In the wired side of the network, the Router interconnects
the APs and the Access and Operator Network Management computer with the rest of
the network.
The Video Clients include the following components: video streaming client
application, DDE Event Cache, Wireless Probe, NSA, VSA, UDA, and MIPv6 client. In
the network, the Router includes a Video Server, MIPv6 Home Agent, network-side
Traffic Generator, and DDE Event Cache. Lastly, the Access and Operator Network
Management computer runs the network-side management components. In the testbed,
the Network Probe and PoA Status Classification Algorithm are deployed, but there is
no prototype implementation of the BCA or LBA for the testbed. Additionally, the
Access and Operator Network Management computer also provides a Visualization Tool
for monitoring the system’s runtime operation.
The testbed uses adaptive HTTP video streaming for video delivery. The service is
based on Apple’s HTTP Live Streaming 1 technique and MPEG-2 TS encapsulation.
This type a of solution is widely adopted, for example, in IPTV services. When
1 Pantos

R & May W (2016) HTTP Live Streaming. Internet-Draft draft-pantos-http-live-streaming-19,
Internet Engineering Task Force. URI: https://tools.ietf.org/html/draft-pantos-http-live-streaming-19. Work in
progress.
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streaming, the Video Client requests pre-encoded video streams from the server using
HTTP. The server contains multiple segments with different bitrates for the same video
to allow dynamic video bitrate adaptation at segment boundaries.
In the testbed, the MPlayer is used as a video client and is one of the actors controlled
by the cognitive network management system. The management system instructs the
MPlayer to use a certain video stream bitrate based on the algorithms’ decisions via the
DDE, and the MPlayer requests different bitrate segments accordingly from the server.
MIPv6 was selected as the interworking solution for the different IP based AN
technologies in the architecture. As a consequence of using MIPv6 for mobility
management, the enforcement of the handover decision is done at the Mobile Device,
specifically, in the MIPv6 client application. The client is interfaced with the DDE for
handover commands from the cognitive decision algorithms. This makes the MIPv6
client the other actor in the testbed.
The testbed implementation has 21 different events for transferring information
through the system via the DDE Event Caches. These events are summarized in Table 3.
The events with IDs in the range of 1000–2001 carry information about the situation of
the client and are used by the algorithms. The events with IDs in the range of 2500–4002
are the outputs of the client-side algorithms, and the events with IDs 5000–6512 carry
network information originating from both the producers and the algorithms.
Four information producers are used in the testbed, three of which, namely the
Wireless Probe, MIPL and MPlayer, run at the client and the fourth, i.e. the Network
Probe, on the Network Management Server. The Wireless Probe is a wireless information
producer. It produces RSSI, noise, negotiated link speed, received bytes per second and
sent bytes per second values and sends those out as events with IDs 1000, 1002, and
1010. RSSI and noise values are in percentage, with RSSI value 0 or noise value 100
meaning an unusable link. The negotiated link speed is in Mbps. The MIPv6 client
informs the system of the currently used PoA via an event with ID 1100. This event
contains the MAC address of the currently used AP. The MPlayer produces events on
the current buffer status and requested video bitrate. It sends events with ID 2000 which
contain the playback buffer fill rate and the representation of the video used currently.
The testbed uses a video with five different representations (i.e. bitrates and fidelities).
The MPlayer also sends events with ID 2001 containing the minimum bandwidth in
kbps required by the current video representation. Finally, the Network Probe monitors
the APs and produces events based on the traffic in each interface and the number
of clients associated with the AP. In the testbed, the Network Probe is configured to
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Table 3. Events used in the testbed. © 2015 Springer [VI]
Event ID

Event Name

Events from Wireless Probe:
1000
RSSI/Noise
1002
Link speed
1010
TX/RX Bps
Events from MIPL:
1100
Current PoA
Events from MPlayer:
2000
Buffer status
2001
BW requirement
Events from Video Scaling Algorithm:
2500
Adaptation recommendation
Events from Network Selection Algorithm:
3000
PoA list
3001
Connection state
3002
Handover recommendation
Events from Unified Decision Algorithm:
4000
BW request
4001
Handover command
4002
Adaptation command
Events from Network Probe:
5000
Short name

Description
RSSI/Noise
Negotiated link speed in Mbps
Bytes send/received (Bps)
Currently used PoA
Receiver buffer status percentage and used representation
Minimum BW requirement
Video representation to use (1-5)
Grading of visible PoAs (the best first)
State of the current connection
Client’s name, current PoA ID, and destination PoA ID
Request to increase amount of allowed BW
Interface name
Video representation to use (1-5)

User defined KPI. The name of the event defines the
content.
5303
Capacity
Max capacity, current BW, and available BW in kBps
5310
Packet loss
Packet loss in percent
5504
Radio IF quality
Radio interface quality 1 & 2 (0-5)
5800
Nb of clients
Number of active wireless clients
Events from PoA Status Classification Algorithm:
6001
Network type
Network type (e.g. WLAN, LTE, 2G, 3G)
6502
Congestion
PoA congestion status (0/1)
6512
PoA status
PoA state (0-5)

produce events with IDs 5000, 5303, 5310, 5504, and 5800. Event ID 5000 makes an
exception in the list as it is a generic KPI event and the name of the event is used to
define the content.
Additional tools in the testbed include traffic generator and visualization software.
Iperf is used as traffic generator software and is deployed at the Router and at an
additional multi-access client terminal simultaneously connected to all the WLANs.
These allow introducing additional traffic to the networks and thus testing the algorithms’
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performance under varying load conditions. The Visualization Tool can be used to
track the event dissemination within the system and the decisions made by the UDA
(i.e. selected access and video bitrate) in real-time. It gets its information through the
separate visualization interface of the DDE Event Cache.
Experimental scenario
In Paper VI, the experimental evaluation of the proposed system was performed using
the testbed configuration shown in Figure 27. This was done to evaluate the performance
and joint operation of the decision algorithms under varying network load. For this, the
testbed was configured to include three Video Clients of different types:
1. Cognitive client, supporting the proposed management system and cognitive decision
algorithms.
2. Non-learning client, having a limited configuration with the basic threshold based
handover and video adaptation algorithms.
3. Reference client, supporting no handovers and video streaming only in the full
quality (i.e. bitrate).
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Fig. 27. Testbed configuration and software components used in the evaluation.
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The test setup is a modification of the general testbed. It includes two WLAN APs,
namely AP1 and AP2, that are simultaneously available to the cognitive client and to the
non-learning client. The reference client is constantly connected to AP1 as it has no
mobility support.
In the test scenario, a Video Client is receiving the video streaming service while
additional UDP based background traffic is introduced into the APs symmetrically to
both uplink and downlink directions. The different types of Video Clients were tested
separately, that is, only one Video Client was active at a time during the tests in order to
evaluate the system-level performance without impact from competing video streams.
The background traffic profile is illustrated in Figure 28. This profile was chosen
experimentally in order to evaluate the response of our proposed system under different
load conditions in the available networks. It includes transitions from low load to highly
congested network conditions for AP1 and a constant high load level for AP2. The traffic
profile also includes two 60 s periods in an especially interesting network condition,
during which both of the APs are loaded with the same amount of background traffic.

Fig. 28. The background traffic profile used in the test scenario. © 2015 Springer [VI]

The cognitive client supports the three client-side algorithms, namely the NSA,
VSA, and UDA, as well as the PoA Status Classification algorithm in the network, while
the non-learning client supports a non-learning, threshold based versions of the NSA
and VSA, and no UDA. The reference client does not support any decision algorithms,
adaptations or handovers.
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Results
The scenario was run ten times consecutively on the testbed, separately for each type
of client, and the status of the client’s video buffer was measured while monitoring
changes in the used AP and requested video bitrate. Figure 29 shows the fill factor
of the video buffer (%) for each type of client during a representative test run. As the
figure shows, the reference client suffers the most from the background traffic, while
the non-learning client performs much better. Of the three clients, the cognitive client
experiences the smallest drops in the video buffer fullness and they also do not lead to
gaps in the video play-out. Overall, the mean video buffer fill factor (i.e. the mean
value of how full the video buffer is across all the measurement runs) is 93.4% for the
cognitive client, 87.1% for the non-learning client, and 77.0% for the reference client.

Fig. 29. Video buffer status for each type of client during a representative test run.
© 2015 Springer [VI]

Assuming that the video play-out stalls whenever the buffer fill factor drops below
20% (i.e. the player no longer has enough data to compose a full frame from the buffer)
and continues after the fill factor has risen back to 80% (i.e. the player buffers until
this level in order to minimize future gaps in the play-out), then on average, the video
play-out on the cognitive client would have stalled 3.4 times per test run and the video
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would have stayed stopped altogether for 11.9 s. The corresponding values for the
non-learning client are 3.6 times and 25.7 s, and for the reference client 7.2 times and
69.6 s. In the representative test run depicted in Figure 29, the exact values are one 0.33
s stop right at the beginning for the cognitive client, four stops totalling 34.04 s for
the non-learning client, and two stops totalling 55.5 s for the reference client. This
demonstrates that the clients with support from the proposed management system offer
significantly better video viewing experience. Furthermore, the client utilising cognitive
techniques performs much better than its non-learning counterpart.

Fig. 30. Chosen video bitrate for each type of client during a representative test run.
© 2015 Springer [VI]

Figure 30 plots the chosen bitrate for the video streaming during the same representative test run as in Figure 29. As can be seen from Figure 30, the reference client
with no means to adapt tries to stream constantly with the full bitrate of 4 Mbps. The
non-learning client adapts the bitrate far more seldom than the cognitive client, which
adapts the bitrate quite frequently. This behavior is also reflected on the mean bitrates
requested by the clients. The reference client’s mean chosen bitrate is naturally 4 Mbps.
The mean bitrate for the non-learning client is 3739 kbps, and for the cognitive client
2925 kbps. On the other hand, the cognitive client makes on average only 7.5 handovers
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per test run, while the non-learning client makes 14.9 handovers. The reference client
with no means to switch networks does not make any. Figure 31 plots the chosen AP
for the different clients during the same test run. As can be seen from the figure, the
reference client always stays connected to AP1 and the non-learning client makes the
most handovers (16) during the test run. The cognitive client makes six handovers
during this example test run.

Fig. 31. Selected access point for each type of client during a representative test run.
© 2015 Springer [VI]

Overall, the best QoE was subjectively observed on the cognitive client. It made less
handovers than the non-learning client, and the UDA adjusted the video bitrate according
to the available bandwidth in the target network. Partly due to that, it suffered from
stalling less frequently than the non-learning client. The video adaptation algorithm also
played a role in stalling frequency. The non-learning, threshold based video adaptation
algorithm turned out to be too greedy in increasing the video bitrate and too slow
to decrease it, which contributed to a higher stalling frequency. On the other hand,
the non-learning client used a higher bitrate on average than the cognitive client and
made adaptations less frequently than the cognitive client, which are both good for
QoE. However, stalling is the worst degradation and has to be avoided at the costs
of the initial delay or quality adaptation. Furthermore, the most dominant impact of
adaptation on QoE is the adaptation amplitude, not the frequency (even though it is
also important). The adaptation amplitude was minimized in the used video scaling
algorithms by allowing bitrate changes only one level up or down at a time. Additionally,
to avoid flickering and ping-pong effects, that is, too high adaptation frequency, the VSA
and UDA implementations allow some stabilizing time for the adaptations to take effect.
Thus, the most negative effects of the adaptations on QoE were minimized, and the
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observed difference in QoE was mainly due to the frequency and length of the stalling
periods.
Summary
The network management framework initially presented in Paper V and refined in
Paper VI includes multiple cognitive decision algorithms. This presents a challenge of
conflicting decisions, which the architecture successfully solves by applying a hierarchy
between the algorithms and using the UDA to coordinate the actions based on the
algorithms’ decisions. The results presented by the papers substantiate the viability of
the solution, as well as the benefits of cognitive decision techniques over non-learning or
non-adaptive approaches.
3.2.3

Discussion

Papers IV–VI summarized in this section focused on intelligent decision-making based
on the cross-layer information. Results from Paper IV proved the feasibility of using
cognitive algorithms in autonomic wireless networking, which provides the answer to
the second research question (RQ2) of this dissertation. In addition, the results also
provided cues that better results could possibly be attained by using learning techniques
to make the algorithms more adaptive and by better coordinating actions based on the
decisions. Papers V and VI studied this area further by adding a hierarchy and better
coordination to the decision-making in addition to using learning techniques to make the
algorithms more adaptive. Together, these results prove that a hierarchy and coordination
can be utilized to minimize the effect of conflicting decisions in autonomic wireless
networking, which answers the third research question (RQ3) of this dissertation.
3.3

Summary

This chapter gave an overview of the results presented in the original papers of this
dissertation. These results provide the answers to the three research questions presented
in Section 1.2. The research questions were:

RQ1 How to design and implement an information management system to facilitate
autonomic wireless networking?
76

RQ2 Can performance be improved in autonomic wireless networking by using
cognitive techniques in management algorithms?
RQ3 Can hierarchy and coordination be used to minimize the effect of conflicting
decisions on the management of autonomic wireless networking?
Section 3.1 focused on issues of information collection and distribution in autonomic
wireless networking. As a final result and as the answer to RQ1, it presented the
concept of the Distributed Decision Engine, which is an information management
system designed to facilitate autonomic wireless networking. The section also presented
results showing a clear benefit in using cross-layer and cross-domain information in a
modern wireless environment and validated the final prototype implementation of the
DDE with laboratory measurements.
Section 3.2 continued the work by focusing on intelligent decision-making based on
cross-layer information. It provided the answers to both RQ2 and RQ3 by presenting test
results which attest that the performance of an autonomic wireless networking system
can be improved by using cognitive techniques in its management algorithms, and that a
hierarchy and coordination can be utilized to minimize the effect of conflicting decisions
of the system.
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4

Conclusions and future work

As mobile Internet access traffic continues to grow with an explosive rate, new solutions
for efficient use of networks are in high demand because providing Internet access to
wireless clients requires increasingly optimized usage of network resources. Simultaneously, as wireless networks continue to diverge into multiple access technologies
with overlapping coverages and a broad set of features, this optimization presents a
complex problem. The problem is further aggravated on one hand by the evolution of
very powerful mobile devices able to stream high resolution video content, and on the
other hand by the emergence of the Internet of Things with the multitude of connected
devices it brings about. Nevertheless, this diverse operation environment and the rich set
of wireless devices provides a basis for a highly productive optimization of resource
usage.
This development combined with the increasing heterogeneity of the wireless
environment provided by second, third and fourth generation mobile networks as well as
different flavors 802.11 Wi-Fi networks, all with partly overlapping coverage, means
that achieving efficient use of wireless access networks is no trivial task. The modern
environment presents the wireless device the challenge of choosing the most suitable
network to use for connections as they all provide different characteristics in terms of
data throughput, delay, coverage, cost and power consumption. Solving this optimization
problem, referred to as the Always Best Connected concept, is an increasingly complex
challenge.
Cognitive network management has been proposed as a solution to tackle the
complexity and to replace the current network management systems relying on human
expertise or simple self* mechanisms. By automatically learning from past experience,
the characteristics and usage patterns of connected devices can be predicted to some
extent, enabling autonomic optimization of the connections. But in contrast to the current
situation where separate management functionalities optimize small parts of network
functionality working with a limited set of decision criteria, the cognitive network
management requires a vast amount of information in order to function effectively. This
makes collaboration of the networked devices vital as the best sources of information
are scattered throughout the network from core devices to wireless clients. This means
that one of the key enablers for autonomic networking is to solve the issue of simple and
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efficient information dissemination to pass on various aspects of network conditions
from different perspectives.
This dissertation presents a solution for simple and efficient information dissemination in the form of the DDE, which is a CEP-like system enabling the building of
a highly scalable and dynamic messaging system. It removes the coupling between
providers and receivers of information while also enabling the detection of relationships
between the events and supporting aggregation and composition of new complex events
through various algorithms. In the context of autonomic networking, the DDE can
be used in analyzing and controlling the complex series of interrelated events in the
network as the information gathered and distributed by cross-layer solutions increases.
The dissertation also presents results showing clear benefits in using cross-layer and
cross-domain information in a modern wireless environment and validates the final
prototype implementation of the DDE with laboratory measurements.
The heterogeneous multi-access environment itself also presents challenges to
autonomic networking. Firstly, when there are multiple access networks available,
the best choice of network depends on multiple variables, such as the demands of the
services used by the client and current load of the available networks. This information
is available in different parts of the network and must be relayed to the entity making the
decision on network selection. Secondly, in certain situations the performance of the
available networks is not able to satisfy the needs of the services used by the client,
e.g. when a client is streaming a high definition video over the connection but none
of the available networks provide high enough bandwidth for the video stream. In
these cases, the service itself should be adapted to continue providing the best possible
experience to the user. In autonomic networking, all these decisions should be made
automatically without input from the user. This dissertation provides some tools and
insight for managing the control information related to autonomically selecting the
access network and adapting services in a heterogeneous wireless network environment.
Effective use of the collected cross-layer information is another key element in
autonomic wireless networking. Similarly to collection and distribution of information,
earlier cross-layer solutions also employed simple decision and actor mechanics; for
example, a decrease in the received signal strength below a pre-set threshold would
trigger a handover in the client if another network was available. This dissertation focuses
on substantiating that intelligent decision-making based on cross-layer information can
provide benefits by presenting test results which confirm that the performance of an
autonomic wireless networking system can be improved by using cognitive techniques
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in its management algorithms, and that a hierarchy and coordination can be successfully
utilized to minimize the effect of conflicting decisions of the system. The optimal choice
of specific techniques is left for future work.
In the upcoming fifth generation (5G) networks, all the functionalities presented in
this dissertation could be used to aid in optimizing the use of network resources further.
These functionalities could reside in different elements of the network, ranging from
mobile edge computing (MEC) servers near or in the base station all the way up to the
cloud infrastructure running in the core network. Furthermore, during the course of the
research presented in this dissertation, a couple of future topics have sparked the interest
of the author. Firstly, in the area of information dissemination in autonomic networking,
the concept of content centric type of communications could be used to further diminish
the overhead introduced by the information exchange. Secondly, more advanced
coordination solutions could definitely be employed in decision-making of autonomic
networking. Particularly, implementing cognitive techniques to a coordination function
to enable learning could allow for less system dependent and more universal designs.
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