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Boulkenafet, Zinelabidine, Face presentation attack detection using texture
analysis. 
University of Oulu Graduate School; University of Oulu, Faculty of Information Technology
and Electrical Engineering
Acta Univ. Oul. C 658, 2018
University of Oulu, P.O. Box 8000, FI-90014 University of Oulu, Finland

Abstract

In the last decades, face recognition systems have evolved a lot in terms of performance. As a
result, this technology is now considered as mature and is applied in many real world applications
from border control to financial transactions and computer security. Yet, many studies show that
these systems suffer from vulnerabilities to spoofing attacks, a weakness that may limit their usage
in many cases. A face spoofing attack or presentation attack occurs when someone tries to
masquerade as someone else by presenting a fake face in front of the face recognition camera. To
protect the recognition systems against attacks of this kind, many face anti-spoofing methods have
been proposed. These methods have shown good performances on the existing face anti-spoofing
databases. However, their performances degrade drastically under real world variations (e.g.,
illumination and camera device variations). In this thesis, we concentrate on improving the
generalization capabilities of the face anti-spoofing methods with a particular focus on the texture
based techniques.

In contrast to most existing texture based methods aiming at extracting texture features from
gray-scale images, we propose a joint color-texture analysis. First, the face images are converted
into different color spaces. Then, the feature histograms computed over each image band are
concatenated and used for discriminating between real and fake face images. Our experiments
conducted on three color spaces: RGB, HSV and YCbCr show that extracting the texture
information from separated luminance chrominance color spaces (HSV and YCbCr) yields to
better performances compared to gray-scale and RGB image representations. Moreover, to deal
with the problem of illumination and image-resolution variations, we propose to extract this
texture information from different scale images. In addition to representing the face images in
different scales, the multi-scale filtering methods also act as pre-processing against factors such as
noise and illumination.

Although our obtained results are better than the state of the art, they are still far from the
requirements of real world applications. Thus, to help in the development of robust face anti-
spoofing methods, we collected a new challenging face anti-spoofing database using six camera
devices in three different illumination and environmental conditions. Furthermore, we have
organized a competition on the collected database where fourteen face anti-spoofing methods have
been assessed and compared.

Keywords: biometrics, computer vision, face anti-spoofing, face recognition,
presentation attack





Boulkenafet, Zinelabidine, Tekstuurianalyysiin perustuva väärän kasvokuvan
tunnistus. 
Oulun yliopiston tutkijakoulu; Oulun yliopisto, Tieto- ja sähkötekniikan tiedekunta
Acta Univ. Oul. C 658, 2018
Oulun yliopisto, PL 8000, 90014 Oulun yliopisto

Tiivistelmä

Kasvontunnistusjärjestelmien suorituskyky on parantunut huomattavasti viime vuosina. Tästä
syystä tätä teknologiaa pidetään nykyisin riittävän kypsänä ja käytetään jo useissa käytännön
sovelluksissa kuten rajatarkastuksissa, rahansiirroissa ja tietoturvasovelluksissa. Monissa tutki-
muksissa on kuitenkin havaittu, että nämä järjestelmät ovat myös haavoittuvia huijausyrityksil-
le, joissa joku yrittää esiintyä jonakin toisena henkilönä esittämällä kameralle jäljennöksen koh-
dehenkilön kasvoista. Tämä haavoittuvuus rajoittaa kasvontunnistuksen laajempaa käyttöä
monissa sovelluksissa. Tunnistusjärjestelmien turvaamiseksi on kehitetty lukuisia menetelmiä
tällaisten hyökkäysten torjumiseksi. Nämä menetelmät ovat toimineet hyvin tätä tarkoitusta var-
ten kehitetyillä kasvotietokannoilla, mutta niiden suorituskyky huononee dramaattisesti todelli-
sissa käytännön olosuhteissa, esim. valaistuksen ja käytetyn kuvantamistekniikan variaatioista
johtuen. Tässä työssä yritämme parantaa kasvontunnistuksen huijauksen estomenetelmien yleis-
tämiskykyä keskittyen erityisesti tekstuuripohjaisiin menetelmiin.

Toisin kuin useimmat olemassa olevat tekstuuripohjaiset menetelmät, joissa tekstuuripiirteitä
irrotetaan harmaasävykuvista, ehdotamme väritekstuurianalyysiin pohjautuvaa ratkaisua. Ensin
kasvokuvat muutetaan erilaisiin väriavaruuksiin. Sen jälkeen kuvan jokaiselta kanavalta erik-
seen lasketut piirrehistogrammit yhdistetään ja käytetään erottamaan aidot ja väärät kasvokuvat
toisistaan. Kolmeen eri väriavaruuteen, RGB, HSV ja YCbCr, perustuvat testimme osoittavat,
että tekstuuri-informaation irrottaminen HSV- ja YCbCr-väriavaruuksien erillisistä luminanssi-
ja krominanssikuvista parantaa suorituskykyä kuvien harmaasävy- ja RGB-esitystapoihin verrat-
tuna. Valaistuksen ja kuvaresoluution variaation takia ehdotamme myös tämän tekstuuri-infor-
maation irrottamista eri tavoin skaalatuista kuvista. Sen lisäksi, että itse kasvot esitetään eri
skaaloissa, useaan skaalaan perustuvat suodatusmenetelmät toimivat myös esikäsittelynä sellai-
sia suorituskykyä heikentäviä tekijöitä vastaan kuten kohina ja valaistus.

Vaikka tässä tutkimuksessa saavutetut tulokset ovat parempia kuin uusinta tekniikkaa edusta-
vat tulokset, ne ovat kuitenkin vielä riittämättömiä reaalimaailman sovelluksissa tarvittavaan
suorituskykyyn. Sen takia edistääksemme uusien robustien kasvontunnistuksen huijaamisen
ilmaisumenetelmien kehittämistä kokosimme uuden, haasteellisen huijauksenestotietokannan
käyttäen kuutta kameraa kolmessa erilaisessa valaistus- ja ympäristöolosuhteessa. Järjestimme
keräämällämme tietokannalla myös kansainvälisen kilpailun, jossa arvioitiin ja verrattiin neljää-
toista kasvontunnistuksen huijaamisen ilmaisumenetelmää.

Asiasanat: biometriikka, huijauksen esto kasvojentunnistuksessa, kasvontunnistus,
konenäkö
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1 Introduction

1.1 Background and motivations

Nowadays, the need for reliable identification and authentication methods is a funda-

mental requirement in many applications from border control to financial transactions

and computer security. The authentication methods based onwhat we have, such as

tokens and ID cards, orwhat we know or remember, like passwords and Personal Iden-

tification Numbers (PINs), are the most widely used tools to authenticate people and

protect data and systems. These methods provide an adequatelevel of security but,

unfortunately, they suffer from different drawbacks. For instance, the tokens and the

ID cards can be easily stolen, duplicated or lost and the passwords can be forgotten,

guessed or hacked by the attackers. Between email, social media accounts, banking,

online shopping and smart devices, most people have lot of places to log in (on average

each person has more than 25 accounts to log in [1]). As it is difficult to remember many

complex and distinct passwords, the majority of the users donot follow the best prac-

tices when creating their passwords e.g., use simple passwords, use the same password

for different accounts, do not update their passwords regularly, etc. Moreover, with the

advancement in the computing power, cracking long and complicated passwords has

become easier than before. In a competition organized by theArs Technica [2], a team

of hackers has managed to crack more than 14800 passwords (including passwords with

16-character length) from a list of 16449 passwords. These examples highlight the vul-

nerability of these traditional authentication methods and point out the need for more

secure and reliable techniques.

Another alternative for recognizing and authenticating people is the use of biometric

information. Biometric systems aim to recognize people based on their physiological

or behavioral characteristics such as face, voice, fingerprint, iris, gait, etc. Because

these biometric traits are unique for each individual, theyensure a good level of secu-

rity. With system and hardware prices dropping and reliability and convenience going

up, many biometric systems started to be deployed in real-world applications such as

mobile device authentication, identity card management, and security portal verifica-

tion. According to a statistical study conducted by Tractica [3], the biometric market is

expected to increase from 2.4 Billion USD in 2016 to 15.1 Billion USD by 2025.
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In addition to its utilization in video surveillance and border control applications,

face recognition systems are gaining more and more attention in the recent years, spe-

cially with the increasing use of smartphone devices (the usage of smartphone has in-

creased by 394 percent from September 2010 to September 2014[4]). Since, almost

all the smartphones are equipped with decent front-facing camera and their computing

power has increased significantly in the last few years, facerecognition systems have

been easily integrated into these devices. As an example, Apple and Android have al-

ready integrated face recognition systems into their smartphone operating systems to

allow the users to unlock their phones in an easy and secure way.

The deployment of biometric systems, especially in the unsupervised authentication

applications (i.e., the applications in which the authentication process is not supervised

by an agent, e.g., mobile applications), has arisen new challenges different from the

mere improvement of the recognition performance. Among these different issues and

challenges, the vulnerability against spoofing attacks hasdrawn a significant level of

attention. Many studies (e.g., [5–7]) have shown that most of the existing biometric

systems are vulnerable to spoofing attacks. For instance, just two days after it hits the

shelves, the iPhone 5S fingerprint recognition platform waseasily spoofed by German

hackers using a simple fake fingerprint [8]. Also, in [9], sixcommercial face authen-

tication systems were successfully spoofed using face images downloaded from social

media websites. Compared to other modalities, face recognition systems are more sus-

ceptible to spoofing attacks. With the explosion of the social media websites and the

improvement of the camera resolutions, it is easy to get faceimages or videos of a target

person. Using these images and videos, someone can easily gain an illegitimate access

to the systems by presenting them, on printed paper or replayed on display devices, in

front of the face recognition camera.

To protect face recognition systems against spoofing attacks, many face anti-spoofing

methods have been proposed [10, 11]. The evaluation of thesemethods on the ex-

isting face anti-spoofing databases shows very good performances. For instance, on

the NUAA [12] and the Replay-Attack [13] databases, many methods have achieved

impressive performances (near 0 % error rate). However, these face anti-spoofing

databases were recorded in controlled environments and their evaluation protocols do

not reflect the real-world scenario, which makes the use of these methods in the real-

world applications questionable. Indeed, recent studies have revealed that the perfor-

mance of the state-of-the-art methods degrades drastically under the real-world vari-

ations (e.g., illumination and camera device variations) [14–18], which indicates that

20



more robust face anti-spoofing methods are needed to reach the deployment levels of

the face biometric systems.

1.2 Objectives and contributions of the thesis

The main objective of this thesis is to improve the generalization of the face anti-

spoofing methods based on texture analysis. The existing texture based methods have

mainly been focusing on extracting the texture features from the gray-scale images and

discarding the color information which can be useful for discriminating between the

real and the fake images. Based on the fact that printers and display devices have lim-

ited color gamut compared to the whole pallet of visible colors, we proposed to extract

the texture information from the color face images rather than gray-scale representation.

Our study conducted on different color spaces reveals that extracting the texture infor-

mation from luminance-chrominance color spaces gives better performance compared

to the features extracted from the RGB and the gray-scale image representations.

In the real world applications, the face images can be captured in different illumi-

nation conditions with different image resolutions. Thus,to deal with this problem, we

proposed an anti-spoofing method based on extracting the texture features (Local Bi-

nary Pattern, LBP) from a scale space face images. Besides representing the images

on different scales, the multi-scale filtering methods act also as pre-processing against

factors such as noise and illumination. The good performance obtained using the Differ-

ence of Gaussian (DoG) filtering methods shows the importance of analyzing the image

properties at different frequency bands, because in face anti-spoofing, we do not have

prior knowledge about which frequencies contain the most discriminative information

between real and the fake face images.

To assess the generalization of the color texture based methods, we conducted ex-

tensive experiments using different texture descriptors,in both intra-database and inter-

database scenarios. The results obtained on three face anti-spoofing databases show

that extracting color SURF features from the face images then encoding these features

using the Fisher Vector method gives the best performances.

The existing face anti-spoofing databases played an important role in the develop-

ment of many face anti-spoofing methods. However, these databases are not represen-

tative of the real world scenario as the video recordings were collected in controlled

environments with limited variation in the camera devices and the illumination con-

ditions. Thus, to assess the generalization performance offace anti-spoofing methods
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across the aforementioned variations, we collected a new challenging face anti-spoofing

database and organized a competition on the collected data to compare the performance

of the existing methods and find out promising directions forfuture works.

1.3 Summary of the original papers

Papers I-III investigate how well different color spaces and descriptors can be used

for describing the intrinsic disparities in the color texture between genuine faces and

fake ones. Paper I presents a comparative study between the performance of the gray-

scale and the color LBP features extracted from the three color spaces: RGB, HSV

and YCbCr. In paper II, besides using different descriptorsto extract the texture in-

formation from the face images, we provide a statistical analysis on the effectiveness

of the color information, especially the chrominance information, in discriminating be-

tween the real and the fake face images. Paper III presents a well-generalized face

anti-spoofing method based on encoding the color SURF features using the Fisher Vec-

tor (FV) method.

Paper IV addresses the problem of the variation in the image resolution and quality

from a novel point of view. In contrast to most existing worksaiming at extracting

multiscale descriptors from the original face images, we derive a new multiscale space

to represent the face images before texture feature extraction. The new multiscale space

representation is derived through multiscale filtering methods which act also as a pre-

processing to enhance the robustness of the face representation against factors such as

noise and illumination.

Paper V addresses the limitations of the existing face anti-spoofing databases and

introduces a new publicly available face anti-spoofing database (OULU-NPU). This

database was recorded in three different illumination conditions using high-resolution

frontal cameras of six recent smartphones. The high-quality print and video-replay

attacks were created using two printers and two display devices. We designed four pro-

tocols to assess the generalization performances of the face anti-spoofing methods. The

first three protocols evaluate the effect of the three covariates: unknown environmental

conditions (namely illumination and background scene), acquisition devices and Pre-

sentation Attack Instruments (PAI) separately and then thefourth protocol is designed

to simulate a real world scenario where all the three variations were taken into consid-

eration.
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Paper VI presents and compares the performance of fourteen face anti-spoofing

methods. These methods were evaluated on the OULU-NPU database during a compe-

tition organized by our team as a part of the International Joint Conference on Biomet-

rics (IJCB 2017). The objective behind this competition is to assess the generalization

abilities of the existing face anti-spoofing methods acrossdifferent mobile devices, illu-

mination conditions and presentation attack instruments (PAI).

1.4 Organization of the thesis

This thesis is organized in two parts. The first part gives an overview of the face spoof-

ing problem and summarizes the main ideas and findings of the original papers and

the second part is formed by the original papers of the thesis. The rest of the chapters

constituting the first part are as follows:

Chapter 2 gives a general overview on the different attacks launched against face

recognition systems, then focuses on the spoofing attacks and the vulnerability of face

recognition systems against attacks of this kind. Additionally, a literature review on

the state-of-the-art face anti-spoofing methods and the publicly available databases is

given.

Chapters 3 and 4 investigate the importance of the color information and the scale

space filtering techniques on improving the performance of the texture based face anti-

spoofing methods, respectively.

Chapters 5 and 6 focus on the generalization issue of face anti-spoofing meth-

ods. Chapter 5 explores the generalization of different color texture based face anti-

spoofing methods by conducting cross-database experiments, while Chapter 6 presents

the OULU-NPU face anti-spoofing database and its different protocols which aim at

evaluating the generalization performance of the face anti-spoofing methods across

some real world variations.

Chapter 7 summarizes and concludes the thesis.

23



24



2 Overview of face anti-spoofing

In this chapter, we first give a general introduction to the different attacks that can be

launched against face recognition systems. Then, we focus on the spoofing attacks and

the vulnerability of face recognition systems to such kind of attacks. After that, we

present the existing face anti-spoofing databases and the evaluation measures used for

assessing the performance of the countermeasure. Finally,we give an overview on the

state-of-the art face anti-spoofing methods.

2.1 Introduction

There has been a significant progress in face recognition research during the last decades

[19]. For instance, the performance of some methods on the well-known Labeled Faces

in the Wild (LFW) database surpasses the human performance [20]. As a result, face

recognition systems are nowadays used at a large scale. For example, Microsoft Kinect

employs face recognition to automatically sign-in to Xbox Live profile. Likewise, face

biometrics based access control is a ubiquitous feature available now on mobile devices

as an alternative to passwords, e.g., Android KitKat mobileOS, Lenovo VeriFace, Asus

Smart-Logon, Toshiba SmartFace, and more recently, the iPhoneX face login platform.

Since deployment of face recognition systems is growing year after year, people are

becoming more familiar with their use in daily life. Consequently, security weaknesses

of face recognition systems are getting better known to the general public. Nowadays, it

is easy to find websites or even tutorial videos giving detailed guidance on how to attack

face recognition systems to gain unauthorized access. As shown in Figure 1, there are

nine different points where someone can compromise the security of a face recognition

system.

These attacks can be divided into direct attacks and indirect attacks [21]. The direct

attacks are performed outside the face recognition system (point 1) and they consist of

presenting face artifacts in front of the sensor. Accordingto the ISO/IEC JTC1 SC37

standard [22] an artifact or Presentation Attack Instrument (PAI) is "an artificial object

or representation presenting a copy of biometric characteristics or synthetic biometric

patterns". The direct attacks are also known as spoofing attacks or Presentation Attacks

(PA) [22]. In the rest of this thesis, both of these two terms are used interchangeably.

Contrary to the direct attacks, the indirect attacks are performed inside the biometric
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Fig. 1. The figure illustrates the different points of attack ing a face recognition system.

systems, intruded by cyber-criminal hackers or insiders. These attacks can be done by

intercepting the biometric sample captured by the sensor and replacing it with a fake

sample (point 2), overriding the feature extractor module by changing their functionality

(point 3), replacing the extracted features of the capturedface with pre-computed fea-

tures of the target face (point 4), overriding the matcher tooutput a required score (point

5), replacing the reference template with the attacker template (point 6), modifying the

template in the communication channel (point 7), changing the output score (point 8),

or finally, by overriding the decision module to output the intended decision (point 9).

Among these different attacks, the presentation attacks have gained a wide interest from

the biometric community because: (1) it is easy to create a PAI and present it in front of

a face recognition camera; (2) it does not require any knowledge about the operational

details of the biometric system; (3) it does not need any hacking or advanced program-

ming skills. Therefore, this thesis focuses on protecting the face recognition systems

against these presentation attacks. For the indirect attacks, the security can be increased

using different measures that include but are not limited tofirewalls, anti-virus, intru-

sion detection and encryption. For more details about thesemeasures, the readers are

referred to [23].
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2.2 Face presentation attacks

The process of creating a face presentation attack can be divided into three steps : 1)

choose the appropriate biometric data, 2) create the PAI, and 3) present the PAI in front

of the face recognition camera.

Fig. 2. The figure illustrates the different steps of creatin g a face presentation attack.

As illustrated in Figure 2, the biometric data used in the creation of the face pre-

sentation attacks can be 2D images, 3D images, video sequences, or real faces. Face

recognition systems rely on data which are personal in nature but, nevertheless, are al-

ready public. Using good camera devices, someone can easilycapture face images or

video sequences of a target person from distance without his/her permission. Moreover,

with the increase of the Internet utilization, many people are sharing their pictures and

videos in the social media websites, such as Facebook and Twitter, and personal or pro-

fessional web-pages. Thus, it is easy to download these images or videos and use them

to create face PAI.

The 2D face images can be printed, using laser jet or Inkjet printers, on glossy photo

papers to create print attacks [13, 16, 24] or displayed on electronic display devices to

generate photo display attacks [13]. The attacks based on the 2D images retain only

the face appearance and they have no sign of vitality. To givesome level of liveness

to these attacks, the attacker may hold the PAI in his/her hand and try to move it in

a way to simulate the real face movements (e.g., translating, rotating or warping) [13,

24]. Furthermore, to simulate the eye blinking, the eye regions can be cut, and the

attacker hides behind the cutting pictures and exhibits eye-blinking through the holes

[24]. In the case of photo display attacks, the 2D images can be animated using image

processing software then replayed on the display devices. It is obvious that the real
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face movements are different from these artificial movements. However, the motion

detection methods are not perfect and these artificial movements can increase the error

of the face Presentation Attack Detection (PAD) methods based on motion analysis.

Figure 3 illustrates some presentation attacks created using 2D images.

Fig. 3. Three presentation attacks based on 2D image: warped p rint attack, cut print attack
and photo display attack.

To include both the appearance and the liveness of the real faces, in a more so-

phisticated way, video sequences of the targeted faces are used. These videos are first

replayed on display devices, such as laptops, tablets, smart-phones, then presented in

front of the face recognition camera. The quality of displayattacks depend mainly on

two factors: 1) the quality of face images or videos (height resolution, frontal face,

controlled illumination, etc) and 2) the quality of the display devices. Based on our

experience in creating the OULU-NPU face presentation attacks databases [25], we no-

ticed that high pixel density displays are the best choice for creating the display attacks.

The print and the display attack instruments can be presented in front of the camera

usingfixedor hand support. Fixed supportis more appropriate for presenting the video

display attacks as it prevents from the creation of other motions different from the mo-

tions of the real faces. On the other hand,hand supportis suitable for presenting print

attacks and photo display attacks as it gives them some levelof liveness. Depending on

the visibility of the PAI’s borders, two types of attacks were defined:close-upattacks

[26] andscenicattacks [27]. In theclose-up attacks, the stand-off distance between

the PAI and the camera is quite high, thus the PAI’s borders are clearly visible. These

attacks are hard to be detected if only the face region is taken into consideration because

the fake face artifacts are not clearly visible from distance. However, by analyzing the

whole scene (whole frame), the detection of these attacks can easily be achieved [27].

Contrary toscenicattacks, in theclose-upattacks, the borders of the PAI are not visible
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and the background content of the original face sample used in the presentation attack

is present alongside the face. Figure 4 shows thescenicand theclose-upattacks of both

print and display PAIs.

Fig. 4. Scenic and close-up attacks of both print and display PAIs.

The use of print and display attacks is only restricted to theface recognition systems

operating in an unsupervised scenario (i.e., the recognition process is not assisted by an

agent). Thus, to spoof the recognition systems operating ona supervised scenario (e.g.

the face recognition systems in the airports), more sophisticated attacks are needed. The

best choice for spoofing this kind of systems is the use of 3D mask attacks (Figure 5).

Fig. 5. Passenger boarded a plane in Hong Kong with an old man ma sk and arrived to
Canada to claim asylum [28].

Nowadays, with the advancement in the 3D printing technology, it is easy to create

3D mask of a targeted face from its 3D images. Getting images of this kind is quite hard

compared to the 2D images as more advanced devices (e.g., 3D scanner) and user coop-

eration are needed. However, it is easy to get 3D masks by justuploading a set of 2D
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face images (usually, two images, frontal and profile images) to special internet services

(e.g., thatsmyface1). The materials used in the creation of these 3D masks have a big

impact on the quality of the attacks. In the 3D Mask Attack Database (3DMAD) [29],

the created 3D masks can easily deceive the PAD methods basedon depth information.

However, if we take into consideration the RGB face images and compute the average

of the Red, Green and Blue color components, separately, we can easily differentiate

between the real faces and these 3D mask attacks. Figure 6 shows the distributions of

the real and the 3D mask face images represented using the average of the three color

components. From this figure, we can clearly see that the two distributions are well

separated.
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Fig. 6. The distribution of the real and the 3D mask face image s based on the average of
their three color components: Red, Green and Blue.

Plastic surgery [30], makeup [31], and face accessories (e.g., glasses and lentils

) [32] can be also used as PAIs. While print and display attacksare mainly used to

perform presentation attacks against face recognition systems operating on the verifica-

tion mode, the 3D mask attacks, makeup, plastic surgery and face accessory are used

1http://www.thatsmyface.com
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to circumvent the face recognition systems operating in both verification and open-

identification modes. In the case of open-identification or watch-list mode, the face

presentation attacks are known as identity concealer presentation attacks [11] or obfus-

cation where the attacker tries to disguise his/her facial features so he/she can not be

recognized by the system.

2.3 The vulnerability of face recognition systems to the

presentation attacks

Nowadays, face recognition systems are deployed in many real-world applications such

as mobile device authentication, identity card managementand security portal verifica-

tion. However, recent studies show that most of these systems are susceptible to face

presentation attacks. Table 1 summarizes the vulnerability of some state-of-the-art face

recognition methods in terms of Spoof False Acceptance Rate(SFAR), which is the

percentage of presentation attacks incorrectly accepted as genuine users.

Table 1. The vulnerability of some state-of-the-art face re cognition systems, in term of Spoof
False Acceptance Rate (SFAR%), to different presentation a ttacks.

Database Method SFAR

Print Attacks Database [33] Log-Gabor Binary Pattern Histogram [5] 88.5

(Print attacks) Gabor graph [5] 95.5

Replay-Attack Database [13] Gaussian Mixture Models [6] 91.5

(Print + Display attacks) Log-Gabor Binary Pattern Histogram [6] 88.5

Gabor jet [6] 95.5

Inter-Session variability [6] 92.6

3D Masks Attack Database [29] Sparse Representation Classifier [7] 84.1

(3D masks attacks) Inter-Session variability [29] 65.7

As can be deduced from this table, all the evaluated methods are vulnerable to dif-

ferent presentation attacks: Print attacks, Display attacks and 3D mask attacks. In these

works, the vulnerability of the face recognition systems was studied using databases

recorded in controlled conditions. Furthermore, the materials used in creating the spoof-

ing attacks were captured with high resolution cameras which is not always the case in

real life. In [9], researchers inspected the threat of the online social networks based fa-

cial disclosure against six commercial face authentication systems: Face Unlock, Face-

lock Pro, Visidon, Veriface, Luxand Blink and FastAccess. The images published in the

social media websites are usually captured in unconstrained conditions with different

31



illumination conditions, different head positions, low resolution cameras, etc. While on

average only 39% of these images can be successfully used forspoofing, this relatively

small number of images was enough to fool face authentication software of 77% of the

74 users.

A similar study [34] was also conducted on five commercial face recognition systems:

KeyLemon, Mobius, TrueKey, BioID, and 1 U Apps. Unlike the face recognition sys-

tems studied in [9], where there are no incorporated liveness detection methods, all

the systems in this study have integrated some degree of liveness detection into their

authentication protocol. For instance, KeyLemon and the 1UApp require users to per-

form some action like eyes blinking, smiling, rotating the head, and raising the eye-

brows. BioID, Mobius and True Key use motion-based face PAD and detect 3D facial

structure as the user turns his/her head. It is possible thatthese systems use also other

liveness detection approaches, but such information has not been revealed to the pub-

lic. In this study, instead of displaying the face images on LCD screen, then presenting

them in front of the face recognition camera (as it was done in[9]), the authors create

3D animated models for the targeted faces, then display these models in a virtual reality

(VR) environment. Using attacks of this kind can defeat the liveness and the motion

based face anti-spoofing methods on a fundamental level because the VR system can

display an environment close to the real-world input. In addition of using the face im-

ages downloaded from the social media websites, the authorscreate also the 3D attacks

from high resolution images captured in indoor environment. By using the indoor high

quality images, it was possible to spoof the five candidate systems with 100% success

rate which indicates 1) the vulnerability of the face authentication systems to such pre-

sentation attacks, 2) the failure of the integrated liveness-based and motion-based face

PAD methods in detecting the 3D model-based attacks. When using the social media

photos, the attacks’ sccess on the five systems dropped to 58%, on average. By investi-

gating the reason behind this degradation, the authors found that the 1U App and BioID

systems have a very high false rejection rate when live usersattempt to authenticate in

different illumination conditions, which means that it is highly probable that the attacks

were able to fool the integrated PAD methods and they were rejected by the matcher.

A straightforward way to increase the security of the biometric systems is by com-

bining many biometric traits as it is difficult to attack all the combined modalities, simul-

taneously. Based on the intuition that an attacker should spoof all the biometric modal-

ities to deceive the identity of the targeted person, the multi-modal biometric systems

are considered to be more secure compared to their unimodal counterpart. However, the
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question that arises is: ’Is it necessary to attack all the biometric traits to impersonate

a multi-modal biometric system?’. The findings reported in [35] and [36] show that an

attacker may successfully crack a multi-biometric system by just spoof one or more of

the combined unimodal sub-systems, especially if the fusion rule was not designed by

taking the presentation attacks into account. A well designed fusion method can ensure

a good trade-off between the security and the false rejection rate [35] [37]. However, it

is worth to mentioning that these well designed fusion techniques only provide a com-

plementary approach to face PAD techniques and can not standalone as a solution to

the problem.

These studies among others highlight the vulnerability of the face recognition sys-

tems against the presentation attacks. As a matter of fact, it is now enlisted in the

National Vulnerability Database of the National Instituteof Standards and Technology

(NIST) in the US.

2.4 Face presentation attack databases

Creating a face presentation attack database can be time consuming, requiring lot of re-

sources, and manufacturing skills and for some kind of attacks (e.g., 3D mask attacks),

it can be too expensive [29]. These constraints are the main reasons behind the limita-

tion on the publicly available face presentation attack databases. Among the existing

databases CASIA Face Anti-Spoofing Database (CASIA FASD) [24], Replay-Attack

Database [13], MSU Mobile Face Spoof Database (MSU MFSD) [16] and Replay-

Mobile database [38] are the most challenging benchmark databases. These databases

consist of recordings of real client accesses and various spoofing attack attempts cap-

tured with different camera devices, including mobile phones, webcams and digital

system cameras. The CAISA- FASD, Replay-Attack and MSU MFSDdatabases were

used to assess the performance of our developed methods. However, the Replay-Mobile

database was released after the experimental part of this thesis was reported and it was

very inspiring for us during the collection of our OUlU-NPU database [25]. In the

following, a brief description of these databases is given.

2.4.1 Replay-Attack database

The Replay-Attack Database [13] consists of video recordings of real accesses and at-

tack attempts to 50 clients. Using a built-in camera of a MacBook Air 13-inch laptop
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with a resolution of 320x240, a number of videos were recorded of each person in the

database under two illumination conditions:controlled(uniform background and a flu-

orescent lamp was used to illuminate the scene), andadverse(non-uniform background

and the day-light was the only source of illumination). Under the same conditions, a

high resolution pictures and videos were taken for each person using a 12.1 megapixel

Canon PowerShot SX150 IS camera and an iPhone 3GS with a camera resolution of

3.1 megapixel. These recordings were used to generate the fake face attacks. Three

 

Fig. 7. Cropped and normalized example face images from the R eplay-Attack Database. The
first row presents images taken from the controlled scenario , while the second row corre-
sponds to the images from the adverse scenario. From left to r ight: real faces and the
corresponding high definition, mobile and print attacks.

types of attacks were designed: (1)print attacks(the high resolution pictures taken

with the Canon camera were printed on a plain A4 paper, using aTriumph-Adler DCC

2520 color laser printer, then presented to the camera); (2)mobile attacks, (the high

resolution pictures and videos taken with the iPhone 3GS were displayed on the iPhone

screen); and (3)high definition attacks, (the pictures and the videos, taken with the

Canon camera, were displayed on an iPad screen with a resolution of 1024 by 768 pix-

els). According to the support used in presenting the PAI, two types of attacks were

defined:hand based attacks, (the attack devices were held by the operator) andfixed-

support attacks(the attack devices were set on a fixed support). The hand-based attacks

show a shaking behavior which may trick the motion-based face PAD methods. Figure

7 shows cropped and normalized images of real and fake faces in the two recording

environments (controlled and adverse).
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For the performance evaluation, the 50 subjects were divided onto three subject-

disjoint subsets for training, development and testing (15, 15 and 20 subjects, respec-

tively). Using a separate subset for tuning the models parameters ensures a fair compar-

ison between the developed face PAD methods.

In addition to the videos used for evaluating the performances of the face PAD

methods, the Replay-Attack database provides also a separate enrollment subset to: 1)

assess the vulnerability of the face verification systems against the presentation attacks,

2) evaluate the joint operation between the recognition andthe PAD methods.

2.4.2 MSU Mobile Face Spoof Database (MSU MFSD)

The MSU Mobile Face Spoof Database [16] consists of 280 videorecordings of real and

fake faces. These recordings were taken from 35 subjects using two types of cameras:

a built-in camera of 13-in MacBook Air laptop and a front-facing camera of a Google

Nexus 5 Android phone. For the laptop camera, the videos weretaken using the Quick-

Time framework of the Mac OS X Mavericks platform, with a resolution of 640×480.

For the Android camera, the videos were captured using the Google built-in camera

software on Android 4.4.2, with a resolution of 720×480. The duration of each video

is at least nine seconds and the frame rate is about 30 fps.

 

Fig. 8. Cropped and normalized example face images from the M SU MFSD. The first row
corresponds to images that have been taken with an Android pho ne, while the second row
shows images captured with a laptop camera. From left to right: real faces and the corre-
sponding iPad, iPhone and print attacks.
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For the real accesses, each subject has two video recordingscaptured with the lap-

top and the Android cameras. The average standoff distance between the face and the

camera is about 50 cm. For conducting the fake face video-replay attacks, first high defi-

nition videos were taken for each subject using a Canon 550D single-lens reflex camera

and an iPhone 5S back facing camera. The HD videos (1920× 1088) taken with the

Canon camera were then replayed on iPad Air screen to generate the HD replay attacks

while the HD videos (1920×1088) recorded by the iPhone 5S mobile were replayed

on the same device (the iPhone 5S mobile) to generate the mobile replay attacks. For

the printed attacks, HD pictures (5184×3456) of the subject’s faces were taken with

the Canon 550D camera which then were printed on A3 paper using an HP color laser-

jet CP6015xh printer. The average stand off distances of theHD video replay, mobile

video replay and print attacks are around 20 cm, 10 cm and 40 cm, respectively. Figure

8 shows cropped and normalized images of real and fake faces captured with the two

camera devices (MacBook Air laptop and Google Nexus 5 phone).

For the performance evaluation, the 35 subjects of the MSU MFSD database were

divided into two subject-disjoint subsets for the trainingand testing (15 and 20 subjects,

respectively).

2.4.3 CASIA Face-Anti-Spoofing Database (CASIA FASD)

The CASIA Face Anti-Spoofing Database [24] contains 600 video recordings of gen-

uine and fake faces. The real faces were recorded from 50 genuine subjects using three

imaging qualities. The low quality videos were captured by along-time-used USB

camera (since long time usage will always degrade the imaging quality), the normal

quality videos were captured using a new USB camera and the high quality videos

were recorded using high resolution camera (Sony NEX-5). During the recording, the

subjects were asked to exhibit blinking behavior. For the spoofing attacks, three types

of attacks were designed: warped photo attacks, cut photo attacks and video attacks. In

the warped photo attacks, high resolution pictures, taken with the Sony NEX-5 camera,

were printed on a copper paper, then to simulate the facial motion, the attackers delib-

erately warp an intact the printed photos. The cut photo attacks were created using the

same photos. In this kind of attacks, the eyes’ regions were cut off and the attacker hides

behind and exhibits eye-blinking through the holes. Another possible implementation

is by placing another photo behind the cut photo, then by moving the photo behind,

blinking can be simulated. In this database, both the two implementations were used.
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For the video attacks, the high resolution genuine videos were replayed on iPad screen,

then presented in front of the camera. Figure 9 shows a cropped and normalized images

of real and fake faces in the three imaging qualities. The 50 subjects, in this database,

were divided into two subject-disjoint subsets for training and testing (20 and 30, re-

spectively).

 

Fig. 9. Cropped and normalized example face images from the C ASIA FASD database. From
top to bottom: low , normal and high quality images. From the l eft to the right: real faces
and the corresponding warped photo, cut photo and video repla y attacks.

2.4.4 Replay-Mobile database

The Replay-Mobile database consists of 1,200 video clips ofreal and attack attempts

to 40 subjects. These videos were collected in two sessions.In the first session, the

enrollment and the attack materials were recorded in two illumination conditionslight-

on (electronic lights are turned on) andlight-off (electronic lights are turned off). In

both of these illumination conditions, the background of scene is homogeneous and the

camera devices are fixed on a tripod. UsingNikon Coolopix P520and the back camera
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of an LG-G4 smartphone, the acquisition operator takes a high resolution images and

videos for each subject.

 

Fig. 10. Cropped and normalized example face images from the Replay-Mobile database
captured using the LG-G4 smartphone camera. The images in the first row, from left to ri ght,
correspond to the real samples captured in direct, diffuse, controlled, adverse and lateral
illumination conditions. In the second row, the images from the left to right, correspond to
print (light on), print (light off), video replay (light on) , video replay (light off), photo replay
(light on) and photo replay (light off).

In the second session, each user was asked to record ten videos under five illumi-

nation conditions:controlled(the background of the scene is uniform and light of the

office is switched off),adverse(the background of the scene is uniform, the light in the

office is switched off and the windows blinds are halfway up),direct (the background of

the scene is complex and the user is facing a window with direct sunlight),lateral (the

background of the scene is complex and the user is near to a window and facing lateral

sunlight) anddiffuse(the recording was done in an open hall with complex background

and diffuse illumination). During the recording, the userswere asked to stand and hold

the mobile devices (iPad Minin tablet andLG-G4 smartphone) at the eyes level and

center their faces on the screen of the capture application.These ten videos represent

the real access of the subjects.

Two types of attacks were considered in this database:mattescreen attacks: the pic-

tures and the videos of each subject (taken in the first session) are displayed on a HD

Philips 227ELHmonitor with a resolution of 1920×1080 pixel; andprint attacks: the

HD pictures were printed on A4 matte paper using aKonica Minolt ineoa+224ecolor
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laser printer. Each attack was recorded using the two mobiledevices (tablet and smart-

phone). For themattescreenattacks, the recording devices were fixed on a fixed-support.

However, for the print attacks, two modes of recording were used:fixed-support attack

(the recording devices were fixed on a support) andhand-held attack(the recording de-

vices were held by the operator). For the evaluation, the videos were divided into three

subject-disjoint subsets for training, development and testing (12, 16 and 12, respec-

tively). Figure 10 shows cropped and normalized images of real and fake faces captures

with the LG-G4 mobile phone.

2.5 Evaluation methodology

The PAD methods can be considered as an independent module oras an integrated

part of the biometric systems. The objective from considering the PAD methods as

an independent module is to evaluate the performance of the implemented algorithms

in discriminating between the genuine accesses and the presentation attacks. In this

case, the problem is designed as a binary classification problem and the performance is

reported using False Acceptance Rate (FAR), which corresponds to the ratio of incor-

rectly accepted attacks, and False Rejection Rate (FRR), which in its turn corresponds

to the ratio of incorrectly rejected genuine. To summarize these measures, the Equal

Error Rate (EER) and the Half Total Error Rate (HTER) values are used. The EER is

the point where the FAR is equal to the FRR and the Half Total Error Rate(HTER) is

the average of the FAR and the FRR at a given threshold. For theperformance visual-

ization, the Receiver Operating Characteristic (ROC) and the Detection-Error Trade off

(DET) (Figure 11) plots are used. These plots present the trade-off between FAR and

FRR at different values of the threshold.

The databases used for evaluating the performance of the PADmethods contain two

sets of samples: genuine accesses and presentation attacks. These samples are usually

divided into three sets:

– Training set: to train the face PAD model.

– Development set: to tune the model’s parameter and estimate the decision threshold.

– Test set or evaluation set: to report the final performance.

Instead of using the FAR and the FRR to measure the performances of the PAD

methods, which are also used for evaluating the biometric systems, the new ISO/IEC

30107-3 standard [22] defines new metrics for assessing the performance of the PAD
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Fig. 11. Examples of Receiver Operating Characteristic (ROC) and the Detection-Error Trade
off ( DET) plots.

methods: Attack Presentation Classification Error Rate (APCER) and Bona Fide Pre-

sentation Classification Error Rate (BPCER):

APCERPAI =
1

NPAI

NPAI

∑
i=1

(1−Resi), (1)

BPCER=
∑NBF

i=1 Resi
NBF

, (2)

where,NPAI is the number of the presentations attacks using a given PAI,NBF is the

total number of the bona fide presentations.Resi takes the value 1 if theith presentation

is classified as a presentation attack and 0 if classified as bona fide presentation. These

two metrics correspond to the False Acceptance Rate (FAR) and False Rejection Rate

(FRR). However, APCERPAI is computed separately for each PAI (e.g. print or display)

and the overall PAD performance corresponds to the attack with the highest APCER,

i.e., the "worst case scenario".

To summarize the overall system performance in a single value, the Average Classi-

fication Error Rate (ACER) is used, which is the average of theAPCER and the BPCER

at the decision threshold:

ACER=
max

PAI=1...S
(APCERPAI)+BPCER

2
, (3)

where,S is the number of the PAIs.
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Because the evaluation protocols of CASIA FASD, Replay-Attack and MSU MFSD

databases were defined in terms of FAR and FRR, we used these two metrics to re-

port the performance of our proposed methods on Chapters 3, 4and 5. However, for

the OULU-NPU database (Chapter 6), we used the new ISO/IEC 30107-3 standard in

designing the evaluation protocols. Thus, the performanceof the face PAD methods

evaluated on this database is reported in terms of APCER and BPCER.

2.6 Face presentation attack detection methods

In this thesis, we categorized the face PAD methods into three groups: hardware based

methods, challenge response based methods and software based methods.

2.6.1 Hardware based methods

The hardware based methods use advanced materials to differentiate between the real

and the fake face samples. Using a 3D cameras (e.g. MicrosoftKinect )[39] or multi-

spectral cameras [40, 41], we can get additional useful information about the depth and

the reflectance proprieties of the observed faces. Thermal cameras can also be used to

detect the print attacks, replay attacks, and even some plastic surgery [40, 41]. Surgical

operations usually cause alteration in blood vessel flow that can be seen as cold spots in

the thermal domain. Recently, light field cameras capable ofrendering multiple depth

(or focus) images in a single capture [42], and optical filtersystems providing horizontal

and vertical light polarization measurements [43] have shown promising results in print

and video-replay attack detection.

In addition to the difficulty of integrating these additional hardware devices into

existing face recognition systems and the high cost of some advanced materials, the

hardware based methods are powerless for detecting some kind of attacks under some

circumstances. For instance, the depth and the thermal cameras are useless against the

3D masks attacks. It is known that thermal radiation can passthrough materials, which

causes problems when thermal information is used against wearable mask attacks [41].

The NIR based techniques have also difficulties in capturingthe reflectance disparities

between genuine faces and 3D masks due to the 3D shape and a variety of artificial

materials [41]. Furthermore, the use of NIR imaging is restricted to indoor use only

since the sunlight causes severe perturbation. In general,the hardware-based methods

are evaluated on small datasets for a proof of concept demonstrations as collecting
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large spoofing datasets is costly and time-consuming. Thus,it is not clear how robust

are these methods under the real-world conditions.

2.6.2 Challenge response based methods

The challenge response methods are based on the user cooperation to reveal the spoofing

attacks as we humans tend to be interactive with randomly specified action requirement

compared to the printed photo or the replayed video attacks.In particular, the challenge

response methods prompt a user for a specific action (challenge), such as a facial ex-

pression [44, 45], mouth movement [44, 46] or head rotation (3D information) [47–49],

then analyses the user activity in order to check whether therequired action (response)

was performed or not.

Because the challenge response methods are robust to deviceand environment vari-

abilities, they have been integrated into many commercial applications. However, the

user interaction requirement is the main drawback of this approach as the authentication

process becomes time-consuming and unpleasant experience. Also, asking a specific ac-

tion makes the spoofing countermeasure easy to deduce. For example, the request for

uttering words suggests that analysis of synchronized lip movement and lip reading is

utilized. Knowing the liveness cue analyzed by the countermeasure makes it easy to

deceive.

2.6.3 Software based methods

The software-based PAD methods can be categorized into static or dynamic based meth-

ods [10] depending on whether the temporal information is utilized or not.

Dynamic methods

Dynamic methods aim typically at detecting signs of liveness from short video se-

quences, such as eye blinking [50–52], facial expression changes [44, 51, 52], mouth

movements [44, 51, 52], or even color variation due to blood circulation (pulse) [53, 54].

In addition to these involuntary signals, other dynamic cues can be also exploited. It

is obvious that the movements of the 3D real faces and the planar medium attacks are

different [55, 56]. Furthermore, for stationary face recognition systems, the correlation
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between the motion of the face and the background regions canreveal spoofing attacks

[57, 58].

Motion is indeed a powerful visual cue for detecting print attacks. However, vi-

tality and non-rigid motion detectors relying only on spontaneous facial movements

are powerless under video replay attacks and sophisticatedmask attacks. The lack of

motion may lead to a high number of authentication failures if user cooperation (e.g.,

challenge-response) is not requested. Similarly, heart rate estimation from facial videos

is very difficult in less controlled scenarios [54]. Thus, inpractice, liveness detection

and motion analysis based on face PAD takes some time or the user needs to be still

quite cooperative.

Static methods

The restriction of the dynamic methods has motivated the appearance of a second group

of software based methods. The static methods focus on the analysis of single static im-

ages rather than video sequences. These types of methods aregenerally faster than the

dynamic counterparts, thus more convenient to the user. Thestatic methods exploit the

fact that fake face images captured from printed photos, video displays and masks suffer

from various quality and texture issues related to the PAI orthe manufacturing process.

This includes lack of details, printing artifacts, specular reflections, or differences in

shading, for instances. Assuming that these inherent disparities between real and fake

faces can be observed in single visual spectrum images, manymethods analyzing static

facial appearance properties have been proposed in the literature.

Assuming that fake face images lack high frequency information compared to gen-

uine ones, face PAD methods based on frequency domain analysis have been proposed

[12, 24, 59]. These methods may work well for down-sampled photos or crude face

masks but are likely to fail for higher-quality spoof samples. Similarly, pure image

quality assessment based features [60] have shown to be robust in detecting fake faces

presented on mobile phone displays, whereas high-definition face spoofs have caused

problems. In addition, the spoofing detection performance of the proposed set of sim-

ple features was highly dependent on the used imaging quality, i.e., the method per-

formed well on high quality input images, whereas the results degraded dramatically at

lower acquisition qualities [60]. In [61], more advanced image-quality features based

on shearlet transforms and dense optical flow based motion features were fused using a

hierarchical neural network with promising results.
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Alternatively, it is likely that real faces and fake ones present different texture pat-

terns because of the recapturing process and the disparities in surface and reflectance

properties. A major trend is the use of the micro-texture patterns in face anti-spoofing

research [13, 62–66]. In addition of analyzing the structure of facial textures, spa-

tiotemporal texture analysis is also applied to describe specific dynamic events, e.g.,

facial motion patterns, sudden characteristic reflectionsof planar PAI [67] and content-

independent video noise signatures [17]. The major drawback of texture analysis based

methods is that the nature of texture patterns varies a lot due to different acquisition

conditions and PAIs, thus diverse datasets are probably needed for training robust facial

texture models [14, 49].

Wenet al. [16] argued that commonly used features, e.g., LBP, may be too person-

specific or contain too much redundant information for face anti-spoofing because they

are capable of capturing the facial details, i.e., differentiating individuals for face recog-

nition purposes. Hence, they proposed to extract features that do not try to capture the

facial details but the characteristic differences betweengenuine faces and fake ones, in-

cluding characteristic of reflection and quality properties, e.g., blur and color diversity.

The experimental validation showed promising generalization capabilities compared to

texture based methods but only with short distance spoofing attacks. The features did

also generalize to cameras with similar quality but not to cameras with distinctively dif-

ferent quality. Their argument on features describing facial details suggests that person-

specific anti-spoofing models [68, 69] can improve the generalization of texture based

approaches.

The initial studies using deep convolutional neural networks (CNN) have resulted in

excellent intra-test performance but the cross-database results have still been unsatisfac-

tory [15, 70]. However, the current publicly available datasets may not provide enough

training data to exploit CNN to their full potential, thus also application-specific learn-

ing needs to be further explored when more comprehensive databases are available. In

[71], deep dictionary learning based formulation was proposed to mitigate the require-

ment of large amounts of training data with very promising intra-test and cross-database

results.

In addition to the face regions, the observed scene providesalso contextual cues

which have shown to be useful for anti-spoofing. For instance, scene context matching

could be utilized for checking if the background scene of thestationary face recognition

system suddenly changes [72]. Furthermore, a bezel (frame)of a display device or

photograph edges, or the attackers’ hands might be visible in the provided view [18, 27,
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70]. These kinds of contextual cues are rather straightforward to detect but, they are

also easy to conceal or cannot be exploited in certain use-case scenarios.

2.7 Conclusion

The deployment of biometric systems in the real-world applications, especially in the

applications operated on a unsupervised mode like mobile devices, has increased the

interest in the presentation attacks problem. This can be seen in the growing number

of articles, publicly available datasets and the various competitions that are published

in major biometric forums. Nowadays, it is obvious that without PAD methods most

of the biometric systems are susceptible to presentation attacks. Face recognition, in

particular, is the most vulnerable modality to attacks of this kind as many studies show

that by just printing or replaying face images or videos downloaded from the social

media websites, someone can easily fool these biometric systems.

To protect face recognition systems against presentation attacks, many methods and

approaches have been proposed. Using the conventional cameras integrated into the ex-

isting face authentication systems, the software based methods are the most appealing

approaches. In general, these methods process the same dataused by the recognition

systems or acquire some additional information over a shorttime to detect a possible

presentation attack. The increased number of the publicly available databases has also

played an important role in the development of these methods. Assuming that the recap-

turing process creates different texture pattern between the real and the fake samples,

the texture based methods have shown very interesting performances on the existing

face PAD databases.

Although the publicly available face PAD databases have been a very important

kick-off for developing many useful face PAD approaches, these databases are limited

in terms of the number of subjects and the variation in the type of attacks. Moreover,

their standard evaluation protocols do not encourage the research community to evalu-

ate the generalization of the developed PAD methods under real-world conditions. In all

these databases, the data in the train and test sets were recorded in the same operating

condition, i.e. the same camera devices, the same illumination conditions and the PAIs

were created using the same devices. Under these protocols,many face PAD methods

have achieved good and even perfect performances on some databases. However, recent

studies [14, 49] have shown that these performances are indeed overly optimistic regard-

ing their actual performance in real-world authenticationapplications. Thus, to evalu-
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ate the generalization of the PAD methods in more realistic scenarios across different

covariates (e.g., illumination, acquisition devices and presentation attack instruments),

new challenging and large databases are needed.

46



3 Face anti-spoofing based on color texture

analysis

Research on face anti-spoofing has mainly been focused on analyzing the luminance

of the face images, hence discarding the chrominance information which can be useful

for discriminating fake faces from genuine ones. In this chapter, we summarize our

findings in papers I and II which demonstrate the importance of extracting the texture

features from luminance chrominance color spaces comparedto gray-scale and RGB

image representations.

3.1 Introduction

Assuming that there are inherent disparities between genuine and fake faces that can be

observed in single images (or a sequence of images), many face PAD methods analysing

static (and dynamic) facial texture properties have been proposed. The key idea is that

an image of a fake face is likely to have different texture patterns compared to a genuine

one captured in the same conditions due to, e.g., printing artefacts, light reflectance and

video noise signature [17, 62–64, 67, 73].

Fig. 12. Color gamut of a monitor (RGB) and a printer (CMYK) com pared with the whole
pallet of visible colors [74].

The process of creating fake faces introduces also inherentdisparities in the color

information compared to the genuine faces. This is due to theused PAI (printed pho-

tograph, display device or mask) dependent gamut and other imperfections in the color

reproduction, e.g., printing. In general, printing and display devices have limited color

gamut compared to the whole pallet of visible colors (see, Figure 12). Moreover, im-
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ages tend to look different when they are printed or displayed using different devices.

In order to preserve the color and appearance perception across various devices, color

mapping algorithms are applied on the source image to map itsout-of-gamut color into

the color gamut of a specific output device. However, these kinds of mapping functions

can cause variation between the texture of the original and the output images.
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Fig. 13. Example of a genuine face and corresponding print an d video attacks in RGB, gray-
scale and YCbCr color space. Paper I c©IEEE.

Research on non-intrusive software-based face spoofing detection has mainly been

focusing on analyzing gray-scale images and hence discarding the color information

which can be a vital visual cue for discriminating fake facesfrom genuine ones. In

a recent work, Wenet al. [16] proposed color quality based features that describe

the chromatic degradation and the lack of color diversity ofrecaptured face images.

However, the actual local variations in color texture information were not exploited for

face spoofing detection.

Texture analysis of gray-scale face images can provide sufficient means to reveal

the recapturing artefacts of fake faces if the image resolution (quality) is good enough

to capture the fine details of the observed face. However, if we take a close look at the

cropped facial images of a genuine human face and corresponding fake ones in Figure

13, it is basically impossible to explicitly name any textural differences between them

because the input image resolution is not high enough.
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To emulate the color perception properties of the human visual system, color map-

ping algorithms give a huge importance to the preservation of the spatially local lumi-

nance variations at the cost of the chroma information [75].Human eye is indeed more

sensitive to luminance than to chroma, thus fake faces stilllook very similar to the gen-

uine ones when the same facial images are shown in color (see,Figure 13). However,

if only the corresponding chroma component is considered, some characteristic differ-

ences can be noticed. While the gamut mapping and other artefacts cannot be observed

clearly in the gray-scale or color images, they are very distinctive in the chrominance

channels. Thereby, color texture analysis of the chroma images can be used for detect-

ing these gamut mapping and other (color) reproduction artefacts.

3.2 Face anti-spoofing based on color texture analysis

Face presentation attacks are most likely performed by displaying the targeted faces

using prints, video displays or masks to the input sensor. The crude attack attempts

performed, e.g., using small mobile phone displays or prints with strong artifacts, can

be detected by analysing the texture and the quality of the captured face images in the

gray-scale representation. However, as shown in Figure 13,it is reasonable to assume

that fake faces of higher quality are harder or nearly impossible to detect using only

the luminance information of the images. In Figure 14, this effect is demonstrated by

measuring the similarity between the local binary pattern (LBP) descriptions extracted

from two genuine face images (Real face 1 and Real face 2) and two fake face images

(Printed Attack and Video Attack) of the same person. The similarity is measured using

the Chi-square distance:

dχ2(Hx,Hy) =
N

∑
i=1

(Hx(i)−Hy(i))2

Hx(i)+Hy(i)
, (4)

whereHx andHy are two LBP histograms withN bins. In addition to its simplicity, the

Chi-square distance is shown to be effective to measure the similarity between two LBP

histograms [76]. From Figure 14, we can observe that the Chi-square distance between

gray-scale LBP histograms of the genuine face and the printed fake face is smaller

than the one between two genuine face images. Moreover, the difference in similarity

between the texture descriptions of genuine faces and the Chi-square distance between

the genuine face and the video attack is not significant. It isworth noting, however, that

similarity measured with pure Chi-square distance does notnecessarily indicate that

49



there are no intrinsic disparities in the gray-scale texture representation that could be

exploited for face PAD.
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Fig. 14. The similarity between the holistic LBP description s extracted from genuine faces
and fake ones. The original RGB images are shown on the left. In t he middle, the similarity
between the LBP descriptions extracted from the gray-scale i mages is presented. The simi-
larity between the LBP descriptions extracted from the diffe rent color channels in the YCbCr
color space is presented on the right. Paper II c©IEEE.

In the case of YCbCr color space representation, we can see clearly, from Figure 14,

that the Chi-square distance computed between the LBP histograms extracted from the

chrominance components of genuine face and fake ones is significant compared to the

ones computed between the descriptions of the two genuine faces.

To confirm the observations in Figure 14, we have also conducted a statistical anal-

ysis on the Replay-Attack Database [13]. More specifically,we computed mean LBP

histograms for both real and fake face images in the trainingset and used these two

models to compute a Chi-square distance based score value for each sample in the test

set as follows [77]:

d(Hx,Hr ,H f ) = dχ2(Hx,Hr)−dχ2(Hx,H f ), (5)
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whereHx is the LBP histogram of the test sample, andHr andH f are the reference

histograms for real and fake faces, respectively. Figure 15illustrates the score distribu-

tions of the real faces and spoofs in the gray-scale space andin the three channels of the

YCbCr color space. The results confirm our hypothesis in the sense that the Chi-square

statistics of the real and fake face descriptions in the gray-scale space and Y channel

are overlapping while they are better separated in the chroma components of the YCbCr

space.

In this present work, we aim to investigate the effectiveness of different texture

descriptors more closely in detecting various kinds of facepresentation attacks by ex-

tracting face representations from luminance and chrominance images in different color

spaces. The general block diagram of the proposed face spoofing detection approach

is depicted in Figure 16. First, the face is detected, cropped and normalised into an
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M×N pixel image. Then, texture descriptions are extracted from each color channel

and the resulting feature vectors are concatenated into an enhanced vector in order to

get an overall representation of the facial color texture. The final feature vector is fed

to a binary classifier and the output score value describes whether there is a real or fake

face in front of the camera.
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Fig. 16. Illustration of the proposed face anti-spoofing app roach. Paper II c©IEEE.

The facial representations extracted from different colorspaces can also be concate-

nated in order to benefit from their complementarity. This kind of fusion is investigated

more closely in Section 3.3.

3.2.1 Color spaces

RGB is the most used color space for sensing, representing and displaying color images.

However, its application in image analysis is quite limiteddue to the high correlation

between the three color components (red, green and blue) andthe imperfect separation

of the luminance and chrominance information. In this work,in addition to the RGB

color space, we considered two other color spaces, HSV and YCbCr, to extract the

color texture information. Both of these color spaces are based on the separation of

the luminance and the chrominance components. In the HSV color space, the Hue

(H) and the Saturation (S) dimensions define the chrominanceof the image while the

Value (V) dimension corresponds to the luminance. The YCbCrspace separates the

RGB components into Luminance (Y), Chrominance blue (Cb) and Chrominance red

(Cr). It is worth noting that the representation of chroma components in HSV and

YCbCr spaces is different, thus they can provide complementary facial color texture
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descriptions for spoofing detection. More details about these color spaces can be found,

e.g., in [78].

3.2.2 Texture representation

To describe the texture information of the face images, we used the Local Binary Pat-

tern (LBP) descriptor [79]. This descriptor computes a binary code for each pixel in

an image by thresholding a circularly symmetric neighborhood with the value of the

central pixel. Finally, a histogram is created to collect the occurrences of different bi-

nary patterns. LBP was originally intended to handle gray-scale images but was later

extended to exploit also color information. In [80], a simple yet efficient color LBP de-

scriptor was proposed. The LBP operator is applied on each color band then obtained

histograms are concatenated to form the final color descriptor, as depicted in Figure 16.

The LBP pattern of a pixel(x,y) extracted from the image band (i) can be written as

follows:

LBPP,R(x,y) =
P

∑
n=1

δ (rn− rc)×2n−1, (6)

whereδ (x) = 1 if x >= 0, otherwiseδ (x) = 0. rc and rn(n = 1, ...,P) denote the in-

tensity values of the central pixel(x,y) and itsP neighbourhood pixels located at the

circle of radiusR (R> 0), respectively. To represent the image texture information, the

occurrences of the different binary patterns are collectedinto a histogram.

The uniform LBP pattern (LBPu2) and the rotation invariant uniform LBP patterns

(LBPriu2) are two extensions of the LBP operator. An LBP pattern is considered as

uniform if its binary code contains at most two transitions from 0 to 1 or from 1 to 0. In

the LBPriu2 descriptor, the LBPu2 binary code is shifted until it corresponds to one of

the pre-selected rotation invariant patterns.

3.3 Experimental results and analysis

In our experiments, we used the two face PAD databases: Replay-Attacks [13] and CA-

SIA FASD [24]. For the CASIA FASD database, the model parameters are trained and

tuned using four-fold subject-disjoint cross-validationon the training set and the results

are reported in terms of EER on the test set. The Replay-Attack database provides also
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a separate validation set for tuning the model parameters. Thus, the results are given in

terms of EER on the development set and the HTER on the test set.

Table 2. The performance in terms of EER(%) of the gray-scale LBP and the color LBP
descriptors on CASIA FASD database.

Method 1 2 3 4 5 6 7

Gray-scale-LBP 16.5 17.2 23.0 24.7 16.7 27.0 24.8

RGB+LBP 17.9 17.6 11.1 18.0 12.5 14.3 16.1

HSV+LBP 12.2 10.3 14.4 11.0 11.1 7.8 13.4

YCbCr+LBP 9.0 9.5 6.0 9.9 8.8 12.1 8.8

YCbCr-HSV+LBP 7.8 10.1 6.4 7.5 5.4 8.1 6.2

Table 3. The performance of the gray-scale LBP and the color L BP descriptors on Replay-
Attack database.

Method EER(%) HTER(%)

Gray-scale+LBP 15.3 15.6

RGB+LBP 5.0 6.6

HSV+LBP 6.4 7.0

YCbCr+LBP 0.7 3.3

YCbCr-HSV+LBP 0.4 2.9

In all our experiments, we used theLBPu2
8,1 operator (i.e.,P= 8 andR= 1) to extract

the textural features from the normalized (64×64) face images. To capture both of the

appearance and the motion variation of the face images, we averaged the features within

a time windows of three seconds and four seconds on CASIA FASDand Replay-Attack

databases, respectively. In order to get more training data, these time windows are taken

with two seconds overlap in the training stage. In the test stage, only the average of the

features within the first time window is used to classify eachvideo. The classification

was done using a Support Vector Machine [81] (SVM) with RBF Kernel.

Table 2 and Table 3 present the results of different LBP basedcolor texture descrip-

tions and their gray-scale counterparts. From these results, we can clearly see that the

color texture features significantly improve the performance compared to the gray-scale

LBP-based countermeasure. When comparing the different color spaces,YCbCr based

representation yields to the best overall performance. Thecolor LBP features extracted

from theYCbCr space improve the performance on CASIA FASD and Replay-Attack

databases from 24.8% to 6.2% and from 15.6% to 2.9%, respectively, compared to the

gray-scale LBP features. From Table 2, we can also observe that the features extracted
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Table 4. Comparison between the proposed countermeasure and state-of-the-art methods.

Method
Replay-Attack CASIA

EER(%) HTER(%) EER(%)

LBP [13] 13.9 13.8 18.2

DoG [24] - - 17.0

LBP-TOP [67] 7.9 7.6 10.0

LBP+HOOF [82] 0.0 0.2 17.5

CDD [64] - - 11.8

IQA[60] - 15.2 32.4

Spectral cubes [17] - 2.8 14.0

DMD [51] 5.3 3.8 21.8

IDA [16] - 7.4 -

LBP+motion [83] 4.5 5.1 -

CNN [15] 6.1 2.1 7.4

YCbCr-HSV+LBP 0.4 2.9 6.2

from theHSV color space seem to be more effective against video attacks than those

extracted from theYCbCr color space. Thus, we studied the benefits of combining the

two color texture representations by fusing them at featurelevel. The color LBP de-

scriptions from the two color spaces were concatenated, thus the size of the resulting

histogram is 59×3×2. The results in Table 2 and Table 3 indicate that a significant

performance enhancement is obtained, thus confirming the benefits of combining the

different facial color texture representations.

Table 7 compares the performance of our proposed countermeasure against the state-

of-the-art face anti-spoofing methods. From this table, we can notice that our method

outperforms the state-of-the-art results on the challenging CASIA FASD database, and

yields to very competitive results on the Replay-Attack database.

3.4 Conclusion

In this chapter, we approached the problem of face anti-spoofing from the color texture

analysis point of view. We investigated how well different color image representations

(RGB, HSV and YCbCr) can be used for describing the intrinsicdisparities in the color

texture between genuine faces and fake ones and if they provide complementary rep-

resentations. The effectiveness of the different color representations was studied by

extracting the texture information from the individual color channels then concatenat-

ing the resulting features to form the final face representation.
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Extensive experiments on two face PAD databases (CASIA FASDand Replay-

Attack Database) showed good performance improvement whenthe texture features

are extracted from luminance chrominance color spaces. On the CASIA FASD, the

proposed facial color texture representation based on the combination of LBP features

extracted from the HSV and the YCbCr color spaces outperformed the state of the art,

while very competitive results were achieved on the Replay-Attack database. More im-

portantly, this proposed approach was able to achieve stable performance across the two

benchmark datasets unlike most of the methods proposed in the literature, which show

good performance only on some databases.
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4 Face anti-spoofing based on scale space

texture analysis

This chapter is based on Paper IV and addresses for the first time the key problem of the

variation in the input image quality and resolution in face anti-spoofing. In contrast to

most existing works aiming at extracting multiscale descriptors from the original face

images, we derive a new multiscale space to represent the face images then we extract

the texture features from the scaled images. The new multiscale space representation is

derived through three multiscale filtering methods: Gaussian scale space, Difference of

Gaussian scale space and Multiscale Retinex.

4.1 Introduction

Based on the printing defects and the artifacts caused by thelighting reflectance from

the planar PAI, the texture based methods provide a sufficient mean to differentiate be-

tween real and fake face images. Most of these methods applied a single scale descriptor

to encode the texture differences between the real and the fake faces. However, as can

be seen in Figure 17, a face image can be of different image resolutions and qualities.

As a consequence, a single scale descriptor cannot handle well all these different image

resolutions and yields unsatisfactory results. In this chapter, we propose to address the

problem of image resolution and quality from a novel point ofview. Instead of using

multiscale descriptors [63], we propose to first represent the face images in different

scales via multiscale filtering and then extract texture features from the scaled images.

Besides encoding the face images in different scales, multiscale filtering can also act

as a pre-processing to enhance the robustness of the face representation against factors

such as noise and illumination.

4.2 Multiscale filtering techniques

Multiscale filtering analysis is motivated by the need to detect and characterize the

edges of small and large structures in the same way. In a givenimage, different struc-

tures give rise to edges of varying scales: small scales correspond to fine details and

large scales correspond to gross structures. In order to detect all image edges, image
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Fig. 17. Face images from the CASIA FASD [24] illustrating th e variation of the image reso-
lution and quality (low, medium and high, respectively). No te that the original images have
been rescaled to the same size.

processing at different scales is thus needed. Several multiscale filtering approaches

have been proposed in the literature [84]. Among all the proposed techniques, those

based on Gaussian kernels have very attractive properties partially inherited from the

Gaussian function. These include linearity and spatial shift invariance. Moreover, struc-

tures at coarse scales can be easily related to those at finer scales and no new structures

are created after smoothing.

In this work, we use three kinds of Gaussian based multiscalefiltering techniques:

Gaussian scale space (low-pass filtering), Difference of Gaussian (DoG) scale space

(band-pass filtering) and Multiscale Retinex method (high-pass filtering). Descriptions

of these three methods are given in the following sections.

4.2.1 Gaussian scale space

In the Gaussian scale space [85], a set of Gaussian kernels with different standard devi-

ations are convolved with the original image to create images in different scales:

I(x,y,σi) = I(x,y)∗G(x,y,σi), (7)

where∗ is the convolution operator andG(x,y,σi) is the Gaussian kernel with the stan-

dard deviationσi defined byG(x,y,σi) =
1

2πσ2
i

exp− x2+y2

2σ2
i

. The convolution with the

Gaussian kernels reduces the noise in the images (Figure 18)and emphasizes the coarser

structures, which is desirable in texture analysis as textures are scale dependent.

58



Fig. 18. Example of an original image and three Gaussian filter ed images obtained using σi=
0.5, 1 and 2, from the left to the right, respectively.

4.2.2 Difference of Gaussian (DoG) scale space

The DoG filtering is an edge enhancement technique (Figure 19). It is obtained by

subtracting one blurred image from another. The blurred images are obtained by con-

volving the original image with Gaussian kernels with different standard deviations.

Convolving an image with a Gaussian kernel suppresses the high-frequency spatial in-

formation while subtracting a blurred image from another preserves only the spatial

information that lies between the range of frequencies thatare preserved in the two

blurred images. Thus, the DoG filter is considered as a band-pass filter. Given an image

I , the DoG image at the scalesdefined by the two parametersσi andσ j is given by:

I(x,y,σi ,σ j) = (G(x,y,σi)−G(x,y,σ j))∗ I(x,y). (8)

Fig. 19. Example of an original image and three DoG filtered im ages obtained using
(σi ,σ j )=(0.5, 1), (1, 2) and (0.5, 2), from left to right, respective ly.

4.2.3 Multiscale Retinex

An imageI can be seen as a multiplication between an illumination componentL and a

reflectance componentR:

I(x,y) = L(x,y)×R(x,y) (9)

59



Since illumination can be considered as gradual changes, itcorresponds to the lower

frequencies in the spectrum. In contrast, the reflectance varies quite rapidly, so it can

be considered as high frequencies in the spectrum. For an efficient image texture rep-

resentation, the illumination component should preferably be reduced or removed. In

the Multiscale Retinex method [86], the illumination component is estimated at each

scales by applying Gaussian low-pass filtering on the original image. Then, the re-

flectance componentR at that scale is obtained by subtracting the log of the estimated

illumination from the log of the original imageI :

I(x,y,σi) = log(I(x,y))− log[G(x,y,σi)∗ I(x,y)]. (10)

Figure 20 shows example of the reflectance component (R) obtained using different

values of the standard deviation(σi).

Fig. 20. Example of an original image and three Retinex filter ed images obtained using σi=
0.5, 1 and 2, from the to right, respectively.

4.3 Scale space based face PAD

The architecture of our scale space face PAD method is illustrated in Figure 21. First,

the face image is represented on different scales using one of the multiscale filtering

methods described in Section 4.2. The LBP descriptor [79] isthen applied on each

scale image separately and the resulting histograms are concatenated to form the final

feature vector. Finally, this feature vector is fed into a binary classifier to determine

whether the captured biometric sample is originating from agenuine or a fake face.

In this study, we use the three benchmark databases: Replay-Attacks [13], CA-

SIA FASD [24] and MSU MFSD [16]. The scale space representation is obtained by

combining the original image with three filtered images. Forthe Gaussian scale space

and the Multiscale Retinex methods, the filtered images are obtained using the stan-

dard deviation values:σi = {0.5,1,2}, while for the DoG scale space, the images are
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Fig. 21. Illustration of the scale space face PAD approach. P aper V c©IEEE.

obtained using(σi ,σ j) = {(0.5,1),(1,2),(0.5,2)}. The texture features are extracted

from the original and the filtered 64× 64 face images using the LBPu2
8,1 operator (i.e.

P = 8 andR= 1). Then, the final feature vectors were fed into linear Support Vec-

tor Machine (LIBLINEAR [87]) classifier. To show the effectiveness of our proposed

methods, the results are compared with the basic and the multiscale LBP based methods

extracted only from the original face images. The Multiscale LBP (MLBP) features are

constructed by computing holistic description of the face with the LBPu2
8,1, LBPu2

8,2 and

LBPu2
16,2 operators and concatenating the resulting histograms.

Table 5. The performance of the gray-scale LBP descriptor on CASIA FASD, MSU MFSD and
Replay-Attack databases

Method
CASIA MSU Replay-Attack

EER(%) EER(%) EER(%) HTER(%)

LBP 25.4 32.6 22.3 19.0

MLBP 17.9 29.6 23.2 22.2

Gausssian scale space + LBP 19.5 29.0 20.6 21.9

Multiscale Retinex + LBP 19.1 24.9 15.9 13.5

DoG scale space + LBP 16.5 24.2 13.9 12.8

To show the importance of the scale space texture analysis, we compute the perfor-

mance of the LBP descriptor with and without the different multiscale filtering meth-

ods. The results reported in Table 5 show that the use of the multiscale filtering methods

yields significant performance improvement compared to thetwo baseline methods, i.e.,

based on LBP and MLBP descriptors. When comparing the performance of the three

multiscale filtering techniques, we can observe that the DoGscale space gives the best

results. The DoG scale space filtering improves the performance of the LBP descriptor
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on CASIA FASD, MSU MFSD and Replay-Attack Database with a relative percentage

of 34.8%, 25.8% and 32.3%, respectively.

The excellent performance of the DoG filtering method can be explained by its

ability to analyze the image properties at different frequency bands and minimizing the

effect of noise and illumination. Gaussian scale space and Multiscale Retinex methods,

on the other hand, are focusing only on the low frequencies orthe high frequencies,

respectively. In face anti-spoofing, it is important to analyze the face images at different

frequency bands because we do not have prior knowledge aboutwhich frequencies

contain the most discriminative inherent disparities between the real and the fake face

images.

To show the improvement of the DoG filtering method on different operating points,

we plotted the detection error trade-off (DET) curves of theLBP descriptor on the three

databases in Figure 22. It can be seen that the DoG filtering based multiscale space

representation performs consistently better than the other feature descriptions almost at

all operating points on all three datasets.

Table 6. The performance of the color LBP descriptor on CASIA FASD, MSU MFSD and
Replay-Attack databases with and without the DoG scale space fi ltering

Method CASIA MSU Replay-Attack

EER (%) EER (%) EER (%) HTER (%)

Without DoG scale space filtering

RGB 19.1 15.6 5.9 9.4

HSV 12.6 17.2 4.3 7.7

YCbCr 13.2 11.1 4.3 7.4

HSV+YCbCr 7.1 10.6 0.9 4.9

With DoG scale space filtering

RGB 10.7 11.7 5.1 5.9

HSV 8.9 11.5 3.2 8.5

YCbCr 8.8 9.4 3.6 9.6

HSV-YCbCr 4.2 6.9 0.7 3.1

In the previous chapter, we have seen that extracting the LBPfeatures from the

color images show a very good performance improvement compared to those extracted

from the gray-scale images. To improve further these performances, we have applied

the Difference of Gaussian scale space filtering on each channel of the RGB, HSV and

YCbCr color spaces. The scale space LBP features extracted from each channel are

then concatenated to from the final feature vector.
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Fig. 22. DET curves of the LBP descriptor on: a) CASIA FASD, b) MSU MFSD and c) Replay-
Attack Database. Paper V c©IEEE.
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The results of the color LBP method with and without the DoG scale space filtering

are presented in Table 6. We can clearly see that the DoG scalespace filtering improves

the performance of the color LBP descriptor on the three color spaces and also in the

combination of HSV and YCbCr color spaces (obtained by concatenating the texture

features extracted from the two color spaces).

Table 7 provides a comparison with the state-of-the-art face anti-spoofing methods.

It can be seen that our proposed method gives the state-of-the-art performance on the

CASIA FASD and MSU MFSD, and very competitive results on the Replay-Attack

Database.

Table 7. Comparison between the proposed countermeasure and state-of-the-art methods
on the three benchmark datasets.

Method
Replay-Attack CASIA MSU

EER(%) HTER(%) EER(%) EER(%)

Motion [57] 11.6 11.7 26.6 -

LBP [13] 13.9 13.8 18.2

DoG [24] - - 17.0

LBP-TOP [67] 7.9 7.6 10.0 -

LBP+HOOF [82] 0.0 0.2 17.5 -

CDD [64] - - 11.8 -

IQA [60] - 15.2 32.4 -

Spectral cubes [17] - 2.8 14.0 -

DMD [51] 5.3 3.8 21.8 -

IDA [16] - 7.4 - 8.5

LBP+motion [83] 4.5 5.1 - -

CNN [15] 6.1 2.1 7.4 -

Color LBP 0.4 2.9 6.2 -

HSV-YCbCr+DoG+LBP 0.7 3.1 4.2 6.9

4.4 Conclusion

In face anti-spoofing, the face images can be captured at different image resolutions and

qualities in different illumination conditions. This poses a serious problem to all texture-

based face anti-spoofing methods. To deal with this problem,we presented a novel face

PAD method based on scale space texture analysis. First, we applied multiscale fil-

tering techniques to represent the original face images in ascale space representation.

Then, using a simple texture descriptor, we extracted texture features from each scale

space image. The concatenated feature descriptions were used to differentiate fake face
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images from genuine ones. Extensive experiments on three face anti-spoofing bench-

mark databases pointed out the validity of our approach and particularly highlighted

the high performance of the DoG scale space image representation. The high perfor-

mance of the DoG filtering method compared to the other testedmethods demonstrated

the importance of analyzing the face images at different frequency bands to gain better

discriminability between the real and the fake face images.
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5 Generalization of the color texture face

anti-spoofing methods

The existing face anti-spoofing techniques have indeed achieved impressive results

when trained and evaluated on the same database (i.e., intra-test protocols). However,

the cross-database experiments have revealed that the performance of the state-of-the-

art methods drops drastically as they fail to cope with new spoofing attacks that have

not been seen during training and development phases. Basedon papers II and III, we

evaluate, in this chapter, the generalization performanceof seven color texture face anti-

spoofing methods by conducting extensive experiments on three face PAD databases, in

both intra-database and cross-database scenarios.

5.1 Introduction

The existing face anti-spoofing techniques based on analyzing motion, facial texture

content and image quality have already achieved impressiveresults, particularly when

trained and evaluated on the same database (i.e., intra-test protocols). As all the existing

benchmark publicly available datasets lack variations in the collected data, e.g., user

demographics, illumination conditions and types of cameras, the reported anti-spoofing

results may unfortunately not reflect the real uncontrolledoperating conditions that

will be definitely faced in real-world applications, such asmobile authentication. For

instance, in the widely used Replay-Attack Database [13], the video samples of the

training, development and test sets have been collected using a single camera.

To gain insight into the generalization performance of faceanti-spoofing techniques,

de Freitas Pereiraet al. [14] suggested a cross-database evaluation, in which the anti-

spoofing models are trained and tuned on one database and thentested on other databases.

Their experiments revealed that the performance of the state-of-the-art methods drops

drastically when faced new spoofing scenarios that have not been seen during the train-

ing and the development phases. Since this generalization issue was pointed out, the

cross-database testing has been increasingly applied in face PAD research.

In this chapter, we focus on evaluating the generalization performance of the color

texture based face anti-spoofing methods. In addition to theLBP descriptor, used in the

previous chapters, we explore the performance of five other texture features: Binarized
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Statistical Image Features (BSIF), Co-occurrence of Adjacent Local Binary Patterns

(CoALBP), Rotation Invariant Co-occurrence among Adjacent Local Binary Patterns

(RIC-LBP), Local Phase Quantization (LPQ) and Speed-Up Robust Features (SURF).

These features were extracted from the HSV and YCbCr color spaces, then the concate-

nated features were used to discriminate between the real and the fake face images.

The initial cross-database tests [14] have shown that the performance of the state-

of-the-art methods degrade drastically when operating in unknown conditions. Inspired

by these findings, the recent developed methods are more and more focusing on this

generalization issue. Wenet al. [16] argued that commonly used features, e.g., LBP,

may be too person-specific or contain too much redundant information for face anti-

spoofing because they are capable of capturing the facial details, i.e., differentiating

individuals for face recognition purposes. Hence, they proposed a face anti-spoofing

method based on four different Image Distortion Analysis (IDA) features: specular re-

flection, blurriness, chromatic moment, and color diversity. Unlike the texture features,

the IDA features try to capture the characteristic differences between genuine faces and

fake ones. The experimental validation showed promising generalization capabilities

compared to texture based methods but only with short standoff distance attacks. The

features did also generalize to cameras with similar quality but not to cameras with dis-

tinctively different qualities. In [18], a mobile face anti-spoofing method based on the

fusion of texture (Multi-scale Local Binary Pattern) and quality information (color mo-

ments) was proposed. Texture analysis is effective in detecting printing artifacts (e.g.,

moiré patterns and shape deformation) and image quality analysis is efficient in cap-

turing color distortion and surface reflection. Thus, combining these two features can

yield better generalization results. To improve the robustness of the developed method

([18]), the authors build a large face anti-spoofing database containing face images of

more than 1,000 subjects taken from different web pages. Using more training data can

improve the generalization of the face anti-spoofing methods. However, the approach

followed in the creation of this database may not be suitablefor the face anti-spoofing

problem as the real images collected from the web pages and the generated attacks

are captured with different camera devices, which may bias the experimental results.

Using motion magnification to enhance the facial motion exhibited by a person, then

extracting texture and motion information from the enhanced videos [82] yields interest-

ing performances on the individual databases, especially in detecting the print attacks.

However, the performances on the cross-database scenario are degraded even when

more challenging data is used in the training phase (i.e., train the model on the CASIA
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FASD [24] which contains more variations in the imagining qualities and the attacks

types, then evaluate its performance on the Replay-Attack database [13]). Moreover,

the motion magnification technique is time consuming which makes the authentication

process unpleasant for the users.

Table 8. The generalization performances of the state-of-t he-art methods.

Train on: CASIA Replay

Test on:
CASIA Repaly Replay CASIA

EER(%) HTER(%) HTER(%) HTER(%)

Motion [14] 26.6 45.2 11.7 47,9

LBP [14] 24.6 45.9 15.4 57.6

LBP-TOP [14] 21.5 49.7 8.5 60.6

IDA [16] 7.4 26.9 - 43.7

LBP+HOOF [82] 17.5 50.1 0.2 47.1

CNN [15] 7.4 48.5 2.1 45,5

Inspired by the high performances obtained using the deep learning approaches in

various computer vision applications, including face recognition, some studies have

proposed deep learning based face anti-spoofing methods. The initial studies using

deep convolutional neural networks (CNN) have resulted in excellent intra-database

performance but the cross-database results have still beenunsatisfactory [15]. This

is mainly due to the fact that the current publicly availabledatasets may not provide

enough training data to exploit CNN to their full potential.

Table 8 summarizes the generalization performance of theseliterature methods on

the three face anti-spoofing databases: CASIA FASD [24], Replay-Attack Database

[13].

5.2 Color texture descriptors

In this chapter, in addition to the LBP descriptor, we extract the texture form the

color images using five other descriptors: Binarized Statistical Image Features (BSIF),

Co-occurrence of Adjacent Local Binary Patterns (CoALBP),Rotation Invariant Co-

occurrence among Adjacent Local Binary Patterns (RIC-LBP), Local Phase Quantiza-

tion (LPQ) and Speed-Up Robust Features (SURF). Detailed descriptions of each of

these features are presented in the following.
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5.2.1 Co-occurrence of Adjacent Local Binary Patterns (CoA -LBP)

In the original LBP method, the collection of the LBP patterns into one histogram dis-

cards the spatial relation between the patterns. To exploitthis spatial information, the

Co-occurrence of Adjacent LBP (CoA-LBP) method [88] was proposed. In this method,

first, the LBP patterns are extracted from the images using the simplified LBP descrip-

tors (LBP+ or LBP×). Then, to exploit the correlation between the adjacent patterns,

four directions were defined:D = {(0,∆d), (∆d,0), (∆d,∆d) and(−∆d,∆d)}, where

∆d is the distance between two adjacent LBP patterns. For each direction, a 16×16

2-D histogram is created, then the resulting histograms arereshaped and concatenated

to form the final feature descriptor. In the Rotation Invariant Co-occurrence LBP (RIC-

LBP) [89], the CoA-LBP patterns corresponding to a pre-selected rotation invariant

code are pooled together giving a reduced feature vector.

5.2.2 Local Phase Quantization (LPQ)

The Local Phase Quantization (LPQ) descriptor [90] was proposed to extract the tex-

ture information from the blurred images. It uses the Short Term Fourier Transform

(STFT) to analyze theM×M neighborhoods surrounding a target pixelx. Let Fu(x) be

the output of the STFT at the pixelx using the bi-dimensional spatial frequencyu. In

the LPQ descriptor, only four complex frequencies are used:u0 = (α,0), u1 = (α,α),

u2 = (0,α), u3 = (−α,−α), whereα is a small scalar (α << 1). These frequencies cor-

respond to the directions 0, 45, 90 and 135. The LPQ features at a pixelx are given by

the vectorFx = [Re{Fu0(x),Fu1(x),Fu2(x),Fu3(x)}, Im{Fu0(x),Fu1(x),Fu2(x),Fu3(x)}]

whereRe{.} and Im{.} are the real and the imaginary parts of a complex number,

respectively. The elements of vectorFx are binarized using theδ function (δ (x) = 1

if x >= 0), then the resulting binary coefficients are represented as integer values in

[0-255] and collected into a histogram. To make the LPQ coefficients statistically in-

dependents, a de-correlation step based on the whitening transform is suggested and

applied before the quantization process.

5.2.3 Binarized Statistical Image Features (BSIF)

For each pixel in an image, the Binarized Statistical Image (BSIF) descriptor [91] com-

putes a binary code string. Each bit, in this code, is computed by binarizing the response
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of a linear filter with a threshold at zero. LetX be an image patch of sizel × l and let

Wi be a filter of the same size. The response of the filterWi is obtained by:

Si = δ (∑
u,v

Wi(u,v)X(u,v)) = δ (wix), (11)

wherewi andx are the vectors which contain the pixel values ofWi andX, respectively.

The length of the binary code is determined by the number of filters used. The filters’

coefficients are learnt by maximizing the statistical independence of the filter responses

using natural image patches.

5.2.4 The Speed Up Robust Features (SURF)

The Speed Up Robust Features (SURF) [92] is an interest pointdetector proposed to

improve the speed of the Scale Independent Feature Transform (SIFT) descriptor. The

SURF descriptor uses the Harr box filters to approximate the Laplacian of Gausssian

instead of using the Difference of Gaussian (DoG) filters. The convolution with these

box filters can be easily computed using the integral images.

The region around each interest point is first divided into 4×4 sub-regions. Then,

for each sub-regionj, the horizontal (dx) and vertical (dy) Wavelet responses are used

to form a feature vectorVj as follows:

Vj = [∑dx,∑dy,∑ |dx|,∑ |dy|] (12)

where|dx| and|dy| are the absolute values of the responsesdx anddy, respectively.

The feature vectors extracted from each sub-region are thenconcatenated to from a

SURFdescriptor with 64 dimensions.

SURF= [V1, ...,V16] (13)

The SURF descriptor is a dense texture descriptor. Thus, before the classification, we

use the Fisher Vector (FV) method [93] to encode these features and reduce their di-

mensionality. Fisher Vector encoding embed the SURF features in a high-dimensional

space by fitting a generative parametric model (Gaussian Mixture Model GMM) to the

features to be encoded. The encoded features represent how the distribution of the local

descriptors differ from the distribution of the GMM model learnt with all the training

images. To further improve the performance, the Fisher Vectors are normalized using

a square rooting followed byL2 normalization [93]. To de-correlate the SURF features
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and reduce their dimensionality, Principal Component Analysis (PCA) technique is ap-

plied before the Fisher Vector encoding.

5.3 Experimental results and analysis

In our experiments, we use the three face PAD databases: Replay-Attacks [13], CASIA

FASD [24] and MSU MFSD[16]. To be consistent with many prior works, including

[12, 13, 60, 63, 67, 68, 83], and to mitigate the effect of facenormalization, all texture

descriptions were extracted from face images that were aligned based on eye locations2

and normalized into 64×64 pixels with interpupillary distance of 32 pixels. These face

images were extracted from the video frames every 320 ms.

For the CoA-LBP descriptor, the features were computed using the LBP+ operator

with radiusR= 1 and directionB = 2. The parameters for the LPQ operator were

M = 7 andα = 1/7. BSIF features were obtained using eight filters of size 7×7 learnt

from natural image patches. For the SURF descriptor, the interest points descriptors

were first extracted with a stride of two pixels and block sizeof 11 pixels. Before the

classification, the SURF features were first projected into 300 PCA components then

encoded using the Fisher Vector method with 256 GMM components.

To discriminate between real and fake face images, these texture features were ex-

tracted from the HSV and YCbCr color spaces, then the concatenated feature vectors

were fed into a Softmax classifier with a cross-entropy loss function [95].

Table 9. The performance of the different descriptors on the intra-database scenario.

Method
Replay-Attack CASIA MSU

EER(%) HTER(%) EER(%) EER(%)

LBP 9.1 2.2 5.0 13.4

BSIF 11.0 4.7 7.2 13.3

LPQ 10.9 3.9 9.4 9.1

CoA-LBP 5.9 2.0 5.2 6.0

RIC-LBP 7.2 3.3 5.7 9.5

SURF 0.1 1.8 2.8 2.2

Table 9 reports the performance of these methods on the threedatabases. From

this table, we can clearly see that encoding the SURF features using the Fisher Vector

method yields to the best performance compared to the other descriptors. The results on

CASIA FASD, MSU MFSD and Replay-Attack databases, in terms of EER for CASIA

2The eyes were localized using the PittPatt 5.2.2 SDK [94]
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FASD and MSU MFSD and HTER for Replay-Attacks database, are 2.8%, 2.2% and

1.8%, respectively.

To gain insight into the generalization performance of the color texture based meth-

ods, we have conducted a cross-database evaluation in whichthe models are trained

and tuned on one database, then evaluated on other databases. The results summarized

in Table 10, in terms of HTER(%), show the good generalization of the SURF features

where the average HTER over all the databases is 25.8%

Table 10. The performance in terms of HTER(%) of the differen t descriptors on the cross-
database scenario.

Train on: CASIA Replay MSU
Average

Test on: Replay MSU CASIA MSU CASIA Replay

LBP 36.6 22.8 41.9 33.1 44.0 44,9 37.2

BSIF 32.9 24.7 36.9 41.8 45.9 45.9 38.0

LPQ 36.4 26.1 38.9 33.0 46.3 43.5 37.4

CoA-LBP 41.3 26.0 37.5 33.5 41.3 41.8 36.9

RIC-LBP 19.8 16.0 33.6 32.4 45.8 56.7 34.1

SURF 26.9 19.1 23.2 31.7 24.2 29.7 25.8

Table 11. Comparison between the SURF based face anti-spoofin g method and the state of
the art in intra-database tests.

Method
Replay-Attack CASIA MSU

EER(%) HTER(%) EER(%) EER(%)

Motion [57] 11.6 11.7 26.6 -

LBP [13] 13.9 13.8 18.2

LBP-TOP [67] 7.9 7.6 10.0 -

Motion mag+LBP [52] 0.2 0.0 14.4 -

IQA [60] - 15.2 32.4 -

CNN [15] 6.1 2.1 7.4 -

DMD [51] 5.3 3.8 21.8 -

IDA [16] - 7.4 - 8.5

Motion+LBP [83] 4.5 5.1 - -

SURF (proposed) 0.1 2.2 2.8 2.2

5.3.1 Comparison with the state of the art

Tables 11 and 12 provide a comparison between our SURF based face anti-spoofing

method and the state of the art, in both intra-database and cross-database scenarios,
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respectively. In intra-database evaluation (Table 11), our method achieves the state-of-

the-art results on two databases (CASIA FASD and MSU MFSD) and very competitive

performance on the Replay-Attack database. Note that the best performing method on

the Replay-Attack Database (i.e., Motion mag+LBP [52]) gives low performance on

the CASIA FASD, whereas our proposed method is able to perform equally well across

all the three datasets.

Most importantly, the cross-database evaluation (Table 12) demonstrates that our

proposed approach gives very promising generalization capabilities, even when only

limited training data is used, and outperforms all the state-of-the-art methods.

Table 12. Comparison between the SURF based face anti-spoofin g method and the state of
the art in cross-database tests.

Train on: CASIA Replay MSU
Average

Test on: Replay MSU CASIA MSU CASIA Replay

Motion [14] 45.2 - 47.9 - - - 46.5

LBP [14] 45.9 - 57.6 - - - 51.7

LBP-TOP [14] 49.7 - 60.6 - - - 55.1

Motion-Mag [52] 50.1 - 47.0 - - - 48.5

CNN [15] 48.5 - 45.5 - - - 47.0

SURF (proposed) 26.9 19.1 23.2 31.8 24.3 29.7 25.8

5.4 Conclusion

The face anti-spoofing methods have shown good results on theindividual benchmark

databases but the preliminary cross-database studies revealed that these methods are

not able to generalize well in more realistic setups, introducing previously unseen ac-

quisition conditions and attack types, for instances. In this chapter, we evaluated the

performances of six color texture based face PAD methods, inboth intra-database and

cross-database scenarios, using three face anti-spoofing databases. Our extensive ex-

periments reveal that extracting the SURF features from theHSV and YCbCr color

space then encoding these features using the Fisher Vector methods yields to the state-

of-the-art performance on CASIA FASD and MSU MFSD databasesand competitive

results on the Replay-Attack database. More importantly, this method achieves very

interesting generalization performance in the cross-database experiments even when

only limited training data are used (train on Replay-Attackor MSU MFSD and test on

CASIA FASD).
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Although, the generalization performance of the SURF features is better than the

state-of-the-art methods, it is still far from that required in real-world applications.

Thus, to help in the development of robust face anti-spoofingmethods, we collected

a new challenging face anti-spoofing database with different camera devices and illumi-

nation conditions. More details about this database are presented in the next chapter.
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6 OULU-NPU: A mobile face anti-spoofing

database with real-world variations

The vulnerabilities of face-based biometric systems to presentation attacks have been

finally recognized but yet we lack generalized PAD methods performing robustly in

practical mobile authentication scenarios. This is mainlydue to the fact that the existing

public face PAD datasets are beginning to cover a variety of attack scenarios and acqui-

sition conditions but their standard evaluation protocolsdo not encourage researchers to

assess the generalization capabilities of their methods across these variations. Based on

papers V and VI, we present in this chapter our new public facePAD database, OULU-

NPU, and the performance of thirteen state-of-the-art facePAD methods on its different

protocols

6.1 Introduction

Recently, the utilization of mobile devices in our daily life has increased significantly.

According to a statistical study conducted by comscore3, the smartphone usage has

increased by 394 percent from September 2010 to September 2014. Nowadays, the use

of mobile devices to access services like social networks, email or electronic commerce

and banking has surpassed the use of the traditional computers. The mobility provided

by these mobile devices gives more comfort to the users and can increase the efficiency

and the productivity in business. However, this mobility makes these devices more

susceptible to be stolen or lost. Thus, protecting these devices is an important issue.

Biometrics is seen as a good alternative to traditional mobile authentication tech-

niques (i.e., Passwords, PIN codes and unlock patterns). Mobile devices are indeed

becoming the key platform for many biometric authentication applications. According

to the Global Biometrics and Mobility Report4, the annual revenues from biometrics

embedded in mobile devices and authentication transactions will spike from $1.6 bil-

lion in 2014 to $8.2 to $23.5 billion in 2018. The use of face modality is especially

appealing in mobile biometrics because it is highly accepted among users, considering

3https://www.comscore.com/Insights/Blog/Mobile-Internet-Usage-Skyrockets-in-Past-4-Years-to-Overtake-

Desktop-as-Most-Used-Digital-Platform
4http://www.acuity-mi.com/GBMR\_Report.php
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the "selfie generation", and can be also easily integrated into the natural interaction

with the devices. Moreover, nowadays almost every mobile device is equipped with a

decent front-facing camera, while fingerprint and iris sensors are just emerging. For

instance, MasterCard is trialling a "selfie verification" feature to secure its new mobile

payment service. However, according the survey published by Vazquez-Fernandez et

al. in [96], one of the most significant road-blocks to wide acceptance of facial authen-

tication technology on mobile devices is the lack of robust countermeasures against

face presentation attacks. Presentation attacks pose a serious security issue to biomet-

ric recognition in general and face modality in particular and as we have seen in the

previous chapters, we lack generalized software performing robustly in the unknown

operational conditions. To help in the improvement of the face PAD methods, the ex-

isting databases are beginning to cover a variety of attack scenarios and acquisition

conditions [13, 16, 24, 38]. However, the main problem is that their standard evaluation

protocols do not encourage researchers to assess the generalization capabilities of their

PAD methods across these variations partly due to the lack ofdata. Instead, the meth-

ods are evaluated using homogeneous train and test sets, i.e., the video samples in the

train and test sets are captured in the same operating conditions, thus, the evaluation of

the existing face PAD methods, on these databases, achieve astonishing, near 0%, error

rates. The preliminary studies on generalized face spoof detection [14, 16, 49, 97, 98]

have shown that these reported performances are indeed an overly optimistic estimate

on their actual performance in real-world authentication applications. While the exist-

ing datasets as such have been and continue to be useful for the research community,

the remarkable results in intra-database experiments but lack of generalization capabili-

ties among face PAD methods indicate that more challenging configurations are needed

before the research on non-intrusive software-based face PAD can reach the next level.

6.2 Limitations of the existing face PAD databases

The publicly available databases play an important role in the development of any re-

search field. Thus, it was not a coincidence that after the release of the first public PAD

dataset, NUAA Photograph Imposter Database (NUAA-PID) [12], the research on face

PAD has exploded. This database consists only of real and print attacks correspond-

ing to fifteen subjects. Besides the limited number of subjects and attack types, this

database provides still images instead of videos, which makes it unusable for motion-

based algorithms. Shortly after NUAA-PID, larger scale video-based public datasets
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with both print and video-replay attacks were released, namely CASIA FASD [24] and

Replay-Attack Database [13], each consisting of 50 subjects. These databases introduce

some variations in the acquisition conditions. The data in the CASIA FASD was cap-

tured using three cameras with a varying level of image quality and resolution, i.e., low,

medium and high, while the Replay-Attack Dataset considerstwo authentication sce-

narios with two illumination conditions and backgrounds, i.e., controlled and adverse.

Although the CASIA FASD is smaller than the Replay-Attack Database, it has shown

to be a more challenging benchmark dataset due to the diversity in the data, includ-

ing attack types and (less-controlled) acquisition conditions in general, e.g., standoff

distance and input sensor quality. The Replay-Attack Database and CASIA FASD are

Table 13. Comparison between the existing face PAD databases .

Database Users Camera Illumination PAIs Real/attack

videos

Development

set

Replay-Attack [13] 50 1 2 1 P & 2 D 200/1000 Yes

CASIA FASD [16] 50 3 1 1 P & 1 D 150/450 No

MSU MFSD [24] 35 2 1 1 P & 2 D 110/330 No

Replay-Mobile [38] 40 2 5 1 P & 1 D 390/640 Yes

OULU-NPU 55 6 3 2 P & 2 D 1980/3960 Yes

still the main datasets used for developing and benchmarking face PAD methods. How-

ever, these datasets are not representative of the current mobile authentication scenar-

ios. First, the data acquisition was conducted with genericweb cameras or conventional

digital cameras whose image quality and resolution is either too low or too high con-

sidering the latest generations of mobile devices. Furthermore, the use of stationary

cameras does not correspond to the mobile applications where the user holding the

device poses additional variations, thus new challenges, in the acquired face videos, in-

cluding global motion, sudden illumination changes, extreme head poses and various

background scenes. Face PAD in mobile scenarios does not have to be more difficult by

default but the nature of the development and benchmark datamust replicate a realistic

mobile authentication scenario [16].

Recently, the MSU MFSD[16] and the Replay Mobile databases [38] introduced

mobile authentication scenarios to public face PAD benchmark datasets. In both datasets,

two different acquisition devices were used for recording the real accesses and attack

attempts. While the MSU MFSD considers only small illumination variations as the

real subjects were recorded in the same laboratory environment, the Replay Mobile
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Database includes five different mobile scenarios and paying special attention to the

lighting conditions. Therefore, it is very unfortunate that the dataset suffers from a

severe flaw as the background scenes differ between the real accesses and the attack

attempts. Thus, the dataset can be probably easily broken with algorithms utilizing the

whole video frame (context) for PAD, like [70].

The current publicly available databases have been a very important kick-off for

finding out best practices for face PAD and have provided valuable insight into the

different aspects in solving the problem. Many potentiallyuseful approaches for face

PAD, including from liveness cues, like eyeblink detection[70], to static image proper-

ties, like texture [70, 97, 98] and distortions in image quality [16], have been explored.

However, the databases have been partially misleading the research into a wrong direc-

tion as well as a relatively large part of the research has been concentrating on breaking

the datasets instead of really trying to bring new theoretical insight into the problem

of face PAD. As an outcome, we still lack low-cost generalized methods that could be

transferred to practical applications like mobile authentication scenarios. While exist-

ing publicly available databases still continue to be valuable tools for the community,

more challenging datasets are needed to reach the next leveland solve some fundamen-

tal generalization related problems in face PAD.

As seen above and in Table 13, the existing public datasets start covering differ-

ent variations in e.g., illumination, acquisition devicesand the attacks themselves, that

will be definitely faced in real operational conditions. However, the main issue is that

they do not provide default evaluation protocols for evaluating the actual generalization

capabilities of the new PAD methods across these covariates. One reason for this is

that the databases are rather small, when also the variations in some factors are still

limited. For instance, the MSU MFSD considers only one illumination condition and

only two different cameras were employed in collecting boththe MSU MFSD and the

Replay Mobile Database. The variation in PAIs is another important factor that cannot

be extensively studied using the existing benchmarks because they include at most one

high-quality print and video-replay attack.

It is also worth highlighting that some of the benchmark datasets, like the CASIA

FASD and MSU MFSD, contain only training and testing sets. Thus, the methods

evaluated on these databases use subject-disjoint cross-validation to tune the models

parameters which may cause a problem in comparing the performances of the different

developed methods due to "data peeking". Using pre-defined training, development and
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test sets would mitigate the effect of tuning the methods on the training data and allow

a fairer comparison between new and existing approaches.

6.3 The OULU-NPU face PAD database

To address many of the issues mentioned in the previous section, we now introduce

the new OULU-NPU face PAD database. The aim of this dataset isto evaluate the

generalization of new PAD methods in more realistic mobile authentication scenarios by

considering three covariates: unknown environmental conditions (namely illumination

and background scene), acquisition devices and presentation attack instruments (PAI),

separately and at once. In the following, we describe the newOULU-NPU face PAD

database and its evaluation protocols in detail.

Fig. 23. Samples of the subjects recorded in the Oulu-NPU data base.
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6.3.1 Collection of real access attempts

The OULU-NPU presentation attack detection database includes short video sequences

of real access and attack attempts corresponding to 55 subjects (15 female and 40 male).

Figure 23 shows samples of these subjects. The real access attempts were recorded in

three a different sessions separated by a time interval of one week. During each session,

different illumination condition and background scene were considered (see, Figure

24):

– Session 1: The recordings were taken in an open-plan office where the electronic

light was switched on and the windows blinds were up and the windows were located

behind the users.

– Session 2: The recordings were taken in a meeting room where the electronic light

was the only source of illumination.

– Session 3: The recordings were taken in a small office where the electronic light was

switched on and the windows blinds were up and the windows were located in front

of the users.

During each session, the subjects recorded two videos of themselves (one for the

enrollment and one for the actual access attempt) using the frontal cameras of the mobile

devices. In order to simulate realistic mobile authentication scenarios, the video length

was limited to five seconds and the clients were asked to hold the mobile device like

they were being authenticated but without deviating too much from their natural posture

while normal device usage.

The recent advances in sensor technology have introduced high-resolution cameras

to the last generation of mobile devices. These cameras are capable of capturing good

quality images (and videos) in daylight and indoor conditions. Considering that the

acquisition quality of the embedded (both front and rear) cameras is expected to be

growing generation by generation, we selected six smartphones with high-quality front-

facing cameras in the price range frome250 toe600 for the data collection:

– Samsung Galaxy S6 edge (Phone 1) with 5 MP frontal camera.

– HTC Desire EYE (Phone 2) with 13 MP frontal camera.

– MEIZU X5 (Phone 3) with 5 MP frontal camera.

– ASUS Zenfone Selfie (Phone 4) with 13 MP frontal camera.

– Sony XPERIA C5 Ultra Dual (Phone 5) with 13 MP frontal camera.

– OPPO N3 (Phone 6) with 16 MP rotating camera.
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Session 1 Session 2 Session 3

Fig. 24. Sample images of a real subject highlighting the ill umination conditions across the
three different scenarios.

The videos were recorded at Full HD resolution, i.e., 1920×1080 using the frontal

cameras of the six mobile devices and the same camera software5 installed on each

device. Even though the nominal camera resolution of some mobile devices is the

same, like Sony XPERIA C5 Ultra Dual, HTC Desire EYE and ASUS Zenfone Selfie

(13 MP), significant differences can be observed in the quality of the resulting videos,

as demonstrated in Figure 25.

6.3.2 Attack creation

Assuming that the legitimate users are trying to get authenticated in multiple conditions,

it is important to collect the data of genuine subjects in multiple lighting conditions

from the usability point of view. In contrast, the attackerstry to present as high-quality

artifact as they can to the input camera in order to maximize the chance of successfully

fooling a face biometric system. Therefore, the attacks should be carefully designed

and conducted in order to guarantee that they are indeed hardto detect.

During each of the three sessions, a high-resolution photo and video of each user

was captured using the back camera of the Samsung Galaxy S6 Edge phone capable of

taking 16 MP still images and Full HD videos. These high resolution photos and videos

were then used to create the presentation attacks. The attack types considered in this

database are print and video-replay attacks:

5http://opencamera.sourceforge.net/
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(A) (B) (C)

(D) (E) (F)

Fig. 25. Sample images showing the image quality of the differ ent camera devices. (A):
Samsung, (B): HTC, (C): MEIZU, (D): ASUS, (E): Sonny and (F): OPPO.

– Print attacks: The high resolution photos were printed on A3 glossy paper using

two different printers: a Canon imagePRESS C6011 (Printer 1) and a Canon PIXMA

iX6550 (Printer 2).

– Video-replay attacks: The high-resolution videos were replayed on two different

display devices: a 19" Dell UltraSharp 1905FP display with 1280× 1024 resolu-

tion (Display 1) and an early 2015 Macbook 13" laptop with Retina display of

2560×1600 resolution (Display 2).

The print and video-replay attacks were then recorded usingthe frontal cameras of

the six mobile phones. While capturing the print attacks, thefacial prints were held

by the operator and captured with stationary capturing devices in order to maximize the

image quality but still introduce some noticeable motion inthe print attacks. In contrast,

when recording the video-replay attacks both of the capturing devices and PAIs were
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Print 1 Print 2 Replay 1 Replay 2

Fig. 26. Samples of print and replay attacks taken with the fro nt camera of Sony XPERIA C5
Ultra Dual.

stationary. Furthermore, we paid special attention to creation of attacks so that the

background scene of the attacks matches the real accesses during each session and that

the attack videos do not contain the bezels of the screens or edges of the prints. Figure

26 shows samples of the attacks captured using the Sony XPERIA C5 Ultra Dual.

6.3.3 Evaluation protocols

To evaluate the performances of the face PAD methods on the OULU-NPU database,

we designed four protocols.

Protocol I

The first protocol is designed to evaluate the generalization of the face PAD methods

under different environmental conditions, namely illumination and background scene.

As the data is recorded in three sessions with different illumination conditions and loca-

tions, the train, development and evaluation sets can be constructed using video record-

ings taken from different sessions, see, Table 14.

Protocol II

Since different PAIs (i.e., different displays and printers) create different artifacts, it is

necessary to develop face PAD methods robust to this kind of variations. The second
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protocol is designed to evaluate the effect of the PAI variation on the performance of

the face PAD methods by introducing a previously unseen PAI in the test set, as shown

in Table 14.

Protocol III

One of the critical issues in face anti-spoofing and image classification in general is the

generalization across different acquisition devices. A Leave One Camera Out (LOCO)

protocol is designed to study the sensor interoperability of the face PAD methods. In

each iteration, the real and the attack videos recorded withfive smartphones are used

to train and tune the countermeasure model. Then, the generalization of the method is

assessed using the videos recorded with the remaining smartphone.

Protocol IV

In the last and most challenging scenario, the previous three protocols are combined

to simulate the real-world operational conditions. To be more specific, the generaliza-

tion abilities of the face PAD methods are evaluated simultaneously across previously

unseen illumination conditions, background scenes, PAIs and input sensors, see, Table

14.

In all these protocols, the 55 subjects were divided into three subject-disjoint subsets

for training, development and testing (20, 15 and 20, respectively). Table 14 gives

detailed information about the video recordings used in thetrain, development and test

sets of each protocol.

For the performance evaluation, we selected the recently standardized ISO/IEC

30107-3 metrics [22], APCER, BPCER and ACER. In Protocols III and IV, these

measures (i.e., APCER, BPCER and ACER) are computed separately for each mobile

phone, then the average and the standard deviation are takenover the folds to summa-

rize the results.

6.4 Evaluation methods

To assess the generalization of the state-of-the-art face PAD methods across different

mobile devices, illumination conditions and PresentationAttack Instruments (PAI), we

organized a competition on the OULU-NPU database [99]. In total, fourteen teams have
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Table 14. The detailed information about the video recordin gs in the train, development and
test sets of each protocol.

Protocol Subset Session Phones Users Attacks

created using

Real /Attack

videos

Protocol I Train Session 1,2 6 Phones 1-20 P 1,2; D 1,2 240 /960

Dev Session 1,2 6 Phones 21-35 P 1,2; D 1,2 180 / 720

Test Session 3 6 Phones 36-55 P 1,2; D 1,2 120 /480

Protocol II Train Session 1,2,3 6 Phones 1-20 P 1; D 1 360 /720

Dev Session 1,2,3 6 Phones 21-35 P 1; D 1 270 / 540

Test Session 1,2,3 6 Phones 36-55 P 2; D 2 360 /720

Protocol III Train Session 1,2,3 5 Phones 1-20 P 1,2; D 1,2 300 /1200

Dev Session 1,2,3 5 Phone 21-35 P 1,2; D 1,2 225 /900

Test Session 1,2,3 1 Phone 36-55 P 1,2; D 1,2 60 /240

Protocol VI Train Session 1,2 5 Phones 1-20 P 1; D 1 200 /400

Dev Session 1,2 5 Phones 21-35 P 1; D 1 150/300

Test Session 3 1 Phone 36-55 P 2; D 2 20/ 40

been participated in this competition. The name and the affiliation of these participating

teams are summarized in Table 15. The proposed methods can becategorized into three

groups (see, Table 16): hand-crafted, learned and hybrid (fusion of hand-crafted and

learned).

In the hand-crafted based methods, the Oulu, MBLPQ, PML and Massy_HNU

methods use simple descriptors (LBP or LPQ) to represent thetexture of face images.

In general, these methods convert the RGB face images into other color spaces (HSV

and/or YCbCr), extract the texture features from the different color channels, then feed

the concatenated features into SVM or Softmax classifiers. In addition to the texture

information, the GRADIANT and FAS methods use also motion information to distin-

guish between the real and the fake samples. In these two methods, the motion infor-

mation were first extracted from the video sequences, mappedinto single images then

the texture descriptors were applied on these motion images. In the Idiap method, three

face PAD methods based on texture, motion and quality assessment measures were cre-

ated. The scores resulting from these methods were concatenated, normalized then the

Bona fide scores were used to train a one class classifier basedon the GMM modeling.

Later, the log-likelihood of a test sample belonging to the bona-fide GMM was used as

a final score.

For the methods based on the feature learning approach, the CNN architecture was

adopted by the three methods: VSS, SZCVI and MixedFASNet. Inthe VSS and the

SZCVI methods, the models consist only of 5 convolutional layers, while, in the Mixed-
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Table 15. Names and affiliations of the participating system s.

Team Affiliations

Oulu (baseline) University of Oulu, Finland

MBLPQ University of Ouargla, Algeria

PML University of Biskra, Algeria

University of the Basque Country, Spain

University of Valenciennes, France

Massy_HNU Changsha University of Science and Technology, China

Hunan University, China

MFT-FAS Indian Institute of Technology Indore, India

GRADIANT Galician Research and Development Center

in Advanced Telecommunications, Spain

Idiap Ecole Polytechnique Federale de Lausanne, Switzerland

Idiap Research Institute, Switzerland

VSS Vologda State University, Russia

SZUCVI Shenzhen University, China.

MixedFasNet FUJITSU laboratories LTD, Japan

NWPU Northwestern Polytechnical University, China

HKBU Hong Kong Baptist University, China

Recod University of Campinas, Brazil

CPqD CPqD, Brazil

FASNet method, the model has a deeper architecture with morethan 30 layers. Instead

of building CNN models from scratch, the Recod and CPqD methods used pre-trained

models and the transfer learning strategy to perform the face PAD task. The SqueezeNet

[100] and the Inception-v3 [101] models used by these methods were trained for object

classification on the ImageNet database [102]. After makingthe appropriate changes

to their architectures (i.e., changing the last fully connected layer to perform binary

classification instead of multi-class classification), theCPqD method fine-tunes the

Inception-v3 model on the provided training data, while theRecod method re-train,

first, the SqueezeNet model on the CASIA FASD [103] and the UVAD [104] databases,

then fine-tune it on training sets of each protocol. In the both methods, the scores result-

ing from the deep-learning models were fused with the scoresof the baseline method.

Instead of combining the deep learning methods and the hand-crafted methods at the

scores level, the HKBU and NWPU methods propose a combinationat the features

level. In the HKBU method, the deep learning features extracted from the low level

convolutional layers of the Alexnet model were fused with the LBP and the IDA fea-

tures. However, in the NWPU method, the face images were first fed into the CNN
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model, then the LBP features were extracted from the convolutional images. More

details about these proposed methods can be found in [99].

Table 16. Categorization of the proposed systems based on ha nd-crafted, learned and hybrid
features.

Category Teams

Hand-crafted features Oulu, MBLPQ, PML, Massy_HNU, MFT-FAS, GRADIANT, Idiap

Learned features VSS, SZCVI, MixedFASNet

Hybrid features NWPU, HKBU, Recod, CPqD

6.5 Results and Analysis

The performances of the proposed methods under the four testprotocols are reported

in Tables 17, 18, 19 and 20. It appears that the analysis of mere gray-scale or even

RGB images does not result in particularly good generalization. In the case of hand-

crafted features, every algorithm is based on the recently proposed color texture anal-

ysis [97] in which RGB images are converted into HSV and/or YCbCr color spaces

before the feature extraction step. The only well-generalizing feature learning based

method, MixedFASNet, is using HSV images as input, whereas the networks operating

on gray-scale or RGB images are not generalizing very well. On the other hand, it is

worth mentioning that VSS and SZCVI architectures consist only of five convolutional

layers, whereas the MixedFASNet is much deeper. The best performing hybrid meth-

ods, Recod and CPqD, are fusing the scores of their deep learning based method and

the provided baseline in order to increase the generalization capabilities. Since only the

scores of the hybrid systems were provided, the robustness of the proposed fine-tuned

CNN models operating on RGB images remains unclear. Among the methods solely

based on RGB image analysis, HKBU fusing IDA, LBP and deep features is the only

one that generalizes fairly well across the four protocols.

In general, the submitted systems are processing each videoframe independently

of the video sequence then, the final score for a video was obtained by averaging the

resulting scores of individual frames. None of the deep learning or hybrid methods was

exploiting temporal variations but in the case of hand-crafted features, two different

temporal aggregation approaches were proposed for encoding the dynamic information,

e.g., motion, within a video sequence. MBLPQ and PML averaged the feature vectors

over the sampled frames, whereas GRADIANT and MFT-FAS map the temporal varia-
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Table 17. The performance, in terms of EER(%), APCER(%), BPC ER(%) and ACER(%), of the
proposed methods under different illumination and locatio n conditions.

Methods

Dev Test

EER
Display Print Overall

APCER APCER APCER BPCER ACER

GRADIANT_E 0.7 7.1 3.8 7.1 5.8 6.5
CPqD 0.6 1.3 2.9 2.9 10.8 6.9

GRADIANT 1.1 0.0 1.3 1.3 12.5 6.9

Recod 2.2 3.3 0.8 3.3 13.3 8.3

MixedFASNet 1.3 0.0 0.0 0.0 17.5 8.8

PML 0.6 7.5 11.3 11.3 9.2 10.2

Baseline 4.4 5.0 1.3 5.0 20.8 12.9

Massy_HNU 1.1 5.4 3.3 5.4 20.8 13.1

HKBU 4.3 9.6 7.1 9.6 18.3 14.0

NWPU 0.0 8.8 7.5 8.8 21.7 15.2

MFT-FAS 2.2 0.4 3.3 3.3 28.3 15.8

MBLPQ 2.2 31.7 44.2 44.2 3.3 23.8

Idiap 5.6 9.6 13.3 13.3 40.0 26.7

VSS 12.2 20.0 12.1 20.0 41.7 30.8

SZUCVI 16.7 11.3 0.0 11.3 65.0 38.1

VSS_E 24.0 9.6 11.3 11.3 73.3 42.3

tions into a single image prior feature extraction. The approach by GRADIANT turned

out to be particularly successful as the achieved performance was simply the best and

most consistent across all the four protocols.

The simple color texture based face descriptions were very powerful compared to

deep learning based methods, of which the impressive results by GRADIANT are a

good example. On the other hand, the current (public) datasets may not probably pro-

vide enough data for training CNNs from scratch or even fine-tuning the pre-trained

models to their full potential. NWPU extracted LBP features from convolutional lay-

ers in order to reduce the number of trainable parameters, thus relieving the need for

enormous training sets. Unfortunately, the method is not able to generalize on the

evaluation set. Few teams used additional public and/or proprietary datasets for train-

ing and tuning their algorithms. VSS team augmented the subset of real subjects with

CASIA-WebFace and collected own attack samples. The usefulness of these external

datasets (VSS_E) remains unclear because the grayscale image analysis based face PAD

method was not very efficient. Recod used publicly availabledatasets for fine tuning the

pre-trained network but the resulting generalization was comparable to similar method,

CPqD, not using any extra-data. GRADIANT submitted two systems with (Gradiant_E)
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Table 18. The performance, in terms of EER(%), APCER(%), BPC ER(%) and ACER(%), of the
proposed methods under novel attacks.

Methods

Dev Test

EER
Display Print Overall

APCE APCER APCER BPCER ACER

GRADIANT 0.9 1.7 3.1 3.1 1.9 2.5
GRADIANT_E 0.7 6.9 1.1 6.9 2.5 4.7

MixedFASNet 1.3 6.4 9.7 9.7 2.5 6.1

SZUCVI 4.4 3.9 3.3 3.9 9.4 6.7

MFT-FAS 2.2 10.0 11.1 11.1 2.8 6.9

PML 0.9 11.4 9.4 11.4 3.9 7.6

CPqD 2.2 9.2 14.7 14.7 3.6 9.2

HKBU 4.6 13.9 12.5 13.9 5.6 9.7

Recod 3.7 13.3 15.8 15.8 4.2 10.0

MBLPQ 1.9 5.6 19.7 19.7 6.1 12.9

Baseline 4.1 15.6 22.5 22.5 6.7 14.6

Massy_HNU 1.3 16.1 26.1 26.1 3.9 15.0

Idiap 8.7 21.7 7.5 21.7 11.1 16.4

NWPU 0.0 12.5 5.8 12.5 26.7 19.6

VSS 14.8 25.3 13.9 25.3 23.9 24.6

VSS_E 23.3 36.1 33.9 36.1 33.1 34.6

and without (Gradiant) external training data. Improved BPCER was obtained in un-

seen acquisition conditions but APCER is much better in general when using only the

provided OULU-NPU training data.

Since unseen attack scenarios will be definitely experienced in operation, the prob-

lem of PAD could be easily ideally solved using one-class classifiers for modeling

the variations of the only known class, i.e., bona-fide. Idiap method is based on the

idea of anomaly detection but it lacked generalization mainly because the individual

grayscale image analysis based methods were performing poorly. Thus, one-class mod-

eling would be worth investigating when combined with more robust feature represen-

tations.

Few general observations can be concluded based on the results of protocols 1, 2

and 3 assessing the generalization of the PAD method across unseen conditions, i.e.,

acquisition conditions, attack types and input sensors, separately:

Protocol 1: In general, a significant increase in BPCER can be noticed compared to

APCER when the PAD systems are operating in new acquisition conditions. The reason

behind this may be in the data collection principles of the OULU-NPU dataset. Legit-

imate users have to be verified in various conditions, while attackers aim probably at
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Table 19. The performance, in terms of EER(%), APCER(%), BPC ER(%) and ACER(%), of the
proposed methods under input camera variations.

Methods

Dev Test

EER
Display Print Overall

APCER APCER APCER BPCER ACER

GRADIANT 0.9±0.4 1.0±1.7 2.6±3.9 2.6±3.9 5.0±5.3 3.8±2.4
GRADIANT_E 0.7±0.2 1.4±1.9 1.4±2.6 2.4±2.8 5.6±4.3 4.0±1.9

MixedFASNet 1.4±0.5 1.7±3.3 5.3±6.7 5.3±6.7 7.8±5.5 6.5±4.6

CPqD 0.9±0.4 4.4±3.4 5.0±6.1 6.8±5.6 8.1±6.4 7.4±3.3

Recod 2.9±0.7 4.2±3.8 8.6±14.3 10.1±13.9 8.9±9.3 9.5±6.7

MFT-FAS 0.8±0.4 0.8±0.9 10.8±18.1 10.8±18.1 9.4±12.8 10.1±9.9

Baseline 3.9±0.7 9.3±4.3 11.8±10.8 14.2±9.2 8.6±5.9 11.4±4.6

HKBU 3.8±0.3 7.9±5.8 9.9±12.3 12.8±11.0 11.4±9.0 12.1±6.5

SZUCVI 7.0±1.6 10.0±8.3 7.5±9.5 12.1±10.6 16.1±8.0 14.1±4.4

PML 1.1±0.3 8.2±12.5 15.3±22.1 15.7±21.8 15.8±15.4 15.8±15.1

Massy_HNU 1.9±0.6 5.8±5.4 19.0±26.7 19.3±26.5 14.2±13.9 16.7±10.9

MBLPQ 2.3±0.6 5.8±5.8 12.9±4.1 12.9±4.1 21.9±22.4 17.4±10.3

NWPU 0.0±0.0 1.9±0.7 1.9±3.3 3.2±2.6 33.9±10.3 18.5±4.4

Idiap 7.9±1.9 8.3±3.0 9.3±10.0 12.9±8.2 26.9±24.4 19.9±11.8

VSS 14.6±0.8 21.4±7.7 13.8±7.0 21.4±7.7 25.3±9.6 23.3±2.3

VSS_E 25.9±1.7 25.0±11.4 32.2±27.9 40.3±22.2 35.3±27.4 37.8±6.8

high-quality attack presentation in order to increase the chance of successfully fooling

a face biometric system. From the usability point of view, the bona-fide samples were

collected in three sessions with different illumination. In contrast, the bona-fide data

matching to each session was used to create face artifacts but the attacks themselves

were always launched with short standoff and captured in thesame laboratory setup.

Thus, the intrinsic properties of the attacks do not vary toomuch across the different

sessions.

Protocol 2: In most cases, previously unseen attack leads to a dramatic increase in

APCER, which is not unexpected as only one PAI of each print and video-replay attacks

is provided for training and tuning purposes.

Protocol 3: It is also interesting to notice that the standard deviationof APCER

across different input sensors is much larger in the case of print attacks compared to

video-replay attacks, which suggests that the nature of print attacks seems to vary more

although both attack types can be detected equally well on average.

Based on the results of protocol 4, it is much harder to make general conclusions

because all the factors are combined and different approaches seem to be more robust

to different covariates. The last protocol reveals, however, that none of the methods is
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Table 20. The performance, in terms of EER(%), APCER(%), BPC ER(%) and ACER(%), of the
proposed methods under environmental, attack and camera de vice variations.

Methods

Dev Test

EER
Display Print Overall

APCER APCER APCER BPCER ACER

GRADIANT 1.1±0.3 0.0±0.0 5.0±4.5 5.0±4.5 15.0±7.1 10.0±5.0
GRADIANT_E 1.1±0.3 27.5±24.2 5.8±4.9 27.5±24.2 3.3±4.1 15.4±11.8

Massy_HNU 1.0±0.4 20.0±17.6 26.7±37.5 35.8±35.3 8.3±4.1 22.1±17.6

CPqD 2.2±1.7 16.7±16.0 24.2±39.4 32.5±37.5 11.7±12.1 22.1±20.8

Recod 3.7±0.7 20.0±19.5 23.3±40.0 35.0±37.5 10.0±4.5 22.5±18.2

MFT-FAS 1.6±0.7 0.0±0.0 12.5±12.9 12.5±12.9 33.3±23.6 22.9±8.3

MixedFASNet 2.8±1.1 10.0±7.7 4.2±4.9 10.0±7.7 35.8±26.7 22.9±15.2

Baseline 4.7±0.6 19.2±17.4 22.5±38.3 29.2±37.5 23.3±13.3 26.3±16.9

HKBU 5.0±0.7 16.7±24.8 21.7±36.7 33.3±37.9 27.5±20.4 30.4±20.8

VSS 11.8±0.8 21.7±8.2 9.2±5.8 21.7±8.2 44.2±11.1 32.9±5.8

MBLPQ 3.6±0.7 35.0±25.5 45.0±25.9 49.2±27.8 24.2±27.8 36.7±4.7

NWPU 0.0±0.0 30.8±7.4 6.7±11.7 30.8±7.4 44.2±23.3 37.5±9.4

PML 0.8±0.3 59.2±24.2 38.3±41.7 61.7±26.4 13.3±13.7 37.5±14.1

SZUCVI 9.1±1.6 0.0±0.0 0.8±2.0 0.8±2.0 80.8±28.5 40.8±13.5

Idiap 6.8±0.8 26.7±35.2 13.3±8.2 33.3±30.4 54.2±12.0 43.8±20.4

VSS_E 21.1±2.7 13.3±17.2 15.8±21.3 25.8±20.8 70.0±22.8 47.9±12.1

able to achieve either reasonable trade-off between usability and security. For instance,

in the case of GRADIANT, either the APCER or BPCER of the two systems is too

high for practical applications. Nevertheless, the overall performance of GRADIANT,

MixedFASNET, CPqD and Recod is very impressive consideringthe conditions of the

competition and the OULU-NPU dataset.

6.6 Conclusion

In this chapter, we introduced a new mobile face PAD database. This database con-

sists of real access and attack videos corresponding to 55 subjects. The videos were

recorded using six different mobile devices in three different illumination conditions

and background scenes. For the spoofing attacks, we considered two types of attacks:

print attacks and video-replay attacks. Both of these attacks were created using two pre-

sentation attack instruments (two printers and two displays). To evaluate the robustness

of the developed face PAD methods, we designed four protocols. These protocols study

the effect of the environmental conditions (namely illumination and background scene),

PAI and camera device variations on the generalization abilities.
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The performances of fourteen face PAD methods have been assessed and compared

across the different protocols. In general, these methods relied on one or more features

of three different kinds: hand-crafted, learned and hybrid. Although, deep learning-

based methods achieve impressive results, hand-crafted features coupled with appro-

priate color spaces can generalize remarkably well, not only against previously unseen

input cameras, but also across environmental conditions and attack types.

In the future, the OULU-NPU database could be expanded to increase the variabil-

ity in user demographics, mobile devices and PAI. Introducing uncontrolled outdoor

conditions is also interesting to simulate the normal use ofthe mobile devices.
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7 Summary

This thesis gives an overview of the face anti-spoofing problem and presents our contri-

butions in improving the generalization performance of theface PAD methods particu-

larly the texture based methods.

Based on the fact that shading, light reflectance, printing artifacts and moire patterns

create different texture information between real and fakeface images, many texture

based face anti-spoofing methods have been proposed in the last few years. Using static

and dynamic texture descriptors like LBP [63] and LBP-TOP [67], good performance

has been achieved on the existing face anti-spoofing databases. However, because these

databases are limited in terms of the number of users and the variation in imaging de-

vices and the illumination conditions, the generalizationof these methods under real

world conditions is still unclear. In [14], a cross-database evaluation conducted on two

state-of-the-art texture based methods shows that their generalization performance de-

grades drastically when the test samples have different recording conditions compared

to the training samples.

In most of the proposed texture based methods, the face images are firstly converted

into gray-scale representation then texture features are extracted from these images. By

applying this gray-scale conversion, these methods discard the color information which

can be useful for detecting the spoofing attacks. Indeed, thePAIs (printers and display

devices) have limited color gamut compared to the whole pallet of the visible color.

Thus, color mapping algorithms are applied on the source images to map their out-of-

gamut color into the color gamut of the output devices. As thehuman visual system

is more sensitive to luminance than to chroma, these mappingalgorithms give more

importance to the preservation of the spatially local luminance variations at the cost

of the chroma information [75]. Thereby, by analyzing the chroma images, we can

detect these gamut mapping and other (color) reproduction artefacts. Our experiments

conducted on different color spaces, confirm that extracting the texture information

from color images and precisely images represented in luminance chrominance color

spaces like HSV and YCbCr yields to better performance compared to their gray-scale

counterparts. Moreover, by extracting dense SURF feature from the HSV and YCbCr

color spaces, then encoding the concatenated features using the Fisher Vector method
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state-of-the-art performances have been achieved on threeface anti-spoofing databases,

in both intra-database and inter-database scenarios.

In real world applications, face images can be captured withdifferent image reso-

lutions in different illumination conditions which poses aserious problem to the face

PAD methods based on texture analysis. Thus, to handle this problem, we proposed a

face PAD methods based on scale space texture analysis. In this method, first, the face

images are represented in different scales using multi-scale filtering techniques. Then,

the texture features extracted from the different scale images are concatenated and used

to discriminate between the real and the fake face images. Our experiments, using

three multi-scale filtering methods: Gaussian scale, DoG scale space and Multi-scale

Retinex show good performance of the DoG filtering method over the other methods.

This good performance can be explained by the fact that the DoG filtering method is

able to analyse the image proprieties at different frequency bands, which is important

in face anti-spoofing as we don’t have a prior knowledge on which frequencies contain

the most discriminative inherent disparities between the real and the fake face images.

The cross-database scenario proposed in [14] gives us an idea about the generaliza-

tion of different face anti-spoofing methods. However, thisscenario does not take into

account the evaluation of different factors such as illumination and camera device vari-

ations on the generalization performances. Thereby, to help in evaluating the face PAD

methods across different variations, including unseen input sensors, PAIs and illumina-

tion conditions, we collected a new face PAD database. This database was recorded in

different illumination and background conditions using the frontal cameras of six mo-

bile devices. To assess and compare the performance of different face PAD methods

across these co-variates, we designed four protocols first,then we organized a com-

petition on this database. Compared with the previous competitions [105] [106], we

observe that the number of participants has increased from six and eight in the first and

second competitions, respectively, to thirteen in this competition, which makes it a big

success in consolidating and benchmarking the state-of-the-art approaches. Moreover,

in the previous competitions, all the participated teams were from academic institutes

and universities, while in this competition, we have registered the participation of three

companies which highlights the importance of the topic for both academia and industry.
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Future works

Recently, many studies are focusing on the generalization issue of the face anti-spoofing

methods. However, the main limitation of all these studies is that the generalization

performance has been assessed on the plain overall protocol(i.e., combining all types

of spoofing scenarios) without any deep analysis on the effect of different factors such as

input sensor or PAIs variations on the generalization capability. Thus, in the future, it is

important to breakdown this analysis across different covariates to find out the operating

conditions of different PAD methods and how complementary countermeasures can be

combined to achieve better performance.

The deep learning methods have shown very good generalization performance in

many computer vision applications. In face anti-spoofing [99], the proposed CNN

based methods did not achieve good performances compared tothe hand-crafted ap-

proaches. One reason behind that is the use of RGB or gray-scale images as input to

the trained models. As we have seen in this thesis, other color spaces are more efficient

in discriminating between the real and the fake face images.Thus, one possible way to

improve the generalization of the deep learning method is bytraining the models using

face images represented in luminance chrominace color space like HSV and YCbCr.

In Chapter 3, we have investigated the effect of the pre-processing methods on the

performance of the texture based methods. Although good results have been obtained

using DoG filtering methods, this study is not complete and other pre-processing meth-

ods should be investigated as well in the future.

Although the OULU-NPU database was recorded in many sessions with differ-

ent camera devices, it is still limited for training well generalized face anti-spoofing

methods, especially deep learning based methods. Thus, it is interesting to extend this

database and increase the variability in user demographics, mobile devices, and intro-

duce uncontrolled outdoor conditions and new attacks.
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