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Abstract

Developments in information technology have had a big impact in healthcare, producing vast
amounts of data and increasing demands associated with their secure transfer, storage and
analysis. To serve them, biomedical data need to carry patient information and records or even
extra biomedical images or signals required for multimodal applications. The proposed solution is
to host this information in data using data hiding algorithms through the introduction of
imperceptible modifications achieving two main purposes: increasing data management efficiency
and enhancing the security aspects of confidentiality, reliability and availability. Data hiding
achieve this by embedding the payload in objects, including components such as authentication
tags, without requirements in extra space or modifications in repositories. The proposed methods
satisfy two research problems. The first is the hospital-centric problem of providing efficient and
secure management of data in hospital networks. This includes combinations of multimodal data
in single objects. The host data were biomedical images and sequences intended for diagnoses
meaning that even non-visible modifications can cause errors. Thus, a determining restriction was
reversibility. Reversible data hiding methods remove the introduced modifications upon extraction
of the payload. Embedding capacity was another priority that determined the proposed algorithms.
To meet those demands, the algorithms were based on the Least Significant Bit Substitution and
Histogram Shifting approaches. The second was the patient-centric problem, including user
authentication and issues of secure and efficient data transfer in eHealth systems. Two novel
solutions were proposed. The first method uses data hiding to increase the robustness of face
biometrics in photos, where due to the high robustness requirements, a periodic pattern embedding
approach was used. The second method protects sensitive user data collected by smartphones. In
this case, to meet the low computational cost requirements, the method was based on Least
Significant Bit Substitution. Concluding, the proposed algorithms introduced novel data hiding
applications and demonstrated competitive embedding properties in existing applications.

Keywords: digital watermarking, eHealth, hospital-centric applications, information
security, medical data management, patient-centric applications, reversibility
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Tiivistelmä

Modernit terveydenhuoltojärjestelmät tuottavat suuria määriä tietoa, mikä korostaa tiedon tur-
valliseen siirtämiseen, tallentamiseen ja analysointiin liittyviä vaatimuksia. Täyttääkseen nämä
vaatimukset, biolääketieteellisen tiedon täytyy sisältää potilastietoja ja -kertomusta, jopa biolää-
ketieteellisiä lisäkuvia ja -signaaleja, joita tarvitaan multimodaalisissa sovelluksissa. Esitetty rat-
kaisu on upottaa tämä informaatio tietoon käyttäen tiedonpiilotusmenetelmiä, joissa näkymättö-
miä muutoksia tehden saavutetaan kaksi päämäärää: tiedonhallinnan tehokkuuden nostaminen ja
luottamuksellisuuteen, luotettavuuteen ja saatavuuteen liittyvien turvallisuusnäkökulmien paran-
taminen. Tiedonpiilotus saavuttaa tämän upottamalla hyötykuorman, sisältäen komponentteja,
kuten todentamismerkinnät, ilman lisätilavaatimuksia tai muutoksia tietokantoihin. Esitetyt
menetelmät ratkaisevat kaksi tutkimusongelmaa. Ensimmäinen on sairaalakeskeinen ongelma
tehokkaan ja turvallisen tiedonhallinnan tarjoamiseen sairaaloiden verkoissa. Tämä sisältää mul-
timodaalisen tiedon yhdistämisen yhdeksi kokonaisuudeksi. Tiedon kantajana olivat biolääketie-
teelliset kuvat ja sekvenssit, jotka on tarkoitettu diagnosointiin, missä jopa näkymättömät muu-
tokset voivat aiheuttaa virheitä. Siispä määrittävin rajoite oli palautettavuus. Palauttavat tiedon-
piilotus-menetelmät poistavat lisätyt muutokset, kun hyötykuorma irrotetaan. Upotuskapasiteet-
ti oli toinen tavoite, joka määritteli esitettyjä algoritmeja. Saavuttaakseen nämä vaatimukset,
algoritmit perustuivat vähiten merkitsevän bitin korvaamiseen ja histogrammin siirtämiseen.
Toisena oli potilaskeskeinen ongelma, joka sisältää käyttäjän henkilöllisyyden todentamisen
sekä turvalliseen ja tehokkaaseen tiedonsiirtoon liittyvät haasteet eHealth-järjestelmissä. Työssä
ehdotettiin kahta uutta ratkaisua. Ensimmäinen niistä käyttää tiedonpiilotusta parantamaan kas-
vojen biometriikan kestävyyttä valokuvissa. Korkeasta kestävyysvaatimuksesta johtuen käytet-
tiin periodisen kuvion upottamismenetelmää. Toinen menetelmä suojelee älypuhelimien kerää-
mää arkaluontoista käyttäjätietoa. Tässä tapauksessa, jotta matala laskennallinen kustannus saa-
vutetaan, menetelmä perustui vähiten merkitsevän bitin korvaamiseen. Yhteenvetona ehdotetut
algoritmit esittelivät uusia tiedonpiilotussovelluksia ja osoittivat kilpailukykyisiä upotusominai-
suuksia olemassa olevissa sovelluksissa.

Asiasanat: digitaalinen vesileimaus, eHealth, lääketieteellisten tietojen hallinta,
palautettavuus, potilaskeskeinen sovellus, sairaalakeskeinen sovellus, tietoturva
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1 Introduction

1.1 Background

Due to the latest developments in information technology and networks, in order to
increase the quality and reduce costs, services get digital. This includes the services
provided by the healthcare industry, i.e. telemedicine and its applications, such as
teleconsulting, telesurgery and telediagnosis (Dharwadkar, Amberker, Supriya, &
Panchannavar, 2010). Healthcare professionals may now make use of the internet
services and the hospital networks to send, receive and eventually store medical records
in electronic databases. The use of these services resulted in a remarkable increase in
biomedical data (Rigden, Fernandez-Suarez, & Galperin, 2016).

Furthermore, rather than keeping data in independent Electronic Health Records, the
evolution in information technology allowed us to outsource services to general IT
providers, and as a result, accumulate data in centralized systems (Löhr, Sadeghi, &
Winandy, 2010). This means, in practice, that there are always more parties involved
that handle this data and thus more security concerns.

It is expected that in the near future there will be a great amount of research and
development in applications for handling data collected in biobanks (Soini, 2013), big
biorepositories giving researchers access to data from a big number of populations.
Furthermore, everything is constantly evolving in eHealth systems incorporating big-data
and cloud services. As a result of these changes, the number of users that accesses and
uses eHealth services with mobile devices is also growing.

Societies in order to maintain their sustainability started to regulate the processing of
medical data. For instance, the U.S. demands compliance with the Health Insurance
Portability and Accountability Act (HIPAA) (U.S. Department of Health and Human
Services, 1996), Europe has recently revised the General Data Protection Regulation
(GDPR) (European Union, 2016) and Japan requests compliance to the Amended Act on
the Protection of Personal information (IT Strategy Headquarters, 2016). According to
the set policies, patients as data subjects can sign agreements forcing their agreed-upon
rules on the use of their data from service providers (Wohlgemuth, Echizen, Sonehara, &
Mülle, 2011). Similarly, the involved companies have also set security policies for their
IT Governance to protect their assets.
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All these changes combined with the constant evolution, apart from security and
privacy requirements, create new challenges as well. Most importantly, those include the
challenge of the efficient management of these data.

The purpose of this research is to meet these new challenges through data hiding.
Data hiding, also seen as information hiding, is defined as the practice of making
information imperceptible by embedding it in host objects (Cox, Miller, & Bloom, 2002).
Specifically, this thesis proposes data hiding algorithms for applications in biomedical
data. It should be noted than when the host is biomedical data, then a precondition is set;
the developed data hiding algorithms should be reversible to meet requirements of data
used in diagnoses. Reversibility refers to the ability to remove the payload from the host
by reversing at the same time all modifications that have been introduced avoiding any
critical information loss (Dharwadkar et al., 2010; Pan et al., 2009).

Data hiding is related to the more strictly defined watermarking techniques which
were designed when digital multimedia made their appearance. The purpose was
the protection of intellectual material which we define as works (Cox et al., 2002).
Copying images, audio, videos or other data in digital form became more common,
since copies were easily made with the exact same quality as the original Works. Thus,
owners required a way to protect Intellectual Property Rights (IPR). At that time, it was
commonly noticed that current methods for solving IPR issues were not satisfactory, and
for this reason, new ones had to be developed (Hartung & Kutter, 1999). Eventually, the
earliest digital watermarking and generally data hiding techniques made their appearance
to prevent piracy of digital works and watermarking was studied as part of Digital
Rights Management (DRM) systems. Specifically, it was in 1988 when the term digital
watermarking was used for the first time by (Komatsu & Tominaga, 1988) but it was not
until the nineties that watermarking technologies started getting popular.

Data hiding is the wider term that includes both watermarking and steganographic
techniques. A watermarking method is mainly described by four properties. First,
robustness of the hidden payload against modifications. Second, fidelity of the host,
also commonly described in data hiding literature as imperceptibility of the payload
contained in the host object. Third, capacity of the host which shows the maximum size
of the payload that can be embedded in it. And fourth, security of the embedded data. A
stenographic method is similarly described by capacity and statistical undetectability of
the message instead of fidelity. Throughout this research, the watermarking properties
have been more prevalent and that is why those terms were used in the results for
consistency reasons.

18



Data hiding technologies made their appearance in the healthcare domain after the
increase of digital biomedical data resulting in management and security issues, as well
as other practical issues in eHealth systems. As illustrated in Fig. 1, biomedical data
hiding techniques combine different files i.e. biomedical components, or information
related to the host and hide them in the single structure of the host itself before its storage
or transfer. Unlike the more strictly defined watermarking methods, the embedded
message does not necessarily define or describe the host to protect its intellectual
property but it is data that is usually related or complementary to it. The primary purpose
of data hiding techniques is to combine all components and embed them in one structure.
It is very common to combine, in the same payload with the rest of the components,
authentication tags or error correcting information used to serve reliability purposes.
When the host of the data is a biomedical image or signal, then the data hiding method
has to be reversible, which means that all modifications introduced to the host should be
removable.

Fig. 1. a. Transfer or storage of the host separately to the rest of the components. b. Transfer
or storage of the host, including the rest of the components in it with the use of data hiding.

More specifically, to meet requirements of biomedical data, specific data entities need
to imperceptibly carry along other data, usually correlated with the patient that could be
his ID, as well as other Electronic Patient Records (EPR) (Velumani & Seenivasagam,
2010). Secondly, it can also be extra biomedical components since multimodal data are
commonly stored and analysed together. Storing and transferring this data between
databases as separate files can be an inefficient way of data management. Furthermore,
biomedical data is prone to certain security risks. Those are confidentiality, reliability

19



and availability of data. First, confidentiality risks rise from the fact that biomedical data
is private patient information and thus direct access by non-authorised users would
violate it. Reliability is related in this case to the problems of verifying integrity of data.
Tampered data can mislead and cause errors in the diagnosis and similar problems can
occur when non authentic material is used. Last, availability risks refer to inability of
access to all inconsistent entities. This is because files or linkages between files related
to one biomedical entity can be lost (Coatrieux, Lecornu, Sankur, & Roux, 2006).

Data hiding techniques are utilized as a solution to ensure data management
efficiency, as well as confidentiality, reliability and availability of data, by enabling
the insertion of data entities into an object through the introduction of modifications
(Collberg & Nagra, 2010; Cox, Kilian, Leighton, & Shamoon, 1996; Grover, 1992). In
watermarking applications those modifications are imperceptible by humans, while in
stenography they ensure statistical undetectability.

Overall, biomedical data hiding can be considered as a practice to provide a new
layer of security enriching data with metadata that can survive through format changes,
as well as other modifications (Coatrieux et al., 2006). Also, as illustrated in Fig. 2,
data hiding techniques can provide significantly high capacity enough to store multiple
components as well as authentication tags, something that was technically impossible
with the coexisting features such as header information.

Fig. 2. Examples of components combined using data hiding.

20



Concluding, as seen schematically in Fig. 3, data hiding serves the previously
described requirements as follows. All different biomedical components are combined
in a single structure which is the selected host. Firstly, this means that no extra space is
required for them to be stored. Specifically, the only storage space required is limited to
what has been reserved for the host. Secondly, the multiple entities do not need to be
separately stored and transferred. All things contribute to a significant improvement in
data management efficiency.

Concerning security, according to Kerckhoffs’s principle, access to the different
components that have been embedded should be only granted to entitled users that have
access to a key that extracts the payload (Shannon, 1949). This can be implemented by
encrypting the payload data prior to embedding. Security is ensured, since even if a third
party manages to extract the payload, decryption of the extracted data is only possible
with the appropriate key. Information about the original state of data can be inserted
inside the host in the form of checksums or authentication tags. This can confirm that
reversion runs successfully and moreover that there are no tampered areas in the host.
Thus, reliability is also assured. Last, availability of data is maintained since everything
is extractable at any time from the single host structure.

Data Management Efficiency
 and Security

DATA HIDING

Availability

Authenticity and Integrity of Data

ReliabilityConfidentiality

Fig. 3. The role of data hiding.
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1.2 Research problem and scope

The model illustrated in Fig. 4 demonstrates a typical framework where the proposed
data hiding techniques can be employed. In this framework, the patients act as data
subjects. They disclose their data and determine certain agreed upon rules for its use.
The hospital acting as a data controller stores it locally or forwards it to a central data
provider. If necessary, the hospital or the central data provider can forward it to other
parties acting as data processors such as a pharmaceutical company or a specialized
clinic (Wohlgemuth, Echizen, Sonehara, & Müller, 2010). With the use of data hiding,
the host object is visible to all parties, but the payload is only accessible to the ones that
the data providers have selected to disclose this information.

Fig. 4. Typical framework in medical information systems.

The scope of this thesis focuses on the design of data hiding techniques that aim
to improve confidentiality, availability and reliability in frameworks similar to the
one described above. Apart from security, special focus is given on improving data
management efficiency. The thesis provides technical details for the proposed algorithms
and explains how each one adapts to specific problems that healthcare professionals
come across when using multi-modal data, but also problems that users face when
accessing or submitting data remotely. Those problems include the interaction between
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the patient and the hospital while third parties are not included explicitly in the studied
scenarios. Nevertheless, the hospital is defined as a more general entity that encloses
central data providers and processors.

The main research problem set in this thesis is: How to ensure data management

efficiency and satisfy the security aspects of confidentiality, reliability and availability

in medical data using data hiding techniques? In the thesis, especially the following
sub-problems are considered:

– Sub-Problem 1: How to solve the hospital-centric issues related to efficient and

secure management of medical data?

– Sub-Problem 2: How to solve the patient-centric issues related to efficient and secure

interaction with eHealth services?

The papers that resulted from this research fall in two categories according to the
sub-problem that they respond to. Starting with the first category, "hospital-centric"
issues include problems appearing in data produced in hospitals, stored in hospital
servers, transferred through hospital networks or even stored in medical data provider
centers. Biomedical data is usually stored in multiple complementary components as
many modern medical methods perform multi-modal analyses. For instance, a medical
image might be analysed in combination with certain physiological signals, which
normally means that it should be transferred and stored together with them. Data
hiding is used as a solution to combine all those different components in one single
structure maintaining security, i.e. confidentiality, availability and reliability of data and
increasing management efficiency.

The second category includes methods proposing solutions to the "patient-centric
issues". Those concern the collection storage and transmission of data with the use of
mobile devices, as well as the verification of users based on their biometrics. Similar
to the previous category, the data hiding method that has been proposed for use in
smartphone devices aims to increase data management and security of data. The second
method that was proposed for the increase of robustness of biometrics suggests a
different use of data hiding. This time, instead of combining components, the purpose of
the payload is to increase the accuracy and robustness of image’s biometrics. Unlike
all methods presented in the first category, in both methods of the second category,
reversibility capabilities were not necessary since the selected hosts are not medical data.
As a result, the modifications will not affect any possible analyses.
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In both cases, the objectives of this research were the development of algorithms for
data hiding using primarily biomedical images and signals, as well as other sensitive
information. Authentication tags or checksums and error correcting codes are also
considered and included in the payload in certain cases. The proposed algorithms
were designed to meet the requirements that occurred with the introduction of new
technologies in healthcare enabling patients to reliably share their data and medical
professionals to produce, store in databases, view and analyse medical data in electronic
form.

1.3 Original publications and author’s contribution

The two groups in which the published papers are categorized according to the research
question that they respond to are illustrated in Fig. 5. This section makes a brief
introduction to each paper included in this thesis.

How to ensure data management efficiency
 and satisfy the security aspects of 

confidentiality, reliability and availability in 
medical data using data hiding techniques?

How to solve the hospital-centric 
problems related to efficient

 and secure management of medical data?

How to solve the patient-centric 
problems related to efficient 

and secure interaction with eHealth services?

Paper I Paper II Paper V

Paper III Paper IV

Fig. 5. How the articles respond to the two sub-problems.

Paper I presents a reversible data hiding method that embeds header information
of Magnetic Resonance Imaging (MRI) and X-Ray images in the images’ structures.
The designed data hiding method, was a Least Significant Bit (LSB) substitution based
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approach which was able to successfully reverse the Region of Interest (ROI) of the
image upon extraction. Authenticity of images was verified using a hash algorithm. To
reduce distortions caused by LSB manipulation, a Just Noticeable Distortion (JND)
model was employed. The author of this thesis was in charge of the algorithm design,
development and experimental results. Dr. Keskinarkaus and Prof. Seppänen supervised
and participated in the finalization of the manuscript. Further supervision and medical
related technical support was provided by the medical advisor Dr. Kiviniemi.

Paper II presents a reversible data hiding method for embedding EEG signals in
MREG in a temporally synchronised way. Similar to the previous technique, verification
of integrity was once again available. In this implementation, a reversible histogram
shifting based method was developed allowing increased capacity and 100% reversion
of the host back to the original state. Similar to Paper I, the author was in charge of the
algorithm design, development and experimental results. Dr. Keskinarkaus and Prof.
Seppänen supervised and participated in the finalization of the manuscript. Further
supervision and medical related technical support was provided by the medical advisor
Dr. Kiviniemi.

Paper III proposes data hiding as a solution to protect sensitive smartphone sensor
data. Specifically, sensitive data e.g. heart rate, signal, GPS location data, human input,
etc. are encrypted and embedded in non-sensitive data, e.g. accelerometer, gyroscope
or temperature data. Thus, the host can be reliably transferred and stored since it is
not prone to privacy threats even in public databases. This practice enables users to
use platforms that they do not necessarily trust with their sensitive data. Sensitive
data, including biomedical data, is encrypted prior to embedding. For the experiments,
data samples were collected and tested using multiple devices. Paper III was a result
of cooperation within the faculty with the Center for Ubiquitous Computing. The
algorithm design implementation and testing were done jointly with MSc. Luo. The
author contributed in the design and testing of the data hiding algorithm, while MSc.
Luo contributed in the android programming, development and experiments. Dr. Partala
provided the encryption scheme and participated in the finalization of the manuscript.
Further support, supervision and contribution in the finalization of the manuscript
was provided by MSc. Klakegg, Dr. Goncalves, Dr. Liang, Prof. Seppänen and Prof.
Kostakos.

Paper IV proposes a method to increase accuracy and robustness of biometrics
in images. That is done by fusing supplementary information in the image structure
capable of reliably outputting the biometrics even after modifications in the carrier
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image. The author was in charge of the implementation of the watermarking algorithm.
Specifically, the algorithm was a development of the algorithm proposed earlier by
one of the authors, Dr. Keskinarkaus. The author adjusted this algorithm to fit the
current application. Support in the implementation was further provided by Dr. Pramila.
Dr. Partala developed the concept and was the main contributor in the preparation of
the manuscript. Prof. Seppänen supervised and participated in the finalization of the
manuscript.

Paper V proposes a data hiding method that uses Fourier Transform mid Infrared
Microspectroscopic (FTIR) as the host to embed visible light images and/or other data
using histogram shifting on spectral component difference matrices. This time, a double
histogram shifting approach was followed in order to considerably increase capacity.
Further robustness is provided with the use of error correction codes and authenticity
is verified through authentication tags. The author was in charge for the data hiding
method, as well as the algorithm design, implementation and testing while Dr. Partala
proposed the solution for the generation of authentication codes. Dr. Keskinarkaus
and Prof. Seppänen supervised and participated in the finalization of the manuscript.
Further supervision and medical image related technical support was provided by Prof.
Saarakkala.

All papers fall under the general category of data hiding but if they have to be
assigned to the subcategories that have been introduced earlier they will be as follows.
Papers I, II, IV and V are watermarking applications, whereas Paper III can be
described as a steganographic application.
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2 Literature review

2.1 Data management

Biobanks are becoming a more common way to store big data collections of samples
taken from humans with the appropriate consent from the donor. The benefits of big
data collection in biobanks are axiomatic, the researchers can access a wide material
set; collected with high quality and stored with appropriate care, e.g. in the sense of
ethics. They are key resources for unravelling the molecular basis of disease subtypes,
identification of new therapeutic targets and biomarkers, all of which lead to personalized
healthcare and more effective treatment strategies via translational medical research
(Cambon-Thomsen, 2004).

Biobanks are just one example demonstrating the increase in biomedical data. In
general, digital biomedical data is rapidly increasing in hospital servers and inevitably
the questions on how to manage this data have been set. What is more, hospital
integration systems have to cope with the issue of interoperability. This is because any
major hospital network includes many different hardware platforms, operating systems
and database management systems. Moreover, the data itself can be stored in varying
file formats and most of them contain sensitive data. All things concerned, it becomes
obvious that there are data management and security issues to be solved.

The problem of organizing biomedical data from various sources has resulted in
the development of digital integrated repositories like the Clinical Data Repositories
(CDR) or Clinical Data Warehouses (CDW). Those gather data from various sources
with the purpose of providing a unified view in order to enable clinicians to access
all data from the selected patient. Some examples of data that can be found in CDRs
include clinical laboratory test results, patient demographics, pharmacy information,
radiology reports and images, pathology reports, hospital admission, discharge and
transfer dates, International Statistical Classification of Diseases-10 (ICD-10) codes,
discharge summaries, and progress notes (MacKenzie, Wyatt, Schuff, Tenenbaum, &
Anderson, 2012).

Data integration systems at hospitals can follow one out of three different approaches,
data warehousing, view integration and list integration (Teodoro et al., 2009). Examples
of data warehousing implementations are the ATLAS (Shah et al., 2005) and BioWare-
house (T. J. Lee et al., 2006) projects, view integration, the TSIMMIS (Garcia-Molina et

27



al., 1997) and SIMS (Arens, Hsu, & Knoblock, 1996) projects, and link integration, the
SRS (Etzold & Argos, 1993) and Entrez (Schuler, Epstein, Ohkawa, & Kans, 1996)
projects.

2.2 Anonymization

The first and most common solution that was applied for privacy concerns on medical
data was anonymization. In medical databases it is required that patients should maintain
their privacy and medical records should not be transferred from hospitals to third
parties such as insurance companies (Domingo-Ferrer & Torra, 2008). k-Anonymity
was proposed as a solution to this problem by trying to face the trade-off between
information loss and disclosure (Samarati & Sweeney, 1998).

A data set satisfies k-Anonymity for k > 1 if, for each combination of key attributes
(entries in the set that in combination can re-identify the respondent, e.g. address, age,
gender, etc.), at least, k records share the same information. This way, k-Anonymity
succeeds in preventing records from being mapped to the original data set.

The problem with k-Anonymity is, however, that it cannot always protect against
attribute disclosure. If for instance there is a set of k patients with the same k-Anonymized
key attributes who also share the same confidential attribute, such as a specific disease,
there is a risk that an intruder can link an external identified record to it. Furthermore,
it was later proved that optimal k-Anonymity is an NP-Hard problem (Meyerson &
Williams, 2004).

To confront the risk of identification mentioned above the technique of l-diversity
was later proposed. In this model, in addition of maintaining k records with the same
information in a set there should be also l "well represented" values for the confidential
attribute. Specifically, an equivalence class is said to have l-diversity if there are at
least l "well-represented" values for the sensitive attribute and a table is said to have
l-diversity if every equivalence class of the table has l-diversity (Machanavajjhala,
Gehrke, Kifer, & Venkitasubramaniam, 2006).

The problem with l-diversity is that it might be difficult or unnecessary to achieve.
For example there can be many records in a "positive/negative" field which are all
negative and only 1% positive. It has been further proven that l-diversity is insufficient
to prevent attribute disclosure. To solve those issues the t-closeness model extends even
further the l-diversity model. It is defined as follows. An equivalence class is said to
have t-closeness if the distance between the distribution of a sensitive attribute in this
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class and the distribution of the attribute in the whole table is no more than a threshold t.
A table is said to have t-closeness if all equivalence classes have t-closeness (Li, Li, &
Venkatasubramanian, 2007).

2.3 Watermarking and data hiding

Data hiding is a general term which includes a wide range of problems based on the
idea of making information imperceptible (Cox et al., 2002). It encompasses the two
more strictly defined but more widely used techniques of digital watermarking and
steganography. Specifically, it could be said that the term hiding can either refer to
making data imperceptible, similar to watermarking, or keeping the existence of data
secret, as in steganography. Digital watermarking has been defined by (Cox et al., 2002)
as the practice of imperceptibly altering a digital content to embed a message about it,
while according to (Hartung & Kutter, 1999), stenography is defined as a collection
of techniques for secret communication. Combining those, data hiding techniques
consider the host as an object that secretly and robustly carries a payload, not only for
secure communication purposes, but also to improve data management and reliability.
Depending on the application, the priority given to those two purposes can vary. In data
hiding, an additional objective can also be to improve management of the components
involved and enhance security by adding an extra security layer to a scheme.

The processing flow of data hiding systems resembles that of a digital watermarking
system. The main difference in here is that instead of digital content the carrier is called
host object and rather than a watermark message describing the the object, there is
a data payload consisting of one or more components. This payload is usually but
not necessarily associated with the host or in certain cases a message to be secretly
transferred.

Watermarking can be described as the problem of embedding a watermark w in
a digital object I producing a new object Iw, such that w can be reliably located and
extracted from Iw even if it has been subject to transformations. In both embedding and
extracting procedure, a specified key can be optionally required. Public or secret keys
are used to enhance security, although they more commonly appear in steganography
(Collberg & Nagra, 2010).

Thus, formally a watermarking system is consists of the following two modules and
their flow is illustrated in Fig. 6.
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– Encoder: The encoder performs the embedding process. Input at the embedding
process is an object I, the watermark w and optionally a key. The output is the object
Iw.

– Decoder: The decoder performs the reverse process. Input at the extracting process is
the watermarked object Iw and optionally a key. Output is the watermark w.

Fig. 6. The basic watermarking scheme.

A data hiding system is organized in the same way and defers only in the nature of w

which is a payload instead of a watermark.
It should be noted that certain decoders require the original object I for the extraction

of the watermark. This is called informed detection. Other implementations such as the
ones presented in this research do not require the original I. Those techniques are called
blind. In the watermarking literature, systems that use informed detection are often
called private watermarking systems, whereas those that do not are called public (Cox et
al., 2002).

Data hiding research begun with watermarking methods that were developed for
copyright control, but later, watermarking was not accepted as a mean to reliably
claim copyrights (Hartung & Kutter, 1999). Although, there were new applications
of data hiding that started to appear. In most recent literature, those were forensics,
authentication and steganography. This trend is further demonstrated by the fact that
the International Workshop on Digital Watermarking (IWDW) changed its name to
International Workshop on Digital Forensics and Watermarking (Ho, Shi, Kim, & Barni,
2009; Shi, Kim, & Perez-Gonzalez, 2012).

The following paragraphs describe the early uses of watermarking and other data
hiding techniques.
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Broadcast monitoring

Data hiding techniques have been used for broadcast monitoring and considerably
improved efficiency compared to manual monitoring. As described by (Cox et al.,
2002), there are two main approaches for broadcast monitoring. First, it is the passive
monitoring approach where a computer placed at a receiver compares the received
signals with known Works stored in a database. During this process, it locates possible
matches. Overall, this is a direct but relatively inefficient method as comparing the
received signals with a database is not necessarily trivial and the maintenance of
such library is expensive. Second, it is the the active monitoring approach. Active
monitoring systems are broadcasting identification information together with the content.
The receiver is identifying the content by receiving this information. The first active
monitoring system was implemented by transmitting the identification in a particular
redundant segment of the broadcast signal. This method was not perfectly reliable as it
could not for example survive format changes. Thanks to a watermarking method, the
same technology was considerably improved by transmitting this information within the
content’s structure itself.

Owner identification and proof of ownership

Another application where data hiding has been used is owner identification. According
to legislation, creators of stories, paintings, songs or any other original Works auto-
matically hold the copyrights. In visual works, before digital watermarking and data
hiding became popular, the authentication process used to be done using hard-coded
text. The disadvantage of hard-coding is the unavoidable reduction in quality of the
work. Furthermore, hard-coded texts and logos can be easily removed or cropped.
Digital watermarking was a straightforward solution to the problem by imperceptibly
inserting information related to identification and proof of ownership. Still, this is not a
simple problem as a public detector accessible to an adversary can be used in attempts
to remove the original watermark and replace it with a fake one (Cox et al., 2002).
Therefore, in order to make the removal of the watermarking more difficult, there should
be attempts to restrict the availability of the detector.
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Copy authentication, integrity control

Traditionally, it was cryptographic techniques that were used for authentication purposes
by creating digital signatures of the work (Stinson, 2005). However, digital signatures
can be lost, e.g. in format changes. Therefore, digital watermarking techniques for
the improvement of authentication techniques (Cox et al., 2002) were later developed.
Depending on the exact application requirements, the level of the required robustness of
watermarks varied. For instance, a fragile watermark can reveal tampered areas of the
work through information that was not extracted properly from tampered locations. In
other applications, robustness might be required for a specific set of attacks. Those are
defined as semi-fragile watermarks.

Device control

An additional application area of data hiding is device control. Similar to applications
for copy authentication, the embedded information has the form of a caption recognised
by devices, but the difference compared to those is that here the data adds value to
the content instead of restricting its use. An example is the application proposed by
(Loytynoja, Keskinarkaus, Cvejic, & Seppanen, 2008) where a user can record music
played from loudspeakers using a mobile phone and then extract data that can be
additional metadata about the song or a link to an external server.

Every watermarking method from literature and in extension certain data hiding
methods are described using three basic properties. Those are robustness, fidelity,
also refered as imperceptibility, and capacity. Between the three properties, there is
a trade-off meaning that for instance an increase in capacity comes with fidelity and
robustness cost. Thus, every method should be designed in such a way that the perfect
balance between those three properties is achieved for the intended application.

The trade-off between the three properties can be depicted with a triangle (Fridrich,
1999), as illustrated in Fig. 7.

A data hiding technique is robust when hidden data can be detected or recovered
after a set of manipulations (Swanson, Kobayashi, & Tewfik, 1998). Those modifications
can either be intentional attacks to destroy the watermark or to force the algorithm
to show that there is no watermark embedded (Hartung, Su, & Girod, 1999). More
specifically (Voloshynovskiy, Pereira, Iquise, & Pun, 2001) and (Kutter, Voloshynovskyy,
& Herrigel, 2000) classify possible attacks against watermarking into removal attacks,
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Fig. 7. The watermarking trade-off.

geometric attacks, cryptographic attacks and protocol attacks. Thus, robustness tells in
practice how reliably information can be extracted after the host signal has undergone
modifications.

High robustness is usually required when data is transferred in noisy channels or is
prone to attacks. In healthcare, it could be required in an application where data hiding
is performed for primarily copyright claiming purposes where hidden data has zero
error tolerance. Non-robust techniques are called fragile. In a fragile technique, minor
distortions affect hidden data. Fragility in certain cases can be used as an advantage as it
is useful for tamper-proofing purposes. For instance, if hidden data is not extracted
properly, it could be used as a hint that biomedical data has been tampered and thus it is
not safe to be used in analyses (Cox et al., 2002).

Fidelity refers to the perceptual similarity between the original host object and the
host object that carries hidden data at the point that they are observed by an individual
(Cox et al., 2002). Thus, a data hiding technique is considered a technique of high
fidelity when the embedded data is well hidden and imperceptible under normal view.
High fidelity has the advantage in most applications of allowing the host object to appear
the same as the original not causing suspicions that it carries extra data. Alternatively,
many times, the term imperceptibility is used, which shows in what level the existence
of the payload is imperceptible in the host. Although, in data hiding techniques which
are identified as steganographic what is examined is the statistical undetectability of the
hidden message.

To measure fidelity, Signal to Noise Ratio (PSNR) is the metric that is most
commonly used in images. It is the ratio of the reference signal or image and the
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distorted signal or image. It is measured in dB and the higher its value the closer the
distorted object is to the original. For example, for images I and Iw of size M×N, PSNR
is calculated by the equation:

PSNR = 10log
N2

max

MSE
, (1)

where, Nmax is the maximum intensity value, and MSE the Mean Square Error given
by:

MSE =

N

∑
j=1

(
M

∑
i=1

(I(i, j)− Iw(i, j))2

)
MN

. (2)

Although PSNR is used most often, there are other metrics that rely more on the
Human Visual System (HVS). Such examples are the Signal to Perceptible Noise Ratio
(PSPNR) (Chou & Li, 1995) which was used in Paper I and the Structural Similarity
Index Metric (SSIM) (Wang, Bovik, Sheikh, & Simoncelli, 2004). Furthermore, there
are metrics that are more commonly used in other media such as the the Objective
Difference Grade (ODG) (Thiede et al., 2000) which is an objective measurement
method used for audio and corresponds to the the subjective difference grade used in
human-based audio tests.

Last, capacity, refers to the number of bits that a data hiding method encodes within
a unit of time or space (Cox et al., 2002). Similar to the other properties, the needs in
capacity are application dependent. If the purpose of the application is just to hide an
ID, then capacity requirements are low, but if the purpose is to combine different data
entities together, then capacity requirements start to considerably increase.

High fidelity requires that the modifications are limited enough so that they do not
cause any visible artifacts. This has a negative effect on robustness because limited
modifications equal to easier removal by noise or further modifications made to the
host. For the same reason, capacity is also affected since limited modifications can
also threshold the amount of data to be embedded. High robustness similarly limits
capacity and fidelity as common practices to increase robustness are more powerful
modifications, repeated data in the payload, and extra information with the use of error
correcting codes. Last, high capacity leaves less room for high robustness techniques
and a bigger payload requires more modifications and thus limited fidelity. As for
reversibility, the overall complexity of a reversible method is increased, and that usually
limits all of the properties above.
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There is no general rule about how this trade-off should be set as requirements are
entirely application dependent. In the data hiding algorithms developed through this
research, priorities from most to least important are capacity, fidelity and robustness.

Capacity is set first in priority because of the fact that the payload usually includes
images or signals and thus its size is relatively high. Papers I, II and V demonstrate ex-
amples with elevated requirements in capacity. To achieve high capacity, the appropriate
data hiding approaches have been followed and the improvement using data quantization
has been introduced for histogram shifting techniques to considerably increase capacity
levels.

To measure capacity, every method was experimentally tested using various different
settings and data sets. The amount of information that has been successfully hidden is
reported in the published papers.

Fidelity is set second, but it is nearly equal to the third property of robustness.
In biomedical data applications, fidelity has to be in high enough levels so that data
can be perfectly presentable in order to make its content clear. Absolute fidelity in
reversible methods is not required as data can be reversed to its initial state for the
diagnoses’ purposes. Improvements can be made in certain data hiding techniques to
adapt modifications according to host signal or image properties. Specifically, such
properties rely on the HVS regarding images. To improve imperceptibility, the method
proposed in Paper I suggests the use of Just-Noticeable-Distortion (JND) (Chou & Li,
1995). It specifically introduces an alternative use of this model to set the priority in
pixels that determines if they are selected or not as carriers of the embedded data.

Requirements in robustness are not the main priority in most cases, however. This
is because detecting tampered areas on the host is more significant than securing the
survival of the payload. However, in cases where data is transferred through noisy
channels, there are solutions that can fully or partly recover the payload. For this
purpose, in Paper V, to improve an initially relatively fragile method, error correcting
schemes have been proposed based on the use of Reed-Solomon Codes (Reed &
Solomon, 1960) and Deletion Channel Correction Codes (Duda & Korus, 2012). The
use of these schemes enables making corrections on payloads for both bit flipping and
deletion errors, respectively. Furthermore, using data quantization can in certain cases
increase robustness because small errors in values do not necessarily generate a different
histogram. To measure robustness, experiments have been performed examining the
number of faulty bits. In contrast with the other methods, Paper IV presents a method
which set robustness as its highest priority. This was because the purpose of the payload
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was to carry information that allow the extraction of the detailed biometrics of faces in
photos. Photos are many times uploaded on the internet where compression and various
filters are used. Thus, it becomes clear that the embedded watermarks had to survive
such attacks.

Concluding, it should be noted that in modern applications, there can be a fourth
property in this tradeoff and that is security, which has been considered in this research
work. A secure scheme might be more sensitive to modifications which would deter
decryption and thus there is a negative effect to robustness. Moreover, when encrypted
data expands, it results in an increase of the payload’s size affecting capacity and
imperceptibility.

2.4 Reversible data hiding

Reversible data hiding is a branch of data hiding techniques. A reversible hiding
technique is able to embed data in a host and then extract it by reversing simultaneously
the structure of the host to its original state before the payload was embedded avoiding
critical information loss (Dharwadkar et al., 2010; Pan et al., 2009). Applications that
handle data sensitive to modifications mandate the use of reversible data hiding. This
includes, among others medical and military applications where distortions cannot be
accepted. For a biomedical image, for instance, reverting its exact initial form is vital as
even the slightest distortion may raise concerns over its validity. Even minor distortions
can affect a diagnosis, at worst with life threatening consequences.

Reversibility can be described as a process for removing modifications caused by the
payload and this can be either limited to the Region of Interest (ROI) only or the whole
biomedical image or signal. ROI in a medical image is the part which is used in possible
analyses. For example, in Magnetic Resonance Imaging (MRI), the ROI would be the
imaged tissue or just a segment of it that interests medical doctors. Areas outside the
ROI are called Regions of Non Interest (RONI).

Reversible data hiding is the process of inserting data components into an object
through the introduction of errors not detectable by human perception in a reversible
way (Collberg & Nagra, 2010; Cox et al., 1996; Grover, 1992). More formally, we
may describe it as the problem of embedding a set of data w in an object I and, thus,
producing a new object Iw, such that w can be reliably extracted from Iw and Iw reversed
to Ir. If the application requires robustness, it is required that this process should be
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possible even after Iw has been subject to transformations. The process is schematically
illustrated in Fig. 8.

Fig. 8. The reversible data hiding scheme.

Similar to the general watermarking scheme, a data hiding method consists of two
modules:

– Encoder: The encoder performs the embedding process. Input at the embedding
process is an object I, data to embed w and optionally a key. The output is the object
Iw containing data.

– Decoder: The decoder performs the extracting data. Input at the extracting process is
an object Iw, that contains data, and optionally a key. Output is the actual data w and
the reversed object Ir, where Ir = I, or in certain cases when reversion is limited to the
ROI Ir ≈ I.

Reversible data hiding techniques follow either the additive or the substitutive
insertion approach. In additive insertion, a secondary signal is added to the original signal,
whereas in substitutive insertion, parts of the signal or image are replaced. Substitutive
approaches are reclassified into two sub-approaches: compression embedding and
difference expansion embedding / prediction error expansion embedding (Pan et al.,
2009).

One of the most popular methodologies is histogram shifting. It should be noted
that this can either be histogram shifting on the intensity values and thus a simple
additive insertion approach, or as more recent techniques demonstrate, histogram
shifting on difference histogram or prediction error histogram exploiting characteristics
of both additive and substitutive insertion approaches. The idea of histogram shifting
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is that the image histogram or the histogram out of an image transform is shifted to
create empty bins to insert the payload. Histogram shifting based techniques typically
provide large capacity. The earliest substitution insertions methods were compression
embedding techniques. A typical example of such methods is Least Significant Bit
(LSB) substitution techniques where least significant bits of the host are replaced by
payload bits. The information which is replaced is also stored either compressed with
the payload or in other redundant space. Compression embedding based techniques can
provide good fidelity but capacity is usually relatively limited compared to histogram
shifting approaches or to expansion embedding.

Last, the substitutive insertion methods include the difference expansion embedding
techniques. They embed data by exploiting the redundancy of values instead of the
intensity levels themselves. For instance, the first difference expansion technique as it
has been introduced by (Tian, 2003b) instead of modifying individual pixel values it
modified the differences between pairs of pixels by leaving the average unchanged.

This research focused on LSB substitution and variations of histogram shifting
techniques and difference expansion. The biggest challenge in most cases throughout this
thesis has been to maintain very high capacity levels since signals or images had to be
included in the payload. The reason why this is challenging is that requiring reversibility
sets limitations on maximum capacity. This is because part of the redundancy of the
host structures is always used in order to reverse itself in its original state.

2.5 Review of data hiding techniques for healthcare

Starting with additive insertion, one of the earliest reversible data hiding approaches was
proposed by (Honsinger, Jones, Rabbani, & Stoffel, 2001). The proposed technique is
using additive watermarks with modulo arithmetic in order to overcome range exceeding
problems. This is a typical problem occurring in additive insertion because in a digital
image pixel, values are limited in a fixed dynamic according to the bit-depth. An issue
with the method is that many times the output of Iw = (I+w)mod2p has Salt and Pepper
noise because modulo arithmetic causes jumps between the two thresholds of the range.
(Fridrich, Goljan, & Du, 2001) later proposed an improvement to this technique.

(Coatrieux, Puentes, Roux, Lamard, & Daccache, 2005) developed a method for
angiographic images based on signal estimation according to which the original and
watermarked images have the same reference image. First, the estimated image is used
to determine whether or not each pixel block can be modified. That is done through
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the reference image serving as a classification procedure to identify if modification to
blocks cause over or under-flow problems. As the reference image remains the same, the
decoder extracts watermarked parts.

Another additive insertion technique has been proposed by (Ni, Shi, Ansari, & Su,
2006) which was the first histogram shifting based approach. The basic idea is that
first the peak and a zero point of the histogram are detected. The histogram values
between the peak and the zero point are then shifted towards the zero point creating one
empty histogram bin next to the peak. Pixels with intensity values corresponding to the
peak are modified or not by one unit to become equal to the value corresponding to the
empty bin to embed a 1 or 0 bit, respectively. The reverse process is followed to extract
information and reverse the histogram to its initial state. Several improved versions of
the method had followed combining histogram shifting with prediction error expansion.
More information about those will follow.

Switching to substitutive insertion approaches, (Fridrich et al., 2001) have proposed
a lossless compression embedding method by showing that there exists a bit-plane
B in the original image I that can be losslessly compressed and distributed randomly
without visible distortion in I. If such bit-plane exists, it is replaced with the compressed
version of a message m. (Celik, Sharma, Tekalp, & Saber, 2002) presented a method
based on the generalized LSB scheme. The host data that is being replaced is added
along with the payload data using lossless compression to provide reversibility using a
prediction-based conditional entropy coder. Trade-off between capacity and fidelity is
controllable.

(S. Lee, Yoo, & Kalker, 2007) have proposed a method that divides the image into
16x16 blocks and embeds a watermark in the high frequency wavelet coefficients of each
block. Blocks are selected using an order defined by a key entered as input. Embedding
works using LSB substitution, or expansion embedding techniques, which shift left the
binary representation creating a new virtual LSB that can be used for insertion. Side
information for full reconstruction and reversion of the image is embedded in the image
itself. (Fotopoulos, Stavrinou, & Skodras, 2008) proposed an LSB based technique for
MRIs that embeds ROI in RONI using four LSBs. In mode 1, a ROI digital signature is
embedded in RONI. In mode 2, ROI is compressed using JPEG2000 and embedded
in RONI. First, an attempt is made to compress the information losslessly, if it is not
sufficient, then lossy compression is performed. (Liew & Zain, 2010a) presented a
method to protect 8-bit grayscale ultrasound images from unauthorized modification or
destruction. The method is based on LSB substitution and on the Region of Interest -

39



Region of Non Interest (ROI-RONI) concept. Authentication and recovery data replace
LSBs of the ROI, and to enable reversibility, bits that have been replaced are embedded
in RONI area that does not require reversion. However, most of the times if high capacity
is required, compression embedding methods might not be ideal and histogram shifting
based and expansion based techniques should be preferred.

Difference expansion techniques exploit the redundancy in image data. The original
idea was proposed by (Tian, 2003b). The proposed technique used difference expansion
to create a virtual bit based on the difference of two adjacent pixels. An extension was
followed by (Alattar, 2004) where multiple bits are stored into vectors of adjacent pixels.

(Thodi & Rodriguez, 2007) later presented a technique introducing prediction
error expansion, an extension to difference expansion methods. Prediction error
expansion based methods combine the advantages of expansion embedding with the
superior decorrelating abilities of a predictor, resulting in even better capacity. This
is done by using the neighbouring pixels to predict target pixels and then exploiting
the error for expansion embedding. Local correlation of neighbouring pixels resulted
in considerable increase of capacity and sometimes smaller distortion as following
techniques demonstrated. (Sachnev, Kim, Nam, Suresh, & Shi, 2009) proposed an
improved technique which was exploiting sorted prediction error based on magnitude
of local variance, improving capacity and fidelity. (Dragoi & Coltuc, 2014) proposed
another reversible data hiding method based on difference expansion. For each pixel, a
least square predictor is computed using a square block centered on each pixel for which
the prediction error is expanded. The capacity-fidelity trade-off is controllable by the
size of the block placed on each pixel. Other techniques that followed include (Luo,
Chen, Chen, Zeng, & Xiong, 2010) and (Ou, Li, Zhao, & Ni, 2013).

Improved versions of the original idea of histogram shifting (Ni et al., 2006) were
proposed by using instead of the intensity levels, the difference expansion or the
prediction error matrices. Later, more papers based on this idea followed (Fallahpour,
Megias, & Ghanbari, 2011; S. K. Lee, Suh, & Ho, 2006; Tsai, Hu, & Yeh, 2009). (Tsai
et al., 2009) have specifically proposed a data hiding method applying histogram shifting
data hiding after employing a linear prediction technique on the host image to expand
linear prediction errors instead of pixel intensities. First, the image is divided into n×n

blocks, then, in each block, a basic pixel is selected. The difference between the basic
and the other pixels is calculated and replaced with the original values calculating the
residual image. Last, histogram shifting is applied with one or more peak and zero pairs.
Similarly, (Zeng, Chen, Chen, & Xiong, 2011) implemented a reversible data hiding
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method in uncompressed videos exploiting their inter-frame prediction. This method
performs double histogram shifting (two peak and two zero points) in the histogram
produced from the estimation error for each video frame. A more recent paper was
published by (Li, Li, Yang, & Zeng, 2013) where instead of the image histogram, they
exploit an n-dimensional histogram generated by non-overlapping pixel blocks.

(Ko, Chen, Shieh, Hsin, & Sung, 2011) present a method based on the quantization
index modulation (QIM). The classic application of a QIM is not ideal for medical
images as it is not reversible. For that reason, the authors modified the basic QIM
accordingly to convert the method to reversible by making use of the nested QIM-based
watermarking technique. The technique embeds a watermark image in the medical
image using a secret key as side information to map each watermark pixel’s binary
representation into 4×4 matrices.

(Lei et al., 2014) proposed another improved method based on differential evolution
which is used for the design of the quantization steps to control embedding strength. It
fact, it is considered a hybrid method as the payload is inserted using recursive dither
modulation after the wavelet transform and singular value decomposition have been
applied. The purpose of this method is to hide signatures and textual data for the
protection of medical data’s intellectual property. This is done in a reversible robust and
imperceptible way. In the experiments, they have used a logo as the payload but it can
also be other kinds of data.

Other than image watermarking, a reference follows on certain physiological signal
watermarking articles, beginning with (Zheng & Qian, 2008) who proposed a novel
reversible data hiding algorithm for ECG signals. The data in this case is in the form
of images. Because energy at ECG signals is concentrated in QRS complex waves,
information is embedded in selected wavelet coefficients that do not distort them. The
experimental results show that the method achieves high capacity and performance. To
make it reversible, the method uses Haar wavelet transform based on the lifting scheme.
For the embedding procedure, the algorithm detects the R waves by adopting cubic
b-splines wavelet transform.

(Dey, Das, Chaudhuri, & Das, 2012) present an analysis for watermarking EEG
signals using Alattar’s method (Alattar, 2004). Using this method, watermarked works
might have low fidelity compared with the original ones but they can be recovered in
their exact original form. On another article, (Dey, Das, Biswas, Das, & Chaudhuri,
2012) proposed a method for reversibly watermarking Electrooculography signals, or
for short EOG. Specifically, they use a technique based on Difference Expansion. After
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cropping the EOG signal and acquiring the mean value of blink frequency and interval to
use as a watermark, the DE algorithm is operated and the watermark bits are embedded
by adding them as an LSB at the end of each consecutive difference d. In a similar
manner, in order to extract the watermark, the inverse DE is used and the LSB of each
step is obtained extracting step by step the watermark and revising the EOG signal back
to its original state.

Other techniques more similar to the Fourier-transform mid infrared microspectro-
scopic (FTIR) data hiding technique are biomedical video watermarking methods. That
is because the FTIR structure is similar to the video, but instead of the time dimension of
the video, the third dimension is the one going over spectral components. Two examples
are the data hiding method proposed by (Dey, Acharjee, Biswas, Das, & Chaudhuri,
2013) and by (Acharjee, Ray, Chakraborty, Nath, & Dey, 2014). The papers present data
hiding methods designed to embed EPR or other data in intra-vascular ultrasound video.
Both methods rely on redundancy in the motion vector where the watermark bits are
embedded.

As it can be also presumed by studying the state of the art of data hiding related
research on healthcare, what is mainly considered is watermarking in static biomedical
images. This includes applications of embedding EPR or digital signatures into images,
as well as offering tamper detection and recovery. Other types of data, especially
physiological signals, functional images and hyperspectral data are rarely considered.

2.6 Hyperspectral images

Past literature did not focus on biomedical hyperspectral images but instead in other
applications. This was mostly satellite images. In this research, we will use Fourier
Transform mid Infrared Microspectroscopic (FTIR) images (Garidel & Boese, 2007)
but this section will refer to the background of hyperspectral image data hiding and
watermarking.

Hyperspectral imaging concerns the collection and process of information originating
from the whole electromagnetic spectrum. The purpose of hyperspectral imaging is
to obtain the spectrum for each pixel in the image of a scene in order to find objects,
identify materials or tissues and detect processes (Chang, 2003; Grahn & Geladi, 2007).
Past data hiding literature focuses on remote sensing satellite images. Remote sensing is
a sub-field of geography. In modern usage, the term generally refers to the use of aerial
sensor technologies to detect and classify objects on Earth. The data is sampled from
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multiple parts of the electromagnetic spectrum and combined with larger scale aerial or
ground-based sensing. Consequently, it provides researchers with enough information
to monitor trends, including both long and short term phenomena. Data hiding in 3D
hyperspectral structures can be done with two different approaches. Firstly, it is done by
processing each pixel independently. In this case, though, the size of the vectors might
be too small, thus the redundancies are not enough to give enough capacity to store the
watermark. Secondly, it is possible to process each image row as a 2D image structure,
the second dimension given by the wavelength. This corresponds to the most usual
capture process.

In their article, (Tamhankar, Bruce, & Younan, 2003) have proposed a watermarking
scheme based on the Redundant Discrete Wavelet Transform (RDWT) and applied
to hyperspectral signatures to protect ownership rights and deter any illegal use. It
is designed for the data collected by handheld devices that measure reflectance of
electromagnetic waves in the wavelength range of 350 nm to 2,500 nm. For embedding
the watermark, the RDWT was chosen as the transform domain. Specifically, the
watermarks were hosted in the RDWT coefficients from the second level of a two level
decomposition.

(Kaarna & Toivanen, 2003) have developed a hyperspectral image digital watermark-
ing method where the payload is a grayscale image. The method is based on the use
of Principal Component Analysis (PCA) transformation getting the eigen images and
eigen vectors and in a second stage the wavelet transform is applied to each eigen image.
Each pixel of the wavelet transform of the watermark image is embedded in the most
appropriate eigen host image transform. In that way, the watermark is embedded over all
the spectra. The approach is ideal for applications where robustness against noise, or
lossy compression is required. (Kaarna & Parkkinen, 2004), have proposed an improved
version where the multiwavelet transform is used. Specifically, the method uses the
Chui-Lian multiwavelets (Chui & Lian, 1996) to create the 3D wavelet transform of the
host hyperspectral satellite image. As for the payload, it is another grayscale image. For
the watermarking process, first, a single level scalar wavelet transform is produced
from the watermark image. Then, the 3D multiwavelet transform is generated from the
hyperspectral host image and the watermark is added. For each watermark pixel, the
most appropriate band of the transform block is selected. Later, (Qin, Wang, Chen, Chen,
& Fu, 2004) presented a semi-fragile watermarking scheme based on wavelet transforms.
The edge and texture of the remote sensing image are extracted and the watermark is
embedded only in the edge character. In this paper, only one band is marked. One of the
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purposes of the watermarking technique is to also provide information for tampered
areas.

(Kbaier & Belhadj, 2006) proposed a Discrete Wavelet Transform (DWT) based
watermarking scheme for remote sensed multispectral images. To further reduce Mean
Square Errors, they have calculated the embedding strength separately for each spectral
band. (Serra-Ruiz & Megias, 2011) proposed a method that uses the whole signature
to embed a watermark for tamper detection using vector quantization. (Serra-Ruiz &
Megias, 2010) proposed a semi-fragile watermarking scheme for remote sensing images.
They exploit DWT watermarking and the low frequency (LL) sub-band in order to offer
tamper proofing capabilities. The watermarks’ fragility is exploited to indicate tampered
image areas. The method can be tuned to embed the mark according to band relevance,
depending on the content and the signatures to be protected. The technique is robust on
JPEG compression and fidelity was high for every band.

The author is not aware of any hyperspectral watermarking techniques proposed
for biomedical data. Nevertheless, reversible data hiding for data tampering and
recoverability is considered by (Liew & Zain, 2010b). The paper presents a method to
protect 8-bit grayscale ultrasound images from unauthorized modification or destruction.
The method is based on LSB substitution and on the Region of Interest – Region of Non
Interest (ROI-RONI) concept. Authentication and recovery data replace LSBs of the
ROI, and to enable reversibility, bits that have been replaced are embedded in RONI area
that does not require reversion.

2.7 Security

Biomedical images are sensitive in the sense that a tampered image and an image with
any kind of visible or non-visible artifacts can cause errors in a diagnosis. Thus, integrity
control and tamper detection is an important part of reliability.

For integrity control and tamper detection, we have applied authentication tags
generated and included them in the payload. Those were generated using a keyed-
hash message authentication codes (HMAC). HMAC is a specific type of message
authentication code (MAC) involving a cryptographic hash function (hence, the ’H’) in
combination with a secret cryptographic key.

They are used for data integrity and authentication of messages. Cryptographic
hash functions are typically used to ensure the integrity of data. A cryptographic hash
function can be applied on a message of arbitrary length to generate a short fixed sized
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message digest that can be subsequently used for integrity testing. MACs are keyed
cryptographic hash functions that additionally guarantee authenticity of the data. For a
MAC, a secret key is needed in order to generate a valid digest. The same key is also
needed to check the validity of the digest.

In this research work, both the data and the message digest are embedded, which
means that a hash function is not sufficient (an attacker could easily modify both the
data and its digest). We apply a keyed HMAC using the Secure Hash Algorithm 256
(SHA256) hash function to ensure the authenticity of the data. HMAC (Bellare, Canetti,
& Krawczyk, 1996) is a well-studied and used method of turning cryptographic hash
functions into MACs with a proof of security (Bellare, 2006). SHA256 is a member
of the SHA-2 family of cryptographic hash functions (National Institute of Standards
and Technology, 2015) with a 256-bit digest length. It is one of the most widely used
cryptographic hash function and widely considered to be secure.

HMAC-SHA256 is used in this research to create unique identifiers. Those are able
to produce authentication tags. Tags can then represent a whole image or in general any
data structure. As presented in Paper V, a unique tag can be generated for bundles of
spectral components, as well as for bundles of pixels. Tags are generally generated from
the hosts before any information is embedded in them. Then, the tags are combined with
the payload and embedded in the host as a payload component. After the payload has
been extracted from the host and the host has been reversed to its original state, the
extracted tags can be compared with tags generated once again from the reversed image.
If they match, no modifications were introduced in the images and it is an indication
that reversion run successfully. If they do not match, then either the images have been
tampered or modification did not manage to fully recover the image. This scheme is
illustrated in Fig. 9.

Fig. 9. The tamper detection process.
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3 Research contributions

This chapter summarizes the basic contributions of the original publications I - V. They
are presented with the chronological order in which they were published during this
research.

3.1 Method for verifying integrity and authenticating MRI and X-Ray
images

Paper I presents a reversible data hiding technique for Magnetic Resonance Imaging
(MRI) and X-Ray images that exploits the characteristics of their structures to integrate
patient data and header information.

The reason behind embedding the header of the image or other data in the image
itself is to be able to provide authenticity, tamper-proofing capabilities and inseparability.
In particular, the proposed data hiding technique using Least Significant Bit (LSB)
substitution hides information into the Region of Interest (ROI). In order to maintain
reversibility, before replacing the least significant bits, a copy of them is made in
the Region of Non Interest (RONI) using once again LSB substitution. As a result,
reversibility is possible for the ROI only.

Specifically, ROI pixels are accessed in accordance with a Just Noticeable Distortion
(JND) model developed by (Chou & Li, 1995) or in consecutive order, while RONI
pixels are accessed in a consecutive or pseudo-random order. During the extracting
procedure, the payload is extracted from the ROI. Parallel to that, the ROI is reversed to
its exact initial state using the information stored in the RONI. RONI reversibility is not
necessary as it is usually the dark background of the image which is not used in any of
the analyses. The experiments on MRI and X-Ray images, showed excellent fidelity and
100% reversibility of the ROI.

To prove integrity of data and the method described, authentication tags were used.
Authentication tags are embedded with the payload and upon extraction they are both
able to prove authenticity and integrity of data but also to confirm that reversion was
successful.

The same process that follows applies either to the pixels of a single image or the
voxels of an MRI 3D structure’s slice. It can be either a single slice or more. That
depends on the requirements and interests of the medical professionals. Optionally, a
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verification code is hidden at the first RONI LSBs before the rest of the bits that form
the backup data used for reversion. Normally, the same code is detected at extraction.
An invalid code reveals either an invalid slice or an image that does not carry embedded
data. The ROI/RONI region coordinates can be defined in two ways. First, ROI can be
defined by medical professionals identifying the most interesting parts. Second, simple
heuristics define ROI so that it clearly differs from background, e.g. dark background
in brain MRI images. For description purposes (procedures’ Step 2), we refer to that
function as getROI(I). In the experiments ROI was considered as a rectangle containing
the imaged tissue.

The steps below describe the embedding process where ROI pixels are selected
according to the JND and not consecutively. RONI is used to hide backup data (original
ROI bits) for reversibility. The process is also schematically illustrated in Fig. 10.

Fig. 10. Block diagram of the data hiding method. Paper I 2015 International Symposium
on Medical Information and Communication Technology. Reprinted with permission from
©2015 IEEE.

Step 1: The input image of size M×N and bit-depth B and the payload of length L

are entered as input.
Step 2: The ROI coordinates are calculated or defined by a medical professional.

RONI is set as the remaining area outside the ROI.
Step 3: LSB elimination of n bits is performed to the ROI. The purpose of the LSB

elimination is to create a version of the ROI that will later be used as the input in the
JND algorithm. The reason behind this is that if a non LSB eliminated version is used
for the JND, then during the extracting procedure, the ROI’s payload in the n LSBs will
affect the outcome of the JND algorithm. By providing an input to the JND with those
n bits eliminated the same output can be achieved in both embedding and extracting.
Specifically, the kth bit of a pixel (x,y) is eliminated or not according to equation 3:
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LSB_el(I(x,y,k),n) =

{
0 if k ≤ n

I(x,y,k) if k > n
(3)

Step 4: Employment of the JND model aiming at increased image fidelity. A JND
model can be considered a coding scheme where a just-noticeable-distortion (JND)
or minimally-noticeable-distortion (MND) profile is employed to quantify perceptual
redundancy. Given the local properties for each pixel, the model returns a weight matrix
indicating increasing or decreasing the power of the alteration at each point, as depicted
in Fig. 11. In this way, embedding power is regulated for each unique area or pixel.
Concluding, the actual perceptual impact by supporting hiding alterations with a JND
model is noticeably reduced. This paper employs the JND model in a different way by
sorting the pixels according to their weight and setting higher priority for embedding to
those pixels that have less perceptual impact when they are modified. This way, pixels
that cause the greatest perceptual impact usually remain unmodified. Finally, the JND
algorithm is performed to the LSB eliminated ROI. The output matrix M is sorted in a
descending order keeping the sorted sequence’s coordinates in JNDseqx and JNDseqy.

input output

JND coding scheme

0.0211 0.0197 0.0273 0.0445

0.0221 0.0261 0.0365 0.0581

0.0396 0.0464 0.0626 0.0954

0.0865 0.0990 0.1286 0.1865

Y

Y

Y

Y

YYYY

Fig. 11. Generation of the JND matrix.

The employed JND model was proposed by (Chou & Li, 1995). They present a
tuned sub-band coding scheme to provide image compression methods with a solution
for pursuing the highest possible perceptual quality and lowest bit rate. That is managed
by defining perceptually insignificant components from image signals analysing local
properties. In this method, the JND model is applied to produce a full band JND profile
with an output of an array of thresholds for each pixel. The profile is based on two
factors, both of which relied on the inconsistency of the Human Visual System (HVS) to
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stimuli of varying levels of contrast and luminance changes in the spatial domain. The
first factor depends on pixels’ background luminance as noise in dark areas tends to be
less visible. The second factor is based on the fact that reduction of visibility of stimuli
is caused by the increase in the spatial non-uniformity of background luminance. The
end result for a pixel is estimated by the dominant of the two factors f1 and f2:

JND f b(x,y) = max{ f1(bg(x,y),mg(x,y)), f2(bg(x,y))}, (4)

where bg(x,y) and mg(x,y) are the average background luminance and the maximum
weighted average of luminance differences around (x,y). The authors (Chou & Li, 1995)
also propose a quantitative fidelity metric, termed Peak Signal-to-Perceptible-Noise
Ratio (PSPNR), based on PSNR but giving more stress in perceptually significant
components according to the JND.

In the experimental results, Paper I presented both PSNR and PSPNR metrics for
the embedding procedures using one or more LSBs out of the image Both Computer
Radiography (CR) and MRI slices were used. PSPNR can show the advantage of using
the JND model. Further to the metrics, we conducted a human evaluation with 30
MRI slices and 10 CR images using the help of a Neuroradiologist expert. The test
included an equal number of images having hidden information and not having it. In
that case, randomness in the answers denotes high fidelity. The evaluator had to decide
whether each test image contained hidden data or not. The result of 50% of correct
answers implies that we have the optimum result of complete randomness in the answers
revealing absolute imperceptibility (Cox et al., 2002). Fig. 12 illustrates the high fidelity
between sets of original images and imaged carrying payloads. No visible artifacts can
be observed under normal view.

Step 5: The ROI pixels are accessed in the sequence specified by the JND model and
for each access the LSB is copied at b and replaced with a payload w bit. If all ROI
pixels are used or a JND threshold is exceeded, the algorithm continues with the next
LSB layer.

Step 6: The backup bits b are copied to the RONI LSBs which are accessed in
consecutive order or optionally pseudo randomly using a seed number. If all RONI
pixels are used, the algorithm again continues with the next LSB layer.

Step 7: ROI and RONI are added together forming the output.
The extracting algorithm performs similarly based on the exact reverse procedure.

When the LSBs are extracted with the same order thanks to the LSB eliminated version
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Fig. 12. Demonstrating method’s fidelity on MRI (top) and CR (bottom). Paper I 2015 Interna-
tional Symposium on Medical Information and Communication Technology. Reprinted with
permission from ©2015 IEEE.

of the ROI, they are this time replaced with the original bits that were stored in the RONI
area. At the end, the ROI is fully reversed and the payload extracted from the image.

Compared to the state of the art, the method offers significantly high capacity
reversible data hiding, as illustrated in Table 1 for 512×512 images. Side information
is not necessary, but it is up to the user to choose random RONI pixel selection by
giving a seed number as an input. Embedding is based on ROI/RONI segmentation the
ratio of which determines the capacity/fidelity trade-off. Another research based on
ROI/RONI separation is from (Fotopoulos et al., 2008), where the purpose is to embed
the information content of the whole ROI in the RONI. This is in contrary to this paper
where the purpose is to hide additional information in the ROI the RONI area is used to
attain reversibility.

It is difficult to make a direct comparison in terms of capacity due to the ROI
dependence and due to the fact that different implementations present capacity results
aiming at a different application. In this case, we present the capacity ranges testing 8
bit 512×512 regular images where data was embedded changing the ROI/RONI ratio
between 1% and 50%. Consequently, the maximum payload was varying between 6.9
kbits and 317 kbits. In every case, distortions were invisible and subsequently PSNR
was maintained over 40 dB. Other methods from the state of the art offering reversibility
and including results with common images or where we approximately converted the
results to the 512×512 8 bit reference are (Alattar, 2004; Celik et al., 2002; Fallahpour
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et al., 2011; Fridrich et al., 2001; Ni et al., 2006; Thodi & Rodriguez, 2007; Tian, 2003a;
Tsai et al., 2009). Results are presented in Table 1.

As it is observed from the table, the LSB model in combination with the novel
way to exploit the JND model was able to provide improved perceptual results for the
given fidelity compared with other methods from literature. The primary novelty of the
proposed method is the JND model exploitation enabling improved actual perceptual
results even though PSNR was similar. This was because the JND model puts priority
for modifications in areas with little perceptual impact according to the Human Visual
System.

It should also be noticed that interesting results also come from different approaches.
Such were histogram shifting (Tsai et al., 2009) and difference expansion (Tian, 2003b).
Depending on the characteristics of the host images, different approaches can be more
suitable. For instance histograms with little variance have a lot of redundancy to exploit.
And this is why throughout the rest of this research the other two approaches were also
applied.

Table 1. Comparison with other methods on 512× 512 images. Paper I 2015 International
Symposium on Medical Information and Communication Technology.

Method Payload (bits) PSNR (dB)

Current 6.9k−317k > 40

Fridrich et al. (2001) 1024 54.1

Celik et al. (2002) 15k−143k 38

Ni et al. (2006) 5k−80k > 48

Tsai et al. (2009) 13k−174.9k 44.2−58

Fallahpour et al. (2011) 4.8k−75.3k 37.5−54.3

Tian (2003b) 39.5k−101k > 40

Alattar (2004) 115k−858k 21.2−37.9

Thodi and Rodriguez (2007) 236k−470k 30−32

3.2 Temporally synchronized data hiding to EEG to MREG

Paper II proposes a novel application of combining functional data such as func-
tional MRI (fMRI) and modern ultra-fast Magnetic Resonance Imaging, i.e. MR-
Encephalography (MREG) with physiological signals. The MREG’s 4D structures
were able to provide higher capacity figures, enough to host physiological signals.
The main motivation behind this research was the need for combined temporally
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synchronized data in one structure. In this case, this was achieved through a data hiding
technique that merges MREG sequences with physiological signals. In this paper, the
Electroencephalography (EEG) signals where selected as the candidate payload.

The reason why it is significant to have those two entities combined is that
fMRI/MREG provides detailed spatial resolution showing activated brain areas but
not details as to temporal resolution. EEG on the other hand is the exact opposite. It
provides details related to temporal resolution that allows study of the brain function
dynamics but its poor spatial resolution restricts identification of the neural sources
(Menon & Crottaz-Herbette, 2005). Thus, the combined EEG-MREG data is extensively
used in analyses.

Although MREG and EEG signals are vastly used in neurobiology, they are always
stored and handled as separate files. Combining both entities in a single structure does
not only improve data management efficiency, but also satisfies the security problems
described above in this thesis.

To be more specific, it is a reversible data hiding method for hiding EEG in MREG
with the ability of fully recovering MREG and the embedded EEG signal. It is based on
histogram shifting, exploiting data quantization and ROI segmentation. The embedding
procedure maintains temporal synchronization between the MREG and the EEG. In
practice, this means that for a given MREG segment a medical professional can directly
extract the EEG that was recorded at the same time with the given MREG, as well as to
reverse MREG to its initial state and confirm once again with tags that the data has not
been tampered. This process is illustrated in Fig. 13.

Step 1: The embedding procedure starts by reading the input EEG data w of L

samples over time, each of B bits, converted into a binary stream and the MREG
sequence I of size M×N×P and temporal resolution T . The MREG can either be the
whole area or the segmented ROI area acquired with the the BET2 brain estimation
algorithm by (Jenkinson, Pechaud, & Smith, 2005). Restricting to the ROI area, makes
the technique robust to cases were the dark background is removed from the MREGs.

Step 2: The quantization step is calculated. Data quantization works as follows:
In all digital images, in order to form a digital function, the gray-level values have to

be converted, i.e. quantized into discrete quantities. This process of assigning gray
levels to discrete intensity levels is called quantization (Gonzalez & Wood, 2002). The
process of quantization can also refer in certain cases to down-sampling existing discrete
values. Here, we deal with the second case as float single precision values are actually
discretised values but with a very small quantization step.
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Fig. 13. Data Synchronization.

Quantization should not downgrade image quality, otherwise reversion is not possible.
For that purpose, the quantization used in current methods can be better described
as "grouping". Thus, it does not actually down-sample data but it creates histogram
bins, each one corresponding to an equal range of data values. The quantization step is
calculated given the MREG’s maximum and minimum intensity values vmax and vmin

and the number of bins bns according to the following equation:

Q(maxv,minv,bns) = (maxv−minv)/bns, (5)

where, bns is the target number of histogram bins, maxv the maximum intensity
value and minv the minimum intensity value.

Step 3: A loop for all the frames over time is initiated and for each one the histogram
Hq is generated. Qp stores the positions of quantization’s threshold points. Then, in the
histogram Hq, the maximum peak value and the minimum (zero) value are located,
which are hq(mxi), mxi ∈ [1,bns] and hq(mni), mni ∈ [1,bns], respectively. Note that in
case the minimum value hq(mni)> 0, then, simply the coordinates of those voxels and
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its grayscale values are kept as overhead information to be hidden along w and hq(mni)

is set to 0.
Step 4: Assuming, without loss of generality, that mxi < mni, bins following the

peak up before the zero location, i.e. hq(x), for every x ∈ (mxi,mni) are shifted to the
right by one histogram unit creating one empty bin next to the maximum peak location’s
bin. This is performed by adding Q to each voxel within this value range.

Step 5: The algorithm accesses the voxels which have intensity value within the
range, which corresponds to the peak location histogram bin. Voxel indexes in this range
are returned sequentially using function GetNextIdx(). As the binary information to be
embedded is accessed sequentially, the voxel in order maintains its value to store a 0 bit
or is increased by the quantization step value Q to store a 1 bit.

Step 6: The modified MREG Iw is returned.
The Paper concluded by experimentally testing embedding 64-channel EEG data in

MREG sequences. Various quantization settings for the data hiding scheme have been
independently tested and different hosting areas, including either the whole image or
just the ROI. Results have been also reported for embedding a reduced in size payload
by employing the lossless compression method proposed by (Wongsawat, Oraintara, &
Rao, 2006). The mode of using no compression scheme have been called Mode 1, while
the one using it has been called Mode 2.

Table 2 demonstrates how capacity varies with the different settings and how many
EEG channels fit with this capacity while Fig. 14, 15, and 16 show the perceptual
effect comparing an original MREG intersection of a frame before and after data
was embedded. As the table shows, using the entire image provides more than the
capacity required to hide all channels meaning that many other components can still be
included in the payload. Restricting to the ROI on the other hand would either require
compression of the payload or the use of the highest quantization settings of 8 bins.

Table 2. MREG’s capacity in bits/second and the number of channels that fit in the payload.

Host area (hist. bins) Capacity (bits / sec) Mode 1 Channels Mode 2 Channels

Entire, 256 3132.63 ± 0.008 734 2185

ROI, 64 44.53 ± 0.715 10 30-31

ROI, 32 87.73 ± 1.052 20 60-61

ROI, 16 164.10 ± 1.663 38 113-115

ROI, 8 302.10 ± 3.084 70-71 208-212
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Fig. 14. Original (left) and marked (right) MREG intersection (64 EEG channels, Entire MREG,
256 bins, PSNR: 51.25 dB). Paper II 2016 International Conference on Health Informatics.
Reprinted with permission from Insticc.

Fig. 15. Original (left) and marked (right) MREG intersection (10 EEG channels, MREG’s
ROI, 64 bins, PSNR: 42.79 dB). Paper II 2016 International Conference on Health Informatics.
Reprinted with permission from Insticc.

Fig. 16. Original (left) and marked (right) MREG intersection (64 EEG channels, MREG’s
ROI, 8 bins, PSNR: 30.42 dB). Paper II 2016 International Conference on Health Informatics.
Reprinted with permission from Insticc.

As it can be observed from the results, it is once again nearly impossible to tell the
presence of hidden data by observing an image, unless the highest quantization has been
applied. But, even in this case, the MREG is perfectly presentable and in every case the
authentication tags did prove that reversibility was running successfully making the data
safe to use in analyses.
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3.3 Data hiding sensitive smartphone data in non-sensitive

Paper III presented a novel application of data hiding in smartphone sensor data. The
objective of the paper was to investigate the feasibility of hiding sensitive sensor data
streams within other non-sensitive ones in smartphone devices. Apart from sensitivity,
the other important variable in the scheme is data frequency. High frequency data can be
a good selection for host since capacity is proportional to frequency. Fig. 17 illustrates
the categorization of data into payload or markers, and hosts or carriers.

Fig. 17. Sensitivity and frequency of different sensor data. Paper III 2016 International Joint
Conference on Pervasive and Ubiquitous Computing. Reprinted with permission from ACM.

A concern among users is that smartphone sensor data may contain sensitive
information, including GPS location, physiological and activity measurements (e.g.,
heart rate and travelled steps) and user profiles (e.g., identity, age, gender and calendar
reminders). This challenges researchers in the design of smartphone sensing systems
(Klasnja, Consolvo, Choudhury, Beckwith, & Hightower, 2009). Those challenges can
be of course met with the use of cryptographic techniques or other solutions but, in
contrast with watermarking, the presence of information is not secret and authenticity
verification is not always possible (Kapadia, Kotz, & Triandopoulos, 2009; Lane et al.,
2010). In this paper, we suggested data hiding as a solution for those issues by hiding
sensitive data within non-sensitive data.

Data hiding can be an efficient solution to the problem as the richness and volume of
this data produced by sensors gives many opportunities for research going beyond the
ubiquitous computing community. In this case, those characteristics of the data that are
produced are exploited to harness its redundancy by embedding a data payload in it.
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In this case, data hiding was performed by replacing one or more LSBs of the
non-sensitive data stream with bits of the sensitive data. One bit was always reserved as
a flag to denote the existence of embedded data. For the performed experiments, the
accelerometer signal was chosen as the carrier signal due to its good sampling rate and
many different payloads were tested. The embedding scheme is presented in Fig. 18.

Fig. 18. The Least Significant Bit (LSB) method replaces the least significant bits of the
carrier signal with data to be embedded. Paper III 2016 International Joint Conference on
Pervasive and Ubiquitous Computing. Reprinted with permission from ACM.

An example of how the embedding procedure works assuming for simplicity reasons
that it has to embed a single value coming from the heart rate sensor is the following:

Step 1: The binary representation of the heart rate value is obtained. In this case this
was 32 bits.

Step 2: If required, the payload is encrypted for security purposes.
Step 3: Bit by bit, this instance of the payload is embedded in the faster accelerometer

stream by replacing the LSBs of its consecutive values. One LSB reserved for a flag and
depending how much we opt to distort the carrier signal one or two LSBs are reserved
for the payload.

As mentioned above, data protection and authenticity verification is achieved through
encryption of the sensitive stream to be embedded. Encryption is even necessary when
the sensitive data is biomedical. We specifically applied the Advanced Encryption
Standard (AES) in Galois/Counter Mode (GCM) (Dworkin, 2007; Sahai, 2004) to
encrypt and authenticate the embedded data. GCM supports simultaneous encryption
and authentication of a data stream in an efficient manner. An authentication tag is
generated at the end of the input stream to assure later data integrity. For the experiments,
both scenarios of using or not using encryption have been demonstrated.

Fig. 19 presents the capacity levels in bytes per second that the use of two LSBs of
one axis of the accelerometer can provide for four different sampling rates. Two LSBs
usually provided adequate capacity for most experiments, while Fig. 20 illustrates how
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Fig. 19. Average capacity using one-axis accelerometer carrier on 6 phones, using 2 LSBs
(1 bit flag 1 bit payload). Paper III 2016 International Joint Conference on Pervasive and
Ubiquitous Computing. Reprinted with permission from ACM.

Fig. 20. Maximal distortion of acceleration for different LSBs and floating-point exponents.
The y-axis is in base-2 logarithmic scale. Paper III 2016 International Joint Conference on
Pervasive and Ubiquitous Computing. Reprinted with permission from ACM.
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the increase of LSBs distort the acceleration values. Finally, Fig. 21 explains the four
different sampling rates which tend to vary between different devices.

Fig. 21. Average sensing delay of accelerometer for different handsets in E1. Paper III 2016
International Joint Conference on Pervasive and Ubiquitous Computing. Reprinted with per-
mission from ACM.

The results show that fast LSB data hiding is an ideal technique for real time
applications. High sampling rate data such as the accelerometer can hide data with small
distortions since the number of LSBs required is limited. The overall findings make
this algorithm attractive for smartphones’ sensing systems that collect sensitive data or
require high authenticity, such as medical systems and digital forensics applications.

Note that in the experiments, the heart rate was represented by 32 bits per sample
which is higher than the typical 8 bits per sample. This means that there is extra capacity
to be exploited by other components, or by error correcting codes to increase robustness.

3.4 Method to increase robustness of biometric data

The contribution of Paper IV was a solution to reliably identify noisy biometric
measurements. The reason why such identification can be beneficial, is that in many
applications like for instance identity-based encryption, the identity needs to be known
with virtually 100 % certainty something that is still considered an open problem. The
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proposed method appears to give a solution to this problem through a watermarking
scheme. In particular, the payload that is embedded in the image can be considered as a
correction vector which if added to the extracted biometric template it is able to compile
a nearly noiseless identity. It also supports the removal of a person from the image. If a
particular face is censored, the corresponding identity is also removed.

To give an example, a use case can be photos of people uploaded on social networks.
In such photos, faces are many times at an angle and image quality is deteriorated due to
compression. Furthermore, it is very common that various filters are also applied. The
proposed method has been designed to survive such transformations. The experimental
results prove that the images can indeed go though transformations and the information
to produce the detailed biometric measurements can be still successfully extracted.

In the same way, patient-centric issues can be also addressed as one of the main
security-oriented applications used in biometrics is access control. Specifically, a
database with the profile pictures of an e-Health platform can employ such a method to
include biometrics that offer 100% accuracy in images that look natural and are not
necessarily taken in perfect conditions. In such a profile, images serve a dual purpose:
both as a regular profile image for the user but also as the reference for access control.

The embedding process is performed as follows:
Step 1: Given an image I , the method detects faces using the method proposed by (Zhu
& Ramanan, 2012) and acquires the face description following the method proposed by
(Ahonen, Hadid, & Pietikainen, 2006) using local binary patterns (LBP). This is because
LBP based descriptors are computationally efficient compared with deep learning based
methods and suitable even for real-time applications and constrained devices.

Step 2: Now, let the correct identities for those faces and their corresponding binary
biometric template vectors B1,B2, . . . ,Bm be given as expert knowledge.

Step 3: For image I , the proposed scheme computes the face features of the detected
faces and converts them into binary biometric template vectors B′I ,1,B

′
I ,2, . . . ,B

′
I ,m

which we call the image dependent templates and which might contain considerable
noise in them compared to the true identity templates Bi due to intra-subject variations
such as pose changes, make up or lighting.

Step 4: To aid the identity determination in image I , the proposed method computes
the supplementary information II ,i = Bi⊕B′I ,i for all i ∈ {1,2, . . . ,m}, where ⊕ is
bit-wise addition, and embeds II ,1, II ,2, . . . , II ,m as a payload in I using a method
based on the one proposed by one of the authors, (Keskinarkaus, Pramila, & Seppänen,
2012) and thus creates a watermarked image Iw.
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Step 5: Note that B′I ,i is effectively used as a key which can be later used to derive
the correct template Bi from the supplementary information II ,i. In contrast to direct
embedding of identities in the image, in the proposed scheme the removal of the face of
person i from the image renders the computation of B′I ,i impossible and thus prevents
the determination of Bi and the identification of that person.

Step 6: To determine the identities of people in a watermarked image Iw, faces
are first detected. Image dependent templates B′I ,i are then computed for those faces
and the supplementary information II ,i extracted for every i ∈ {1,2, . . . ,m}. This is
performed as follows: B′I ,i = B′I ,i⊕ ei and II ,i = II ,i⊕ e′i for every i ∈ {1,2, . . . ,m},
where ei and e′i are some error vectors.

Step 7: The final template

Bi = II ,i⊕B′I ,i = Bi⊕B′I ,i⊕ e′i⊕B′I ,i⊕ ei

= Bi⊕ ei⊕ e′i

is computed for every face in the image. Compared to the original template Bi, the
computed template Bi may contain errors ei due to the extraction of the image dependent
template and errors e′i due to the extraction of the supplementary information. However,
being image dependent, B′I ,i and B′I ,i differ only by the amount of errors introduced by
image processing variations such as color changes and scaling.

Based on the experiments, the proposed method is robust against JPEG compression,
image filtering, and occlusion and enables a reliable determination of an identity without
side information. As Fig. 22 illustrates, the watermarks are invisible under normal
viewing conditions. Tests have firstly been performed without any filtering to the images
for JPEG quality factors of 80, 70, 60 and 50 resulting in bit error rates of 0.08, 0.08,

Fig. 22. Comparison of an unwatermarked and a watermarked image with embedding
strength of 60%. Paper IV 2016 Journal of Electrical and Computer Engineering. Reprinted
with permission from Hindawi.
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0.14 and 0.20 respectively. Additional tests were performed for JPEG compression of
three different levels, filtering the image, and cropping faces, where the algorithm is
designed to detect the rest of the faces. The results are collected in Table 3, where Orig

stands for the original image, Sepia stands for an image that had gone through the sepia
filter and FR stands for the image where a single face has been removed. See, Fig 23.
Finally the parentheses (p%) denote the embedding strength of the watermark.

Table 3. The mean bit error rate of the final template and the mean peak signal-to-noise ratio
[dB] of the watermarked image for different JPEG quality levels. Paper IV 2016 Journal of
Electrical and Computer Engineering.

Type JPEG 100 JPEG 90 JPEG 80
BER PSNR BER PSNR BER PSNR

Orig(40%) 0.08 45.6 0.06 45.6 0.06 45.6
Sepia(40%) 0.16 45.6 0.13 45.6 0.19 45.6
FR(40%) 0.10 45.6 0.11 45.6 0.26 45.0

Orig(50%) 0.06 43.5 0.07 43.5 0.07 43.5
Sepia(50%) 0.13 43.5 0.12 43.5 0.12 43.5
FR(50%) 0.06 43.4 0.10 43.4 0.11 43.4

Orig(60%) 0.08 42.2 0.07 42.2 0.07 42.2
Sepia(60%) 0.17 42.2 0.11 42.2 0.11 42.2
FR(60%) 0.06 42.0 0.08 42.0 0.11 42.0

Fig. 23. The three tested Scenarios. An original image, an image with sepia filter applied and
an image with face removed. Paper IV 2016 Journal of Electrical and Computer Engineering.
Reprinted with permission from Hindawi.
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3.5 Method to enhance data management efficiency and security in
FTIR misrospectroscopy images

Paper V presents a method of embedding visible light images in Fourier transform
infrared (FTIR) microspectroscopy images.

FTIR microspectroscopy images contain information from the whole infrared
spectrum used for microspectroscopic analyses. In FTIR microspectroscopy, a FTIR
spectrometer is connected to an optical microscope and the transmission of infrared light
through the sample (or the reflection from the sample surface) is measured as a function
of wavelength. Standard FTIR microscopes can collect chemical microscopic images
with a spatial resolution of approximately 5-10 µm (Lasch & Naumann, 2006). FTIR
microspectroscopy helps scientists to study and analyse the heterogeneity of samples,
their biochemical characterization and, e.g. the distribution of drugs in tissues.

Nowadays, storage and circulation of FTIR image files became common and
thus, new requirements came to place. Those have to do primarily with the efficient
management of this data and, secondly, with security issues. This paper will specifically
confront those requirements using FTIR spectral images and their corresponding visible
light images sampled from the human articular cartilage. Currently, those two images
are transferred and stored in databases as separate files. The contribution of this method,
apart from solving the same security issues as before, combines those two files, i.e. the
one of the FTIR spectral image and that of the visible light image.

This time, another histogram shifting based approach has been selected that exploits
histograms generated by the predictions between consecutive spectral components, as
depicted in Fig. 24. The embedding steps for the method are as follows:

The procedure starts by embedding data by accessing pairs of consecutive spectral
components in reverse order, starting from (1555,1556) and ending in (1,2). In every
iteration, the two peak and zero points of the histograms are converted to binary form
and this side information is embedded in the next iteration. When the first spectral
component is reached, the peak and zero points for the last pair of spectral components
that was accessed along with other possible bits of payload are stored with another
reversible method for 2D images.

Step 1: The method reads the FTIR image I of size M×N and L spectral components
and the payload visible light image V of size X×Y .

Step 2: The payload is converted to binary and encoded with Reed-Solomon or
Deletion Channel correcting codes.
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Fig. 24. Demonstration of the embedding procedure by accessing spectral components in
reverse order. Paper V 2017 BioMed Research International. Reprinted with permission from
Hindawi.

Step 3: The loop over the spectral components is initiated and for each pair the
quantized histogram is generated from the difference Es.

Es(m,n) = Is(m,n)− Is−1(m,n), ∀ m,n ∈ N,m ∈ [1,M],n ∈ [1,N]

Step 4: The algorithm does histogram-shifting operations accessing all Es values.
Bins following the left zero up before the peak location, are shifted to the left by one
histogram unit creating one empty bin next to the maximum peak location’s bin. From
the right side, it will be bins between the right peak point and the right zero point, that
get shifted to the right.

Step 5: The algorithm accesses the Es’s values that fall in the range, which corre-
sponds to the peak location histogram bins. Value indexes in this range are returned
sequentially using function GetNextIdx(). As the binary information to be embedded
is accessed sequentially, the voxel in order maintains its value to store a ’0’ bit or is
increased or decreased depending if it is the right or left peak, respectively, to hide an ’1’
bit. The modified difference matrix is added to the spectral component in index s−1 to
create the new spectral component in index s. Note that when the algorithm reaches the
first spectral component, an alternative method for 2D images is employed.

Step 6: The spectral component Is is reconstructed.
Is(m,n) = Is−1(m,n)+Es(m,n), ∀ m,n ∈ N,m ∈ [1,M],n ∈ [1,N].
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To extract the payload, the reverse procedure is followed, starting from the first pair
of spectral components

The perceptual impact after embedding a visible light image in a FTIR is depicted in
Fig. 25 and 26, showing a single spectral component and the whole spectrum out of a
single pixel, respectively.

a b

Fig. 25. a. Original FTIR image’s spectral component (2900 cm −1). b. The same spectral
component (2900 cm−1) after data has been hidden. Paper V 2017 BioMed Research Interna-
tional. Reprinted with permission from Hindawi.

Fig. 26. a. Original FTIR spectrum from a single pixel. b. Spectrum from the same pixel
after the data has been hidden. Paper V 2017 BioMed Research International. Reprinted with
permission from Hindawi.

Once again, it becomes apparent that the presence of hidden information cannot be
done by a simple observer. Noise might be noticeable in the spectrum taken out of a
single pixel but unless the observer can compare with the original spectrum it is not easy
to make any assumptions.
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4 Discussion

4.1 Research results

The main problem set in the beginning of the thesis was: How to ensure data management

efficiency and satisfy the security aspects of confidentiality, reliability and availability in

medical data using data hiding techniques? Furthermore, the following sub-problems
are set.

– Sub-Problem 1: How to solve the hospital-centric issues related to efficient and

secure management of medical data?

– Sub-Problem 2: How to solve the patient-centric issues related to efficient and secure

interaction with eHealth services?

Data management efficiency is improved through data hiding as the different
components or modalities are combined in one single structure. This means that no
links are required from a file to another since the transfer and storage of the host data
means that the embedded data is also transferred and stored along with them. Moreover,
typically, the images and the multidimensional data that have been used as hosts provide
large capacity and as a result they save a significant amount of storage space. This space
can be equal up to their capacity. Thus, all components that are hidden within the host
do not consume any extra space in the database. Specifically, since the redundancy of
the host is exploited, the process can be considered as a lossless type of compression.
Last, data hiding is a solution characterized by back compatibility as no special data
types or data infrastructures are required for the introduction of such technologies. This
is because new elements are added in the host’s data structures which are already using
the current data files and infrastructures.

Confidentiality is assured as embedded data is now hidden and access is restricted to
specific users with access to the extracting algorithms. When the payload is sensitive
biomedical data, an encryption scheme is also employed to it before embedding it in the
host. This way, the data subject can rely on the fact that the controller, i.e. the hospital,
will only disclose sensitive entities to data processors that the subject has granted access
to.

Reliability is improved through the proposed techniques with the use of authenti-
cation tags or checksums. Specifically, a tag of the host is created out of its original
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structure and then it is embedded in it with the rest of the payload. After extraction and
reversion of the host object, the tag can indicate if the host was tampered or if reversion
has failed. When encryption schemes are employed, they can further indicate tampered
or corrupted payloads after extraction and decryption. This assures that no diagnosis is
made from invalid data, something that can be a threat to a data subject’s health.

Combining components in a single entity does not only improve data management
but availability is also assured. Since the different components are embedded as a
payload in the host, it is expected that at any point they will be available through the
host itself.

The answer to the sub-problems comes through the proposal of data hiding techniques
with priorities set according to the application they are intended for. The schemes that
each specific Paper is based on are listed in Table 4 with each one responding to one of
the questions stated above.

Table 4. List of approaches used in each implementation

Method presented in Paper: Reversible Scheme

Paper I Yes LSB substitution

Paper II Yes Histogram Shifting

Paper III No LSB substitution

Paper IV No Repetitive Sequences

Paper V Yes Histogram Shifting

The answer to Sub-Problem 1 is given through the development of reversible data
hiding techniques with priority on capacity. This is because the host should provide
enough capacity to hide the modalities, as well as other information that can either be
related to the data itself or the overhead required for the authentication tags or hash
codes. Specifically, Sub-Problem 1 is answered in Papers I, II and V.

One of the requirements of this problem is to hide data in a reversible way since
the object that hosts the components is biomedical data itself. This means that after
extraction of the payload, all distortions caused by it have to be removed. Beginning
with Paper I, taking benefit of the fact that MRIs and X-Rays can be segmented in ROI
and RONI areas, LSB substitution was applied replacing ROI LSBs with the payload
and the bits that have been replaced are stored in the RONI LSBs. In both MRIs and
X-Rays, there are pixels or voxels outside the targeted tissue which meant that there was
always a defined RONI area to segment.
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For Papers II and V the requirement for combining multimodal data meant that
capacity should be considerably increased in comparison to the previous LSB implemen-
tation. For this purpose, two histogram shifting techniques were developed. Both papers
introduced the solution of data quantization because the result of the high bit depth of
biomedical data is a small number of occurrences for each distinct intensity value. As a
result, the generated histograms have small maximum values and this means that limited
capacity is normally provided. Data quantization managed to considerably increase
capacity with an acceptable cost in fidelity.

This Sub-problem does not normally consider robustness as a requirement with
high priority. However, Paper V becomes an exception by suggesting two alternative
error correcting code solutions. Specifically, the paper considered two threat scenarios.
The first one included attacks that caused bit flips, and the second one cropping and
removal attacks causing missing bits. For the first scenario, Reed-Solomon codes (Reed
& Solomon, 1960) are the most appropriate solution, while for the second one, Deletion
Channel Correction Codes (Duda & Korus, 2012) have been applied.

Sometimes, multimodal data require temporal synchronization and a characteristic
case of this issue appeared in Paper II. The Paper demonstrates a case where temporal
synchronization between the MREG and the EEG has to be maintained in order to
guarantee that for any given MREG segment, the extracted EEG segment will be the
one sampled at the same time. Thus, during the embedded process, EEG samples that
correspond to each MREG frame are embedded accordingly.

It has been experimentally shown that reversibility was always fully successful
given as input intact host data. Furthermore, experimental results have also shown
that the capacity that the proposed algorithms provide can be compared with the most
competitive techniques selected from the state of the art.

Sub-Problem 2 concerns the patient-centric issues appearing usually through the
interaction of users with eHealth systems. Those can be related both to the secure
submission of data, as well as the access of their data in medical databases. The answer
is given in Paper III and Paper IV

Paper III suggests a high fidelity data hiding scheme for embedding sensitive data
produced using smartphones in non-sensitive carriers such as the accelerometer signal.
Data hiding is done using a non-reversible computationally and time efficient LSB
scheme. Robustness once again was not a priority here. Capacity was only required in
some level, but what can be considered of highest priority was the low computational
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complexity to allow execution in real time environments. This requirement was what
determined the selection of the LSB scheme.

Paper IV required a high robustness watermarking scheme for increasing the actual
robustness of face biometrics and their accuracy for use in authentication systems.
Watermarking is performed using a non-reversible periodic pattern based approach,
with feature point synchronization and a focus on high robustness. The algorithm was
proposed by (Keskinarkaus et al., 2012). The purpose was to allow the extraction of the
biometrics even after the image was losslessly compressed or a filter was applied to it.
All of those are common attacks that images can go through when they are available
online.

4.2 Limitations and future work

The methods presented in this thesis set capacity as the highest priority or at least among
the high priorities as in the case of Paper III and Paper IV. Indeed, capacity levels
reached were highly competitive compared to the literature. On the other hand, since
lossless operations are not applied in medical data and because capacity and reversibility
come at a cost, focus was not given on robustness. One exception is Paper IV which
used a non-reversible robust method as the proposed application mainly required. What
is a more significant exception is the algorithm proposed in Paper V which introduced
this time a reversible method with robustness to bit flip and cropping attacks using error
correcting codes.

In future research, high capacity can be harnessed in a similar manner in order to
provide certain robustness levels if the application requires. As it has been observed in
Paper V, error correcting capabilities are limited due to computational complexity of
such solutions. In the future, due to advances in processing power but also with the help
of code optimizations, it is expected that there will be improvements.

It should be further pointed out that in all papers published for this thesis, the capacity
capabilities were exploited in very specific ways. Each paper suggests an application
of how certain multi-modal data, Electronic Health Records, patient information or
biometrics can be included in a payload. Each paper presents a certain use case, which
means that according to the application’s needs, the available capacity can be used
in different ways. For instance, at alternative use cases, there is no need to combine
multi-modal data but simply a need to include patient information. This immediately
gives much more flexibility such as the ability to use more effective error-correction.
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Another capability that was not extensively considered is compression of the
payload. Specifically, there has only been a theoretical analysis in Paper II. Introducing
such a feature in data hiding schemes can lead to lower capacity requirements. As a
consequence, lower capacity requirements in their turn would mean that algorithms with
better fidelity and robustness can be more easily developed.

A limitation in most papers was the fact that the size of the hosts, as well as their bit
depth was usually a constant or a small set of different constant sizes. Researching
how the embedding characteristics change according to image sizes was not considered
important since the reported capacity units can be directly converted to bits per pixel or
bits per voxel and thus estimate how the applicability of the proposed method to varying
sizes behaves.

In addition, with the exception of Paper III, computational complexity of the
developed algorithms was not extensively analysed, either, and time constraints that
commercial applications require were not set. Instead, it was considered that the
algorithms have adequate time to run. In future research, certain time constraints can be
considered according to users’ needs and with the use of better processing power and
optimized codes such requirements can be met.

Another limitation appears in LSB substitution methods presented in this thesis as
the number of LSBs used for hiding data is not dynamic. In Paper I, LSBs are accessed
in a JND defined order which affects the number of LSBs replaced to host data in each
pixel or voxel. In this implementation, if the pixel or voxel with maximum number
or LSBs used to host information had n LSBs replaced, then some pixels with higher
capacity impact can have at least n−1 LSBs replaced. A dynamic model could have
replaced 0 to n bits in each pixel according to the perceptual impact that modifications
cause. Similarly, in Paper III, the number of LSBs used is static. An idea for future
research is to make this value dynamic so that it adapts to the rates.

A limitation concerning every reversible data hiding scheme is that no information is
given on how data is protected after the extraction of the payload. This was a problem
out of the scope of the thesis. Thus, it is taken for granted that the data is either destroyed
after use or re-embedded.

Regarding limitations, it should be noted that the data hiding schemes presented in
this thesis employ only symmetric encryption schemes. The reason is that their focus
was data management and the interaction of the users with the hospitals while untrusted
data processors remained out of the scope. However, asymmetric encryption schemes
can be alternatively applied to the payloads. In practice, this means that the data hiding
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methodologies remain the same and only the encryption schemes are replaced with
asymmetric ones.

Despite the limitations reported above, the results show a wide range of benefits in
data management and security through data hiding. Furthermore, every method can have
wide applicability and it can be modified to fit different scenarios in any application
where data subjects do not want to rely on the fact that the data collector makes sure
that the disclosures to data processors are made according to the agreed upon terms
(Wohlgemuth et al., 2010). There are a lot of concerns about cross-referencing and
identifying subjects out of data used for genetic research (Hayden, 2013), thus, data
hiding can benefit this research area. Another example is usages in social networks.
Paper IV has already made a demonstration of this application area but there can always
be further extensions. For instance, (Machida, Dabrowski, Weippl, & Echizen, 2017)
proposed a method for anonymizing faces of individuals in photos using polices detected
form tags, with the use of data hiding, the information that is removed from the faces
can be embedded in the image itself using data hiding allowing reversion of the images
only to entitled users. Last, m-health is another area which is developing thanks to
the evolution in hand-held devices and wearables. M-health refers to the healthcare
services supported by such devices at the point-of-care which can be the patient’s home
(Adibi, 2015; Yu, Wu, Yu, & Xiao, 2006). Frameworks that use data hiding technologies
and encryption schemes can be developed to ensure efficient and secure transactions
between users and cloud services, as it has been similarly introduced in Paper III.

In general, applications non-related to healthcare can give even more flexibility and
fewer constraints since the use of biomedical data has a set of strict rules concerning the
ability to safely modify an image or signal. One of the objectives of this thesis was how
to design efficient data hiding algorithms and comply with these constraints.
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5 Summary

The purpose of this thesis is to research data hiding methods that provide enough
capacity to embed the required components to satisfy certain management and security
requirements for medical data. The thesis mainly focuses on reversible data hiding
methods because the host objects are in most cases medical data indented for use in
diagnoses. The proposed algorithms are focusing on management and security problems
of hospital data but also two methods have been proposed for problems from the user’s
perspective. The first one is designed to run on applications that collect real-time
data from users and the other to increase the robustness of images’ biometrics so that
they contain the full face biometric information in images that can survive through
transformations and lossy compression.

The goal of the first paper of this research was to propose a reversible data hiding
method that embeds the header data of X-Ray and MRI images, as well as authentication
data within the images structure. Especially from the MRI images, it was observed that
multi-dimensional host data can provide significantly high capacity meaning that data
hiding can provide even more benefits by adding new components in the payload.

This observation led to the second paper that embeds a whole different entity, i.e.
the EEG signals in the multidimensional MREG sequences. Apart from the fact that the
MREG’s multidimensionality offers impressive capacity capabilities, the transition
from an LSB method to histogram shifting combined with data quantization increased
significantly the capacity. EEG and MREG data are used in modern medical analyses
that require multimodal data and thus the developed method performed synchronized
data hiding which meant that that for a given MREG segment, the extracted EEG
segment is the one that was sampled at the same time from the patient.

The broad applicability and versatility of data hiding led to two collaborative papers
for what we called patient-centric problems. Having noticed from the first paper that
the LSB substitution based methods have low computational complexity, a real-time
data hiding method for smartphone devices was proposed. In this way, the users can
hide, for instance, physiological and activity measurements by embedding them in
other non-sensitive data before they are uploaded to the internet or some eHealth
service. Another use of data hiding a robust watermarking method able to add additional
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information in images which injects in images the full biometric information of the
depicted faces.

The last paper was an evolution of the first two reversible data hiding papers
proposing this time an application that embeds the corresponding visible light images in
FTIR microspectroscopy images. The area where the first two papers were lacking
was robustness as even small modifications could have caused the loss of the payload.
Using a more advanced histogram shifting technique on the difference matrices between
consecutive spectral components capacity was high enough to allow the use of error
correcting codes. Their employment enabled successful recovery of the payload even
after testing various attack scenarios.

This thesis shows that the use of data hiding techniques can have many advantages
in various applications of modern healthcare technologies, either in the hospital side or
the patient/user side. For future research, even more applications can be considered
taking into account the vast amount of biomedical data produced and transferred due to
modern eHealth and mHealth technologies.
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