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University of Oulu Graduate School; University of Oulu, Faculty of Information Technology
and Electrical Engineering
Acta Univ. Oul. A 738, 2019
University of Oulu, P.O. Box 8000, FI-90014 University of Oulu, Finland

Abstract

When personal data are collected and utilised to produce personal data intensive services, users of
these services are exposed to the possibility of privacy losses. Users’ information privacy concerns
may lead to non-adoption of new services and technologies, affecting the quality and the
completeness of the collected data. These issues make it challenging to fully reap the benefits
brought by the services.

The evaluation of information privacy concerns makes it possible to address these concerns in
the design and the development of personal data intensive services. This research investigated how
privacy concerns evaluations should be developed to make them valid in the evolving data
collection contexts.

The research was conducted in two phases: employing a mixed-method research design and
using a literature review methodology. In Phase 1, two empirical studies were conducted,
following a mixed-method exploratory sequential design. In both studies, the data subjects’
privacy behaviour and privacy concerns that were associated with mobility data collection were
first explored qualitatively, and quantitative instruments were then developed based on the
qualitative results to generalise the findings. Phase 2 was planned to provide an extensive view on
privacy behaviour and some possibilities to develop privacy concerns evaluation in new data
collection contexts. Phase 2 consisted of two review studies: a systematic literature review of
privacy behaviour models and a review of the EU data privacy legislation changes.

The results show that in evolving data collection contexts, privacy behaviour and concerns
have characteristics that differ from earlier ones. Privacy concerns have aspects specific to these
contexts, and their multifaceted nature appears emphasised. Because privacy concerns are related
to other privacy behaviour antecedents, it may be reasonable to incorporate some of these
antecedents into evaluations.

The existing privacy concerns evaluation instruments serve as valid starting points for
evaluations in evolving personal data collection contexts. However, these instruments need to be
revised and adapted to the new contexts. The development of privacy concerns evaluation may be
challenging due to the incoherence of the existing privacy behaviour research. More overarching
research is called for to facilitate the application of the existing knowledge.

Keywords: information privacy, mixed-method research, personal data, personal data
intensive services, privacy behaviour, privacy concerns, privacy concerns evaluation





Rohunen, Anna, Tietosuojahuolten arvioinnin kehittäminen henkilötieto-
perusteisissa dataintensiivisissä palveluissa. 
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Tiivistelmä

Kun henkilötietoja kerätään ja hyödynnetään dataintensiivisten palveluiden tuottamiseen, palve-
luiden käyttäjien tietosuoja saattaa heikentyä. Käyttäjien tietosuojahuolet voivat hidastaa uusien
palveluiden ja teknologioiden käyttöönottoa sekä vaikuttaa kerättävän tiedon laatuun ja katta-
vuuteen. Tämä hankaloittaa palveluiden täysimittaista hyödyntämistä.

Tietosuojahuolten arviointi mahdollistaa niiden huomioimisen henkilötietoperusteisten palve-
luiden suunnittelussa ja kehittämisessä. Tässä tutkimuksessa selvitettiin, kuinka tietosuojahuol-
ten arviointia tulisi kehittää muuttuvissa tiedonkeruuympäristöissä.

Kaksivaiheisessa tutkimuksessa toteutettiin aluksi empiirinen monimenetelmällinen tutki-
mus ja tämän jälkeen systemaattinen kirjallisuustutkimus. Ensimmäisessä vaiheessa tehtiin kak-
si empiiristä tutkimusta monimenetelmällisen tutkimuksen tutkivan peräkkäisen asetelman
mukaisesti. Näissä tutkimuksissa selvitettiin ensin laadullisin menetelmin tietosuojakäyttäyty-
mistä ja tietosuojahuolia liikkumisen dataa kerättäessä. Laadullisten tulosten pohjalta kehitettiin
kvantitatiiviset instrumentit tulosten yleistettävyyden tutkimiseksi. Tutkimuksen toisessa vai-
heessa toteutettiin kaksi katsaustyyppistä tutkimusta, jotta saataisiin kattava käsitys tietosuoja-
käyttäytymisestä sekä mahdollisuuksista kehittää tietosuojahuolten arviointia uusissa tiedonke-
ruuympäristöissä. Nämä tutkimukset olivat systemaattinen kirjallisuuskatsaus tietosuojakäyttäy-
tymisen malleista sekä katsaus EU:n tietosuojalainsäädännön muutoksista.

Tutkimuksen tulokset osoittavat, että kehittyvissä tiedonkeruuympäristöissä tietosuojakäyt-
täytyminen ja tietosuojahuolet poikkeavat aikaisemmista ympäristöistä. Näissä ympäristöissä
esiintyy niille ominaisia tietosuojahuolia ja huolten monitahoisuus korostuu. Koska tietosuoja-
huolet ovat kytköksissä muihin tietosuojakäyttäytymistä ennustaviin muuttujiin, arviointeihin
voi olla aiheellista sisällyttää myös näitä muuttujia.

Olemassa olevia tietosuojahuolten arviointi-instrumentteja on perusteltua käyttää arvioinnin
lähtökohtana myös kehittyvissä tiedonkeruuympäristöissä, mutta niitä on mukautettava uusiin
ympäristöihin soveltuviksi. Arvioinnin kehittäminen voi olla haasteellista, sillä aikaisempi tieto-
suojatutkimus on epäyhtenäistä. Jotta sitä voidaan soveltaa asianmukaisesti arviointien kehittä-
misessä, tutkimusta on vietävä kokonaisvaltaisempaan suuntaan.

Asiasanat: dataintensiiviset palvelut, henkilötiedot, monimenetelmällinen tutkimus,
tietosuoja, tietosuojahuolet, tietosuojahuolten arviointi, tietosuojakäyttäytyminen
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1 Introduction 

Opportunities for automatic processing of personal data for business purposes have 

evolved substantially from the first electronic records in the 1950s to the present-

day comprehensive data collection and processing systems. The rapid progress in 

the electronic data processing field in the 1960s enabled large enterprises to set up 

extensive databanks for their customers’ personal data (e.g., contact details, 

preferences and purchase patterns) and increase the collection, processing and 

interlinking of these data (Council of Europe, 2017). Next, the introduction of data 

warehousing-type systems made it possible to easily combine, process and analyse 

the collected data for corporate decision making. This situation evoked discussions 

on information privacy, that is, how to guarantee individuals’ right to control and 

manage information about themselves and make decisions about the disclosure of 

their information (cf. Westin, 1967). In this way, the need for personal data 

protection was brought out. In the mid-1990s, the launch of e-commerce and other 

Internet-based services brought new and expanded opportunities for service users’ 

personal data collection and utilisation. Compared to traditional customer records, 

this digitalisation made it possible to profile customers and identify their 

preferences in more detail based on their clickstreams. The mass adoption of smart 

phones in the 2000s boosted the development of location-based and mobility data-

based services, creating possibilities for gathering even more detailed and extensive 

data on individuals and their behaviours. Currently, technology enables large-scale 

personal data collection, the integration of data sources of different types and the 

combination of separate data pools for diverse uses of the collected data (i.e., the 

production of big data). This evolution results in companies’ increasing interest in 

personal data usage for developing their products and services, as well as making 

their operations more effective. Data analytics, artificial intelligence and machine 

learning can be used for profiling, automatic decision making and prediction with 

the available data.  

The development of automatic personal data processing, together with 

companies’ increasing tendency to collect and use these data, implies various 

societal benefits, both at the organisational level and in individual human lives. 

Increased efficiency, quality and productivity can be achieved, and customers’ 

needs can be better met through data usage. Despite its usefulness, it is evident that 

the evolution of personal data processing poses privacy challenges. This evolution 

involves increasing risks of personal data breaches and unauthorised data sharing. 

As a result of these types of incidents, data subjects (i.e., individuals whose data 
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are collected and processed) may experience loss of their privacy and even damage 

to their reputation. Furthermore, personal data may be exploited to commit fraud 

or identity thefts, and data analytics and profiling of individuals can be carried out 

for discrimination or political manipulation purposes (see, e.g., Hänold, 2018; 

Pantlin, 2018; Pascual, Marchini, & Miller, 2018). For this reason, extensive 

personal data collection also raises information privacy concerns among data 

subjects. These concerns are often discussed in public, associated with the topics 

under debate, such as the recent data breaches or possible undertakings, including 

personal data utilisation, for example, drive-based charging with global positioning 

system (GPS) data collection from vehicles (cf. Ministry of Transport and 

Communications 2013, 2017). Information privacy concerns are derived from data 

subjects’ worries about the possible negative consequences of the use of their data, 

such as the change in their social status or the loss of safety or resources (cf.  

Karwatzki, Trenz, Tuunainen, & Veit, 2017), as well as their desire not to be 

monitored. Information privacy concerns often decrease data subjects’ willingness 

to disclose their personal data or to use services that require personal data disclosure. 

For this reason, such privacy concerns may lead to non-adoption of new services 

and technologies, dropping out of them, a decline in data disclosure, falsification 

of information or omission of certain data. This situation also results in a decrease 

in data quality and completeness, hence reducing the possibilities to develop high 

quality services based on the collected data. All these hindrances prevent 

companies from obtaining full financial gain from their service production. 

Correspondingly, such barriers may make it difficult to reach the optimal societal 

efficiency. 

Information privacy is controlled by legislation in many countries, and in 

Western countries, it belongs to fundamental human rights. Legislation sets the 

foundation for personal data privacy protection and provides a framework for 

implementing privacy protection methods and technologies. It responds to privacy 

challenges that are raised by technological changes and new personal data 

collection contexts. In this way, it also adapts to data subjects’ privacy needs. For 

example, in the EU, the General Data Protection Regulation (GDPR) came into 

force in 2018. It aims to improve the level of personal data protection and 

harmonisation as the Data Protection Directive 95/46/EC (DIR95) no longer meets 

the privacy requirements of the present-day digital environment. The GDPR 

implicates considerable changes to personal data collecting organisations’ privacy 

protection implementation. Because information about its provisions has not been 

diffused to all these organisations in a timely manner (cf. ISACA & TITUS, 2018; 
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London Economics, 2013; Mikkonen, 2014; Ponemon Institute, 2018; TRUSTe, 

2015), they may find it challenging to meet the GDPR requirements. 

Although legislation provides for the conditions for personal data processing, 

it does not really suppress data subjects’ privacy concerns. Privacy concerns need 

to be understood when applying legislation in present-day personal data collection 

contexts that are characterised by rapid technological changes, expanded data 

collection, diverse uses for collected data and the possibilities to monitor 

individuals’ behaviours, as well as to combine data from different sources. Through 

this understanding, the issues of non-adoption, dropping out and the decline in data 

disclosure can be addressed, and new technologies’ and services’ benefits can be 

realised. It is also important to be aware of data subjects’ privacy concerns to meet 

legislative provisions; for example, the GDPR advises personal data collecting 

organisations to seek data subjects’ views on data processing as part of their data 

protection impact assessment. Information privacy concerns can be assessed using 

relevant evaluation instruments. These instruments have been developed in a 

methodical way since the early 1990s, first in offline contexts of commercial 

transaction data collection and usage, and then in the Internet-based services’ 

context. However, the existing research on privacy concerns evaluation instruments 

has been mainly conducted in relatively established contexts of this type so far, and 

there is a need for investigating their validity and applicability in the evolving and 

complex personal data collection contexts (cf. Preibusch, 2013; Raschke, Krishen, 

& Kachroo, 2014). 

When privacy concerns are evaluated and subsequently analysed, data subjects’ 

privacy needs can be addressed, and personal data management and usage can be 

planned accordingly for services, substantially based on users’ personal data 

processing. This approach helps personal data intensive service providers to 

maintain their reputation, foster data subjects’ trust in personal data processing and 

keep or increase their user base. Privacy concerns’ negative effects on personal data 

disclosure can be mitigated by various means. These include information provision 

to the data subjects and the public regarding privacy protection and the actual risks 

of data disclosure (e.g., through privacy notices and informed consent). 

Furthermore, data subjects can be provided with control over their information, and 

benefits can be offered to them in return for releasing information (e.g., financial 

compensation, improved or personalised services or even the common good 

derived from data usage). When privacy concerns are known, they can also be 

addressed through systems and service design based on the privacy by design and 

default principles (see Cavoukian, 2009/2013). 
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1.1 Motivation 

Information privacy research has become increasingly important, along with the 

technological changes that have enabled expanded personal data collection and 

usage. It has often been associated with the development of the Internet and has 

focused on personal data collection for Internet-based services, such as online 

shopping and networking services. However, the application of personal data usage 

has expanded to new domains (e.g., services based on personal mobility data) that 

are quite distinct from the previous ones, and it is not clear whether the results from 

the earlier research are still valid in the new application contexts. Data subjects’ 

privacy behaviour (i.e., their willingness to disclose personal data for services that 

utilise these data) and information privacy concerns can be expected to change 

along with evolving data collection contexts and the trend towards increasingly 

comprehensive personal data collection and modelling of behaviour. On on hand, 

their attitudes towards personal data collection may change as it becomes part of 

everyday life and as they accommodate the inclusive data collection culture (cf. 

Nosko, Wood, & Molema, 2010). On the other hand, data subjects are increasingly 

aware of possible privacy issues associated with personal data use as they are 

continuously exposed to privacy-related news and public discussions. Furthermore, 

present-day personal data collection through mobile devices and body sensors is 

often considered highly sensitive information as it enables continuous monitoring 

of individuals and their health and physical conditions. The consequences of some 

recent privacy breaches also show that privacy still matters to people, as incidents 

of this type may cause substantial harm to businesses (cf. Lunden, 2017; Wilcox, 

2017). 

The various aspects of changing data collection contexts and the data 

disclosure culture should be taken into account in the research on privacy behaviour, 

as well as in the development of privacy concerns evaluation instruments. Privacy 

concerns need to be understood in new contexts, and the validity of the existing 

privacy concerns evaluation instruments in these contexts should be investigated. 

In this way, evaluation instruments can be adapted to the changes and efficiently 

utilised when designing and developing new personal data intensive systems and 

services.  
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1.2 Research questions 

The objective of this dissertation is to advance the evaluation of information 

privacy concerns by investigating how evaluations should be developed in personal 

data intensive services, specifically in mobility data-based services. In this way, the 

dissertation contributes to the development of privacy concerns evaluation 

instruments in new and evolving personal data collection contexts and furthers the 

valid evaluation of privacy concerns. The research aims to provide insights into 

changing information privacy concerns, as well as concrete suggestions for the 

development of the existing privacy concerns evaluation instruments. In the long 

term, based on this type of knowledge, together with more overarching research 

across different personal data collection domains, context-specific privacy 

concerns evaluations can be facilitated. For example, standardised evaluation 

frameworks can be developed, to be applied in personal data collection domains of 

different types. Based on these aims, the following research questions are 

formulated: 

Research question 1 (RQ1): How can data subjects’ privacy behaviour and 

personal information privacy concerns, related to personal data collection, be 

described and explained in evolving personal data collection contexts? 

RQ1 is intended to explore data subjects’ privacy behaviour, specifically in the 

personal mobility data collection context. It aims to identify data subjects’ privacy 

concerns in this context and describe their cost-benefit consideration and intention 

to disclose their data. The research addressing RQ1 is explorative by nature but is 

derived from the existing empirical, quantitative privacy behaviour models (PBMs) 

that explain data subjects’ adoption and usage of services and technologies that 

require personal data disclosure. 

Research question 2 (RQ2): How are information privacy concerns 

conceptualised in PBMs, and how are they related to other privacy behaviour 

variables?  

Through RQ2, the research aims to review and identify the definitions and the 

descriptions of information privacy concerns presented in the existing literature, as 

well as analyse privacy concerns’ relationships to other privacy behaviour variables. 

Through a systematic literature review (SLR) and empirical research, it provides 

knowledge on how to evaluate privacy concerns in various data collection contexts 
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and whether related variables should also be taken into account in these evaluations 

to validly obtain insights into data subjects’ perceptions of privacy issues. 

Research question 3 (RQ3): How can the evaluation of data subjects’ 

information privacy concerns be developed to correspond to evolving personal 

data collection contexts?  

The objective of RQ3 is to provide concrete knowledge for the development of 

instruments for evaluating information privacy concerns. The research addressing 

RQ3 is based on the existing privacy concerns evaluation instruments, focusing on 

their empirical development and the examination of their context specificity. The 

empirical research addressing RQ3 is conducted in the personal mobility data 

collection context, but overall, RQ3 aims to take a more extensive view of privacy 

concerns evaluation in personal data collection contexts of different types. 

1.3 Research scope 

Research on information privacy behaviour, privacy concerns and data subjects’ 

attitudes towards their personal data collection and usage encompasses various 

types of personal data collection contexts. In these contexts, the grounds for 

personal data collection differ substantially regarding the ways to utilise these data, 

as well as the trade, utility and compensation aspects of data disclosure. 

For decades, consumer data associated with conducting commercial 

transactions have already been collected, for example, for direct marketing 

purposes and customer profiling in both in offline and online purchase contexts (cf. 

Culnan, 1993; Malhotra, Kim, & Agarwal, 2004; Phelps, Novak, & Ferrell, 2000; 

Stewart & Segars, 2002). Along with applications collecting individuals’ locations 

and mobility data or monitoring their physical activities, personal data collection is 

not necessarily clearly connected to a certain commercial transaction anymore but 

to the production of the service subscribed to by the data subject (cf. Junglas, 

Johnson, & Spitzmüller, 2008; Raschke et al., 2014). In contexts of this type, 

personal data collection is also typically more extensive and continuous by nature. 

Outside commercial transactions and service applications, personal data are 

collected for service production, for example, in eGovernment (cf. Carter & 

McBride, 2009; Dinev & Hart, 2004) and social networking services (cf. Benson, 

Saridakis, & Tennakoon, 2015; Shibchurn & Yan, 2015). Individuals may also be 

requested to disclose their personal data on altruistic grounds, such as for scientific 
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purposes (e.g., their health information may be used for investigating illnesses and 

their treatment).  

Due to the diversity of both personal data collection contexts and purposes of 

the use of the collected data, the scope of this research had to be clearly defined 

and limited to the contexts most relevant to the empirical research setting of the 

study. This dissertation focuses on personal data collection for commercial 

transactions, service production and other business purposes. Social networking 

services are left out as their personal data collection is neither explicitly linked to 

commercial transactions, nor is their value to the users realised directly through 

personal data utilising applications but from interactions with other users. The 

antecedents of privacy behaviour in the context of social networking services are 

also often considered different from those of other services. For example, in their 

PBM, Shibchurn and Yan (2015) include the subjective norm that represents the 

effect of other people’s attitudes on data subjects’ information disclosure intention. 

Variables of this type are often included in the models in the context of social 

networking services, and their role is emphasised in these models.  

1.4 Overview of the research design 

The research questions of this dissertation are addressed through a two-phase 

research design. Phase 1 empirically investigates data subjects’ privacy behaviour 

and information privacy concerns in the mobility data collection context. Phase 2 

is grounded on the understanding gained in Phase 1. In Phase 2, the literature and 

privacy legislation are reviewed to obtain an extensive view of privacy behaviour 

and insights into the possibilities of developing privacy concerns evaluation. 

Phase 1 follows the exploratory sequential design of the mixed-method 

approach (Plano Clark & Creswell, 2008), and it includes two empirical studies in 

the personal mobility data collection context. In these studies, the qualitative data 

are first collected, and quantitative survey instruments are then built on them to 

generalise the findings from the qualitative exploration. Phase 1 primarily 

addresses RQ1 but also contributes to a large extent to RQ3, regarding privacy 

concerns evaluation in the studied context. 

Phase 2 applies Kitchenham and Charters’ (2007) SLR principles and 

techniques to conduct the literature review and the analysis on the existing PBMs. 

The review and the analysis aim to investigate the reasons for the inconsistencies 

among the models and the possibilities to utilise the PBMs in the development of 

privacy concerns evaluation. Phase 2 additionally provides practical knowledge on 
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data privacy legislation requirements and future personal data collection conditions 

through its systematic review of the EU’s privacy legislation changes, highly 

relevant to the development of privacy concerns evaluation. Phase 2 thus addresses 

RQ2 and RQ3. 

1.5 Structure of the dissertation 

This dissertation consists of five peer-reviewed original publications, referred to as 

Papers I–V. Papers I, II and III are based on the empirical results from Phase 1 of 

the research design. Paper IV presents the results of the SLR and the analysis 

conducted in Phase 2 of the research design. Paper V elaborates on privacy 

legislation’s changing requirements based on a systematic review of the legislation, 

conducted in Phase 2 as well. Together, Papers I–V provide insights into data 

subjects’ privacy behaviour and information privacy concerns in evolving personal 

data collection contexts, as well as contribute to the development of privacy 

concerns evaluation instruments. 

Papers I–III report the results of the two empirical studies conducted in the 

mobility data collection context in Phase 1. They focus on the exploration of data 

subjects’ privacy behaviour and privacy concerns in new and evolving personal 

data collection contexts, with extensive data collection and complex data 

processing systems. These papers show the differences in privacy behaviour and 

privacy concerns between the personal data intensive services’ context and the 

earlier data collection contexts. They describe the multifaceted nature of the 

privacy concerns associated with complex data collection environments and data 

subjects’ possibly limited awareness of the underlying systems. Papers I–III 

highlight the need to adapt the existing privacy concerns evaluation instruments to 

the new contexts and possibly incorporate other privacy behaviour variables into 

the instruments. 

Papers IV and V report the results of the two review studies conducted in Phase 

2. Together, these papers provide an extensive view of privacy behaviour and the 

possibilities to develop privacy concerns evaluation in evolving data collection 

contexts. Paper IV presents an analysis of the reasons for the inconsistencies among 

the PBMs, based on a systematic review of the existing models. In this way, it aims 

to facilitate the application and the development of the PBMs and their utilisation 

in privacy concerns evaluation. Paper V presents the changes introduced by the 

GDPR and its practical implications for personal data collecting organisations. It 

outlines the future personal data collection conditions that may affect data subjects’ 
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view of their privacy as well as implicate the need for the adaptation of privacy 

concerns evaluation instruments. 
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2 Background and related work 

Information privacy research includes two areas of specific relevance to this 

dissertation: PBMs and privacy concerns evaluation instruments. In this 

dissertation, PBMs are defined as empirical, quantitative models that explain data 

subjects’ privacy behaviour (i.e., their adoption and usage of services and 

technologies that require personal data disclosure). PBMs investigate privacy 

behaviour antecedents (e.g., data subjects’ privacy concerns) and describe their 

relationship to behavioural outcomes. Similar to data privacy legislation (see, e.g., 

European Commission [EC], 2016, Art. 9), in this dissertation, personal data are 

considered any information relating to a natural person (i.e., data subject) who can 

be identified directly or indirectly, based on an identification number or some 

characteristics specific to the individual. Thus, personal data cover diverse types of 

information, including service users’ personal details, as well as their purchase 

preferences or location data. Personal data may also be sensitive by nature (e.g., 

health data, biometric data and political opinions), as defined in the legislation. 

Collecting and processing sensitive data are primarily prohibited by privacy 

legislation but can be carried out under certain conditions (e.g., based on the data 

subject’s explicit consent if other legislation does not prohibit the processing). In 

this dissertation, privacy concerns evaluation instruments denote the methodical 

ways to assess data subjects’ concerns associated with their personal data disclosure. 

Through the application of these instruments, information privacy concerns can be 

addressed in the design and the development of personal data intensive services. 

Both PBMs and privacy concerns evaluation instruments have been 

investigated since the beginning of the 1990s in the context of the collection of 

commercial transaction and consumer data. The research was first conducted in 

offline data collection contexts and then, along with technological changes and new 

possibilities for personal data collection, in Internet transactions and other personal 

data intensive services. PBMs and privacy concerns evaluation instruments 

together provide starting points for the development of privacy concerns evaluation 

and its adaptation to the evolving data collection contexts.  

Section 2.1 presents an overview of the existing PBMs. This overview explains 

PBMs’ theoretical backgrounds and illustrates the possibilities to utilise their 

knowledge in privacy concerns evaluation regarding privacy behaviour variables, 

the relations among these variables, and their measurement items. Section 2.2 

describes the most widely used key instruments of privacy concerns evaluation and 

their historical development. In this way, it aims to give an overview of the existing 
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instruments’ changes with the data collection technologies’ development and to 

outline the needs for their future development and validation. Specifically, the 

evaluated privacy concerns’ dimensions and their changes are elaborated in this 

section.  

2.1 Privacy behaviour models (PBMs) 

Empirical research on privacy behaviour comprises an extensive body of 

quantitative PBMs (cf. Li, 2011; Smith, Dinev, & Xu, 2011) that explain the effects 

of various privacy behaviour antecedents on data subjects’ behavioural outcomes. 

These PBMs have been constructed across several disciplines and are derived from 

applicable diverse theories to deal with the tradeoff between positive and negative 

consequences of data subjects’ personal information disclosure. For example, these 

theories include the behavioural economics theory of the “privacy calculus” 

assessment (Culnan & Armstrong, 1999; Laufer & Wolfe, 1977), the behavioural 

social psychology theory of reasoned action (TRA) (Ajzen & Fishbein, 1980; 

Fishbein & Ajzen, 1975) and the social psychology theory of communication 

privacy management (CPM) (Petronio, 2002). PBMs aim to explain whether data 

subjects are willing to disclose their personal data for certain economic or social 

benefits or other positive outcomes of the disclosure or whether they will withdraw 

the data due to the expected negative consequences of the disclosure. PBMs include 

different types of behavioural outcomes, representing either privacy behaviour 

directly or data subjects’ behavioural intention. In PBM studies, behavioural 

outcomes may represent information disclosure as such (e.g., Bansal, Zahedi, & 

Gefen, 2016; Dinev & Hart, 2006; Kehr, Kowatsch, Wentzel, & Fleisch, 2015; Li, 

2014; Malhotra et al., 2004), the adoption or the usage of a technology or service 

that requires personal data disclosure (e.g., Chellappa & Sin, 2005; Li, Wu, Gao, & 

Shi, 2016; Zhou, 2011) or the misrepresentation of the disclosed information (Lee, 

Lim, Kim, Zo, & Ciganek, 2015; Son & Kim, 2008). Behavioural outcomes may 

also be specified regarding the secondary usage of the disclosed information (cf. 

Libaque-Saenz, Chang, Kim, Park, & Rho, 2016). 

The existing PBMs include various privacy behaviour antecedents that affect 

data subjects’ behavioural outcomes, either directly or through mediator effects 

with each other. Information privacy concerns associated with personal data 

collection and usage are among the PBMs’ key antecedents affecting privacy 

behaviour by decreasing the willingness to use the services that require personal 

data disclosure. Privacy behaviour antecedents also typically include data subjects’ 
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risk perceptions related to the consequences of data disclosure and their trust in 

organisations collecting and processing their personal data (e.g., Bansal, Zahedi, & 

Gefen, 2010; Culnan & Armstrong, 1999; Dinev & Hart, 2006; Malhotra et al., 

2004; Van Slyke, Shim, Johnson, & Jiang, 2006). Economic or social benefits of 

the disclosure, such as financial compensation, improved service personalisation 

and the common good supported by the data (e.g., producing services for common 

use) are often considered privacy behaviour antecedents as well (e.g., Chellappa & 

Sin, 2005; Kehr et al., 2015). Other factors are also incorporated into PBMs, such 

as the perceived justice of data collection (e.g., Son & Kim, 2008), informing data 

subjects on the data collection and the practices of privacy protection (e.g., Culnan 

& Armstrong, 1999), data subjects’ awareness of the data usage (e.g., Malhotra et 

al., 2004), the types of the information (e.g., regarding their sensitivity) collected 

(e.g., Anderson & Agarwal, 2011; Bansal et al., 2010; Kehr et al., 2015), data 

subjects’ control by accessing and editing their data and deciding about the data 

usage (e.g., Malhotra et al., 2004; Mothersbaugh, Foxx, Beatty, & Wang, 2012) and 

individual factors (e.g., previous experiences in data disclosure, interest in the 

Internet or contribution to the development of services based on the collected data, 

and personality traits) (e.g., Bansal et al., 2016; Dinev & Hart, 2006; Li, 2014; 

Osatuyi, 2015). 

PBMs provide a comprehensive view of data subjects’ privacy behaviour. They 

comprise diverse knowledge on the factors affecting data subjects’ willingness to 

disclose their data, and they explain the relationships among these factors. Due to 

their foundation in empirical, quantitative data collection, PBM studies also usually 

include the measurement items of their model constructs. All this knowledge can 

be utilised in the development of privacy concerns evaluation as follows. First, new 

variables, possibly relevant to privacy concerns evaluation, can be identified by 

studying the existing PBMs. For example, data subjects’ risk perceptions associated 

with personal information disclosure can be evaluated in parallel with their 

information privacy concerns to obtain a more extensive view of their perceptions 

of privacy and privacy issues with respect to their vulnerability. In practical system 

and service design and development, studying various aspects of privacy behaviour 

is often highly relevant. For this reason, there may be a need for complementing 

privacy concerns evaluations (e.g., conducted via user surveys) with other privacy 

behaviour antecedents, such as users’ perceived or expected benefits from data 

disclosure. Second, PBMs’ measurement items provide the instruments for privacy 

behaviour evaluations, such as Likert-type scales for the assessment of distinct 
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aspects of privacy behaviour antecedents. They can be utilised in these evaluations 

either directly or through their adaptation to the studied situations. 

Despite the PBMs’ substantial potential to contribute to the development of 

privacy concerns evaluation, attention should be paid to some challenges associated 

with their interpretation and application. First, the PBM research has been relatively 

fragmented (cf. Li, 2011, 2012; Smith et al., 2011), and inconsistencies exist among 

the models. Second, the PBMs’ background theories also include simplified or non-

specific assumptions about data subjects’ decision making and behaviour. 

Currently, the PBM research seems incoherent. Inconsistencies exist among 

the PBMs, and the models sometimes even conflict with one another. In the PBMs, 

privacy behaviour antecedents may affect privacy behaviour in parallel or mediate 

one another, and their relationships are often controversial among distinct models 

(see, e.g., Bansal et al., 2010; Chellappa & Sin, 2005; Dinev & Hart, 2006; 

Malhotra et al., 2004; Van Slyke et al., 2006). Privacy behaviour antecedents’ 

conceptualisation among the models is commonly inconsistent as well. It is highly 

relevant to understand the differences among the models to be able to interpret their 

results, as well as to choose and apply a suitable PBM for a particular situation. 

Some literature reviews have synthesised the existing PBMs (Li, 2011, 2012), and 

macro models have been developed to describe the relationships among privacy 

behaviour antecedents (Dinev, McConnell, & Smith, 2015; Li, 2011; Smith et al., 

2011). However, the literature reviews have been descriptive, and the resulting 

macro models differ in their constructs and conceptualisations. The existing 

research does not yet explain the reasons for the model differences. 

Several PBMs are based on the “privacy calculus” thinking derived from the 

behavioural economics theory of the “calculus of behaviour” (e.g., Dinev & Hart, 

2006; Kehr et al., 2015; Lee et al., 2015). In the privacy calculus, the data subject’s 

tradeoff between the positive and the negative consequences of personal data 

disclosure (i.e., the cost-benefit consideration of information sharing) determines 

his or her intention to disclose these data (Culnan & Armstrong, 1999; Laufer & 

Wolfe, 1977). Furthermore, as data subjects often view their personal data as their 

private property and may consider such data commodities of value to the service 

provider (cf. Olivero & Lunt, 2004), they are not necessarily willing to disclose 

their data without receiving any compensation. The privacy calculus-type PBMs 

are often based on the presupposition of rational decision making. For their part, 

some empirical studies on privacy behaviour have identified the privacy paradox 

phenomenon, that is, despite expressing privacy concerns, data subjects do not 

necessarily limit their data disclosure (Acquisti, Brandimarte, & Loewenstein, 
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2015). Therefore, it should be borne in mind that the privacy calculus is not always 

straightforward because of the effect of information asymmetries regarding data 

collection and possible privacy risks, as well as data subjects’ bounded rationality 

in decision making and their bounded cognitive ability to process information (cf. 

Acquisti & Grossklags, 2007; Acquisti et al., 2015). All these aspects may have 

effects on privacy behaviour, and they should be taken into account specifically 

when studying PBMs and evaluating privacy concerns in complex data collection 

environments (e.g., service ecosystems including various organisations that collect, 

process, store and use the data), as well as when there are unforeseen potential uses 

of the data. In their study on the role of monetary rewards in personal data 

disclosure to e-commerce companies, Lee et al. (2015) find that benefits of this 

type do not necessarily promote personal data disclosure; instead, they may 

increase privacy concerns and make data subjects worry about data collecting 

companies’ motives. Despite its somewhat reductive nature, the traditional privacy 

calculus assessment serves as a valid starting point for studying privacy behaviour, 

its antecedents and their relationships. Based on behavioural economics’ theories 

and psychology, Dinev et al. (2015) have proposed an enhanced APCO 

(antecedents, privacy concerns, outcomes) model, replacing the existing ones that 

are derived from the idea of high-effort thinking and thoughtful processing of 

information. Their model includes situational and cognitive limitations as 

moderators that determine the level of effort in information processing in 

individuals’ decision making. It also includes extraneous influences on privacy 

behaviour, such as biases and heuristics. These are the decision-making context’s 

features that do not demand much intention, awareness or cognitive effort. 

Contrary to the privacy calculus, many other theories that have been used for 

the PBMs’ construction are relatively generic by nature. For example, the TRA and 

other theories drawing from the same tradition have been developed to explain 

individuals’ behavioural intention and performance in general, instead of privacy 

behaviour in personal data collection domains, and originally, they have not dealt 

with privacy behaviour variables as such. Similar to the traditional privacy calculus, 

PBMs that are constructed on theoretical grounds such as these do not necessarily 

consider all aspects of privacy behaviour. Moreover, privacy behaviour antecedents’ 

roles may vary substantially among distinct models due to the models’ generic 

foundation. 

Overall, the conducted PBM research has drawn from diverse theoretical 

backgrounds and lacks replication and synthesis. For these reasons, more 

overarching research is called for in the PBM field. For example, controversial 
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roles of privacy behaviour antecedents should be elaborated, and the existing 

models’ inconsistencies have to be explicated through the analysis of their 

theoretical backgrounds and their variables’ different conceptualisations. 

2.2 Privacy concerns evaluation instruments 

Data subjects’ information privacy concerns have been measured in opinion polls 

and research studies for decades, that is, since the rapid progress of electronic data 

processing and personal data collection possibilities brought out the need to 

understand these concerns. However, privacy concerns evaluation instruments have 

been developed in a methodical way only since the beginning of the 1990s. Prior 

to this period, the evaluations of information privacy concerns were relatively 

fragmented in nature. The existing key evaluation instruments base their 

assessments on distinct aspects of data subjects’ privacy concerns. These aspects 

are usually referred to as privacy concerns’ dimensions, and they represent specific 

concerns, for example, those associated with the secondary use of the collected 

personal data (e.g., for direct marketing purposes), unauthorised access to the data 

or data subjects’ limited ability to control the processing of their data. 

2.2.1 Evolution of privacy concerns evaluation instruments 

Prior to the extensive online data collection from customers and service users, 

personal data stored in electronic records and data warehousing systems typically 

consisted of customers’ contact information and demographic and purchase data. 

Although these data were primarily used for customer service and companies’ 

operational and strategic aims, they were also often sold for secondary purposes, 

specifically to direct marketing companies. Within this frame, Culnan (1993) 

conducted a survey on data subjects’ attitudes towards the secondary use of their 

personal data for direct marketing. In her study, Culnan identified two dimensions 

of privacy concerns: loss of control over information and unauthorised secondary 

use of information. Culnan’s work was followed by an instrument developed by 

Smith, Milberg, and Burke (1996), intended for evaluating data subjects’ concerns 

about data collecting companies’ organisational information practices for personal 

data use. Smith et al. (1996) identified four dimensions of information privacy 

concerns. One was similar to Culnan’s unauthorised secondary use, and the other 

three dimensions were data collection (i.e., whether excessive data are collected 

from a data subject), improper access to personal information (i.e., within an 
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organisation, whether a person without the “need to know” is able to access 

personal information stored in the files) and errors in personal data (e.g., accidental 

errors or obsolete data). Stewart and Segars (2002) further developed the 

instrument created by Smith et al. (1996), aiming at improved comparison, 

accumulation and synthesis of findings across information privacy studies. Their 

results suggested that data subjects were actually concerned about all the 

dimensions of organisational information practices simultaneously, rather than any 

dimension in particular. Stewart and Segars also found that separate dimensions of 

privacy concerns were interrelated and that the control over the information 

dimension possibly accounted for these interrelationships. 

Along with the increasingly extensive personal data collection in the Internet 

context, new instruments for evaluating information privacy concerns were 

introduced in the beginning of the 2000s. These instruments aimed to take into 

account online threats and unforeseen uses of information. Dinev and Hart (2004) 

developed an instrument for evaluating Internet users’ privacy concerns, based on 

the studies by Culnan and Armstrong (1999) and Smith et al. (1996). Dinev and 

Hart (2004) modified these existing instruments to reflect the nature of the online 

context. Their results suggested an instrument with only two dimensions of privacy 

concerns: information finding on the Internet (i.e., possibilities to track data 

subjects’ activities and personal information) and information abuse (i.e., misuse 

of the personal information submitted on the Internet). Dinev and Hart (2004) 

recognised the perceived ability to control as a separate construct from privacy 

concerns. They still pointed out that different results could have been obtained if 

the need for control was measured instead of the perceived ability to control and 

that the need to control information disclosure may already have been captured by 

privacy concerns. Almost at the same time as Dinev and Hart’s (2004) study, 

Malhotra et al. (2004) presented their instrument for evaluating Internet users’ 

information privacy concerns, specifically associated with data disclosure in e-

commerce. They proposed three dimensions of privacy concerns, drawing on the 

social contract theory: the collection of personal information, the lack of user 

control over the collected information, and the user’s inadequate awareness of 

information use. The items incorporated into the collection dimension were based 

on the instrument developed by Smith et al. (1996) and adapted to the Internet 

context by slightly modifying their wording. Similar to Stewart and Segars (2002), 

Malhotra et al. (2004) proposed a second-order construct for privacy concerns, 

consisting of the above-mentioned three dimensions. Castaneda, Montoso, and 

Luque (2007) further developed the privacy concerns evaluation in the Internet 
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context, and they proposed distinguishing between general Internet privacy 

concerns and e-commerce website-specific privacy concerns. They identified two 

dimensions for these concerns, namely concern for personal information collection 

and concern for personal information use, the latter corresponding to unauthorised 

secondary use. Their instrument items in the collection dimension included the 

aspects of loss of control and improper access, reflecting the intrusive side of the 

Internet context. Similar to the conclusions drawn by Stewart and Segars (2002) 

and Malhotra et al. (2004), Castaneda et al. (2007) suggested the usage of a second-

order construct for privacy concerns evaluation.  

The above-mentioned key instruments of privacy concerns evaluation are 

summarised in Table 1 with respect to the dimensions incorporated into them in 

order to illustrate the instruments’ development and changes over time. 

Table 1. Dimensions incorporated into the key instruments of privacy concerns 

evaluation. Table modified from (Rohunen & Markkula, 2018). Permission of use granted 

by the publisher. 

Study Unauthorised 

secondary use 

Control Collection Errors Improper 

access 

Awareness Finding Abuse 

Culnan (1993) x x       

Smith et al. 

(1996) 

x  x x x    

Stewart and 

Segars (2002) 

x x x x x    

Dinev and Hart 

(2004) 

 (x)     x x 

Malhotra et al. 

(2004) 

 x x   x   

Castaneda et al. 

(2007) 

x  x      

Of the privacy concerns evaluation instruments that are described above, those 

developed by Smith et al. (1996) and Malhotra et al. (2004) have served as standard 

evaluation instruments that subsequent studies have used as starting points or 

references for their instrument development (cf. Preibusch, 2013). These 

instruments have also been adapted to the evolving personal data collection 

contexts by modifying the wording of their items and adding new items relevant to 

the context in question. In the Internet context, items originally dealing with 

companies’ offline data collection and privacy practices have been reworded to 

reflect online data collection. New items on Internet threats have also been 
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incorporated into the instruments, dealing with stealing or misuse of submitted 

information, uncertainty about its subsequent use, and tracking of individuals’ 

actions on the Internet (e.g., Dinev & Hart, 2004). Recently, there has been a 

tendency to adapt privacy concerns evaluation instruments to continuous, large-

scale personal data collection and monitoring of data subjects’ behaviour (e.g., Mao 

& Zhang, 2013; Raschke et al., 2014). 

Despite the diversity of the privacy concerns’ dimensions incorporated into the 

existing privacy concerns evaluation instruments, some core dimensions relevant 

to both present and future evaluation instruments can be identified. Three 

dimensions have been included in most evaluation instruments, regardless of their 

application contexts: extent of data collection, unauthorised secondary use of 

information and control over personal information. Of these, collection is relevant 

to different types of data collection contexts and possibly captures the tendency 

towards increasingly intrusive data collection. Unauthorised secondary use was 

incorporated into the early evaluation instruments to represent concerns about data 

usage for direct marketing purposes. However, it is relevant to present-day data 

collection contexts as well due to the diverse data usages and the possibilities to 

combine the data. As the key concept of information privacy, control has been 

included in privacy concerns evaluations since their inception. Its role in privacy 

protection is probably becoming even more important with the evolving data 

collection contexts and individuals’ will to decide on the types and the uses of their 

data that they should disclose. 

Unlike the three core dimensions, some privacy concerns’ dimensions seem to 

be context dependent. Awareness about the use and the processing of collected data 

likely becomes more important with increasing, more diverse data collection. This 

dimension is closely related to control as the ability to control information requires 

knowledge and understanding about its uses. In contrast, improper access and 

errors are not incorporated into the above-described core instruments intended for 

online contexts. These dimensions reflect data subjects’ demand for procedures to 

protect personal data and to ensure their accuracy. They have been highly relevant 

to earlier offline data collection contexts, with electronic records accessible to 

companies’ employees and prone to errors in data input. In present-day personal 

data collection contexts, improper access can also be considered included in 

concerns about tracking. 
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2.2.2 Development of privacy concerns evaluations 

The recent studies on the development of the evaluations of information privacy 

concerns comprise themes such as identification of different conceptualisations of 

privacy concerns (Hong & Thong, 2013), review of existing privacy concerns 

evaluations (Sipior, Ward, & Connolly, 2013), privacy concerns’ dependency on 

the types of digital applications for which data are disclosed (Bergström, 2015) and 

comparison of different privacy concerns evaluation instruments as part of a PBM 

(Fodor & Brem, 2015). All this research reflects the nature of present-day personal 

data collection, characterised by a high volume and the continuity of data collection, 

digital traces and possibilities of data mining. In other words, the current data 

collection challenges privacy concerns evaluations due to evolving technologies 

and new data collection contexts. 

The existing privacy concerns evaluation instruments provide a solid, validated 

base for developing such evaluations. For this reason, they should be used as 

starting points for evaluations and then adapted to the personal data collection 

context in question. Specifically, privacy concerns’ core dimensions (collection, 

unauthorised secondary use and control), presented in section 2.2.1, should be used 

as the basis for evaluating privacy concerns. The instruments can then be adapted 

by varying the rest of their dimensions and possibly adding new ones. These 

context-specific dimensions typically reflect the extent of the data collection, the 

level of the data collection’s continuity (i.e., its potential for tracking users’ 

behaviour online or in a physical environment) and the diversity of subsequent uses 

of the collected data. It is noteworthy that in evolving personal data collection 

contexts, new privacy concerns’ dimensions may emerge regarding each context’s 

nature and the perceived sensitivity of the data, for example. 

When developing instruments for evaluating information privacy concerns, 

attention should be paid to not only their validity but also their practical 

applicability and ease of use. By doing so, they can be efficiently utilised in the 

practical design and development of personal data intensive systems and services. 

For example, it should be investigated whether several distinct dimensions of 

privacy concerns always need to be incorporated into the evaluation instruments or 

whether simplified and more parsimonious instruments are applicable in some 

situations. Ideally, a validated and standardised evaluation framework could be 

constructed to facilitate the application of knowledge to different types of data 

collection contexts. 



35 

3 Research design 

The research design consisted of two consecutive phases. The empirical Phase 1 

was based on the mixed-method approach and followed Plano Clark and Creswell’s 

(2008) guidelines. Specifically, this phase was conducted as an exploratory 

sequential design. Phase 2 was grounded on the understanding gained in Phase 1. 

It included a review and an analysis of the existing PBMs, as well as a review of 

the legislative conditions for personal data collection. The PBM review was 

conducted by applying SLR principles and techniques, following Kitchenham and 

Charters’ (2007) guidelines. The phases of the research design are presented in 

Figure 1. 

 

Figure 1. Phases of the research design. 

In Phase 1, two empirical studies were conducted in driving data-based service 

pilots to explore data subjects’ privacy behaviour, information privacy concerns 

and views of privacy in new, evolving personal data collection contexts of this type. 

The data collection for these studies comprised qualitative interviews with different 
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types of informants and two quantitative surveys involving service users and taxi 

drivers, with the possibility of collecting driving data from their vehicles. In Phase 

2, the literature on PBMs and the EU-level legislation changes were reviewed, 

analysed and synthesised systematically to obtain an extensive view of privacy 

behaviour in different personal data collection contexts, as well as find possibilities 

to develop privacy concerns evaluation in present and future personal data 

collection contexts. Although the information privacy literature on PBMs was 

systematically reviewed in Phase 2, an initial understanding of the key information 

privacy literature and legislation was already obtained before Phase 1 through more 

restricted preliminary reviews and readings of their findings. 

3.1 Phase 1: Empirical studies in mobility data collection context 

In Phase 1, data subjects’ personal mobility data privacy concerns and privacy 

behaviour were studied in two driving data-based service pilots. The research 

conducted in these pilots was intended to provide insights into the development of 

PBMs and privacy concerns evaluation in new and evolving personal data 

collection contexts. The first one, a driving data multiservice system (DMS) pilot, 

was carried out as part of the national Cooperative Traffic research programme in 

Finland in 2008–2011. The pilot involved a broad base of real users (approximately 

500) who were operating the services in the whole country. The users’ driving data 

consisted of the GPS position and vehicle on-board sensor data (e.g., fuel 

consumption), which were collected, managed and processed by the driving data 

operator company for the production of various services. These services included 

an automatic driver’s log, fleet management, vehicle routes and driving style 

information, and they were available to the users for a monthly fee. The pilot’s 

service users included private users, private entrepreneurs or proprietors and 

company users. The results of this service pilot were published in Papers I and II. 

Paper I describes and explains data subjects’ privacy behaviour and information 

privacy concerns in the personal mobility data collection context, whereas Paper II 

provides insights into the development of privacy concerns evaluation instruments 

in this context. In the second pilot, professional driving data were collected from 

the taxi drivers in the Finnish city of Oulu. This population consisted of 

approximately 300 drivers. The driving data were collected through the on-board 

devices provided by a data operator company, and they were intended for the 

production of new, innovative, intelligent traffic services. Similar to the first pilot, 

these data included each vehicle’s location and other sensor data from the car. The 
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second pilot’s results were mostly published in Paper III (the group interview 

results that were included in this pilot were published in Paper I). This paper 

focuses on the role of data subjects’ information disclosure risk perceptions in their 

privacy behaviour and accounts for the risk perceptions in privacy concerns 

evaluation. The data sets and the numbers of informants of both service pilots are 

presented in Table 2. 

Table 2. Data sets of the empirical studies. 

Empirical study Data collection Informants 

Driving data multiservice system 

(DMS) pilot 

Data controller 

interviews 

Representatives of data controller 

organisations (n = 10) 

 User interviews DMS users (n = 11) and non-adopters (n = 7)  

 User survey DMS users (n = 62) 

Taxi drivers’ driving data service 

pilot 

Taxi drivers’ group 

interview 

Taxi drivers (n = 3) 

 Taxi drivers’ survey Taxi drivers (n = 44) 

Both empirical studies within the service pilots followed the mixed-method 

approach, that is, their data collection was fundamentally based on both qualitative 

and quantitative methods (Plano Clark & Creswell, 2008). As stated by Plano Clark 

and Creswell, this type of combination of methods can provide a more complete 

understanding of the research problem than either approach by itself. The two forms 

of data were collected sequentially as an interactive design, with the quantitative 

data collection building on the results of the qualitative data collection. This type 

of mixed-method design, called the exploratory sequential design (Plano Clark & 

Creswell, 2008), often takes priority in qualitative data collection and analysis. 

However, the empirical service pilots emphasised the quantitative results as the 

studies aimed to provide insights into developing both quantitative instruments for 

evaluating privacy concerns and PBMs. The qualitative data collection and 

analyses aimed to lay solid foundations for this development, together with the 

existing studies from the earlier contexts, and to ensure the quantitative 

instrument’s validity for the studied context. Similarly, Plano Clark and Creswell 

(2008) suggest first qualitatively exploring the variables to be studied when the 

research topic is new or when investigating a specific population. After this, a 

quantitative study can be followed up to generalise the findings from the 

exploration. The recommended approach was regarded as appropriate for this 

research as the empirical studies focused on new and evolving personal data 

collection contexts. It also corresponds to one of the reasons for the mixed-method 
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usage presented by Greene, Caracelli, and Graham (1989), namely the development 

that incorporates the use of the results from one method into developing or 

informing the other method. In the following subsections, the research methods 

utilised in Phase 1 are described in detail for both service pilots. 

3.1.1 Driving data multiservice system (DMS) pilot 

The methods of the research conducted in the DMS pilot were based on the 

explorative multimethod approach that enabled obtaining diverse and 

comprehensive data on DMS users’ privacy behaviour and privacy concerns. The 

methods consisted of the multiservice system’s data controllers’ interviews, user 

interviews and a user survey. Both data controller and user interviews were 

designed to gain an initial understanding of privacy behaviour and privacy concerns, 

and their results were used as a basis for designing the survey instrument. Overall, 

gathering quantitative results from the survey was emphasised. 

Data controller interviews 

The data controller interviews were intended to provide insights into data subjects’ 

privacy concerns and privacy challenges associated with personal data collection 

that the data controller organisations had observed relative to their operations. In 

this way, they aimed to contribute to laying solid, comprehensive and up-to-date 

foundations for designing user interviews and the user survey included in the study. 

Selection of interviewees. The interviews were conducted with representatives 

of data controller organisations that had prior experience in large systems involving 

the collection and the utilisation of personal data in the traffic and transportation 

context. These representatives were recruited according to the proposal by the 

research programme’s steering group that comprised experts in the intelligent 

traffic field. The representatives (n = 10) came from government agencies, public 

bodies and companies that extensively collected or utilised personal data. The data 

controller organisations included, for example, a public transportation provider, the 

Finnish Transport Safety Agency and the Ministry of Transport and 

Communications. Not all of these organisations were participating in the piloted 

service system; instead, their representatives were interviewed due to their 

experiences in and views of the current and the future personal data collection in 

the studied context. 
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Interview technique. The interviews were planned by a team of five researchers 

and consisted of questions on the following themes: challenges related to data 

privacy protection (from the viewpoints of both the organisation and its employees 

if the employees were the data subjects), data subjects’ privacy concerns and issues 

stemming from the use of the system collecting the data, how the data controllers 

were dealing with privacy issues, how they managed privacy protection and what 

kind of plans they had for managing privacy issues. Since the interviews were 

conducted as part of a more extensive study in a research project with several 

partner organisations and their aims regarding the DMS development, the 

interviews also included the themes of personal data utilisation, needs, sharing and 

quality, as well as business aspects related to personal data usage. The interviews 

were conducted as semi-structured theme interviews in Finnish, either in person or 

via telephone, and at least two interviewers participated in each session. 

Data analysis and reporting. All interviews were audio recorded and then 

transcribed by individual interviewers. The content analysis method suggested by 

Lazar, Feng, and Hochheiser (2010) was applied to the transcriptions, resulting in 

summaries where the research material was organised according to the interview 

themes. These interview summaries were cross-checked by another interviewer to 

ensure their consistency with the original data. 

User interviews 

The user interviews aimed to explore DMS users’ privacy behaviour and privacy 

concerns associated with personal driving data collection. They were designed 

based on the results of the data controller interviews. Similar to the data controller 

interviews, the user interviews were aimed to contribute to the design of the 

subsequent stages of the study. Specifically, the results of the user interviews were 

intended to find out whether the existing privacy concerns evaluation instruments 

should be further developed for the user survey due to the new context to be studied. 

Selection of interviewees. The interviews were conducted with DMS users (n 

= 18) based on a driving data operator’s list of users who were potential 

interviewees. In addition to the current users (n = 11), service non-adopters (n = 7) 

were interviewed to find out whether privacy concerns had affected their decision 

about non-adoption. The non-adopters included persons who had shown interest in 

adopting the service but decided not to do so and persons who had quit using the 

service during the adoption stage. Subsequently, the interview themes were 

designed for users and non-adopters separately. The interviewed DMS users 
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included three types: private users, private entrepreneurs or proprietors and 

company users. 

Interview technique – interviews with the current DMS users. Similar to data 

controller interviews, the interviews with the current DMS users were planned by 

a team of five researchers and conducted as semi-structured theme interviews in 

Finnish. The user interviews were conducted as part of a more extensive user study; 

for this reason, they also included various questions on themes other than privacy. 

In the beginning of each interview, the interviewers asked about the interviewee’s 

background information concerning his or her user type, duration of use (from the 

service adoption date) and frequency of use. Next, the following themes were 

discussed with the interviewees: users’ expectations of the service during the 

service adoption stage, service adoption and implementation process, use of the 

service and users’ experiences during their use, users’ needs regarding the service, 

users’ privacy concerns at the service adoption stage and during the service use, 

and needs for developing the service with respect to the extension of use (i.e., new 

application areas), functionality, information content, usability, privacy and so on. 

The privacy theme focused on the interviewees’ information privacy concerns and 

trust in DMS parties. The interviewees were asked whether they had been 

pondering on privacy matters (e.g., access to data and data disclosure to third 

parties) when subscribing to the service or adopting it, whether any doubts had been 

raised about privacy protection during the use of the service, whether their attitudes 

towards privacy matters had been changed after the service adoption and whether 

they trusted the DMS parties. Two interviewers conducted the interviews via 

telephone. They were planned to be finished within 30 minutes, but their actual 

duration varied between 13 and 47 minutes (on average, 31 minutes). Before 

discussing the interview themes with the interviewees, the interviewers explained 

the research objectives to them. Interview notes were taken for transcription and 

for review under the subsequent themes of the interview when matters demanding 

more detailed discussion were observed. Notes were also made of the findings that 

would be used as conversation triggers in the subsequent interviews. 

Interview technique – interviews with the service non-adopters. One researcher 

planned and conducted the service non-adopters’ interviews as semi-structured 

theme interviews in Finnish. These interviews were designed to comprehensively 

explore the reasons for non-adoption. Similar to the interviews with the current 

users, questions about the (intended) user type, duration of use and frequency of 

use were asked (with the last two only addressed to the interviewees with some 

experience in using the service). The rest of the interviews consisted of questions 
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on how the following topics affected the interviewees’ non-adoption decision: their 

needs and expectations regarding the value added to the service, alternative services 

or means to fulfil their needs, costs of the service (price and effort) versus the added 

value, privacy issues and concerns, and perceived trustworthiness of the service 

provider network. The interviewees were again asked about their ideas on how to 

develop the service with respect to the extension of use, functionality, privacy and 

so on. The researcher conducted the interviews via telephone, except for one person, 

who volunteered to be interviewed face-to-face by two researchers. The interviews 

were planned to take around 20 minutes, but their actual duration varied between 

12 and 41 minutes (on average, 19 minutes). Before discussing the interview 

themes, the interviewer explained the research objectives to the interviewees. 

Data analysis and reporting. All user interviews were audio recorded. The 

interviews with the current DMS users were transcribed by individual interviewers. 

Content analysis (cf. Lazar et al., 2010) was applied to these transcriptions, 

resulting in summaries in which the research material was organised according to 

the interview themes. These summaries were cross-checked by another interviewer 

to ensure their consistency with the original data. The data from the interviews with 

the service non-adopters were arranged in a tabular form, according to the interview 

themes. 

User survey 

The user survey aimed to explore the DMS users’ information privacy concerns and 

willingness to disclose their personal driving data to gain such benefits as 

compensation for service costs or additional services. Regarding privacy concerns, 

the survey specifically aimed to provide insights into the development of privacy 

concerns evaluation in mobility data collection contexts. The results of the data 

controller and user interviews were utilised for designing the user survey, together 

with knowledge of the existing information privacy concerns evaluation 

instruments and the data privacy legislation. 

Data collection instrument. The user survey was planned by two researchers 

and carried out as part of a more extensive service adoption and privacy survey. 

The survey questionnaire comprised 18 items in Finnish, including choice, multiple 

choice, open-ended and scale questions. In the beginning of the questionnaire, the 

respondents were asked about their background information, including the user 

type, frequency of use and services they used (i.e., automatic driver’s log, fleet 

management and driving style information). In addition to the items on privacy 
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concerns and privacy behaviour, the survey also included questions on the service 

adoption process and service usage, users’ expectations of the service, and its 

usefulness and usability. The privacy items of the questionnaire were designed 

based on the existing privacy concerns evaluation instrument developed by Smith 

et al. (1996), EC Privacy Directives 95/46 (EC, 1995) and 2002/58 (EC, 2002) and 

the results of the study’s earlier stages. The respondents evaluated each privacy 

concerns’ dimension using a five-point scale with the choices “not at all concerned”, 

“concerned very little”, “concerned little”, “concerned much” and “concerned very 

much”. Different from the earlier privacy concerns evaluation instruments, the 

respondents’ personal concerns about information protection issues were included 

in the questionnaire items to deal with the difference between the users’ subjective 

experience with privacy concerns and just pondering on various privacy issues. 

Separate privacy concern items (excluding personal concerns) were also intended 

for the calculation of generic privacy concerns (i.e., their sum variable). 

Furthermore, the change in each privacy concerns’ dimension during the service 

use was investigated in the survey. The users’ privacy behaviour was examined by 

asking about their willingness to disclose their personal driving data in order to gain 

various benefits. These questionnaire items were based on the existing PBMs and 

the users’ needs and improvement ideas for future DMS services that were 

identified in the user interviews. 

Data collection process. The data were collected from the current DMS users 

(roughly 500 people) online through the Webropol tool. A representative of the 

driving data operator e-mailed them a request to participate in the survey; the e-

mail included a link to the questionnaire. The invitation mentioned a prize draw 

that the respondents could join after filling in the questionnaire (three first-aid kits 

were raffled). The questionnaire was available to the respondents for three weeks. 

After two weeks, the driving data operator’s representative sent the users a 

reminder of the survey. During the period when the questionnaire was open, 62 

responses were obtained – 16 from private users and 46 from company users (the 

latter included private entrepreneurs and proprietors). 

Data analysis and reporting. The data gathered from the survey was analysed 

using the IBM SPSS Statistics software. Separate privacy concerns were analysed 

through distributions of their levels and descriptive statistics (mean, median, mode 

and standard deviation) that were used to evaluate their relative strengths. Private 

and company users were compared to investigate whether there were differences in 

the strengths of their privacy concerns due to different purposes of data usage. This 

was done by performing Pearson’s chi-square test of independence. The changes in 
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separate privacy concerns, along with service adoption and usage, were determined 

by calculating the percentage values of the respondents with decreased, increased 

and unchanged privacy concerns. Similarly, the respondents’ willingness to 

disclose their driving data in return for various benefits was reported as the 

percentage values of the respondents who were willing to trade their data for 

specified benefits. Regarding these data disclosure behaviour data, private and 

company users were again compared using Pearson’s chi-square test of 

independence. The correlations between individual users’ separate privacy 

concerns were calculated (using Pearson’s correlation coefficients) to gain insights 

into the development of privacy concerns evaluation in the mobility data collection 

context. 

3.1.2 Taxi drivers’ driving data service pilot 

In the first empirical study (DMS pilot), the users’ information privacy concerns 

were studied as privacy behaviour antecedents affecting users’ willingness to 

disclose their personal driving data. However, many PBMs also include data 

subjects’ information disclosure risk perceptions as the antecedents of behavioural 

outcomes. For this reason, the taxi drivers’ driving data service pilot, which 

collected driving data for producing intelligent traffic services, focused on these 

risk perceptions. It aimed to enrich the knowledge gained from the first service pilot 

by exploring taxi drivers’ views of driving data collection and specifically, by 

investigating risk perceptions’ role in privacy concerns evaluations and how to 

conduct them validly. Similar to the DMS pilot, the research was based on the 

explorative multimethod approach, with both qualitative and quantitative data 

collection. The survey and the collection of quantitative results were again 

emphasised. The taxi drivers were first interviewed and then surveyed on their 

views about personal driving data collection. 

Taxi drivers’ group interview 

The taxi drivers’ group interview was aimed to obtain insights into professional 

drivers’ views and attitudes towards the collection of their personal driving data 

and information privacy, as well as their possible information privacy concerns 

stemming from the collection of their driving data. The group interview results 

were intended to contribute to designing the survey instrument in the subsequent 
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stage of the study. The interviewed drivers had on-board data collection devices 

installed in their vehicles approximately six months before the interview. 

Selection of interviewees. A local taxi service provider’s representative gave 

the researchers the names of the taxi drivers (n = 3) willing to participate in the 

interview. Two of these interviewees were also taxi owners and the third was the 

taxi office’s managing director. 

Interview technique. Three researchers planned the taxi drivers’ interview. 

Aimed to explore the drivers’ views on personal driving data collection, the 

interview consisted of questions on the following themes: usage of the data 

collecting devices and their usefulness and usability, drivers’ attitudes towards data 

collecting devices and data collection, privacy concerns associated with driving 

data collection and pondering on privacy issues, privacy needs, being informed 

about privacy protection and information needs regarding driving data collection 

and processing, trust in data collecting and processing organisations, and how to 

increase this trust. All interviewees participated at the same time in this semi-

structured group interview, conducted in Finnish by two researchers. 

Data analysis and reporting. The interview was audio recorded and transcribed 

by one researcher, who also summarised the interview results by applying content 

analysis (cf. Lazar et al., 2010). 

Taxi drivers’ survey 

The taxi drivers’ survey explored the data subjects’ information disclosure risk 

perceptions’ role in privacy concerns evaluation. Specifically, information privacy 

concerns’ relationship to risk perceptions was investigated, as well as how both of 

them affected the willingness to disclose personal driving data. In this way, the 

survey aimed to provide knowledge on how to account for risk perceptions and the 

multifaceted nature of privacy concern-related variables in privacy concerns 

evaluation. The survey study also investigated how to validly evaluate risk 

perceptions. 

Data collection instrument. The taxi drivers’ survey was planned by two 

researchers and based on themes extracted from the existing PBMs (information 

disclosure risks, privacy concerns, willingness to disclose different data types for 

the production of traffic information services, perceived sensitivity of the data types, 

perceived usefulness of the services, trust in possible data collectors and processors, 

information needs regarding privacy, and interest in new technologies and services). 

The survey comprised 11 items in Finnish, including choice, multiple choice, open-
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ended and scale questions. The information disclosure risk perceptions were 

measured according to Kaplan and Garrick’s (1981) definition of risk, due to its 

applicability to a survey questionnaire and evaluation purposes. Therefore, the 

perceived risks were evaluated by the expected risk probability and risk 

consequences. Eight distinct risk items were incorporated into the risk evaluation. 

Derived from the existing privacy concerns evaluation instruments and privacy 

legislation, these risk items were adapted to the studied context, paying attention to 

the possibilities for data sharing and combination across various stakeholders and 

systems. Due to their multifaceted nature, privacy concerns were evaluated using 

five items: pondering on privacy issues, discussing privacy with other drivers, 

beliefs that other drivers had privacy concerns, personal concerns about privacy, 

and will to control the collection of personal driving data. The willingness to 

disclose personal driving data was investigated by asking the respondents about 

their willingness to disclose different driving data types (location, route, speed, fuel 

consumption and idle time) in exchange for possible future traffic information 

services. The drivers were asked about their background information at the end of 

the questionnaire, consisting of driver type (owner operator or driver for a taxi 

service), age group and years of experience in driving a taxi. All questionnaire items 

on risk perceptions, privacy concerns and willingness to disclose data were 

presented as statements (e.g., “I have been discussing privacy with other drivers”.). 

The respondents evaluated them on seven-point, Likert-type scales, with choices 

ranging, for example, from “strongly disagree to strongly agree” and from “very 

low to very high”. Two privacy concern items (beliefs about other drivers’ privacy 

concerns and personal privacy concerns) were designed to have reverse scales (i.e., 

they evaluated whether the respondents had no privacy concerns), which ensured 

that not all items evaluated negative perceptions. Before launching the survey, the 

questionnaire was pilot-tested by four taxi drivers. The questionnaire form was 

slightly modified based on their feedback. 

Data collection process. The data were collected from taxi drivers (roughly 

300) in the city of Oulu, mainly through the Webropol online tool, supplemented 

by paper forms, and a return box was available to the drivers in the taxi office. A 

representative of the local taxi service provider emailed the drivers a request to 

participate in the survey. This message included a description of the survey’s 

purposes and a link to the online questionnaire and mentioned the possibility to join 

a prize draw after filling in the questionnaire (additionally, each respondent 

received a voucher for an ice cream or a soft drink). The questionnaire was 

available for one month. Two weeks after its launch, the taxi service provider’s 
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representative sent the drivers a reminder of the survey. The survey produced 44 

completed responses (approximately 15% response rate). 

Data analysis and reporting. The survey data were analysed using the IBM 

SPSS Statistics software. Overall, the data analysis included reliability, correlation 

and regression analyses and the analysis of risk perceptions through descriptive 

statistics. 

Data analysis and reporting – reliability analyses. In the beginning of the data 

analysis, the internal consistency of the risk perceptions and the privacy concern 

items was analysed using Cronbach’s alpha. The results of these reliability analyses 

were intended to help the researchers decide on whether to use separate survey 

items or calculate their sum variables in the subsequent stages of the analysis, as 

the separate items were very specific in nature. The sum variables were calculated 

as the mean of separate items for perceived risk probabilities, perceived risk 

consequences, willingness to disclose data and perceived usefulness of the services. 

The sum variables were scaled similarly to the separate items in the questionnaire. 

Data analysis and reporting – correlation analysis. The relationship between 

information privacy concerns and risk perceptions was analysed through 

correlation analysis by calculating Pearson’s correlation coefficients for the sum 

variables of both perceived risk probabilities and consequences and all privacy 

concern items. Similarly, the correlations between risk perceptions and willingness 

to disclose data were calculated, as well as between privacy concerns and 

willingness to disclose data. The correlations between willingness to disclose data 

and perceptions of usefulness of different driving data-based services were also 

calculated to obtain insights into the drivers’ cost-benefit determination. 

Data analysis and reporting – linear regression analysis. Linear regression 

analysis was conducted to investigate the effects of the expected negative 

consequences (i.e., through perceived risks and privacy concerns) and the benefits 

(i.e., perceived usefulness of the services) of data disclosure on the willingness to 

disclose driving data. In addition to these variables, the effect of data subjects’ 

interest in new technologies and services was investigated. An initial linear 

regression model was fitted with the following independent variables: sum 

variables of perceived risk probabilities and consequences, separate privacy 

concern items, sum variable of perceived usefulness of the services and sum 

variable of interest in new technologies and services. This model was improved 

iteratively by removing independent variables based on their p-values. 

Data analysis and reporting – analysis of risk perceptions. The risk perception 

items and their relationships were analysed to obtain knowledge on how to account 
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for them in privacy concerns evaluation and in the development of the evaluation 

instruments. The descriptive statistics (mean and standard deviation) were first 

calculated for separate risk perception items to compare their relative strengths. 

The correlations between risk perception items were then calculated for risk 

probability items and risk consequence items pairwise (eight pairs). Correlations 

were also calculated for every possible combination of all these items. 

3.1.3 Ethical considerations of the empirical studies 

The ethical aspects of the empirical studies of this research were contemplated 

based on The ethical principles of research in the humanities and social and 

behavioural sciences (Finnish National Advisory Board on Research Ethics 

[TENK], 2009). These principles comprise three areas of ethical considerations: 

respecting the autonomy of research subjects, avoiding harm and protecting privacy 

and data.  

Regarding the autonomy of the research subjects, participation in all interviews 

and quantitative surveys that were conducted in the empirical studies was voluntary. 

The informants’ informed consent to participate in these studies was obtained 

through their behaviour that indicated consent (i.e., responding to interview 

requests and survey questionnaires that included a description of the research topic, 

the purposes of personal data collection and the researchers’ contact information). 

With respect to avoiding harm, no specific risks of harmful consequences were 

identified as associated with the research activities as such. However, the 

researchers needed to pay attention to ensuring the confidentiality of the 

participants’ personal data. The results were published in such a way that the 

identities of individual persons or organisations were not revealed and they were 

not depicted in a negative way. Privacy and data protection were managed by the 

following means. Only those personal data that were explicitly needed to address 

the research questions of this particular research were collected. Specifically, the 

collection of the DMS users’ demographic information was limited as this type of 

information could possibly make them identifiable and associate their identities 

with their personal mobility data collected to produce a real commercial service. 

When direct identifiers were included in the research material, they were removed 

as early as possible in the course of the analysis. Electronic research material with 

identifiers was protected with user names and passwords and hence accessible only 

to the researchers working for the project in question. When qualitative results were 

published, the authors paid attention to the risks of identification of the individuals 
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and their organisations; therefore, only quotations that did not permit identification 

were used. 

TENK (2009) recommends that researchers submit a research plan for ethical 

review by the ethics committee of their organisation if the study involves any 

activities with risks of negative consequences or harm to the participants. For 

example, these activities can involve deviating from the principle of informed 

consent or collecting data from children under the age of 15 without parental 

consent in a study that is not part of the normal activities of a school or early 

childhood education. Based on TENK’s list of the conditions under which an ethical 

review is needed, in the empirical studies of this research, no ethical review was 

asked from the ethical committees of the University of Oulu. 

3.2 Phase 2: Analysis and synthesis of literature and legislative 

conditions for data collection 

Phase 2 comprised two separate studies that aimed to provide an extensive view of 

information privacy behaviour and gain insights into the possibilities to develop 

privacy concerns evaluation in new and evolving personal data collection contexts 

with high volumes of data collection, diverse usages of the data and possibilities to 

combine data from different sources. In this phase, the existing literature and 

legislation were systematically reviewed. 

The two components of Phase 2 were the following: 1) a literature review and 

analysis of the existing PBMs, applying Kitchenham and Charters’ (2007) SLR 

principles and techniques, and 2) a systematic review, analysis and synthesis of the 

changes in the conditions for personal data collection due to the GDPR, grounded 

on the content analysis procedures (cf. Lazar et al., 2010). The results of the 

literature review on PBMs were published in Paper IV, which aimed to explain the 

conflicts among the existing PBMs. The results of the review of the EU legislative 

changes were published in Paper V. In the following subsections, the research 

methods utilised in Phase 2 are described in detail. 

3.2.1 Literature review and analysis of the PBMs 

The SLR and the analysis were conducted to identify the most cited key PBM 

studies with solid theoretical backgrounds and a rigorous application of research 

methods. Specifically, the SLR was intended to find PBM studies conducted in the 

contexts where personal data were collected either for commercial transactions, 
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service production and other business purposes or for Internet usage in general. 

Through an analysis of these key studies, the study aimed to explain the differences 

among the existing PBMs regarding their privacy behaviour antecedents’ 

relationships. In this way, it aimed to advance privacy concerns evaluation. The 

SLR followed Kitchenham and Charters’ (2007) guidelines, which provide a 

comprehensive protocol for planning and conducting a review, as well as for 

reporting the results. This approach was considered appropriate for the study, 

specifically due to the quality assessment aspects incorporated into the guidelines. 

The guidelines were adapted for the study so that a literature review process and a 

review protocol fitting its purposes could be developed. 

Review process. The review process consisted of the following seven stages: 

definition of the research questions, review protocol development, literature search, 

study selection, study quality assessment, data extraction and data synthesis. 

Although these stages were mainly followed sequentially, some were iteratively 

refined during the process. The review process was planned by two researchers. 

The review was initiated by two researchers and then conducted and reported by 

three researchers starting from the quality assessment stage. 

The review protocol was based on two research questions, as follows: 

RQ1: What background theories have been applied in the existing PBMs’ 

construction and development, and how has this been done? 

RQ2: How has the data collection domain been taken into account in the PBMs’ 

construction and development? 

Three digital databases, Scopus, Academic Search Premier and Business Source 

Complete, were selected as resources for the literature search based on their high 

relevance to the research topic and complementarity to one another. The final 

search string was formulated through several pilot searches, utilising the 

researchers’ knowledge of the key terminology used in privacy behaviour research. 

The search string was (privacy AND (information OR data) AND (disclos* OR 

collect* OR acquisition OR release OR expose OR share OR revelation) AND 

(concern OR risk OR cost OR benefit OR payoff OR calculus OR willing*) AND 

model). Titles, abstracts and keywords were used as the search fields in the 

databases. The main search was conducted in March 2017 and was complemented 

in February 2018 to cover the recent works published by the end of 2017. 
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The searches yielded 1353 papers in total, which were assessed through a three-

stage selection process. In each stage, the papers were assessed according to the 

selection criteria defined in the review protocol. In the first stage, duplicates and 

papers whose publication forum or content type was irrelevant to the study were 

excluded based on metadata (741 papers were included). In the second stage, the 

studies were selected based on their titles and keywords (273 papers were included), 

and in the third stage, the selection was based on the abstracts (139 papers were 

included). The identified 139 studies were further assessed with respect to their 

quality. For this purpose, the researchers adapted the selection criteria used by Zhou 

et al. (2015) and Kitchenham and Charters (2007) and developed a quality 

assessment checklist relevant to the study. The checklist consisted of the four 

quality assessment aspects according to Zhou et al. (2015): reporting, rigour, 

credibility and relevance. Based on the minimum quality threshold determined by 

the researchers and the studies’ citation indexes (Field-Weighted Citation Index), 

11 papers were finally accepted as primary studies for data extraction and analysis. 

Data analysis and reporting. In the data extraction and synthesis, the following 

information was identified in each primary study: the application domain, key 

privacy behaviour antecedents and outcomes included in the PBM, privacy 

behaviour antecedents’ definitions or descriptions and their sources, information 

privacy concerns’ roles in the PBMs, the theoretical background of each studied 

PBM, cited previous PBM studies used as the basis for the PBM, and the model’s 

generalisability. This information was first recorded in a data extraction table and 

then used for content analysis of the papers. Based on the extracted information, an 

overall view of the PBMs’ constructs was obtained. Together with the researchers’ 

notes about the papers, this information was used for summarising each identified 

PBM with respect to its theory usage, application domain, conceptualisation of 

privacy concerns, and the relationships among privacy concerns and other privacy 

behaviour antecedents. 

3.2.2 Review, analysis and synthesis of the General Data Protection 

Regulation (GDPR) changes 

This review was conducted to identify the GDPR’s imposed changes with the most 

practical relevance to personal data collection, as well as to describe the changes’ 

key implications for companies collecting these data (specifically those that 

provide services based on personal data). In this way, the review aimed to outline 

the conditions for future data collection and processing. The review applied content 
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analysis procedures, specifically for data comparisons (cf. Lazar et al., 2010). The 

GDPR and DIR95 were compared by systematically analysing their differences, as 

indicated in the article-level changes. This enabled a comprehensive identification 

of the legislative changes, as well as the GDPR’s practical implications. 

Furthermore, the results obtained in this way constituted the grounds for discussing 

and elaborating on the GDPR requirements at the practical level, regarding 

companies’ business strategies and policies, organisational processes and practices, 

technological system design, personnel training and assignment of new 

responsibilities. 

Review process. The review was based on this main research question: What 

are the strategic, business practice, organisational and technical implications of 

the GDPR for personal data intensive companies? Two specific research questions 

guided the review process: 

RQ1: What are the changes introduced by the GDPR compared to DIR95? 

RQ2: What are the main practical implications of the GDPR’s imposed changes 

for personal data intensive companies? 

RQ1 aimed to identify the GDPR’s key changes and the corresponding key aspects 

that companies need to focus on when implementing the GDPR requirements. RQ2 

aimed to further identify the practical implications of the GDPR changes regarding 

companies’ strategies and business practices, as well as their organisational and 

technical privacy protection measures. 

The review started with the identification of the GDPR articles with 

implications for personal data intensive companies’ data management and usage 

processes and practices, as well as their technological systems. Next, the DIR95 

articles whose contents corresponded to those of the GDPR articles were identified. 

The identified GDPR articles were then compared with the corresponding DIR95 

articles. In this way, the changes introduced by the GDPR were extracted. Only the 

GDPR articles with changes relevant to the research questions were included in the 

analysis stage, with the extracted changes intended as the themes. The GDPR’s 

article structure was used as the basis for the analysis, and articles about similar 

subjects were combined under their respective themes. This type of article-level 

analysis was considered appropriate as it facilitated relating the analysis results to 

the more detailed description of the GDPR requirements in the legislative 

document. 
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Data analysis and reporting. In the article-level analysis, the extracted GDPR 

changes were specified. New, specified and clarified obligations, principles and 

provisions were presented, described and explained from the perspective of 

personal data intensive companies. Based on the analysis results, key practical 

implications of the changes were identified, classified and finally compiled into a 

framework with 12 aspects to be considered in the GDPR implementation. These 

aspects were formed and further elaborated, instead of the article-level changes, as 

some of the GDPR requirements covered several articles. Each aspect’s 

implications were elaborated to outline the approaches to their implementation and 

provide suggestions on how to consider the GDPR requirements in practice. 
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4 Original contributions 

This dissertation comprises five peer-reviewed original publications (referred to as 

Papers I–V) that present the research conducted in two stages: empirical studies in 

the mobility data collection context (Phase 1) and analysis and synthesis of the 

literature and legislative conditions for personal data collection (Phase 2). Papers I, 

II and III present the results of two separate explorative multimethod studies 

conducted in driving data-based service pilots in Phase 1. Paper IV is based on an 

SLR study, conducted in Phase 2, that enabled the researcher to obtain a more 

extensive view of the research context and its future development, as well as to 

contemplate the validity and the applicability of the empirical research results. 

Paper V, also based on the results of Phase 2, likewise contributed to this knowledge 

building by reviewing and analysing the EU-level legislation changes and 

describing the future legislative conditions for personal data collection. 

Table 3 presents the summaries of the papers’ contributions and the author’s 

role in them. In the following subsections, each paper is further elaborated 

regarding the study’s aims, research methods and theoretical and practical results. 

At the end of each summary, the contribution of the author of this dissertation is 

specified. 

Table 3. Summaries of the papers’ contributions and the author’s role in them. 

Paper Contribution Author’s role 

I Exploration of data subjects’ privacy behaviour and privacy 

concerns in mobility data collection context; identification of 

associated challenges and possibilities to address them 

(specifically in open data production) 

Played a central role in the 

research conducted by a 

group of researchers; served 

as the main author 

II Investigation of validity of existing privacy concerns evaluation 

instruments in evolving personal data collection contexts; insights 

into the development of privacy concerns evaluation in these 

contexts 

Played a central role in the 

research conducted by a 

group of researchers; served 

as the main author 

III Investigation of the relation between risk perceptions and privacy 

concerns, and the effects of both on willingness to disclose 

personal data; how to account for risk perceptions and 

multifaceted nature of privacy concern-related variables in privacy 

concerns evaluation 

Played a central role in the 

research conducted with the 

co-author; served as the main 

author 

IV Explanation of privacy behaviour antecedents’ conflicting 

relationships among existing PBMs; improved understanding of 

the antecedents’ roles in privacy behaviour, to be utilised in the 

development of privacy concerns evaluation instruments 

Responsible for the research 

conducted with the co-authors; 

served as the main author 
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Paper Contribution Author’s role 

V Identification of the GDPR’s practical implications for personal 

data collecting companies and approaches to implementing the 

new requirements (i.e., obtaining insights into future conditions for 

personal data collection) 

Conducted the research with 

the first author; was 

responsible for writing the 

paper 

4.1 Paper I 

Rohunen, A., Markkula, J., Heikkilä, M., & Heikkilä, J. (2014). Open traffic 

data for future service innovation – addressing the privacy challenges of 

driving data. Journal of Theoretical and Applied Electronic Commerce 

Research, 9(3), 71–89. 

The study presented in this paper aimed to gain an understanding of data subjects’ 

privacy behaviour in the personal mobility data collection context. The variables 

affecting the data subjects’ willingness to disclose their data for service production 

and trade these for various benefits were investigated in a driving data-based 

multiservice system pilot and an on-board data collection by a fleet of taxis. 

Through this approach, the challenges associated with personal data collection and 

utilisation in services of this type were identified, specifically in open data 

production. Correspondingly, the possibilities to address these challenges in 

evolving data collection contexts were outlined. 

The empirical data from the driving data-based multiservice system pilot were 

collected by utilising an explorative multimethod approach that comprised data 

controller interviews, user interviews and a user survey. These data were 

complemented in another, smaller pilot by interviewing taxi drivers with on-board 

data collection devices installed in their cars. Through the data controller interviews 

and the user interviews in the multiservice system pilot, data controllers’ and data 

subjects’ views on personal data privacy were investigated. The results were then 

utilised for designing the user survey, together with the knowledge of the existing 

information privacy concerns evaluation instruments and data privacy legislation. 

The user survey explored the data subjects’ privacy concerns and willingness to 

disclose their personal driving data to gain benefits, such as compensation for 

service costs or additional services. After the multiservice system pilot, a group 

interview of taxi drivers was conducted in the taxi data collection pilot. They were 

asked about their attitudes towards the collection of their driving data, and their 

privacy concerns stemming from the on-board device data collection were 

identified. 
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The study’s results show that data subjects often ponder about issues related to 

personal driving data collection. Specifically, they seem worried about data 

disclosure to third parties and its usage for purposes beyond the original ones, as 

well as both authorised and unauthorised access to their data. However, data 

subjects are not necessarily personally worried about the collection of their data. 

This indicates that to deal with the difference between data subjects’ actual privacy 

concerns and theoretical considerations of various privacy issues, attention should 

be paid to how to evaluate their privacy concerns. Similar to the earlier PBMs, the 

study’s results suggest that data subjects’ privacy concerns can be mitigated by 

increasing users’ awareness of their data collection and processing, improving the 

transparency of processing, providing users with possibilities to control their data 

disclosure and processing, and maintaining the service provider’s good reputation 

and trustworthy image. In this study, transitiveness of trust was observed, that is, if 

data subjects trust some organisations in the service provider’s ecosystem, they may 

trust the whole ecosystem. Personal long-term experiences with data collection in 

certain contexts may also be an antecedent to trust in appropriate data processing. 

Regarding the benefits of personal data disclosure, private users (compared with 

company users) were willing to trade their driving data for the rewards. These 

benefits can be either egoistic (e.g., financial compensation and improved 

personalised service) or altruistic (e.g., contributing to the development of services 

for all) by nature. 

In practice, mobility service providers need informed consent from data 

subjects to collect their personal driving data for open data production. Data 

subjects’ privacy concerns that may negatively affect their decision to give their 

consent can be addressed if their perceived disclosure benefits and costs regarding 

privacy risks are understood. This study’s results suggest that service providers 

could assess data subjects’ views on their personal data disclosure, according to the 

aspects presented in the study, and take these into account in preparing the informed 

consent. 

The author of this dissertation planned the interviews for the driving data-

based multiservice system pilot, together with five researchers, and played a central 

role in conducting them. The user survey was jointly planned by the author and 

another researcher and then carried out by the author. Correspondingly, the author 

analysed the survey data with another researcher. Both the user interviews and the 

user survey were part of a more extensive study under a research project with 

several partner organisations. The group interview with the taxi drivers was planned 
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by three researchers and jointly conducted by the author and another researcher. 

The author of this dissertation served as the main author of the paper.  

4.2 Paper II 

Rohunen, A., & Markkula, J. (2018). On the road – listening to data subjects’ 

personal mobility data privacy concerns. Behavior & Information Technology, 

38(5), 486–502. 

This paper aimed to obtain a further understanding of data subjects’ information 

privacy concerns and privacy behaviour in the personal mobility data collection 

context. Specifically, it aimed to explore whether the earlier research findings were 

still valid in evolving application areas with increasing data collection, its 

utilisation for multiple purposes, the possibilities to interlink the data, and the 

increasing use of tracking technologies. The knowledge gained from the study 

contributes to the development of the existing privacy concerns evaluation 

instruments that have been mainly used in the Internet and organisational contexts 

earlier. Concrete suggestions on how to develop privacy concerns evaluation are 

offered, based on the results of the research that was conducted in a driving data-

based multiservice system pilot. 

The empirical data of the study were collected in the same driving data-based 

multiservice system pilot and through the multimethod approach, similar to the 

study presented in Paper I. The research focused on a user survey and a quantitative 

analysis of the service users’ privacy concerns, the benefits for which they were 

willing to trade their data and regarding these, the possible differences between user 

groups (i.e., private and company users). 

The study’s findings indicate the need for revising and complementing the 

existing privacy concerns evaluation instruments and PBMs, specifically for new 

personal data collection contexts. The results show that although data subjects may 

have slight privacy concerns or may be pondering on privacy issues related to 

mobility data collection, they are not necessarily personally worried about their 

privacy. For this reason, in privacy concerns evaluations, it is important to 

distinguish users’ subjective privacy concerns from just pondering on privacy 

issues that have been raised. Based on the results, it seems that the existing privacy 

concerns evaluation instruments are not valid in the mobility data collection context 

as such but need to be complemented with new context-specific dimensions. The 

study has found an indication of a context-specific privacy concerns’ dimension in 
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the mobility data collection, namely concerns about combining driving data with 

other personal information. Furthermore, after the service adoption, the changes in 

data subjects’ privacy concerns can be bidirectional; they may either slightly 

decrease or increase along the experience of the service. This finding is specifically 

relevant to the development and the application of PBMs. In line with the privacy 

calculus thinking, the study’s results emphasise the effect of offered benefits on 

data subjects’ willingness to disclose their mobility data, specifically among private 

users. However, the results suggest that this cost-benefit consideration is not 

necessarily as straightforward as described in the earlier PBMs. In the mobility data 

collection context, data subjects seem willing to trade their data also for altruistic 

benefits, such as the common good derived from data utilisation. 

The findings regarding privacy concerns evaluation (described above) are 

highly relevant to its development in new contexts and should be considered when 

conducting these evaluations in practice. The observation on the bidirectional 

change in privacy concerns can be utilised to prevent user dropouts and promote 

service adoption. It is recommended that data subjects be appropriately informed 

about data collection and its actual risks, and they can be provided with 

opportunities to try the service and gain experience in its usage. Accounting for 

different types of benefits is important in planning mobility data collection on a 

voluntary basis in future traffic-related applications, as well as considering different 

user segments’ preferences regarding data disclosure compensation options. 

The author of this dissertation, together with five researchers, planned the 

interviews included in the multimethod approach and played a central role in 

conducting them, as described in Paper I. The user survey was planned by the 

author and another researcher and then conducted by the author. The author also 

analysed the survey data with another researcher and had the main responsibility 

for writing the paper. 

4.3 Paper III 

Rohunen, A., & Markkula, J. (2015). The role of risk perceptions in privacy 

concerns evaluation. In Proceedings of the 4th IEEE International Conference 

on Trust, Security and Privacy in Computing and Communications (Trustcom 

2015), Helsinki, Finland, 20–22 August 2015 (pp. 1029–1036). Helsinki, 

Finland: IEEE. 
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Privacy behaviours’ antecedents have controversial roles among the existing PBMs, 

that is, risk perceptions regarding data disclosure can affect behavioural intention 

in parallel with privacy concerns, and they can mediate or be mediated by privacy 

concerns. The study presented in this paper aimed to provide insights into the 

relation between data subjects’ information privacy concerns and personal data 

disclosure risk perceptions in the driving data collection context. Furthermore, the 

effects of privacy concerns and risk perceptions on the willingness to disclose 

personal data were investigated. The resulting knowledge was intended to provide 

guidance on how to account for risk perceptions and the multifaceted nature of 

privacy concern-related variables in privacy concerns evaluation. Specifically, the 

study investigated how to incorporate risk perceptions into these evaluations. In 

this way, this study contributed to improving the validity of privacy concerns 

evaluation as well as the development of PBMs. 

The empirical data of this study were collected by surveying taxi drivers’ views 

on driving data collection from their vehicles for the production of intelligent traffic 

services. The survey comprised themes extracted from the existing PBMs and 

adapted to the driving data collection context. The collected data were analysed 

using correlation, regression and reliability analyses and descriptive statistics, as 

follows. Correlation analyses were conducted to investigate the relation between 

information privacy concerns and risk perceptions, as well as these variables’ 

relation to the willingness to disclose personal data. Correlation analysis was also 

used to investigate the relationships between distinct risk perception items to obtain 

an understanding of how to account for these perceptions in privacy concerns 

evaluation. Linear regression analysis was conducted to examine the effects of the 

benefits and expected negative consequences of data disclosure on the willingness 

to disclose data. Reliability analyses were performed to assess the reliability of the 

survey items that measured privacy concerns and risk perceptions. Descriptive 

statistics (mean and standard deviation) were calculated for all distinct risk 

perception items to support the application of the correlation analysis results of the 

risk perceptions. 

The study found no clear dependencies between data subjects’ privacy 

concerns and risk perceptions, contrary to the initial assumptions. However, 

consistent with the expectations, two privacy concern-related factors and risk 

perceptions independently affected the willingness to disclose personal data. These 

privacy concern-related factors were data subjects’ perceptions of other drivers’ 

privacy concerns and their discussion of information privacy with other drivers. 

The independence of privacy concerns and risk perceptions may indicate that data 
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subjects are not necessarily very concerned about their privacy despite their 

awareness of privacy risks. It can also be explained by theories that deal with 

bounded rationality and behavioural biases. The regression analysis showed that 

the perceived probability of risks (instead of the perceived risk consequences), 

particularly affected the willingness to disclose data. This finding may refer to data 

subjects’ limited understanding and awareness of the possible consequences of the 

risks and consequently, the difficulties in assessing them. Risk probabilities may be 

easier to assess based on public discussion on privacy-related issues. This study’s 

findings further indicate that not all items that are traditionally used for privacy 

concerns evaluation necessarily measure individual privacy concerns as such. 

Instead, they may represent a general awareness of privacy issues. Similar to data 

subjects’ risk assessment, this finding possibly reflects the exposure to privacy 

issues through public discussion. 

The study’s results suggest that risk perceptions should be incorporated into 

privacy concerns evaluations. However, an extensive list of risk perception items 

may not be necessary. Instead, the possibilities to simplify evaluations should be 

considered, and risk perceptions relevant to the data collection context in question 

have to be identified. To develop privacy concerns evaluation and valid evaluation 

instruments, this study suggests investigating privacy concern-related variables in 

greater detail due to their multifaceted nature. Correspondingly, data subjects’ 

actual privacy concerns should be distinguished from their discussion and 

contemplation of privacy-related issues. 

The author of this dissertation planned the survey instrument used in the 

study in collaboration with the co-author. The survey was then administered by the 

author. The author analysed the data with the co-author and was responsible for 

writing the paper as its main author. 

4.4 Paper IV 

Rohunen, A., Markkula, J., Heikkilä, M., & Oivo, M. (2018).  

Explaining diversity and conflicts in privacy behavior models.  

Journal of Computer Information Systems. (Published online) 

https://doi.org/10.1080/08874417.2018.1496804   

This study aimed to identify the most cited key PBM studies with solid theoretical 

backgrounds and a rigorous application of research methods, conducted in contexts 

relevant to this dissertation (i.e., personal data processing for commercial purposes 
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or related to Internet usage in general). Through these key studies, the study 

intended to find out whether privacy behaviour antecedents’ conflicting 

relationships among the existing PBMs can be explained by the models’ 

background theories and application domains. On these grounds, it aimed to 

advance privacy concerns evaluation through an improved understanding of 

different privacy behaviour antecedents’ roles in data subjects’ behaviour. 

The key PBM studies were identified through an SLR based on Kitchenham 

and Charters’ (2007) guidelines that were adapted to fit the study’s purposes. 

According to the developed review protocol, literature searches were conducted in 

three scientific databases relevant to the research topic. The papers found in these 

databases were assessed first through a selection process consisting of three stages 

with the inclusion and exclusion criteria that were defined in the review protocol. 

The papers that passed this selection process were further assessed for their quality, 

based on the selection criteria adapted from the studies of Kitchenham and Charters 

(2007) and Zhou et al. (2015). In this way, primary studies were identified for data 

extraction and synthesis. Overall, the selection process produced 11 papers that 

were accepted in the final study set out of 1353 papers found in the initial search. 

From these papers, information relevant to the study was extracted and synthesised, 

which enabled the elaboration of the roles of different theories and data collection 

domains in PBM construction and development. 

The study identified six relatively generic, continuously referred PBMs’ 

background theories. Among the analysed papers, the theories were typically used 

for the model construction in combination with other theories to adapt them to 

specific purposes. Contrary to the authors’ assumption, the study’s results suggest 

that the differences among the PBMs cannot be directly explained by their 

theoretical backgrounds. Instead, the eclectic use of theories and ad hoc-type 

modelling possibly account for the PBMs’ differences and conflicts in their 

constructs and the constructs’ relationships. The study’s results show that the 

existing PBMs have been adapted to different domains through background theory 

selection, integration of the commonly referred background theories with 

appropriate theories from psychological research or behavioural economics, or 

incorporation of contextual factors (such as information sensitivity) as model 

constructs. However, the results indicate that the PBMs’ differences cannot be 

directly explained by the application domain, either. The differences are rather 

derived from the ad hoc-type model contextualisation, similar to the use of 

background theories in PBM construction. Furthermore, the results indicate that the 

PBMs’ contextualisation has not been based on a detailed analysis of the domain 
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characteristics from the information privacy perspective. Overall, the study’s 

findings suggest that the model inconsistencies stem from the unstructured research 

with various assumptions on privacy behaviour antecedents’ relationships and the 

diverse set of definitions of privacy behaviour’s key concepts. It seems that PBM 

research is still evolving as it is drawing from diverse theoretical backgrounds, and 

the PBMs are typically developed by combining these theories and earlier empirical 

research. These results raise the question of whether there is a need for structuring 

privacy behaviour research or demand and the possibilities for the development of 

more comprehensive and elaborate theories that are consistent with one another. 

Correspondingly, the results also bring out the need for analysing and developing a 

model contextualisation for different personal data collection domains, as well as 

making privacy behaviour’s conceptualisation more consistent. 

The analysis conducted in the study provides knowledge for addressing the 

issues associated with the application of the existing PBM studies. When 

developing personal data-based services, it may not be easy to identify appropriate 

references for a particular situation due to the models’ diversity. The study provides 

knowledge on the PBMs’ theoretical and domain-specific grounds, as well as their 

application in the model design. This information facilitates the identification of 

studies that match personal data collection and data subjects’ behaviour in a specific 

situation. The knowledge of PBMs’ background theories and their 

conceptualisations of privacy behaviour may be useful when utilising the models’ 

measurement items for privacy behaviour evaluations (e.g., through user surveys) 

and tailoring the items to a specific situation. This knowledge serves as a guide in 

considering the relationships among different behavioural antecedents, as well as 

distinct aspects of the key concepts. In this way, it enables a valid formulation of 

the measurement items in the evaluations. 

The author of this dissertation conducted the SLR and analysis of the key 

PBM studies, together with the second and the third authors. The author of this 

dissertation had the main responsibility for writing the paper. 

4.5 Paper V 

Tikkinen-Piri, C., Rohunen, A., & Markkula, J. (2018). EU General Data 

Protection Regulation: Changes and implications for personal data collecting 

companies. Computer Law & Security Review, 34(1), 134–153.  
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This paper aimed to identify the practical implications of the EU GDPR for 

personal data collecting companies and to outline the approaches for implementing 

its new requirements. The first purpose of this paper was to compare DIR95 with 

the GDPR in order to identify the changes introduced by the GDPR that have the 

most practical relevance to companies’ privacy protection implementation. After 

this, practical-level implications of these changes were discussed and elaborated 

regarding companies’ business strategies and policies, organisational processes and 

practices, technological system design, personnel training and assignment of new 

responsibilities in their organisations. The paper was intended to help personal data 

intensive companies prepare for the GDPR, manage a successful transition and 

ensure compliance with the new requirements. 

The GDPR and DIR95 were compared through a systematic review, analysis 

and synthesis of the differences in these legislative documents. Article-level 

changes were identified and then analysed to specify the new requirements. The 

changes’ key practical implications for personal data intensive companies were 

further identified. In this way, the key aspects that these companies need to focus 

on when preparing to implement the GDPR requirements were defined. 

As a synthesis of this paper’s results, a framework was developed, with 12 

aspects of the GDPR practical implications. These aspects provide guidance on 

how to prepare for the new requirements and ensure compliance with the GDPR. 

Each aspect’s implications were elaborated in order to outline approaches to their 

implementation and to provide suggestions on how to consider them when 

companies review and revise their organisational and technical privacy protection 

measures and develop new policies. 

The author of this dissertation conducted the systematic review, analysis and 

synthesis of the legislative changes, together with the first author. The author of 

this dissertation was responsible for writing the paper. 
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5 Results 

Previously, information privacy research has mostly focused on personal data 

collection for organisational usage and Internet-based services, such as online 

shopping and networking services. Correspondingly, privacy concerns evaluation 

instruments have mainly been designed for these contexts. The understanding of 

data subjects’ information privacy concerns and privacy behaviour in evolving 

personal data collection contexts with extensive and continuous data collection 

(e.g., in services based on personal mobility data) facilitates the development of 

privacy concerns evaluation instruments and improves their validity for current and 

future personal data utilising services. Through privacy concerns evaluation that 

corresponds well to the data collection context, privacy challenges can be addressed 

in the design and the development of new personal data intensive services. To 

further understand what is needed for the development of the existing privacy 

concerns evaluation instruments, this study explored privacy concerns and data 

subjects’ privacy behaviour in mobility data-based services, as well as reviewed 

and analysed the existing research on these topics. As a result, this study provides 

insights into changing privacy behaviour and information privacy concerns, as well 

as suggestions for the development of the existing privacy concerns evaluation 

instruments. 

5.1 Describing and explaining privacy behaviour and personal 

information privacy concerns in evolving personal data 

collection contexts 

Research question 1 (RQ1): How can data subjects’ privacy behaviour and 

personal information privacy concerns, related to personal data collection, be 

described and explained in evolving personal data collection contexts? 

In line with the results from the earlier data collection contexts and the existing 

PBMs, the following data subjects’ privacy behaviour antecedents were empirically 

identified: privacy concerns, perceived benefits from personal data disclosure, trust 

in data collecting or processing organisations, control over personal data and being 

informed about privacy issues. Despite these similarities, there were new findings 

regarding the subjectiveness of privacy concerns, information privacy concerns 

specific to the mobility data collection context, the types of benefits from personal 

data disclosure, transitiveness of trust, and information needs. In other words, the 
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study found that the existing PBMs and privacy concerns evaluation instruments 

do not fully take into account the characteristics of current and future personal data 

collection contexts. The initial analysis of the PBMs (conducted in the beginning 

of the empirical studies) also showed that the models exhibited significant 

differences regarding their constructs and the constructs’ roles, which may indicate 

the context specificity of the PBMs. 

Most data subjects in our empirical studies had some information privacy 

concerns in the service adoption stage, specifically associated with personal data 

usage, data disclosure to third parties (e.g., for marketing purposes) and access to 

personal data, either in an authorised or an unauthorised way. They had been 

thinking about the purposes of the use of their data, where their data were released 

and who had access to the data. Despite pondering on these concerns (e.g., after 

following a public discussion on privacy protection or discussing information 

privacy with friends or colleagues), the data subjects were not necessarily 

personally worried about their privacy. This result indicates a difference between 

data subjects’ actual privacy concerns and their pondering about privacy matters 

and may reflect the privacy paradox phenomenon (i.e., despite expressing concerns, 

data subjects do not necessarily limit their data disclosure; cf. Acquisti et al., 2015). 

Compared to the earlier research, a new finding was the privacy concerns’ 

dimension of combining driving data with other personal information, which 

reflects data subjects’ perceived risks of interlinking the data in mobility data 

collection contexts. Overall, no strong tendencies towards low or high levels of 

information privacy concerns were observed. Regarding distinct user groups, no 

clear difference between private and company users’ privacy concerns was found, 

contrary to the researchers’ expectation. The empirical studies also showed that data 

subjects’ privacy concerns may change in the course of their experience with the 

service. This possibly stems from the mobility data collection environment’s 

complexity and the users’ lack of awareness about its processing operations when 

they start using the service. Privacy concerns may decrease when data subjects gain 

experience with their service usage and an understanding of the underlying system, 

or they may increase due to new questions raised about privacy. 

In line with privacy calculus thinking, the data subjects were thinking about 

the value of their personal data, as well as the possible benefits as compensation 

for disclosing their data for purposes other than the production of the service to 

which they had subscribed. The majority of the data subjects were willing to 

disclose their mobility data in exchange for various benefits; approximately 70% 

of the surveyed DMS users were willing to disclose their data, at least for one of 
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the following benefits: compensation for service costs, better service, personalised 

service, services provided by different parties and advanced traffic information 

services for common use. Among these benefits, the data subjects were most 

willing to disclose their data in order to receive compensation for service costs and 

to obtain advanced traffic information services for common use. Some users 

explicitly expected to receive some benefits in return for their data disclosure and 

even found it strange that somebody could financially benefit from users’ data in a 

service paid by them (this finding is supported by previous research, cf. Olivero & 

Lunt, 2004). A new finding was that the data subjects’ expected benefits could be 

not only self-serving and egoistic (e.g., in conventional privacy calculus thinking) 

but also driven by altruistic motives (e.g., opportunities to contribute to better 

services for common use through personal data disclosure). This is a significant 

finding regarding personal data disclosure for open data production, in which these 

data are used for the common good. Regarding the difference between private and 

company users, the private users showed a remarkable willingness to disclose their 

data in exchange for benefits, in contrast to company users. 

Data subjects’ privacy concerns do not necessarily hinder their adoption of 

personal data intensive services or personal data disclosure. It seems that the 

potential users’ non-adoption or users’ unsubscription from the service does not 

result from privacy concerns but from their perceived low added value of the 

service compared to its price. If the provided services are valuable to the data 

subjects or some benefits are offered as compensation for data disclosure, most of 

them are willing to disclose their data. This may imply that the net value of the 

service primarily influences data subjects’ decisions to adopt or use the service, 

instead of their privacy concerns.  

Serious distrust in driving data collection was not observed among the data 

subjects. This possibly resulted from transitiveness of trust, that is, data subjects’ 

trust in distinct data collecting or processing organisations determined their trust in 

the whole service ecosystem. For example, data subjects may consider companies 

with an excellent reputation (e.g., a bank or an insurance company) or long 

customer relationships highly trustworthy. Personal long-term experiences with the 

personal data collection in certain contexts (e.g., in the taxi system used by 

professional drivers) may promote trust in appropriate data processing as well. 

Trust of this type may explain the large number of data subjects with only minor 

information privacy concerns. However, trust may decrease if the data are collected 

by parties unfamiliar to the data subjects. In an organisation, trust can be diffused 

through a person who is already familiar with the data collection activities. 
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The importance of personal data processing’s transparency and informing data 

subjects about privacy issues in a clear and easily understandable form seems to be 

emphasised in evolving, complex personal data collection contexts. The need was 

identified specifically for the provision of the following information: identity of the 

controller of the private data, what personal data are collected, purposes of the data 

usage, how the data are stored, whether the data are disclosed to third parties 

(companies or public authorities), who can access the data, in which form the data 

are processed, how accurate the processed data are and whether data subjects can 

be identified based on them, and how privacy protection has been preserved in data 

collection. This information is needed to increase data subjects’ awareness of their 

personal data usage, as well as for their informed consent to collect and use their 

information. The data subjects may also need additional information due to their 

little experience with extensive personal data collection or low interest in 

participating in data collection. 

5.2 Conceptualisation of information privacy concerns and their 

relationships to other privacy behaviour variables 

Research question 2 (RQ2): How are information privacy concerns 

conceptualised in PBMs, and how are they related to other privacy behaviour 

variables? 

The background theories utilised in the design and the development of the PBMs 

do not necessarily provide any specified definitions of privacy concerns. For this 

reason, information privacy concerns have been defined and described in various 

ways in the existing PBMs, even when these PBMs are based on the same 

theoretical backgrounds. Privacy concerns have often been defined based on 

previous theoretical and empirical literature, and they vary in the views on privacy 

(i.e., the data subject’s view and the data collector’s view), levels of subjectivity 

and application specificity. Similarly, privacy concerns’ antecedents (e.g., data 

disclosure risk perceptions or dispositional tendency) can be defined in various 

ways based on previous studies and theories other than the background theories. In 

this study, the following definitions of information privacy concerns were 

identified: loss of privacy (Dinev & Hart, 2004; Libaque-Saenz et al., 2016), loss 

of control over privacy (Lee et al., 2015), uncertainty about personal information 

handling (Li, 2014), unawareness of information usage (Wakefield, 2013), 

opportunistic behaviour related to the submitted data (Dinev & Hart, 2006), use of 
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information (Mothersbaugh et al., 2012) and fairness of information processing and 

usage (Lee et al., 2015; Malhotra et al., 2004). Some PBM studies define privacy 

concerns in a very general way; for example, Bansal et al. (2016) and Kehr et al. 

(2015) refer to the data subjects’ tendency to worry about their information privacy. 

In other studies, privacy concerns have not been defined at all (e.g., Anderson & 

Agarwal, 2011). In the literature on privacy concerns evaluation instruments, 

privacy concerns have typically been studied as a construct with multiple 

dimensions, such as the extent of personal data collection, improper access to the 

data or secondary use of the data (e.g., Smith et al., 1996; Stewart & Segars, 2002). 

Privacy concerns can also be modelled with distinct levels (cf. Li’s 2014 disposition 

towards privacy, online privacy concern and website privacy concern), and 

concerns about personal data collection in general can be distinguished from 

concerns or perceptions associated with a specific application, service, data 

collection context or personal data type (e.g., Kehr et al., 2015). 

The findings of the literature review on PBMs indicate that privacy concerns’ 

roles are not clear among the existing PBMs, and neither the choice of PBMs’ 

background theories nor their application domains explain the differences in the 

relationships between privacy concerns and other privacy behaviour variables. 

Instead, the eclectic use of theories and ad hoc-type modelling for specific purposes 

possibly account for these differences. In the PBMs’ construction, background 

theories have been applied in varied ways, building on different theories and earlier 

empirical research. Therefore, the PBMs rely on various assumptions and 

definitions of model constructs, and their model constructs’ relationships can be 

defined in diverse ways. On one hand, many of the PBMs’ background theories 

(e.g., TRA, expectancy theory, prospect theory) are relatively generic by nature, 

and they do not focus on information privacy or really include privacy behaviour 

variables as their model constructs. For this reason, the roles of information privacy 

concerns may vary substantially among distinct PBMs (e.g., privacy concerns may 

be considered antecedents of risk perceptions or vice versa). On the other hand, 

theories that specialise in privacy and personal information disclosure contexts 

(privacy calculus and CPM) also seem to provide relatively loose starting points 

for the PBMs’ development as they do not explicitly define the roles and the 

relationships among privacy behaviour variables. Similar to background theories’ 

usage, the PBMs’ consideration of the application domain seems to be based on ad 

hoc-type contextualisation through background theory selection or the 

incorporation of contextual factors (e.g., sensitivity of the requested information) 

into the model. 
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In the empirical research of this study, the relationships among three key 

privacy behaviour variables were investigated in the taxi drivers’ driving data 

service pilot through correlation analysis and regression modelling. First, the 

relationships between the data subjects’ information privacy concerns and risk 

perceptions were examined. Based on the literature, it was expected that privacy 

concerns would correlate with risk perceptions. These variables’ relationships to 

the willingness to disclose personal driving data were analysed as well. Because 

the PBMs often present both privacy concerns and risk perceptions as data subjects’ 

expected negative consequences of data disclosure, similar negative relationships 

were expected between both privacy concerns and willingness to disclose data, and 

risk perceptions and willingness to disclose data. Contrary to the first expectation, 

clear dependencies between privacy concerns and risk perceptions were not found. 

This result may indicate that despite being aware of risks associated with personal 

data disclosure, data subjects are not necessarily very concerned about their privacy. 

It is also possible that they report privacy concerns but do not consider possible 

risks critical to their privacy. In behavioural economics, this type of phenomenon 

refers to bounded rationality and behavioural biases (Acquisti & Grossklags, 2007). 

As for the relationship between willingness to disclose data and both privacy 

concerns and risk perceptions, risk perceptions and two variables related to privacy 

concerns (data subjects’ perceptions of other drivers’ privacy concerns and 

discussing information privacy with other drivers) independently affected the data 

subjects’ willingness to disclose data. It seemed that the effects of privacy concern-

related variables were represented by the data subjects’ perceptions of others’ 

privacy concerns rather than their own, and they might reflect the current trend of 

following and discussing privacy issues. Overall, the results indicate that both 

information privacy concerns and risk perceptions are related to privacy behaviour, 

but it is not clear how these variables are dependent on each other. 

5.3 Development of information privacy concerns evaluation in 

evolving personal data collection contexts 

Research question 3 (RQ3): How can the evaluation of data subjects’ 

information privacy concerns be developed to correspond to evolving personal 

data collection contexts? 

The existing instruments for evaluating information privacy concerns can also be 

used as starting points for evaluations in the new and evolving personal data 
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collection contexts. However, they may need to be revised and complemented to 

ensure their validity in these contexts. In the empirical research of this study, the 

following observations were made regarding the evaluation instruments’ 

development. In the evolving personal data collection contexts, data subjects may 

have context-specific privacy concerns, not yet incorporated into the evaluation 

instruments as privacy concerns’ dimensions. As these contexts are typically 

complex and the underlying systems’ operations are not necessarily clear to the data 

subjects, privacy concerns may change during the service use, along with the data 

subjects’ knowledge of and experiences with the data collecting system. Although 

data subjects ponder on privacy issues (e.g., when future government services, such 

as the possibility of driving-based charging, are discussed in public), they are not 

necessarily personally worried about their privacy. In addition to privacy concerns, 

it may be reasonable to incorporate data subjects’ information disclosure risk 

perceptions into privacy concerns evaluation instruments to improve the validity of 

these instruments. 

In the mobility data collection context, the strongest privacy concerns’ 

dimensions were identified as follows: personal data disclosure to third parties, 

access to data and purposes of data usage. This result is in line with the earlier 

research findings and the existing evaluation instruments’ key dimensions, and the 

corresponding aspects are also taken into account in the data privacy legislation. 

However, the existing evaluation instruments do not necessarily include all privacy 

concerns’ dimensions that are relevant to the new data collection contexts with 

extensive personal data collection and usage for various purposes. In this study, an 

indication of a new dimension specific to the mobility data collection context was 

found, namely concerns about combining driving data with other personal 

information. This dimension reflects the data subjects’ perceived risks of 

interlinking the data, associated with tracking of their spatiotemporal data. 

Dependencies were detected between separate privacy concerns’ dimensions (i.e., 

a user with high concerns about one dimension can be expected to have high 

concerns about other dimensions as well). Similar to the privacy concerns’ key 

dimensions, this result is consistent with the earlier research findings. This study’s 

results also indicate that data subjects’ privacy concerns may change (either 

decrease or increase) in the course of their experience with the service and 

increased awareness of its personal data processing operations. This finding should 

be borne in mind when evaluating privacy concerns in practice. 

Previously, information privacy concerns have been evaluated in a way that 

does not necessarily reflect data subjects’ personal privacy concerns. Instead, the 
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data subjects may report privacy concerns when pondering on various privacy 

issues that have been discussed in public or among their friends or colleagues 

(specifically, when they do not have enough information about personal data 

collection and processing). It is highly relevant to distinguish actual concerns from 

such pondering to evaluate privacy concerns validly, and this result should be taken 

into account in the development of privacy concerns evaluation. 

In mobility data-based services, the purpose of the data usage may affect data 

subjects’ privacy concerns and privacy behaviour. For this reason, possible 

differences between user groups (i.e., private and company users) were investigated. 

The results indicated private users’ possibly higher privacy concerns but no clear 

differences between these groups. Similarly, differences were not found between 

the groups with respect to personal privacy concern levels. However, regarding 

privacy behaviour, private users were remarkably more willing to disclose their 

data compared with company users. 

In addition to privacy concerns, data subjects’ information disclosure risk 

perceptions reflect their views on privacy issues associated with personal data 

collection. Although these two privacy behaviour antecedents’ roles are 

controversial in the research on privacy behaviour, they both affect the willingness 

to disclose personal data and can together provide diverse views on data subjects’ 

privacy perceptions. This study’s results highlight the multifaceted nature of 

privacy concern-related variables and different aspects of privacy concerns; data 

subjects’ reported privacy concerns may in fact reflect their general awareness of 

privacy issues based on public discussions, discussions with other people or other 

people’s perceptions of privacy, rather than their personal privacy concerns as such 

(however, it is noteworthy that this awareness may affect data subjects’ privacy 

behaviour as well). To deal with this phenomenon, risk perceptions can be 

evaluated in combination with privacy concerns. This approach can offer additional 

insights into data subjects’ views on their privacy regarding the probabilities and 

the consequences of various privacy incidents. In this study, the strongest 

perceptions of information disclosure risk probabilities were identified as follows: 

personal mobility data disclosure to parties not agreed, combining personal 

mobility data with other personal information, and personal mobility data 

disclosure to authorities. As for risk consequences, the strongest risk perceptions 

were personal mobility data disclosure to parties not agreed, accidental personal 

mobility data disclosure to parties not agreed and personal mobility data disclosure 

to authorities. These perceptions of risk probabilities and consequences seemed to 

correspond closely. Similar to the strongest privacy concerns’ dimensions identified 
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in the empirical research of this study, they also emphasised personal data 

disclosure to third parties. Data subjects’ perceptions of risk probabilities and risk 

consequences appeared to strongly correlate with each other. Furthermore, all 

survey items on risk probabilities and consequences correlated with each other. 

These results indicate that the risk perceptions incorporated into the survey 

instrument measure closely the same aspect, that is, an extensive set of risk 

perceptions may not be required for evaluating them. However, when selecting the 

evaluation items, it should be borne in mind that the data subjects may have limited 

understanding and awareness of the possible risk consequences compared with the 

risk probabilities that may be easier for them to assess, for example, based on 

privacy-related issues discussed in public. 

Overall, in the development of instruments for evaluating information privacy 

concerns, the changing conditions for personal data collection and processing and 

legislation need to be taken into account. For example, the GDPR introduces the 

data subjects’ new rights regarding control over their data (e.g., through its right to 

be forgotten and right to data portability), as well as the requirements for a service 

provider to inform data subjects about its data processing operations and respond 

to their information requests. Changes of this type may affect the data subjects’ 

views on their privacy and hence need to be accounted for in the development of 

evaluation instruments. The changing legislation as such may also entail need for 

further development of privacy concerns evaluation. For example, the GDPR 

advises personal data collecting companies to seek data subjects’ views on data 

processing as part of the data protection impact assessment that it requires, as well 

as consult them in preparing sector-specific codes of conduct.   

5.4 Validity and limitations of the research 

In this study, the validity discussion is primarily based on the validity strategies of 

mixed-method research due to the validity threats deriving from the study design, 

with data integration aiming to build a quantitative feature on qualitative findings. 

In software engineering research, a study’s validity is often addressed following the 

guidelines by Runeson and Höst (2009), Yin (2009) and Wohlin et al. (2012). The 

validity discussion in this study is structured based on the four validity types and 

their consideration, similar to those used by Runeson and Höst (2009) and Yin 

(2009), as follows: external validity, internal validity, construct validity and 

reliability. 
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The procedures for assessing the validity of a study’s data, its results and their 

interpretation differ in quantitative and qualitative research. In mixed-method 

research, the strategies for integrating these two types of validity assessments have 

not been clear, and the associated terminology has been controversial (cf. Creswell 

& Plano Clark, 2017; Tashakkori & Teddlie, 2003). Early discussions about the 

topic distinctively focused on both quantitative and qualitative approaches, whereas 

more recently, specific mixed methods’ validity considerations have emerged with 

the integration aspects of the different study designs, taking into account separate 

stages of the research process (Creswell & Plano Clark, 2017). The most recent 

discussions suggest applying the validity strategies developed for different mixed-

method designs. 

Creswell and Plano Clark (2017) stress that the validity threats of a mixed-

method study are specific to the used study design because each design has its own 

logic and intent to obtain inferences of a certain type. They present different 

strategies to minimise the validity threats of the core mixed-method designs and 

suggest that researchers identify the points of research procedures where validity 

challenges may emerge. For an exploratory sequential design, Creswell and Plano 

Clark list the following three validity threats: not building the quantitative feature 

(in this study, survey instruments) based on the qualitative results, not developing 

rigorous quantitative features and selecting participants for the quantitative test 

who are the same individuals comprising the qualitative sample. In this section, the 

study’s validity is discussed with respect to these threats, the corresponding 

strategies to minimise them (proposed by Creswell and Plano Clark), as well as the 

points of research procedures with validity challenges.  

5.4.1 External validity 

The purpose of the quantitative phase of an exploratory sequential design is to 

generalise the qualitative phase’s results to a population (cf. Creswell & Plano 

Clark, 2017). A successful exploitation of qualitative results in the quantitative 

phase further contributes to the external validity of the research. To ensure this, the 

participants in the quantitative phase should be different from those in the 

preceding qualitative phase, and the quantitative study’s sample size should be 

large enough to make claims about generalisations to the population. This study’s 

qualitative phases involved different types of interviewees to gain an initial 

understanding of the data subjects’ privacy behaviour and information privacy 

concerns. In addition to the DMS users and taxi drivers, non-users and 
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representatives of the data controller organisations were interviewed. This type of 

triangulation improves the study’s qualitative validity, as well as minimises the risk 

of using the same informants in qualitative and quantitative phases. It is still 

possible that the DMS user interviewees also participated in the quantitative DMS 

survey because the survey invitation was sent to the whole user population. The 

sample sizes of the DMS users (n = 62) and the taxi drivers (n = 44) in the 

quantitative phases were somewhat small due to the fixed size of the DMS user 

base and the population of taxi drivers in a single city. However, relatively large 

populations of real users  (n = 500) and, respectively, professional drivers (n = 300) 

were used as the basis of the quantitative data collection (of these, the DMS 

customers used the service in the whole country), which mitigated the validity 

threat of using the same participants in both qualitative and quantitative phases, as 

well as improved the validity of the data collection compared with random or 

convenience sampling. Furthermore, the effect of this validity threat was possibly 

reduced by the fact that new quantitative instruments were not developed based on 

the qualitative results only; instead, an existing instrument was contextualised, 

building also on the extensive knowledge about the corresponding instruments and 

their usage. 

In this study, external validity threats stemming from sources other than the 

study design and the integration of the results from both qualitative and quantitative 

phases deal with the characteristics of the interviewees and the survey respondents, 

the context-specificity of the findings and the time span of the research. Regarding 

the informants, the results’ generalisability may depend on the fact that many of the 

service users are possibly early adopters interested in new technologies and open 

to trying them. Compared with average users, they may have a better understanding 

of the mobility data collection systems, as well as higher awareness of actual 

privacy risks related to the usage of these systems. Users of this type may also be 

more willing to take risks with respect to their information privacy. As for the 

survey involving the taxi drivers, those with no on-board data collection devices 

installed in their cars were also included in the population, and in fact, the majority 

of the respondents were not using these devices during the survey data collection. 

One validity threat associated with collecting data on individuals’ information 

privacy behaviour and privacy concerns is the possible nonresponse bias due to 

their disinterest in privacy. This threat was mitigated by conducting the quantitative 

surveys as part of more extensive questionnaires on service adoption and the 

development of mobility data-based services. 
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Regarding the studied context, two aspects should be taken into account when 

interpreting the results. In line with the research questions, this study investigated 

privacy behaviour and privacy concerns evaluation in evolving personal data 

collection contexts. Specifically, it focused on mobility data-based services that can 

be considered examples of current and future personal data intensive services with 

extensive data collection and utilisation for multiple purposes. However, in 

personal mobility data-based services, users’ privacy behaviour and privacy 

concerns may differ from other personal data collection contexts due to the 

continuous monitoring of users’ driving behaviour and physical location, as well as 

the possibilities for open traffic data production and data usage by different parties 

(e.g., public sector agencies). As privacy behaviour and privacy concerns depend 

on both cultural and political contexts, the results’ generalisability is also dependent 

on the country in question. 

Concerning the time span of this research, it is highly relevant to consider the 

extent to which this study’s results can be generalised across current and future 

personal data intensive services. Privacy behaviour and privacy concerns can be 

expected to change along with the increasingly comprehensive personal data 

collection, the recent privacy breaches and data subjects’ increased awareness of 

possible privacy issues, as well as their adaptation to the inclusive data collection 

culture. Specifically, the possibly limited generalisability of the results obtained 

from the empirical research in a DMS pilot should be borne in mind in subsequent 

data collection environments due to its early timing in the research process. 

5.4.2 Internal validity 

In an exploratory sequential design, a major threat to the internal validity of the 

results occurs when interpreting and utilising qualitative findings for the 

development of a quantitative feature. If correct inferences and proper insights into 

the research topic are not obtained based on the qualitative results, the internal 

validity threat may be propagated to the quantitative feature, hence decreasing its 

validity and quality. To minimise this threat, Creswell and Plano Clark (2017) 

recommend making explicit how each major qualitative finding is used to inform 

the development of the quantitative feature. 

As the qualitative results of the exploratory sequential design inform its 

quantitative phase, decisions have to be made about which results from the 

qualitative phase will be used and in what way in order to build the quantitative 

feature. In the qualitative data collection for this study, triangulation (i.e., selecting 
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interviewees with different roles regarding the usage of mobility data-based 

services and utilising the expertise of the data controller organisations’ 

representatives) was used to strengthen the validity of the qualitative findings as 

such. This improved the possibilities to make valid inferences based on the data 

and utilise them in an appropriate way in the quantitative phase, as well as provided 

a solid basis for the development of the survey instruments. The interview as a 

research method may pose certain threats to validity, especially due to the interview 

questions that may be leading by nature and the interviewees’ inability to recall past 

experiences. To minimise the threat of leading questions and contribute to the 

validity of the inferences, the researchers aimed at a neutral formulation of the 

questions and paid attention to their wording as well (e.g., privacy matters were 

discussed instead of privacy issues or privacy risks). Issues with recalling the past 

can be addressed by combining an interview with an observational study in some 

cases. However, the suitability of this type of study for exploring drivers’ 

perceptions of their privacy would have been limited as the study did not focus on 

how the interviewees operated the DMS but on their views regarding privacy in the 

course of the service adoption and usage, as well as the questions raised during this 

time.  

The analysis of the qualitative data was based on the existing PBMs and 

privacy concerns evaluation instruments. This increased the validity of the results 

because the findings could be reflected on the established conceptualisations, 

variables and models. Correspondingly, the survey instruments could be 

constructed by building on the existing knowledge and complementing them with 

the new context-specific findings. Against this backdrop, reporting disconfirming 

evidence (cf. Creswell & Plano Clark, 2017) could be done effectively. 

Disconfirming evidence refers to the information whose perspective is contrary to 

the established evidence, and this type of information can be perceived as 

confirming the accuracy of the data analysis (e.g., the difference between actual 

privacy concerns and pondering on privacy issues, and the demand for altruistic 

benefits were detected in this study). The existing knowledge also mitigates the 

validity threats associated with the interview as a data collection method. Although 

attention was paid to avoiding the use of leading questions, the interview themes 

and their order may have affected the progress of the interviews and their findings 

that could now be reflected on the earlier research results.  

Overall, the study’s main qualitative findings were written down in the 

interview summaries by individual interviewers and then cross-checked by another 
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interviewer to ensure the summaries’ consistency with the original data. These 

summaries were then used for designing the survey instruments. 

When interpreting the results obtained through the survey instruments, the 

possibility of the response bias associated with self-reporting should be considered, 

as well as its implications for internal validity. Specifically, social desirability may 

affect the responses about privacy perceptions and behaviour. For example, 

reporting the willingness to disclose personal data for specific purposes (e.g., 

producing services for common use) may be biased towards socially desired 

outcomes. Moreover, as the surveys were conducted as part of more extensive user 

studies exploring drivers’ experiences of the services and their needs for future 

services, the respondents might have intended to influence the service development 

by underestimating or overestimating their perceptions. Similar to the interviews, 

the respondents’ inability to recall the past should also be considered a possible 

threat to internal validity because some survey items dealt with the earlier stages of 

the service adoption and usage.  

5.4.3 Construct validity 

The development of the quantitative feature, followed by the qualitative data 

analysis in an exploratory sequential design, poses a threat to construct validity, 

that is, the possibility of using inadequate concepts and measures of variables for 

the instrument to be developed. In this research phase, it should be ensured that the 

instrument items measure what they intend to measure and that they cannot be 

misunderstood by the respondents. To address the construct validity threat, 

Creswell and Plano Clark (2017) suggest using systematic procedures to design the 

quantitative feature. Specifically, in the survey development, they recommend 

applying rigorous procedures in the scale development. 

In this study, the survey instruments were built on both the results from its 

qualitative phase and the existing privacy concerns evaluation instruments. The 

existing PBMs were also utilised in the instrument development to bring out the 

aspects that were not yet included in the privacy concerns evaluation. In this way, 

the approved questionnaire items and scales could be exploited with new 

knowledge from both the qualitative findings of the study and the existing privacy 

behaviour research that would be highly relevant to the privacy concerns evaluation. 

The integration and the elaboration of all this knowledge jointly enabled the 

identification of the possible challenges in the interpretation of the survey items 

and their contents. These challenges were addressed when designing the survey 



77 

questions and statements (e.g., the respondents’ actual privacy concerns and just 

pondering on various privacy issues were distinguished from each other using 

distinct items for these variables), which further contributed to the development of 

the privacy concerns evaluation and addressed RQ3 of this study. 

Survey studies have limited possibilities to obtain detailed data. Moreover, the 

lack of interaction between the respondents and the researchers offers no possibility 

for the respondents to check the meaning of the questionnaire items, which poses 

the risk of misunderstanding the questions. In the information privacy domain, it is 

not always clear whether the survey respondents merely report their own 

perceptions or reflect the public discussion (e.g., about their privacy concerns). 

Regarding the items on privacy concerns, these risks were mitigated by 

distinguishing the respondents’ subjective privacy concerns from their pondering 

on privacy issues, as described in the previous paragraph. Overall, privacy 

behaviour variables were measured using several questions pertaining to different 

dimensions or aspects of these variables. The survey questionnaires were reviewed 

and pilot-tested by a DMS operator’s representative and a small group of taxi 

drivers to check the items’ readability. Based on these, minor changes were made 

in the wording of the questionnaire items. To prevent the respondents from 

misreading the questionnaire scales, the numerical values of all Likert-type scales 

were explained in words separately for each survey question because the values’ 

meanings varied from one item to another.  

5.4.4 Reliability 

Addressing and assessing both quantitative and qualitative reliability of the 

exploratory sequential design were highly relevant to this study because a 

quantitative feature was developed by building on the qualitative data collected in 

a context that clearly differed from the earlier ones and possibly with privacy 

perceptions and behaviour specific to it. Quantitative reliability refers to the 

instrument’s item consistency and the stability of the responses received from the 

respondents over time (cf. Creswell, 2009; Creswell & Plano Clark, 2017). 

Qualitative reliability, sometimes called procedural reliability, is associated 

primarily with the appropriateness and the accuracy of qualitative data collection, 

analysis and interpretation methods, such as transcription procedures (cf. Creswell 

& Plano Clark, 2017). 

The quantitative features (i.e., the survey instruments) developed in this study 

were built on the knowledge about the existing privacy concerns evaluation 
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instruments and PBMs. The existing key evaluation instruments have been widely 

used, and their reliability has also been investigated with respect to their dimensions. 

However, the instruments used in this study significantly differed from those 

presented in the earlier research (e.g., personal information privacy concerns were 

distinguished from just pondering on privacy issues, and risk perceptions were 

evaluated in parallel with privacy concerns), which might distort their reliability. 

As the DMS survey instrument was developed by complementing an existing 

instrument with new dimensions, its reliability was assessed by calculating and 

comparing the descriptive statistics (specifically, means and medians) of all the 

dimensions incorporated into the instrument. The taxi drivers’ survey incorporated 

different types of privacy behaviour variables representing distinct aspects of 

privacy perceptions (identified in the preceding DMS pilot study). Therefore, the 

survey’s reliability was tested through item consistency based on Cronbach’s alpha, 

as well as a correlation analysis, and these results were taken into account when 

discussing further usage of the instrument. Although the developed instruments 

probably provide more elaborated views on the data subjects’ information privacy 

concerns and privacy behaviour, it may be difficult to assess their stability with 

respect to the earlier instruments because their items are not completely comparable 

or commensurate with the latter. Furthermore, although the studied context can be 

considered an example of the evolving personal data collection domains, it is highly 

specific by nature, which may decrease the possibilities of the study’s exact 

replication. However, the key dimensions of the developed instruments were 

similar to the existing ones, and the new aspects of the privacy behaviour variables 

can be regarded as complementary insights guiding the evaluations’ future 

development.  

In this study, qualitative reliability was ensured through the following means. 

Triangulation was used by conducting interviews with different types of informants. 

All interviews that were included in the study were carried out by at least two 

researchers. The researchers then wrote interview summaries for the data analysis 

phase based on the recordings and their notes, and these summaries were cross-

checked, corrected and particularised by another researcher who had been present 

in the interview session. The threat of the researchers’ subjectivity to reliability was 

mitigated in the data collection and analysis by employing several persons in both 

planning and conducting the interviews, as well as in analysing the collected data. 
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6 Conclusions 

The objective of this study was to advance information privacy concerns evaluation 

and privacy behaviour modelling in evolving personal data collection contexts 

whose characteristics differed from the earlier ones (e.g., increasingly 

comprehensive personal data collection and usage for various purposes, as well as 

continuous monitoring of individuals and modelling of their behaviours). 

Specifically, this study intended to explore how these changes in personal data 

collection and utilisation should be addressed in the development of privacy 

concerns evaluation instruments. The study’s starting point was to gain an 

understanding of how to develop instruments for evaluating information privacy 

concerns in different personal data collection domains and how to adapt the existing 

instruments to the changes. In this way, the instruments could be efficiently utilised 

to address information privacy issues in new personal data intensive services.  

During the research process, it was found that the development of privacy 

concerns evaluation instruments was not a straightforward undertaking, and certain 

challenges might have to be addressed before the development could be validly 

carried out. Information privacy concerns evaluation has traditionally focused on 

different dimensions of data subjects’ privacy concerns. Nonetheless, the research 

on information privacy behaviour shows that privacy concerns are not the only 

antecedents of individuals’ privacy behaviour. For example, risk perceptions 

associated with personal data collection and processing affect data subjects’ usage 

of personal data intensive services and willingness to disclose data to them. For this 

reason, the study explored the applicability of other privacy behaviour variables to 

complement privacy concerns evaluation. Furthermore, in the study’s early stages, 

the relationships between privacy behaviour antecedents in the existing PBMs were 

observed as conflicting among the models. Therefore, the reasons for these 

inconsistencies were investigated to gain an understanding of the relevance of 

different privacy behaviour variables to privacy concerns evaluation and 

incorporate them into the privacy concerns evaluation instruments. In the course of 

the research, the GDPR was proposed and came into force at the end of the research 

process. Investigating the legislative changes introduced by the GDPR was 

perceived as highly relevant to this study because the GDPR provides future 

conditions for personal data collection and processing and in this way, possibly 

affects data subjects’ perceptions of their privacy. Therefore, a review, an analysis 

and a synthesis of the GDPR changes were conducted. Overall, this study 

contributes to the development of information privacy concerns evaluation by 
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investigating privacy behaviour and privacy concerns in evolving personal data 

collection contexts, offering insights into the utilisation of the PBMs in the 

evaluations and providing outlines of how to adapt the existing evaluation 

instruments to new contexts.  

6.1 Main contributions 

This study’s main contributions consist of three overall findings obtained from the 

synthesis of the results of the individual Papers I–IV. In addition to these 

contributions, an ancillary contribution of Paper V outlines the future legislative 

conditions for personal data collection and processing that need to be taken into 

account in the development of the evaluation of information privacy concerns. All 

these contributions are summarised below. 

1. Privacy behaviour and information privacy concerns in evolving personal data 

collection contexts have characteristics that differ from those of the earlier 

contexts. In evolving personal data collection contexts and personal data 

intensive services (e.g., mobility data-based services investigated in this study), 

data subjects seem to manifest privacy behaviour that differs from those 

observed in the earlier data collection contexts. Similarly, they have 

information privacy concerns that clearly stem from the data collection 

context’s characteristics and differ from the privacy concerns’ dimensions 

traditionally incorporated into privacy concerns evaluation instruments. These 

differences result from not only the extensive personal data collection and 

usage but also the data subjects’ possibly limited awareness of the underlying 

systems and possibilities to interlink the data, as well as the service ecosystems 

with several personal data collecting or processing parties that are not 

necessarily familiar to the data subjects. In this type of environment, data 

subjects tend to ponder on various privacy issues or may discuss these issues 

with other people, still not necessarily personally worried about their privacy 

(i.e., privacy concerns can be considered multifaceted by nature). Furthermore, 

their privacy concerns may change during their service usage as their 

awareness of the complex data collection environment’s processing operations 

increases. Overall, transparency and information provision to the data subjects, 

with respect to their personal data collection and processing, seem to play an 

even more important role in privacy behaviour compared with the traditional 

data collection contexts. All these findings imply that when evaluating privacy 
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concerns in evolving personal data collection contexts, the characteristics of 

the context in question should be elaborated and considered.  

2. PBMs conflict with one another, and there are inconsistencies among privacy 

behaviour antecedents’ relationships. The roles of information privacy 

concerns and other privacy behaviour variables are not clear among the 

existing PBMs. The PBMs are often built based on the eclectic use of 

background theories, earlier empirical research and ad hoc-type modelling, and 

the differences among the models can neither be explained by the choice of 

their background theories nor by their application domains. Furthermore, 

information privacy concerns have been defined and described in various ways 

in the PBMs because the background theories do not necessarily provide any 

specified definitions for them. These shortcomings make it challenging to 

interpret the PBM studies’ results and apply the models’ insights on privacy 

behaviour to privacy concerns evaluation. Overall, information privacy 

concerns seem to constitute a multifaceted construct whose successful 

application in privacy concerns evaluation demands detailed elaborations of 

both the existing knowledge and the situation in question.  

3. Privacy concerns evaluation instruments need to be adapted to evolving 

personal data collection contexts. The existing information privacy concerns 

evaluation instruments and their key dimensions are also valid starting points 

for evaluations in evolving personal data collection contexts. However, these 

instruments need to be revised and adapted to the new contexts utilising 

evolving data collection technologies. This study’s results indicate that the 

existing instruments should be complemented with new context-specific 

dimensions. Furthermore, a distinction between data subjects’ actual, 

subjective privacy concerns and just pondering on privacy issues was observed. 

Privacy concerns evaluation instruments have not traditionally distinguished 

these two concepts, and the finding is highly relevant, specifically to 

evaluations in complex data collection environments, where the data subjects 

may be pondering on privacy issues due to their lack of information on data 

processing operations. In addition to information privacy concerns, other 

privacy behaviour antecedents reflect data subjects’ views on privacy issues, 

such as their perceived risks of personal data disclosure. This study’s findings 

indicate that it may be reasonable to incorporate data subjects’ risk perceptions 

into privacy concerns evaluation instruments to obtain more diverse views on 

their privacy perceptions (specifically regarding the probabilities and the 

consequences of various privacy incidents) and to improve the validity of the 
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evaluation instruments. The findings also suggest that the changing legislative 

conditions need to be taken into account in the development of privacy 

concerns evaluation as legislative changes may affect the data subjects’ views 

on their privacy (e.g., when new requirements are introduced regarding control 

over their data or information provision by the data controllers). The changing 

legislation as such may also imply the need for the development of privacy 

concerns evaluation instruments so that the data controllers can utilise them to 

gather the required information for implementing privacy protection (e.g., the 

GDPR advises personal data collecting companies to seek data subjects’ views 

on data processing as part of the data protection impact assessment). 

6.2 Future research 

Based on this study’s results, an important future research topic is how to validly 

incorporate constructs of information privacy concerns into privacy concerns 

evaluation instruments in new data collection contexts. Research is needed in 

different contexts to obtain an overall view of new privacy concerns’ dimensions 

stemming from each data collection context’s characteristics. For example, it would 

be useful to validate the results in the personal health data collection domain, where 

the collected data are often perceived as even more sensitive compared with 

personal mobility data. Similarly, the multifaceted nature of information privacy 

concerns should be elaborated in various contexts, and more empirical evidence for 

this aspect should be gained to validly apply it in practical privacy concerns 

evaluation. 

Privacy behaviour antecedents other than privacy concerns have not been 

included in privacy concerns evaluation instruments previously. Instead, these 

instruments have consisted of privacy concerns’ dimensions alone. This study 

provides an initial understanding of how to complement evaluation instruments 

with data subjects’ risk perceptions associated with their personal data disclosure, 

based on the knowledge gained from PBMs. This type of research opens up a new 

research strand and demands subsequent studies on the application of different 

privacy behaviour antecedents in privacy concerns evaluation instruments (i.e., 

these instruments can be extended to privacy behaviour evaluation instruments). 

Based on this study’s results, it is recommended that this development be based on 

the PBMs’ background theories to properly consider the grounds for privacy 

behaviour antecedents’ inclusion and take into account privacy behaviours’ context 

specificity. Regarding the practical purposes of privacy concerns evaluation in 
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personal data intensive services, it may be informative to obtain a broad view on 

the data subjects’ privacy behaviour and for example, their value consideration with 

respect to data disclosure benefits (e.g., benefits driven by altruistic motives may 

be decisive in personal data disclosure for open data production and the common 

good related to it, and they may be perceived differently in various cultures). 

This study’s findings suggest utilising the knowledge from PBMs in the 

evaluation of information privacy concerns due to the models’ diverse insights into 

privacy behaviour antecedents. However, as the PBM research is relatively 

fragmented and incoherent, further research is needed on how to validly model 

privacy behaviour. This study provides an initial understanding of this research 

problem, but substantial effort is still needed to conduct an extensive analysis of 

the models’ application of background theories, as well as their contextualisation 

in different application domains. 

As this study’s starting point was to provide insights into the development of 

the evaluation of information privacy concerns, it was initially intended to include 

an SLR and an analysis of the existing privacy concerns evaluation instruments. A 

review and an analysis of this type should now be conducted, building on the 

understanding gained through the new research problems that were identified and 

addressed during the research process. On one hand, this study’s results help in the 

analysis of the existing instruments, for example, with respect to their context 

specificity and the multifaceted nature of privacy concerns. On the other hand, it 

would be interesting to validate this study’s findings through a review of the 

existing privacy concerns evaluation instruments. 

Finally, future research should take into account the technological, legislative 

and cultural changes that affect the conditions for personal data collection and data 

subjects’ perceptions of their privacy. Moreover, considerations of ethics and 

responsible usage of personal data are becoming increasingly important to data 

processing as new applications are continuously evolving into more and more 

autonomous and intrusive forms, with partly unforeseeable consequences and even 

adverse effects on both individuals and society. These aspects have not yet been 

fully reflected in the legislation; hence, they cannot be addressed solely through the 

existing legal obligations. Overall, further research demands continuous and active 

monitoring of the data intensive technologies’ evolution and observations of the 

data subjects’ views on the prevailing data collection culture. By doing so, research 

on information privacy concerns and privacy behaviour can be carried out to 

contribute to safeguarding the interests of individuals, personal data processing 

companies and the entire society. 
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