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Abstract—The internet of things (IoT) application domain is 

evolving continuously and is expected to bring digitalization 

making everything smart. This paper presents reference 

architecture for IoT system. Moreover, full implementation of 

such architecture is demonstrated with the IoT testbed deployed 

at the University of Oulu. Leveraging MQTT protocol, 

LoRaWAN is utilized as an IoT enabler technology for our 

platform, comprising a cloud server as well. In addition, a 

hybrid server is added to the platform to enable enhanced 

performance and functionality. To showcase the potential 

impacts of augmented reality (AR) based applications in an IoT 

infrastructure, we implemented and tested the maintenance 

support application. The implemented application visualizes 

environmental conditions and the sensor node itself as an 

augmented object on a mobile phone. A user study is carried out 

to discuss and showcase the potential impacts of using such a 

visualization approach.  

Keywords— internet of things; augmented reality; 
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I. INTRODUCTION 

Fostering innovation and digitalization, internet of things 
(IoT) applications have implications in almost every aspect of 
human life. Prominent examples include smart cities, 
transportation, and healthcare [1]. To achieve its goals, IoT 
system needs diverse kinds of devices, sensors, and actuators 
deployed, for example in homes, hospitals, and universities. 
Collecting, analyzing, and presenting the insights from the 
data collected from these diverse devices is challenging. 
Although, prior IoT research and industry communities have 
paid great attention to IoT devices deployment, real-time 
visualization on mobile phone received  limited research 
attention.  

Dashboards are the most commonly used way of 
visualizing IoT data today, however, visualizing this 
information with an augmented reality (AR) [2] application 
may bring number of benefits to the management and 

optimization of services. The AR visualization enables 
showing the IoT information on top of the real world. The 
benefits of utilizing AR for information visualization in IoT 
applications is that in addition to delivering real-time 
information, it also creates connection between virtual and 
physical worlds. Using AR technology for information 
visualization of IoT data can help in improving, for example, 
the maintenance of the large network of sensors/devices.  

The number of IoT architectures have been proposed in 
earlier research projects [1]. The steadily increasing number 
of new use cases require significant improvements in existing 
IoT architecture to cope with the expected digitalization trend. 
Nowadays, two primary categories of IoT-grade 
communication technologies such as massive machine type 
communication (mMTC) and ultra-reliable low latency 
communication are coming forward. As we show in this 
paper, development and deployment of IoT platform, is a non-
trivial task, which can be implemented in various ways. In 
addition, AR applications for campus navigation and 
visualization of machine operation in industries, have already 
been implemented and tested [4]-[6]. These papers studied 
different aspects of transmitting sensor data with diverse 
underlying IoT technologies. LoRa wide area network 
(LoRaWAN), one of promising technology in this digitized 
trend, follows Aloha protocol designed for long-range 
communications; that simplifies media access control layer. 
However, random access may bring collision when large 
number of LoRa sensor nodes transmit data simultaneously. 
Therefore, application of LoRaWAN is exacerbated for 
mMTC rather than critical communications [7]. Our 
developed IoT platform is equipped with large-scale 
LoRaWAN and mobile AR application data visualization 
capabilities. We find this combination beneficial for 
upcoming IoT trend, whilst providing the new type of campus 
maintenance services for the user. To achieve that, we added 
local server to the platform. This server improves performance 
and enriches service functionality, as it, following the edge-
computing paradigm, brings use case closer to the end user. 



The architecture is supposed to non-critical mMTC which in 
principle is not delay sensitive [7]. Therefore, this addition 
will not be a bottleneck for use cases able to handle few 
milliseconds of delay. 

Prior research has not focused much on end users. It has 
been investigated how people are made aware of IoT 
infrastructure available in the environment and how to deliver 
the IoT information in understandable and convenient manner 
[1]. Moreover, despite the rich attention from community to 
IoT research, sharing of results of concrete use cases 
implementing the real-world IoT system is rare as well. 
Therefore, this paper reports on the design and development 
of IoT system for Tellus Innovation Arena spaces in 
University of Oulu designed to make connections and enable 
cooperative work. First, we describe the reference architecture 
with adaptation of hybrid schema for such use case. Then, we 
provide details on system design and implementation. Finally, 
we introduce and analyze our AR application built on top of 
the designed IoT system. 

The rest of the paper is structured as follows. Section II 
reviews the related work, section III presents reference 
architecture and section IV discusses its implementation. 
Afterwards, section V presents AR application and its 
evaluation. Section VI discusses the results of the conducted 
user study. Finally, section VII presents conclusion of the 
paper. 

II. RELATED WORK 

Several surveys identify different frameworks for IoT-
based applications [8],[9]. Mostly, IoT frameworks are 
delivered as middleware solutions including device 
management, platform portability, context-awareness, 
security, and privacy properties. Such surveys explore IoT 
revolution, which comprises of emerging IoT sensor 
networks, communication technologies, internet and 
application protocols. Finally, Al-Fuqaha et al. [8] provide 
technical details of different IoT architectures and 
corresponding prototypes that deliver desired services. 
Daneels et al. [9] propose IoT platform which can serve both 
Low-power Wireless Personal Area Network and multi-hop 
Wireless Sensor Network technology. Initial hardware and 
software prototype for this IoT architecture was presented. 
Their article provides the performance evaluation results by 
comparing these two technologies in different situations such 
as power consumption, RSSI, throughput, and latency.  

Typically, the IoT indoor monitoring systems deliver 
information to their users via dashboards through Web portals 
or mobile applications [3],[10]. Such solution provides greater 
opportunities for analysis of both real-time and historical 
information that can be accessed from anywhere. In addition, 
notification mechanisms could be integrated into the 
dashboard [10]. Ahrabian et al. [11] provide a case study, 
where analysis of IoT sensor data, consisting of a CityPulse 
data set, is enabled through a web application, requiring no 
installation of additional tools by the end-user. The analysis, 
which the user can request by combining different algorithms 
in an HTTP request, is performed on the web server [11].  

AR technology allows supplementing the real world view 
with additional generated content, like images, and sensor data 
[6]. Such content supplement is based on visual markers, GPS 
location or analysis of the images of the place. White and 
Feiner [12] present SiteLens system visualizing relevant 

virtual data directly in the context of the physical site. Other 
examples include SmartSantander project that has developed 
the AR application allowing real time access to traffic and 
beaches cameras, weather reports and forecast, public buses 
information and bike-rental service [13]. Also, [14] use AR 
for environmental monitoring service ekoNET targeting wide 
citizen population using the serious gaming concept. 

III. APPLICATION-ORIENTED IOT ARCHITECTURE 

Based on analysis of related research, we present 
traditional layered approach for our IoT architecture shown in 
Fig. 1. Such layered approach provides number of advantages, 
such as separation of concerns and clear data flow model [15]. 
The lowest, physical layer provides mechanisms to equip the 
space with physical devices, i.e., things. Communication layer 
offers means to deliver information from things to Internet. 
Data storage layer is responsible for storing and it performs 
general data pre-processing tasks. Application layer, 
generally, analyses data for use cases. In addition, we suggest 
to include a local server to achieve the benefits of hybrid 
schema. In this paper, under the term hybrid schema we mean 
exploitation of application-oriented servers along with the 
cloud service. Similarly to the edge computing, we aim to 
bring ‘cloud’ functionality to the edge of the network, closer 
to the end user, for more efficient data access [16]. Note that 
addition of an extra server as part of IoT architecture in some 
cases may bring delays, e.g., when the message should go 
from the end-user to the core components. The details of the 
implemented IoT architecture, from physical to application 
layer, are described in the following subsections.  

A. Physical layer 

Physical layer is formed by sensor nodes and the IoT 
gateways. The potential solutions for IoT on the physical layer 
ranges from, e.g., LPWAN, ZigBee, Wi-Fi, Bluetooth to LTE-
A and 5G-MTC [8],[9]. However, LPWAN is being the 
dominant form of long-range wireless network for IoT 

  
Fig. 1. Reference IoT system architecture.  

 



devices. [7]. In contrast, some of these have been limited by 
the distance; some of these are currently limited due to 
technology immaturity. Although IoT-enabled technologies 
offer similar services, they vary in terms of technical 
capabilities, specifications, data rate, communication range 
capacity, quality of service support. Therefore, one of the 
primary challenges is to analyze wireless sensor network 
options before deployment for intended application. 

B. Communications layer 

The communication layer of the IoT platform is 
responsible for connecting sensor networks with Internet. 
Considering this layer within IoT paradigm, the sensor 
technologies such as Wi-Fi, NB-IoT or 6LoWPAN enable 
communication support IP from device-level. The LoRaWAN 
or Bluetooth use non-IP communication between device and 
gateway and thus require gateway to convert to IP. To enable 
IP support, the state-of-the-art cellular networks such as LTE 
and the incoming 5G look especially attractive as a backbone 
connectivity solution [17]. Alternatively, as the means for 
backbone connectivity can be used such technologies as Wi-
Fi or even wired connectivity solutions (e.g., Ethernet).  

C. Data storage layer 

The data storage layer consists of cloud storage backend 
to store and process data from physical devices. The cloud 
infrastructure, as part of the data storage layer in an IoT 
architecture, primarily comprises of platform-as-a-service 
clouds to store and process data. A Cloud platform is a 
specialized event-service database designed to provide 
seamless connectivity with any network environment 
irrespective of its location. Cloud services typically support 
either one or more communication protocols and predefined 
software tools e.g., message queueing telemetry transport 
(MQTT), constrained application protocol [17]. 

D. Applications layer 

This layer performs data management and analysis tasks 
within concrete applications. An extra server in the application 
layer is formatted with a cloud data storage. This server is 
located closer to the user and provides similar functionality as 
that of cloud data centre, so called hybrid schema in this paper. 
Implementing hybrid schema by adding an application-
oriented server could make the data from a cloud accessible to 
a user just at the edge of ones’ own network application layer. 
Moreover, using this mechanism, server could also be 
implemented locally ensuring hardware and software 
compatibility for specific devices and scalability for different 
use cases. The advantages of such design are: 

 Provisioning of data management and storage layer for 
IoT data which can be optimized according to the 
needs of the use case. 

 Deployment of services very close to the end user, 
reducing latency and improving the performance. 

 Contrary to commercial clouds, this layer, as a storage 
entity and an application development platform, could 
be utilized as an open playground for innovative IoT 
developments.  

 The application programming interfaces (APIs) to the 
applications in this layer could be shared to research 
partners and remote access could be granted, 

consortium partners could work together on a single 
platform to yield remarkable results. 

IV. IMPLEMENTED INFRASTRUCTURE 

In our implementation, physical layer consists of 331 
sensing devices placed into the Tellus Innovation Arena at 
University of Oulu premises. Each sensor device measures 
temperature, CO2, humidity, light, and motion and reports 
these data every 15 minutes. The reason behind selection of 
this report time – slow change in value of the mentioned 
parameters and – it reduces packet collisions. The data are 
transferred via LoRaWAN technology and collected by a 
gateway. This technology is currently the most widely 
available one. The network utilizes unlicensed sub-GHz ISM 
band [17] due to improved propagation characteristics, in 
particular for indoor environment. Based on the applications, 
it can manage large coverage support by adjusting spreading 
factor (SF), bandwidth and bit rate. In our scenario, we utilize 
SF 7 to reach optimal power consumption with 125 kHz 
bandwidth. For further network deployment details and 
practical challenges refer to [18].  

To get the data from the sensors, a single gateway - 
Multitech Conduit - is used. The gateway supports LoRaWAN 
class ‘A’ functionality. The network server component of 
LoRaWAN is located right on the gateway. Additionally, the 
gateway supports MQTT protocol on top of the TCP protocol, 
which allows communication between network server and the 
cloud platform. This constitutes the communication layer for 
our deployment. 

All the accumulated sensor data are stored on the 
ThingWorx cloud platform [19], which represents the data 
storage layer. ThingWorx data can be queried through 
proprietary HTTP-based APIs. The details about the 
performance of the physical and communication layers are 
available in [18]. 

Application layer performs both data analysis and 
management tasks. It consists of several components. First 
component utilizes an automated Python script that 
periodically pulls new data from the ThingWorx platform and 
stores it in a PostgreSQL database. Additional information, 
relevant for the analysis is also stored, including geo-
positioned location information of each sensor. Also, 
components performing actual analysis are implemented with 
scripts. Finally, a RESTful service is deployed to provide 
access to the data and corresponding analysis results and 
visualizations. Such approach provides a convenient and 
secure data access to the client applications, e.g. application 
might be interested to fetch data from a particular location or 
time period. We use JSON for HTTP payload when importing 
data from the ThingWorx platform. The REST API has been 
implemented with Django REST Framework and data 
visualization with Matplotlib.  

Next, an illustrative application, which relies on the 
aforementioned RESTful service, was implemented. Our 
platform provides opportunity to implement AR-based 
visualization of sensor information. Such functionality is 
implemented using Unity framework with an AR plugin 
Alvar, providing marker-, multi-marker, 2D image- and 3D 
point cloud-based tracking [19]. Therefore, we provide 
augmented visualization for custom location. 



V. AUGMENTED REALITY USE CASE: MAINTENANCE 

A. Use Case 

Real world sensor installations are prone to errors, faults, 
and biases. Therefore, to test our platform and gather some 
information on its utility, we decided to implement application 
that helps in locating the faulty sensors for maintenance. We 
developed the AR mobile application on top of the proposed 
IoT infrastructure. To provide more natural user experience, 
in addition to the dashboard, we utilize AR to show the sensor 
data. The application shows sensor specific information such 
as time-series graphs of the measured environmental 
parameters or their current values (refer to Fig. 2 for an 
illustration). The erroneous values would be blinking when 
the phone is pointed to the faulty sensor node. At the current 
stage, no navigation towards a faulty sensor is supported by 
the AR application. 

B. Methodology 

Experiment took place in Tellus Innovation Arena space 
of University of Oulu. User study participants were recruited 
randomly from the ordinary visitors of this public space. 
Overall, 14 persons participated in the study. The participants 
were given short introduction about the purpose of the study 
and overview of the functionality of the application. Then, 
participants tried the application by themselves until they felt 
comfortable with its operation. After that, participants were 
given two tasks in which they had to locate the faulty sensor 
in Tellus. In the first task, participants were asked to locate the 
faulty sensor by relying on the information shown on the 

dashboard view which only showed the location of the sensor 
node on the Tellus map. In the second task, participants were 
asked to locate the faulty sensor by relying on both the 
location information of the faulty sensor and AR application, 
showing actual sensor values. Task completion time was 
measured, correctness of locating the faulty sensor, as well as 
behavior of the test users was observed. To reduce the bias, 
the order of the tasks was randomized for the participants. 
Participants were encouraged to comment aloud their feelings 
and concerns about the application. After the study, 
participants were asked to answer a questionnaire to get their 
feedback. The questionnaire had five questions: comfort of 
using the system, feeling lost when using the map only, time 
aspect when AR application is used, as well as overall service 
and usefulness of AR application. Each category was 
evaluated with the Likert scale from 0 to 5, where 0 means 
fully disagree and 5 means strongly agree. Questionnaire also 
included open answer field, where participants could give 
general feedback about the system. In addition, we asked each 
participant to choose the preferred method for a task 
completion. 

C. Results 

Results from the questionnaire are presented in Fig. 3. 
Here, we can see that feeling of comfort is better for the AR 
application, when compared to the map only condition. As 
well as feeling of lost for the map only condition is rather 
agreed by the users. This is also supported by the fact that with 
map only version, only 50% of participants correctly located 
the faulty sensor, whereas 90% of test users were able to find 
the faulty sensor with AR application. Mostly, participants 
agreed that with AR application it is quicker to locate the 
sensor than compared to the map only, however, for AR 
application itself it took some time to distinguish between 
sensors, as they all look the same. Therefore, AR approach 
intends to suggest better service in the future. In addition to 
usefulness, the participant found the presentation of sensor 
data by means of AR rather convenient. 

  
Fig. 3. TellusAR application on mobile device. User starts the 

application and points the phone’s camera to the sensor node (a). 

Application recognizes the sensor and demonstrates its data over the 
camera view (b). Finally, user can see the weekly statistics for the 

recognized sensor (c).  

 

  
Fig. 2. The user study results showing the average scores of using 

only map and AR visualization application with map.  

 



Observation during a user study revealed that participants 
required more time to locate the faulty sensor with AR 
application, however, this was due to response time of AR 
application, coming from the challenge of distinguishing 
between the identical sensors. Our AR application relied on 
3D point cloud –based tracking (no tags were placed on the 
sensor nodes) [19], therefore it took some time for the 
application to distinguish the correct one.  Most users chose 
AR application as their preferred method for task completion. 
This was expected outcome, as the deployed sensors are 
identical and are placed in a grid with two meters apart from 
each other, which makes it hard to distinguish the faulty one 
using just the map.  

VI. CONCLUSIONS 

The paper reports on the design and evaluation of 
combination of LoRaWAN network with AR visualization. 
To study the utility of such combination in a close-to-life 
scenario, we instrument a practical application addressing the 
sensor infrastructure maintenance use case. The designed 
application helps to locate faulty sensors and keep track of 
data accuracy. The architecture was deployed in University of 
Oulu and exemplified with AR application.  

The real time data from sensors were visualized with 
mobile phone application with the augmented camera view, 
improving the user experience. This application was fully 
implemented and tested with voluntary users. The conducted 
user study provided user feedback on application in terms of 
comfort of using the system, feeling lost when using the map 
only, time aspect when AR application is used, as well as 
overall service and usefulness of AR application. Analysis of 
the user study reveals the utility of such an application in 
service maintenance as an example. The developed 
application implements basic functionality with 
improvements expected to be added in the near future.  

Future work includes obtaining and visualizing the more 
advanced information from sensors and providing capabilities 
for maintenance person to directly interact with the sensor 
through mobile application. We are also interested in other 
kinds of applications and possible ways of delivering 
information to the users. 
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