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ABSTRACT
Myriads of new devices take their places around us every single day,
making a decisive step towards bringing the concept of the Internet
of Things (IoT) in reality. The Low Power Wide Area Networks
(LPWANs) are today considered to be one of the most perspective
connectivity enablers for the resource and traffic limited IoT. In this
paper, we focus on one of the most widely used LPWAN technologies, named LoRaWAN. Departing from the traditional data-focused
security attacks, in this study we investigate the robustness of LoRaWAN against energy (depletion) attacks. For many IoT devices,
the energy is a limited and very valuable resource, and thus in the
near future the device’s energy may become the target of an intentional attack. Therefore, in the paper, we first define and discuss the
possible energy attack vectors, and then experimentally validate the
feasibility of an energy attack over one of these vectors. Our results
decisively show that energy attacks in LoRaWAN are possible and
may cause the affected device to lose a substantial amount of energy. Specifically, depending on the device’s SF (Spreading Factor),
the demonstrated attack increased the total energy consumption
during a single communication event 36% to 576%. Importantly, the
shown attack does not require the attacker to have any keys or
other confidential data and can be carried against any LoRaWAN
device. The presented results emphasize the importance of energy
security for LPWANs in particular, and IoT in general.
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INTRODUCTION

Today the formation of the Internet of Things (IoT) is actively
ongoing, with myriads connected devices taking their place all
around us. The statistical reports [12] estimate the number of active
IoT devices to exceed 8 billion already today and expect the further
increase of their number to over 16 billion by 2025.
Owing to the diversity of the IoT use cases and their specific
requirements, the poll of IoT-enabling technologies is very sheer.
The current status of the IoT connectivity landscape [2] illustrates
this fact. Dozens of wireless communication technologies, ranging
from ultra-short-range to terrestrial, are currently on the market.
Of all these versatile technology options, the ones which can
jointly be addressed as the Low Power Wide Area Networks (LPWANs) [18] are expected to play the key role in the further development of the massive IoT applications [12]. The conventional
LPWANs are characterized by a combination of:
•
•
•
•

the low cost of individual devices,
the low energy consumption,
the long ranges of communication, and
the good scalability,

subject to very limited data traffic of each device. To address
these goals, the LPWANs are often built in star-of-the-stars network
topology, similar to the cellular networks. Also, in an attempt to
reduce the costs some of the LPWANs operate in non-licensed frequency bands, typically using the bands below one GHz, to achieve
good communication range. Finally, to minimize their energy consumption, the LPWANs often restrict the complexity of their protocols and minimize the signaling. Albeit all these contribute towards
improving the performance, as the results the security of the respective solutions might get compromised, and the new kinds of
attacks may become possible.

Specifically, in this paper, we focus on the most widely used as of
today LPWAN technology [21] named LoRaWAN. Given that a great
share of IoT devices is powered by batteries or energy harvesting,
the energy is a very important resource for LPWANs. Therefore,
in what follows using the real-life experiments we investigate the
possibility of launching an energy attack, i.e., the attack aimed at
making a device deplete its energy - energy depletion attack (EDA).

Figure 1: Typical LoRaWAN structure (specification 1.1).

Figure 2: LoRaWAN End-device (ED) classes.
To the best of our knowledge, such types of attacks have not been
studied neither theoretically, nor with a practical test bed, yet in the
context of LPWAN and LoRaWAN in particular. The most similar
work is a survey from Nguyen et al. [16], which defines and puts
together high-level theory for energy depletion attacks. Meanwhile,
our results decisively show not only the potential possibility of such
attacks but also characterize the possible damage (i.e., the energy
losses), which can be caused by these. Finally, we also speculate
on the potential countermeasures against such attacks. These form
the major contributions of the paper.
The structure of the paper is as follows. Section 2 briefly overviews
the key aspects of LoRaWAN technology. Section 3 provides a digest of the related works. Section 4 discusses the possibility and
potential vectors for energy attacks in LoRaWAN. In Section 5 we
detail our experimental setup and present the results of our practical evaluation. Finally, Section 6 summarizes and discusses the
obtained results, and lists some of the potential countermeasures
for mitigating energy attacks.
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LORAWAN TECHNOLOGY

The LoRaWAN technical solution is composed of two major components. The former one is the proprietary modulation-coding scheme
named LoRa, which is a variation of a chirp-sequence spread spectrum technique, in which the information is encoded into the frequency shift of the beginning of the chirp for each new symbol [24].
By changing the bandwidth, the transmit power and the spreading
factor (SF), which denotes the proportion between the data bytes
and the radio symbols, the different tradeoffs between the on-air
time (linearly related to energy consumption) and the maximum
communication range become possible.
The LoRaWAN specification [10] is the second key component
of the LoRaWAN solution. The specification defines the link and
network layers on top of the LoRa physical layer, and specifies all
the key mechanisms. In what follows we briefly discuss them.
The network layer. The structure of a LoRaWAN network is
illustrated in Figure 1. The network is built as star-of-stars, having
the network server (NS) managing the network in its core. One or
several gateways (GW) are connected to the NS, listening to the
radio channels and streaming all the legitimate LoRaWAN radio
packets received from the end devices (EDs) to the NS over an
internet protocol (IP) based connection. The NS manages all the
received data (e.g., removes the duplicates received via different
GWs) and provides access to these data for the dedicated application
servers. Also, the NS may provide to GWs the data to be transmitted
to EDs in the downlink. The special join server (JS) might be used
to manage the encryption keys and ED connection.
The link layer. A LoRaWAN ED may belong to one of the three
classes: A, B or C. The devices of class A may send their data to
the NS at any moment of time, given that they obey the duty cycle
restrictions imposed by the local radio frequency use regulations.
For its uplink transmission, the ED randomly selects one of the
frequency channels listened by the GW. At the dedicated times
following the end of uplink transmission, the ED is required to
open the receive windows (RWs) - RW1 and RW2. RW1 is opened
at the same frequency channel, which has been used for uplink
transmission and using the SF, which is dependent on the SF used in
the uplink. RW2 is opened on a pre-specified frequency channel and
SF, common for all EDs in the network. This procedure is illustrated
in Figure 2. The class B EDs upkeep the synchronization with the
network by listening to the beacons, and open additional RWs for
the poll messages of GWs. Finally, class C EDs stay in receive (using
RW2 parameters) all the time they do not transmit or receive in
RW1. The functionality of class A is obligatory for all LoRaWAN
EDs, and these devices are the most common in LoRaWANs. For
these reasons in what follows we imply EDs to be class A unless
stated otherwise.
Other notable mechanisms. In addition to the ones discussed
above, the LoRaWAN solution has several other notable mechanisms:
• For connecting an ED to the network, LoRaWAN defines two
procedures, namely the activation by personalization (ABP)
and the over-the-air activation (OTAA). The former implies
that all the relevant keys and configurations are delivered to
an ED offline. The latter enables to generate all the relevant
LoRaWAN key online in the process of device connection.

• The adaptive data rate (ADR) mechanism enables effective
use of the available resources by the EDs by allowing NS to
assign the optimal transmit power and SF to each particular
ED.
• The NS may also request an ED to limit its duty cycle to
reduce collisions in the network.
• A LoRaWAN ED may send a special link check request, in
response to which the NS should give an estimate of the
current radio channel condition.
• A LoRaWAN ED may request an acknowledgment for its
uplink transmission. In this case, the NS should attempt
to provide an acknowledgment, subject to the available resources, in one of the RWs.
• The LoRaWAN does not implement handover. As this is
illustrated in Figure 1, if several GWs overhear the ED’s
transmission - they all forward the received packet to NS.
Then this is the task of NS to filter the duplicates out and
assign the GW for downlink transmission.

Figure 3: LoRaWAN downlink frame structure.
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RELATED WORKS: LORAWAN SECURITY

Over the past few years significant efforts have been invested in
improving the security of LPWANs in general, and the LoRaWAN in
particular. The general-level overview and analyses of the security
features of the various LoRaWAN specification releases were carried
out, e.g., in [13]-[6]. The security analyses and the enhancements
for the LoRaWAN join procedure were provided by the authors of
[14],[23] and [7]. The vulnerability of LoRaWAN to jamming and
Denial-of-Service(DoS) attacks were investigated by the authors in
[3] and [5], respectively. The bit-flipping and replay attacks in the
context of LoRaWAN were analyzed in [9] and [22], respectively.
The various security-focused enhancements to the LoRaWAN architecture have been proposed by the authors in [17]-[15]. Finally,
the specialized security solutions for device-to-device (D2D) and
internet protocol (IP) over LoRaWAN have been reported in [8] and
[19], respectively. As one can see, the state-of-the-art security studies concerning LoRaWAN focus exclusively on the attacks focused
on the data. In the current study, we make a step aside and consider
other types of attacks - the energy attacks. We are not aware of
any previous practical or theoretical studies of these attacks in the
context of LoRaWAN or LPWANs in general.
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ENERGY ATTACKS IN LORAWAN

Likewise, this is in the Internet; the typical IoT attacks aim at the
DoS, or at gaining the unauthorized access and/or compromising
the data. Nonetheless, in the context of IoT, there is another critical and vulnerable resource, which is energy. As this is discussed,
e.g., in [4], for whatever it does, a LoRaWAN transceiver consumes
energy. As can be seen from [4], typically the ED’s consumption

is maximum while transmitting (TX), is somewhat lower during
receiving (RX) and is very low in idle. Thus, as one can easily see,
increasing the time spent by a LoRaWAN ED in either TX or RX
will compromise the ED’s energy utility. Note, that in what follows we do not consider the cases when the LoRaWAN keys are
compromised, enabling the attacker to falsify the control (e.g., the
ADR) commands. There are two major ways of how an attacker
may attempt to increase and ED’s TX consumption.
• The former option is through implementing a DoS attack.
To ensure the connectivity and handle the ED’s mobility,
a LoRaWAN ED may periodically issue either a link check
request or request an acknowledgment for its data packet. In
the case, if no response is received, the ED may presume that
channel conditions became more challenging. Consequently,
the ED may switch to a higher transmit power or SF. Either
of these will increase the ED’s energy consumption.
• The latter option is specific to the case when an EDs sends its
data in acknowledged mode and is configured to use packet
retransmissions. In this case, if an ED does not receive the
acknowledgment for its packet (e.g., due to jamming), it will
attempt to retransmit the packet several (up to 15) times.
Even though both of the described attacks are feasible, their
efficiency is arguable. First, both of them can be detected by the
GWs, the ED, or both of these. Second, they have somewhat limited
target scope, since they affect only the devices using acknowledged
data transfers or using the link check.
Therefore, in what follows we focus on the attacks focused on
increasing the ED’s RX consumption.
As illustrated in Figure 2, after transmitting data in uplink a LoRaWAN ED must open two RWs. Note that according to LoRaWAN
specification the RWs are obligatory and should be present even if
the application does not imply any downlink data transfers. Typically, the RWs are rather short (of about five radio symbols only see [4]) - the ED just checks if it can detect a valid preamble and, if
not, switches to the idle state. In the case, if a preamble is detected,
the ED proceeds with receiving a packet, the structure of which is
depicted in Figure 3. This is worth noting that the physical layer
header (PHDR) of a LoRaWAN packet is not encrypted and that
the message integrity check (MIC) is located in the very end of
the packet. Therefore, after detecting a valid preamble and PHDR,
an ED will have to receive the rest of the packet before getting
an opportunity to check and validate the packet. Thus, as one can
see, the introduction of a radio packet with a valid preamble and
PHDR starting during one of the LoRaWAN RWs would increase
the time spent by an ED in receive and increase the energy consumption of this ED. Notably, since the functionality of class A is
obligatory for all EDs, this attack can be addressed against each and
every LoRaWAN ED. Note, that the described attack will typically
be undetected - after receiving the whole packet the ED (and the
GW, if the attack is carried in RW1) will just dispose of the packet,
assuming that it belongs to another network or a non-LoRaWAN
system.
As one can see, the LoRaWAN protocol prescribes the use of two
receive windows - RW1 and RW2. In a typical LoRaWAN network,
the RW1 uses the same SF as was used in the uplink, while for RW2

Figure 4: Experiment set-up and key configuration parameters.

Figure 5: Victim connected to the DC power analyzer.

the maximum SF possible and a dedicated radio channel (e.g., in
the 869.5 MHz band in EU, which allows for the maximum transmit
power and duty cycle) are used. Note, that the configurations of
RW2 are common for all the EDs in a LoRaWAN network. Thus,
as one can see, the attacks during the RW2 are likely to take more
energy from the victim than in the RW1. Importantly, the RW
configurations are often publicly available. And even if not - they
can be easily determined by listening to the radio channel.

5 EXPERIMENTAL VALIDATION
5.1 Experimental setup
To validate if the discussed above energy attack is feasible and
to characterize the order of the potential energy losses, we have
conducted a series of real-life experiments utilizing the commonlyavailable commercial LoRaWAN hardware chipsets. The structure of
our testbed and the key configuration parameters are summarized
in Figure 4, while Figure 5 illustrates the victim LoRaWAN ED
connected to the DC power analyzer.
As the victim, we have used a single LoRaWAN ED, constructed
using the modular IoT hardware platform [11] developed at the
Centre for Wireless Communications of the University of Oulu. The
test node is composed of the two boards: the core board built around
the STM32F217 32-bit ARM microcontroller, and an extension board

hosting the Microchip RN2483 radio transceiver, featuring the LoRaWAN radio protocol stack on-board. The special firmware was
developed for the experiments on top of the FreeRTOS operation
system.
After the initialization, the microcontroller uses the UART interface to initialize and control the radio. First, the radio transceiver
is configured as class A LoRaWAN ED and attached to the network
using the ABP procedure. Then, the microcontroller starts to periodically generate and forward to the radio the data packets to
be transmitted in the uplink. Note, that for the sake of clarity the
LoRaWAN ADR functionality is disabled and all the packets are
sent in non-acknowledged mode.
The LoRaWAN ED is powered from the Keysight N6705 direct
current (DC) analyzer, which also logs the current consumption
profile of the ED. The analyzer is configured to output the stable
DC voltage of 3.3V and samples the current consumed by the ED
at ten kilosamples per second rate. The collected data are further
post-processed (e.g., to extract the consumption of the radio by
compensating the consumption of the microcontroller core) and
visualized with MatLab.
As a LoRaWAN GW we have used the MultiConnect® ConduitTM
from MultiTech, which was deployed as the part of the University
of Oulu 5GTN [11]. The distance between the ED and the GW was
approximately 50 meters.
To emulate the proposed attack, we utilized the SX1308-P868GW
Picocell GW [1] from Semtech, which was attached to a computer
and controlled by the PicoGW software [20]. We configured (using
the HAL_util_TX_test program) the GW to spam the packets in
the frequency channel and using the SF matching with that of the
victim’s RW2. The attacker was placed approximately 2 meters
away from the victim. Note that the attacker neither had any of
the ED/GW keys, nor any other data except the RW configuration
parameters (i.e., the frequency and SF).

5.2

Experimental results

The selected results illustrating the energy consumption profiles
of the LoRaWAN ED during normal operation and under energy
attack are depicted in Figures 6 and 7, and the respective key numbers measured from the profiles are summarized in Table 1. The
presented data illustrate the consumption for the two extreme cases
- the ED operating with the minimum (i.e., SF7, EU configuration
- CNF1) and the maximum SF (i.e., SF12 - CNF2) and the different
payloads. These configurations may be treated as the worst, and the
best-case scenarios, respectively, and thus are rather illustrative.
For both these cases, the current consumption was measured for
baseline ED operation under no attack, and for the case of energy
attack, when a 60-byte RW2 packet from attacker was received by
the victim. Additionally, the case of attacker using a 30-byte RW2
packet was measured for ED operating with SF7 (CNF1).
From the presented results one can see that depending on the SF
used by the EDs, the attack increases the total amount of energy
consumed for one communication event by an ED 36% to 576%. Under the attack, the duration of a communication event also increases
by 80-150%. These results decisively demonstrate the vulnerability
of the system to the described attack and the devastating effect
such an attack might have on the energy utility of the victim ED.

Table 1: Energy consumption for communication event in
different test cases
Experiment

Figure 6: Energy consumption of LoRaWAN ED operating
with SF7 - 14 byte uplink payload (normal communication
and two different energy attacks.

For TX

Energy consumed [mJ]
For CNF1 For CNF2

NATK: ED with DR5
7.4
3.4
eATK: ED with DR5
7.4
3.4
and attacker broadcasts 30-byte predatory RW2 packet
eATK: ED with DR5
7.8
3.4
and attacker broadcasts 60-byte predatory RW2 packet
NATK: ED with DR0
317.2
9.9
eATK: ED with DR0
312
9.8
and attacker broadcasts 60-byte predatory RW2 packets
*eATK = energy attack, NATK = no attack.

Total

9.9
84.4

22.9
96.8

112.3

154.9

9.9
141.2

339.5
464.6

Table 2: Effect of attack on the lifetime (assume node supply
from 2 AA batteries with 2850 mAh, 0.1 mW sleep current,
linear battery model).
Message
per
day
Figure 7: Energy consumption of LoRaWAN ED operating
with SF12 - 50 byte uplink payload (normal communication
and energy attack).

Finally, Table 2 provides some insight into how the described
attack might affect the lifetime of a LoRaWAN ED. As one can
see, for the EDs sending once per day, the effect of the attack is
very limited. But the more often an ED transmits, the more it gets
affected by the attack. For example for an ED operating with SF7
and sending a message approximately every six minutes, an energy
attack would reduce the device’s lifetime more than three times.

6

DISCUSSION AND CONCLUSIONS

LPWANs in general and the technologies like LoRaWAN will with
no doubt play an important role in the future of the IoT. These
technologies provide the unique compromise between the cost,
consumed energy and scalability, which makes them extremely
attractive for resource and traffic limited IoT devices. Still, as we
show in this paper, sometimes this might compromise the security.
Departing from the more conventional data-oriented attacks,
in this study we have investigated the robustness of LoRaWAN
against energy attacks. For many IoT devices, the energy is a limited
and very valuable resource, and thus in the near future, it may
also become the target of an intentional attack. To the best of our
knowledge, the current study is the first to address energy attacks
in the context of LPWAN.

Lifetime, years
SF7
SF12
NATK ATK NATK ATK

1
10.9
10
10.6
100
8.6
250
6.6
*ATK = under attack, NATK = no attack.

10.7
9.2
3.9
2.0

10.5
7.8
2.2
1.0

10.3
7.1
1.7
0.8

In this study, we first analyzed the potential attack vectors, and
then experimentally demonstrated the possibility of an energy attack along one of these vectors. Our results decisively show that
energy attacks in LoRaWAN are possible and may cause the affected
device to lose a substantial amount of energy. Specifically, depending on the ED’s SF, the demonstrated attack increased the total
energy consumption during a communication event 36 to 576%.
Importantly, the shown attack does not require the attacker to have
any keys - just the information about the RW2 configuration, which
is typically openly available. Also, the shown attack can be carried
against any LoRaWAN ED.
Unfortunately, to the best of our knowledge, the state-of-theart LoRaWAN devices cannot effectively fight against the shown
attacks. Specifically, on the one hand, the current specification
neither enables the EDs to avoid the RWs nor to control when and
in which channels are they opened. Given this, after overhearing
an uplink transmission, an attacker may easily predict both the
moment of time and the frequency channel in which the ED will
receive. On the other hand, this is also very hard to detect such
an attack. The ED may detect an attack against it by counting the
invalid frames received. The GW may attempt to detect an attack

by listening to the downlink channel when it is not transmitting
anything. Unfortunately, to the best of our knowledge, neither of
these two mechanisms are readily available in the state-of-the-art
LoRaWAN equipment. Finally, an effective countermeasure against
the shown attack would be to enable LoRaWAN EDs to check the
validity of the packet before it has been received. Nonetheless, this
implies substantial, and non-backward-compatible modification of
the protocol, and thus is not very likely.
Still, we are certain that the study of the energy-focused attacks
need to be continued in order to detect the potential weaknesses
and come up with the relevant countermeasures.
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