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Abstract—This work assesses the performance of securesecurely regardless of the presence of an eavesdroppdrgdub
machine-type communication networks composed of a legitimte  Eve). Surveys on the most recent advances PHY security are
pair of devices communicating in the presence of an eavesdrper. presented in [5], [6], while [7] indicates PHY security ag/ke

We evaluate the impact of legitimate source’s arrival traffc in the technol ¢ f d fut irel twork
design of secure communication protocol. Our approach is bsed echnology 1o sateguard future wWireless networks.

on the secrecy outage probability framework, which identifes the A common performance metric available in PHY security
security level of transmissions. We then characterize theegrecy is secrecy outage probability [8]. This metric, however, is
_transmission rate that includes the arrival traffic, evaluf’;ting its incapable of distinguishing between reliability and seyras
impact on the secrecy performance of the network. We introdge ¢4 a5 an outage event occurs whenever Bob could not decode
ON-OFF adaptive and non-adaptive transmission schemes tha . L . .
maximizes both the secure effective capacity and the maxinmu (unreliable transm|SS|on), or when information leaked(sey
average arrival rate at the source node. Our numerical resus has been comprised). As a result, we are unable to know
provide insights on the interplay between the different trdffic  the level of security each transmission possesses. To ifll th
originated from MTC devices and security in the system. gap, the authors in [9] proposed a secure throughput metric
capable of quantifying reliability and secrecy, sepayatby
assessing the security-reliability trade-off. In [10], feeused
Internet of Things (IoT) is already changing many aspects oh MTC networks to shed light into a smart grid use-case
our daily life, opening opportunities for new business nisdeinvestigating transmit antenna selection schemes at thee Al
and revolutionizing the whole value chain of several indast  without channel state information (CSI) at the transmitee-
estimates say these have an economic potential in the ofdetemding [9], the secure throughput is maximized and a sgeuri
trillions of dollars [1], [2]. The widespread of wirelessreo reliability trade-off is established for multi-input, miabutput,
nectivity allowing for machine-type communications (MTCmulti-eavesdropper wiretap channel. The results showasckth
networks is at the core of the loT revolution, consistenhwitsmall sacrifice in reliability allows secrecy enhanceménis
the ambitious goals planned for theh generation of wireless keeping an unintended eavesdropper unable to reconsteict t
networks 6G) [2]. In contrast to the previous generatiod§ daily average power demand curve of an arbitrary household.
proposes solutions for MTC based on two different appliscati  Even though security-reliability trade-off was establish
classes, namely massive MTC (mMTC) and ultra-reliablg9], [10], the trade-offs involved between security, uitra
low latency communication (URLLC). These two new modeliability and latency were not discussed. In [11], thehaus
enable MTC networks to operate with heterogeneous requinetroduced theeffective secure throughpuiased on the effec-
ments — massive connectivity, or ultra-reliability and lowive capacity metric [12], which allows to investigate teadffs
latency — challenging current understanding of convemfiorbetween secrecy and latency subject to inherent charstiteri
techniques for wireless communications [2]-[4]. of the wireless medium. In [13], the authors extended the
Many applications in MTC networks present devices withnalysis of [11], by investigating both throughput and gger
limited computational and power capabilities. This raisesfficiency of secure transmissions of delay sensitive data
concern on privacy and secrecy, even more so due to laggnerated by Markovian sources. This allows for modeling
scale deployment of such devices as wireless transmisaiensthe arriving traffic, while capturing its effects in the dgsi
susceptible to eavesdropping. Hence, solutions that ymtecl of the secure communication link. Although [13] focused on
such issues from design should be always welcome. Omeadcasting for broadband applications, the results @an b
promising alternative to complement lightweight cryptapjny also applied in MTC since Markovian sources can charaeteriz
solutions (often used at higher layers of the communicatidgiifferent type of traffic generated by MTC devices, which
protocol stack) is physical layer (PHY) security, which islb are often composed of small, burst package transmissions
to be unbreakable and quantifiable (in confidential bps/HZR], [14]. Both works looked at broadcast channels whose
regardless of the eavesdropper’s computational powef{p]- transmissions are composed by confidential and common
In this case, the legitimate pair of transmitter and reaeivenessages. They mainly dealt with secrecy capacity as aanetri
(dubbed Alice and Bob, respectively) are able to commuaicassuming perfect CSI of all nodes. This, however, limits the

I. INTRODUCTION



possible applications as the transmitters might not be ewar r
of the eavesdroppers presence. Additionally, those wartiss -
primarily on secure throughput-latency trade-off withauny Q
constraint on reliability.

In this work, we assess the performance of a MTC network
_composed of a legitimate pair of MTC devices Cqmm“”"?at"lﬂg. 1. System model. Consider a transmitter, Alice, withuéidy with Q with
in the presence of an eavesdropper by evaluating the impagistant arrival rate communicating under block-fadingretel with Bob, in
of the source’s arrival traffic in the design of the securée presence of a passive eavesdropper, Eve.
communication rates. Different from [11], [13], we assume
that CSI is available at the receivers and Alice can only An alternative formulation was proposed in [9], defining
estimate the legitimate channel. We build our contributiosecrecy outage probability where secrecy is assessed-condi
upon the secrecy outage probability framework proposed tioned on the actual transmission, thus revealing the egcre
[9], [10]. This approach allows us to identify the level ofreliability trade-off [9], [10]. Alice then chooses two ced
security each transmission possess and therefore designrétes: transmission rat&, and confidential rateR,, where
appropriate secrecy transmission rate. We follow the tece. = R, — Rs; thereby, secrecy outage occursGf > R.
contribution [13] to incorporate arrival traffic so its imga [9]. Then, p in (2) denotes the conditional probability of
on the secrecy performance of the network can be evaluatgdnsmission defined gsx = Pr[vq > ] = exp (—p/Tap),
Therefrom, we propose thsecure effective capacityetric where a transmission takes places whenever the SNR of the
based on an ON-OFF adaptive and non-adaptive transmisdiegitimate channely,;) is above a certain threshojd Then,
schemes that maximizes not only secure effective capagtty the secrecy outage probability can be written as [9]:
also the maximum average arrival rate at source. By doing so,

we then provides insights about the effects of differerffira pso=Pr[Ce > Cy — Ry [yar > 4]
originated from MTC devices on the system performance. 281, p+1—28s @
= 71?15 exp _T
Il. SYSTEM MODEL 2%Lae + Lap 2R

We consider a block-fading (Rayleigh) wiretap channel so In order to assess both the arrival and service processes at
that its coefficients remain constant over the coherence tirlice, we assume that the corresponding secure informéion
of the block though change independently for the next blocke conveyed is stored in a buffer before actual transmission
A legitimate transmitter-receiver pair, namely Alice andl The arrival rate of discrete-time Markovian source is chara
is assumed to communicate in the presence of a pasdiedzed next.
eavesdropper, known as Eve. The aforesaid configuration is
illustrated in Fig. 1. Note that Alice does not acquire Evd C®\. Discrete-time Markovian Arrival
(e.g. [9]), and receivers can only estimate their own chinne To evaluate the arrival process we resort to the effective
The received signal at Bob ig, = hayx + wy, While Eve pandwidth theory, which characterizes the minimum corstan
perceivesy, = hacx + we, Wherez is the transmitted signal, transmission rate required to sustain a random data arrival
hij, i € {a} andj € {b, e}, denotes the Rayleigh distributedyrocess, subject to queuing constraints, such as buffeflowe
channel coefficients, while; represents receiver noise, whicthng delay violation [13], [15]. We assume that Markovian
is considered to be a zero-mean, circularly symmetric cemplsources generate data which are stored in a buffer before

Gaussian random variable with vgrianN@. ~transmission, as well as statistical quality of service $§0
From [5], [6] we known that Alice and Bob communicategnstraints are imposed.
with secrecy capacity defined as Let Q be the stationary queue length, thénrepresents
Cy =[Oy — C.]* = [logy (1 + Yap) — logs (1 + Yae () the decay rate of the tail of the respective distribution, so
[ oI = o, ) 2 ) that lim, ., 2&E1924d — _g which translates to how

where C;, and C. denotes the Bob’ and Eve’s channel castrict are the QoS constraints of the system. For large
pacities, respectively, whiley,, and .. are exponentially ¢, the buffer violation probability can be approximated by
distributed random variables that represent the sigrabtee Pr[Q > gmay ~ Pr[Q > 0] exp (—6 gmax), WherePr [Q > 0]
ratio (SNR) at Bob and Eve, respectively, hengg, ~ denotes the probability of non-empty buffer [12]. Noticatth
Exp(1/L'ap) andvyae ~ Exp(1/Lqe). the QoS exponent, can be interpreted as a QoS measure,
The secrecy outage probability is defined as, = thus large values of represent strict QoS (delay) constraints,
Pr[Cs < Rs], where Ry > 0 is the target secrecy rateand if @ — oo no delay is tolerated. On the other hand, low
[5], [6], [9]. As aforesaid,ps, does not distinguish betweenvalues off imply in looser QoS constraints [12], [13], [15].
reliability and secrecy, hence it implies that an outageneve Next, letD denote the queuing delay in the buffer at steady

occurs:i) because Bob could not decode, therefore unreliabigyte, whiled is the delay threshold, then the delay violation
transmission; ofi) because there was an information leakaggrobability is characterized as [13]

thus secrecy has been comprised. Either way, we are unable
to identify each transmission security level. Pr[D >d]~Pr[Q > 0] e ?¢®d (3)



wherea(0) is the effective bandwidth of the arrival processs equal to the effective capacity, the conditief¥) = E.(0)

a(k),k € NT, which describes the random arrival rates (norshall hold. Bearing this in mind, we solve such an equality,

negative random variables). with pon = s, and obtain the maximum average arrival rate
Then, the time accumulated arrival process at the soumfethe discrete-time Markov source as:

is A(t) = 22:1 a(k), and the effective bandwidth is char-

acterized by the asymptotic logarithmic moment generating Pmax = s log (1 (exp (0 E(6)) — (1 — S))) ) (8)

function of A(t) [16]: 0 s

a(0) 2 Jim %]E [efGA(t)} , @) [Il. SECURE THROUGHPUT ANDDELAY ANALYSIS
where E [-] denotes mathematical expectation. As in [13], We aim here at maximizing the secure throughput and
we employ a two-state (ON-OFF) Markovian model, name’gentlfy the maximum arrival rate that can be sustained at
discrete Markov source. In this model, the data arrival pssc Alice, while evaluating the impact of traffic burstiness on
is described as a two state discrete-time Markov chain, ssh&ystem performance. The secure throughput is defined as
during the ON stater bits arrive with a arrival rate of [9] 7 = pufls, where py is the transmission probability
bits/block, while no arrivals occur during the OFF statectgu — @ condition to assess the level of security of conveyed
system has a transition probability matdx= (p)ij' where mMmessages as defined in (2). If the service process is a tmm—;ta
p11 € [0,1] denotes the probability of staying in the off state',VlarkOV modulated process and remembering that the fading
while po; € [0,1] denotes the probability of staying on thecoefficients are independent, the ON state probability és th
ON state, while the transition probabilities grg = 1 — po,  Px While the secure effective capacity becomes

andp;2 = 1 —p11. At the steady state, the probability of ON

1
state ispon = 52— The effective bandwidth is SE.(Rs,0) = —7 log (1 - px(1—e %)) (9)

a(f,r) = %bg (%qb + %\/& — 4(p11 + p22 — 1)e7‘9) (5) Remark 1. Differently from [13, Sect. V], which assumes no
CSI at Alice, we assume that Alice knows only the legitimate
(@ llog(l _5+56r9), (6) link CSI, and thus is able to adapt its transmission rate
0 accordingly. We are then able to model the services as an ON-
where ¢ = p11 + paze”®, and (a) comes from a simplified OFF Markov chain, because we conditioned security on the
version of the source witlp;; = 1 — s andps2 = s, hence an actual transmission, thus steady probability of the Cdtest
pon = s (refer to [15]). From (6), note that becomes a is p. Therefore(9) differs from [13, Eq. (65)] because steady
measure of the burstiness, which is relevant to model eiffer probability of the ON state is considered as a function of the
traffic generated by a MTC device. Given that the maximusecrecy outage probability (e.g— Pr [Cs < R;]) rather than
average arrival rate iBn.x = 7 pon. Next, we describe the p,. However, as discussed above, such metric do not allow
service process. one to infer the security level achieved in each transmissio

B. Effective capacity Remark 2. Note that as¥ — 0 the secure effective capacity
The effective capacity is defined as the maximum consta#anverges tdimy,o SE.(Rs, ) = p L5, as in [9].

arrival rate that a process tolerates in order to guarangtae-a

tistical QoS requirement defined by the expongfit2]. Sim-

ilar to the arrival process, let us define the service proaes?TD

s(k),k € N*, which describes a discrete-time stationary a é — oR. _

ergodic stochastic service process, while) = >, _, s(k) ) (thus,e = 2" —1) and101ogo lap/Tae = 10 dB, as well

. . . asf = 1073 (loose) andd = 1 (tight) QoS exponents. The
IS ”‘e.“”?e acc_:umulated sgrwce process. Then, the ef&?Ct%rmulation in (9) captures the level of security that can be
capacity is defined as [12]:

achieved within each transmission, as well as allows Aling a
E.(0) = — lim llogE {efes(t)} (@) 7}10gE [6703] L@ Bob to communicate with Igrger secure rates foragiven.saecur
t—o0 effective capacity or to achieve higher secure effectiymcay
where the effective capacity is simplified (n) due to the de- at fixedR,. We also observe that tight delay constraints induce
pendence of the service process on the fading coefficieats tan effective capacity reduction. Thus, for more stringeziay
change independently every block, denotes the maximum requirementsy > 0, we observe that loweF,., can be
service rate, which in this context is given as in (1). tolerated, while the source burstiness redugcgs.. In other
To determine the maximum secure throughput in the followvords, the wireless fading channel is not able to cope with
ing session, we first need to identify the maximum averadgrger arrival rates, thus increasing the queue length afayd
arrival rate that can be supported by the wiretap fadir@fthe network. We attempt to reduce this effect by maxingzin
channel. As pointed out in [13], the buffer violation probidp  the secrecy effective capacity, which also optimizgs..
as in (3) decays exponentially with rate controlled by th&sQo As the maximum average arrival rate is an increasing
exponentd. If the effective bandwidth of the arrival procesgunction of E.(6), we can optimizeSE.(Rs,6) subject to a

Fig. 2 illustrates the difference between formulationshaf t
conventional secure effective capacity in [13, Eq. (65)] tre
oposed one in (9). We assume the worst case scenario for
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in (9) (in blue). The gain between legitimated and eavegapginks is10

dB. The asymptotic casemg_,o SEC(Rs, ) is shown by the markers, ~ Values.
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subject to  pso < €, px = 0, i > 2% — 1, R, > 0.

—— Non-adaptive -

Remark 3. We evaluate adaptive and non-adaptive rate
allocation schemes, as in [9] but with a distinct objective
function as in(10). The adaptive scheme resorts to the CSI
available at Alice to adapt its secure rate for the duration < ,
of the fading block, while the non-adaptive scheme does 0.1% 1% 10%
not require CSI, but relies on a-bit feedback so as to Secrecy Outage Probability - ¢ (%)

enable ON-OFF transmissions. Moreover, since no CSI is ) ] )

available, Alice resorts o fixed Wyner codes, and thus fixg, % Secure eflece capacty as o fncton of e imgesecrec
the transmission rate®; and R, and in this case the secrecyexponents.

outage probability becomes,, = exp (—(27% =% — 1)/T,.).

Secure Effecitive Capacity (bps/Hz)
&

guarantee high reliability and security, we need to saerific
throughput, in this case secure effective capacity, anckase
L o "SNR. From this figure we can also observe that positive
the secrecy-re_llablllty trade—pff.a:s> 4a” wherea ~ T..’ secure rates are attained even under stringent requirement
and the solution follows similar steps as in [9], but non e.9.0 =1, 0 >90% ande = 1%). As we can observe from
gdaptive case cgnnot be_ solved in closed_-form. The soluti se figur’es,_the non-adaptive case offers lower perfocman
is found r_1umer|cally using the Sequ_entlal Least SQuarggmpared to its counterpart; however, the performanceitoss
Programmmg (SLSQP.) library from Smh_y compensated whenever the communication overhead needs to
. N - & minimized. In this case, the non-adaptive scheme does not
tion of the targeted reliability for distinct values of secy require CSI at Alice, but a single bit of feedback so as to
outage probabilitye and QoS exponents. Note that higheénable the ON-OFF 'transmission.
secure effective capacity can be sustained for loose $gcuri So far, we have observed mainly the impact of security
When reliability requirement becomes too stringent, theise an relia’bility we now evaluate the effects of latency as in
throughput tends to Zero since _thg_assignt_ad rate capabl Ig. 5, Where,delay violation probability (as in (3)) is shrow
meeting both the security and reliability requirementsoees as a function of the targeted reliability for distinct vaduef

toc;] str)nall.mStrlr%t treil;am"tyi Iﬁiﬁ:?’ alri]r?k se;un:iy r::omtlmts ecrecy outage probability, source’s burstiness¢dfer10 and
can be only me € legiimate EXperiences mucy _ 1, since smaller values af — 0 impose longer delays

higher SNR values when compared to the eavesdropper, 5§ effective capacity converges to capacity, and in thisestin

F;l.’é Flane ﬁt f16||gor th'z f'Se(:gnt?]eV\t/gr h;VrZI'ZSbSIL'Jtmgg ddtic delay violation probability tends td. Fig. 5 shows that burst
gain. In w WS, we fix 9 1ability traffic increases the delay violation probability, sincevéo

gn \i/at”?jtli% n's:iof Atrh(?rﬁecrercy Olltjtagemfi)rrr?]bab:“itzttmers]ht?;jt’ maximum average arrival rates are tolerated. Notice as well
epicte 9. 4. These resufts co ou uttio tthat security constraints increase the delay violatiorbabdl-

IFurther documentation is found here https://docs.saigidoc/scipy- 1Y Sir.]ce lower secrecy outage probability imply Iowerm
0.19.1/referencefindex.html. effective capacity as discussed above. Further, Fig. 6 show

Note that the constraint > 2% —1 holds, since a transmission

only occurs wherC, > R,. From those constraints, we attai
1 Tap
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the delay violation probability as a function of the bursss
measure of the sources’ arrivals, the parametgr = s for

an eavesdropper node, and then evaluate their performance
considering the impact of source’s arrival traffic in theigas

of secure communication rates. Moreover, we introduce a new
metric that captures the impact of source’s burstiness én th
design of a secure communication link when constrained on
some level of reliability and security. Our results showttha
the aforementioned levels can be met for mild reliabilityl an
latency constraints. In order to cope with stringent réligh
latency and security requirements, the legitimate linkdsee
to be designed so to provide high SNR gain over Eve’s link.
This, for instance, could be achieved via spatial diversity
friendly jamming at the Eve, which are the future directions
from the present contribution.
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