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Abstract: Cyber-attacks have grown in importance to become a matter of national security. A growing number of states and 
organisations around the world have been developing defensive and offensive capabilities for cyber warfare. Security criteria 
are important tools for defensive capabilities of critical communications and information systems (CIS). Various criteria have 
been developed for designing, implementing and auditing CIS. The paper is based on work done from 2008 to 2016 at FICORA, 
the Finnish Communications Regulatory Authority. FICORA has actively participated in development and usage of three 
versions of Katakri, the Finnish national security audit criteria. Katakri is a tool for assessing the capability of an organisation 
to safeguard classified information. While built for governmental security authorities, usefulness for the private sector has 
been a central design goal of the criteria throughout its development. Experiences were gathered from hundreds of CIS 
security audits conducted against all versions of Katakri. Feedback has been gathered also from CIS audit target organisations 
including governmental authorities and the private sector, from other Finnish security authorities, from FICORA’s accredited 
third party Information Security Inspection Bodies, and from public sources. This paper presents key lessons learnt and 
discusses recommendations for the design and implementation of security criteria. Security criteria have significant direct 
impacts on CIS design and implementation. Criteria design is always a trade-off between the varying goals of the target users. 
Katakri has tried to strike a balance between the different needs for security criteria. The paper recommends that criteria 
design should stem from a small set of strictly defined use cases. Trying to cover the needs of a wide variety of different use 
cases quickly renders the criteria useless as an assessment tool. In order to provide sufficient information assurance, security 
criteria should describe requirements on a reasonably concrete level, but also provide support for the security and risk 
management processes of the target users. 
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1. Introduction 
Cyber-attacks have grown in importance to become a matter of national security. A growing number of states 
and organisations around the world have been developing defensive and offensive capabilities for cyber warfare. 
(Cîrlic 2014) Security criteria support the defensive capabilities, as they can be used in the design, 
implementation and assessment of critical communications and information systems (CIS). Currently used 
security criteria include for instance U.S. NIST Special Publication 800-53 (NIST 2013), German IT-Grundschutz 
Catalogues (BSI 2013), Finnish Katakri 2015 (NSA-FI 2015), as well as criteria used by various EU and NATO 
entities. 

The paper is based on work done from 2008 to 2016 at FICORA, the Finnish Communications Regulatory 
Authority. FICORA is operating as the Finnish National Cyber Security Centre (NCSC-FI), including the 
responsibilities of the National Communications Security Authority (NCSA-FI) and the National Computer 
Emergency Response Team (CERT-FI) (FICORA 2016a). FICORA has actively participated in development and 
usage of three versions of Katakri, the Finnish national security audit criteria. 

Katakri is an information security audit tool for assessing the capability of an organisation to safeguard classified 
information (CI). Typical use cases include issuance of a Facility Security Clearance (FSC) for a company and 
assessments of authorities' information assurance. While built for governmental security authorities, usefulness 
for the private sector has been a central design goal of the criteria throughout its development. Katakri has been 
used by the Finnish designated security authorities (DSAs) since 2009. In addition, Katakri is widely used by other 
Finnish authorities, companies and organisations for various use cases. Such use cases include for instance 
national system development projects, internal security work of a telecom operator (Tiinus 2011) and 
information security management of a nuclear facility (STUK 2013). 

Experiences were gathered at FICORA from hundreds of CIS security audits conducted against all versions of 
Katakri. Feedback has also been gathered from CIS audit target organisations including governmental authorities 
and the private sector, from other Finnish DSAs, from FICORA’s accredited third party Information Security 
Inspection Bodies, and from public sources. While some of the feedback has been presented in Katakri 



development workshop minutes, a significant portion of it has been received though private correspondence or 
verbally. 

The paper is focusing on the information assurance subdivision of the Katakri criteria, but will cover also other 
subdivisions from the results point of view. The paper starts with sections describing experiences from 
development of three Katakri versions, covering key design principles of each version, and the resulting 
feedback. That is followed by a section where development challenges, lessons learnt, recommendations and 
future research are discussed. 

2. Katakri I – harmonising national security procedures 

2.1 Design 

The first version of Katakri (hereafter Katakri I) was created during 2008 and 2009. The work was led by the 
Ministry of Defence. Katakri I was designed by working groups of experts from DSAs and the private sector, for 
the use by of both. The purpose of Katakri I was to harmonise common security procedures, enable self-
monitoring of compliance, and improve auditing. (MoD-FI 2009; Kesäläinen 2015) One of the goals for the 
criteria was to support Finnish private sector in national and international business (Kesäläinen 2015). Strict use 
cases for the criteria were not defined. The work was organised by dividing the criteria into subdivisions and 
appointing a responsible working group for each subdivision. 

Harmonisation and transparency were key goals for Katakri I. The prior security audit criteria varied among 
authorities and the private sector. This led to numerous requirements from different security frameworks. The 
overlapping and partially contradictory requirements often led to unnecessary costs. Duplication of work was 
also common for the DSAs conducting the audits and for the organisations being audited. Major portions of the 
requirements used by different authorities were classified, which caused unnecessary burden to all parties.  

For the Information Assurance subdivision of Katakri I, the requirement model was selected among two main 
candidates. The first was a model based on the notion of an information security management system (ISMS). 
In this model, the final decision on the security controls is left to the organisation been audited, similarly as in 
ISO/IEC 27001:2013. The second alternative was to concentrate only on concrete security control requirements. 
In this model, most of the risk management work is left for the information originator or its representatives, 
similarly as in PCI DSS (PCI 2016). 

The selected approach was a hybrid model. The model covered basic ISMS elements, and enhanced the 
information protection with general concrete minimum control requirements. The selection was based on the 
experiences of the working group on the effectiveness of different control frameworks in practice. As also 
Nykänen and Kärkkäinen (2014a) summarize, many researchers criticize that most information security 
management standards only focus on security processes, not on how well activities are carried out or how 
objectives are achieved (Barlette and Fomin 2008; Fomin et al. 2008; Yeniman Yildirim et al 2011; Siponen 2006). 
On the other hand, static concrete security control requirements are not ideal for maintaining an acceptable risk 
level. Security processes were to cover environment specific risks and to adapt the controls according to changes 
in the risk environment. 

Harmonisation of existing criteria was reached by covering all relevant security requirements faced by Finnish 
private sector and authorities. There were several requirement frameworks deemed relevant. Firstly there were 
international handling requirements for EU Classified Information (EUCI), for NATO CI within the NATO 
Partnership for Peace programme, and for CI received from other states as agreed in governmental agreements. 
Secondly, national standards, especially from the fields of the Ministry of Defence and the Ministry of the 
Interior, were considered. Consequently, compliance with the harmonised criterion would result in compliance 
with all the relevant requirements. This would in turn enable compliant organisations to participate in a majority 
of CI-related procurement processes. This approach was strongly supported by the private sector (Kesäläinen 
2015), and seen as a cost-saving mechanism. Premises and CIS could be designed with a clear and stable set of 
requirements.  

Harmonisation in a transparent way had a major challenge: many of the concrete security requirements set by 
different CI originators were classified. The challenge was solved by sanitizing the non-public requirements by 



referring to publicly available standards. Practically all relevant requirements had public equivalents in the 
prevailing versions of ISO/IEC 27001:2013, ISO/IEC 27002:2013, PCI DSS (PCI 2016), ISF-SOGP (ISF 2016), SANS 
CIS Critical Controls (SANS 2016) or the set of VAHTI-instructions (MoF-FI 2016). Some concrete requirements, 
such as TEMPEST related specifications, had no equivalent public sources. As a result, these requirements were 
described on a very high abstraction level. 

Katakri I was published in 2009, consisting of four subdivisions and three security levels. The subdivisions were 
Administrative Security and Security Management, Personnel Security, Physical Security, and Information 
Assurance. The security levels in all subdivisions corresponded to the classification levels RESTRICTED, 
CONFIDENTIAL, and SECRET. (MoD-FI 2009) The highest security level, most commonly known as TOP SECRET, 
was not included.  

2.2 Lessons learned 

DSAs and private sector started using the Katakri I in 2009, right after its publication. Experiences were primarily 
collected by the DSAs. The revision efforts on the Information Assurance subdivision started at NCSA-FI right 
after the first audits were conducted.  

Both the DSAs and the private sector saw the clarity and transparency of Katakri I as a great improvement to the 
previously used frameworks. Security audit processes could be started from a more mature level, as both the 
auditor and auditee had a common ground on the requirements for approval or accreditation. This in turn 
enabled significant time and resource savings.  

The transparency also enabled third party companies to offer products and services designed to meet the 
requirements. Katakri I was not always used according to its original design. As an example, it was used as a 
framework for evaluating the security properties of products. It was not clear if the product evaluations provided 
sufficient assurance in terms of scope and thoroughness. 

The goal of harmonisation was seen to be reached successfully. This enabled a clear reduction of overlapping 
audits conducted by different authorities. The private sector reported cost savings as they now had to design 
and implement most security measures only once. After obtaining approval, the businesses could just duplicate 
the approved practices to national and international use cases. 

On the other hand, some of the required controls were reported to be unnecessarily stringent. Multiple errors 
and overlapping requirements were reported. Overlapping requirements relating to administrative security 
indicated also that there should have been more interaction between the working groups at the preparative 
phase. Practical testing of the criteria should have been more thorough to reveal the errors prior to publication. 
Some feedback also indicated that the sanitization of non-public requirements was not communicated clearly. 
Some organisations objected the use of requirements from sources such as PCI DSS or VAHTI, which they did not 
consider relevant. 

3. Katakri II – breakthrough to public awareness 

3.1 Design 

As described in the previous section, the work towards the second version of Katakri (hereafter Katakri II) started 
right after the first audits were conducted against Katakri I in 2009. However, the formal update process was 
delayed until 2011, when the Ministry of the Interior took the responsibility for managing and updating Katakri 
(MoD-FI 2011; NSA-FI 2015).  

The organisation of work, design principles and goals remained mainly the same as with the Katakri I. The target 
was to correct errors and fine tune the framework. As the majority of feedback supported the existing structure, 
no major changes were deemed necessary. The widespread usage of Katakri I resulted in numerous proposals 
for Katakri II. Many proposals were deemed overlapping or contradictory to the existing use cases. Some difficult 
compromises had to be made, however, to gain acceptance for Katakri II within the government. For instance, 
strong demands for requirements on emergency preparedness caused them to be added to Katakri II against 
the better judgement of the working group. 



3.2 Lessons learned 

Authorities and the private sector quickly adapted to Katakri II. Experiences could be gathered right after its 
publication in 2011. The feedback was highly varied, highlighting different needs of user organisations. 

The tool was still seen as a clear baseline that was easily applied in multiple use cases, many of which were never 
imagined during the development. Katakri audits had different objectives depending on the auditing process 
being executed (Rajamäki 2014b). Katakri was seen challenging in small to medium enterprises with limited 
capacity and expertise on information security management (Rajamäki 2014b). The amount of errors and 
overlapping requirements was distinctively lower in Katakri II than in Katakri I. This indicated practical testing of 
the criteria successful. Research however indicated that inconsistencies could be seen as major weakness of 
Katakri II compared to other ISMS standards (Nykänen and Hakuli 2013; Rajamäki 2014a; Rajamäki and Rajamäki 
2013). 

As Katakri I was mostly used by the private sector and by the DSAs, the feedback reflected mostly experiences 
from the use cases of FSC processes and DSAs' internal security work. The number of Katakri II use cases 
increased due to the Act 1406/2011 on the Assessment of the Information Security of Public Authorities' 
Information Systems and Telecommunications Arrangements, and Act 1405/2011 on Information Security 
Inspection Bodies, both published in 2011. As a result, the Katakri user community had dramatically increased 
to include a majority of Finnish ministries and agencies. For instance at the NCSA-FI, about 85 percent of all audit 
targets were now governmental authorities utilising Katakri, with most of the audits covering only national CI 
usage in CIS. The remaining 15 percent of audit targets consisted mainly of international CI usage in CIS owned 
by governmental authorities or by the private sector. 

The widening user community increased the variety of interpretations, tailoring and scaling of requirements. 
The feedback from the new Katakri users strongly indicated that the design principle on harmonisation did not 
support operational use cases of many authorities. For instance, some authorities had information assurance 
use cases for national CI only, or only for national CI and EUCI. For such use cases, the included requirements 
from other contexts were seen as an additional burden. The users employed the criteria for different purposes, 
such as CIS accreditation, CIS evaluation, procurement, and product evaluation. The introductory descriptions 
only covered accreditation, which resulted in misunderstandings. Many users also applied Katakri II without 
proper adjustments to the use case. For example, public procurement processes had Katakri II requirements 
without specifying the scope of evaluation, or the required level of protection.  

The approach to risk management was often not interpreted as intended. The intent was to use sufficient 
combination of security measures to create a satisfactory balance among user requirements, costs and residual 
risks. The approach was intended to be put into practice by training offered by educational organisations, but 
the training never met all of the intended goals (Kesäläinen 2015). Some research indicated that Katakri might 
have forced organizations to implement controls that would not be supported in risk management or cost-
benefit analysis (Nykänen and Kärkkäinen 2014b). Feedback indicated similar experiences, hinting that some 
user organisations did not apply risk management processes, nor utilise possibilities for compensating controls.  

Feedback strongly indicated that the inclusion of emergency preparedness requirements was not successful. 
This was mainly due to the unequal definitions of protection levels in preparedness and security of CI. The 
Administrative and Personnel Security subdivision suffered from internal overlaps. Requirements for the higher 
protection levels were not seen more effective than those of the lower levels. 

4. Katakri 2015 – support for the expanded user community  

4.1 Design 

The main goals for the third version of Katakri (hereafter Katakri 2015) were to increase its usability and 
scalability, to emphasize a risk-based approach, to increase the transparency of requirements, and to facilitate 
partial audits covering only selected subdivisions of the requirements (NSA-FI 2015). These changes had multiple 
drivers. Changes in the information security regulation both nationally and internationally prompted changes to 
requirements. Dramatic increase of the Katakri use in national audits hinted that the tool should be better 
aligned with various national use cases of authorities. The clarification of use cases was seen necessary to 



harmonise the usage and interpretation of requirements, and to flesh out the roles and processes in risk 
management.  

The goal of harmonised criterion was altered in Katakri 2015. The new design principle was to only include the 
minimum standards of national and international regulations. To be more precise, Katakri was meant to consist 
of only the minimum security requirements, as set either by Finnish national, or by EU regulations (NSA-FI 2015). 
In addition, references to common requirements and standards were added when they were expected to be 
relevant (MoD-FI 2016). This design principle allowed more flexibility, scalability and cost-effectiveness in some 
use cases. On the other hand, the tool was targeted more closely to assessments on the general ability of an 
organisation to safeguard CI. Some requirements were omitted as they were not relevant for all information 
originators. 

The primary use cases of Katakri were specified. Instructions of proper usage for each of the specified use cases 
were provided. The requirements were defined on a higher abstraction level, and provided with examples on 
how to fulfil the requirements in common cases. This was designed to increase the number of possible 
implementation options, and to include concrete support for the uniform interpretation of the requirements. 
However, it was expected that successful usage would require training and guidance. The general Katakri 
approach of defining both the security control objectives and the security controls to meet an objective 
(Nykänen and Kärkkäinen 2014a, 2014b) was not altered. However, the phrasing of control objectives was 
changed from audit questions to general descriptive themes.  

The goal of transparency was implemented by presenting legislative references for the requirements. The 
requirements were adjusted to cover all the relevant laws and regulations. In line with the ISACA 
recommendations (2013), care was taken in the use of references to avoid misinterpretations. 

Katakri 2015 was changed both in its structure and in its practical application. The aim of the subdivision on 
Security Management (T) was to ensure that the target organisation has sufficient security management 
capabilities (NSA-FI 2015). As the requirements were no longer separated into three protection levels, the 
structure became similar with ISO/IEC 27001. The subdivision on Physical Security (F) described the security 
requirements for the physical environment of the CI. Based on the handling and storage needs of the CI, the 
physical areas of an organisation would be divided into an administrative area, a secured area and a technically 
secured area (NSA-FI 2015). This structural change was perhaps the most significant change in the framework, 
and was expected to raise discussion in the national security community. Although the change was initially 
introduced to increase compatibility with international requirements, it was also expected to cut costs. The 
subdivision on Information Assurance (I) described the security requirements for the CIS. The subdivision was 
further divided into three protection levels, corresponding to the classification levels RESTRICTED, 
CONFIDENTIAL and SECRET (NSA-FI 2015). 

The subdivisions were drawn up as independent entities to facilitate the goal of partial audits. As an example, a 
complete audit might not be needed when the activities of a company change during a FSC process. In such case, 
a partial audit can comprise a security management FSC without additional safeguards, a FSC with physical 
safeguards, or a FSC with safeguards including CIS (NSA-FI 2015). It was noted that in most cases, only the 
combinations T, T+F, and T+F+I were considered to provide sufficient assurance for CI protection. 

In risk management, regarding the specified use cases of a FSC and accreditation of authorities' CIS, Katakri 2015 
encouraged a two-phase process. In the process both the target organisation and the DSAs have their specific 
roles. The target organisation was responsible for identifying and mitigating environment specific risks to an 
acceptable level. The role of the DSA was to identify general CI related risks and to require sufficient mitigating 
controls. The acceptable level in both cases was to be determined by the DSA based on their situational 
awareness on relevant risks. 

4.2 Lessons learned 

Authorities and private sector quickly adopted Katakri 2015. It was utilised in nearly all evaluation and 
accreditation processes at NCSA-FI within just a few months after its publication. System owners wished to start 
using it even in ongoing audits. 



The earlier Katakri versions referenced additional information sources instead of providing implementation 
guidance for requirements (Nykänen and Kärkkäinen 2014a). Contrarily, the higher abstraction level 
requirements in Katakri 2015 were heavily supported by implementation guidance in addition to the provided 
references. Feedback suggested that these changes had mainly positive effects to flexibility and cost-
effectiveness. On the other hand, the uniform interpretation of requirements was seen to require more training 
and communication than with previous Katakri versions.  

Experiences indicate that the two-phased risk management process has not been fully utilized as intended. For 
instance, forum discussions (LinkedIn 2016a, 2016b) indicate that the intended risk management process could 
have been described more clearly. In audits performed by the NCSA-FI, many organisations seem to emphasise 
cost-effectiveness in risk management, which increases the responsibilities of the auditing authority.  

The feedback indicates a clear quality improvement in the Security Management subdivision. This has led to a 
better acceptance of the criteria especially within governmental authorities. The shortcomings in risk 
management requirements of Katakri II (Nykänen and Hakuli 2013) seem to be addressed in Katakri 2015 to 
converge with the expectations of target groups. On the other hand, the Physical Security subdivision was seen 
to require further work. Although the structural changes have been seen to enable cost-effective operations, 
more encompassing concrete examples would make the subdivision more usable in implementations and audits. 
According to DSA feedback, putting the structural changes into practice is still a work in progress.  

Experiences on the Information Assurance subdivision have been mostly encouraging. The higher level 
requirements were reported to provide more flexibility in their implementation as well as to support existing 
practices. On the other hand, the abstraction levels of some requirements, especially regarding user 
authentication and accounting, have been considered to be too high. As a result, the sufficient implementation 
level has not been clear for these requirements. Similar feedback has been recorded also from requirements 
concerning preparedness, located in the Security Management subdivision. This feedback was expected during 
the development, as the referenced regulations do not specify these aspects on a detailed level.  

5. Discussion 
Security criteria have significant direct impacts on CIS design and implementation. Criteria design is always a 
trade-off between the varying goals of the target users. Different target groups have wildly different views on 
how CI should be protected. Some are willing to accept wide scale of operational and CI related risks, some try 
to minimize all risks regardless of the operational and administrative costs involved, and some try to find an 
acceptable balance. Fitting multiple standards into single criteria is a challenge. 
  
In order to provide sufficient information assurance, we recommend that security criteria should describe 
minimum requirements on a reasonably concrete level, but also provide support for the security and risk 
management processes of the target users. We recommend that criteria design should stem from a small set of 
strictly defined use cases. Trying to cover the needs of a wide variety of different use cases quickly renders the 
criteria useless as an assessment tool. To avoid unnecessary challenges, anything that is not relevant for the use 
cases should not be included without extra justification.  

Experiences also highlight general challenges associated with audit criteria. For instance it was noticed that it is 
very challenging to reach perfectly two of ISACA's (2013) goals. The first one is measurability, ability to permit 
consistent measurement of the subject matter and the development of consistent conclusions when applied by 
different professionals in similar circumstances. The second one is understandability, clear communication so 
that the criteria is not subject to significantly different interpretations by intended users. Towards such goals, 
we propose firstly that requirements should be at reasonably concrete level of abstraction. If this approach is 
not possible, uniform interpretation of higher level requirements should be supported with concrete level 
implementation guidance. Secondly, appropriate guidance and training should be offered to support intended 
usage. After the failed training attempts described in section 3.2., the DSAs began to offer Katakri related training 
and guidance. Publicly available guidance (FICORA 2016b) focused on topics often seen challenging, such as 
secure boundary protection services, crypto requirements, secure destruction of CI, and TEMPEST. The resulting 
improvements in CIS audits clearly indicate that this method is efficient. Thirdly, audits of critical targets should 
be limited to certified practitioners to ensure sufficiently reliable results. In Finland this has been enforced by 



legislation. Since June 2015 the Act 1406/2011 has allowed authorities' official CIS security audits to only be 
conducted by FICORA, or by an Information Security Inspection Body certified by FICORA. 

The presented lessons learnt and recommendations can be used in development of new security criteria or when 
updating existing ones. These can be applied for instance in upcoming versions of Katakri, in ongoing 
restructuring work of Finnish VAHTI-instructions, in criteria by the Finnish National Institute of Health and 
Welfare (THL 2016), as well as in criteria used by various EU and NATO entities. 

Our research continues with development of a comprehensive model for audit criteria design. We will continue 
gathering experiences from the design and usage of various criteria. The results will be used in future guidelines. 
Our research also aims to provide support for use cases beyond CI handling. 
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