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ABSTRACT 
 
3D printing has recently been applied to many areas of life 
including education, healthcare, aerospace, automotive, 
industrial design and other domains in industry. Due to the 
fact that the benefit of 3D printing is significant, the copyright 
issue of 3D printing has been become essentially and 
importantly. To solve the copyright issue of 3D printing, we 
would like to propose a 3D printing watermarking algorithm 
based on the mean distance of 2D slices in this paper. In the 
proposed method, 3D printing model is sliced into a set of 2D 
slices, and each 2D slice is then embedded a bit of watermark 
data by changing the length of mean distance of that slice. 
Finally, the coordinates of points in each 2D slice will be 
altered according to the changed mean distance value of 2D 
slice which has been embedded watermark bit. Experimental 
results showed that the mean distance error between the 
watermarked 2D slices and the original 2D slices is very 
small. The bit error rate (BER) between the extracted 
watermark and the original watermark is also very low. So, we 
verify that the invisibility of the proposed method is effective, 
and the proposed method is also robust to geometric attacks as 
rotation, scaling, and translation. Comparing to the 
conventional works, the proposed method also provides a 
solution with better accuracy. 
 
Key words: Additive Layer Manufacturing, 3D Printing 
Watermarking, 3D Slicing, Mean Distance, and Copyright for 
3D Printing 
 
1. INTRODUCTION 
 
Three dimensional (3D) printing is a process of making 3D 
solid objects from a 3D printing model by cutting 3D printing 
model into 2D layers, and laying down successive layers of 
material [1]. 3D printing technology provides a solution to 
help us turn design ideas into reality. It allows everyone to 
become creators in many domains of life. So, 3D printing 
technology is a hot trend, properly exploited, able to 
completely change many things in life [2]. 

Due to the 3D printing process is very easy and low cost, 
many people could make 3D objects with this. Moreover, 3D 
 

 

printing can produce and replace many parts of industrial 
devices, medical devices thus it is used in many areas as 
scientific, medical, telecommunication, industrial and other 
domains [3]. But the production process of a 3D printing 
model is often consumed many resources and efforts while 3D 
printing models are easily copied and share without any 
permission from designers or providers. Therefore, 
manufacturer desires their products must be protected the 
copyright and ownership [4]. Consequently, a watermarking 
solution is essential to identify the ownership and copyright of 
3D printing. 

Due to the fact that users or sellers often search 3D printing 
models from free websites and they then print physical 3D 
objects, the aim of 3D printing watermarking is to embed 
watermark data into the files of 3D printing before the 3D 
printing process, and then verify the ownership or copyright 
of 3D printing files by extracting the embedded watermark 
data from the watermarked files. There are many 
watermarking methods proposed for 3D contents, 3D mesh 
and 3D animation. But previous methods are only suitable and 
useful for the copyright identification of virtual 3D contents. 
Because these method only extract watermark data from the 
watermarked 3D contents. Therefore, previous researches 
could not be applied to the copyright identification for 3D 
printing technology. For responding to the issues related to 3D 
printing copyright protection, in this paper we proposed a new 
watermarking algorithm for 3D printing based on the mean 
distance of 2D slices. The idea of the proposed algorithm is to 
embed watermark data into the mean distance of 2D slices. 
The proposed method is applied to the 2D slices of 3D 
printing file after the 3D slicing process. The proposed 
method did not used the geometric features of 3D model as 
shape, topology which are mentioned in previous method for 
3D model watermarking in both spatial domain and frequency 
domain. It is difference between the proposed algorithm and 
the conventional works. 

To understand the proposed method, our paper is organized 
as follow. In Sec. 2, the relation of 3D printing processing to 
the proposed method and previous watermarking techniques 
for 3D model will be explained. In Sec. 3, the proposed 
method will be presented in detail. Sec. 4 will describe the 
experimental results and the evaluation of the proposed 
method. Conclusion is explained in Sec. 5. 
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2. RELATED WORK 
 
2.1 3D Model Watermarking 
Since early 2000s, there are many proposed researches for 3D 
model watermarking [5]-[14]. The watermarking techniques 
for 3D models have been achieved in both the frequency and 
spatial domains. These methods are based on embedding 
watermark data into geometric features in the spatial domain 
as topology, shape or embedding watermark data into the 
spectrum features in the frequency domain as Discrete Cosine 
Transformation (DCT), Discrete Fourier Transformation 
(DFT) or Discrete Wavelet Transformation (DWT). Actually, 
the watermarking techniques for 3D models are only useful 
for the copyright identification of 3D content applications as 
3D games and the applications of 3D graphic. This means the 
watermarking techniques for 3D model are only applied to the 
copyright protection of 3D contents in virtual environment. 
Consequently, they could not apply to 3D printing 
 
2.2 3D Printing Based Watermarking 
Up to present, in order to print physical 3D objects, 3D 
printers have to use 3D triangle meshes [15], [16]. 3D triangle 
meshes must be cut by a plane from bottom to top via the 3D 
slicing process before printing physical 3D objects. The 3D 
slicing process is executed by 3D slicer [17], [18]. The output 
of 3D slicing process is a set of 2D slices, and then 3D printer 
will print 3D objects from a set of 2D slices. Fig. 1 describes 
the general 3D printing process. 

To get a scanned 3D triangle mesh of a 3D printed object, 
we have to pass the 3D scanning and reconstruction process. 
Due to the effect of noise in the 3D scanning process, the 
scanned 3D triangle mesh is not the same the original 3D 
triangle mesh. This is main reason leaded to the previous 
proposed watermarking methods for 3D model could not 
re-apply to 3D printing. But the overall shape of 3D triangle 
mesh is not changed after the 3D scanning and reconstruction 
process. Therefore, after the 3D slicing process, the 2D slices 
of the scanned 3D triangle mesh is similar the 2D slices of the 
original 3D triangle mesh. So, we used this feature to propose 
a 3D printing watermarking method based on embedding 
watermark data to 2D slices. 

 

 
Figure 1: General 3D Printing Process 

 

3. THE PROPOSED ALGORITHM 
 
3.1 Overview 
 

 
                                       (a)                                             (b) 
Figure 2: The proposed algorithm, (a) the process of watermark 
embedding, and (b) the process of watermark extraction. 
 
The proposed algorithm is described in Fig. 2. First of all, 3D 
printing model is sliced into 2D slices from bottom to top by 
the 3D slicing process. 2D slices are the used to embed 
watermark data for obtaining the watermarked 2D slices. Each 
bit of watermark data is embed to each 2D slice by changing 
the mean distance length of that 2D slice on the reference of 
the minimum and maximum distances. After that, the 
coordinates of points in each 2D slice will be altered 
according to the changed mean distance length of 2D slice 
which has been embedded watermark bit. The watermarked 
2D slices are then used in the 3D printing process to create 3D 
printed object as shown in Fig. 2a. The 3D printed object is 
used to scan and reconstruct the scanned 3D triangle mesh via 
the 3D scanning and reconstructing process. The scanned 3D 
triangle mesh will be sliced to obtain 2D slices. Finally, 
watermark data is extracted from the 2D slices of the scanned 
3D triangle mesh as shown in Fig. 2b. 
 
3.2 Watermark Embedding 
Each 3D triangle mesh is cut from bottom to top by a 3D slicer 
to obtain a set of 2D slices. Each 2D slice contains the 
intersected points between 3D triangle mesh and the cutting 
plane. Thus each 2D slice contains one or many polygons. 
Each polygon contains the intersected points connected 
together. Fig. 3 shows the shape of 2D slices which is 
obtained from a bunny model. The watermark bit will be 
embedded to the mean distance length of each slice. The mean 
distance of slice is the average distance from the center of 
slice for its points. Fig. 4 show the distances of a slice of a 
bunny model from center to points. 

Suppose, a 3D triangle mesh is cut into a set of 2D 
slices ,퐒 = {푆 |푖 ∈ [1, N]} where N is the number of slices. 
Each 2D slice contained a set of the intersected points,푆 =
{푝 |푗 ∈ [1, |푆 |]} where |푆 |	is the number of points in each 
2D slice, and 	푝 	 is the 	푗 	 point in the 	푖 	 slice and is 
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presented by a pair of coordinates	(푥 ,푦 ). To calculate the 
mean distance length of each slice, we must calculate the 
center of each slice. Given 	퐶 (푐푥 , 푐푦 )	 is the center of 
corresponding slice	푆 , the coordinates of	퐶 	is the mean value 
of all coordinates as shown in Eq. (1) and Eq. (2) 
 

푐푥 =
1

|푆 | × 푥
| |

																																																																(1) 

 

푐푦 =
1

|푆 | × 푦
| |

																																																																(2) 

 
Define 	퐷 , 푑 ,  and 푑 , 	 is the mean distance of the 
slice	푆 , the minimum distance and maximum distance in all 
distances from the center of the slice 	푆  to points respectively. 

Thus	퐷 	is the mean distance of all distances from the center 
of slice to points as Fig. 4. The mean distance, minimum 
distance and maximum distance of slice is computed by 
equations (3), (4) and (5): 
 
푑 , = Min{푑 , |푗 ∈ [1, |푆 |}																																																		(3) 
 
푑 , = Max{푑 , |푗 ∈ [1, |푆 |}																																																	(4) 
 

퐷 =
1

|푆 | × 푑 ,

| |
																																																													(5) 

 
With 	푑 , = (푐푥 − 푥 ) + (푐푦 − 푦 ) 	 is the distance 
from the center of slice to 푗 	point. 
 

 

 
Figure 3: 2D slices of a 3D model in 3D space, and in 2D space 

 

 
Figure 4: Distances from the center of a slice to points 
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Figure 5: Embedding a watermark bit by changing the mean distance of slice 

 
Next, we define 	∆ = (푑 , + 푑 , )/2	 is the average 

value of 푑 ,  and 	푑 , . Each watermark bit 	휔 ∈
{0,1}(푖 ∈ [1, N])	is embedded by changing the mean distance 
퐷 	to	퐷∗  on the reference of the average value	∆ 	as Eq. (6). 
If 	휔 = 0 , then 	퐷 	 will be move to be less than 	∆ . 
Otherwise,퐷 	will be move to be greater than	∆ : 

 

퐷∗ =
퐷∗ > ∆ 	푖푓	휔 = 1
퐷∗ < ∆ 	푖푓	휔 = 0 																																																					(6) 

 
To satisfy the above embedding condition, the watermarked 
mean distance	퐷∗ 	will be changed as follows: 
 
If	휔 = 0: 

퐷∗ =

⎩
⎪
⎨

⎪
⎧ ∆ −

퐷 − ∆
4 		if	퐷 ∈ [∆ ,∆ + 훽 )

∆ −
푑 , −퐷

4 		if	퐷 ∈ [∆ + 훽 ,푑 , ]
No	change	if	퐷 < ∆

					(7) 

 
If	휔 = 1:	 

퐷∗ =

⎩
⎪
⎨

⎪
⎧∆ +

퐷 − 푑 ,

4 		if	퐷 ∈ [푑 , ,∆ − 훽 )

∆ +
푑 , − 퐷

4 		if	퐷 ∈ [∆ − 훽 ,∆ ]
No	change	if	퐷 ≥ ∆

						(8) 

 
With	훽 = (푑 , − 푑 , )/4. Fig. 5 describes the alteration 
of the mean distance of slice	퐷 	according to the watermark 
bit	휔 . The mean distance of slice	퐷  is represented by blue 
points. The watermarked mean distance	퐷∗  is represented by 
red points. When 	휔 = 0, 퐷 	will be move to be less 
than	∆ 	if it is equal or greater than	∆ . When	휔 = 1,퐷 	will 
be move to be greater than	∆ 	if it is less than	∆ . 

The change rate	훼 	is calculated as described in Eq. (9) after 
embedding the watermark bit	휔 	to the mean distance of the 
slice	푆 : 
 

훼 =
퐷∗

퐷 																																																																																							(9) 

 

The change rate 	훼 	 is used to change all points of the 
slice	푆 	as given in Equations (10) and (11). 

 
푥′ = 훼 .푥 + 푐푥 (훼 − 1)																																																				(10) 

 
푦′ = 훼 .푦 + 푐푦 (훼 − 1)																																																				(11) 

 
∀	푗 ∈ [1, |푆 |].	Therein	(푥 ,푦′ )	are the coordinates of new 
point after the watermark data embedding process. 
 
3.3 Watermark Extraction 
The watermark extracting process is similar the watermark 
embedding process. From 2D slices, we calculate the 
center	퐶′ (푐푥′ , 푐푦′ )	and mean distance	퐷′ 	of each slice as 
equations (12), (13) and (14): 
 

푐푥′ =
1

|푆 | × 푥′
| |

																																																											(12) 

 

푐푦′ =
1

|푆 | × 푦′
| |

																																																										(13) 

 

퐷 =
1

|푆 | × 푑 ,

| |
																																																								(14) 

 

With	푑 , = (푐푥 − 푥′ ) + (푐푦′ − 푦′ ) .  

After that, we continue to find the minimum distance and 
maximum distance in all distances from the center of the 
slice	푆 	to points as described in equations (3) and (4) for 
calculating	∆′ . The watermark bit	휔 	will be then extracted 
by comparing the mean distance 	퐷′ 	 and 	∆′ . If 	퐷′ 	 is 
greater or equal than	∆′ , 휔 	will be 1. If	퐷′ 	is less than	∆′ , 
휔 	will be 0. The condition of the watermark extraction is 
described by Eq. (15). 

 

휔 = 1	if	퐷′ ≥ ∆′
0	if	퐷′ < ∆′ 																																																														(15) 
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4. EXPERIMENTAL RESULTS 
 

Table 1: Mean Distance Error 
Name # of facets # of slices Mean distance (mm) 
Cup 28630 280 9.993756×10-5 
Yoda 49844 630 9.987180×10-5 
Batman 13566 730 9.962999×10-5 
Bunny 86632 830 9.987746×10-5 
Armor 975034 960 9.996013×10-5 
Horse 778532 1240 9.995868×10-5 

 
We used test models in Fig. 6 to experiment the proposed 
method. The format of 3D triangle meshes is STL file [15]. 
Tab. 1 shows the information of test models in detail. Each 
test 3D model is sliced into a set of 2D slices. The number of 
2D slices of each 3D triangle mesh is dependent on both the 
thickness of each slice and the Z-axis height of that model. 
The thickness of slices is flexible and determined by users 
when they configure parameters in the 3D printing process. 
We defined the thickness of slice is 1 mm in our experiments. 
We evaluated the invisibility, robustness and performance of 
the proposed method for the evaluation the aspects of the 
proposed method. 
 
4.1 Invisible Evaluation 
We calculated the mean distance error 	푑 (푝,푝 )	 between 
the watermarked points	푝 	in the watermark slices and the 

original points	푝	in the original slices of a 3D triangle mesh as 
shown in Eq. (16) to evaluate the invisibility of the proposed 
method. 
 

푑 (푝, 푝 ) =
1
N ×

1
|푆 | ||푝 − 푝′ ||

| |

																										(16) 

 
The mean distance error between the original 2D slices and 
the watermarked 2D slices of test 3D triangle meshes is shown 
in Tab. 1. From Eq. (16), we concluded that the mean distance 
error is dependent on the number of points in each 2D slice 
and the number of 2D slices in each model. The number of 
points in a slice is dependent on the number of facets in 3D 
triangle mesh, the thickness of slices and the height of each 
model. Based on Tab. 1, we concluded that the mean distance 
error between the original 2D slices and the watermarked 2D 
slices is very small. It is formed from 0.9963×10-6 to 
0.9993×10-6 with test models in Tab. 1. This means the 
change rate between the watermarked 2D slices and the 
original 2D slices is very small. So, we concluded that the 
invisibility of the proposed method is very high. Fig. 7 shows 
an original 2D slice from a set of 2D slices and it’s the 
watermarked 2D slice. We illustrate a set of 2D slices together 
a 2D slice for looking over minutely. From these figures, we 
verified that the perceptual difference of two sets of slices is 
very small. 

 

                           
                        Cup                                                                            Yoda                                                                      Batman 

                    
                         Bunny                                                                           Amor                                                                   Horse 

Figure 6: Test models 
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(a) 

 
(b) 

Figure 7: (a) Original slices of Armor model, and (b) watermarked slices 
 

4.2 Robustness Evaluation and Analysis 
 

Table 2: Bit Error Rate 
 
Name 

Bit Error Rate (%) 
0.01% Noise 0.05% Noise 0.1% Noise 

Cup 0.000 0.0327 0.0535 
Yoda 0.000 0.0339 0.0539 
Batman 0.000 0.0382 0.0565 
Bunny 0.020 0.0425 0.0602 
Armor 0.036 0.0463 0.0625 
Horse 0.041 0.0486 0.0683 

 
To evaluate the robustness of the proposed method we 
calculate the bit error rate (BER) between the extracted 
watermark and the original watermark when the watermarked 
slices are attacked by rotation, scaling, translation and random 
noises. Firstly we performed geometric attacks as rotation, 
scaling and translation. Rotation and translation only change 
the spatial location of 3D triangle mesh. Scaling changes the 
size of 3D triangle mesh. With rotation attack, it rotates 3D 
triangle mesh by an angle, thus we only align 3D triangle 
mesh and slice the 3D triangle mesh along the Z axis for 
obtaining 2D slices. Therefore, rotation did not affect to the 
result of watermark extraction. With translation attack, it only 

changes the position of 3D triangle meshes in 3D space. It did 
not change the shape and the volume of 3D triangle mesh. 
Thus, when we slice it by the cutting plane from bottom to top, 
the shape of slices and the number of slices will be not 
changed. This means translation does not affected to the result 
of watermark extraction. With scaling attack, it increases or 
reduces the size of 3D triangle mesh but it does not change the 
center of 3D triangle mesh. To re-scale, we find the highest 
vertex and the lowest vertex on the original 3D triangle mesh. 
We then compute the distance between these vertices. With 
the scaled 3D triangle mesh, we also perform similar. Finally, 
we compare distances to find scale-ratio for the re-scaling 
process. Here, we could concluded that the proposed 
algorithm is robust to geometric attacks. Secondly, we 
performed the noise attacks to 3D printing. We used visual 3D 
printer and added random noises. We experimented with 
random noises 0.01 %, 0.05 % and 0.1 % respectively. 
We compute BER by comparing the original watermark data 
with the extracted watermark data: 
 

퐵퐸푅 =
퐸푥푡푟푎푐푡푒푑	푤푎푡푒푟푚푎푟푘
푂푟푖푔푖푛푎푙	푤푎푡푒푟푚푎푟푘 × 100%																										(17) 
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Tab. 2 shows the BER between the extracted watermark data 
and the original watermark data. In experiment with “Cup” 
model, the number of 2D slices is small, thus the BER is also 
small with differential noise ratios (from 0.000 to 0.0535). In 
experiment with “Horse” model, the number of 2D slices is 
bigger, thus the BER is also high (from 0.041 to 0.0683). 
Consequently, with noise ratio is small and the number of 2D 
slices small, the BER is zero (see Cup, Yoda and Batman 
models with 0.01 % noise). But with the ratio increase of 
noise or the number of 2D slices, the BER also increases (see 
Bunny, Armor and Horse models with 0.1 % noise). Based on 
Tab. 2, we conclude that the BER is increased according to the 
number of 2D slices and noise. So, it is dependent on both the 
number of slice and noise ratio. If both the number of slices 
and noise are small, the BER will be low and otherwise. From 
Tab. 2, we verify that the BER of the proposed method is very 
low. So, it can be responsive to the copyright identification of 
3D printing. Fig. 8 shows the mean BER of test models 
according to the ratios of random noise. 

Random Noise (%)

0.00 0.02 0.04 0.06 0.08 0.10 0.12

B
E

R
 (%

)

0.01

0.02

0.03

0.04

0.05

0.06

0.07

BER according to random noise ratio

 Figure 8: BER according to the random noise 
 

 
4.3 Performance Evaluation 
 

Table 3: Effect of Geometric Attacks to Methods 
 
Geometric Attacks 

Affected 

Our method Rolland’s method Mona’s Method Liu’s Method Hou’s Method Wang’s Method 
Rotation No Yes Yes Yes Yes Yes 

Scaling No Yes Yes Yes Yes Yes 

Translation No Yes Yes Yes No Yes 

Proposed
 Method

1 2 3 4 5

H
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20
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Figure 9: The highest accuracy of methods 

 
To compare the performance of the proposed algorithm to the 
conventional works of 3D model watermarking recently, we 
compare the robustness of methods with geometric attacks 

and compare the highest achieved accuracy between methods. 
Tab. 3 shows geometric attacks affected to methods.  Based 
on Tab. 3, the robustness of our method is better than other 
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methods. In Liu’s method [10], he presented that his method 
could extract the embedded watermark when less than 5% of 
meshes are simplified. This means the max accuracy of his 
method is 95%. In Rolland’s method [11], he used 13 models 
with noised 0.1%, 1% and 5% respectively in his experiments. 
The max accuracy of Rolland’s method is 98%. In Hou’s 
method [13], four 3D triangle meshes are used in experiments 
and the average bit error rate (BER) is approximate 4%. Thus, 
the average accuracy of Hou’s method is 96%. In Wang’s 
method [14], he achieved the max accuracy is 98.5 %. In our 
method, the maximum accuracy of the extracted watermark is 
100%. This means the accuracy of our method is better than 
the accuracy of previous researches for 3D model 
watermarking. Fig. 9 the accuracy of our method comparing 
to the conventional works of 3D model watermarking. 
 
5. CONCLUSION 
 
We proposed a watermarking algorithm for 3D printing in this 
paper. It is based on watermarking for the 2D slices of 3D 
triangle mesh. The proposed algorithm is invisible and robust 
to geometric attacks as rotation, translation and scaling. 
Experimental results verified that the BER of the proposed 
method is low BER. Next time, we will improve and 
experiment the proposed algorithm with other attacks to 
evaluate the proposed algorithm for full aspects. Moreover, 
we will experiment with some real 3D printers and apply to 
copyright protection system. We will consider to apply the 
proposed algorithm to case applications. 
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