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Abstract—This study examines how social network based
approach can be applied in order to mine the security oriented
discussions in Suomi24 online forum. The approach employs a
student survey questionnaire to collect a dictionary related to
Finland national security. In subsequent analysis, the vocabulary
terms are mapped to Suomi24 corpus in order to construct the
associated social network analysis that quantifies the dependency
among the various vocabulary terms. Especially, the analysis of
the dynamic variation of the network topology would enable the
decision-maker to devise appropriate communication scheme to
maximize intervention in the public sphere and reach a wider
audience. Besides, a parser that finds the keywords from
VeRticalzed text data format is developed to aid the construction
of the underlined social network.
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I. INTRODUCTION
Since the introduction of web 2.0, the user-generated
content has become increasing popular in the web and
revolutionized the way in which the users interact with one
another, yielding large number of blogs, online communities
and social platforms where users share thoughts, debate, seek
advices and sustain common interests, among others. Many of
these networks serve as the de-facto internet portal for millions
of users. According to Laaksonen et al. [1] internet is not only
a practical data gathering tool but it is increasingly becoming
a stage where people form and live culture. This, in turn, due
to the large amount of data that can be collected about single
user / group, offers golden opportunity to analyze human
behavior on a large scale and track useful events [2]. On the
other hand, such networks have also offered opportunity to
malicious users and organized crimes to win support for their
causes and publish illegal or suspicious content that may affect
national security of countries or institutions.
Suomi24 is Finland’s largest topic-centric social media,
spanning 16 years (since 1998) and 6.5 millions of threads [3].
It is known as a forum for manifesting social and political
frustration, critique, as well as sharing health or well-being
issues, discussion on hobbies, consumer experiences and
everyday life. Due to its anonymity, the users of the site
participate in discussion threads without sharing their
individual identities, which probably enables users to share
their intimate thoughts and experiences. Indeed, Suomi24 is
regarded as the most visible Finnish language internet forum
that provides a public platform to discuss anything under the
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sun without any restriction. The latter is also motivated by the
fact that in contrast to other public forums and news blogs
where racist and insulting talk is prohibited, such rules are
poorly enforced in Suomi24, so that “anything can be said
about anybody” according to Media commentator YLE
journalist [4]. The bundles of threads around various topics
open opportunities for various methodological development
characterizing posts, threads, and bundles using various
linguistic, temporal and statistical like features. Dataset of
Suomi24 (www.sumi24.fi) is owned by a Finnish publishing
private company Aller Media Oy. www.suomi24.fi is the sixth
most visited Finnish website with a monthly reach of circa 2.3
million users measured on all different devices in May 2018
[5]. It is the most popular Finnish internet discussion forum by
website reach. The dataset is publicly available in original and
lemmatized form from https://www.kielipankki.fi/corpora/.
The availability and rich structure of the text has motivated the
use of text analytics in order to mine the discussions and
provide insight on individual and community behavior,
discover new patterns, test new hypotheses, marketing
activities and personalized content creation. For instance, the
website has been explored to identify health patterns in
Finnish society [6], business-behavior [7], among others.
In this paper, we are mainly interested into exploring
Suomi24 dataset for security related discussions in a way to
provide some insights that enable decision-makers, security
officers to comprehend community interests and worries in
this matter as well as identifying some potentially hidden
patterns. Strictly speaking, there are several reasons that
prompt the interest of security related discussion in such
forum. First, security events like Paris bombing or refugees
crisis intuitively spark public interest at wide, which is then
materialized in their messages in blogs/forums. Second,
discussion forums seem like an ideal place to study how
people conceptualize security issues because people perceive
them private enough to express thoughts that they might not
say in a more formal face-to-face research interview [8].
Third, Finland is perceived as one of the safest countries in
Europe whereas the level of preparedness of Finnish welfare
state for refugees and terrorism trials is a sensitive issues that
is well documented in national political sphere, and
subsequently in public debate as well. This opens up the
debate whether Finland is a safe country for its citizens.
Fourth, according to European Commission’s Eurobarometer

Survey [9], Finns perceive the risk of a terror attack lower than
Europeans in general (11% versus 40%,), which makes any
security event subject to possibly biased and non-rational
debate. Fifth, for historical reasons, the perception of Russian
threat in both public and political compass is very sensitive,
and accordingly well commented in open forums. The key
research question is
How do (Finnish) citizens conceptualize security issues in
Suomi24 internet discussions?
For this purpose, a methodology that combines keywords
based analysis and social network like analysis is devised and
tested. For instance, finding out what security related topics are
being discussed and how often they are discussed can provide
useful insights on the strength of such (sub) topics.

II. METHOD
A. Data

the students, enabling any forms of interaction among the
students to discuss such keywords if any.
The full list of key-words that are shared by more than 30% of
the respondents are reported in the appendix of this paper,
which contains a total of 159 distinct keywords (See
Appendix). A simple scrutiny of this list reveals the following:
• The students encompass a much wider conceptualization
of the notion of national security that goes beyond a strict
lexical refinement of arms, conflict and terror.
• Finland’s neighbor countries and even national
organizations have been listed to be linked to Finland
national security. This includes Russia, St Petersburg,
Sweden and even Europe and Estonia, Finnish parliament,
EU institutions, Vladimir Poutine, among others.
• Surprisingly, cultural identities like Islam, Feminism,
communism were also seen as linked to national security
concerns.
Figure 2 below summarizes the main classes that can be
assigned to the keyword list.

The data consists of a sample of Suomi24 posts [3] between
2001-2014. There are 2 127 506 forum posts with 10 112 531
sentences in total.
The format of the data is VeRticalized Text (VRT), which
consists of XML-style entities which contain a format that
expresses the text by making every single word or punctuation
in a new line in followed by related information to the text entity
separated by tabs. The structure of the format is expressed in
Figure 1. The data consists of 1 955 separate VRT-files, with
approximately 800-1800 separate posts per file.

Arms &
military
conflict

Fig 2. Categorization of national security keywords issued
from students’ survey

Fig 1. VRT data structure
B. Method
1) Keyword Identification
The first step in our methodology is to identify the key-words
related to national security. For this purpose, a survey-based
analysis was performed. More specifically, student population
were asked using both mailing list and online-platform the
question “What words and concepts you think are related to
national security of Finland?”
Each respondent can input as much as he wants of individual
keywords that he believes relevant to his conceptualization of
National security of Finland. Most students have inputted more
than 100 words. Besides, no constraints have been imposed to

2) Social Network-based analysis
Once the list of keywords is established, it is inserted into
the parser, which tags the associated posts in Suomi24 with
the matching keywords and collects them into threads. The
next phase in our methodology is to analyze the interaction
and co-occurrence of these keyword terms in Suomi24
corpus. For this purpose, a social-network based approach is
employed. The essence of such approach is to assume that
each keyword as a node and whenever two keywords are
mentioned together in the same thread, an edge between
them is established. This creates a social network
highlighting the interacting among these keywords. The
rationale behind such reasoning lies in the rich and wide
spread of the collected keywords that encompass most
relationship types that may occur in standard human

discussions. For instance, if “terror” is mentioned alone in
the post, its impact would be less if it is mentioned in
connection with Finnish parliament, EU institution, or even
a place (i.g., Finland, Helsinki, neighbor countries), all of
which are also part of the keyword list. Therefore the “edge”
link posits as a supporting evidence, according to some
relationship type, that supports the given keyword.
Accordingly, if a given keyword is found in some thread but
has no support in terms of other keyword across any of the
Suomi24 threads, will be automatically removed from the
graph representation.
On the other hand, the topology of the network can also
be made dependent on the number of posts where the two
keywords co-occur; that is, an edge between two keywords
is established only if the number of posts containing the two
keywords is beyond a certain threshold T. Therefore, an
iterative approach is established in order to track the network
properties where the threshold is set initially to one and
incrementally increases until no edges were established. At a
given network configuration, we report a set of metrics that
characterize the underlined network. This consists of:
number of nodes, number of edges, maximum degree,
average degree, global clustering coefficient, diameter,
average path length, size of giant component, size and
number of communities and the associated quality measure
[10]. The process is illustrated in Figure 2.

III. IMPLEMENTATION
In order to process the VRT format of Suomi24 posts, we
implemented our own VRT parser that fit the needs of the
project. The parser is in python and uses the Networkx and
Polyglot-packages among some common packages. The
source code is available at https://github.com/Eedvard/SNA
The tool parses through the VRT-files, finds the posts that
have any keywords in them, tags the posts with the keywords
that are found in them and draws the social network with
nodes and edge. The high level description of the workings of
the code is outlined in pseudo code of Figure 4.

Parsing and creating a social network from keywords
1. Load VRT-file to memory
2. Iterate the file row by row and any
XML-style tags to establish the elements
that wrap the words in a post
3.
4.
5.
6.

7.
8.

Extract the wordings of the post and compare
them against the defined keyword list
Tag the posts with the keywords
Create the nodes of the network from the
keywords
Establish an edge between two nodes of the
network if the number of co-occurrence of the
keywords in the same thread exceed the threshold
Report the properties of the graph
Draw a graph that evaluates the evolution of these
properties,

Fig 4. Description of the code for generating a social network
of keywords

Next, we relied mainly on NetworkX implementation to
compute the various network graph properties. The global
clustering coefficient is computed using the average
clustering coefficients of individual nodes of the graph.
Community detection is performed using Girvan-Neuman
method where the coverage of the partition is used as a metric
to quantify the quality of the partition [11].

IV. RESULTS

Fig 3. Process illustrated

Starting with the whole keyword list and trying to match the
occurrence of these keywords in Suomi24 posts according
the methodology pointed out in the previous section, the
overall structure of the network graph at the beginning
(threshold T=1) is illustrated in Table 1. Next, the process is
iterated with various threshold levels until there is no node
left in the network. The graph topology for threshold values
T= 1, 300 and 800 is highlighted in Figure 5, 6 and 7,
respectively.

Table 1: Initial keyword network properties
Graph Property

Value

number of nodes

124

number of edges

658

maximum degree

43 (‘politiikka’)

average degree

10.61

global clustering coefficient

0.32

(giant) diameter

3

(giant) average path length

1.43

size of giant component

46 nodes and 658 edges

number of communities

35

community node coverage
quality measure

0.36

community edge coverage
quality measure

8.2

Fig. 7. Social network for threshold T=800
In the above representations, the width of the edges is
expressed by the scale log(log(x+1)) to shrink the largest
weights considerably to make the graph more readable.
Table 2 summarizes the graph properties in terms of the
associated metrics for specific values of threshold (1,50, 300,
1764). The latter value corresponds to the case where the
network shrinks to two node graph.
Table 2. Social network properties at various thresholds

Fig. 5. Social network for Threshold =1

Fig. 6. Social network for Threshold T = 300

The preceding provides only a global evaluation of the
various graph properties at specific threshold values. In order

to visualize the continuous evolution of the various graph
property metrics, Figure 8 and Figure 9 illustrate the
evolution of the various graph metrics with respect to the
threshold values.

ii) Examination of the nodes in figures 6-8 provides insights
into the main wordings that have large impact in users’
discussion. The key clusters of the graph are constituted
of keywords: luottamus (trust), Islam, Politiika (Politics),
venäjä (Russia), nationalismi (nationalism), sairaala
(hospital), Armeija (army). While the strongest tie occurs
between keyword polisi (police) and sairaala (hospital),
which somehow reflects the key-players in tracking
potential fatalities (police force) and treatment of
fatalities / injuries (hospital).
iii) The preceding can be used by the decision-maker to
enforce their communication strategy in order to ensure a
wider audience. For instance, the importance of police
and health centres in shaping their communication
strategies in dealing with terror or security related event.
Similar reasoning applies to Finnish political sphere as
well as the sensitive neighbor Russia.

Fig 8. Evolution of network properties with respect
to threshold T.

iv) Graphs in figures 8 and 9 as well as results of Table 2
indicate the smoothly decreasing property of the number
of nodes of network, average degrees, clustering
coefficient, average path length and community based
metrics as threshold T increases. This is widely expected
due to the structure of the network that constantly shrinks.
Nevertheless, it is also worth mentioning that the
diameter of the network changes moderately as the
network shrinks as a result of increasing the threshold
level.
v) Although not performed in this paper, the use of threshold
value can be combined with other graph statistical
measures in order to convey a dependency graph
constraining the keyword list, which can then be
employed for subsequent information retrieval tasks [1213].
vi) The variation of the community level indicator indicates
the quality of the community that can be extracted from
the network reduces as the threshold increases. This
means that if one would like to extract meaningful
subnetworks from the graph, then one has to do so at the
initial stage.

Fig 9. Evolution of graph number of edges and
that of associated giant component.
Discussions
The results illustrated previously reveal the following:
i) Comparing the number of nodes of the initial graph (124
nodes) to the initial number of keywords (159) indicates
that there are 35 keywords that are not involved in any
coalition with the other keywords, which are therefore
excluded. This occurs because either such keyword does
not have any occurrence in Suomi24 posts or has no cooccurrence with any other keyword of the list.

vii) The results obtained in this investigation in terms of the
most influencing topics / keywords that best describe the
security concerns in Suomi24 agree to a large extent to
other alternative resulted highlighted in communication
and security science. Indeed, the importance of the human
element in achieving security and trust is well
acknowledged [14-15]. Similarly, the research into sociotechnical security and trust fields gain momentum and
highlight the importance of choosing the right target
group through appropriate communication terminology
in order to gain public trust and strengthen societal
security [17-18].

V. CONCLUSION
This paper outlines a social network based approach to map
the national security related discussions occurring in the
Suomi24 online forum. The developed approach relies on
two pillars. First, a Finnish national security vocabulary is
constructed using student online survey. Second, a social
network where the nodes correspond to vocabulary terms
(keywords) is constructed by matching the terms to Suomi24
corpus. Especially, whenever two keywords co-occur in the
same Suomi24 thread, an edge between these two entities is
established. Therefore, the dynamic analysis of the topology
of the network, when introducing a confidence factor
corresponding to the number of co-occurrences required for
the connection to be held, allows us to devise the influencing
concepts that should be taken in order to develop appropriate
communication strategy with regard to national security. The
findings in terms of influencing concepts have also been
found to agree with results in security science and risk
analysis.
In closing, we have constructed a tool that can be used to
examine the strength of the connection between multiple
keywords in conversations of Suomi24. The same process
can be conducted using any keywords to examine a different
topic as well as a larger dataset to gain different insights from
the discussions in Suomi24. Raising the threshold for the
required weight of the edge is useful to find out the properties
of the network when the least relevant keywords are removed
iteratively. These results can be then further examined by
extracting the named entities to examine the locations,
organizations and persons that appear in the data.
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