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ABSTRACT To achieve watermark synchronization from an imagewith perspective distortion is a challenge.
This paper proposes a screen-cam robust and blind watermarking scheme for tile satellite images, which
means we do not need any user interaction or additional information in watermark detection. To achieve this,
at the watermark embedding side, we divide tiles into synchronization tiles and message tiles, and propose a
discrete Fourier transform (DFT) based embedding method to cope with the quality degradation caused by
screen-cam process. At the extraction side, based on the idea of template matching, we first use a synchro-
nization response index to estimate an appropriate scale level and positions of embedded synchronization
watermarks from the noise component, which is estimated by Wiener filter. Then, we propose verification,
selection, and precise locations methods to ensure the effectiveness and accuracy of synchronization
detection results. After that, we can extract the regions of message tiles. Finally, we extract watermark
message based on the local max value from the DFT domain of the noise component. Experimental results
demonstrate the validity of the proposed scheme against common attacks and screen-cam attack with a tripod
as well as handhold shooting.

INDEX TERMS Screen-cam process, robust watermark, tile satellite images, blind detection,
synchronization.

I. INTRODUCTION
Tile satellite images are multi-resolution and massive
fixed-size square images widely used for their convenient
browsing. With the explosive development of internet tech-
nology, tile satellite images face security issues of illegal
download, dissemination, and use. The current solution is
encryption [1]–[3] and access control [4]–[7] technology,
which can keep the tile satellite images unreadable due to
encryption or prevent them from being downloaded.

However, in recent years, with the popularity of smart-
phones, a new data leakage method has emerged which is
using the mobile phone to directly capture the tile satel-
lite images displayed on the screen. Obviously, traditional
encryption and access control technologies cannot solve this
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problem. In this case, a technology that can trace leakage of
the screen displayed content after it was captured by a camera
has been investigated. Screen-cam robust watermarking [8]
is a highly robust digital watermarking technology, which
not only can resist common image processing attacks, but
also has a good performance to resist screen-cam attacks.
Therefore, how to design a screen-cam robust watermarking
algorithm for tile satellite images is a meaningful issue.

In screen-cam process, a camera device is used to regen-
erate the content displayed on the screen into digital signals,
which can be considered as a cross-media signal transmission
process that contains digital-to-analog and analog-to-digital
conversion. Most robust watermarking algorithms designed
for cross-media signal transmission are mainly focused on
print-scan and print-cam attacks. Print-scan and print-cam
processes are using a scanner and a camera to convert a
printed image into digital signals, respectively. Based on the

125274 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/ VOLUME 8, 2020

https://orcid.org/0000-0003-3619-5236
https://orcid.org/0000-0003-0813-2297
https://orcid.org/0000-0002-1113-6494
https://orcid.org/0000-0001-8702-7342


W. Chen et al.: Screen-Cam Robust and Blind Watermarking for Tile Satellite Images

embedding methods, the watermarking algorithms designed
for print-scan and print-cam attacks can be divided into
global watermarking methods and feature-based watermark-
ing methods.

Global watermarking methods use the full image for
watermark embedding. The global watermarking methods
designed for print-scan and print-cam attacks mainly include
pattern-based methods, Fourier domain-based methods,
and multi-domain-based methods. Pattern-based methods
encode watermark message with different designed patterns,
for example, sinusoidal pattern [9], pseudorandom vector-
based tiling pattern [10] and directed periodic pattern
[11]–[14]. Fourier-domain based methods embed water-
mark messages in the magnitude spectrum of discrete
Fourier transform (DFT) [15]–[18] or Fourier-Mellin trans-
form domain [19], [20], which is the log-polar mapping
(LPM) of the DFT magnitude spectrum. Multi-domain-
based methods modulate the coefficients of the wavelet
domain to embed watermark message combined with another
domain-based method to achieve synchronization [21]–[23].
However, global watermarks are restricted to the desynchro-
nization caused by stitching and cropping attack [8], [24].

Feature-based methods employ image features, which can
be well preserved in the desynchronization attacks caused
by translation and cropping, to achieve watermark synchro-
nization. Keskinarkaus et al. [24] combined the pattern-based
method with Harris detector-based synchronization method
to achieve robustness to cope with print-scan and extra crop
attacks.

In summary, the ideas of the watermarking algorithms
designed for print-scan and print-cam attacks can be applied
to screen-cam process due to the similarities of cross-media
signal transmission. But the experiments in [8] show that
the state-of-art methods of these algorithms are not appli-
cable in screen-cam process due to the differences between
screen-cam and print-scan/cam processes, for example,
the quality degradation caused by moiré noise and illumina-
tion distortion.

Studies about screen-cam robust watermarking algorithms
are yet few. Some researchers focused on the screen-cam
communication of video watermark [25]–[27], which embed
watermark message into temporal dimensions. Commonly,
one frame of the video only carries a few bits. To embed
multi-bits message and extract watermark message from
one single screen-captured image, Fang et al. [8] and
Chen et al. [28] proposed two different feature and fre-
quency domain-based watermarking schemes, andWang [29]
improved the pattern-based method of [11] by image mor-
phology methods to make it robust to screen-cam process.
At the extraction side, these three methods all need to correct
perspective distortion by manually selecting four points with
additional information. Methods by [8] and [29] need to
record the four corners of the original image in advance,
which means the original size has to be known. Method
by [28] at least needs to know the aspect ratio of the image or

aspect ratio of the screen to help estimate the coordinates of
selected four points.

According to the information required for watermark
detection, watermarking methods can be divided into blind
methods [30]–[32], which means we do not need any
additional information or user interaction, and non-blind
methods. Based on the summary above, blind watermark
detection of a captured image with perspective distortion
has not been comprehensively studied yet. All the methods
against screen-cam developed thus far need additional infor-
mation or user interaction to deal with perspective distortion.
However, if the captured images do not contain the whole
image or screen, it is not possible to select the four corners
of the image or screen. Furthermore, due to the difference
between tile satellite images and normal images, the tile satel-
lite images displayed on the screen is a mosaic of tiles and
there is also translation and cropping, it is difficult to estimate
the original size or aspect ratio from captured image empir-
ically for manual perspective correction. Therefore, how to
achieve blind watermark detection of captured watermarked
tile satellite images is a meaningful issue.

To solve this issue, a screen-cam robust and blind water-
marking scheme for tile satellite images is proposed in this
paper. The major contributions of this paper include: (1) We
design a synchronization response index to estimate the posi-
tions of embedded synchronization watermarks from a cap-
tured image that has not been perspective corrected, so that
blind detection can be achieved. (2) We propose a local
max value and noise component-based extraction algorithm
which can reduce the interference of the Fourier magnitude
coefficients of the original image on the message extraction.

The rest of the paper is organized as follows. The dis-
tortions caused by screen-cam process are described in
Section 2. The watermark embedding and watermark detec-
tion and extraction processes are presented in Section 3 and
Section 4, respectively. Then the selection of parameters
and experiment results are discussed in Section 5. Finally,
Section 6 draws the conclusions.

II. PRELIMINARIES
A. DISTORTION ANALYSIS
Schaber et al. [33], Fang et al. [8] and Chen et al. [28] all
analyzed the distortions caused by screen-cam attack, where
various kinds of distortions are involved, including linear dis-
tortion, gamma tweaking, geometric distortion, noise attack,
and low-pass filter attack. We can also divide these distor-
tions into two categories: geometric distortion and quality
degradation.

Geometric distortion includes the stitching, cropping and
translation distortions caused by normal user operation, per-
spective distortion by shooting distance and angle, and lens
distortion by the optical lens. To achieve watermark syn-
chronization despite geometric distortion, we designed a syn-
chronizationwatermark embeddingmethod. At the extraction
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side, based on the idea of template matching, we can estimate
the positions of embedded synchronization watermarks.

Quality degradation contains various distortions, of which
there are two severe distortions. One is moiré noise, which
commonly is significant at a close shooting distance. The
other one is low-pass filter attack, which will cause blurring
of the captured content as the shooting distance increases.
To cope with the quality degradation, we employ error cor-
rection code to encode watermark message and embed it
repeatedly to improve the robustness.

B. EMBEDDING OPERATION ANALYSIS
The screen-cam process will cause severe geometric
desynchronization. Especially to achieve blind and auto-
matic watermark detection, the designed message exaction
method needs to be robust to slightly geometric distortion.
Fortunately, due to the nature of DFT coefficients, when
employing a large embedding region, the positions of theDFT
coefficients only shift a little with slight perspective distortion
and will not change with image translation [28]. It is a
commonly used method to embed multiple bits of watermark
message in the DFT domain of a large embedding region.
Therefore, we choose the DFT domain as the watermark
carrier.

The message embedding operations used in the DFT
domain can be divided into selected coefficients-based
methods [15], [34]–[38], log-polar mapping-based methods
[19], [39]–[42], and further transform-based methods [43].
Log-polar mapping of the DFT coefficients rearranges the
coefficients of the same frequency in straight lines, which can
achieve better visualization and facilitate further detection
operations. However, in essence, the log-polar mapping based
method is the same as the selected coefficients-based meth-
ods. Further transform-based methods transform the DFT
coefficients to another frequency domain for message embed-
ding. Because of the severe distortion in screen-cam process,
the further transformwill make the vary of the coefficient val-
ues difficult to predict. The further transform-based method
requires further research on how to apply it on screen-cam
process. We design a message exaction method based on the
statistical characteristics of the same frequency coefficients.
Therefore, we embed the message into the selected coeffi-
cients of a selected frequency.

III. WATERMARK EMBEDDING
The watermark embedding process is shown in Fig.1. The
tile satellite images are divided into synchronization tiles
and message tiles. Tile satellite images are named and stored
according to the indexing rules, where the index is commonly
composed of the level, row, and column number, to achieve
quick search. According to this, when loading the tile data,
their indexes are used to determine what information the
tiles should be embedded. A complete watermark message
is embedded in 4 tiles, including one synchronization tile
and three message tiles, as shown in Fig.2. In this way,
any 2 × 2 tiles can form a complete watermark message.
The embedding methods of synchronization watermark and
watermark message are as follows.

A. EMBEDDING SYNCHRONIZATION WATERMARK
The synchronization tiles are used for blind detection of
watermark and locating the watermark message. The syn-
chronization watermarks are embedded in the DFT domain
of the luminance spectrum of the tiles. We select the DFT
coefficients at the radii ranging from 60 to 100 in increments
of 5 and the angles ranging from 125 to 145 in increments
of 5 in the second quadrant, which is totally 45 selected
coefficients. The embedding method is defined as:

Ms(x, y) = k1, (1)

where Ms(x, y) defines the watermarked magnitudes of syn-
chronization tiles and k1 is the embedding strength.

To reduce algorithm complexity, on the one hand,
we directly modify the selected coefficients to a fixed
value k1. On the other hand, the coordinates of these coeffi-
cients are known and can be recorded in advance. Therefore,
we can locate the coefficients quickly. Because of the
rotational symmetry of the Fourier coefficients, the corre-
sponding coefficients are also modified in the same way.
An embedding result of synchronization watermark is shown
in Fig.3 (a).

B. EMBEDDING WATERMARK MESSAGE
In our method, a whole watermark message is embedded in
three tiles. We encode the watermark message with BCH
code and embed it twice into the three tiles. The length of
BCH code is 2n − 1. Considering the encoding length and

FIGURE 1. Framework of watermark embedding process.

125276 VOLUME 8, 2020



W. Chen et al.: Screen-Cam Robust and Blind Watermarking for Tile Satellite Images

FIGURE 2. Watermark embedding rules.

FIGURE 3. Embedded watermark in the magnitude coefficients of DFT
domain.

watermark capacity, we divide the watermark message into
two sub-messages. Then, we encode these two sub-messages
into a 31-bit sequence and a 63-bit sequence respectively. For
one complete watermark, the 31-bit sequence is embedded
twice in Message Tile 1 and the 63-bit sequence is embedded
once in each of Message Tile 2 and Message Tile 3.

The message sequence Wk = {w(j) |w(j) ∈ {0, 1},
j = 0, . . . , l−1} corresponding to each tile is embedded into
the DFTmagnitude coefficients of the luminance spectrum of
the tile satellite images, where k ∈ (1, 2, 3) defines the k-th
of the three tiles and l is the length of eachWk . The message
bits are evenly distributed at a distance of R from the center.
The coordinatesWk (xi, yi) of the message can be written by:

xi =
L0
2
+ 1+ floor

[
R · cos

(
j
l
· π −

1
180
· π

)]
yi =

L0
2
+ 1+ floor

[
R · sin

(
j
l
· π −

1
180
· π

)]
, (2)

where L0 is the side length of the tile, R is the embedding
radius and j is the j-th element of Wk . Minus 1 degree is to
avoid the frequently occurring high magnitude values at the
lines x = L0/2+ 1 and y = L0/2+ 1 (see Fig.3).

According to [28], the low and medium-frequency mag-
nitude coefficients with high values of DFT domain can be
well preserved in screen-cam process. Therefore, we embed
watermark by modulating the medium-frequency magnitudes
of DFT domain to higher values. Furthermore, we can record
the coordinates of the watermark embedding position in
advance. When embedding watermark messages, we only
need to determine the message bits are 1 or 0 and modify the
corresponding magnitude coefficients to a fixed value. The
embedding method is defined as:

Mk (x, y) =
{
k2, w (j) = 1
nochange, w (j) = 0,

(3)

where Mk (x, y) defines the watermarked magnitudes of k-th
tile and k2 is the embedding strength. An embedded result of
watermark message is shown in Fig.3 (b).

IV. WATERMARK DETECTION AND EXTRACTION
In this section, a blind and automatic watermark detection and
extraction scheme is proposed. Fig.4 shows the framework of
this scheme. In the captured photo, the original images have
been resampled. Therefore we first perform rough detection
at multiple scales to extract synchronization response points
and determine the most appropriate scale for watermark
detection and extraction. Second, the extracted synchroniza-
tion points are verifiedwhether they are from synchronization
tiles by our designedmethod. Next, point sets are constructed,
which are used for perspective correction and for locating
the watermark message, of the verified points. Then, we find
the precise locations of the synchronization response points
of one point set in turn. After that, based on the corrected
points, we perform the perspective correction and extract the
message area. Finally, the message is extracted and decoded.
Details are as follows.

A. ROUGH DETECTION AT MULTIPLE SCALES
This section presents a response index-based method
for roughly detecting the centers of the watermark
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FIGURE 4. Framework of watermark detection and extraction process.

FIGURE 5. Rough detection of a window: (a) Luminance spectrum (b) Noise component (c) DFT magnitudes (d) Detection regions.

synchronization tiles at multiple scales and selecting the
most suitable scale for subsequent watermark detection and
extraction.

In the captured image, the original tile satellite images
are scaled to varying degrees, which are determined by the
shooting distance and angle. Therefore, for better detection,
we need to find a suitable scale. It is not necessary to choose
the scale closest to the original size, but the scale with the
most significant detection results.

First, for each captured image, its luminance spectrum
is scaled to five scales: 100%, 90%, 80%, 70%, and 60%.
Watermark can be considered as a form of noise [44].
Therefore, we use the noise component, which is estimated by
Wiener filter for detection. The noise component In is defined
as:

In = Ic − hw · Ic, (4)

where Ic is the luminance spectrum of the captured image and
hw defines a 3× 3 spatial domain Wiener filter. Furthermore,
the utilization of the In can also reduce the negative impact of
the image itself on the detection results.

Then, at each scale, a window of 256× 256 pixels is used
to exhaustively detect In at intervals of 64 pixels. Because the
synchronizationwatermark is embedded in a specific range of
the DFT domain, detection is performed within the set range
in the DFT domain of the noise component in each window.
An example is shown in Fig.5. Fig.5 (a) is the corresponding

luminance spectrum of the window content and Fig.5 (b) is
the noise component. At each detection, the noise component
is transferred into the DFT domain (Fig.5 (c)). Because of
the perspective distortion, the position of the DFT magnitude
coefficients will change. Therefore, considering the defined
embedding range of the synchronization watermark and the
perspective distortion, the detection range is set in two areas:
a radius between 60 to 100, an angle between 30-60◦ and
120-150◦ respectively, as shown in Fig.5 (d).

According to the nature of the Fourier coefficients,
the larger the area of the synchronization tiles contained in the
window, the more obvious the noise, which means that the
corresponding magnitude values are larger. Hence, a total
of 45 maximum magnitude values in the two set regions
are recorded as Vl (i) and Vr (i) according to whether their
coordinates are in the second or first quadrant. The number
of points in Vl (i) and Vr (i) are recorded as Nl,1 and Nr,1
respectively. The response index of a window can be written
as:

Rs,i =
{
sum(Vl (i)) · (Nl,1 − Nr,1), Nl,1 > Nr,1
sum(Vr (i)) · (Nl,1 − Nr,1), Nl,1 < Nr,1,

(5)

where Rs,i defines the response index of i-th window
at scale s. Multiplying the number difference between
Nl,1 and Nr,1 is to widen the difference between the cases
with and without synchronization watermarks.
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FIGURE 6. Examples of captured images.

FIGURE 7. Rough detection response indexes at multiple scales.

We take four captured images as examples, which are
shown in Fig.6. The Rs,i of the four captured images on
multiple scales are shown in Fig.7.

As shown in Fig.7 (a) and (c), when shooting with a big
angle, the original tiles are scaled differently. Therefore, the
most significant part of the response indexes varies between
different scales. As shown in Fig.7 (b), when shooting

relatively vertically, the response indexes commonly has
a good performance at several scales. As for example
(c) and (d), we take the photo at a close distance, so the syn-
chronization watermarks can be detected at a larger scale of
zoom out. In addition, when shooting a photo, the smartphone
is commonly held horizontally or vertically in the hands.
The orientations of the screens in the captured images are
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FIGURE 8. Rough detection results.

FIGURE 9. Verification process.

different. Therefore, when viewing these captured images,
they may under a rotation by 90◦. The positive and negative
response indexes can be used to judge whether the image has
undergone such a rotation.

Next, the most significant scale will be selected. If there
are no synchronization watermarks in the captured image,
the Rs,i is only related to the image itself, which means the
mean value of Rs,i should theoretically approach zero. If there
are synchronization watermarks in the captured image,
the more significant the synchronization watermark detec-
tion, the higher the dispersion of Rs,i. Therefore, the response
index of each scale Rs is defined as:

Rs = σs ∗ s2, (6)

where σs is the standard deviation of Rs,i. The scale swith the
maximum Rs is selected for subsequent watermark detection
and extraction. The selected scales of the four examples are
100%, 100%, 60%, and 70%, respectively.

Finally, the surface peaks of Rs,i which have a value greater
than the threshold Ts are selected as the synchronization
response points Ps,i. Ts is defined as:

Ts = Rs,i+σ s. (7)

The rough detection results of the four examples are shown
in Fig.8, the red dots indicating Ps,i.

B. VERIFICATION OF THE SYNCHRONIZATION POINTS
In this section, every point of Ps,i is verified regarding
whether they are close to the centers of the synchronization
tiles. The main idea of the designed verification method is to
judge the synchronizationwatermark information againwhile
removing the impact of the image itself as much as possible.
An example of the verification process is shown in Fig.9 and
the details are as follows.
step.1. The luminance spectrum (Fig.9 (a)) of 256×256 area

centered on the point from Ps,i is transferred into the
Fourier domain (Fig.9 (b)).

step.2. The Fourier magnitudes will be classified into two
categories (Fig.9 (c)), which are the main compo-
nents of the image and the rest. To achieve this, first,
we delete the largest floor(π∗(L0/15)2) number of
magnitude values and classify them directly into the
main component class. Then, we classify the rest mag-
nitudes based on Otsu’s method [45], which is done
by maximizing inter-class variance. If these high mag-
nitude values are not deleted, we need to classify the
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FIGURE 10. Verified results.

magnitudes into more classes to meet the needs, which
will greatly increase the amount of calculations.

step.3. The mask is generated based on the main component
class in this step. First, dilating the main component
class with structuring element se1 (Fig.9 (d)). Then,
eroding twice with structuring element se2 (Fig.9 (e)).
se1 and se2 are defined as:

se1 =

 1 1 1
1 1 1
1 1 1

 ; se2 =

 0 1 0
1 1 1
0 1 0

. (8)

Commonly, watermarks are independent of the images.
Using se2, we can better preserve the main component
magnitudes when removing the watermark magnitudes
from the class. Finally, after dilating twice with a struc-
turing element se1, a mask is generated (Fig.9 (f)),
which covers the area of the main components of the
image itself and makes the synchronization watermark
more separable.

step.4. First, transfer the noise component (Fig.9 (g)) of the
luminance spectrum to the Fourier domain (Fig.9 (h)).
Then, mask the Fourier magnitude spectrum with the
generated mask (Fig.9 (i)).

step.5. First, detect a total of 80 maximum magnitude val-
ues in the two regions with a radius between L0/6
to L0/2 and an angle between 30-60◦ and 120-150◦

respectively (Fig.9 (j)). Then, record the number of
these maximum values in each of these two regions
as Nl,2 and Nr,2, respectively. If Nl,2 − Nr,2 > T1,
we confirm this detected point is close to the center of
a synchronization tile. Otherwise, we treat the point as
a false detection and delete it.

step.6. Then, turn to the next point from Ps,i and repeat
step1-step5 until all the points are verified. Finally,
we obtain the verified synchronization response points
Pv,i. If Pv,i is empty, then the watermark detection is
failed.

After a perspective distortion, the positions of the water-
marked magnitudes are varied. Commonly, they will not
just shift to integer coordinates, which means it will cause
variations in the adjacent magnitude values. Therefore, if the
watermark is clear, it will cause more than 45 high-value
magnitudes in the left detected region. Besides, we also need
to consider the missing values due to masking error or unclear
synchronization watermark. Therefore, the T1 is set to 40.

The verified results Pv,i of the four examples are shown
in Fig.10.

C. CONSTRUCTION OF THE SYNCHRONIZATION POINT
SETS
In this section, all points that can be used for perspective
correction in Pv,i are selected and constructed into point sets.
Then, the point sets based on their response indexes Rs,i are
sorted.

The perspective correction process can be written as [28]: x ′y′
1

 = H

 xy
1

 , where H =

 a11 a12 a13
a21 a22 a23
a31 a32 a33

,
(9)

where [x ′, y′, 1]T and [x, y, 1]T define the homogeneous
point coordinates of the corrected image and the captured
image, respectively. H is a nonsingular 3 × 3 homogeneous
matrix. It means we need at least four pairs of points to
calculate H .

Because the side length L0 is known, the distance between
the centers of adjacent synchronization tiles is known. There-
fore, we can use four synchronization response points which
can represent the centers of four synchronization tiles that
can form a square area for perspective correction, as shown
in Fig.11. The construction method of all candidate point
sets Sj = {P1,P2,P3,P4} that can be used for perspective
correction is as follows:
step.1. Select a point from Pv,i in turn according to its Rs,i

from high to low. Assuming that this point is the point
P1 which is the top left corner of the four synchroniza-
tion points used for perspective correction.

FIGURE 11. Perspective correction with four points.
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FIGURE 12. Quadrilaterals formed by constructed point sets.

FIGURE 13. Process of finding precise locations.

step.2. Calculate the magnitudes and directions of
−−−−→
P1Pn(k),

where P1 is the selected point and the Pn(k) defines
all the rest points from Pv,i. Find the Pn(k) which
has the minimum

∥∥∥−−−−−→P1Pn (k)
∥∥∥ and the angle between

−−−−→
P1Pn(k) and positive direction of the x-axis is less than
35 degrees as the top right pointP2. Also, find thePn(k)
which has the minimum

∥∥∥−−−−−→P1Pn (k)
∥∥∥ and the angle

between
−−−−→
P1Pn(k) and negative direction of the y-axis is

less than 35 degrees as the bottom left point P3. If there
is no P2 or P3, go back to step 1 and continue.

step.3. Find the Pn(k) for which the direction of
−−−−→
P1Pn(k)

is between
−−→
P1P2 and

−−→
P1P3. Select the minimum∥∥∥−−−−−→P1Pn (k)

∥∥∥ which is greater than min(
∥∥∥−−→P1P2 ∥∥∥ ,∥∥∥−−→P1P3 ∥∥∥) and less than (

∥∥∥−−→P1P2 ∥∥∥ + ∥∥∥−−→P1P3 ∥∥∥). Record
this point as the bottom right point P4. If there is no P4,
back to step 1.

step.4. Record the point set Sj = {P1,P2,P3,P4} and go
back to step 1 until all points from Pv,i are checked.

step.5. Sort Sj by maximum Rs,i of the four points. If there
are several Sj where the points with the maximum Rs,i
are the same points, then, sort these Sj by the second
largest Rs,i. Otherwise, sort by the third largest Rs,i.
If there is no Sj, then, the watermark detection is failed.

To some degree, the Rs,i represents the significance of the
watermark. Therefore, according to this construction method,
the order of Sj theoretically represents the degree of sig-
nificance of the watermark in the region of the point set.
The quadrilaterals formed by Sj of the four examples are
shown in Fig.12. The number shown is the order of the point
set.

D. FINDING PRECISE LOCATIONS OF A POINT SET
Sj represents the four centers of four synchronization tiles.
But the positions are not accurate yet. This section describes
the method of finding the precise locations for Sj. The process
of finding precise locations for the first Sj of example (a) is
shown in Fig.13. In the experiment, we use In directly for
calculation. Here, in Fig.13, we use the original image instead
for a better demonstration.

First, in order to reduce the amount of calculations,
we extract the required area (Fig.13 (a)).

Then, we perform perspective transformation on this area
based on the Sj (Fig.13 (b)), which is to transfer this area to a
size close to the original scale.

Next, a response index detection is performed in the 21×21
coordinates centered at each point of Sj with 5 pixels interval.
An example of the detection at one coordinate is shown in
Fig.14. We use the 256 × 256 block of the noise component
centered at the coordinate (Fig.14 (a)) and transfer it into the
Fourier domain (Fig.14 (b)). And then record the 45 maxi-
mummagnitude values (Fig.14 (c)) in the region with a radius
between 58 and 100, and an angle between 123◦ and 147◦ in
the second quadrant as Vf (i). The precise location response
index Rf ,i of each coordinate can be written as:

Rf ,i = sum(Vf (i)). (10)

The Rf ,i of the four points are shown in Fig.13(c) and the
details are shown in Fig.15.

The number of recorded maximum magnitude values is
critical for the correction result. As we explain in Section 4.2,
if the synchronization watermark is clear, commonly the
watermark will cause more than 45 high-value magnitudes.
However, we need to consider the situation that thewatermark
information is not very clear, and to avoid the impact of the
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FIGURE 14. Detection process of one coordinate.

FIGURE 15. Precise location response indexes of upper left (a), upper right (b), bottom left (c) and bottom right (d) points of a point set.

image itself on the detection result. Therefore, the number
cannot be set too large, we hence set it as 45.

The setting of detection region of the maximum magni-
tudes is also important. Although this area is perspective
transformed, the transformation is not accurate. Therefore,
the detection region is set a little larger than the embedding
region.

Finally, as shown in Fig.13 (d), the positions of yellow pen-
tagrams are coordinates with themaximumRf ,i. Then, we use
these coordinates as the new coordinates of the corresponding
points and inverse perspective transform these coordinates,
as shown in Fig.13 (e). Finally, we record the coordinates of
these points on the original image as the corrected point set S ′j .

E. PERSPECTIVE CORRECTION AND EXTRACTION OF
MESSAGE AREA
In this section, we use S ′j to do the perspective correction and
extract the message area. The perspective correction will be
performed on the extracted area from the original captured
image, such as the image of Fig.13 (a). The perspective
correction result of Fig.13 (a) is shown in Fig.16 (a), where
the original image is greatly scaled in the horizontal direction.

The four points in S ′j represent four centers of four syn-
chronization tiles respectively. The extracted message area
will be the five message tiles inside the red line, as shown
in Fig.16 (b).

The comparison of the extracted five message tiles from
Fig.16 (a) and the original tiles are shown in Fig.17, where
the order is from top to bottom and from left to right. There is
a black strip area at the top of the extracted tile on the far left

FIGURE 16. Perspective correction and extraction.

in Fig.17 (a), which is the border of the monitor. Fortunately,
this small error will not affect watermark detection.

F. MESSAGE EXTRACTION
This section presents the message extraction method and the
process is shown in Fig.18. According to the embedding
rules in Section 3.1, the extracted five message tiles represent
two Message Tile 1, two Message Tile 2 and one Message
Tile 3. Therefore, there are four embedded 31-bit message
sequences and three embedded 63-bit message sequences in
the extracted five message tiles.

For each corrected and extracted message tile, we use the
noise component of the luminance spectrum and transfer it
into the Fourier domain.

Because the perspective correction is not perfect, there is a
slight shift of the original magnitude coefficients which will
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FIGURE 17. The extracted tiles and their original tiles.

FIGURE 18. Message extraction process.

cause variations in the adjacent magnitude values. Therefore,
we use the maximum value Vm(j) within local 3 × 3 region
centered at the embedded coordinates to determine the mes-
sage bit w′(j).

w′(j) =
{
1, if Vm(j) > Tw
0, otherwise,

(11)

Tw = Mw + k3σw, (12)

where Tw is the set threshold.Mw and σw are the mean value
and the standard deviation of all the magnitudes in the range
of {R− 2,R+ 2}, k3 is a fixed value.

As shown in Fig.18, the red boxes and yellow boxes are the
3 × 3 areas of the positions where the embedded watermark
bit is ‘1’ and ‘0’, respectively.

Based on the embedding rules, first, form w′(j) into mes-
sage sequences as

−→
M 31(i) and

−→
M 63(i) respectively. Then,

decode
−→
M 31(i) and

−→
M 63(i) by BCH code and record them

as
−→
W 31(i) and

−→
W 63(i) respectively. If two of

−→
W 31(i) are

the same, the same decoded message sequence will be used
as the detection and extraction result of the 31-bit message
sequence and end the detection of this sequence.

−→
W 63(i) is

processed similarly. When the detection results of these two
messages are both obtained, which means there are two of
−→
W 31(i) and two of

−→
W 63(i) which are the same respectively,

the watermark detection is successful. Otherwise, turn to the
next Sj until watermark detection is successful or until all the
Sj are detected.

V. EXPERIMENTAL RESULTS AND ANALYSIS
In order to ensure the success rate of watermark detection,
we choose BCH(31,11) and BCH(63,24) to encode the water-
mark message. The 31-bit message sequence can correct
5 bits and the 63-bit message sequence can correct 7 bits.
Therefore, the watermark message we can encode is 35 bits
and the encoded message sequence is 94 bits.

Tile satellite images are used in real-time, so we test the
embedding efficiency of the proposed embedding method.
For 100 tile satellite images, it takes 2.142s to complete
watermark embedding and storage with an i7-9700 CPU.
Therefore, it can meet the real-time use. It is noteworthy
the watermark message depends on the application, so the
message bit allocation could also be different. In this paper,
the embedded watermark message is set as a combination of
a user ID and the current time. User ID is a 15-bit binary
sequence, which means it can support 32768 IDs. And the
time we embed is ‘01/12/2019 22:00:00’. The date is encoded
using the difference in days between the current date and
‘01/01/2019’ and encodes it as a 15-bit binary sequence,
which means it can support until ‘19/09/2108’. The hour is
directly converted to a 5-bit binary sequence.

The schematic diagram of eight host tile satellite image
sets is shown in Fig.19, which includes different types
of surface features, such as cities, rivers, coastal areas,
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FIGURE 19. Schematic diagram of host tile satellite image sets.

FIGURE 20. The influence of different embedding strength.

forests, plateaus, and mountains. These host data are obtained
from Google Earth. The monitors we used are a 27-inch
‘ThinkVision P27q’ monitor with 2560 × 1440 pixels and a
24-inch ‘HP EliteDisplay E242’ monitor with 1920 × 1200
pixels. To mimic a real-world scenario, the monitors are
not explicitly calibrated. A P30PRO with 40 MP pixels and
an iPhone8 Plus with dual 12 MP pixels are used as the
photography equipment.

In Section 5.1, the selection of embedding strength is
discussed. In Section 5.2, we analyze the accuracy of water-
mark synchronization. In Section 5.3, the selection of thresh-
old for message extraction is presented. In Section 5.4 and
Section 5.5, we verify the robustness of the proposed method
against common image processing attacks and screen-cam
attacks, respectively.

A. SELECTION OF EMBEDDING STRENGTH
Embedding strength is used to balance the imperceptibility
and robustness of the watermarking scheme. In our method,
k1 and k2 define the embedding strength of synchronization
tiles and message tiles. 1,000 tile satellite images are used for
statistical experiments to select the appropriate embedding
strength. The widely used peak signal-to-noise ratio (PSNR)
and mean structural similarity index (MSSIM) [46] are
used for image quality degradation evaluation. The average
PSNR and MSSIM values of the 1,000 tiles after embedding

synchronization watermarks with different k1 and after
embedding watermark message with different k2 are shown
in Fig.20.

To achieve good imperceptibility, the PSNR values are
mostly controlled to be above 40 dB. Therefore, we choose
k1 = 69 and k2 = 96 where the average PSNR values
are 40.61 and 40.59, respectively. The PSNR and MSSIM
value distribution over the whole test image set is shown
in Fig.21 when using the selected embedding strength. The
watermarked tile satellite image Set A and Set B are shown
in Fig.22.

B. PERFORMANCE EVALUATION OF SYNCHRONIZATION
POINTS VERIFICATION
The true positive rate and false positive rate of synchroniza-
tion point verification will affect the efficiency and success
rate of watermark detection. Therefore, we perform a static
experiment with tile satellite image set A, 27-inch monitor,
and P30PRO. The images are captured at different shooting
conditions, where the shooting angles are 0◦, 15◦, 30◦, and
the shooting distances are from 30cm to 100cm at an inter-
val of 10cm. For all 24 captured images, we calculate the
Ps,i and Pv,i. Then, we manually judge the Ps,i are the true
synchronization points or false synchronization points and
compare them with the verification result Pv,i. The results
of synchronization points verification are listed in Table 1.
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FIGURE 21. PSNR and MSSIM values with selected embedding strength.

FIGURE 22. Watermarked tile satellite images of Set A and Set B.

TABLE 1. Performance of synchronization points verification.

The true positive rate is 98.81% and the false positive rate
is 2.34%. Therefore, the verification method can be consid-
ered effective.

Three examples of verified false synchronization response
points are shown in Fig.23, from left to right are the corre-
sponding luminance spectrum, the Fourier magnitude of the
noise component, the masked Fourier magnitude spectrum
and the detected results, respectively. Fig.23 (a) is the exam-
ple of a detected false synchronization point in Fig.8 (b),

the false detection is mainly due to the texture of the lumi-
nance spectrum itself, which will cause some high magnitude
values in the set detection region. Fig.23 (b) is the example
of a detected false synchronization point in Fig.8 (c), it con-
tains both the synchronization watermark and the watermark
message. Because the synchronization watermark is not clear,
which means it is not close to the center of the synchroniza-
tion tile, the point is verified to be false. Fig.23 (c) is a case of
false detection we encountered during the experiment, it can
also be effectively verified.

C. ANALYSIS OF WATERMARK SYNCHRONIZATION
ACCURACY
To verify the validity of watermark synchronization, we per-
form an experiment with tile satellite image set A, where the
centers of the synchronization tiles are marked in red after the
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FIGURE 23. Examples of verified false synchronization response points.

watermarks are embedded based on the scheme in Section 3.
Then, we perform watermark detection of captured images
with different shooting conditions until the S ′j of the first point
set is found. After that, wemanually select the positions of the
red marker points and calculate the distances between S ′j and
the corresponding marker points. The distance is the offset
distance between the auto-corrected position and the real
position of the center of a synchronization tile. We use this
distance to quantitatively describe the accuracy of watermark
synchronization.

The average offset distances of the first point set with
different shooting conditions are shown in Fig.24. When the
shooting angle is perpendicular to the screen, the average
offset distance is around 10 pixels, and the corrected result
can be considered to be good. For a shooting angle of 15◦

or 30◦, the offset distances are less than 15 pixels when the
shooting distance is within 90cm, which is still acceptable for
watermark extraction.

The calculated Rf ,i of a point set, which represent the
same synchronization tiles as the point set in Fig.13, from

FIGURE 24. Average offset distances of first point set with different
shooting conditions.

a captured image with a shooting distance of 60cm and a
shooting angle of 15◦ is shown in Fig.25 as an example. The
red dots on the underlying image are the mark we added on
the original image. Dots with white edges in the center are the
positions of Pv,i. Dots with magenta edges are the position
that has the maximum Rf ,i. As seen, the corrected points are
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FIGURE 25. Corrected results of a point set from a marked image.

very close to the centers of synchronization tiles and this kind
of offset is acceptable.

D. SELECTION OF THRESHOLD FOR MESSAGE
EXTRACTION
According to Equation 12, k3 defines the threshold for mes-
sage extraction, which is used for judgment of message bits.
For statistical experiments in this section, 72 well-captured
images with shooting distances between 60 to 80cm and
shooting angles between 0◦ to 30◦ are used. The images are
manually perspective corrected in order to reduce the impact
on the selection of k3 due to the inaccurate perspective cor-
rection. Only the message tiles extracted by the first point set
of their Sj are used, which are totally 360 extracted message
tiles. Average erroneous bits of all these extracted tiles with
different k3 are shown in Fig.26. Therefore, k3 is set to 1.5 in
our experiment.

FIGURE 26. Average erroneous bits with different threshold.

E. ROBUSTNESS TO COMMON ATTACKS
In actual use, tile satellite images will encounter some com-
mon leakage attacks in addition to screen-cam attack. The
most common leakage attack of tile satellite images is to
re-stitch the tiles after illegal downloading the tile data or
take a screenshot directly to obtain the content, which is a
combination of stitching, cropping and translation attacks.
Therefore, we use eight screenshot images of the eight host
image sets to test the performance of the proposed algorithm
to common attacks.

Bit Error Ratio (BER) is a commonly used metrics for
robustness evaluation. Due to message repetition, we employ
a Minimum Bit Error Ratio (MBER) to evaluate robustness,
which is the detected minimum erroneous bits versus the
encoded message sequences. Considering the fact that two
sub-sequences are embedded, MBER is computed by

MBER =
Min (E1)+Min(E2)

L1 + L2
, (13)

where Min (E1) and Min(E2) define the minimum erroneous
bits in all the extracted message sequences of sub-sequence 1
and sub-sequence 2, respectively. L1 and L2 define the length
of sub-sequence 1 and sub-sequence 2, respectively.

Table.2 lists the MBER of experiments with common
attacks. The backslash symbols mean detection failed
because no point set is constructed. The message watermark
strength is greater than that of the synchronizationwatermark,
so in the experiment of common attacks, there is no case
where the message recovery fails when the point set is con-
structed. Since the tile satellite images have already under-
gone stitching, cropping and translation attacks, we perform
other common image process attacks here.

The performance to JPEG is good, the message can still be
effectively recovered at a JEPG compression quality of 20%.
The robustness to zoom in is excellent, the message can
be recovered perfectly under a scaling 250% attack. For
zoom out, the algorithm is robust until a scaling 70% attack.
With regard to rotation attack, because the synchronization
watermark is embedded in the set region of DFT domain,
the positions of watermarked coefficients will also rotate as
the image rotates. We have defined a detection range, which
is considered to be enough in practical applications.

The proposed algorithm extracts watermarks based on the
high DFT magnitude coefficient values of the noise compo-
nent. If extra noise is added, some values of DFT magnitude
coefficients in the detection range may vary to higher values,
which will cause misjudgment of watermark synchroniza-
tion and error of message extraction. Hence, the proposed
algorithm is weak to Gaussian Noise. Nevertheless, if we
only consider the Gaussian noise attack and do not consider
the desynchronization attacks, by extracting the watermark
directly from the embedded positions with the DFT domain
of the luminance spectrum rather than the noise component,
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TABLE 2. MBER under different common attacks.

FIGURE 27. Extracted message tile with different common attacks and corresponding first quadrant of DFT magnitude spectrum.

watermark detection can still be successful. Fortunately,
the proposed method is robust to other noise attacks of
Salt & Pepper with 0.05 noise density, Poisson and Speckle.
Examples of one extractedmessage tile with these attacks and
the detected erroneous bits of this tile are shown in Fig.27.

In the use of satellite images, in order to obtain better visual
effects, it is likely to have undergone an image enhancement
process. Hence, we also test the effect of sharpening, linear
adjustment and histogram equalization attacks. Examples are
shown in Fig.27. The results show high performance against
these image enhancement attacks.

Thus, the proposed watermarking scheme has excellent
robustness to re-stitch, screenshot attacks, and other common
attacks.

F. ROBUSTNESS TO SCREEN-CAM ATTACK
In this section, the robustness of the proposed method
against screen-cam attack with different shooting distances
and angles is tested. First, we compare the proposed method
with three state-of-art algorithms [8], [11] and [28]. Due to
the different purpose of algorithm design, when using these
three methods, we regard the tile satellite image set as a
whole image, and adjust the size of watermark embedding
regions accordingly. For fair comparison, the imperceptibility
of the watermarked images is controlled at the same level
by adjusting the embedding strength, as shown in Table.3.
The transverse comparison experiment is set as: a shooting
angle of 15◦ and a shooting distance between 30 and 100cm.
Fig.28(a) indicates the average MBER of different methods

VOLUME 8, 2020 125289



W. Chen et al.: Screen-Cam Robust and Blind Watermarking for Tile Satellite Images

TABLE 3. Images generated by different methods.

FIGURE 28. Comparison of different methods with a shooting angle of 15◦ and different shooting distances.

TABLE 4. Average MEBR with different shooting conditions.

with manual correction. When shooting distance is between
30 and 50cm, the captured images do not contain the whole
screen. Therefore, we cannot manually perform perspective
correction based on the four corners of the screen. When
shooting distance is between 60 and 100cm, our algorithm has
a better performance than other methods. Fig.28(b) indicates
the average MBER of different methods with blind detection.
It is easy to see that the other methods do not work, and the
proposed method still has a good performance when shooting
distance is between 30 and 80cm. Although the three algo-
rithms are applicable in the framework that they are designed
for, only the proposed method works with blind detection,
which is important in the real applications.

In theory, without considering external interference, the
distortion caused by shooting from the horizontal left is simi-
lar to the distortion caused by shooting from the horizontal
right. The distortion caused by shooting from a horizontal

angle is similar to the distortion caused by shooting from
a vertical angle with a 90-degree rotation of the image.
Therefore, the experiments are designed as follows. We set
the shooting angle from being perpendicular to the screen
up to 30◦ of horizontal left at intervals of 15◦. The shooting
distance ranges from 30 cm to 100 cm at intervals of 10 cm.
There are fourteen groups of experiments, where totally
336 captured images and their detection results are shown
in Fig.29. There are two cases of failed detection. One of
them is no point set is constructed, so we cannot perform
message extraction. Another is erroneous synchronization,
which means the extracted message will be wrong with a
high MBER. In this case, we can go to the next point set
or the detection is failed. The average MEBR with different
shooting conditions are listed in Table.4, where the situ-
ations that no point set is constructed are not taken into
consideration.
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FIGURE 29. Watermark detection results against screen-cam attack.

TABLE 5. Example of Experiment Group (a).

The MBER of Group (a) are listed in Table.5, where the
underlined number means message recovery failed. The fig-
ures in Table.5 are the area of the 9 tiles in the range of
the point set (similarly to Fig.16 (b)) where the MBER is
detected.

The proposed method has good robustness to shooting dis-
tances and shooting angles. When shooting perpendicularly,
all the detections are successful. When shooting at an angle
of 15◦ or 30◦, most detections of the captured images with
a shooting distance below 80cm are successful. As shown
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TABLE 6. False positives and false negatives of watermark detection.

in Table.5, when the shooting distance is close, like 30cm,
the moiré noise is obvious. Fortunately, as long as the mag-
nitude coefficients which represent the noise in the Fourier
domain are not at the region of the embedded watermark,
it will not affect the detection. Therefore, all the detections
at close shooting distances are successful. As the shooting
distance increases, the image becomes more blurred, and
the details of the synchronization watermark decrease, which
affect the accuracy of perspective correction, especially with
a shooting angle. Therefore, when shooting at an angle of 15◦

or 30◦, the detections of some captured images with long
shooting distances are failed.

In addition to camera quality, there are two other factors
that affect the robustness of the algorithm. One is the ratio
of screen size to screen resolution. The size of the image cap-
tured by the smartphone is fixed. Hence, at the same shooting
distance, the ratio will affect the zoom of the data. Therefore,
in theory, at the same shooting distance, the captured image
of the 24-inch monitor should be clearer than those of the
27-inch display in our experiment. Therefore, the detection
results of experiment Group (c) and (d) are better than those
of Group (a) and (b). The other one is the image itself,
i.e., some texture characteristics of the tiles that will affect
the watermark detection. For example, the texture of some
tiles of image set B causes some high magnitude values in
the detection region of watermark, whichmay bemistaken for
the embedded watermark. Therefore, the detection results of

image set A are better than those of image set B. In addition,
this adverse effect is also amplified by the quality of the
equipment. The quality of the 24-inch monitor is worse than
that of the 27-inch monitor. Therefore, the detection results
of experiment Group (e) and (f) are better than those of
Group (g) and (h).

In order to obtain a good quality of captured image,
the content displayed on the screen commonly will be cap-
tured at a distance of around 50 to 70 cm and an angle of
around 0◦ to 30◦. Therefore, the proposed method can meet
the practical needs.

In our method, after the construction of point sets, if Sj
exists, it can generally be considered that the watermark
exists. According to the performance of synchronization
points verification, unwatermarked images theoretically will
have no Sj, which means our method can better prevent
the occurrence of false positives. In order to check how
many false positives may occur during the message extraction
process, the 192 captured images are additionally detected
at a radius where no watermark is embedded, which is to
simulate the detection results of unwatermarked images but
with wrong Sj. The detection results are shown in Table.6,
and, as seen, there are still no false positives.

The captured images we used above are takenwith a tripod.
Because hand-hold shooting will cause camera shake, which
can cause more blur, we also tested the performance at other
tilt shooting angles with handhold shooting. The results are
shown in Table.7, which has a good performance.

VI. CONCLUSIONS
This paper proposes a screen-cam robust and blind water-
marking scheme for tile satellite images. To achieve blind
watermark synchronization from a captured image with per-
spective distortion, we propose a DFT-based synchronization
watermark embedding method. A response index is designed

TABLE 7. Examples of Handhold Shooting.
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to estimate an appropriate scale level and the positions of
embedded synchronization watermarks from the noise com-
ponent at the detection side. To ensure the effectiveness
of watermark synchronization, we propose a verification
method to verify whether the detected positions are from
the centers of embedded synchronization watermarks, a point
set construction method to select all point sets that can be
used for perspective correction, and a method to find precise
locations to improve the accuracy of perspective correction.
However, the perspective correction will never be perfect.
In order to extract a watermark message effectively, a mes-
sage extraction algorithm based on the maximum value in the
local 3 × 3 area centered on the positions where a message
bit is embedded and the DFT domain of the noise component
is proposed. This scheme has proved to be robust to common
attacks and screen-cam attack. The future work is to improve
the efficiency of the automatic perspective correctionmethod,
so that it can also be applied to real-time copyright verifica-
tion scenarios and increase the watermark capacity.
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