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ABSTRACT A Smart Campus is a miniature of a Smart City with a more demanding framework that enables
learning, social interaction and creativity. To ensure a Smart Campus uninterruptible secure operation,
a key requirement is that daily routines and activities are performed protected in an environment monitored
unobtrusively by a robust surveillance system. The various components that compose such an environment,
buildings, labs, public spaces, smart lighting, smart parking, or even smart traffic lights, require us to focus
on surveillance systems, and recognize which detection activities to establish. In this paper, we perform
a comparative assessment in the area of surveillance systems for Smart Campuses. A proposed taxonomy
for IoT-enabled Smart Campus unfold five research dimensions: (1) physical infrastructure; (2) enabling
technologies; (3) software analytics; (4) system security; and (5) research methodology. By applying this
taxonomy and by adopting a weighted scoring model on the surveyed systems, we first present the stateof-the-art, and then we make a comparative assessment and classify the systems. We extract valuable
conclusions and inferences from this classification, providing insights and directions towards required
services offered by surveillance systems for Smart Campus.
INDEX TERMS Smart Campus, surveillance systems, IoT, software analytics, security, research
methodology, weighted scoring model.

I. INTRODUCTION

Smart Cities, also known as Cities 2.0, are embodiments
of urban living in the digital age [1]. In the coming years,
suburban and rural citizens are expected to move towards
urban areas, forming a vast concentration of population in the
inner city. It is anticipated that emerging paradigms such as
Industry 4.0 will support the new needs of cities [2]. A key
component is the incorporation of the Internet of Things (IoT)
The associate editor coordinating the review of this manuscript and
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paradigm as the backbone of society [3]. IoT-enabled services
will produce a vast amount of data that can be used to support
and optimize critical infrastructure and provide new insights
and advances. However, the majority of these data will be
sensitive and should be treated unobtrusively not to harm
freedom and individual privacy. The challenge today is to
understand how to build and deploy massively interconnected
systems such that they are both effective and trustworthy.
An area where we might hope to learn something significant is in the application of surveillance mechanisms
in Smart Campuses. A College or University campuses is
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a scaled-down version of a city: they contain a somewhat
closed community that is large enough to experience many
of the technological, social and human issues at a city scale.
However, to the best of our knowledge, there has not been a
thorough and systematic survey on surveillance Smart Campus systems. The present article is motivated by the lack
of research that seeks to characterize the state-of-the-art on
Smart Campus surveillance.
Against this backdrop, the article surveys IoT-based
surveillance systems in Smart Campuses, as these environments, although similar to Smart Cities, have some unique
requirements that call for additional security and privacy
measures. The present survey was carried out on 44 systems that were deployed for campus safety. We developed
a taxonomy for these systems along with a scoring model
for each one of them. The functionality of the surveyed
systems was sized up against five dimensions: (1) physical
infrastructure; (2) enabling technologies; (3) software analytics; (4) system security; and (5) research methodology.
The set of weights provided in the taxonomy enable a robust
comparative assessment and classification model of stateof-the-art systems. Furthermore, the proposed method facilitates the extraction of valuable conclusions and inferences
and gives insights and directions towards required services
offered by a surveillance system of a Smart Campus. Finally,
the survey brings forth a set of research efforts for the
development of future surveillance systems specific to Smart
Campuses.
The contributions of this article are:
• Characterize the state-of-the-art on surveillance systems
deployed at Smart Campuses.
• Define five unique dimensions (physical infrastructure,
enabling technologies, software analytics, the system
security, and the research methodology) used to analyze
the selected systems.
• Propose a taxonomy process, based on the aforementioned five dimensions that incorporates a weighted
scoring system used for the classification of the surveillance systems.
• Provide a comparative assessment and classification
based on the proposed weighted scoring system, with
valuable findings to be used for future surveillance systems specific to Smart Campuses.
• Discusses the derived results and the way these can be
used to improve the development of future surveillance
systems for Smart Campuses.
The rest of the paper is structured as follows. In Section II
we specify the use of surveillance systems in Smart Campus and describe the proposed taxonomy along with the
scoring model designed to classify the research efforts.
In Section III we perform the survey of the selected systems. In Section IV we conduct comparative research.
In Section V we perform classification focusing on the proposed research efforts for Smart Campus safety and reliability. Finally, Section VI concludes the paper and proposes
future work.
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II. SURVEILLANCE SYSTEMS
A. GEOSPATIAL IOT

Smart Campus monitoring is enhanced by the proliferation
of sensors and actuators incorporated to support geospatial
IoT awareness. Specifically, geospatial location prediction as
well as time of arrival estimation is feasible due to stochastic
processes based on IoT networks [4]. In such systems it is
possible to apply a publish subscribe utility to assign sensors’ activity to certain geospatial data sources of observed
measurements used for surveillance purposes [5]. Edge computing approaches focus on data collection that collects only
the meaningful data from IoT devices. Such localized data
sources are used to support services based on geospatial constraints [6]. Disaster management services are supported by
IoT data streams, which are geospatially annotated to assist
big data analytics aiming to provide campus recovery [7].
Geospatial modelling is applied to support safe students’
transportation within Smart Campus by exploiting geolocated
sensors’ infrastructure design to provide a secure IoT-enabled
architecture [8].
A survey on geospatial IoT is examined, in [9], which
exploits context-aware personalized location-based services
to provide potential geospatial analytical methods and monitoring applications incorporated by Smart Campus physical infrastructure. An event driven architecture is proposed
in [10] that enables asynchronous transactions through campus sensor network by exploiting spatiotemporal data sources
for online analytical streaming processing. Geospatial analysis is feasible to visualize and monitor campus area based
on data generated by wireless IoT sensors and actuators.
Such a system is used to design and maintain a safe Smart
Campus public area architecture [11]. Location awareness
is supported by a system proposed in [12], which leverages
geospatial IoT driven applications, for providing an integrated solution for campus monitoring. A software architecture is proposed in [13] that enables geospatial data sources
analytical processing for providing Smart Campus integrated
microservices exploited by students. Such geospatial IoT
services are essential to enable efficient campus surveillance
utilities.

B. SMART CAMPUS SURVEILLANCE

IoT technology facilitates the incorporation of sensors and
actuators for efficient Smart Campus surveillance. In such an
environment, students are monitored unobtrusively to retain
privacy and human rights. Ethical and legal requirements
dictate the need for students to be aware that they are being
monitored to provide well-being in their working place. Monitoring of public spaces is a major deterrent against delinquent behavior, enabling a safer space for all [14], [15].
Furthermore, the motivation behind surveillance systems in
IoT-enabled Smart Campus is to capture such behavior and
to better understand the individual reasons and root causes.
Inferences from the collected data, can then inform prevention, prediction, and early warning of delinquent behavior
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before this happens, acting as a security shield to contemporary Smart Campus life.
In this paper, we survey a high number of systems in the
Smart Campus surveillance domain to reveal their strengths
and weaknesses. The aim is to set up the basis of classifying contemporary systems proposed in research efforts
and patents according their utility in surveillance. However,
before we are ready to provide an outcome of this survey,
it is essential to compare systems based on certain research
dimensions of the proposed taxonomy. To realize a comparative assessment, we proceed with the definition of a
concrete taxonomy that exploits the available systems. This
taxonomy will become the basis for mapping any Smart
Campus surveillance system to allow comparisons with any
other system found in the respective literature. Through the
proposed taxonomy and the provided classification, readers
and researchers will be able to identify any shortcomings in
contemporary research and propose efficient methods to deal
with new frameworks in the domain.

and (2) electric vehicles. Autonomous vehicles can be characterized to: (1) Unmanned Aerial Vehicles (UAV), and
(2) Connected and Autonomous Vehicles (CAV). Fig. 1 visualizes the conceptual map of the physical infrastructure
dimension.

FIGURE 1. Conceptual map of physical infrastructure dimension.

C. PROPOSED TAXONOMY

The current survey focuses on research approaches that incorporate surveillance systems in IoT-enabled Smart Campus.
The adoption of surveillance systems is depicted in our taxonomy. We report on the proposed taxonomy before we survey
the existing research efforts to give the necessary overview
of the domain. Hence, it will be easily to determine the main
characteristics of each system and their place in the related
literature.
We define the Smart Campus context that aims to set
up the rationale for classifying surveillance systems. The
Smart Campus context incorporates hardware, tools, data,
software, and research methods that a surveillance system
adopts to become the basis for realizing a solution for a Smart
Campus. In general, IoT-enabled Smart Campus Surveillance
System context can be categorized in five main dimensions:
(1) physical infrastructure; (2) enabling technologies;
(3) software analytics; (4) system security; and (5) research
methodology. These dimensions are discrete which means
that the relevant context of each system belongs only to one of
the aforementioned dimensions. Our taxonomy is structured
in a dimensionally specific way (i.e. we give equal attention
to each dimension) to cover a range of diverse components
and features. Each contextual component and feature are
assigned specific values denoting their role in the proposed
taxonomy. Components are related to the tools and hardware
adopted in each category, while features are related to the
contextual information (e.g. data) adopted in each dimension
and system.
First, the Physical Infrastructure involves the following
components: (1) sustainable Smart Campus, (2) smart transport, and (3) autonomous vehicles. Sustainable campus can
be further categorized according to the type of infrastructure
to: (1) smart buildings, (2) smart classes, (3) smart labs,
(4) public spaces, (5) smart parking, and (6) smart lighting.
Smart transport can be divided to (1) smart traffic lights,
131928

The second dimension entails the Enabling Technologies of the IoT-enabled Smart Campus surveillance ecosystem, consisting of the following components: (1) core IoT
technology, (2) passive monitoring technology, and (3) active
monitoring devices. Core IoT technology can be further
decomposed according to the type of computation to:
(1) IoT platform, (2) Raspberry Pi, (3) Arduino Uno,
(4) Wireless Sensor Network (WSN), (5) sensors, and
(6) actuators. Respectively, passive monitoring technology
can be categorized to: (1) Radio Frequency IDentifier (RFID)
equipment, (2) Global Positioning System (GPS) device,
(3) Ethernet protocol, (4) Wi-Fi, (5) Bluetooth, (6) ZigBee,
(7) Near Field Communication (NFC), (8) 4G, (9) 5G,
and (10) Low Power Wide Area Networks (LPWAN), which
contain technologies such as SigFox, LoRa, LTE-M or
NB-IoT, [16]–[23]. Active monitoring devices are divided
to: (1) cameras, (2) microphones, (3) smartphones, (4) smart
watches, and (5) Autonomous Teller Machines (ATM).
A conceptual map of the enabling technologies dimension is
visualized in Fig. 2.
The third dimension of the proposed taxonomy, software analytics, incorporates a surveillance system design
component that is further categorized according to its location
coverage to: (1) ad hoc i.e., static, (2) mobile i.e., dynamic,
and (3) mesh, i.e., mixed location coverage. In addition,
the features of this dimension spread out to: (1) computing
methodology, (2) affective computing, (3) user context,
(4) software architecture, (5) inference system, (6) inference
algorithms, (7) eXtended Reality (XR), and (8) application.
Computing methodology focuses on the computing paradigm
of: (1) edge computing, (2) cloud computing. Affective computing is decomposed according to the recognition of human
affections into: (1) voice recognition, (2) face recognition,
and (3) gesture recognition. User context is divided into:
(1) social, (2) movement, (3) crowdsourcing, (4) crowd
VOLUME 9, 2021
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(5) spoofing, (6) sniffing, (7) Man in the Middle Attack
(MTM), (8) jamming, (9) data leakage, (10) password capture, and (11) virus infection. Security mechanisms can be
further grouped into: (1) anonymization, (2) steganography,
(3) data encryption, (4) biometrics, (5) network monitoring, (6) firewall, (7) password, and (8) anti-virus
system [24]–[31]. A conceptual map of the system security
dimension is visualized in Fig. 4.

FIGURE 2. Conceptual map of enabling technologies dimension.

sensing, and (5) Ambient Intelligence (AmI). Furthermore,
corresponding to the provided service, software architecture
is characterized by: (1) big data, and (2) service-oriented. The
inference system feature is divided according to conceptual
focus and is build up by: (1) context aware and (2) decision
support. Inference algorithms based on machine learning
and artificial intelligence approaches are categorized into:
(1) supervised, (2) unsupervised, and (3) semi supervised.
XR according to type is separated into: (1) Virtual Reality
(VR), and (2) Augmented Reality (AR). Finally, the application feature branch off according to execution location type
as follows: (1) desktop i.e., static location, and (2) mobile
i.e., dynamic location. Fig. 3 visualizes the conceptual map
of software analytics dimension.

FIGURE 4. Conceptual map of system security dimension.

The last dimension of IoT-enabled Smart Campus Surveillance System context, i.e., research methodology, focuses on
the following two features: (1) research context, and (2) data
context. Research context regarding the time required to conduct research and the type of the research, is further categorized to: (1) acquisition time, (2) quantitative, (3) qualitative,
and (4) mixed. Data context according to type is decomposed
to: (1) real, (2) synthetic, (3) streaming, (4) batch, (5) text,
(6) sound, (7) image, and (8) video. A conceptual map of the
research methodology dimension is visualized in Fig. 5.

FIGURE 3. Conceptual map of software analytics dimension.
FIGURE 5. Conceptual map of research methodology dimension.

System security involves cybersecurity system component
as well as specific features. Such features are: (1) regulations,
(2) attacks, and (3) security mechanisms. The cybersecurity
system component is further decomposed into the following
domains according to the safety level: (1) authentication system, and (2) intrusion detection system. With regards to legal
requirements, the system security regulation feature builds up
to: (1) security standards, and (2) privacy compliance. Attacks
are divided according to their type into: (1) cryptanalysis,
(2) Denial of Service (DoS), (3) eavesdropping, (4) hacking,
VOLUME 9, 2021

Fig. 6 visualizes the proposed taxonomy in a concise
conceptual tree map. Specifically, the map is constructed
by using the relative frequencies of the taxonomy components and features as encountered during processing certain
research efforts. Concretely, the surveillance system category appears more frequently than the category of software
analytics, thus it appears with larger font size. Subsequently,
data context category appears less frequently than that of
software analytics, thus it is represented by smaller font size.
131929
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FIGURE 6. Conceptual tree map of the proposed taxonomy.

The final visualization is a relative frequencies-based mosaic
of different font size categories of certain taxonomy items and
presented as a conceptual tree map.
Fig. 7 presents an overview of the above-discussed components and features in a marked up conceptual tree graph.
Specifically, components and features of the proposed taxonomy are divided into five categories (dimensions), forming
a high-level description of the core concepts placed on the
left side of the figure. In the intermediate levels, the emerged
research component categories are presented in hierarchical
order, according to the taxonomy’s significance. The conceptual tree graph is completed by assigning certain features to
certain categories as presented in the right side of the figure.
Note that certain features are assigned to certain component
categories, which means that the taxonomy is sound, and thus,
does not contain cross-reference misleading information.
D. ADOPTED WEIGHTED SCORING MODEL

To provide a quantitative characterization of the reviewed
surveillance research in IoT-enabled Smart Campus,
we adopted a weighted scoring model that evaluates the
value of the research and classifies them in a descending
order i.e., by using three classes, namely: ‘‘High Adequacy’’,
‘‘Medium Adequacy’’, and ‘‘Low Adequacy’’. The taxonomy we have proposed in the previous section allows us
to use as a performance measure the relative frequencies of
the appearance of the instances (nominal scale values) of
systems’ components and features in the different research
efforts. These instances are evaluated through an additive
value function that incorporates a normalized weight value
that is based on the importance order provided by the experts
for each value of the nominal scale and its corresponding
appearance frequency.
131930

For the estimation of an overall evaluation of each research
effort a weighted scoring model is applied. As the proposed
taxonomy indicates, the evaluation criteria are categorized
in a structural way using a two-level categorization, namely
dimensions and categories. The multilevel scoring model
takes into consideration this tree-structure of the criteria and
incorporates preference information from a group of experts
for assigning weights at the dimensions and categories of
these criteria. The categories according to the taxonomy
correspond to components and features of the efforts under
discussion.
A compensatory criteria weight elicitation model, e.g. a
trade-off approach [32] could be used. However, this would
lead to an intensely time-consuming process given the number of the criteria and their categories and sub-categories, so a
non-compensatory approach will be adopted.
Existing non-compensatory methods which are widely
used to assess the criteria for the importance of weights are
classified into two categories: (i) direct assessment procedures, where the decision maker or a field expert is asked to
explicitly express the criteria weights in terms of percentages
or determine how important a criterion is, e.g. on an absolute
scale from 1 (no important at all) to 10 (very important),
or on an ordinal scale, and (ii) indirect methods, inferring
the weights from pairwise comparisons of the criteria or
reference alternatives [33]. In the second category, the methods include among others: (a) the method of cards proposed
in [34], [35], (b) the method of centralized weights [36] that
requests from the decision maker a number of ordinal comparisons of criteria that are formulated as linear inequalities,
in order to obtain the centroid of the vertices of a polyhedron, and (c) WAP method [37] based on cards method but
it includes enriched preferential information towards more
robust weight vectors.
In our case and after taking into consideration the size
of our classification problem and available effort from the
experts, we have decided to adopt a direct assessment procedure for the assignment of weights at all levels of the
structured evaluation criteria. We assign normalized weights,
i.e., sum up to 1, on the dimensions and the categories
(i.e., components and features).
A category can be either a component or a feature category containing either components or features, respectively.
A mixture of components and features is allowed in the same
dimension.
At the first level, namely the dimensions, the experts are
asked to explicitly express the weights in terms of percentages. These weights shall be normalized by making their
sum equal to 1. Dimensions are conceptually regarded as
equally weighted, since each dimension emerges a unique
niche per surveillance system of the proposed taxonomy. Let
us define wd , as the normalized dimension weight, then for
the 5 adopted dimensions it holds that:
5
X

wd = 1

(1)

d=1
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FIGURE 7. Overview tree graph of the proposed taxonomy.

For the next level, namely categories, the determination
of the corresponding weights is implemented by asking the
experts to rank the categories for the least important to the
most important. No ties are allowed. Let r be the ranking of
category ca in a dimension d. After ranking the categories
VOLUME 9, 2021

based on their significance within each dimension the analyst
calculates the relative importance of each category as follows:
wca (r) =

|Rd | + 1 − r
P|Rd |
i=1 i

(2)
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where wca (r), is the normalized category weight at rank r
and |Rd | is the cardinality of the specific ranking Rd of a
dimension d.
For the evaluation of the research efforts we need to calculate the value of each instance in the defined categories.
In each category a specific ordinal scale is used. In order to
estimate a value that will incorporate the appearance frequencies as well, we built an additive value function, assuming that
it has a linear form. We asked the experts to rank the values of
each ordinal scale from the best to the worse and we assigned
numeric values vca (r) to each position r (1st =1, 2nd =2, etc.)
of a ranking R per category ca as follows:
|Rca | + 1 − r
(3)
vca (r) =
|Rca |
where |Rca | is the cardinality of the specific ranking Rca of a
category ca. vca (r) is the normalized value (e.g. max value is
1) of each ranking position r.
In order to incorporate the appearance frequencies of each
value of a category we need to calculate the relative frequencies of its appearance in the research efforts. The meaning of
relative frequencies is to count and then normalize the frequency of a specific value to occur in a certain category. Let
us define fv , as the normalized relative frequency value, then
for the total number of the gca values of a certain category it
holds that:
gca
X
fv = 1
(4)

where vH > vM are thresholds defined by the experts in the
global value scale [0, 1], after the calculation of the values of
all research efforts, to discriminate the groups. vH is lower
bound of group CH (research efforts with High Adequacy)
and vM is the lower bound of group CM (research efforts
with Medium Adequacy). The selection of the thresholds is
related to the specific values that have been calculated for
the 44 research efforts in order to assign 10 efforts under the
category ‘‘High Adequacy’’, and 10 more under the category
‘‘Low Adequacy’’. The remaining research efforts will lay in
the category ‘‘Medium Adequacy’’.
Research efforts i, with a value vi greater than vH , are
regarded as the best efforts and are the proposed solutions
of the survey.
Fig. 8 shows the flow diagram of the classification
algorithm that is proposed by the authors in this section
that is based on direct assessment procedures for expressing the importance of the various levels of the taxonomy
elements.

v=1

So, the value of a specific research effort i concerning
specific nominal values vca (r) in a category ca is calculated
as follows:
vca (i) =

|R
ca |
X

vca (r, i) · fv (r, i)

(5)

r=1

where fv (r, i) is the relative frequency assignment for the
ranking position r of the instance of i and vca (r, i) is the
normalized value for the ranking position r of the instance
of i in a certain category.
When all the taxonomy data has assigned with certain
relative frequency values, we feed them to the weighted scoring model to receive the overall evaluation of each research
effort i. Let us define v(i), as the overall value of each research
effort i. Then for the overall evaluation of each research effort
it holds that:
v(i) =

5
X
d=1

wd

ed
X

wca · vca (i)

(6)

ca=1

The necessary classification will be performed through the
comparison of the overall values of the research efforts to
some value thresholds that define the lower bound of each
class, as follows:


v (i) ≥ vH ⇒ iCH
(7)
vH > v (i) ≥ vM ⇒ iCM


vM > v (i) ⇒ iCL
131932

FIGURE 8. Work flow diagram of the proposed scoring model.

III. SURVEY

The research efforts we survey, corresponding to the proposed taxonomy above, are compared and their strengths
and weaknesses are clearly stated. These research efforts
cover more than ten years of research in the area of
IoT-enabled Smart Campus surveillance systems. We survey 42 papers and 2 patents, covering all the dimensions
of the proposed taxonomy. The distribution of research outputs by year of publication is presented in Fig. 9. Specifically, from year 2008 to 2012 the annual research yield is
rather sparse. Instead, in years 2016 to 2020 we observe
a more systematic research approach in the published literature, indicating the maturity of the research community
towards surveillance systems for Smart Campus, from an
IoT perspective. Based on the survey results, we perform a
classification and comparative assessment of the reviewed
systems.
VOLUME 9, 2021
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FIGURE 9. Surveyed research efforts per year of publication.

A. SURVEY OF SYSTEMS

Researchers in [38] propose a system that develops a Smart
Campus where every place in the campus is connected to a
central Wi-Fi control unit. This was achieved by incorporating IoT technology to provide automation, security and
surveillance services to students and the university personnel.
The system focuses on smart buildings and smart lighting
surveillance, while it incorporates electric vehicles infrastructure. It also uses IoT platform, Arduino Uno, WSN, sensors
and actuators core enabling technologies. To provide passive
monitoring services it incorporates RFID, GPS, Ethernet,
Wi-Fi, Bluetooth and ZigBee technology. In addition, active
monitoring is achieved with cameras and smartphones.
Quality of Service (QoS) is assured with an ad hoc surveillance system, enabling context awareness through supervised inference algorithms. An intrusion detection system is
incorporated which complies with security standards. The
system handles MTM and password capture attacks through
extensive network monitoring, firewall setup and password
security mechanisms. Authors worked with mixed research
methodology, while data used are real-life and streaming.
Data types used for the experiments were text and video.
Experiments of this approach are performed in the area of
smart buildings, smart lighting and electric vehicles surveillance within Smart Campus with real equipment of Arduino
sensors and RFID technology. Results are promising and
tend to be incorporated my more areas within Smart Campus. However, there do exist scalability issues in testing the
approach to the wide area of the campus due to upcoming
complexity to required components. Overall, it is an interesting use case where real equipment is used to test the robustness of smart buildings surveillance consistency; however,
new areas should be examined to extend the current test bed.
In [39], a system that enables Smart Campus safety based
on RFID technology is presented. The system uses Tabu
search to find the optimal places in the campus to deploy
the RFID readers to provide students’ surveillance services.
The research mainly focuses on smart class and public places
surveillance, while core technology includes an IoT platform, WSN and sensors infrastructure. Passive monitoring is
achieved with RFID and GPS sensors, while students’ smartphones are used for active monitoring. A mobile surveillance
VOLUME 9, 2021

system is designed, based on cloud computing, while inference is based on supervised algorithms running on mobile
smartphone applications. The research incorporates an intrusion detection system compliant with security standards. The
system handles DoS and hacking attacks with the incorporation of biometric security mechanisms. A quantitative
research method is used and it is stated the acquisition time
of the research to completion. Text data is produced and
streamed from the smartphones.
Real-life experiments are performed within the campus by
incorporating RFID technology to exploit smart class and
public spaces surveillance systems. Proposed system is able
to sense students entering dangerous areas in Smart Campus
as well as to distinguish campus visitors apart from student
population. Large numbers of RFID tags make system hard to
managed efficiently, which is obviously a limitation. Overall,
the system is well designed and proved to be able to protect
users’ personal safety within the campus, however a more
detailed design should be done to provide a less complex
RFID tag infrastructure.
Authors in [40] introduce a system that uses Arduino Uno
and wireless technology to provide necessary Smart Campus
security and surveillance. The proposed system is focusing
mainly on public spaces and smart lighting areas of the
university campus. It incorporates an IoT platform to process
available Arduino Uno, WSN and sensors’ data produced in
the campus. Smartphone GPS sensor is used as passive monitoring technology and cameras are used to capture images of
the surveillance area. The surveillance system is established
on a mesh infrastructure based on both ad hoc and mobile
nodes that enables gesture recognition of the suspicious subjects. User movement context inputs supervised inference
algorithms to enable surveillance services running on mobile
smartphone applications. The system incorporates both an
authentication and an intrusion detection system complied
with certain security standards. Such security systems can
treat hacking attacks by using password security mechanisms.
A quantitative methodology is used to evaluate real streaming
image data produced by smartphone cameras.
The system is tested with real data in laboratory setup
exploiting Arduino sensors technology. Results emerged the
need of a light infrastructure for applied Smart Campus
surveillance systems. Experiments, however, mainly focused
on image capturing and video analyses. Extending potentiality of the system is its ability to detect users’ behavior activity
and perform face recognition. Overall, it is a solid approach,
however at the current stage it needs further experiments to
exploit its potentiality.
Researchers in [41] propose a system that analyses human
behavioral data to provide surveillance services to students
during their daily life on the Smart Campus. Analyzed data
is also evaluated by system administrators to provide certain positive social impact to the university. The system is
mainly applied for smart buildings as well as smart labs and
public spaces surveillance areas. Core IoT enabling technologies used by the system include sensor devices, as well
131933
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as GPS and Wi-Fi passive monitoring techniques. Active
surveillance monitoring is achieved with the proliferation
of cameras and smartphones as part of an ad hoc integrated system. The system incorporates social, movement and
crowdsourcing user context to provide surveillance services.
Supervised inference algorithms run in mobile applications
to output a decision support system for QoS surveillance.
Authentication mechanisms and intrusion detection systems
enhance the effectiveness of the proposed research, consistent
with current security and privacy regulations. The system can
handle sniffing attacks by using network monitoring, firewall
and antivirus system countermeasures. Acquisition time of
the mixed research methodology is provided, and data used
are mainly batch and synthetic videos.
This approach uses synthetic data to perform certain experiments. Results are promising in defining the context of
surveillance life-style report system based on students’ data
from the campus. However, the fact that the data used for
analyses are synthetic is a limitation of the current system in
case it is considered to be deployed on a real-life experimental
setup. It is a well-formed approach with safe and sound
research methodology, however in its current form it lacks
the real ground truth setup that would be used for further
evaluation.
In [42], a system is introduced that uses IoT technology and
devices to provide a sustainable Smart Campus surveillance
environment. Specifically, the system focuses on smart labs
and public spaces, as well as with smart parking and smart
lighting surveillance areas. Core enabling technology covers IoT platform, Raspberry Pi, Arduino Uno, sensors and
actuators devices. Passive monitoring is feasible due to the
incorporation of RFID sensors as well as Bluetooth, ZigBee,
and NFC network communication protocols. Cameras and
microphones are used as active monitoring devices for efficient campus surveillance. The proposed surveillance system
has an ad hoc design and incorporates cloud technology to
achieve face and gesture recognition. User movement context
was sent to unsupervised inference algorithms, enhancing the
functionalities of mobile surveillance applications. Research
exploits the potentiality of incorporating an intrusion detection system, which covers certain security standards. The
system can handle sniffing and password capture attacks with
a variety of data encryption and firewall security mechanisms. Acquisition time of the adopted quantitative research
is defined, while data used are real and streaming. Sound,
image and video data are all incorporated.
Although the study proposed a compact initial system,
for experimentation in the final stage the researchers used
a subset containing mainly the Arduino processor and the
connected sensors. The results in this limited edition of the
proposed system were positive; however, the limitation of
not having more components deteriorates the integration of
such system in real scenarios. Overall, the rationale behind
the experimental setup is interesting, but the experiments
should be repeated with a superset of the current experimental
setup.
131934

While the past studies provided some interesting findings,
further research in surveillance systems is required. Specifically, in [38], new areas should be examined, extending
the current test bed into smart traffic control and integrated
smart surveillance systems architecture. Since large numbers
of RFID tags make the system hard to manage efficiently a
more detailed design should be done to provide a less complex tag infrastructure [39]. The solution developed in [40],
could be extended to include current surveillance system that
detect students’ behavior activity and face recognition captured from multiple data sources within the Smart Campus.
Experimentation, in [41], with real datasets would lead to
more robust results that could be further used by prospective
researchers. Future research in [42] should be focused on
resolve interoperability of integrated devices with heterogeneous functionalities towards a smart environment.
1) SYSTEMS THAT FOCUS ON PUBLIC SPACES AND SMART
PARKING

In [43] and [44] researchers adopt surveillance systems that
focus on public spaces and smart parking. Specifically, in [43]
the authors propose a computational cognitive modeling
approach to understand and design a mobile crowdsourcing system for improving campus safety and reporting. The
system uses an IoT platform to process data produced by
the incorporated sensors located in the Smart Campus. Sensor communication is achieved by Wi-Fi passive monitoring
technology and the system also exploits data captured by
cameras and user smartphones. The designed surveillance
system is mainly mobile, exploiting cloud computing utilities
to process social, movement and crowdsourcing user context.
A big data architecture is used to input data to a DSS for inferring an incident based on a supervised algorithm that runs on
mobile devices. The system incorporates both authentication
mechanisms and intrusion detection techniques for system
security, which are standards compliant. Spoofing attacks
are faced with the adoption of specific password security
mechanisms. Acquisition time of the quantitative research
methodology is defined, while the data used are real and
batch. Data types processed by the system include text and
video.
Laboratory experiments were performed exploiting MTurk
environment. Results enhanced the understanding of different
human factors that may have an effect in students’ commitment to share safety reports. The study applied on a Smart
Campus with certain student population. Experiments were
based on hypothetical scenarios where the responses were
self-reported and thus may be biased. Overall current research
is well designed and evaluated, however, incorporating experiments could optimize it based on real life scenarios.
In [44], the authors present a system that introduces a
security responder framework to reinforce Smart Campus
safety and reduce surveillance costs. The system also adopts
UAV infrastructure. An IoT platform, Raspberry Pi, WSN
and sensors are used as core technology to enable the proposed surveillance system. The system uses 4G for data
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communication and RFID and GPS sensor are also incorporated. Active monitoring is supported with the exploitation of cameras, microphones and smartphones, forming a
mesh surveillance system design. Cloud computing is used
to process social and user movement context to provide
context awareness. Inference algorithms are used to include
supervised and unsupervised techniques and the system incorporates mobile applications. Authentication and intrusion
detection systems, which comply with privacy regulations,
are used to face virus infection attacks. Network monitoring
is the basis of the security mechanism to face malicious
threats from the surrounding environment. Acquisition time
of the quantitative research methodology is defined, and data
used are real and streaming. The data types processed by the
system include text, sound, images and videos.
The research is based in laboratory experiments. Results
indicate that finalizing the implementation of the proposed
system may improve its capability to achieve an optimum
performance. However, applying a vast number of sensors in
the Smart Campus is possible to make the configuration of
the technical parts a challenging issue. In addition, limited
financial resources of universities will be a trade off in applying such a complex system. The architecture is well defined;
however, it does not explain how it will face possible forceful
opposition from students on the Smart Campus regarding the
invasion of their privacy.
Although significant work has been done there is a need for
further research in the area of surveillance systems that focus
on public spaces and smart parking. Future research, in [43],
will focus on a more diverse set of participants expanding the
narrow area of the Smart Campus to experimentation in the
wide area of a Smart City. Refined information provided by
the proposed system, in [44], would lead to an early prediction
of crimes and future prevention.
2) SYSTEMS THAT FOCUS ON SMART BUILDINGS, SMART
LABS, PUBLIC SPACES AND SMART LIGHTING

Authors in [45] and [46] introduce Smart Campus surveillance systems which focus on smart buildings, smart labs,
public spaces and smart lighting. Specifically, in [45]
researchers propose a smart system based on a smart card biometrics approach that can be integrated to a university campus
providing contemporary surveillance services. It incorporates
an electric vehicles physical infrastructure. The system uses
a wide range of enabling technologies including IoT platform, Raspberry Pi, Arduino Uno board, WSN, sensors and
actuators located in several places in the campus. Passive
monitoring is achieved with the incorporating RFID sensors
as well as Ethernet, Wi-Fi, ZigBee and NFC communication
protocols. The surveillance system is ad hoc based mainly
on cameras technology. Cloud computing processes exploit
social context to provide surveillance QoS, and it incorporates
desktop and mobile applications. Security is based on authentication mechanisms and intrusion detection systems, which
comply with privacy regulations. Sniffing attacks are handled
with the adoption of network monitoring security mechanism.
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The research method used in this effort is quantitative and
data used are real and streaming text.
At the current development phase experiments have been
performed in a limited area of the implemented services.
Results have been observed for the fields of environmental
analysis, smart lighting, automation and proposed security
system. Lack of implemented services to perform further
experiments is a limitation of the effort. Overall, it is a
promising research work, which evaluates the proposed system, however more experiments should be done to effectively
assess the observed results.
In [46], researchers introduce a conceptual surveillance
modeling of Smart Campus as a system, composed by certain smartness levels of the campus sustainable components.
The system is based on IoT platform, WSN, sensors and
actuators, and it incorporates RFID and Wi-Fi passive monitoring technology. Active monitoring is achieved through
cameras, microphones, and smartphones that form an ad hoc
surveillance system. Cloud computing processing is used to
provide voice and face recognition. Big data architecture is
incorporated to feed the supervised algorithms with data to
infer an incident. The system also has VR and AR capabilities
while it is built on mobile applications. Both an authentication
mechanism and an intrusion detection system are used to
protect the Smart Campus, according to certain security standards. In addition, anonymization, biometrics, and network
monitoring security mechanisms are used. Conducted quantitative research methodology has defined acquisition time of
completion. Data used are real and batch, and data types are
sound, image and video.
Experimental setup of this effort is towards conducting
conceptual modeling and system description of surveillance
systems. Results prove the need of surveillance in the concept of Smart Campus though analytical experiments based
on student population. The limitation of this effort, at the
current phase, is the lack of integration of such system in real
environment. It is a solid research based on real data sources,
however more work should be done towards the adoption of
such system in actual campus’ surveillance system.
Systems of this category can undertake more future
research work. Specifically, in [45], authors can extend their
effort towards an integration of electric vehicle charging
stations and smart structural health systems exploiting data
generated form campus sensors nodes. Multiple components
to support the proposed system, in [46], is required aiming to
maintain distinctive surveillance features as well as dealing
with software applications heterogeneity.
3) SYSTEMS THAT FOCUS ON PUBLIC SPACES AND SMART
TRAFFIC LIGHTS

In [47], [48], and [49], researchers adopt surveillance systems
that focus on public spaces and smart traffic lights physical
infrastructure. Specifically, in [47], the authors present a
system that analyzes the implementation of certain security
mechanisms to provide a sustainable Smart Campus ecosystem. Such system is composed of an IoT platform, which
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processes data produced by WSN and sensors located in
the campus public spaces. Passive monitoring technology
incorporates RFID and GPS sensors, while active monitoring is achieved through installed cameras, and all together
form an ad hoc surveillance system. Big data architecture is
running on the cloud, it is defined a DSS, and it is based
on supervised and unsupervised inference algorithms running on desktop applications. Authentication mechanisms
and intrusion detection systems provide security and privacy
to users. The system faces DoS, data leakage and passwords capture attacks with the proliferation of anonymization, data encryption and biometrics prevention mechanisms.
The adopted methodology is mixed including quantitative
and qualitative analysis performed on a given research acquisition time period. Real and streaming text data are used for
experimentation.
Research is performed by laboratory experiments based on
real data. Results assess the quality of sensors along with
the use of fiber optic sensors to replace electronic sensors.
The system also enhances privacy protection technology for
wireless sensor networks. In addition, more work should be
conducted for providing a viable solution for the transport
and application layers security problem, respectively. Overall, real data used to evaluate the system, however, more
experiments should be performed to provide a robust outcome
of the research effort.
The authors of [48] present a system that illustrates an
ontology for IoT-enabled Smart Campus architecture. The
system also introduces a continuous data processing unit,
which is used for online reporting. Proposed system incorporates WSN, sensors, and GPS as key enabling technology.
Surveillance system is ad hoc and it is based on cameras
located in public spaces of the campus. The system focuses
mainly on decision support process, incorporating VR supervised algorithms, running on desktop applications. Security
standards are followed and authentication mechanisms as
well as an intrusion detection system are both incorporated
to provide certain levels of security to users. Virus infection attacks are prevented with the adoption of an antivirus
system. The research methodology is based on quantitative
approach. Data used for experimentation are real and synthetic text data.
Experiments are based on certain future plan exploiting
various interests and skills. Results evaluate the proposed
ontology presented with graphical diagram and mathematical
analyses. Proposed research work has limited functionality
and theoretical approach, which is not yet implemented.
In addition, it has a plenty of dimensionality in design part for
deeper presentation as well as implementation level. Overall,
it is a solid effort, but more implementation required presenting its potentiality especially in the area of adoption and
analyses of psychological and learning user attributes.
In [49], researchers introduce a system which is based
on participatory sensing using smartphones to collect and
process local student data to monitor the Smart Campus. The
system is also able to infer students’ activities during daily
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schedule by identifying user trends and stochastic behavioral
patterns captured by sensors located in the campus. Specifically, GPS sensors as well as 4G and 5G technologies are
used for passive monitoring. Smartphones and smart watches
are incorporated to perform active campus monitoring. The
proposed system is mobile and uses cloud computing capabilities to evaluate social and movement user context. A big data
architecture is used to feed data into supervised and unsupervised inference algorithms running on mobile applications.
An intrusion detection system protects the system by monitoring all its activity as a second line defense, while password
capture attacks are confronted with the incorporation of data
encryption and network monitoring security mechanisms.
Acquisition time period of the research is defined, and the
research methodology followed is quantitative. Furthermore,
real and streaming text data are used for the experimentation
of the system.
The proposed effort performs experiments based on real
data of the system that exploit the research area of participatory sensing to improve services provided on the campus.
Current results focus on the extraction of system features
from fixed length time windows which feed a classifier to
perform user activity recognition. More features should be
incorporated to the classification schema to observe higher
values of system effectiveness. Overall, the proposed system
is efficient exploiting current implementation in terms of
accuracy, precision and recall metrics.
Future work is vital to expand the findings observed during
these research works. Specifically, in [47], more work should
contain research that focuses on strengthening network security as well as protection of personal privacy in the sensing layer. Research, in [48], should incorporate experiments
with power and saving mode which could be considered for
defining adopted devices sustainability. In the future, in [49],
a mechanism for sharing local data by users should be tuned,
especially in cases where there are users who intentionally
send corrupted data to deteriorate QoS. In such cases, reputation management techniques should be adopted.
4) SYSTEMS THAT FOCUS ON SMART BUILDINGS AND
SMART CLASSES

Authors in [50], [51], and [52] introduce Smart Campus
surveillance systems that focus on smart buildings, and smart
classes. Specifically, in [50], researchers propose a system
that uses the Open Authorization (OAuth) protocol to allow
secure authorization from third party applications to access
online surveillance services. The proposed system uses an
IoT platform and sensors technology, as well as RFID and
GPS to provide online services. It also incorporates cameras to achieve active monitoring of the university campus.
In addition, the surveillance system is based on a mesh architecture using cloud computing capabilities to evaluate social
context. The system incorporates both desktop and mobile
applications. Regarding the security dimension, an intrusion
detection system, which complies with security regulations,
is established. The system can handle password capture
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and virus infection attacks with the adoption of a password
authentication mechanism and an antivirus system. Mixed
research methodology is used combining quantitative and
qualitative methods. Data used are real and streaming, and
the data types incorporated in the study are text and video.
Proposed research conducts security experiments and theoretical analyses on laboratory real data. The system is running
stably and credibly as well as it is flexible and easy to integrate with the existing Smart Campus service. In addition,
unified management of user information should be treated
with regards to certain ad hoc experimental policy. Overall,
the current research effort provides a secure and reliable
framework for third party applications considering certain
strengths and limitations.
In [51], authors present a system that incorporates RFID
technology to build a Smart Campus. A prototype of this system is introduced that takes into consideration maintenance
services of electrical equipment as well as smart security
locks of the university classes. The proposed system integrates smart traffic lights infrastructure. It uses RFID sensors
and cameras, which communicate through Wi-Fi, Bluetooth,
and ZigBee wireless protocols, to provide surveillance QoS.
The adopted system is ad hoc and analyzes user movement
context in the area of the campus while it is running on
desktop applications. An authentication security system is
incorporated, which confronts with security regulations.
Cryptanalysis attacks are prevented by the system with
the adoption of data encryption security mechanisms. The
research method used for the completion of the effort is quantitative. The data used are real and streaming text sources.
Current research effort encompasses a well-designed laboratory experimental setup which is based on real data from
RFID tags. Results prove that object tracking time and consumption on energy is decreased when credibility of attendance record and security of rooms are increased. A limitation
of the current work is that most of features provided by the
system could not be quantified after longer operational use.
Overall, in the adopted effort certain experiments estimate
the average electrical power consumed in a room with high
efficiency, however more experiments required to scale up the
system coverage area.
Researchers, in [52], propose a system that uses an encryption approach to provide advanced protection of students’
privacy. It handles time range encryption to maintain a
user traces utility. Specifically, the core IoT technology
incorporated in this system covers sensors and actuators
infrastructure. Passive monitoring is achieved by Wi-Fi wireless communication while active monitoring is based on
smartphones adoption. The proposed system uses mesh
surveillance architecture and the computation is performed
locally at the edge components. Students’ movement context
is evaluated and inserted into supervised algorithms, that run
on mobile smartphone applications. Authentication mechanisms and intrusion detection systems are incorporated to
provide advanced surveillance services. The system complies
with security and privacy regulations. Data leakage attacks
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are addressed with the use of anonymization, data encryption, network monitoring, and password security mechanisms. A quantitative research method is used to complete
this effort. The data incorporated are from real and streaming
text sources.
The performed experiments consider an encryption-based
approach, providing stronger protection of user privacy.
Results indicate that the adopted approach leads rather to
moderate increase in network bandwidth, storage and computation overhead. Scalability issues should be also examined to
assess the overall efficiency of the proposed system. Overall,
the adopted effort provides a research direction, that incorporates encryption instead of anonymization for preserving user
privacy in wireless environments.
Future work should be done towards the integration of the
proposed research approaches. Specifically, in [50], it should
be examined with more realistic use cases how the proposed
system has a universal reference and significance with regards
to the authentication and authorization process applied on the
Smart Campus. More work is required in [51] where it is
planned to expand the effectiveness of the system with biometrics and additional control equipment for campus surveillance purpose. Future work in [52] will focus mainly on
expanding the proposed prototype to support other applications as well as investigating the possible use of multiple
proxies in the system infrastructure.
5) SYSTEMS THAT FOCUS ON SMART BUILDINGS, PUBLIC
SPACES, SMART LIGHTING AND SMART TRAFFIC LIGHTS

Researchers in [53], [54], and [55] propose surveillance
systems that focus on smart buildings, public spaces,
smart lighting, as well as smart traffic lights infrastructure.
Specifically, in [53], the authors present a smart public safety
system that is composed of contemporary surveillance equipment, a back-office system with a workflow engine and a
mobile application for students. All the components are synchronized with an IoT platform, while passive monitoring
is feasible due to GPS and 4G technologies. In addition,
the system incorporates surveillance cameras and students’
smartphones. Surveillance system combines both ad hoc and
mobile architectures while it can perform face recognition
based on movement user context. The system runs in mobile
applications. An intrusion detection system is used that complies with security and privacy regulations, and a network
monitoring security mechanism is incorporated to handle
malicious attacks. A quantitative research methodology is
used, while experiments are based on real and batch video
data.
Experiments performed on the campus where smart cameras are deployed to provide surveillance services with a
mobile application interface. Results suggest that the system
is able to optimize university community safety. Maintenance
of the proposed system is a challenging issue and needs to be
examined in follow up experiments. Overall, the system is
well deployed and tested, however more research should be
done to achieve better maintenance services.
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The authors of [54] introduce a sustainable Smart Campus
system that integrates IoT technology and big data architecture, to provide surveillance services. The system also uses
distributed and multilevel data analysis to find a reliable and
efficient solution for implementing a sustainable university
campus environment. An IoT platform along with sensors
and actuators are incorporated. Passive monitoring is feasible due to RFID sensor technology, while active monitoring
devices include surveillance cameras located in the campus.
Surveillance system design is ad hoc and enhanced with edge
computing technology that enables voice and face recognition
based on social movement and crowd sensing user context.
Big data architecture inserts data into a DSS that incorporates supervised algorithms to enhance surveillance QoS.
The system uses both desktop and mobile applications. The
adopted surveillance system features an intrusion detection
system that complies with security and privacy standards.
Eavesdropping attacks are tackled by anonymization, biometrics and network monitoring countermeasures, adopted
by the proposed system. Acquisition time for mixed research
methodology completion is defined within this effort, while
the data used for experiments are real and batch, and the
incorporated data types are text, sound, image and video
sources.
Experiments of tuning certain parameters through simulation were performed based on real data exploiting campus
operation. Results set the standards for real environments
implementation that represent the system as a socioeconomic
organization. Such system approach aims to consider university campus as small-scale testing environment. A limitation
of the current study is the absence of system integration to
scale up in the whole Smart Campus. Overall, it is a promising
research effort that helps to define certain system standards
for further implementation on campus, however scaling to the
whole campus environment is required.
In [55], the authors propose a Name Data Networking (NDN) IoT university campus system, leveraging on
connected devices and students’ contents to provide efficient surveillance services. Specifically, an IoT platform,
WSN, sensors and actuators core enabling technology are
all used to support the proposed system. Passive monitoring achieved with the incorporation of RFID sensors,
Ethernet, Wi-Fi, Bluetooth, and ZigBee wireless communication protocols. In addition, surveillance cameras and smart
watches are used as active monitoring devices. Surveillance
system design is mixed, combining ad hoc and mobile techniques, running on the cloud according to a certain big
data architecture. The proposed system focuses on context
aware inference of incidents and incorporates supervised
and unsupervised algorithms. The system uses only mobile
applications. The authentication system assures authorized
access control to the system and cryptanalysis attacks are
prevented by using data encryption and network monitoring security mechanisms. The research method used is
qualitative, and acquisition time period is defined. Experiments are based on real and streaming data, and the
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supported data types supported are from text, image and video
sources.
Experiments focused on real-life data while further processing and testing were used to design an appropriate NDN
for the studied campus. Results mark out the lack a reasonable
naming and addressing mechanism in the developed system.
Experimental setup has limited resources with regards to
examined network nodes and available data. Overall, it is
an interested research work that proposes a NDN based on
Hybrid Naming Scheme (NDN-HNS) for IoT-enabled Smart
Campus.
Current research is well performed, however there is a
need for future work to bear down on the observe findings.
Specifically, the system proposed in [53] should scale in
an integrated environment of a Smart Campus. More work
is required in [54] to include methods for enabling student
population to accept the leading technological changes as part
of the proposed automation process. Future work in [55] aims
to evaluate the proposed system for aggregating provided data
to better assess user satisfaction rate on system’s services.
6) SYSTEMS THAT FOCUS ON SMART BUILDINGS AND
SMART LABS

In [56], [57], [58], and [59], surveillance systems that focus
on smart buildings and smart labs are proposed. Specifically,
in [56], the authors present a Cyber Range platform that
evaluates various real-world cyber threat scenarios to provide
an unbiased security assessment of information and automation control systems for Smart Campus surveillance. Core
enabling technologies that are incorporated include an IoT
platform, WSN and sensors located in the university campus.
Communication protocols used as part of the passive monitoring technology are Ethernet and Wi-Fi, while students’
smartphones are used for active monitoring of the campus.
The surveillance system design is mobile and exploits cloud
computing capabilities. The system uses movement students’
context to insert data into a context awareness inference system based on supervised and unsupervised machine learning
algorithms and running on mobile devices. A network-based
intrusion detection system is incorporated. Acquisition time
period of research completion is defined, and the effort
deploys a qualitative research methodology. The data used are
real and batch images.
Experiments performed test out-of-band data focusing on
attack resistance with the use of a virtual machine introspection technique. Results obtained propose an object-dependent
method to analyze the evidence of illegal activity. Note that
if the time range is not limited the process of evidence vectors may refer to different threads that results in insufficient
system accuracy. Overall, the study proposes a scalable and
robust system, however correlation of host-level events needs
to be further examined.
In [57], the researchers propose an identification and
authentication system for Smart Campus surveillance based
on RFID and smart cards biometrics technologies. The proposed system also supports synchronous and asynchronous
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data processing capabilities to provide security services to
the university campus. Specifically, RFID sensors, Bluetooth
and NFC wireless communication technologies are incorporated. Active monitoring is feasible due to the adoption of
surveillance cameras and students’ smartphones. The design
of the surveillance system is ad hoc and able to perform face
recognition. A DSS is used for inference of an incident based
on supervised algorithms. The system incorporates desktop
applications. An authentication mechanism and an intrusion
detection system are established to ensure students’ uninterruptible use of a secure system that provides efficient security
services. Password capture attacks are prevented with the
incorporation of an antivirus system. A firewall keeps the
internal network safe protecting it from external untrusted
networks. The research methodology used to accomplish the
effort is quantitative, and the data used for the experiments are
real and streaming. The data types of the sources incorporated
are text and images.
Performed experiments exploit two use cases based on
how much the proposed system security could be improved
by combining RFID and smart cards technologies. Observed
results of the first use case focus on the performance of
the verification process with student population using synchronous and asynchronous techniques. In the second use
case, the focus is shifted on the security of accessing Smart
Campus sensitive areas. In addition, system should exploit
individual user context and move towards an integrated
campus environment. Overall, it is a robust framework
that combines RFID and biometrics technologies; however,
more experiments required to scale up the adopted
system.
The authors in [58] present a Smart Campus surveillance
system that makes use of RFID and GPS technologies to
promote student’s well-being in an efficient learning university environment. The proposed system uses WSN as
IoT enabling technology while surveillance is carried out
by cameras located in the campus and smartphone devices
supporting active monitoring. The surveillance system design
is ad hoc and evaluates the user movement context to insert
data into an adopted DSS. Such a DSS is built on a supervised
machine-learning algorithm and incorporates mobile smartphone applications. An intrusion detection system is included
to ensure compliance with security regulations provided by
biometrics and network monitoring security mechanisms to
confront MTM attacks. Acquisition time period of research
completion is provided, and the research methodology followed is quantitative. The data used for experimentation are
from real and streaming text sources.
Experiments are performed with real laboratory data
towards an exploratory research based on RFID and GPS
communication technologies. Results present that the proposed system security can prevent safety accidents effectively. Research is limited to small-scale spatial granularity.
Overall, campus security based on IoT technology can be
achieved, however there is much research required to adopt
such a system by student population.
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In [59], the researchers propose a surveillance system that
adopts edge-computing potentiality to achieve real time student monitoring. The system explores the feasibility of HarrCascade feature extraction technique and Support Vector
Machine (SVM) classifier at the edge devices, while it introduces a lightweight Convolutional Neural Network (L-CNN)
to enable human detection. Specifically, an IoT platform,
Raspberry Pi, WSN and sensor technologies communicating
with Wi-Fi wireless networks are incorporated. Active monitoring is based on cameras located in the Smart Campus. The
surveillance system design is ad hoc, and computation is used
at the edge devices. The system evaluates social user context handled by big data architecture. A DSS is designed to
adopt supervised, unsupervised and semi supervised machine
learning algorithms in order to infer possible suspicious incidents. The proposed system incorporates mobile applications.
An intrusion detection system is established to preserves
user security and privacy. Incorporating network monitoring
prevents MTM attacks. This effort uses quantitative research
methods based on real and streaming data sources. Adopted
data types for performing experiments include images and
video data.
Experiments are performed in the context of edge computing environment based on gathered real data. Results are
promising with regards to the fact that the proposed system
is able to track human movement with adequate accuracy in
real time. More research should be performed to assess the
proposed system accuracy by providing new unseen instances
to optimize its accuracy. Overall, adopted research provides
a decent system used to track malicious human activity, however training phase should be expanded to incorporate more
real data.
Based on the observed results, it is evident that significant
work should be done. Specifically, in [56], future work should
include methods for improving the system’s performance
as well as reducing the required memory usage. In addition, a distributed computing deployment should be built.
In [57] additional experimentation is needed with further
technologies to ensure a highly accurate authentication, such
as cameras and motion sensors. Further research work, in [58]
should focus on extended experiments to deploy the proposed
system in the whole Smart Campus environment. Further
work required in [59], establishing a proactive surveillance
system that will enable campus safety by identifying suspicious human activities as well as raising early warning alerts.
7) SYSTEMS THAT FOCUS ON SMART BUILDINGS AND
PUBLIC SPACES

In [60]–[67], and [68], researchers propose surveillance systems that focus on smart buildings and public spaces. Specifically, in [60] the authors introduce a surveillance care and
guiding framework that incorporates deep learning-enabled
facial recognition. The deployed Smart Campus safety system is called ‘‘Deep Guiding’’ and uses video trajectory
derived from campus students to infer malicious behavior.
The system is based on an IoT platform, WSN, sensors and
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actuators contemporary technologies. Active monitoring is
feasible due to RFID and GPS sensors as well as Wi-Fi,
Bluetooth, ZigBee, and 4G wireless data communication protocols. Surveillance cameras enable online active monitoring
of the student population moving in the campus. The surveillance system design is ad hoc and exploits cloud computing
capabilities to perform face recognition with the proliferation
of efficient supervised and semi supervised algorithms, which
compose a DSS, to infer abnormal behavior. The system is
incorporated only into mobile devices. An intrusion detection system is also used as a second line of defense, and
data encryption techniques prevent attacks. A quantitative
research methodology is used to accomplish the effort, and
the acquisition time period is defined. The data used by the
system are from real and streaming video sources.
Experiments are based on the implementation of an
Android-based surveillance system tested on real data.
Results show that the proposed system achieves a seamless
indoor and outdoor navigation between buildings in the campus for efficient face recognition. Proposed system should be
used in more areas of the campus than only in smart buildings
and public spaces. Overall, it is well-designed system that
keeps additional construction cost low by utilizing existing
surveillance infrastructure in the campus.
The authors in [61] propose a Smart Campus system
designed to reduce the reaction delay in reporting incidents
regarding their occurrence time, by developing a mobile
application. This application enables users to send alerts,
directly from their smartphones to the nearest police department which include their real time location. Specifically, the
system focuses on indoor localization incidents by incorporating an IoT platform, GPS sensors as well as Wi-Fi and
Bluetooth passive monitoring technologies. Such a system
is based solely on students’ smartphone devices to enable
a mobile surveillance system design. Cloud computing processing evaluates user movement context to provide context
aware information of the university campus. Machine learning supervised algorithms that run on mobile applications
are incorporated into the solution. An intrusion detection
system is included that complies with user-centric security
regulations, and sniffing attacks are prevented with the adoption of an anonymization security mechanism. This effort is
accomplished using a quantitative research method. Experiments are performed using real and streaming text data
sources.
Experiments with real data conducted in the campus where
it is evaluated the proposed fine-grained location-aware security system. Results indicate that the adopted hybrid system incorporates efficiently the Wi-Fi fingerprint location
approach and improves location accuracy with low cost. Scalability of the system in more areas in the campus as well as
the limited adoption of the solution by student population is
an issue that should be fixed. Overall, it is a novel work that
has high location accuracy, however methods for the system
to be adopted by the university community should be further
examined.
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In [62] the researchers present a mutual authentication
protocol exploiting mobile RFID sensor technology to provide Smart Campus surveillance services. Specifically, an IoT
platform is adopted to assist active monitoring, enhanced
with surveillance cameras. The adopted surveillance system
design is ad hoc and exploits social and movement user
context. The supervised inference algorithms run on desktop
and mobile applications and are able to capture abnormal
students’ activity. Authentication mechanisms and intrusion
detection systems, which assure user privacy, are adopted to
provide an integrated security solution. DoS, MTM and data
leakage attacks are efficiently prevented by the system with
the incorporation of anonymization, data encryption, biometrics and network monitoring mechanisms. A qualitative
research methodology is followed, and the acquisition time
of the research data is defined. Synthetic and batch text data
sources are used for research experimentation.
Experiments are based on synthetic data used to improve
existing mutual authentication protocol in mobile RFID card
technology for Smart Campus. The experimental results are
promising and the proposed system appears to lead to a
strong, reliable, and effective security mechanism. Current
research is tested only on synthetic data, thus there is a need
to develop a new version that will be evaluated with real data
as well. Overall, it is a well-defined mutual authentication
approach for mobile RFID technology, however more experiments with real data required.
The researchers in [63] propose a surveillance system for
Smart Campus that focuses on data storage security, by incorporating a steganography security mechanism. The system
aims at developing a cloud-based security architecture for
efficient surveillance in the university campus. Specifically,
an IoT platform, WSN and sensor technology is adopted
while Wi-Fi wireless data communication for passive monitoring are incorporated in the solution. Active monitoring is
based mainly on the use of cameras located in the campus.
The surveillance system design is ad hoc and evaluates cloud
computing potentiality to process social user context. The
system adopts mobile application technology. An intrusion
detection system and an authentication system are incorporated to preserve students’ security and privacy. Cryptanalysis, eavesdropping and jamming attacks are prevented by the
adoption of a steganography security mechanism. This effort
is based on a quantitative research method. The data used
for the experiments are from synthetic and streaming data
sources, and the supported data types cover text and images.
Experiments are based on synthetic data in the area of a
cloud computing testbed exploiting IoT technology. The main
results are promising for the application of the proposed cloud
computing architecture to real campus environment. A limitation of this research effort is that the system is currently
in development phase, and thus, its overall feasibility cannot
be assessed. Overall, it is a cloud computing architecture
that combines high importance IoT potentiality, for Smart
Campus surveillance, however a deployment of the system
in real environment is missing.
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In [64], the authors introduce a surveillance system for
Smart Campus based on signal strength maps. A prediction
framework is developed, which incorporates random forests,
to improve signal strength maps from limited measures. The
core IoT enabling technology used in the research effort are
sensor devices. Specifically, GPS sensor equipment enhanced
with 5G communication technology is used for passive monitoring. Active monitoring is achieved through the incorporation of students’ smartphones. The surveillance system
design is mobile supported by cloud computing. Movement,
crowdsourcing and crowd sensing user context are all evaluated by the proposed system to provide a DSS for inferring
abnormal student behavior. In addition, efficient supervised
and semi supervised machine learning algorithms are used for
activity recognition. An intrusion detection system is introduced, and spoofing attacks are prevented by the incorporation of a password authentication mechanism. The research
method followed in this effort is quantitative. Experiments
are based on real and streaming data, and the system supports
text data sources.
The experiments are performed in a laboratory with real
data provided by participants. Results prove that the proposed system can significantly improve the tradeoff between
prediction error and appropriate number of measurements
required. Laboratory experimental setup is a limitation of the
considered study. Specifically, incorporating data provided
from more areas of the Smart Campus should do scaling of
the system. Overall, the system achieves efficient prediction
accuracy, however scaling of the research work is a need to
evaluate the system in the whole area of the campus.
In [65], the researchers present a context aware authentication framework, using students’ information available is the
Smart Campus. The developed authentication framework can
be the basis for the development of certain mobile context
aware services. Specifically, the proposed system incorporates smart traffic lights from the physical infrastructure.
In addition, an IoT platform is adopted, which handles data
produced by connected sensors, such as RFID and GPS
sensors. These sensors communicate through Wi-Fi, Bluetooth and NFC wireless data communication protocols, while
cameras and users’ smartphones achieve active monitoring.
The surveillance system design is ad hoc. The user social
activity and movement is inserted into a context aware system. The service-oriented architecture adopted to provide the
capability of supervised inference algorithms, and the system
incorporates mobile applications. An authentication system
and an intrusion detection system are proposed to preserve
security goals and comply with certain security standards.
Sniffing attacks are prevented by the adoption of efficient data
encryption and password mechanisms. This effort is based on
a quantitative research method. The data used for experiments
derive from real and batch image data sources.
Laboratory experiments based on real data provided
mainly by soft sensors and other IoT equipment is the
core of the evaluation schema. Results present an extensible
context-aware authentication system which is able to adopt
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contextual information available in the university campus
environment. The system should scale up to more places in
the campus rather than only focusing on smart buildings and
public spaces. This is an interesting research effort that lacks
large scale deployment.
The authors in [66] introduce a flexible Smart Campus
surveillance system, which is based on service-oriented architecture, to support social behavior in a university campus
environment. A mobile middleware able to process social
context is designed in the client frontend. In the server
backend, context is aggregated and analyzed to facilitate
social interactions. Specifically, the proposed system leverages IoT platform and sensor technologies. Passive monitoring is achieved through the incorporation of GPS sensors,
and Ethernet, Wi-Fi and Bluetooth communication protocols. Active monitoring is supported by the adoption of students’ smartphone devices. The surveillance system design
is mobile and exploits both social context and movement of
the user to support a service-oriented architecture. A DSS is
designed to infer a possible student abnormal behavior incident based on supervised and unsupervised machine learning algorithms. The suggested system incorporates mobile
applications. An authentication system is used according to
security standards. Sniffing attacks are prevented by the adoption of efficient biometrics and network monitoring security mechanisms. A quantitative research methodology is
adopted, and the acquisition time of research completion is
defined. The textual data used for experimentation are from
real and streaming data sources.
Experiments exploit real data and elaborate a flexible
system architecture based on detailed service-oriented specification to support social interaction in university campus.
Results prove that the designed mobile middleware can collect social context to provide surveillance service on campus environment. The system runs on a prototype deployed
only on smart buildings and public places. Overall, it is
a solid work with appropriate experimental testing, however it should be expanded to the whole university campus
environment.
In [67], the researcher presents a surveillance system subject to a spatiotemporal authentication method. The system generates a unique identifier for use in authentication,
by adopting context aware student’s data, during actual presence in the Smart Campus. Particularly, the system adopts
an IoT platform, WSN, sensors, and actuators technologies. Passive monitoring is based on RFID and GPS sensors
and on Ethernet, Wi-Fi, NFC and 5G data communication
protocols. Active monitoring devices include cameras and
ATM located in the university campus. The surveillance system design is mesh, combining ad hoc and mobile components, and the movement and crowd sensing user context
are processed in the cloud. A big data architecture is used,
which inserts data into a context aware system, for inferring
abnormal student behavior. Inference is based on supervised
and unsupervised algorithms, and the system incorporates
desktop applications. An authentication system is proposed
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to fulfill students’ security and privacy requirements, and
incorporates data encryption, biometrics and network monitoring security mechanisms. Adopted research is based on a
quantitative research methodology, and experimentation data
include real and streaming data. The supported data types are
from text, image and video data sources.
Experimental setup exploits real data provided for laboratory test purposes. Results provide a spatiotemporal authentication system, which is based on users’ movement data
collected on the Smart Campus. A limitation of the adopted
effort is that the system evaluates only data captured by
limited data sources. Overall, it is an interesting research
work towards the definition of a spatiotemporal authentication scheme in university campus, however more data sources
should be incorporated to evaluate the research effort.
The researcher in [68] proposes an extension of the surveillance system introduced in [67], to provide a more robust
and integrated context aware spatiotemporal authentication
method for Smart Campus adoption. To avoid duplications,
we present only these components and features, which are
not listed in the previous research effort since this effort
is a superset of the prior one. Specifically, the proposed
system adopts UAV and CAV technologies as part of the
physical surveillance infrastructure. The system differs from
the previous one because it takes into consideration as well
microphones and smartphones as part of the active monitoring components. It extends adopted inference algorithms by
using semi supervised machine learning algorithms, as well
as mobile applications. Regarding experimental data, it uses
additional sound data sources.
Experimental setup is based on real data captured from
certain areas of the university campus. Results provide a spatiotemporal authentication schema, which is based on users’
spatiotemporal history data as well as biometric recognition
data sources. A limitation of current effort is that there is
a need for data sources provided by robots moving in the
Smart Campus environment. Broadly, a solid work, which
provides spatiotemporal authentication as part of an integrated Smart Campus surveillance system, however robots
should be used to explore areas that other devices cannot
reach. Future work is required to observe better results of the
proposed systems in the area of Smart Campus surveillance
systems. Specifically, more work it required, in [60], towards
an extension of current research towards gesture recognition
detection for surveillance in campus. More work should be
performed, in [61], focusing on the addition of more single
techniques to enhance the proposed hybrid localization system. Extensive work, in [62], should focus on the application
of the proposed authentication protocol to a wider area of the
campus extending smart buildings and public spaces. Future
directions, in [63], should focus on the development of appropriate software, which will improve security of the campus
cloud resources. More work is required, in [64], which should
include a hybrid machine learning propagation model to optimize current research schema. Contemporary work, in [65],
should focus on fingerprinting context as well as of using cues
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from users’ stochastic history to define unique user profiling
for authentication purposes. Future research work, in [66],
should focus on exploiting stochastic social interactions captured by the system to provide extensive authentication services. More work, in [67], should take into consideration
online data sources provided by CAVs and UAVs as part of an
integrated surveillance system. Future work, in [68], should
focus on how CAVs, UAVs and robotic data will be fused to
infer and provide an integrated surveillance system for the
purposes of Smart Campus.
8) SYSTEMS THAT FOCUS ON SMART CAMPUS AMBIENT
INTELLIGENCE USER CONTEXT

In [69]–[73], and [74], researchers propose surveillance systems that focus on smart campus Ambient Intelligence (AmI)
user context. Specifically, in [69] the authors propose a
surveillance system for Smart Campus, which focuses in
smart labs and public spaces. Proposed system incorporates
an IoT platform, which exploits sensors and WSN potentiality. Passive monitoring is based on RFID and Ethernet
technology, while active monitoring is achieved by the use
of cameras installed in the Smart Campus. Surveillance system design is based on mobile technology, while computing methodology adopted is cloud computing. It is used
face recognition to enhance the operability of the system,
while user context supported is focusing in user movement
and AmI. Service-oriented software architecture is proposed,
while inference system exploits context aware potentiality.
Inference algorithms are based on supervised classification
models, while VR capabilities are also supported. System
runs in both desktop and mobile application environments.
An intrusion detection system is used to support security
standards. Security standards are exploiting network monitoring potentiality. Acquisition time to complete the research is
mentioned, while the effort is using mixed research methodology. Data context incorporating includes real text data as
well as images and video data sources.
Experimental setup is based real data captured from Smart
Campus labs and public spaces. Results indicate an intrusion
detection system, which is based on network monitoring.
A limitation of the adopted effort is that it should incorporate
more security mechanisms to provide a safer surveillance
environment. Overall, it is an interesting research effort,
which provides surveillance utilities based on an intrusion
detection system, however a list of attacks it faces should be
listed in more detail.
The researchers in [70] propose a surveillance system for
university campus, which focuses on smart buildings, smart
classes, public spaces and smart lighting. Adopted system
uses IoT technology exploiting WSN, sensors and actuators
capabilities. Passive monitoring is achieved through GPS,
Wi-Fi, Bluetooth and ZigBee connectivity. Active monitoring
is based on cameras and smartphones. Surveillance system
design exploits mobile potentiality, while computing methodology incorporates cloud computing. Social, movement, and
AmI user context is processed, while software architecture
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is service-oriented. Inference system incorporates context
aware techniques, while inference algorithms used exploit
semi supervised models’ capabilities. Proposed system uses
virtual reality interfaces, while it is executed on mobile
application environment. An intrusion detection system is
elaborated to provide anonymization and network monitoring
security mechanisms operability. Acquisition time required to
complete current effort is provided, while research is based
on quantitative methodology. Real steaming data sources are
incorporated exploited text, image and video data types.
Experiments are based on real streaming data produced
in Smart Campus’ buildings, classes, public spaces and
smart lighting infrastructure. Results prove that the adopted
surveillance system is able to efficiently monitor network
data traffic. A limitation of the proposed system is that it
does not declare possible types of attacks it treats. Overall,
it is an interesting research work, which provides surveillance capabilities incorporating AmI user context, however
a more detailed list of security standards used should also be
mentioned.
In [71], the researchers present a surveillance system,
which is focusing on providing safety services to Smart
Campus’ building, classes, public spaces and smart parking
physical infrastructure. Proposed research effort also incorporates electric vehicle technology, while adopted IoT platform exploits sensors’ potentiality. Passive monitoring technology incorporates Bluetooth connectivity among mobile
surveillance devices, while active monitoring is based on
security cameras. Surveillance system supported is mobile,
while computing methodology is focused on edge computing
techniques. Social and AmI user context is analyzed, while
it is used a service-oriented software architecture. Adopted
context aware inference system enhances the capabilities of
incorporated supervised inference algorithms, which are running on mobile application environments. Proposed authentication cyber security system complies with security standards
and privacy regulations. Security system is able to face DoS
attacks by incorporating network monitoring safety mechanisms. Acquisition time of research is mentioned, while it
is adopted quantitative methodology. Research effort exploits
real streaming video data sources.
Experiments are based on real streaming data captured
from Smart Campus physical infrastructure. Results indicate
that the adopted surveillance system complies with certain
security standards and privacy regulations. A limitation of
the proposed effort is the rather limited amount of data
sources used to provide early warning surveillance services.
Overall, it is a precise research work, which provides decent
surveillance results, however more experiments should be
performed by incorporating more precise data sources.
The authors in [72] present a Smart Campus surveillance
system, which faces inefficiencies in smart buildings, smart
labs, public spaces and smart lighting infrastructure. Proposed system incorporates an IoT platform exploiting sensors
capabilities. Passive monitoring devices contain GPS technology, while active monitoring is mainly based on cameras
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installed in the university campus infrastructure. Surveillance
system design is ad hoc, while adopted system exploits edge
computing potentiality. Social, crowd sensing and AmI user
context is exploited. Software architecture is based on big
data, while it is used a decision support inference system.
Classification algorithms enhance the inference process of
the proposed system, while there are elaborated mobile
applications to test and evaluate the system. Cyber security
system is based on intrusion detection mechanisms, while
security standards are incorporated. Password capture attacks
are faced with the incorporation of data encryption, network
monitoring and password policy security mechanisms. Time
required to conduct the research is mentioned, while the
type of the research is mixed incorporating quantitative and
qualitative methodology. Data context used is based on real
text data sources.
Experimental setup exploits real text data sources captured
from the university campus infrastructure. Results towards an
efficient intrusion detection system are promising. A limitation of the proposed research effort is that it is based only
of text data sources. Overall it is a solid surveillance system
work, however more rich data sources should be incorporated
to enhance potentiality of current system.
In [73], the authors propose a surveillance system, which
provides unobtrusive monitoring to public spaces and smart
traffic lights of a university campus. Adopted system also
incorporates UAV technology for achieving high quality of
supported surveillance in the Smart Campus. An IoT platform
is used to enhance the efficiency of the system along with
WSN and sensors capabilities. Passive monitory is based
on GPS technology, while active monitoring is achieved
through installed cameras in the campus infrastructure. It is
supported a mobile surveillance system design, while cloud
computing potentiality is exploited. System incorporates face
recognition techniques, while user context is based on crowdsourcing, crowd sensing and AmI technologies. Software
architecture incorporates big data design, while it is used
a decision support inference system, which exploits unsupervised and semi supervised inference algorithms. Adopted
system application is running in both desktop and mobile
environments. Cyber security is preserved with an authentication system. Security standards and privacy compliance
regulations are supported by the proposed system, while it
is incorporated a network monitoring mechanism to treat
upcoming attacks. Research methodology is mixed, while
time span of the effort is defined. Data used are real and
synthetic, while there are also incorporated streaming, image
and video data sources.
Experiments are based on both real and synthetic online
data streaming. Results indicating the importance of a
Smart Campus dedicated surveillance system are well presented. A limitation of the presented research effort is
that security mechanisms are only based on network monitoring, while there are a lot of other mechanisms to
enhance cyber security system efficiency. Overall it is
a well-structured work, however more advanced security
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mechanisms are needed to support the proposed research
effort.
The researchers in [74] present a university campus
surveillance system, which focuses on smart buildings, smart
classes, smart parking and smart lighting. Proposed system also adopts smart traffic lights surveillance capabilities.
IoT technology is incorporated along with WSN and sensors potentiality. Passive monitoring technology is achieved
by RFID, Wi-Fi, Bluetooth, ZigBee and NFC supported
equipment, while cameras are used for active monitoring.
Surveillance system design is mobile, while computing
methodology is based on cloud technology. User context is
based on crowd sensing and AmI, while software architecture
is service-oriented. Inference system is context aware, while
the inference algorithms are based on supervised, unsupervised and semi supervised techniques. XR capabilities are
based on VR technology, while the system runs on a mobile
application environment. It is adopted an authentication cyber
security system, while the surveillance technology incorporates security standards. Password capture and virus infection
attacks are faced with the incorporation of network monitoring and antivirus system security mechanisms. Acquisition
time of the effort is defined, while research methodology used
is quantitative. Data context is composed of real streaming
data, while there are also used image and video data sources.
Experimental setup is based on real streaming data
sources produced from the Smart Campus area. Results are
encouraging in adopting a well-defined surveillance system.
A limitation of the effort is that it uses only cameras as
an active monitoring technology. Overall, it is a compact
research effort in the area of university campus surveillance
systems, however more active monitoring devices should be
adopted to enhance the efficiency of the system.
Based on the observed results it is obvious that significant
work should be done. Specifically, in [69], future work should
include a detailed list of upcoming attacks the system handles
to provide a safer infrastructure. Further analysis of attacks
faced by proposed system, in [70], should be listed in more
detail. More experimentation is needed, in [71], with incorporating more precise data sources. Further research work is
required in, [72], establishing a robust surveillance system,
which will use multiple data sources to unobtrusively detect
anomalies in the Smart Campus infrastructure. Further use of
more security mechanisms are required, in [73], to enhance
the potentiality of the proposed surveillance system. Further
work is required, in [74], to support a more robust system
by incorporating a variety of active monitoring technology
devices.
9) SYSTEMS THAT FOCUS ON SMART CAMPUS LOW POWER
WIDE AREA NETWORKS TECHNOLOGY

In [75]–[80], and [81], researchers propose surveillance
systems that focus on smart campus LPWAN technology.
Specifically, in [75] the authors propose a university campus
surveillance system. Such system monitors unobtrusively students’ behavioral context captured in smart buildings, public
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spaces, smart parking and smart lighting infrastructure. Electric vehicles are also used as monitoring devices. Adopted
system incorporates an IoT platform along with Raspberry Pi,
Arduino Uno, WSN, sensors and actuators devices. Passive
monitoring is achieved with the incorporation of GPS, Ethernet, Wi-Fi, Bluetooth, and LPWAN technologies. Active
monitoring is based on cameras installed in the Smart Campus infrastructure as well as students’ smartphones. Surveillance system design is mobile, while it is supported cloud
computing methodology. Social and movement user context
is evaluated, while software architecture is service-oriented.
A decision support inference system is incorporated, while
there are supported supervised inference algorithms. Proposed system is running on mobile application environment.
An intrusion detection system, which preserves security and
privacy regulations is used to face hacking attacks. There
are also incorporated anonymization, data encryption and
network monitoring security mechanisms to treat malicious
intruders’ behavior. Time span of research conducted is
declared, while qualitative research methodology is followed
in the adopted effort. Real data context is used, while there
are supported text, image and video data sources.
Experiments are based on real online data sources. Results
focus on a robust surveillance system adopted by a certain
university campus. A limitation of the proposed research
is that there are only used supervised inference algorithms.
Overall it is a solid work, however more precise inference
algorithms and techniques should be incorporated in the presented research effort.
The researchers in [76] present a Smart Campus surveillance system which is based on the monitoring of smart
buildings, smart labs and smart traffic lights. Specifically,
IoT technology is adopted, which incorporates WSN, sensor
and actuators devices. Passive monitoring is based on Wi-Fi,
Bluetooth, 5G and LPWAN technologies. Active monitoring is mainly achieved with cameras, which are installed
in the university campus area. Surveillance system design
is mobile, while edge computing methodology is adopted.
Software architecture is service-oriented, while inference
system is based on decision support models. Adopted system
runs in both desktop and mobile application environments.
An authentication cyber security system is incorporated,
which confronts with security standards. Proposed system is
able to face sniffing attacks by using data encryption and
network monitoring security mechanisms. Acquisition time
to conduct the research is mentioned, while research methodology followed is quantitative. Data context required by the
adopted system incorporates text and image data sources.
Experimental setup is based mainly on text and image
data sources. Results lead to a surveillance system, which
exploits LPWAN technology to achieve unobtrusive monitoring. A limitation of the adopted work is that it is not described
in detail either the user context or the algorithms used to infer
a malicious behavior in the Smart Campus.
In [77] the researchers propose a surveillance system
for university campus, which focuses on smart buildings,
VOLUME 9, 2021

T. Anagnostopoulos et al.: Challenges and Solutions of Surveillance Systems

smart classes, and smart laboratories. An IoT platform
along with WSN and sensor devices is also incorporated.
Passive monitoring is using RFID, GPS, Bluetooth, 5G, and
LPWAN technology, while active monitoring incorporates
mainly surveillance cameras located in certain places within
the Smart Campus infrastructure. Surveillance system design
in based on mobile technology, while it is adopted cloud computing methodology. There are also supported face recognition techniques along with social and movement user context.
Big data software architecture is incorporated, while context
aware inference system potentiality is exploited. Proposed
system is running on mobile application environment. Cyber
security is based on an authentication system, which confronts with security and privacy regulations. Adopted system
supports data encryption and network monitoring security
mechanisms. Time span of the effort is mentioned, while
research methodology used is mixed containing both quantitative and qualitative research. Data context is mainly online
real streaming composed by sound, image and video data
sources.
Experiments are performed with online real streaming
data. Results indicate a well-structured surveillance system
proposed to a university campus. A limitation of the adopted
research effort is that there are not mentioned the algorithms,
which infer an outlier student behavior. Overall it is a robust
effort, however inference algorithms should be presented to
be clearer how the system produces a security alarm.
The authors in [78] describe a Smart Campus surveillance
system, which is based on the monitoring of smart buildings, smart classes, smart laboratories and public spaces.
IoT technology exploits Raspberry Pi and sensors capabilities. Passive monitoring is enhanced with RFID, Ethernet,
ZigBee, 4G, and LPWAN technologies. Active monitoring is achieved through cameras and microphones installed
with university campus infrastructure. A mobile surveillance
system design is adopted, which uses cloud computing
potentiality. User context incorporated is based on social,
crowdsourcing and crowd sensing techniques. Software
architecture is service-oriented, while inference system is
context aware exploiting AR capabilities. System application
is running on mobile environment. An intrusion detection system is defined, which assures privacy compliance regulations.
Security mechanism to face upcoming attacks is based on
network monitoring. Acquisition time of research performed
is defined, while it is used mixed research methodology. Data
context incorporated is based on real sound and video data
sources.
Experimental setup is based in online real sound and video
data sources. Results are promising towards a robust surveillance system, which exploits LPWAN capabilities. A limitation of the proposed research effort is that it does not describes
the inference algorithms incorporated as well as it does not
describe emerged attacks that are treated by the system.
In [79] the authors present a university campus surveillance
system, which unobtrusively monitors smart buildings, smart
labs, smart parking places, and smart traffic lights. Core
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IoT technology is based on Arduino Uno, WSN, sensors,
and actuators devices. Passive monitoring is able through
RFID, GPS, Ethernet, Bluetooth, and LPWAN technologies, while active monitoring is mainly based on cameras
and students’ smartphones. Surveillance system design is
mobile, while computing methodology is based on cloud
capabilities. Social, movement and crowdsensing user context is exploited. A big data software architecture is supported, which evaluates unsupervised and semi supervised
inference algorithms potentiality. XR is enhanced with
VR techniques, while proposed system is running on mobile
platform. Both an authentication and an intrusion detection
system are used, which confront with safety and privacy
regulations. DoS, eavesdropping, and MTM attacks are faced
by adopted anonymization, data encryption, network monitoring and password security mechanisms. Time span of the
effort is mentioned, while research methodology adopted is
quantitative. Real data sources are used, which exploit text,
image and video data context.
Experiments are based on text, image and video real data
sources, while results are promising towards an advanced
surveillance system for Smart Campus stability. A limitation
of the adopted system is that is does not defines the inference system, which is responsible for deciding the category
of an attack that may emerged in the university campus
infrastructure.
The researchers in [80] propose a Smart Campus surveillance system that focuses on smart buildings, public spaces,
and smart traffic lights. An IoT platform is incorporated,
which exploits Raspberry Pi, Arduino Uno, WSN, sensors
and actuators capabilities. Passive monitoring is based on
RFID, Ethernet, Bluetooth, ZigBee and LPWAN technologies, while active monitoring is achieved by cameras installed
on university campus places. Surveillance system design is
based on mesh technology, while cloud computing potentiality is exploited. Social user context is evaluated, while inference system focuses on context aware principles. Proposed
system incorporates supervised learning classification algorithms, while it is running on mobile application environment.
Adopted system uses both an authentication and an intrusion
detection security system, which confronts with safety and
privacy regulations. Certain cryptanalysis, DoS, and jamming
attacks are faced by adopted data encryption, biometrics,
network monitoring, and firewall security mechanisms. Time
acquisition of the efforts is defined, while research methodology used is mixed combining quantitative and qualitative
research methods. Data context is based on real and streaming
data sources.
Experimental setup focuses on exploitation of real and
streaming data sources, while results prove that the proposed
research effort university campus surveillance system has
efficient behavior in facing emerged malicious attacks. A limitation of the system is that it does not reveal the software
architecture it incorporates to perform its effective outcomes.
The authors in [81] present a university campus surveillance system, which examines user unobtrusive monitoring
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in smart buildings, smart classes, smart labs, smart parking,
and smart traffic lights. IoT technology exploit potentiality
of WSN, sensors, and actuators. Passive monitoring is
achieved through the adoption of RFID, Wi-Fi, 5G, and
LPWAN infrastructure, while active monitoring is mainly
based on cameras technology. Surveillance system is built
upon mobile infrastructure, while it is supported cloud
computing methodology. Adopted system exploits face
recognition capabilities, while it is incorporated social and
movement user context. Software architecture is based on big
data programing design, while inference algorithms adopted
include supervised, unsupervised and semi supervised model
approaches. Proposed system runs on mobile application
environment. An intrusion detection system is supported,
which confronts with security standards and privacy compliance regulations. Adopted system treats DoS, spoofing, and
sniffing malicious attacks with the incorporation of certain
anonymization, data encryption, network monitoring, and
password security mechanisms. Time span of the effort is
mentioned, while research methodology followed is quantitative. Data context contain real, synthetic, streaming, text and
image data sources.
Experiments are based on real, synthetic, streaming, text,
and image data sources, while results indicate that the
adopted Smart Campus surveillance system is robust. A limitation of the system is that it does not analyzes in deep
detail the inference system it adopts to reach such a stable
behavior.
Observed results dictate that there is much work, which
should be undertaken. Specifically, in [75], more precise
inference algorithms should be incorporated by the adopted
surveillance system. Future work is required, in [76], where
it should be incorporated in greater detail the user context and the inference algorithms used by the proposed
surveillance system. In [77], there is needed more work
towards presenting the inference algorithms incorporated to
produce an early warning and prevention of an upcoming
attack. Future research is required, [78], where it should
be mentioned system’s inference algorithms and emerged
attacks, which is able to face. In [79], more research is
needed to be undertaken towards the detailed definition of
the inference system, which is supported to secure the proposed system. Further research should be performed, in [80],
to reveal and exploit the capabilities of the supported software architecture. In [81], more research work is required
to provide in more detail the adopted inference system,
which is used to towards such a robust surveillance system
behavior.
IV. COMPARATIVE ASSESSMENT

The summary of the comparative assessment performed on
this survey is summarized in Table 1. Forty-four research
efforts, 42 research papers and 2 patents, are reviewed and
their strengths and weaknesses are shown. Through the survey, we attempt to classify each system according to our
taxonomy developed to depict important parts of the research
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efforts. Concerning the dimension of physical infrastructure,
smart buildings are adopted in 34 systems, smart classes
in 10 systems, smart labs in 15 systems, public spaces in
31 systems, smart parking in 8 systems, and smart lighting in
12 systems. Also, smart traffic lights are incorporated in 14
systems, and electric vehicles in 4 systems. UAV are used
in 3 systems, and in just one system there CAV are used.
Regarding the enabling technologies dimension, IoT platform
is applied in 35 systems, Raspberry Pi in 7 systems, Arduino
Uno in 6 systems, WSN in 26 systems, sensors in 40 systems,
and actuators in 16 systems. RFID is adopted in 25 systems,
GPS in 23 systems, Ethernet in 12 systems, Wi-Fi in 22 systems, Bluetooth in 17 systems, ZigBee in 10 systems, NFC
in 7 systems, 4G in 5 systems, 5G in 6 systems, and LPWAP
in 7 systems.
Likewise, cameras are incorporated in 37 systems, microphones in 5 systems, smartphones in 18 systems, smart
watches in 2 systems, and in ATM in 2 systems. Regarding the dimension of software analytics, ad hoc surveillance system design is used in 17 systems, mobile design
in 18 systems, and mesh design in 9 systems. Edge computing
methodology is adopted in 4 systems and cloud computing
in 23 systems. Voice recognition is incorporated in 2 systems,
face recognition in 10 systems and gesture recognition in
2 systems. Social user context is supported in 21 systems,
movement context in 25 systems, crowdsourcing context
in 5 systems, crowd sensing context in 10 systems,
and AmI in 6 systems. Big data architecture is used
in 14 systems, and service-oriented architecture in 9 systems.
Context aware system is adopted in 14 systems, and
DSS in 16 systems. Supervised machine learning algorithms are incorporated in 32 systems, unsupervised algorithms in 13 systems, and semi supervised algorithms
in 9 systems. VR is supported in 4 systems and AR in
4 systems. Desktop applications are used in 11 systems, while
mobile applications in 38 systems.
Regarding the system security dimension, an authentication system is adopted in 24 systems, while intrusion detection systems in 33 systems. Security standards are defined
in 36 systems, and privacy compliance in 24 systems. Cryptanalysis attacks are targeted in 4 systems, DoS in 7 systems, eavesdropping in 3 systems, hacking in 3 systems,
spoofing in 3 systems, sniffing in 8 systems, MTM in
5 systems, jamming in 2 systems, data leakage in 3 systems,
password capture in 8 systems, and virus infection in
4 systems. Anonymization security mechanism is supported
in 10 systems, steganography just in one system, data encryption in 17 systems, biometrics in 10 systems, network monitoring in 28 systems, firewall in 5 systems, password in
9 systems, and antivirus system in 4 systems. As for the
dimension of research methodology, acquisition time of
research completion is defined in 28 systems, a quantitative
research method in 28 systems, qualitative research method
in 5 systems, and a mixed research method in 11 systems.
Real data are used in 40 systems, synthetic data in 5 systems,
streaming data in 30 systems, batch data in 8 systems, text
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TABLE 1. (Continued.) Comparative assessment.

data in 28 systems, sound data in 7 systems, image data
in 22 systems, and video data in 23 systems.
V. CLASSIFICATION AND PROPOSED SOLUTION

Results of current research are mainly focused on the classification of the surveyed research efforts according to the
adopted taxonomy while the final outcome is the proposed
solution as a major contribution to the research community. Specifically, classification is based on exploitation of
research efforts’ significance according to certain metric values. Such metric values are the: (1) category normalized
weight, (2) normalized values, and (3) values’ relative frequencies. The metric values are computed by exhaustively
analyzing the context of each effort and depicting its contribution by the proposed taxonomy.
Concretely, a weighting process is fundamental to assign
quantitative numerical context to the examined metric values.
Subsequently, the adopted scoring model is fed with data
produced by the weighting process and produces a classification output according to certain values, which divide research
efforts to three separate and disjoint classes. Proposed classes
are divided based on certain value of adequacy introduced
to the scoring model. Each class contains research efforts
with similar behavior according to the outcome of the scoring model, while efforts of different classes have dissimilar
behavior when compared with efforts of other classes. Based
on the inferred three classes according to their efficiency we
propose as a solution the research effort contained in the class
with higher adequacy.
10) WEIGHTING PROCESS

To perform classification of the surveyed efforts and propose
a generic solution, based on the adopted scoring model,
we assigned normalized weights, i.e., sum up to 1, on the
dimensions, the categories (i.e., components and features),
and the values of the categories of the proposed taxonomy.
The rationale behind the weighing process is to assign higher
weights to dimensions, categories, and values of the categories, which have higher impact in IoT-enabled surveillance
systems for Smart Campus, while lower weights are assigned
in the opposite case. We assume that dimensions are conceptually regarded as equally weighted, since each dimension emerges a unique niche per surveillance system of the
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proposed taxonomy. Instead, the weights of categories
within a certain dimension are varying according to the
impact of the category to the surveillance systems. In addition, the values of each category are further weighted to
have an in-depth knowledge of the weighting assignment
process.
Specifically, for the physical infrastructure dimension,
we have assigned higher weight to autonomous vehicles category, since it is more challenging to be achieved. Sustainable
Smart Campus follows because buildings are the backbone of
the infrastructure, and a smart transport category that has the
lowest impact. Inside the autonomous vehicles’ component
category, UAV has higher weight than CAV, since UAV can
record an incident where a CAV cannot reach it. In sustainable
Smart Campus component category, smart buildings have the
higher weight, because there are the main places of surveillance in the Smart Campus, and public spaces, smart parking,
smart class, smart labs, and smart lighting follow. In smart
transport component category, smart traffic lights achieve
higher weight than electric vehicles, because they can capture
more incidents, due to their location coverage area.
Subsequently, in the enabling technologies dimension,
we assigned higher values to active monitoring devices category, because it has higher impact in surveillance process.
The core IoT technology category follows, providing technology for surveillance mechanisms. Passive monitoring technology is considered as the passive part of the surveillance
process.
In the active monitoring devices component category, cameras have the higher weight, because they can capture video
and images of individuals in great detail. Microphones follow
to provide ambient information, whereas smartphones, smart
watches and ATM, are used for dedicated purpose only.
Within core IoT technology component category, we can
distinguish the higher weight of IoT platform, because it
processes all data produced from IoT devices, WSN, sensors, Arduino Uno, Raspberry Pi follow, which are also have
distributed nature, and actuators because they perform only
reaction processes. Passive monitoring technology component category contains high weights for 4G and 5G communication protocols due to their ambient nature, Wi-Fi, Ethernet,
GPS, RFID, Bluetooth, NFC, and ZigBee follow, due to their
limited coverage area.
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TABLE 2. Normalized weights and relative frequencies.

Regarding the software analytics dimension, we distinguish high weights for the surveillance system design category, because it is the most significant component in the
surveillance process. In descending order of surveillance
significance, computing methodology, software architecture,
inference system, inference algorithms, user context, affective computing, XR and applications. Specifically, in the
surveillance systems design component category, we assign
higher weight to a mesh system design because it combines the strengths of other approaches. Ad hoc and mobile
system design follow, because they are prone to relocation
recording errors. In the computing methodology feature category, we have assigned higher weight to edge computing
than to cloud computing, because the edge computing incidents are treated locally and distributed, not overloading the
central infrastructure. Next in the software feature category
a higher weight is assigned to the service-oriented architecture than to big data architecture, because emphasis is
given to surveillance as a service approach. In the inference system feature category, a higher weight has assigned
to context aware system compared with DSS, because it
achieves an ambient behavior of the system. In addition, in the
inference algorithms feature category, we distinguish and
apply higher weight to semi supervised algorithms, because
they use advanced machine learning modeling techniques,
VOLUME 9, 2021

compared to supervised and unsupervised algorithms. In the
user context feature category, we assign higher weight to
the movement context, because it enables online location
prediction of an abnormal behavior in the campus, compared
to crowd sensing, crowdsourcing and social context. In the
affective computing feature category, we assign higher weight
to gesture recognition, because it reveals in more detail proactive intention of an individual compared to face and voice
recognition. In the XR feature category, we assign higher
weight to VR, because it is harder to be implemented in a
Smart Campus environment compared to AR. In the application feature category, we applied higher weight to mobile
applications, because they are able to capture more incidents,
which are distributed in several locations within the university
campus, compared to desktop applications.
Considering the system security dimension, we apply high
weight to cybersecurity system, because it is the core security
category compared to the regulations, attacks and security
mechanisms supporting categories. Similarly, in the cybersecurity system component category, we assign higher weight
to the authentication system, because it controls the authorized access to the system, compared to the intrusion detection system, which aims at detecting malicious behavior,
based on information provided by the authentication system, and forms a second line of defense. In the regulations
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TABLE 3. Scoring of research efforts.

TABLE 4. Classification of research efforts.

FIGURE 10. Scoring of research efforts visualization.

feature category, the standards have higher weight compared
to the privacy compliance, because the standards form the
contextual framework of security and privacy. In the attack
feature, we assign higher weight to the attacks that happen
more frequently and their descending order from the most
frequent to the least one is eavesdropping, sniffing, MTM,
data leakage, DoS, jamming, virus infection, hacking, password capture, cryptanalysis, and spoofing. In the security
mechanisms feature category, we assign higher weight to the
countermeasure used more often for system prevention, and
their descending order from the most frequent countermeasure to the least frequent one is password, firewall, antivirus
system, data encryption, network monitoring, anonymization,
steganography, and biometrics.
Regarding the research methodology dimension, we assign
high weights for the research context category, because it
depicts the research impact of the effort to the scientific community. The data context category used during the research
by the effort follows. In the research context feature category,
we assigned high weight in efforts that mention the acquisition time of research completion, because this reveals more
information about the work carried out by the researchers.
The quantitative research receives higher weight, because its
results can be generalized comparing to mixed and qualitative
research methods. Subsequently, in the data context feature
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category, real and streaming data are advanced with higher
weights, due to their dynamic nature when compared to batch
and synthetic data. In addition, higher weight is assigned to
video data, because it is more detailed comparing to image,
sound and text data.
To further exploit the potential of the adopted scoring model, we also assign normalized relative frequencies,
i.e., sum up to 1, to each value of a certain category. Counting
and then normalizing the frequency of a specific value that
occurs in a certain component or feature category, we produce
relative frequencies assignment. Table 2 presents an overview
of the normalized weights and the relative frequencies for
certain dimensions, components, features and their corresponding values incorporated in the proposed taxonomy.
11) CLASSIFICATION PROCESS

Since all taxonomy data has assigned with certain normalized
weights and relative frequency values, we feed them to the
adopted scoring model to calculate the value of each research
effort. Table 3 presents the scoring output of all research
efforts. Visualization of the scoring percentage for the surveyed research efforts is provided in Fig. 10.
The final stage of the scoring model is the classification
of the research efforts into the three classes. The threshold
values vH and vM are set by the experts and the classified
items are shown in Table 4. Visualization of the classification percentage for the surveyed research efforts is presented
in Fig. 11.
VOLUME 9, 2021

T. Anagnostopoulos et al.: Challenges and Solutions of Surveillance Systems

FIGURE 11. Classification of research efforts visualization.

The proposed solutions are those in the High Adequacy
class, namely research efforts [58], [60] [63], [66], [68],
[73], [74], [79], [80], and [81], which achieve higher score
than the other efforts according to the proposed taxonomy
and the adopted scoring model, thus is the outcome of this
survey.
VI. CONCLUSION AND FUTURE WORK

We performed a survey on IoT-enabled Smart Campus
Surveillance Systems available in the literature. We focused
on Smart Campus as a socially acceptable solution, since
advanced universities are open to change management as well
as to experiment intuitively with unknown safety situations.
Specifically, there are some real implications, which make
these systems acceptable by the scientific community, such
as prevent and repression of a delinquent behavior as well
as studying the motivation and the development behind this
behavior. Such knowledge will be of high importance when
designing and evaluating advanced surveillance systems in
Smart Cities, like the one in London, UK to prevent terrorism
and terrorist attacks.
The survey is based on certain dimensions derived from
the surveyed papers and patents, following certain conceptual
patterns. The motivation behind this survey is that only relevant surveillance systems will be examined having a trace to
all dimensions, which are: (1) Smart Campus physical infrastructure, (2) IoT core enabling technologies, (3) predictive
software analytics, (4) system security and management, and
(5) applied research methodology. We adopt a scoring model
designed to evaluate the proposed taxonomy. The outcome of
the survey is a classification of the research efforts, providing
a set of proposed research efforts to be further analyzed by the
scientific community and industry, according to their utility
towards surveillance systems.
The findings of this survey, conducted to reveal crucial
security relevant and other issues, are valuable and applicable for the construction of any robust surveillance model
VOLUME 9, 2021

designed specifically for Smart Campuses. This construction
should incorporate modules with advanced technological
achievements that will efficiently supervise and monitor a
modern Smart Campus system, towards preventing its uninterruptible operation and improving the standards of the provided services.
Important aspects in this future research direction should
be the proposed taxonomy, and the results produced by the
classification process. The survey findings have showed that
the five main dimensions defined for the taxonomy, the physical infrastructure, the enabling technologies, the software
analytics, the system security, and the research methodology should be incorporated as discrete key features and will
formulate independent modules in surveillance systems for
Smart Campuses.
In addition, the derived findings of the weighted scoring
model, proposed in the adopted taxonomy, might be exploited
to construct a secure architecture for efficient smart campus
surveillance systems.
Finally, we could further expand the results of the current
survey in the future to consider patents that will be produced
by the surveyed research papers, while start-ups that will
emerge based on the surveyed patents will also be analyzed.
The aim of our future work is to research the impact of
scientific invention in the area of IoT-enabled Smart Campus
surveillance systems to industrial innovation for mankind
well-being.
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