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Abstract—To cope with the lack of on-device machine learning samples, this article presents a
distributed data augmentation algorithm, coined federated data augmentation (FAug). In FAug,
devices share a tiny fraction of their local data, i.e., seed samples, and collectively train a
synthetic sample generator that can augment the local datasets of devices. To further improve
FAug, we introduce a multi-hop based seed sample collection method and an oversampling
technique that mixes up collected seed samples. Both approaches enjoy the benefit from the
crowd of devices, by hiding data privacy from preceding hops and feeding diverse seed samples.
In the image classification tasks, simulations demonstrate that the proposed FAug frameworks
yield stronger privacy guarantees, lower communication latency, and higher on-device ML
accuracy.
Keywords—Machine learning, Distributed networks, Distributed artificial intelligence, Wireless
communication

Introduction
ON-DEVICE machine learning (ML) has come

to fruition thanks to recent advances in mobile
computing power [1], but one key bottleneck
has remained unchanged – the lack of train-
ing samples. Since user-generated data is often
scarce and biased, it impedes generalization of
the local model. Federated learning (FL) resolves
this problem by exchanging locally trained neural
network (NN) models, without revealing raw data

samples [2]. Nevertheless, FL may still require
additional data exchanges for reflecting the dis-
tribution of global data generated by devices, or
otherwise their non-independent and identically
distributed (non-IID) datasets may hamper the
performance of FL [3], [4].

As a solution to these problems, our prior
work proposed a distributed data augmentation
algorithm, coined federated data augmentation
(FAug) [5]. In FAug, the objective of all devices is
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Figure 1. Three operational phases of Vanilla federated data augmentation (FAug).

to obtain a generative model from the server to lo-
cally replenish missing samples of each of them.
For this purpose, every device uploads a tiny
fraction of its data samples, called seed samples,
to the server. By feeding these samples, the server
trains a generative model such as the generator
of a generative adversarial network (GAN) or the
encoder of a variational autoencoder (VAE).

By downloading the trained generative model,
each device can locally generate synthetic-yet-
realistic data samples reflecting the global data
distribution, thereby securing a sufficient amount
of samples for training a downstream on-device
NN model.

This article aims to showcase how to utilize
the crowd of devices, towards developing a more
communication-efficient and privacy-preserving
FAug framework. To this end, inspired by multi-
hop routing in communication systems, the seed
samples are collected from a device to the server
through neighboring devices in multiple hops [6].
Such a multi-hop seed sample collection has a
two-fold benefit. One is to reduce the distance
attenuation from faraway devices to the server
by relaying the seed samples through multiple
short hops, thereby reducing the sample collection
latency. Another advantage is to hide the private
information in the preceding hops by superpo-
sitioning new data in the current hop into the
previously collected information. Consequently,
the more hops are progressed, the more data
privacy can be preserved.

Afterward, the collected seed samples are
oversampled by the server using the mixup algo-
rithm [7]. Traditionally, training of a generative
NN requires a large number of samples, which is
not comparable to the number of collected seed

samples. To overcome this deficiency, mixup can
be adopted to augment data by linearly combining
any of the two seed samples. In mixup, the
more seed samples are collected, the more diverse
synthetic samples can be created. Therefore, the
accuracy of on-device ML after applying FAug
increases with the number of devices.

We introduce FAug and its advanced al-
gorithms along with multi-hop communication
and mixup technique. The ways of measuring
and coping with privacy leakage are also dis-
cussed. In this paper, experiments with classifica-
tion tasks are conducted under datasets including
MNIST (hand-written digits with 10 classes),
CIFAR10 (color images with 10 classes), and
STL10 (higher-resolution color images with 10
classes). Numerical evaluations corroborate their
effectiveness in improving FAug, in terms of
communication latency, privacy guarantees, and
on-device ML test accuracy after applying FAug.

Related Works
Beyond machine learning that relies on the

central entity’s capacity, numerous researchers
have been focusing on the idea of training mod-
els on edge. Federated learning (FL) [8] has
arisen as an effective way of training on the
edge that reduces uplink communication costs.
To strengthen the security, devices can prevent
data leakage against an honest-but-curious server
that aggregates encrypted/masked gradients from
devices. [9] It also applies to release non-IIDness
across devices in topic modeling [10]. However,
these FL-based algorithms have no guidelines
in accordance with data distribution among the
devices.

Momentum exchange relieves this bottleneck.
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Figure 2. The first phase of FAug with multi-hop seed
sample collection (MultFAug).

Nevertheless, the works do not provide the way
to set the momentum based on data distribution.
Still, the most powerful and basic solution for
overcoming a biased dataset is exchanging local
samples or providing equivalent information to
each device’s samples. Direct data exchange is
often refrained as it incurs a massive communica-
tion overhead and even violates data privacy. [11]

Recent works have focused on encrypting
local training traits, for instance, local gradi-
ents or momentum updates, in order to privatize
the distributed learning system [12], [13]. Under
cross-device settings wherein a large group of
mobile devices with limited transmission power,
participants have to compensate computation for
communication in a distributed learning system.
However, the computation cost of complex cryp-
tographic operations is significantly large. In con-
trast, selectively chosen public dataset alleviates
the privacy violation and non-iid data distribution
problems [14], [15], yet it assumes users that
are insensitive to share their local samples as
proxy data. As a compromise, our previous work
suggested sharing a generative model trained with
collected seed samples. These samples are mixed
and augmented to alleviate the privacy violation
problem.

Preliminary
Vanilla Federated Data Augmentation (FAug)

For the sake of explanation, we hereafter
focus on the MNIST dataset, comprising hand-
written images of 0-9 digits, i.e., 10 labels. Each
device aims to classify the correct digit label
by observing each image sample. Reflecting the
user-generated nature of data, each device stores
a fraction of the MNIST dataset, such that a

randomly selected target label lacks data samples.
With the said non-IID datasets, the operations

of Vanilla FAug are described in three phases.

1) Each device uploads its seed samples di-
rectly to the server to report its missing
target labels. From its local dataset, dummy
samples are selected and sent together with
target labeled seed samples.

2) Next, the server oversamples the uploaded
seed samples using high computing power
and internet accessibility, and trains a gen-
erator from a conditional Generative Adver-
sarial Network (cGAN) model. [16]

3) Each device downloads the generator for
local data augmentation. By feeding the
target labels and random noises, the gen-
erator outputs synthesized samples, which
are used for local training.

Multi-hop Seed Sample Collection
In this section, we focus on the first phase

of FAug (see Phase 1 in Fig. 1). To improve the
communication efficiency and privacy guarantees
of the target labels, we propose MultFAug in
which the seed samples collected through mul-
tiple hops. Compared to a direct communication,
it compensates distance attenuation from isolated
devices to the server, and thus decreases the com-
munication latency. At the same time, each device
can hide its target label information in other
devices’ information of the preceding hops. The
device can therefore append less dummy labels,
reducing the communication payload sizes while
achieving the same level of privacy guarantees.

To realize MultFAug, for a given network
topology, the server determines seed sample col-
lecting routes, and informs each device about its
next hop device. Then, the first operational phase
of MultFAug is elaborated as follows. (See Fig. 2)

1) A device (Dev1) uploads seed samples
while appending dummy label 1 to hide
its target label 0. This results in an obfus-
cated private sample distribution informa-
tion [1, 1, 0].

2) A predetermined recipient, Dev2, receives
a group of seed samples from Dev1. If the
target label of Dev2 is already packed in
the received bundle, Dev2 can skip adding
any dummy label and toss a group of seed
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Figure 3. The second phase of mixup oversampling aided FAug (MixFAug). The seed samples aggregated from
different devices are mixed-up and fed as ground-truth input for generative models such as conditional GAN.

samples to its recipient.
3) Dev2 overwrites its target samples without

additional dummy samples.

Fewer dummy samples are used when the
public sample distribution information includes a
sufficient number of labels to dilute the origin of
each sample, thereby yielding a smaller size of
communication payload.

Mixup Oversampling Aided FAug
Mixup Oversampling

Mixup oversampling aided FAug (MixFAug)
enhances the oversampling process at the second
phase, while the remainder follows Vanilla FAug
(Fig. 1). Mixup [7] is introduced as a data aug-
mentation method through linear interpolation of
two data samples. These blended combinations
have moderate features of their raw inputs and
therefore smooth out the decision surface. It is
proven to improve the accuracy of classification
tasks by applying mixup with equal weight allo-
cation (i.e., λ = 0.5 for a pair of mixing data
samples). [17]

For the extension of the dataset for a training
generator, two data samples from the collected
seed samples are randomly selected and min-
gled with different mixing ratios following beta
distribution as in Fig. 3. The server continues
mixing-up until the server’s new dataset reaches
a predetermined oversampling size, e.g., 3,000
mixed-up samples. Assuming that each device
uploads a fixed fraction of seed samples, a larger
number of devices lead to improvement of test
accuracy after implementing FAug because they

enlarge the total amount of mixed-up samples at
the server.

Privacy Guarantee
The identity of information providers are

widely regarded as sensitive as well as the infor-
mation itself. Any deep learning model needs to
access data while conducting tasks such as med-
ical records, web browsing history in searching
engines, or facial images. It should be done with-
out revealing who is the owner of the provided
information. Hence, it is recommended to reduce
the number of seed samples uploaded from a
single device to minimize the privacy leakage. By
contrast, uploading samples from a large crowd
of devices helps strengthen the privacy guarantee
by increasing the difficulty of distinguishing the
source devices of those received samples.

The operation of FAug hides the target la-
bels from the server as it cannot discriminate
between the received target and dummy labels.
A larger group of FAug participants eases a
device’s burden of the number of seed samples
for transmission, due to the advantage of more
of collected samples. Accordingly, the scheme
relieves communication overhead and privacy
leakage compared to exchanging data samples
directly across devices. Combined with multi-hop
communications, the scheme helps the devices
with a substantial distance from the server to
obtain path loss gain.

The label privacy guarantee for a specific
device is measured as how much a device con-
cealed its target labels when the whole package of
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Figure 4. Trend of label privacy guarantee and latency
of a reference user as the number of hops increases.

accumulated seed samples from this route arrives
at the server. The numerator indicates the number
of target labels that the device had at first, and the
denominator indicates the number of labels that
the server receives from the route that this device
occupied during multi-hop transmission.

For quantifying sample privacy guarantee of
mixup, we adopt a metric based on differential
privacy. Since adding the other samples weighted
elements makes the output follow their own
distribution unlike random noises, mixup as a
randomization algorithm needs to be measured
with a variant type of differential privacy.

Condensed local differential privacy
(CLDP) [18] is a variation of local differential
privacy (LDP), which was proposed as a
specialized method in scenarios with small
user populations. Similar to LDP, data samples
in CLDP protocol undergo local perturbation
before they are uploaded to the server, but
each device systematically inclines to choose an
output that has higher similarity with its raw
data than distant outputs. Likewise, CLDP-based
data collection strengthens indistinguishability
of mixup algorithm by additional distance term
among input data.

A CLDP protocol perturbs a true value v in
a finite and discrete dataset D according to the
knowledge of distance between v and any other
elements in D, which is formalized as follows.
Definition 1. Let the randomization algorithm Φ
takes v1 and v2 as input and outputs y, i.e., Φ :
D → D. For any inputs v1, v2 ∈ D, perturbation

0.5 1 1.5 2 2.5 3 3.5 4

Privacy parameter 

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Im
a
g
e
 d

is
ta

n
c
e
 (

M
D

S
)

N=10

N=25

N=100

Figure 5. Distance between original and mixed-up
dataset for N mixed-up samples with respect to privacy
parameter α in α-CLDP.

method Φ satisfies

∀y ∈ Drange :
Pr[Φ(v1) = y]

Pr[Φ(v2) = y]
≤ eα·d(v1,v2) (1)

where Drange indicates the range of outputs and
a random sample y is chosen from D with a
probability

Pr[Φ(v) = y] =
e−α·d(v,y)/2∑
z∈D e

−α·d(v,z)/2 . (2)

The randomization algorithm that satisfies
CLDP can extend into mixup as follows. Let
an augmented dataset Daug composed of mixed-
up samples from D in Definition 1. Daug is
also discrete and finite if assumed that each user
uploads equally-likely mixed-up samples to guar-
antee label privacy. Substituting the augmented
dataset for a collected seed samples’ set D, mixup
as a perturbation method Φmxp satisfies CLDP for
any inputs v1, v2 ∈ Daug.

Numerical Evaluations
To corroborate the effectiveness of MultFAug

and MixFAug, we consider the following simula-
tion settings and figure of merits.

• Each device has one target label. The local
dataset of the device consists of 5 samples for
the target label, while the other labels occupy
more than 200 samples per label.

• A device retransmits its packets with an un-
limited number of attempts when it occupies a
data rate less than the instantaneous channel
capacity. The uplink transmission latency is

July/August 2020 5

Authorized licensed use limited to: Oulu University. Downloaded on October 15,2020 at 05:21:15 UTC from IEEE Xplore.  Restrictions apply. 



1541-1672 (c) 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/MIS.2020.3028613, IEEE Intelligent
Systems

Department Head

1 2 3 4

Number of hops

0.86

0.88

0.9

0.92

0.94

0.96

0.98

T
e
s
t 
a
c
c
u
ra

c
y
 o

f 
th

e
 r

e
fe

re
n
c
e
 u

s
e
r

0.3

0.4

0.5

0.6

0.7

0.8

0.9

Before FAug (MNIST)

Test Acc. (MNIST)

Before FAug (CIFAR10)

Test Acc. (CIFAR10)

Before FAug (STL10)

Test Acc. (STL10)

(a) For a different number of hops.

4 5 6 7 8 9 10

Number of augmented samples in log-scale

0.86

0.88

0.9

0.92

0.94

0.96

0.98

1

T
e
s
t 
a
c
c
u
ra

c
y
 o

f 
th

e
 r

e
fe

re
n
c
e
 u

s
e
r

Test Acc. before FAug

Test Acc. (N=10)

Test Acc. (N=200)

(b) For a differen of augmented samples.

Figure 6. Test accuracy after FAug with respect to (a) the number of hops and (b) the number of devices that upload
samples to the server with a fixed rate 5 samples per device.

defined as the number of time slots consumed
until all the seed samples are transmitted. For
evaluation of communication cost, we consider
each pixel of a data sample (28x28 pixels for
MNIST, 32x32 for CIFAR10, and 96x96 for
STL10) accounts for 8 bits.

• Image similarity between data samples are
measured from the distance among data sam-
ples converted onto a multidimensional space.

A crowd of devices in FAug enhance the im-
pact on communication delay and privacy guaran-
tee in Fig. 4 and 5. Fig. 4 shows that the label pri-
vacy protection occurs when the server receives
only a mixed set of target labels and samples.
Multi-hop communications can also reduce the
uplink latency of the participants, especially for
those with noisy channels or long distances from
the server. Notably, while implementing FAug
with two-hop communication, the transmission
delay minimizes at around 2-3 hops. Exceeding
number of hops, on the contrary, leads to incre-
ment of store and forward delay.

Fig. 5 shows the impact of dataset size on
sample privacy guarantee. The image distance be-
tween mixed-up datasets and original raw datasets
is used as a utility function. Larger distance
implies more deviation from perfect exposure of
raw data, which is ideal for transferring data
information to the server but not implemented
in reality because it reveals full features. Privacy
protection compensates for the diversity of an
augmented dataset. Notably, this utility is robust

against the level of privatization in case of a large
number of seed samples involved.

In Fig. 6 the enhanced performance via the ad-
vanced approaches of FAug is described. Fig. 6(a)
demonstrates the test accuracy of a reference user
before and after applying MultFAug. Compared
with the baseline accuracy around 0.86 before
applying FAug, it reaches up to 0.95 after replen-
ishing the missing samples. GAN on the server
can recover from the scarcity of received seed
samples by oversampling them through mixup.
In Fig. 6(b), the test accuracy of a user shows
improvement proportional to the size of oversam-
pled products until it saturates when the server
produces more than 5,000 mixed-up samples.

Conclusions
By adding dummy information, the devices

can preserve their privacy when participating in a
collaborative learning system with user-generated
data. Accordingly, the protection against leakage
of private information necessitates longer trans-
mission time or sacrifice of the accuracy. The
numerical evaluations validate the effectiveness
of FAug and its variations, emphasizing the im-
portance of minimizing privacy leakage during
transmission of samples within a tolerable trans-
mission time.

The remaining issues in developing the per-
formance and usability of FAug includes ensuring
privacy protection without compensating for less-
ened dataset quality. For further analytic research,
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it is also possible to analyze finding optimal
conditions for distributed learning using multi-
hop communication, such as an optimal number
of hops.
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