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Abstract
Main research and development interest of 5G and beyond systems are focus-
ing on solution for populated and hot spot areas, but public safety authorities
need reliable communication solutions in rural and remote areas. Tactical
bubbles—ad hoc-type nonpublic communications networks built with the
3rd Generation Partnership Project-based mobile technologies—offer mission
critical communications services for public safety authorities in areas with
bad mobile network coverage while also providing additional capacity in
hot spot areas. In this experimental study, three interconnected bubbles act-
ing on three different frequency bands—2.3 GHz (40), 2.6 GHz (7), and 3.5
GHz (n78)—are trialed. This article provides the analysis of different fac-
tors related to performance and user experience of tactical bubbles. Both
ground-level and aerial trial measurements, as well as simulations, were uti-
lized to verify our configuration for the tactical bubbles and their fulfillment
of the quality requirements. The performance and coverage of the tactical bub-
bles are evaluated in a trial, which represents authorities’ search operations
in a rural environment with hills, forests, and swamps. The achieved cov-
erage range of the bubbles is more than 1000 m with the unmanned aerial
system-based measurements, whereas by car, the coverage is less than 600 m.
The effect of obstacles (ie, buildings and hills) on the coverage area and perfor-
mance of bubbles is significant, especially on car-based measurements on the
ground level.

1 INTRODUCTION

Reliable communication is a crucial part of public protection and disaster relief (PPDR) missions in which fire-
fighters, paramedics, or polices operate. Mission critical (MC) communications support authorities in their high-risk
operations involving lives and property. Until now, PPDR authorities have used dedicated networks based on narrow
band technologies, such as Terrestrial Trunked Radio or Project 25, for their communications. In several countries,
there is interest in utilizing 3rd Generation Partnership Project (3GPP)-based commercial mobile broadband technolo-
gies, such as 4G, 5G, and beyond 5G, for PPDR communications.1,2 The first operational implementations3,4 of 3GPP
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technologies for PPDR have been based on hybrid approach with commercial access network infrastructure and dedicated
MC cloud services.

To support PPDR applications, the 3GPP introduced MC communications for voice,5 data,6 and video,7 enabling reli-
able and efficient communication for public safety agencies. Voice-centric push-to-talk has been used for PPDR agencies’
communications, but nowadays, an increasing number of enabling technologies with MCData and MCVideo are com-
ing to use. Particularly, MCVideo services enrich voice communication and several new technologies (supported by 5G),
thereby presenting great potential for public safety. An example of MC data is large sensor networks gathering data from
vehicles, cities, or buildings (enabled by 5G IoT services), thereby enabling automatic incident detection. In PPDR usage,
the mobile network is required to offer communications services in city centers, as well as in sparsely populated rural
areas. In cities’ hot spots, the challenges are typically related to the available capacity. In these areas, the mobile net-
work can be crowded because of heavy usage. 3GPP standardization enables several prioritization methods in order to
guarantee MC communications in cases of congestion.8 In rural areas, problems are usually caused by the limitations of
both capacity and the coverage area. Availability of commercial network may also be disrupted, for example, by disasters,
failures, or cyber-attacks.

A tactical bubble9-12 is one architectural solution to respond to the coverage and capacity challenge of PPDR author-
ity communications. A tactical bubble is as an autonomous, robust, and secure dedicated private network facility. The
tactical bubble solution can be deployed quickly to ensure mobile network coverage around specific MC field operations.
Contrary to typical commercial network deployments, tactical network deployments are not fully planned nor optimized.
Parameters for tactical bubbles are heavily dependent on the terrain, radio environment, needed applications, security
landscape, and local users , which are typically unknown and unmeasured in advance. Figure 1 illustrates tactical bubbles
which are interconnected and linked to mission-critical services in the cloud.

The recent research efforts related to PPDR communication have had several targets. Network slicing13,14 has been
studied as a potential mean to differentiate MC services and assure quality when provisioning services in areas with
good mobile network coverage. Research efforts related to spectrum sharing15-18 have tried to enable PPDR networks
coexistence with other radio access networks. Automated network configuration and adaptation19 provide opportunities
to deploy and optimize networks also in isolated situations where personnel for network configuration are not avail-
able. Several researchers have studied requirements9,10,12,20,21 of tactical bubbles. Tactical bubbles and specific 4G or 5G
technologies have also been trialed in a single bubble setups.22-25

F I G U R E 1 Topology of the tactical bubble system with three interconnected bubbles
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1.1 Contributions

We contribute by trialing and validating the concept of tactical bubbles. Our practical work complements existing research
efforts by exploring a larger setup of interconnected bubbles. We provide an extended multibubble, multiband, multiap-
plication, and multivendor trial setup with a mix of 4G and 5G technologies. We provide new measured and simulated
results on the radio coverage and performance within a real trial environment with different technologies and compare
and analyze them. We demonstrate network quality analysis with terrestrial and aerial measurements, as well as provide
results collected by interviewing authorities and stakeholders. We extend the understanding about end users’ needs and
requirements for communications during emergency operations.

For the trials, we have specified an emergency use case and analyzed its requirements for communications and
cybersecurity. We have built and integrated a test network of tactical bubbles and services needed to demonstrate
the use case. Three different radio access technologies are integrated into the field trial network: Long-Term Evolu-
tion Time-Division Duplex (LTE-TDD) 2.3 GHz, LTE Frequency-Division Duplex (FDD) 2.6 GHz, and 5G new radio
(NR) 3.6 GHz. The usability of the tactical bubble is evaluated with different types of user equipment (UE) and
services. For a more detailed practical analysis, we perform drive testing for tactical bubble solutions. One novel
aspect in this study is a broad analysis of network quality using unmanned aerial system (UAS) based measur-
ing. The UAS-based analysis provides above ground level view of coverage and makes it possible to obtain mea-
surements in areas without roads. The UAV-based measurements enable 3D analysis of the network.26 We have
also collected information and gained feedback with interviews from the Finnish public safety communications
ecosystem—from authorities and technology providers—and present a synthesis of results. Our study presents practi-
cal knowledge and challenges of tactical bubble usage for academia and to regulators, PPDR authorities, and technology
developers.

1.2 Organization of this article

The remainder of this article is organized as follows. Section 2 analyzes the background: the concept of the tactical
bubble, the enablers of the tactical bubbles and network planning, as well as functional, quality, and cybersecurity
requirements for tactical bubbles and, overall, MC communication. The developed system and field trial setup is pre-
sented in Section 3. The test results are presented in Section 4. The radio propagation models, which were used
to estimate the link budget and coverage area in Section 2, are compared with the measured results in Section 4.
Section 5 discusses the usability of tactical bubbles based on information from PRIORITY project trialing and Finnish
PPDR authorities and ecosystem. Section 5 also discusses the other performance factors, and Section 6 presents the
conclusions.

2 THE CONCEPT OF TACTICAL BUBBLE

The concept of tactical bubble has been presented for PPDR authorities and communications service providers as a solu-
tion for utilizing a dynamic and mobile network to offer additional capacity in hot spots or extended capacity and coverage
in rural areas. This section provides an overview for the concept, architecture, enabling technologies and standards, as
well as to requirements coming from typical MC applications.

The concept of rapidly deployable networks with adaptive mechanisms to rapidly establish a communication infras-
tructure has been initially researched by Evans et al.9 The tactical bubble can be seen as an extension rapidly deployable
networks; as an adaptation of the rapidly deployable network for public-safety users. The concept of the tactical bubble
involves technology but also authorities’ processes, practices, and end-users within the coverage area of the bubble. When
a tactical bubble solution is designed, the size, weight, and power of the setup as well as potential user requirements need
to be considered in order to guarantee the functionality of the tactical bubble. Tactical bubble infrastructure includes
hardware and software components needed for the establishment of communications network following a natural dis-
aster, during a law enforcement activity, or for the rapid deployment of network by the military force. Miranda et al10

gathered requirements for a rapidly deployable network design: flexible, scalable, and mobile deployment with little or
no planning in advance. It is foreseen that flexible spectrum resource allocation in parallel to static spectrum allocation
will bring spectral efficiency in the usage of the tactical bubble. Static spectrum allocation can offer wide-area coverage
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where flexible frequency allocation provides frequency resources cost-efficiently enabling enhanced 5G use cases with
low latency and capacity requirement.

2.1 Architecture and enablers

The tactical bubble means a setup where a new communication connection for PPDR authorities is created in an ad hoc
manner, using cellular network technologies such as LTE and 5G. A tactical bubble is a rapidly deployable nonpublic
cellular network with capabilities for IP-based connectivity to external MC PPDR communications services. The hardware
of the tactical bubble is compact-sized and includes a base station (BS), a local cellular network core, and in outdoor cases,
an antenna with a mast structure. When the tactical bubble is forming, it can merge with the existing operator cellular
network or can be launched as a PPDR authority’s separate dedicated network. Several tactical bubbles may be connected
with a tactical backbone network and share services.

In the separate dedicated network mode, the bubble requires its own core services, that is, 5G core (5GC) or 4G evolved
packet core (EPC). The bubble may operate in complete isolation or have a backhaul connection to external MC services
through, for example, a commercial network operator.

3GPP has specified an isolated operation for public safety (IOPS) network scenario that enables communication ser-
vices with a local core (EPC or 5GC) and without a connection to a remote core in the mobile operator’s network.11 A
network architecture includes three main elements: UE, radio access network (E-UTRAN/NG-RAN), and a core net-
work. The core executes the functions related to signaling, handling data flows, and routing packed data in and out
of the external IP network. The communication services of the IOPS network are provided by a local core with the
deployed functionalities of core (eg, in 4G the mobility management entity, the serving gateway, the packet gateway,
and the home subscriber server). MC service applications can be located within the local or remote cloud servers. When
a BS enters the IOPS operation mode, it establishes a connection with the mobility management entity of the local
EPC. In the IOPS mode, the BS broadcasts the public land mobile network (PLMN) identity, which is dedicated to
the IOPS mode of operation. Only authorized IOPS-enabled UEs can get access to the IOPS network. In non-isolated
situations, the self-organizing network27 capability needs to be supported to allow bubbles to merge with operator
networks.

To provide the necessary network capacity for authorities, quality of service (QoS), priority, and preemption policies
are essential. The policies will prioritize authorities’ network accesses and network traffic over civilian traffic in conges-
tion situations. When the bubble operates in an isolated mode, the whole network capacity is available for authorities.
However, QoS, priority, and preemption policies may be necessary to, for example, assure the performance of the most
important applications or guarantee service for all authority organizations in case there are multiple organizations sharing
the bubble. Additionally, to meet the coverage and capacity requirements with tactical bubble based solutions, simula-
tion methods can be used in network planning to obtain information on what needs to be encapsulated in each physical
device.

2.2 Quality and dependability requirements

When a tactical bubble is used to produce connectivity to the first responders in an incident area, it is crucial to offer at
least the basic set of MC communications services. Voice, data, and video/multimedia services are three main MC com-
munication services.28 3GPP includes studies carried out to define relevant use cases and applications and requirements.
Some of the requirements and KPIs, which are defined for the communication network to offer MC services, are listed in
Table 1. The reliable use of communication is common to PPDR requirements, which includes latency, reliability, avail-
ability, and security. Multipath fading or other short time scale characteristics affect the reliability. The availability is
related to the long-term quality of the service requirement—resulting in the slowly changing effects of the channel, such
as shadowing and path loss.

The typical requirement for MC communications availability is 99% to 99.999%.29 In UAS, the reliability require-
ment for unmanned aerial vehicle (UAV) control varies from 99% to 99.99% based on 3GPP technical specification TS
22.125. The end-to-end latency requirement for UAS control varies from 40 milliseconds to 1 second, depending on
the control mode and the vehicle’s land speed. TS 23.501 has defined packet delay parameters for video as 100 mil-
liseconds and for voice as 75 milliseconds. Typical requirements for data rates for the average user are defined in TS
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T A B L E 1 Essential requirements for tactical bubbles

Communication type Requirement category Identified requirements

Generic Availability 99% to 99.999%

Start-up time 0 to few minutes

Configuration efforts Zero-configuration

Combined user traffic (avg.) Downlink/user 50 Mbps

Uplink/user 25 Mbps

Push to talk Packet delay 75 ms

Group video Packet delay 100 ms

Virtual reality (4K CG video) Data rate 50 to 200 Mbps

Latency <16 ms

Sensor data Sensor amount/cell 0 to massive

Machine remote control (UAV) Latency 40 ms to 1 s

22.261 as 50 Mbps in the downlink (DL) direction and 25 Mbps in the uplink (UL) direction. For the network, over-
all capacity perspective requirements depend on the scenario and location (eg, urban vs rural). 5G enables some new
applications (such as augmented and virtual reality applications30), as well as the utilization of massive amounts of IoT
sensors to gain increased situational awareness on operation sites. In ad hoc MC operations, essential quality parameters
also include the time and efforts needed to deploy and start up the tactical bubble infrastructure, as well as commu-
nication and MC service software. Ideally, a tactical bubble should be operating once it arrives with zero-configuration
efforts.

2.3 Security requirements

Security requirements for MC services (MCX) are typically high. Service and architecture must be designed to be as
tolerant as possible against different availability-threatening attacks. Cyberdefence capabilities of the user and network
equipment must be certified for classified communication. The distributed tactical bubble architecture exposes privacy-
and security-sensitive information to attacks from various locations. For instance, health and police records, long-term
information on organizational structures and users, operational information on users’ and devices’ locations and capa-
bilities, and infrastructure-specific secrets and keys may leak to adversaries. Vulnerabilities enabling security breaches
include failing end-to-end security due to local edge processing, open-air observation of unsecured 5G communication
metadata, and the use of unhardened civilian terminals and IoT devices within tactical bubbles. With the use of com-
mercial networks for backhaul connectivity and cloud services, the threat surface has also expanded significantly, as the
location of adversaries is no longer tied to the proximity of BSs.

Baseline requirements for the security architecture of tactical bubbles are highlighted in Table 2. The require-
ments include security for wireless connectivity, infrastructure, and application domains. 3GPP has specified mecha-
nisms for authentication and communication confidentiality and integrity within radio networks.31 In typical public
safety networks architectures, authentication functions (a 4G home subscriber server—HSS or a 5G authentica-
tion server function—AUSF) are distributed to a centralized cloud. In architectures supporting isolated operations
(bubbles without backhaul),11,32 HSS or AUSF functions must be local and UEs must be provisioned matching
credentials (IOPS-USIM applications). Interbubble and backhaul communication is secured with virtual private
networks. Infrastructure solutions, such as access control in security perimeters, firewalls, physical security, and
security monitoring, are needed to protect devices and components within the tactical bubble to prevent infor-
mation breaches. End-to-end security is provided with mature identity management and communication security
solutions.33

Security threats and applied security solutions depend on the MC use cases and communication architectures.21 The
use cases requiring low latency benefit distributed application architectures and edge acceleration. However, local pro-
cessing may break end-to-end security and thus requires additional means to verify the trustworthiness of computing
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T A B L E 2 Baseline requirements for securing tactical bubbles

Tactical capability Security objectives Security solutions

Group communication End-to-end security MC security31 and end-point (cloud &
UE) hardening and certification

Authorization MCX group administration

Wireless connectivity Confidentiality and authenticity 3GPP security34

Isolated connectivity Local authentication functions 3GPP IOPS11,33

Backhaul and tactical backbone Communication security VPN (IPsec)

Local computing infrastructure Platform integrity Verified and secured devices, interface
security, and firewalls

resources and infrastructure within a bubble. When a tactical bubble is isolated from centralized security services or
is operating behind limited backhaul, the deployments require a local core and expose more security critical informa-
tion, such as classified user-specific data, profiles, and other organizational information. Such deployments are more
sensitive than deployments with a centralized core and services, as the same level of physical guarding and advanced
security administration are locally unreachable. The risks of information leaking can be minimized with additional
physical and cybersecurity controls (causing additional costs) or with limited feasibility (minimizing exposed assets and
databases).

Security and certification requirements for applications and devices handling organizational and sensitive data on cit-
izens are also different when compared with devices and sensors whose sole purpose is to increase authorities’ situational
awareness on the operational site.

2.4 Network planning

Typically, mobile networks are planned carefully before installation to optimize coverage and capacity and minimize
interferences. Here, mobile network operators maintain geodata with terrain profiles. The network is then tested, and
the blind spots are handled over time. On the contrary, a tactical bubble may be deployed on the fly without any previ-
ous information about the environment. However, the user experience and performance of tactical bubbles depend on
the operational environment and on various configuration parameters. Therefore, operators must have insight into the
genuine performance of the rapidly deployable network and its limitations, depending on the environment.

The exact network planning for tactical bubbles in a typical PPDR operation is an exhaustive exercise if not pro-
hibitive, as the tactical bubble(s) can include a nationwide setup since one never knows where a PPDR incident may
occur. However, there are network planning tools, such as HTZ warfare,35 that utilize topographic maps, including
roads, vegetation information, and even electrical properties of the soil and other information. The tools typically
provide most of the propagation models available and can be used to estimate the interference from other communi-
cation systems in a given area. This type of network planning tools can be used to precalculate a sufficiently dense
nationwide grid of close-to-optimal locations for the tactical bubbles that would be available at the time of PPDR
incident dispatch. Such tools can optimize site locations, number, power, frequency, and efficiency of the number of
radio systems.

Various channel models are developed for the 5G air interface evaluations.36,37 However, the traditional Extended
Hata model, introduced by the ETSI,38 report is seen potential model for estimating propagation loss in the tactical
bubble case. This attenuation model is based on an extensive amount of real-world acquired data and consists of a
median path loss and a log-normal distributed shadowing that can be optionally applied. The model is defined for urban,
suburban, and rural environments. As the trials took place in a rural environment, we used the rural median propa-
gation loss of the Extended Hata model to benchmark our trial results for tactical bubble communications explained
in Section 4.

Figure 2 illustrates the median propagation losses in a rural environment for a car and for a UAS as a function of path
length at a frequency of 2.32 GHz. Here, the height of transmit antenna is at 5 m, and the height of receive antennas are
at 1.5 m for a car and at 30 m for a UAS. These types of propagation models can be used in optimizing different tactical
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F I G U R E 2 Median propagation loss for a rural environment as a function of distance based on Extended Hata in the ITU-R SM.2028-2
report38

bubble network designs. For example, the tactical bubbles can be car integrations in the public safety officers’ vehicles.
As another option, the tactical bubbles can be deployed by a separate telecommunication unit responsible for bubble
installation. Here, the separate unit might be able to maximize the radio coverage by selecting the bubble location and
transmit antenna height optimally. On the other hand, the public safety vehicles with integrated BSs could have a lower
antenna height. Moreover, a public safety vehicle location would be more constrained when they rapidly arrive directly
at the scene of action. Nevertheless, propagation models can be used in comparing, what kind of cells should be utilized
in car integrations vs what kind of larger cells should there be.

3 PROPOSED SYSTEM AND TRIALING

In this study, the target is to design a tactical bubble system for ad hoc-type installations to support and trial real-life
PPDR authority scenario. The selected scenario is a police operation of searching for the missing persons in an area where
mobile network services are insufficient. The selected scenario includes push-to-talk voice communication, UAV control,
and UAV video transmission over the mobile network.

Figure 3 presents the phases of the emergency scenario and implementation of the tactical bubble. After the first phase
of the trial scenario, where an emergency call is made to the Emergency Response Center (ERC), ERC dispatcher makes

F I G U R E 3 Steps of implementing ad-hoc type tactical bubble during emergency scenario
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T A B L E 3 Components of tactical bubble system

Setup/parameters Bubble1 Bubble2 Bubble3

Technology LTE, TDD LTE, FDD 5G SA, TDD

BS type Nokia FlexiZone Nokia FlexiZone Experimental 5G SA SDR equipment

Band 40 7 n78

Core Cumucore vEPC Bittium Lite-EPC 5GC

DL/UL freq. 2300 to 2320 MHz DL: 2685 to 2690 MHz UL: 2565
to 2570 MHz

3540 to 3560 MHz

BW 20 MHz 5 MHz 20 MHz

Ptx 5 W 5 W 10 mW

Ant. height 5 m 5.15 m 3 m

MCPTT Airbus Agnet (cloud service)

MCVideo Airbus Agnet with VLC-based edge transcoding

Interbubble Bittium tactical backbone

a risk assessment and decision of tactical bubble usage based on information from the caller and assigns a response to the
responsible PPDR authority, which in this case is police with UAS swarm. Command control system and video call groups
are used to communication between ERC and Police. Police patrols and a field commander are dispatched to the location
where the emergency has been reported. The field commander designates one patrol to establish a tactical bubble system
and verifies required MC services.

3.1 Tactical bubble system

The tactical bubble system is designed to be mobile and lightweight ad hoc-type installations to support the selected sce-
nario. Figure 1 illustrates the tactical bubble system and the topology. Table 3 lists the main components of the system
with three tactical bubbles (Bubbles1-3), which includes an antenna mast, an omni-directional antenna, a BS, and soft-
ware (SW) based local core (namely, EPC and 5GC). Bubble1 operates in LTE band 40 at the frequency range DL/UL:
2300 to 2320 MHz, and Bubble2 in LTE band 7 at the frequency DL: 2685 to 2690 MHz, UL: 2565 to 2570 MHz. The
transmit power is 5 W, and outdoor antenna heights are 5 m for Bubble1 and 5.15 m for Bubble2. The outdoor antenna
masts support rapid deployment on site and can be integrated into a vehicle (such as a van) or located on a trailer for real
operations. Bubble3 uses 5G band n78 at frequency DL/UL: 3540 to 3560 MHz. The used antenna is an indoor antenna
installed on a window at a 3 m height, and transmission power is 10 mW.

Independent bubbles, Bubble1, Bubble2, and Bubble3, shown in Figure 1, form a system that are connected to each
other with the wireless local area mesh network—namely, Bittium Tactical Wireless Network (TAC WIN MESH). The
core connections between the BSs and SW local cores are made with Ethernet. The backhaul connection from tactical
bubble to the commercial operator’s Internet services is formed using two options; through an LTE and fiber optics.
MC applications include group audio communication, UAS control, and video delivery from UAS. We utilized Airbus
Tactilon Agnet to provide access controlled cloud-based PTT service. To enable video delivery, video streams from UAS
were transcoded by a local video server and then forwarded to the cloud service with real-time streaming protocol (RTSP).
UAS control was based on proprietary Mavlink protocol.

3.2 Tactical bubble testing in trial

Drive testing is a method for providing the quality data of the trials, which included reference signal received power
(RSRP), round-trip time (RTT), and throughput. Radio measurement data are gathered through mobile terminals to
provide accurate and reliable data by analyzing RF conditions in a trial area. Drive testing enables network perfor-
mance observation from the point of view of one end user. To perform test measurements, the vehicle (car or UAV)
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carries android UE with Keysight Nemo Handy software. The mobile phone types used are Sony XPeria F8131 and One-
Plus 6T. The Nemo Handy application collects measurements (throughput, RTT, and RSRP) in real time and visualizes
the results.

The field test environment is located in the motor sport center in a rural area surrounded by small hills, pine forests,
and swamps. Figure 4 shows a satellite picture of the trial area. The main terrain variations and measurement routes are
noted in the figure. The BSs are marked in Figure 4 with pins. Notable obstacles in the area of interest are a tower and
embankments; it is noteworthy that the terrain is descending in all directions from route G1.

The measurement routes are listed in Table 4, where measurements with a car are on existing roads in the
test area. The target is to reach terrain variations, such as potential shadowing obstacles and limits of the coverage
area. Field trial was performed within one week time. The measurement sample reporting rate of 500 milliseconds
is used. Analysis of routes is repeated three times. The measurements with the car are performed on three sepa-
rate measurement routes: G1 to G3 (Figure 4) with the average speed in the range 23 to 32 km/h. The shortest
measurement—on route G1 (yellow color)—is planned to scan the area near the BS, with a maximum distance of

F I G U R E 4 Map of the trial area in which drive test routes and main obstacles are marked

T A B L E 4 Measurement route description

Routes Setup Route description Max. distance to the BS

A1 UAS Circular route 350 m

A2 Linear route to north 1001 m

A3 Linear route to east 1020 m

A4 Linear route to south 887 m

A5 Linear route to west 1034 m

G1 Car Short circular route 290 m

G2 Middle circular route 603 m

G3 Long circular route 1410 m
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290 m to the BS. Route G2 (orange color) reaches a maximum distance of 603 m from the BS. The maximum dis-
tance to the BS on the third measurement route—G3 (red color) is 1410 m. UAS-based measurements are performed
during five separate measurement flights (A1-A5), with the speed being 5 m/s and altitude 30 m (Figure 4). The
A1 measurement flight is a circular route with a radius of 350 m from the BS. Four linear measurement flights are
directed away from the BS. Routes A2 and A4 are aligned, as are routes A3 and A5. A2 and A4 linear routes are
perpendicular to routes A3 and A5. Route A4, toward the south, is limited to 887 m because of safety issues: there
is a road with high traffic in the direction of the south. Routes A2 to A5 include both directions, away and toward
the BS.

4 TRIAL RESULTS

The results section defines the evaluation of generic communication performances of the tactical bubbles. The results
show the effect of the distance from the BS and line-of-sight (LOS) conditions, such as obstacles between the UE and
the BS and other conditions, on the performance of the tactical bubbles. In the following subsections, the detailed
results of RSRP, RTT, and throughput measurements with the car and UAS are presented from the site area of Bub-
ble1. Performance measurements of all tactical bubbles are summarized in Table 5, and the user experience is described
in Section 4.5.

4.1 Reference signal received power

The RSRP results of the car-based measurements in routes G1 to G3 are shown in Figure 5. RSRP levels decreased from
−68 dBm at close proximity to the BS to −137.1 dBm at the edge of cell coverage. The RSRP is mainly −90 to −100 dBm
(yellow color) on route G1, with the farthest distance being 290 m from the BS. On route G2, the RSRP is −100 to −120
dBm (red and orange colors), the farthest distance being 603 m from the BS. On route G2, a small hill creates an obstacle
to radio frequency signals, and the RSRP is less than −130 dBm (blue color) in the area behind the hill. On route G3,
there is poor or no connection, and the RSRP is mainly less than −130 dBm (blue color). G3 is the longest route, with the
farthest point being 1410 m from the BS.

In our analysis, we define the coverage area as the area in which the measured RSRP value is higher than −120
dBm. The RSRP analysis of the car-based ground-level measurements (G1-G3) shows that the edge of the coverage area
is about 600 m from the BS site, and the connection is totally lost with the distance farther than about 850 m. Good
connections with RSRP values above −110 dBm are reported within a 400-m distance from the BS site. The terrain is
descending in every direction from route G1 and the BS. The effect of terrain variation is noticeable in the results of
route G3.

The RSRP results of the UAS-based measurements are presented in Figure 6. On the A1 circular flight route with a
distance of 350 m from the BS, RSRP values are mainly between −80 and −90 dBm (yellow and green colors). Results
from the linear flight routes with a distance less than 400 m to the BS are similar to results from the circular route. The
RSRP values at the ends of the linear flight routes are about −90 dBm. The exception is the north route A2. More than half

T A B L E 5 Summary of performance measurements

Setup/performance Bubble1 Bubble2 Bubble3

Bubble type Commercial LTE TDD
Microcell

Commercial LTE FDD
Microcell

Experimental 5G SA Picocell

Coverage area size at ground
level

600 m 600 to 1100a m 100 m

Throughput uplink <11 Mbps <9 Mbps <14 Mbps

Throughput downlink <70 Mbps <33 Mbps <49 Mbps

RTT 30 to 60 ms 30 to 60 ms <26 ms

aThe 1100 m link appeared during a direct line-of-sight scenario.
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F I G U R E 5 Reference signal received power results of car-based ground-level measurements on routes G1 to G3.ap of the trial area in
which drive test routes and main obstacles are marked

F I G U R E 6 Graph of the unmanned aerial system-based measurement summation of routes A1 to A5
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of the RSRP measurements on route A2 are below −100 dBm (orange color), and at the northernmost point of the route,
the red color indicates values below −110 dBm. A high tower building is located about 10 m to the north of the BS. The
assumption is that the tower is shadowing the signal when it is between the UAS and the BS, and the UAS did not have
an LOS condition throughout the length of route A2. Otherwise vegetation and other obstacles are shallow compared to
flight altitude (30 m) of UAS and does not have effect on signal propagation.

Comparing the RSRP values of the car and the UAS, the UAS clearly has better RSRP and hence better signal cov-
erage. This was expected because the UAS obviously had a better LOS connection. The circular route A1 is close to
the edge of the coverage area at the ground level, and the reported RSRP values from the air are good. The lowest
RSRP values are reported on the linear route toward the north. In sum, the analysis of the RSRP results of the air
measurements indicate a much wider coverage than that of the ground level. In the case of the car, the coverage is
less than 600 m, and the UAS, over 1000 m. The RSRP test values show that obstacles significantly affect the cover-
age area. The linear flight route A2 is an example of the cluttering effect of obstacles, where a tower is shadowing
the signal.

4.2 Latency

The RTT results of the car-based measurements are presented in Figure 7. RTT is measured using a ICMP ping. ICMP
server is located on tactical bubble, installed on the local packet core HW. The UE delay reports are based on the same
test drives of routes G1 to G3, as presented in the “Types of graphics” section. The results of the delay reports range from
25 milliseconds, measured near the BS site, to 1596 milliseconds at the edge of cell coverage. On route G1, the RTT is
mostly in the range 40 to 50 milliseconds. The RTT increased when the measurement UE is moved away from the vicinity
of the BS: 75 to 200 milliseconds on route G2 and 500 to 1000 milliseconds on routes G3 and G4 near the edge until the
connection dropout.

Similar to the RSRP analysis of the ground-level measurements, the delay reports reveal that the edge of the coverage
area was 600 m from the BS and the connection was lost with a longer distance. Low delay values (<100 milliseconds)
are reported at a distance of 400 m or less. The effect of different obstacles can be seen in the delay measurement results.

F I G U R E 7 Map of the results of the car-based delay measurements on routes G1 to G3



HEIKKILÄ et al. 13 of 21

F I G U R E 8 Map of the results of the UAV-based delay measurements on routes A1 to A5

It should be noted that the delay measurement results are round-trip delays. Based on the comparison of the delay values
reported by UE and the packed delay requirements of Table 1, it can be expected that even the most demanding commu-
nication services could be offered in the tactical bubble. Nevertheless, the packet size of the application can affect the real
delay values of the tactical bubble.

The analysis of the UAS-based delay measurement results has a high correlation to the RSRP results. Based on the
delay in the air measurement results, the coverage area is much wider than for the car-based ground-level measurements.
There is only one high obstacle toward the north from the BS site, and the highest delay values were measured on the
linear route to the direction of north.

The RTT results from the UAS-based measurements are shown in Figure 8. The RTT values of the circular flight route
A1 (350 m from the BS) were mostly in the range of 40 to 75 milliseconds. On the linear routes A3 to A5, RTT varied from 28
to 209 milliseconds. Near the turnaround points (950 m from the BS), the RTT values were 75 to 200 milliseconds—except
in the north flying route, where the values were 75 to 500 milliseconds. As presented in the previous subsection, the north
route had the smaller RSRP (ie, weaker connection), which increased RTT.

4.3 Throughput results

Throughput evaluation is performed on all three bubble setups. Detailed analysis to evaluate throughput is performed
on the Bubble1 setup on the air test flight route A4. In the DL direction, at a distance less than 300 m, throughput is
over 50 and 30 Mbps at the turnaround point at a distance of 900 m (Figure 9). Correspondingly, in the UL direction, the
maximum transfer rate is 15 Mbps at a distance of 300 m and 10 Mbps at the turnaround point (Figure 10).

4.4 Summary of results

Table 5 summarizes UE performance results (ie, the mobile phone performance of the bubbles) near the BS in good
LOS condition when the received radio signal is good. In all bubbles, the achieved performance (throughput and



14 of 21 HEIKKILÄ et al.

F I G U R E 9 Downlink throughput results UAS-based measurements

latency) is good because there is no channel sharing and congestion and the entire channel capacity is available
for users.

The Bubble2 throughput is smaller than that of Bubble1 due to a narrower bandwidth. Both Bubble1 and Bubble2
have 600 m coverage areas on the ground level. The UE of Bubble2 indicates occasional connections 1100 m away from
the BS when there is a LOS. Bubble2 had further LOS reach than Bubble1, as the antenna mast of Bubble2 is on a higher
and more open ground. In the 5G case, the magnitude of the throughput values is low compared with the LTE values,
respectively, because only a 20 MHz bandwidth and an experimental setup with low transmit power are used. As expected,
there is less latency in 5G than LTE. BS selects modulation schemes dynamically based on signal quality reported by
UE. In downlink direction QPSK, 16QAM and 64QAM were in use. QPSK and 64QAM are used dominant modulation
schemes during trial measurements.

4.5 User experience

User experience was evaluated during the trial by using video service, group call, and video call. User experience testing
was done along with the performance tests, and no additional systematic long-term experience testing was done. Provided
services were video, group call, and video call in bubbles and telecommunications.

The following lists the in situ users’ subjective experiences:
Video service

• From the UAV, the video is sent outside the bubble to the real-time streaming protocol server and from there to the
Airbus Tactilon Agnet video service. The end-to-end delay of UAV video to the searchers is about 8 seconds. The main
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F I G U R E 10 Uplink throughput results of unmanned aerial system-based measurements

cause for the delay, about 5 to 6 seconds, is VLC media player, which is used as the external real-time streaming protocol
server.

• Above-mentioned video service was built on PoC implementation and some of the components were not optimized
for real-time video delivery. Also slow Internet backhaul connection may affect the performance of the video service
where backhaul traffic congests. These problems can be avoided by providing video service in the bubble when the
end-to-end video delay was under 1 second.

• User datagram protocol (UDP) transmissions without retransmissions cause packet loss. This is seen as a green screen
in video transmissions. This is a problem caused by the end-to-end connection, where multiple wireless links are used
(in Figure 1).

Group call

• Airbus’ Agnet application was used for communication successfully.
• When there is a connection available, the group call functioned automatically.

Video call

• The Agnet Application worked in all bubbles during short couple minutes tests.

4.6 Comparison of simulated and measured coverage area estimations

This subsection describes the effect of the environment on network performance. An estimation of received power can be
obtained from link-budget calculations with estimated median propagation loss values, antenna gains, and system losses.
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F I G U R E 11 Map showing reference signal received power estimations with Extended Hata and routes A1 to A5 reference signal
received power measurement results

In the present case, the system losses were unknown. A calibration is done with a UAS in an LOS condition to achieve the
unknown combined system losses and antenna gains. The coverage area estimations are then calculated. The results give
insight whether or not these estimations could be sufficient for network planning and coverage area estimations instead
of more exhaustive modeling.

Figure 11 illustrates RSRP coverage area estimations based on the Extended Hata model for Bubble1. The RSRP
estimations are obtained by dividing the estimated received power by the number of subcarriers in the LTE signal.
The number of subcarriers is 1200. Figure 11 also shows the results of UAS-based measurements on routes A1 to A5.
This analysis reveals that the measured results correlate to the results of prediction with a LOS. When there are obsta-
cles (ie, buildings in the area), the results of the prediction do not correlate. (There is a judge tower on the north
side of the BS and a metal audience stand on the south side of the BS.) Therefore, when using this type of simula-
tion for network planning, one must consider the indoor-outdoor use cases separately and more complicated simulation
models.

Figure 12 illustrates the RSRP simulations and measurements on routes G1 to G3. It should be noted that the vegeta-
tion, terrain, and obstacles has a great impact on the cell size and connectivity when the BS antennas are in a relatively
low height—that is, the judge tower building and audience stand causes the lower RSRP in their vicinities. Moreover,
there is vegetation and a hill in between the BS and the car in the measured area, where the coverage is simulated to
be −100 to −110 dBm RSRP. Here, the measured RSRP is lower than simulated, as the hills are not included in the
simulations.

In sum, because of mobility, the height of the antenna mast is limited, and therefore, the location of the antenna
needs to be carefully selected. The simple rule for selecting the location for the antenna mast is to choose the highest
location in an open area. Moreover, if one needs to know the cell size and the performance beforehand, the individual
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F I G U R E 12 Map showing coverage area estimations with Extended Hata and routes G1 to -G3 RSRP measurement results

obstacles and the precise terrain must be considered. When they are known, it is possible to simulate cell performance
more accurately. The trade-off is between the simulation model accuracy and its complexity. It is also necessary to know
the combined system losses and antenna gains of each radio transmitter-receiver pair beforehand. In general, the results
show that simple models such as Extended Hata can give a good estimate for the network performance. Thus, exhaustive
modeling might not be needed if the network setup would be compensated for the environment losses for example with
a high power when needed. Public safety operators need to be given realistic information about the performance of the
network they might carry in their vehicles in different environments with examples.

5 DISCUSSION

The target of the study was to design and trial tactical bubble and also evaluate usability and practical aspects.
This section discusses the usability of tactical bubbles based on information from PRIORITY project trialing and
Finnish PPDR authorities and ecosystem. This section also opens observations made during the trial planning and
implementation.

5.1 Enabled use cases

The tactical bubbles are seen as an important part of resilience for the communications systems of PPDR author-
ities; tactical bubbles can be used as a redundant or backup communications system during major disasters and
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crises when the primary communications network is damaged or the available capacity is limited or is in loca-
tions of terrestrial network outage. The trial implementation in a rural forested area reveals that tactical bubbles can
offer a coverage area of 600 m from the BS for users on the ground level (ie, pedestrians and cars). Based on the
trial, the single tactical bubble solution is suitable for geographically limited operations during public events or at
accident locations where complementary coverage and/or capacity is needed. Tactical bubbles create a potential solu-
tion for PPDR authorities and enable broader cooperation between authorities and even civilian voluntary workers
when they can utilize their own devices. A single bubble solution has the potential to increase coverage in build-
ings, basements, or tunnels, of which the direct mode of operation has been previously used. Tactical bubbles bring
the needed capacity extension for emergency cases of hot spots in city centers, allow prioritization for PPDR com-
munications, and enable broadband services, such as real-time video transmission from the emergency site to the
control room.

The tactical bubbles in this study provided promising results of UAS usage in PPDR operations. Typically, UE
integrated into a UAV indicated higher QoS levels and a broader coverage area (over 1000 m), compared with
UE located at the ground level (600 m). The results were reached in LOS conditions in the air, above shadowing
obstacles.

The trial in this study revealed promising results of using a wireless local mesh network as a backhaul for broad oper-
ations. Based on PPDR authorities information, the perimeter of operation can vary from tens of kilometers in oil spill
recovery on the sea or in searching operations in the wilds of Lapland to hundreds of kilometers in forest firefighting oper-
ations. In broad operations, both call and data connections are lost during the transition between the separated bubbles
if there is no handover mechanism available. However, using dual SIM phones, the connection can be quickly reformed
by, for instance, using one SIM for the bubble and the other for the public operator.

The trial proves the tactical bubbles to be feasible for various daily operations, which makes it easier to use them
during crisis situations. Generally, tactical bubbles should be designed for easy use and implementation so that PPDR
authorities can focus on their primary tasks. This design challenge is related to not only a tactical bubble setup but also
the UE, applications, and services.

5.2 Performance factor

The size of a bubble can be extended for broader operations through changing the implementation setup by, for
example, extending the antenna mast or using a lower frequency band or higher transmission power. The placement
of the tactical bubble needs to be planned to get the optimal coverage area; the antenna mast should be located in
a high and open location. Technical observations related to the design of tactical bubble hardware were made to not
only guarantee the reliability of communication but also enable easy and fast deployment and redeployment. On the
trial tactical bubble solution were technical proof-of-concept versions. Single bubble deployment took approximately
3 to 5 minutes. The large deployment of several interconnected proof-of-concept bubbles took a couple of hours dur-
ing the trial. The small BSs and the local packet core need a deployable power source, either 230 VAC or 19 to 48
DC. Depending on the transmission power and other electric needs of the BS, the electric current can be retrieved
from car batteries or from an electric generator. If Power over Ethernet (PoE) is used, a practical hint is related to
the selection of power cables (ie, PoE such as CAT6, CAT6A, and 4PPoE 90-120 W). The recommendation is to use
good quality cables suitable for the high current (1000 mA). Bad quality cables carry the risk of fire or electric shock.
If a car is used as the power source, the durability and suitability of the car cabling for the current transfer need to
be ensured.

Because the tactical bubbles are designed for ad hoc-type implementations, the frequency usage needs to be planned
before broad usage. The use of mobile cellular network frequency bands is licensed and regulated by law. A frequency
license needs to be granted by a regulatory authority, and in spectrum-sharing cases, mobile operators need to agree with
the permission. These issues need to be considered in the whole geographical area where tactical bubbles will be utilized.
PPDR authorities have indicated the need for a map-based situational awareness tool to visualize coverage areas based
on simulations and measurements.

For PPDR authorities, external connections, especially to the emergency center, the control room, and management,
are essential to their operations. The backhaul connection technology can vary from fixed fiber connection to satellite
connection, and as the availability of backhaul connection cannot be assumed for every authority scenario, it is critical to
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have complementary services, stand-alone applications, or local servers to support local operation and communication
in isolated operations.

An isolated operation mode causes challenges for cybersecurity as authentication and authorization functions
need to be local and are thus exposed for larger number of physical and cyber adversaries. When a broadband back-
haul connection is available, it enables the use of cloud-based applications. Cloud-based application architectures
have advantages from scalability, configurability, and cybersecurity perspectives. Complementary to cloud-based ser-
vices, locally implemented services may significantly reduce end-to-end latency. Moreover, MC applications for bubbles
should be designed to support a possibly lower quality backhaul; this is because multiple streams, especially video
streams, will easily jam with a UL connection of, for example, 10 Mbps LTE. A local sharing service in the bub-
ble could be an option: It could estimate the backhaul quality and share the bubble data with the cloud server over
the backhaul, when available. Then it could prioritize speech and send only the most relevant or only the requested
streams via the backhaul. However, it is crucial to know how to extract the essential pieces of information from
the stream.

The practical performance of tactical bubbles depends on the capabilities of not only the radio layer but also the secu-
rity and application layers. First, in the application layer, performance can be ruined with inefficient group management,
where users without need or clearances are authorized and added to group communication data streams. Unicasting
duplicate streams to a DL not only wastes bandwidth but may also overload users with excessive information. The net-
work can prioritize users in congested and overloaded traffic situations, but this requires policies and configuration.
Group management and configuration are challenges of rapidly deployed tactical bubbles, where users may not have
the skills or the time for administrative tasks. Second, performance-specific issues arising from security also include
communication overhead caused by symmetric authentication and encryption mechanisms in radio access networks,31

as well as applications’ security signaling and transmission layer security-based protocols.34 Third, performance can
be affected by potential attacks through the open-air interface. 5G NR and, particularly, LTE are both vulnerable
to jamming.39

The technology evaluation of the trial revealed that 4G technology, both TDD and FDD, is able to offer an adequate
service level in many current PPDR communications use cases. Future studies are needed to determine whether 5G and
beyond 5G technologies are required for future communication use cases—for example, with indoor positioning and
autonomous vehicles.

6 CONCLUSION

Reliable communication services between authorities are vital during MC operations. Seamless service continuity is part
of reliable communications. The study showed that forming a tactical bubble with mobile network technology is a poten-
tial way to provide secure communication services to PPDR authorities. As mentioned earlier, the bubble can be formed
in two ways: a bubble can merge with an existing network, or separate independent, potentially isolated, bubbles can be
formed. We trialed a hybrid bubble architecture with interconnected local 4G and 5G core and access networks as well as
cloud-based MC-application services.

The demonstration in this study shows that shadowing obstacles in the trial area significantly affect all measured
metrics: the size of the coverage area, RTT, and throughput. This is an expected result because the shadowing obstacle has
a high fading effect in the frequency used: 2.3 to 2.6 GHz. For critical users, using more penetrating frequencies or more
powerful equipment may be justified due to the possibly difficult environment. The achieved coverage for 4G bubbles was
more than 1000 m with a UAS, whereas by car, the coverage is less than 600 m. The measured RTT is about 25 milliseconds
in the 5G bubble and about 45 milliseconds in the 4G bubble. For MC services, voice, data, and video, the delay is less
than the 3GPP QoS specification requirement. When video services are running in the bubble, the end-to-end delays were
about 1 second. However, when video services are running on the Internet (ie, outside the bubble), the delays were much
higher due to video data processing.

The statistical propagation models provide a good estimate of the path loss and coverage area of a communica-
tions system in an LOS condition. The Extended Hata model can be utilized to estimate the maximum coverage areas.
Because of mobility, the height of the antenna mast is limited, so the antenna placement must be carefully consid-
ered. The simple rule for selecting the antenna mast location is to pick the highest point in an open area. If it is not
an emergency operation, a UAS can be utilized to discover a good place for the mast and scan the communication
coverage area.
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Future studies should address use cases where bubbles are integrated into commercial networks to enable trans-
parent nationwide roaming, as well as cases where civilian users utilize the bubble concept for private network
deployments. Alternative (also non-3GPP originated) access and backhaul technologies could provide flexibility and
operational advantages, such as increased coverage or support for a wider device space, but the added complex-
ity from integration may introduce usability, performance, and security challenges that require further exploration.
More work is needed to research application architectures and develop MC services that can exploit the perfor-
mance promises of 5G NR and edge computation. As the rapid concept assumes minimal configuration efforts from
authorities in the field, advanced automation and, for example, the utilization of machine learning for optimal
parameterization is essential enablers that should be researched. Finally, cybersecurity implications for the perfor-
mance and trustworthiness of the bubble concept require more risk analyses, as well as experimental trials and
research.
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