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a b s t r a c t

Background: Software vulnerabilities are weaknesses in source code that might be exploited to cause
harm or loss. Previous work has proposed a number of automated machine learning approaches to
detect them. Most of these techniques work at release-level, meaning that they aim at predicting
the files that will potentially be vulnerable in a future release. Yet, researchers have shown that a
commit-level identification of source code issues might better fit the developer’s needs, speeding up
their resolution.
Objective: To investigate how currently available machine learning-based vulnerability detection
mechanisms can support developers in the detection of vulnerabilities at commit-level.
Method: We perform an empirical study where we consider nine projects accounting for 8991
commits and experiment with eight machine learners built using process, product, and textual metrics.
Results: We point out three main findings: (1) basic machine learners rarely perform well; (2)
the use of ensemble machine learning algorithms based on boosting can substantially improve the
performance; and (3) the combination of more metrics does not necessarily improve the classification
capabilities.
Conclusion: Further research should focus on just-in-time vulnerability detection, especially with
respect to the introduction of smart approaches for feature selection and training strategies.

© 2022 The Author(s). Published by Elsevier Inc. This is an open access article under the CC BY license
(http://creativecommons.org/licenses/by/4.0/).
1. Introduction

Software security plays a crucial role in modern software
evelopment (Dowd et al., 2006). In software engineering terms,
his has to do with the implementation of programs that can con-
inue working under malicious circumstances (McGraw, 2004).
pecifically, the source code should be designed to be resilient to
xternal attacks: unfortunately, software vulnerabilities represent
hreats to security that may potentially be exploited by externals
o cause loss of data, privilege escalation, race conditions, and
ther undesired effects that may affect the source code (Decan
t al., 2018; Plate et al., 2015).
The research community has been addressing the problem of

ulnerabilities under different perspectives, by proposing empir-
cal studies aiming at characterizing them and their impact on
ource code (Finifter et al., 2013; Kim and Lee, 2018; Gonzalez
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et al., 2019), but more importantly by devising automated tech-
niques that could support their identification (Hydara et al., 2015;
McKinnel et al., 2019; Svacina et al., 2020).

Most of the approaches defined so far are based on source code
and/or dynamic analysis (Li et al., 2016; Junjin, 2009; Sotirov,
2005; Trinh et al., 2014), symbolic execution (Li et al., 2013; Wang
et al., 2009; Saxena et al., 2009), and fuzz-testing (Jiang et al.,
2018; Wang et al., 2010). Some of them are also implemented
within automated tools, e.g., SonarQube1 and Eclipse Steady2

that are widely adopted in practice (Vassallo et al., 2019).
Despite the research and industrial effort spent so far for

building techniques and tools able to identify software vulner-
abilities, the current solutions are still rarely effective in practice
as they suffer from high false positive rates and/or scalability
issues (Antunes and Vieira, 2010; Do et al., 2020; Johnson et al.,
2013).

For these reasons, the research around vulnerability detection
is still highly active. The last years have seen a growing interest
in the application of artificial intelligence algorithms to software

1 SonarQube: https://www.sonarqube.org.
2 Eclipse Steady: https://projects.eclipse.org/proposals/eclipse-steady.
rticle under the CC BY license (http://creativecommons.org/licenses/by/4.0/).
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ecurity (Chernis and Verma, 2018; Harer et al., 2018). Techniques
ased on machine learning, in particular, have reached promising
esults: starting from a set of vulnerability data collected through
he change history analysis of files over previous releases of an
pplication, these techniques train machine learning algorithms
e.g., Decision Tree) in order to predict the likelihood of new,
nseen source code files to be affected by vulnerabilities in future
eleases (Ghaffarian and Shahriari, 2017).

While the performance reported in previous studies (Scan-
ariato et al., 2014; Shin et al., 2011; Zimmermann et al., 2010;
heisen et al., 2015; Theisen and Williams, 2020) highlighted the
uitability of machine learning approaches to predict vulnerabil-
ties on future releases, it is still unclear how these approaches
upport developers in finding the exact location of the vulner-
ble code. As a matter of fact, traditional vulnerability predic-
ions (Zimmermann et al., 2010; Theisen et al., 2015; Scandariato
t al., 2014; Jimenez et al., 2019) would produce a large set of
otentially vulnerable files or binaries, that should be manually
nspected to establish the actual presence of the flaw, requiring
non-negligible amount of extra work. Moreover, such a task

equires the selection of the most appropriate group of develop-
rs that can comprehend the rationale behind the last changes
pplied to the files. These limitations calls for novel solutions
hat better suits real case scenarios. Specifically, contemporary
ull-based development practices (Gousios et al., 2014) make
ong-term recommendations, like those given by release-based
redictions, not really suitable (Singer et al., 2010). Shorter-term
ecommendations, also known as just-in-time or commit-level pre-
ictions, should be preferred instead as they allow developers to
eceive an immediate feedback on the newly committed work
nd improve code quality while having the context of the modifi-
ation still fresh in mind (Kamei et al., 2012; Kang et al., 2021). In
ddition, techniques able to work at this granularity become not
nly suitable at commit-time, but also while developers perform
ode review (Pascarella et al., 2018). As a consequence of these
ecent advances, vulnerability detection mechanisms should be
e-assessed at a lower granularity.

Hence, this paper proposes an empirical investigation into
he performance of just-in-time software vulnerability detection
echniques. We mine nine Java projects available in the Na-
ional Vulnerability Database (NVD)3 in order to collect known
ulnerabilities that affected them during their change history.
fterwards, we experiment with eight machine learning algo-
ithms that we train using three different sets of features based
n code, change, and textual metrics—both algorithms and fea-
ures were previously employed in the context of vulnerability
etection research. In addition, we employ a set of machine
earning engineering steps (Tantithamthavorn and Hassan, 2018)
iming at improving the performance of the experimented mod-
ls, such as dropping correlated features (O’brien, 2007), bal-
ncing the dataset (Pecorelli et al., 2020), and tuning hyper-
arameters (Bergstra and Bengio, 2012).
The results of our study reveal a number of findings. In the

irst place, we observe that basic machine learning algorithms,
.g., Support Vector Machine, have low performance when ap-
lied for the task of detecting vulnerabilities at commit-level, in
ontrast with previous work on vulnerability prediction. More-
ver, the use of ensemble techniques do not necessarily pro-
ide benefits, even tough approaches based on boosting, like
daBoost, seems promising and might be further investigated.
inally, we point out the limitations of existing metrics: for in-
tance, we observe that previously devised textual metrics based
n a raw bag-of-words source code representation lead the ma-
hine learners to have high variability and low prediction accu-
acy.

To sum up, we provide the following contributions:

3 The National Vulnerability Database: https://nvd.nist.gov/.
2

1. Empirical evidence on the limited capabilities of commit-
level vulnerability prediction models built using traditional
techniques without proper setup;

2. A set of insights into the likely causes of failure of the cur-
rent solutions, which forms the future research direction
on the matter;

3. An online appendix.4 providing all data and scripts used
to conduct our study and that can be used by the re-
search community to replicate and build upon our empiri-
cal study.

Structure of the paper. Section 2 discusses the related literature
and motivates our work. In Section 3 we report the methodology
employed to address our goals, while Section 4 analyzes the
achieved results. The key implications of the study are presented
in Section 5. The discussion of the threats to validity and how
we mitigated them is reported in Section 6. Finally, Section 7
concludes the paper and outlines our future research agenda on
the matter.

2. Related work

Research on software vulnerability prediction models (VPMs)
mainly focused on identifying the best set of predictors corre-
lated with the presence of vulnerabilities. Almost all works in-
volved software product metrics directly computed on the source
or binary files, such as size (e.g., Lines of Code) or structural
metrics (Chidamber and Kemerer, 1994). Among these, com-
plexity metrics (e.g., McCabe’s Cyclomatic Complexity (McCabe,
1976)) are the ones that have received more attention. Shin
and Williams (2008), Shin et al. (2011) and Shin and Williams
(2011), in the context of Mozilla Firefox, found a strong positive
correlation between the number of decisions in the code and the
vulnerability-proneness of a file. Specifically, the VPMs – built
using complexity metrics as predictors – achieve higher precision
scores if the predictions are restricted to the top vulnerable files
only, hinting that the files that were subject to many vulnera-
bilities in the past have high complexity values. This finding is
further confirmed in other studies (Chowdhury and Zulkernine,
2011; Zimmermann et al., 2010; Walden et al., 2014; Jimenez
et al., 2019). Similarly, coupling and cohesion metrics have been
shown to be, respectively, positively and negatively correlated
with vulnerabilities, corroborating the common wisdom that poor
quality code raised the risk of introducing flaws (Chowdhury and
Zulkernine, 2011). Moreover, Nguyen and Tran (2010) exploited a
set of metrics extracted from the Component Dependency Graphs
(CDG) to predict vulnerable C++ files in JS Engine of Firefox, ob-
serving an improvement in both accuracy and recall with respect
to models built considering complexity metrics only. Neuhaus
et al. (2007) found a correlation between the number of imports
and functions with vulnerabilities in C functions, hinting their
usefulness in a VPM. In particular, they devised a Support Vector
Machine (SVM) relying on the number of past vulnerabilities on
the imported C files in the context of Mozilla Firefox achieving
a high precision of 70%, at the cost of a lower recall of 45%. Fur-
thermore, Scandariato et al. (2014) were the first to investigate
on the predictive power of text mining techniques. Namely, they
used the bag-of-words method (Zhang et al., 2010; Harris, 1954)
to extract the most frequent terms (i.e., words) from source code
Java files to predict the presence of vulnerabilities on 20 Android
apps. They managed to score a high performance in within-
project predictions (i.e., making prediction on files belonging to
the same project in which the model was trained), but failing in

4 Our online appendix: https://figshare.com/s/0ef0f484a058e2297df4.

https://nvd.nist.gov/
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Table 1
Comparison with previous works concerning vulnerability prediction models. The focus is on the granularity level (i.e., the components that is subject to the
predictions), the set of metrics used as predictors, the involved systems and the mined vulnerability data sources.
Study Granularity Predictors/Features Context Data sources

Neuhaus et al. (2007) Function Past vulnerable imports Firefox MFSA
Sultana et al. (2020) Class/Method Product metrics 4 Java systems Vendor Advisories
Zimmermann et al. (2010) Binary Process and product metrics Windows Vista NVD
Theisen et al. (2015) Binary/File Past crashes, Process and product metrics Windows 8 Microsoft Error Reporting
Theisen and Williams (2020) Binary/File Past crashes, Process and product metrics,

Bag-of-words
Firefox MFSA

Morrison et al. (2015) Binary/File Product metrics Windows 7 and 8 NVD
Nguyen and Tran (2010) File Product metrics Firefox JS Engine MFSA, Bugzilla, NVD
Chowdhury and Zulkernine
(2011)

File Product metrics Firefox MFSA, Bugzilla

Smith and Williams (2011) File SQL Hotspots, LOC WordPress, WakkaWiki Bugzilla
Shin et al. (2011) File Process and product metrics Firefox, RHEL MFSA, RHSR, Bugzilla
Shin and Williams (2011) File Past faults, Process and Product metrics Firefox Bugzilla
Scandariato et al. (2014) File Bag-of-words 20 Android apps Fortify SCA
Walden et al. (2014) File Product metrics, Bag-of-words 3 PHP systems Vendor Security Advisories, NVD
Zhang et al. (2015) File Product metrics, Bag-of-words 3 PHP systems Dataset from Walden et al. (2014).
Jimenez et al. (2019) File Bag-of-words, Process and product metrics Linux, OpenSSL and

Wireshark
NVD

Perl et al. (2015) Commit Process and product metrics 66 C/C++ systems CVE DB
Yang et al. (2017) Commit Process and product metrics Firefox MFSA

Our study Commit Process and product metrics, bag-of-words 9 Java systems NVD
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cross-project scenario (i.e., making prediction on files not belong-
ing to the projects in which the model was trained), as further
confirmed by Walden et al. (2014). Later, Zhang et al. (2015) com-
bined the above bag-of-words method with traditional product
metrics, achieving higher F-measure value with respect to the
VPM in Walden et al. (2014). On the other hand, Zimmermann
et al. (2010) analyzed the impact of organizational (e.g., the
number of developers) and code churn (i.e., the rate of changes
applied to binaries) metrics to vulnerabilities in Windows Vista,
chieving high precision but low recall, in line with the findings
f later studies (Shin et al., 2011; Jimenez et al., 2019; Perl et al.,
015; Yang et al., 2015). Smith and Williams (2011) tested the
sage of warnings of possible SQL Injections as predictors in two
PMs for WordPress and WakkaWiki, finding a positive correla-
ion with many vulnerability types—other than SQL Injection. All
he above findings are mixed together in the study of Theisen
nd Williams (2020), in which the authors claimed that the best
rediction models are the one encompassing many different set
f metrics (namely, product, process, text metrics and past faults).
Regarding the model selection, vulnerability prediction have

een based on different supervised machine learning models,
uch as Decision Trees (Shin et al., 2011; Scandariato et al., 2014;
hang et al., 2015; Jimenez et al., 2019; Theisen and Williams,
020), Support Vector Machines (SVM) (Neuhaus et al., 2007;
guyen and Tran, 2010; Zimmermann et al., 2010; Scandariato
t al., 2014; Theisen et al., 2015; Perl et al., 2015; Morrison et al.,
015), Naïve Bayes (Nguyen and Tran, 2010; Shin et al., 2011;
candariato et al., 2014; Morrison et al., 2015; Zhang et al., 2015;
heisen and Williams, 2020) and Random Forests (Shin et al.,
011; Scandariato et al., 2014; Walden et al., 2014; Morrison
t al., 2015; Zhang et al., 2015; Jimenez et al., 2019; Theisen and
illiams, 2020). Among these, Naïve Bayes resulted in higher

ecall values (which means lower false negative rate), while Ran-
dom Forests regularly score high precision (meaning low false
positive rate) in different contexts. Such models are also popular
in similar tasks, e.g., defect (Shin and Williams, 2011; D’Ambros
et al., 2012) and exploitability prediction (Bhatt et al., 2020).

Most studies have been conducted on predicting vulnerabil-
ities at source code file level (Nguyen and Tran, 2010; Chowd-
hury and Zulkernine, 2011; Smith and Williams, 2011; Shin and
Williams, 2008; Shin et al., 2011; Scandariato et al., 2014; Walden
et al., 2014; Zhang et al., 2015; Jimenez et al., 2019), which means
that the VPM tells whether a given file is or is not affected by a
 v

3

vulnerability. In such a scenario, the developers can invest their
effort on inspecting and testing the problematic files with dedi-
cated attention. The same concept is applied for VPMs working
on binary files (Zimmermann et al., 2010; Theisen et al., 2015;
Theisen and Williams, 2020; Morrison et al., 2015), which contain
machine code produced by a compiler. Neuhaus et al. (2007)
designed a tool, Vulture, that predicts the vulnerabilities in C/C++
functions, whereas Sultana et al. (2020) do this on Java methods,
nstead. To the best of our knowledge, only few works have con-
idered the predictions at commit-level. Perl et al. (2015) devised
method for obtaining the vulnerability-contributing commit on
6 C/C++ open-source projects. They essentially relied on the git
lame command that reaches the commits that changed last the
eleted lines of a public fixing commit of known vulnerabilities
eported in NVD. Then, they labeled the most blamed commit as
vulnerability-contributing commit. Finally, they trained a Sup-
ort Vector Machine on this dataset, outperforming the detection
apabilities of equivalent static analysis tools. The entire pipeline
as replicated some years later by Riom et al. (2021), in which
he authors, among other things, delve into the possibility to im-
rove VPM provided by Perl et al. (2015) by experimenting on a
ifferent feature set containing metrics capturing more security-
elated aspects—e.g., the number of sizeof operators, which are
nown to be closely linked to improper sizing of dynamically-
llocated buffers (CWE, 2006). However, they could not fully
eplicate the experiment (Perl et al., 2015) as the datasets and
cripts were not available anymore, and the original paper did
ot provide sufficient detail on how to re-implement the features
xtraction step. For these reasons, Riom et al. could not provide
faithful comparison. Yang et al. (2017) considered the case of
eb vulnerabilities arising in Mozilla Firefox, and, using a large
et of process and product metrics drawn by Kamei et al. (2012),
hey provided a VPM that achieved high precision (over 90%), at
he cost of having a very low recall score (below 15%) at the best
ossible configuration.
Our work and contribution. Table 1 summarizes and com-

ares the works in the vulnerability prediction field, other than
ighlighting the main differences of our contribution. Our re-
earch aims at shedding lights on the capabilities of a large
ariety of machine learning models for just-in-time vulnerability
etection. Hence, with respect to most of the papers discussed,
ur study has a different level of granularity and aims at assessing
hether and how the promising research on machine learning for

ulnerability detection can be applied at commit-level.
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In particular, our study can be considered complementary
ith respect to previous works by Perl et al. (2015) and Yang
t al. (2017) that targeted a commit-level granularity. First, we
xploited multiple machine learning algorithms with the aim
f providing a broader overview of how effective these tech-
iques are for the just-in-time vulnerability detection, instead
f employing only a single learner (e.g., SVM or Random For-
st). Then, we employed a set of techniques to improve the
odel performance, such as removing features exhibiting multi-
ollinearity (O’brien, 2007), balancing the dataset (Pecorelli et al.,
020), and fine-tuning the model hyper-parameters (Bergstra and
engio, 2012). Such techniques were not always considered in the
ast when building VPMs, as also pointed by Jimenez et al. (2019).
e also considered the role of textual metrics, which have been

hown as highly relevant by Scandariato et al. (2014). In partic-
lar, we wanted to assess whether the raw use of the textual
etrics actually provides an improvement in terms of predic-

ive performance when considered with other features, as show
y Theisen and Williams (2020). Finally, we targeted a different
rogramming language, like Java, which has its own peculiarities
nd, more importantly, vulnerabilities. Indeed, a large part of the
urrent body of knowledge covered types of weaknesses strictly
ied to the programming language, e.g., the Buffer Overflow (CWE,
006) vulnerability predominantly affecting C/C++ code.
On the basis of these considerations, the main contributions

f our study pose an additional ground for software engineering
esearchers working on the identification of vulnerabilities, who
an exploit our results to understand and build upon the cur-
ent limitations and challenges connected to the application of
achine learning-based vulnerability detectors at commit-level.

. Research methodology

In this section we provide a formulation of the design of our
tudy according to the Goal-Question-Metric (GQM) paradigm
Basili et al., 1994). In Section 3.1 we define the goal of our
tudy and the consequent research question. Then, we describe
he context of our empirical study, i.e., the projects we selected
Section 3.2), the procedures behind the automated extraction of
ulnerability-contributing commits (Section 3.3), and the com-
utation of software metrics (Section 3.4). All these data are
equired to build the dataset exploited by our machine learn-
ng pipeline, for which we provide a detailed description (Sec-
ion 3.5). We conclude the section by presenting the evalua-
ion methods we employed to answer our research question
Section 3.6).

.1. Goal and research question

The goal of this empirical study was to investigate the perfor-
ance of machine learning methods when employed for the task
f just-in-time vulnerability detection, with the purpose of assess-
ng their suitability in a pull-based development scenario. The
erspective is both of practitioners and researchers: the former are
nterested in understanding whether and to what extent machine
earning-based vulnerability detectors can be used during their
aily activities; the latter are interested in evaluating strengths,
eaknesses, and challenges for the use of machine learning for

ust-in-time vulnerability detection and that can be investigated
urther in future research.

We analyzed how well different machine learners can identify
ommits contributing to vulnerabilities. In this respect, we were
nspired by previous research on vulnerability prediction (Theisen
nd Williams, 2020) and assessed the impact of three families
f software metrics on the performance of different machine

earning algorithms. We asked:

4

Table 2
Summary of projects considered in this study. These statistics are related to the
period before 8th Match 2021.
Project #Commit LOC #Sample commits #VCCs

Conversation 5,810 16,035 1000 10
Candlepin 8,646 30,875 300 3
Hawtio 8,354 3,705 1200 12
Jboss-Negotiation 299 505 191 2
Jenkins 25,867 29,080 4400 44
Jolokia 1 573 3,685 1100 11
Junrar 221 1,325 100 1
Litemall 990 3,500 100 1
Struts1-Forever 4,526 4,025 600 6

56,286 92,735 8991 90

RQ. How well do machine learning algorithms perform when
employed in the context of just-in-time vulnerability detection?

We set up a machine learning pipeline that implements well-
established guidelines for to the creation of unbiased supervised
learning techniques (Song et al., 2010; Tantithamthavorn and
Hassan, 2018). As further explained in the next sections, we
considered and mitigated common pitfalls related to feature se-
lection, hyper-parameter configuration, data balancing, selection
of performance metrics, and statistical tests. When designing and
reporting our study, we adopted the guidelines by Wohlin et al.
(2000) and followed the ACM/SIGSOFT Empirical Standards (Ralph
et al., 2021).5

3.2. Context of the study

The context of the empirical study was composed of nine
ava projects, whose main characteristics are reported in Table 2.
hese projects account for a total of 56,286 commits but, due to
omputational reasons, we randomly sampled 8991 of them (16%
f the total commits). When selecting the commits to analyze,
e made sure not to discard commits containing vulnerabilities,
hose collection is explained later in Section 3.3.
More in general, we considered all the Java projects hav-

ng public software vulnerability data stored on the National
ulnerability Database (NVD). This database was originally cre-
ted by the U.S. NIST Computer Security Division (NIST, 2021)
ith the aim of collecting and disclosing known vulnerabili-
ies affecting software systems and their causes. It includes a
omprehensive set of publicly known vulnerabilities: each of
hem is described through CVE (Common Vulnerabilities and
xposure (MITRE, 2021)) records and is enriched with additional
ieces of information such as external references, severity (com-
uted using the Common Vulnerability Scoring System — CVSS),
he related weakness type (Common Weakness Enumeration —
WE), and the known affected software configurations (Com-
on Platform Enumerations — CPEs). NVD aggregates informa-

ion from multiple data sources and is widely considered a reli-
ble data source (Alhazmi et al., 2007; Huang et al., 2010; Zhang
t al., 2011). As a matter of fact, vulnerability reports must fulfill
well-defined set of requirements 6 before being added into
VD. As an example, vendors requesting for the creation of a CVE
ecord have to provide a prose description of the issue, containing
nough information for readers to understand which are the

5 Given the nature of our study and the currently available empirical
tandards, we followed the ‘‘General Standard’’ and ‘‘Data Science’’ definitions
and guidelines.
6 https://www.cve.org/ResourcesSupport/AllResources/CNARules#section_8-

1_cve_record_information_requirements.

https://www.cve.org/ResourcesSupport/AllResources/CNARules#section_8-1_cve_record_information_requirements
https://www.cve.org/ResourcesSupport/AllResources/CNARules#section_8-1_cve_record_information_requirements
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nown products affected (e.g., application, operating system, or
ardware). Such a description has to be supported by at least one
ccessible reference, e.g., a public mailing list. Moreover, a CVE
escribes one and only one independently fixable vulnerability,
eaning that each record describes a single instance of an issue
oncerning a violation to the security policy of a product. This
akes us confident enough about the validity and quality of the

nformation contained in NVD.
Our focus on Java was motivated by the fact that previous

research on software vulnerabilities did not extensively targeted
this programming language (see Table 1): as such, our study
can be considered as the first investigation of the capabilities of
just-in-time detection approaches for the identification of known
Java vulnerabilities. In addition, our choice was based on the
availability of metrics that could characterize different aspects of
Java source code, as well as the tools that could automate the data
collection procedures.

3.3. Collecting vulnerability-contributing commits

When collecting software vulnerabilities, we mined data ex-
ploiting CVE-Search,7 an open-source tool that imports the entire
set of CVE records from NVD into a MongoDB database for easier
search and processing. We performed some additional filtering
steps with the aim of removing incomplete/incorrect data that
might have biased our conclusions: (1) we discarded CVEs that
reported commits pointing to more than one GitHub repository,
since we could not establish which project was involved in the
first place; (2) we filtered out vulnerabilities whose fixes were
marked as merge commits, as these do not apply any modifi-
cation in the project history but simply incorporate the changes
from a branch into another, i.e., we could not consider them as
actual patches since we were interested in getting precise infor-
mation about the time when fixes were added into the history
rather than the time when they were sent into the main branch.
After these filtering, we ended up with a total of 27 vulnerabilities
(CVEs) of 12 different types (CWEs).

Afterwards, we implemented a mining procedure based lever-
aging the well-known SZZ algorithm (Sliwerski et al., 2005) to
fetch the vulnerability-contributing commits (VCCs) (Meneely
et al., 2013), i.e., the commits that are likely to have contributed
to the introduction of a vulnerability. To this purpose, we started
from vulnerability-fixing commits that we mined from NVD.
Specifically, for each file fi touched by the fixing commit cfix, our
algorithm runs the git-diff command to extract the list of
modified lines in fi with respect to the previous commit cfix−1;
then, it runs the git-blame command on the deleted lines in
order to retrieve the commits where these were changed last. We
consider these commits as VCCs of the vulnerability fixed in cfix.
As a result, for each vulnerability we obtain a set of VCCs as more
than one commit might contribute to its introduction.

To improve the precision of this procedure, we applied some
additional adjustments to reduce the risk of catching false pos-
itive VCCs. We excluded files from cfix that were (1) non-source
Java files, (2) test classes, (3) build files, (4) documentation and
blob resources (the entire list of blacklisted files is available in our
online appendix4). We also filtered out the VCCs that appeared as
merge commits, as they do not report any actual modifications to
the project’s history—indeed, we were interested in the moments
in which the patches were added in the history for the first
time, not when they were merged into the main branch (Git,
2021). Finally, we managed the cases where the fixing commit
cfix consisted only of added lines. In these situations, there are
no lines to blame and we assumed that the files involved in the

7 https://github.com/cve-search/cve-search.
5

commit were born vulnerable: as such, we marked the commits
that introduced the files as vulnerable. Overall, we managed to
obtain a total of 90 distinct VCCs among the nine projects—a
detailed list reporting these commits is available in our online
appendix.4 Whether or not a commit contributes to a vulnerabil-
ity represents the dependent variable of the models built, i.e., the
information that we aimed at predicting using machine learning
techniques.

3.4. Collecting software metrics

Once we had collected vulnerability data, we focused on the
independent variables. In this respect, we exploited three families
of metrics that were investigated in previous studies on software
vulnerability detection: process, product, and textual features.
The detail of each of these metrics, along with the description
and the rational behind their usage, is described in Table 3.

With respect to process metrics, we considered different as-
pects previously treated in vulnerability research
(Shin and Williams, 2008; Zimmermann et al., 2010; Shin et al.,
2011; Perl et al., 2015; Yang et al., 2015) and able to characterize
the change history of the projects, like the churn metrics (con-
cerning added and deleted lines, methods, conditions, method
calls, and assignments), the extent of contribution made by the
committing author (i.e., the developer implementing the change),
the number of files involved in the commit, the scattering of
the changes, the number of previous changes and author of the
files, etc. To compute these metrics, we developed our own tool,
available in our online appendix.4 It is worth point out that most
of these metrics concerns metadata directly extracted from the
commit metadata – e.g., the number of days between the commit
date and the project creation date – while two of them, namely
Mean Days Since Creation andMean of Past Changes, were obtained
by analyzing the git metadata related to each file involved in
the commit. For these metrics, we aggregated the values obtained
from each valid file (with the same filters used in Section 3.3)
using the mean operator to bring them at commit-level, enabling
their use as predictors for the machine learning models.

As for product metrics, we took into account the Chidamber
and Kemerer (1994), a set of well-known Object-Oriented metrics
able to quantify different structural properties of the source code,
such as cohesion and coupling. Similarly, to process metrics, we
exploited an ad-hoc tool, available in our online appendix,4 able
to extract structural metrics from a given parsable Java files. To
reach our goals, we run it against all the Java files involved in
the commits to extract the traditional set of CK metrics (listed in
Table 3); afterwards, we computed the mean of the metric values
to bring them at commit level, similarly to what was done by
Yang et al. (2017) for the SLOC metric.

Finally, we extracted the textual features experimented by
Scandariato et al. (2014). For each commit, we selected the valid
files (which underwent to the usual filters described in Sec-
tion 3.3) so that we could make our document corpus. Then,
we extracted its bag-of-words (Zhang et al., 2010; Harris, 1954),
which is a compact representation of the documents in the corpus
through the number of occurrences of the words (a.k.a. terms)
appearing in the entire corpus (which constitute the vocabulary).
Namely, a file is represented as a vector of M integers, each
representing the counting of the M words appearing in the vo-
cabulary. At this point, the bags-of-words of the files involved
in a commit were summed together, so that any commit could
have its own bag-of-words made of the total number of times
each words appeared in the modified valid files only. We treated
each term as an independent variable for our models. To remove
any noise that could damage the models performance (De Lucia
et al., 2013; Silva and Ribeiro, 2003), we filtered out the high-
frequency words—removing the ones appearing in more than 80%

https://github.com/cve-search/cve-search
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ocuments, as they add poor information to the text; in addition,
e also dropped low-frequency words, appearing in less than 5%
ocuments, to reduce the dimensionality of the feature space,
hich was shown to improve the training process (Martins, 2003;

oachims, 1998). All in all, we ended up with 1318 distinct tokens,
ach encoded as a numeric feature. In addition, following the
pproach adopted by Perl et al. (2015), we extracted the bag-of-
ords of the sole commits’ patches to count the terms involved in
he actual change, without considering the unaffected code areas.
pecifically, for each commit we obtained the bag-of-words of
he added lines only, and the bag-of-words of the deleted lines
haring the same vocabulary. Then, we computed the absolute
ifference between the two vectors, so that we could obtain the
umber of times each term was involved, either in an addition
r deletion, in the actual patch. Also in this case we filtered
ut high- and low-frequency words using the same filters used
or the entire files. In this case, we ended up with 128 distinct
okens, encoded as 128 integer features. It is worth remarking
hat we did not compute the overlap between these 128 terms
nd the 1318 extracted in the previous step, as they originate
rom two different corpuses (i.e., files and patches). Thus, we
onsidered a total of 1446 tokens. These two approaches were
mplemented in our own scripts, which relied on Scikit-Learn’s
ountVectorizer class,8 and made it publicly available into our
ppendix.4

.5. Setting the machine learning methods

After having collected dependent and independent variables
o be used, we configured the machine learning models to detect
ulnerable commits. The design of our machine learning pipeline
s described hereafter.

.5.1. Design of the models
As we had collected different families of metrics, we could

xperiment with various models. We first devised three super-
ised techniques that relied, individually, on product, process, and
extual metrics to predict the proneness of the commits to be
ulnerable: in this way, we could assess the contribution given
y each metrics set. Afterwards, we started combining them by
dopting a stepwise method: we created models based on prod-

uct+process, product+textual, and process+textual features. Finally,
we also considered the model using all the features together.
As a consequence, we designed and experimented with seven
different combinations of features.

3.5.2. Selection of the classifier
We treated the problem as a binary classification task: de-

termining whether a commit contributed to a vulnerability or
not. As discussed in Section 2, the related literature did not pose
conclusive results on the machine learning algorithms that are
more suitable for the classification of software vulnerabilities. For
this reason, we experimented with the following eight learning
algorithms:

Support Vector Machine (SVM) (Cortes and Vapnik, 1995).
This is a statistical model that constructs the best hyper-plane
out of the infinite possibilities in a N-dimensional space—with N
being the number of features. The best hyper-plane is capable of
distinctly separate the data points, having the maximum margin
(namely the largest distance to the nearest training data points
of any class).

KNearestNeighbors (KNN) (Zhang, 2016). This a non-
parametric technique that classifies the samples using the dataset

8 https://scikit-learn.org/stable/modules/generated/sklearn.feature_extraction.
ext.CountVectorizer.html.
6

alone (i.e., without building a model). The classification is made
as a majority vote, i.e., based on the class of the majority of its k
earest neighbors data points.
Decision Tree (Breiman et al., 1984). This is a classifier with
tree-like structure, characterized by multiple nodes and leaf.
he nodes are linked through branches, representing a test. The
utput is given by the decision path taken. The decision tree is
tructured as an if-then-else diagram: given an input variable
root node), it leads to multiple sub nodes through branches. The
rocess is iterated until the output (leaves) is reached.
Random Forest (Breiman, 2001). This is an ensemble tech-

ique that helps to overcome the overfitting issues of the decision
ree. Ensemble means that this model uses a set ofweak classifiers
decision trees in this case) to solve the assigned problem. Each
ndividual tree is generated using a random subset of samples
n the dataset. To reduce the correlation between the individual
rees, the splitting point is chosen using a random subset of the
ataset, without replacement. Using this method, a Random For-
st is able to better generalize the data and reduce the overfitting
roblem faced by other classifiers.
Extremely Randomized Trees (Geurts et al., 2006). Extra-

rees adds a further randomization to the Random Forest, as
ach node of the weak classifiers is split randomly. This means
hat instead of relying to specific metrics for choosing the optimal
plitting point, this model randomly generates a series of splits
nd choose the one which gives the best result. This characteristic
llows the model to be less computationally expensive compared
o the others, while maintaining high generalization capabilities.

AdaBoost (Freund and Schapire, 1997). This is an ensemble
odel based on boosting (Schapire, 1990), in which each individ-
al tree is trained in a sequential fashion. Initially, a single decision
ree is created and the same weight is assigned to all samples in
he training set. Progressively, the weights are increased for the
isclassified samples and another tree is generated. The whole
rocess continues until a predefined number of trees has been
enerated or the accuracy of the model cannot be improved
nymore. With respect to the other ensemble models, AdaBoost
s less prone to overfitting.

Gradient Boosting (Friedman, 2001). As AdaBoost, it uses
n ensemble of individual trees which are generated sequentially.
tree is generated after each iteration to minimize a differential

oss function. The process stops when the predefined number
f trees has been created or when the loss function no longer
mproves.

XGBoost (Chen and Guestrin, 2016). An improved implemen-
ation of Gradient Boosting algorithm, allowing faster computa-
ion and parallelization.

The choice of focusing on these classifiers was driven by our
illingness to investigate the classification performance of a large
ariety of algorithms, including ensemble methods. It is worth
emarking that in our research we were interested in benchmark-
ng narrow artificial intelligence techniques (Coppin, 2004): the
valuation of other approaches belonging to the category of strong
rtificial intelligence, e.g., deep learning, is part of our future
esearch agenda.

.5.3. Preprocessing steps
As recommended in literature (Tantithamthavorn and Hassan,

018), we performed a number of steps aimed at building a
achine learning pipeline that could avoid bias in the inter-
retation of the results. In the first place, we applied a feature
election in order to avoid multi-collinearity (O’brien, 2007). This
tep was required to remove correlated metrics that provide the
achine learners with the same (or similar) information and

hat might cause them to not being able to derive the correct
xplanatory meaning of the features. In this respect, we exploited

https://scikit-learn.org/stable/modules/generated/sklearn.feature_extraction.text.CountVectorizer.html
https://scikit-learn.org/stable/modules/generated/sklearn.feature_extraction.text.CountVectorizer.html
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Table 3
List of metrics extracted from each commit in the dataset, used as independent variables (features) for the machine learners. The table reports a description, the
rationale behind their selection, and related works in which they have been used for VPMs.
Name Description Rationale VPMs

Process metrics

Added lines The number of lines added in the commit. A high amount of added lines indicates a large
commit, which has a higher risk of introducing
defects (Meneely and Williams, 2012; Nagappan
and Ball, 2005; Graves et al., 2000) or
vulnerabilities (Zimmermann et al., 2010;
Meneely et al., 2013; Shin et al., 2011).

Zimmermann et al. (2010),
Shin and Williams (2011),
Perl et al. (2015) and Yang
et al. (2017)

Deleted lines The number of lines removed in the commit. Same as Added Lines. Zimmermann et al. (2010),
Shin and Williams (2011),
Perl et al. (2015) and Yang
et al. (2017)

Added methods The number of new functions/methods added in
the commit.

New functions or methods may add new security
check or increase the attack surface (Piancó et al.,
2016; Yang et al., 2017).

Perl et al. (2015) and Yang
et al. (2017)

Deleted methods The number of removed functions/methods in the
commit.

Deleting security-critical functions or methods
may remove security checks or reduce the attack
surface (Piancó et al., 2016; Yang et al., 2017).

Perl et al. (2015) and Yang
et al. (2017)

Modified methods The number of changed functions/methods in the
commit.

The removal of security-critical functions or
methods may modify the security profile (Piancó
et al., 2016; Yang et al., 2017).

Perl et al. (2015) and Yang
et al. (2017)

Added conditions The number of added conditional expressions in
the commit.

Same as Added Methods. Yang et al. (2017) and Riom
et al. (2021)

Removed
conditions

The number of removed conditional expressions
in the commit.

Same as Removed Methods. Yang et al. (2017) and Riom
et al. (2021)

Added method
calls

The number of added function or method call in
the commit.

Same as Added Methods. Yang et al. (2017) and Riom
et al. (2021)

Removed method
calls

The number of removed function or method call
in the commit.

Same as Removed Methods. Yang et al. (2017) and Riom
et al. (2021)

Added
assignments

The number of assignments added in the commit. Adding new assignments may improve or drop
security constraints (Piancó et al., 2016; Yang
et al., 2017).

Yang et al. (2017) and Riom
et al. (2021)

Removed
assignments

The number of assignments removed in the
commit.

Same as Added Assignments. Yang et al. (2017) and Riom
et al. (2021)

Mean days since
creation

The mean number of days elapsed from the
creation dates of each modified file to the
commit date.

The ‘‘age’’ of each file could be correlated with
the presence (or absence Graves et al., 2000) of
vulnerabilities.

N/A

Mean of past
changes

The mean number of previous changes (i.e.,
commits) of each touched file.

A file that was changed many times is more
prone to defects (Nagappan and Ball, 2005) and
vulnerabilities (Zimmermann et al., 2010; Shin
et al., 2011; Perl et al., 2015).

Zimmermann et al. (2010),
Shin et al. (2011), Perl et al.
(2015) and Yang et al.
(2017)

Past different
authors

The size of the set of distinct authors that
touched the files modified in the commit.

A file touched by many different developers is
more prone to defects (Nagappan and Ball, 2005)
and vulnerabilities (Zimmermann et al., 2010;
Shin et al., 2011; Perl et al., 2015; Meneely and
Williams, 2012; Meneely et al., 2013).

Zimmermann et al. (2010),
Shin et al. (2011), Perl et al.
(2015) and Yang et al.
(2017)

Author past
contributions

The number of commits done by the author
before the commit.

Inexpert developers may involuntarily contribute
to vulnerabilities (Meneely et al., 2013).

Yang et al. (2017)

Author past
contributions
ratio

Author Past Contributions divided by the total
number of commits made to the entire project.

Same as Author Past Contributions. Perl et al. (2015)

Author 30-days
past contributions

The number of commits done by the author
within 30 days before the commit date.

Same as Author Past Contributions. N/A

Author 30-days
past contributions
ratio

Author 30-days Past Contributions divided by the
total number of commits made 30 days before
the commit date.

Same as Author Past Contributions. N/A

Author workload The amount of work that an author has invested
within a 30-days time window. Given a commit x
performed on date d, we considered the
distribution of commits done by the developers
involves within 30 days before d, scaled to [0..1]
range, and assigned its percentile value (Tufano
et al., 2017b).

A developer with high workload could implement
poor quality code (Tufano et al., 2017b), defects
(Nagappan et al., 2008) or vulnerabilities
(Zimmermann et al., 2010).

N/A

Days after
creation

The number of days elapsed from the project’s
repository creation (i.e., the first commit) date to
the commit date.

The ‘‘age’’ of the repository has an impact on the
general code quality (Tufano et al., 2017b) and
the introduction of errors (Parnas, 1994).

N/A

(continued on next page)
7
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Table 3 (continued).
Name Description Rationale VPMs

Fix Whether or not the commit had the goal to fix
an issue or a defect. This is done by looking at
specific keywords in the commit message
(reported in our online appendix).

Fix commits may cause collateral damages of
introducing new bugs (Kamei et al., 2012) or
vulnerabilities (Bandara et al., 2020).

Yang et al. (2017)

Touched files The number of files modified in the commit,
excluding the irrelevant ones (test,
documentation, build, and blob files).

A commit touching many files lacks of cohesion
and may have a higher risk of introducing defects
(Perl et al., 2015; Herzig et al., 2016; Yang et al.,
2017).

Yang et al. (2017) and Riom
et al. (2021)

Entropy of
changes

Distribution of changes across each modified file,
measured using the Normalized Static Entropy, as
used by Kamei et al. (Kamei et al., 2012).

A high entropy indicates a highly-fragmented
commit, i.e., scattered changes touching many
files, which indicates a highly-complex commit
(Hassan, 2009; Kamei et al., 2012; Tufano et al.,
2017a).

Yang et al. (2017)

Number of Hunks The number of continuous blocks of changes in
the commit diff.

Similar to Entropy of Changes. Perl et al. (2015)

Product metrics

LOC Lines of Code, counting both source and comment
lines.

Large files tend to have higher risk of becoming
vulnerable (Koru et al., 2009; Zimmermann et al.,
2010; Meneely and Williams, 2012; Perl et al.,
2015; Theisen et al., 2015).

Zimmermann et al. (2010),
Chowdhury and Zulkernine
(2011), Shin and Williams
(2011) and Zhang et al.
(2015)

SLOC Source Lines of Code, i.e., LOC without comment
and documentation lines.

Same as LOC. Chowdhury and Zulkernine
(2011) and Yang et al.
(2017)

WMC Weighted Methods per Class, i.e., the sum of the
complexities (i.e., McCabe’s Cyclomatic
Complexity) of all the methods in a class
(Chidamber and Kemerer, 1994).

Complex code is difficult to maintain and test
(Shin et al., 2011; Chowdhury and Zulkernine,
2011; McCabe, 1976) and thus has higher chance
of having vulnerabilities (Shin et al., 2011;
Chowdhury and Zulkernine, 2011; Zimmermann
et al., 2010).

Zimmermann et al. (2010),
Chowdhury and Zulkernine
(2011) and Zhang et al.
(2015)

CBO Coupling Between Object, i.e., the number of
dependencies a class has with other classes
(Chidamber and Kemerer, 1994).

Highly coupled code makes input from external
sources harder to trace (Shin et al., 2011), and
has positive correlation with vulnerabilities
(Chowdhury and Zulkernine, 2011).

Zimmermann et al. (2010)
and Chowdhury and
Zulkernine (2011)

RFC Response For a Class, i.e., the number of methods
(including inherited) that can potentially be called
by other classes (Chidamber and Kemerer, 1994).

Same as CBO. Chowdhury and Zulkernine
(2011), Shin et al. (2011)
and Zhang et al. (2015)

DIT Depth of Inheritance, i.e., the depth of the class
within its inheritance tree (Chidamber and
Kemerer, 1994).

A deep class is likely to have a larger number of
inherited methods, making it more complex to
predict its behavior as it is affected by many
ancestor classes (Chowdhury and Zulkernine,
2011).

Zimmermann et al. (2010)
and Chowdhury and
Zulkernine (2011)

NOC Number of Children, i.e., the number of direct
sub-classes (Chidamber and Kemerer, 1994).

Changing a class with many incoming
dependencies may introduce defects (Chowdhury
and Zulkernine, 2011).

Zimmermann et al. (2010)
and Chowdhury and
Zulkernine (2011)

LCOM1 Lack of Cohesion of Methods version 1, i.e., the
number of pairs of methods not sharing all the
fields they access to Chidamber and Kemerer
(1994).

Poor cohesive code has been shown to be
positively correlated with vulnerabilities
(Chowdhury and Zulkernine, 2011).

Chowdhury and Zulkernine
(2011)

LCOM2 Lack of Cohesion of Methods version 2, i.e., the
percentage of methods not accessing a specific
attribute averaged over all attributes in the class
(Henderson-Sellers et al., 1996).

Same as LCOM1. Chowdhury and Zulkernine
(2011)

Text metrics

Files Term(s)
Frequency

The counting of each word that appears in the
full text of the modified Java files.

Term frequency has been shown to improve the
prediction power if considered with other metrics
(Zhang et al., 2015; Theisen and Williams, 2020).

Scandariato et al. (2014),
Walden et al. (2014) and
Zhang et al. (2015)

Patches Term(s)
Frequency

The number of times in which the words
appearing in the patches involving Java files were
changed (added or removed).

Same as Files Term(s) Frequency. Perl et al. (2015)
S
a
a

the Variable Inflation Factor (VIF) method (O’brien, 2007): for
each independent variable and for each experimented model, the
vif function measures how much the variance of the model
increases because of collinearity. The features having a vif co-
fficient higher than 5 were removed; the process was repeated
ntil the point where all the features had coefficients lower
 f

8

than the threshold. Afterwards, we considered the problem of
hyper-parameter configuration. In particular, we run the Random
earch algorithm (Bergstra and Bengio, 2012), which performs
randomized search of the hyper-parameter space with the

im of identifying the optimal hyper-parameter values to use
or the classification task. Bergstra and Bengio (2012) proved
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Fig. 1. The AUC–ROC scores obtained during the LOGO validation of the 56 models, grouped by the seven features combinations.
m
r
p
n
m
l
R
U
o
r

3

t
p
s
e
t
a
t
l
o
h
a
t
c
r
c
P

4

o
v

hat this search algorithm is able to reach, using less computa-
ional resources, the same – or even better – hyper-parameter
onfiguration as an exhaustive search, e.g., Grid Search.

.6. Evaluating the machine learning methods

Our empirical investigation led to the training and validation
f a total of 56 different models, coming from the combination
f the eight machine learning algorithms (Section 3.5.2) and the
even features combinations (Section 3.5.1). The results of the
omparison of these models are reported in Section 4. After set-
ing the machine learners, we defined the data analysis procedure
o address our research question.

.6.1. Training and validation strategy
To assess the capabilities of the considered models, we had

o define a training and validation strategy. We took into ac-
ount the imbalance of the dataset: as previously shown (see
able 2), each project has around 1% of vulnerable commits. As
uch, we applied the Synthetic Minority Oversampling Technique
SMOTE) (Chawla et al., 2002): for each project, this technique
enerates artificial samples of the minority class (i.e., vulnerable
ommits in our case) in order to rebalance the classes. Unfor-
unately, we found that the technique could not be applied on
ll the considered projects. In particular, SMOTE requires the
resence of at least two samples of the minority class; other-
ise, it does not have enough data to oversample the dataset.

n two projects, i.e., Junrar and Litemall, only one commit was
abeled vulnerable and it was not possible to apply the balancing
pproach. This problem influenced our training procedures, as we
ould not effectively train machine learners using a within-project
trategy.
Hence, we went for a cross-project training. This means that

e aggregated data coming from n-1 projects, balance the train-
ng set, and then verify the performance of the models on the
emaining project. More specifically, we adopted a Leave One
roup Out (LOGO) validation strategy, which divides the entire

dataset into folds, each containing all the commits of a single
project for a total of 9 folds. The validation consisted of 9 it-
erations, each using 8 folds to build the training set, and the
remaining one for the test set. As a consequence, each project
was used in n–1 training sessions, and only once for the testing.

3.6.2. Detection performance measures
For each fold experimented during the validation, we assessed

the machine learning models capabilities using a number of per-
formance measures. First, we computed precision and recall. How-

ever, as suggested by Powers (2011), these two measures present

9

some biases as they are mainly focused on positive examples
(i.e., vulnerable commits in our context) and predictions, so they
do not capture any information about the rates and kind of errors
made. The contingency matrix (a.k.a. confusion matrix), and the
related F-measure overcome this issue. Moreover, we computed
the Matthews Correlation Coefficient (MCC) (Matthews, 1975) to
understand possible disagreement between actual values and
predictions—the coefficient involves all the four quadrants of the
contingency matrix. In addition, from the contingency matrix
we retrieved the measure of true negative rate (TNR), which
easures the percentage of negative sample correctly catego-

ized as negative, false positive rate (FPR) which measures the
ercentage of negative sample misclassified as positive, and false
egative rate (FNR), measuring the percentage of positive samples
isclassified as negative. The measure of true positive rate is

eft out as equivalent to the recall. Finally, we computed the
eceiver Operating Characteristic (ROC) curve, and the related Area
nder the Curve (AUC–ROC). This measure gave us the probability
f ranking a randomly chosen positive instance higher than a
andomly chosen negative one.

.6.3. Statistical analysis
The final step of our methodology consisted of the applica-

ion of statistical tests to verify whether the differences in the
erformance achieved by the various experimented models were
tatistically significant. Such an analysis was useful to assess the
xistence of metrics and/or classifiers that were more suitable for
he problem of just-in-time vulnerability detection. Since the data
re not normally distributed, we exploited the Friedman Test with
he Nemenyi post-hoc test (Nemenyi, 1962) on all the machine
earning models. This is a post-hoc test that identifies the groups
f data that differ after a statistical test of multiple comparisons
as rejected the null hypothesis (the groups are similar), making
pair-wise performance. We selected this test because it is robust
o multiple comparisons – which is our case since we had to
ompare multiple models on multiple features – and does not
equire the underlying distribution to be normally distributed. To
onduct the statistical analysis, we used the Nemenyi package for
hyton.9

. Empirical study results

Figs. 1 and 2 depict the box plots reporting the distribution
f AUC–ROC and F-measure values obtained during the LOGO
alidation of the 56 machine learning models on the considered

9 https://scikit-posthocs.readthedocs.io/en/latest/.

https://scikit-posthocs.readthedocs.io/en/latest/
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Fig. 2. The F-measure scores obtained during the LOGO validation of the 56 models, grouped by the seven features combinations.
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ataset. In both figures, each color indicates the model produced
y the selected learning algorithms (Section 3.5); the box plots
ere also grouped by the seven different combinations of fea-
ures. For the sake of readability and comprehensibility, we only
eport in detail the results of two of the seven performance
etrics described in Section 3.6; however, the complete results
re included in the online appendix.4
Considering the AUC–ROC distributions (Fig. 1) the ensem-

le methods (Random Forest, Extra Trees, AdaBoost, Gradient
oosting, and XGBoost) generally performed better than the
hree basic classifiers (SVM, KNN and Decision Tree) over all the
even combinations of features. Among all the feature sets, the
roduct group alone (label ‘‘PRODUCT’’) caused the models to ob-
ain the worst AUC–ROC scores. Something similar, though with
esser extent, happened for the textual metrics (label ‘‘PRODUCT’’).
he combination of these two groups (label ‘‘PRODUCT-TEXT’’)
id not yield any relevant positive effect, i.e., the addition of
roduct metrics does not provide substantial changes in terms of
UC–ROC. Moreover, the sole presence of product and/or textual
etrics did not highlight any relevant difference between basic
lassifiers and ensemble models, i.e., they are comparable in
erms of AUC–ROC. Although the ensemble models still show
etter performance, the SVM and KNN models are the only ones
hat greatly benefit from the presence of textual metrics. This
henomenon becomes even more evident when moving from the
roduct+process group to the combined one. The most interesting
esults occurred when process metrics were involved (all the
roups having the ‘‘PROCESS’’ label in Fig. 1). On the one hand,
hese metrics further increased the differences among the AUC–
OC distributions—e.g., the large gap between the box plots of
daBoost and SVM. On the other hand, almost all the models –
ith the notable exception of the SVMs – received a general im-
rovement. What is more, the ensemble models achieved the best
UC–ROC scores in product+process feature combination (label
‘PRODUCT-PROCESS’’), hinting that the addition of textual metrics
auses negative, though marginal, effects. Once again, SVM and
NN were not subject to these phenomena: their models did not
eceive any positive effect from the presence of process metrics.
ndeed, similarly to the product metrics, they seem to be quite
‘insensitive’’ from the presence or absence of processmetric when
he textual metrics are already involved. This can be seen by
omparing the set having the textual metrics alone (label ‘‘TEXT’’)
ith the ones including them (‘‘PRODUCT-TEXT’’, ‘‘PROCESS-TEXT’’,
nd ‘‘COMBINED’’).
The F-measure trends (Fig. 2) are largely different from the

nes seen with the AUC–ROC. In the first place, not all the
nsemble methods benefit from the presence of process met-
ics. Random Forest, Extra Trees and XGBoost classifiers scored
10
ven lower F-measures than the basic classifiers; this difference
ecomes even larger when textual metrics are added: their F-
easures collapsed around 0. Differently, AdaBoost Gradient

Boosting preserve the general behavior seen with the AUC–ROC:
adding process metrics is always beneficial, i.e., the inter-quartile
anges shrunk, while the mean and median values increased. To
far lesser extent, these two models suffer from the presence of
extualmetrics, as they may slightly worsen their performance. As
n example, XGBoost dropped for about 0.1 point in F-measure
hen textual metrics were added to product and process models
i.e., from ‘‘PRODUCT-PROCESS’’ to ‘‘COMBINED’’). In any case, the
ole presence of process metrics is enough to achieve acceptable
erformance.

Finding #1

The majority of the models benefit – in terms of both AUC–
ROC and F-measure scores – from the presence of process
metrics in the set of predictors. SVM- and KNN-trained clas-
sifiers give the best of themselves when textual metrics are
involved, while the opposite, to varying degrees, occurs for
the other models, especially in terms of F-measure—which is
much more susceptible than AUC–ROC.

From the point of view of the machine learning algorithms,
the Decision Tree provides the most unstable models, highly
influenced by the set of predictors used, i.e., they received the
largest drop in terms of both AUC–ROC and F-measure when tex-
tual metrics were added. This could be explained by the fact that
decision trees are particularly sensible to noise in the training
data, and cannot properly generalize. This effect is more obvious
in the case of a high dimensional feature space—i.e., the one
created when all the tokens from the two bag-of-words built are
added – or highly imbalanced data – which is true in this context
since the number of vulnerable instances is far lower than the
number of ‘‘safe’’ instances. Such a limitation is partially solved
by using ensemble methods. Conversely, the classifiers trained
using SVM and KNN are the only models positively influenced
by the presence of textual metrics. In particular, KNNs resulted
to produce the most stable models, being the least influenced
by other predictors that are not part of the textual group, and
achieving very similar scores in most combinations of predictors.
Between the two, KNN outperformed SVM in terms of AUC–
ROC, but it scored very low performance in terms F-measure.
Nevertheless, both algorithms did not manage to train models
with high scores, making them unsuitable in the context we
considered.

Random Forest and Extra Trees, despite having a similar
learning mechanisms, obtained quite different distributions: they
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oth scored the worst possible F-measures, being around 0 in
ost cases, even lower than a traditional Decision Tree. They
raw benefit from the inclusion of process metrics, but they are
oo much negatively influenced by the tokens of the bag-of-words.
uriously enough, they still managed to reach very high AUC–ROC
cores, sometimes even outperforming all the other learners. Such
ontrasting AUC–ROC and F-measure values implies that there
s a possibility to improve the predictive capabilities of these
odels by tuning the decision threshold: instead of keeping it to

he default value 0.5, change it accordingly to the specific needs,
inding the best trade-off between the recall and the false positive
ate, which also have an impact to the F-measure.

The scenario is thoroughly different for boosting-based mod-
ls: AdaBoost, followed by Gradient Boosting, outperformed the
ther learners on all fronts. This result was somehow expected
ince both these models build sequential shallow weak classifier,
sually a single split decision tree, which are less prone to overfit
ompared to the deep weak classifiers used by other ensemble
odels like Random Forest. Moreover, the aggregation of the
rediction is weighted in the case of AdaBoost and Gradient
oosting, hence the individual weak classifiers who performed
etter have a higher weight compared to those who performed
oorly. In the other ensemble models, the prediction of each
eak classifier carries the same weight. Oddly enough, XGBoost,
espite being a boosting-based model, was very far from the
erformance of AdaBoost and Gradient Boosting, and more
imilar to Random Forest and Extra Trees.

Finding #2

Boosting-based classifiers, especially AdaBoost and Gradient
Boosting, achieved the best overall results. The other ensem-
ble models scored far worse F-measures, even lower than
basic classifier. RandomForest and ExtraTrees, however, ob-
tained very high AUC–ROC scores, hinting the possibility to
improve their predictive capabilities by properly tuning the
decision threshold. SVMs and KNNs are the only models to
benefit from textual metrics, and generally ignore the effect
of other features.

To assess whether the distributions of the performance met-
ics were statistically different when considering different combi-
ations of predictors, we run the post hoc Nemenyi rank test (Ne-
enyi, 1962) on all the machine learning models. For the sake of

eadability, in this paper we only report and describe the results
or AdaBoost, i.e., the algorithm that provided the best results
ver all the seven combinations of features. For consistency, we
how the p-values of the Nemenyi rank test computed on the
istribution of AUC–ROC and F-measure values by the means of
eatmaps (Figs. 3a and 3b). In addition, we report the statistical
esults (in terms of AUC–ROC and F-measure) of the eight ex-
erimented machine learners trained using the product+process
eatures set, i.e., the best combination according to our results
Figs. 4a and 4b). The complete results are reported in our online
ppendix.4
Fig. 3a shows statistically significant differences (depicted in

ark violet) in AUC–ROC values between the models built using
he product metrics alone (label ‘‘PRODUCT’’ label) and both (1)
hose built using process metrics (label ‘‘PRODUCT’’), and (2) the
nes trained using only the textual metrics (label ‘‘TEXT’’). This
onfirms the large positive effect that process metrics have on
he AUC–ROC measure on AdaBoost-trained models. Between
he product and textual groups there are no statistically signif-
cant differences, implying that there is no sufficient evidence
o establish which provides higher predictive capabilities. On a
11
imilar note, Fig. 3b shows the presence of statistically signifi-
ance differences between the combined group (label ‘‘COMBINED’’
nd the groups involving either product or textual metrics (labels
‘PRODUCT’’, ‘‘TEXT’’, and ‘‘PRODUCT-TEXT’’) in terms of F-measure.
his is a further evidence on the contribution provided by the
rocess metrics.
Focusing on the process+product combination, which provided

he best models overall, Fig. 4a better highlights the comparable
erformance obtained by the ensemble methods which signifi-
antly differs from the ones obtained by SVM and KNN—which
id not benefit from the process metrics, but, rather, from textual
nes. Fig. 4b provides a different view of what could be seen
rom the box plots (Fig. 2): AdaBoost and Gradient Boosting
ar greatly surpassed the F-measures scored by RandomForest,
xtraTrees, and DecisionTree models. Surprisingly, the Deci-
ionTrees were able to significantly surpass the performance
f RandomForest and ExtraTrees. This does not immediately
mplies that decision trees are better than the related ensemble
ethods. As a matter of fact, RandomForest and ExtraTrees still
cored higher AUC–ROC, suggesting the need to fine tune the
ecision threshold to achieve better predictive capabilities, in-
tead of relaying on the default one (which could also be the best
hoice in certain cases). This aspect, however, deserves further
nvestigation.

Finding #3

Significance tests confirm the findings discovered during the
qualitative analysis of the distributions by the means of box
plots: the adoption of process metrics to AdaBoost models
provides improvements in terms of both AUC–ROC and F-
measure. More in general, the boosting-based algorithms are
better than other classifiers, while non-boosting ensemble
methods still need further investigation on how to improve
their capabilities by tuning their decision thresholds.

5. Discussion and implications

The results achieved in our empirical study revealed a number
of insights that may lead to concrete implications for the software
engineering research community, and that we further discuss
hereafter.

Comparison with other just-in-time VPMs. Our analyses re-
ealed a number of insights that could be related to the ones
iscovered by Perl et al. (2015) and Yang et al. (2017), i.e., the
losest studies to our work and that represent the current state-
f-the-art in just-in-time vulnerability prediction modeling. Sim-
larly to what Riom et al. experienced (Riom et al., 2021), we
ould not provide a precise comparison with the VPMs described
n Perl et al. (2015) and Yang et al. (2017), as the original papers
oint to appendices that no longer exist, preventing us to access
o the raw results they achieved. Moreover, the description of
he metrics extraction provided in those papers do not report
mplementation details, making the reproduction even harder.
or all these reasons, we only compared our findings with the
nes reported in Perl et al. (2015) and Yang et al. (2017), leaving
ut any detailed comments on the actual performance scores
chieved by the models. In this respect, our goal was to find any
ossible point of agreement and/or disagreement between our
ontribution and the current state-of-the-art VPMs.
The performance of the two VPMs (Perl et al., 2015; Yang

t al., 2017) were reported in terms of precision, using the ra-
ionale that, in the context of predicting software vulnerabili-
ies, a higher precision is preferable as the minimization of the
alse positive rates is instrumental for preventing developers
o pointlessly inspect a large number of commits that will not
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Fig. 3. Nemenyi test p-values obtained for comparing the eight AdaBoost models trained on the seven features combinations.
Fig. 4. Nemenyi test p-values obtained for comparing the models trained on product+process feature combination using the eight machine learning algorithms.
contribute to the insertion of vulnerable code. Because of this,
the authors compared their models with a baseline static analysis
tools, i.e., FlawFinder (FlawFinder, 2021), to find whether they
could outperform its detection capabilities at the same recall
level (done by varying the decision threshold). In both stud-
ies, the models were able to achieve much higher precision,
i.e., they largely reduced the amount of false positives discovered
by FlawFinder. Yet, such a comparison is still limited, as it does
assess the actual effectiveness of machine-learning models. As a
matter of fact, under these configurations – i.e., when setting the
decision threshold to have the same recall level as FlawFinder
– the SVM built in Perl et al. (2015) obtained an F-measure of
0.343, while the RandomForest used in Yang et al. (2017) scored
0.198. Both these results indicate limited effectiveness. It is worth
remarking that we could not compare these scores with ours
as all the studies considered different contexts and feature sets,
making any comparison unfair and leading to wrong conclusions.
In any case, the F-measure, together with precision and recall,
cannot be the sole measure to be taken into account, especially
when working with imbalanced datasets. Indeed, other measures,
such as AUC–ROC and MCC, are recommended to provide a better
overview on the predictive capabilities of the models (Shepperd
et al., 2014; Pecorelli et al., 2020). To the best of our knowledge,
our study is one of the first in JIT vulnerability prediction that
does not consider the precision alone, and whose primary goal is
not overcoming static analysis tools, but rather comparing many
learning algorithms to find which provides the best models, as
well as adopting critical pre-processing steps aimed at improving
the training session.

Both Perl et al. (2015) and Yang et al. (2017) considered the
use of textual metrics under the ‘‘code metrics’’ feature group.
Specifically, Perl et al. (2015), not only they run the bag-of-
words on the patch content, but they also added the counting
12
of the C/C++ language keywords (e.g., if, goto, etc.) in the same
group; similarly, Yang et al. (2017) counted the C/C++ keywords
appearing in the modified files of the commit. The behavior of
our SVM models seems to be in line with the one by Perl et al.
(2015): the textual metrics seems to be beneficial, as opposed to
the process metrics (which they called GitHub meta-data). This
may be explained by the fact that SVMs are able to perform
well even with large and sparse feature space, i.e., when consid-
ering words counting (Joachims, 1998). On the other hand, the
RandomForest in Yang et al. (2017) obtained the worst perfor-
mance when involving the textual metrics, the same encountered
with our RandomForests. In both studies the authors managed
to obtained the best performance when considering all metrics
together, confirming the results observed in Theisen andWilliams
(2020) at the file granularity level. Our SVMs did not experience
this effect, as the best model is obtained when only textual
features were considered, while our RandomForests confirmed
this effect only for the AUC–ROC scores, as the addition of textual
metrics dropped the F-measure close to 0. This hints the need of
better data pre-processing activities tailored on the requirements
of each learning algorithm.

JIT vulnerability detection: Are we there yet? In the title of
the paper, we pose this question. According to our results, the
answer is: ‘‘No’’. The accuracy of the existing vulnerability predic-
tion models is not enough to make developers aware of possible
vulnerabilities when committing new changes onto a repository.
Our study identifies a number of open issues and challenges that
the research community should further consider and on which
we elaborate more in the remainder of the section. From the
predictive power of the features to the machine learning pipelines
configured for the prediction exercise, the currently available
solutions cannot provide a just-in-time feedback to developers.
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rom a practical perspective, our results indicate the lack of tech-
iques that can analyze the changes done within a commit and
etect possible inconsistencies inducing vulnerabilities. As such,
evelopers must still rely on longer-term predictions that analyze
ntire releases to identify vulnerable files. This represents a threat
o the usability and usefulness of the available approaches, as
ndicated by previous work (Kamei et al., 2012). Hence, our work
oints out the need for further research on the matter and that
hould be devoted to all components of the machine learning
ipelines.
The existing metrics are not enough. One of the key out-

omes of our research is the inability of current metrics to char-
cterize vulnerable commits in an effective and consistent man-
er. Indeed, despite having considered most of the metrics ex-
loited in previous work on VPMs, in many cases the performance
chieved in terms of F-measure are low. This is particularly ev-
dent when considering the textual metrics: the bag-of-words
ource code representation which was found successful by Scan-
ariato et al. (2014) was instead poorly accurate in our case. This
s true for both models exploiting this representation individu-
lly and those where textual features are combined with other
etrics. This might be due to the fact that, when run on the set
f modified files, the representation takes into account too many
rrelevant tokens possibly creating noise, hindering the predic-
ive capabilities of the bag-of-words to indicate the whether a
ommit contributes to a vulnerability. For this reason we also (1)
mployed the use of thresholds to discard both high- and low-
requency words, and (2) added the tokens extracted from the
ommit patch only, with the aim of reducing the noise and using
ore relevant features. Yet, these actions did not improve the
verall quality of the textual metric set, highlighting the need
or additional specific pre-processing activities aiming at further
educing noise. On a similar note, general-purpose code metrics
lone often lead to poor results. For instance, the product metrics
xploited in our study – and in vulnerability research in general
refer to the quantification of code quality aspects like cohesion,
oupling, and complexity: while these have been successfully
mployed in other branches, e.g., code smell or defect predic-
ion (Azeem et al., 2019; Hall et al., 2011), we observed that their
ontribution for just-in-time vulnerability detection is limited.
herefore, our results represent a call for new software metrics
hat can better characterize additional aspects of the source code,
.g., capturing security-related aspects (Alshammari et al., 2011;
howdhury et al., 2008; Younis et al., 2016), and evolutionary
roperties correlated to the presence of vulnerabilities.
Better together? On the combination of feature sets. As a

ollow-up discussion, it is worth analyzing the results achieved
hile combining multiple metrics. As recently reported by
heisen and Williams (2020), vulnerability prediction models
elying on a mixture of code, process, and textual metrics perform
etter than models based on individual features. When lowering
he granularity of the prediction to commit-level, we found that
his is not always the case, hence partially contrasting their
esults. As a matter of fact, there are some specific learning al-
orithms that appear to perform well under certain performance
easures but fail when evaluated with different measures. For in-
tance, despite showing very high AUC–ROC scores, the Random
orest models resulted to be one of the worst models in terms of
-measure when all the features were involved, apparently owing
o the addition of textual metrics. At the same time, Theisen
nd Williams (2020) show that the combination of textual and
oftware metrics lead to a considerable drop in precision, hence
ffecting F-measure as well, in line with the results we observed
n Fig. 2. This suggests the need for automated mechanisms that
an exploit contextual information to recommend which features

ould best fit the needs of the system where vulnerabilities must

13
be diagnosed. A partial exception to this general finding was
represented by process metrics: as shown in our study, these are
the features that allow machine learners to significantly improve
their detection capabilities. Our results seem to be in line with
previous research showcasing the positive impact that change
history information has on predictive modeling approaches (Pas-
carella et al., 2019; Rahman and Devanbu, 2013). As such, it seems
reasonable to argue that further research on the processes around
the introduction of vulnerabilities should be performed to better
characterize and improve their detection.

Ensemble learning for vulnerability prediction. In our in-
vestigation, we observed that the choice of the classifier has an
impact on the resulting capabilities of just-in-time vulnerability
detection models. While base learning algorithms typically have
low performance, we noticed that the use of ensemble methods
improves the classification capabilities. On the one hand, this
result does not come as a surprise, as ensemble learning has been
introduced with the aim of overcoming the performance of base
classifiers. On the other hand, however, it is also worth pointing
out that previous investigations in the field of software engi-
neering have revealed that the improvements given by ensemble
methods might be limited when other aspects (e.g., availability
of a balanced training set) come into play (Laradji et al., 2015;
Pecorelli and Di Nucci, 2021). Our findings specifically highlight
that boosting methods might be promising for vulnerability de-
tection and, indeed, the AdaBoost learner is the one obtaining
the best performance. As observed in Section 4, its characteris-
tics allow it to iteratively train a weak classifier on subsequent
training data, assigning a weight to each instance of the training
set, and leading to boost the learning capabilities. These results
might drive practitioners in the selection of the technique to
use when predicting vulnerabilities at commit-level, but also
researchers to build upon these characteristics to engineer ad-hoc
methodologies to further improve the boosting performance.

6. Threats to validity

This section discusses the possible biases to our results and
reports the employed mitigation strategies.

Threats to construct validity. A first threat in this category
relates to the dataset exploited. We mined the National Vulner-
ability Database with the aim of collecting real, verified data on
the vulnerabilities that affected software projects in the past. The
nature of the information contained in NVD allowed us to be
confident about the reliability of the dataset. Nonetheless, we
cannot exclude imprecision: for instance, a patch reported in the
database might have not removed a vulnerability as intended.

We relied on a technique based on SZZ to fetch the
vulnerability-contributing commits that are likely to have caused
the patch applied in the vulnerability-fixing commits mined from
NVD. Previous studies have shown that this algorithm may
frequently produce false positives (Rodríguez-Pérez et al., 2018);
to mitigate this risk we adopted some precautions. We exploited
the implementation of SZZ provided by PyDriller (Spadini et al.,
2018), which follows the standard version of the algorithm
(Sliwerski et al., 2005) on which some adjustments have been
included, i.e., discarding the candidate commits where only com-
ments, cosmetic changes, or empty lines were blamed. This im-
plementation achieved the highest recall with respect to the other
variants (Rosa et al., 2021), and so we opted for it to reduce the
risk of missing relevant VCCs.

Over the initial population of 56,286 commits considered in
our context, we sampled 8991 commits due to computational
constraints. We are aware that this sampling could have affected
the performance of the machine learning models during the train-
ing and testing phases; however, our sampling criterion was
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arefully made random with the aim of mitigating the selection
ias.
Another potential threat may be related to the selection of the

ndependent variables used to build the experimented models. In
his respect, we have carefully considered the related literature
nd the features previously used by researchers who targeted
he problem of file-level vulnerability detection. Perhaps more
mportantly, our analyses targeted three different families of met-
ics, hence allowing us to experiment with features capturing
ifferent aspects of source code. Nevertheless, we cannot rule out
hat other metrics, not considered in the study, could provide
dditional contribution to the performance of just-in-time vul-
erability detection methods. We plan to investigate this aspect
urther in the future.

Finally, when using the bag-of-words method we discarded
he words appearing in over 80% of the documents (i.e., files or
atches) or less than 5%. While this step could have removed
ome relevant features, and so possibly hindered the performance
f the models, it is a recommended pre-processing step to re-
ove noisy data and reduce the dimensionality of the dataset,
hich has been seen to have positive effects on the training
rocess (Martins, 2003; Joachims, 1998). The choice of these
hresholds was directed by the need to have a reasonable number
f features to train the models in an acceptable time without
emoving important tokens.

Threats to internal validity. In the context of our work, we
elected and experimented eight machine learning models to
etter understand their strengths and weaknesses. Of course,
he setting up of these approaches might have biased our re-
ults. However, we followed well-established guidelines (Song
t al., 2010; Tantithamthavorn and Hassan, 2018) through which
e addressed possible issues due to multi-collinearity, missing
yper-parameter configuration, and data balancing issues. When
ocusing on these issues, we used methods and techniques that
ave been widely employed in the past (e.g., the vif function
o deal with correlated variables) and that are recognized as
ffective.
Threats to external validity. Our study involved nine systems

ritten in Java. On the one hand, we recognize that larger-scale
tudies would be desirable to further understand the capabilities
f machine learning models for vulnerability detection. On the
ther hand, we are aware that different results might be obtained
hen addressing our research question on projects written in dif-

erent programming languages or developed in different contexts
e.g., industrial systems). To enable replicability, we made all data
nd scripts available in our online appendix.4 In any case, our
uture research agenda includes a large-scale replication of the
tudy.
Threats to conclusion validity. To derive conclusive results on

he performance of just-in-time vulnerability detectors, we first
omputed a number of evaluation metrics in an effort of capturing
arious angles of their capabilities. All of them uniformly indi-
ated the poor performance of the experimented models, hence
onfirming our conclusions. In addition, we also applied statistical
ests to verify the significance of the differences observed: we run
he Nemenyi rank test (Nemenyi, 1962) to deal with the problem
f multiple comparisons. This test is particularly useful in our
ontext as it is suitable for non-normal distributions like the ones
e experienced.

. Conclusion

This paper proposed an empirical investigation into the capa-
ilities of machine learning models for just-in-time vulnerability
rediction. We took into account a set of eight machine learners
nd three families of features to provide a broad overview of how
oftware vulnerabilities can be identified at commit-level.
14
Our key results indicated that the problem should be fur-
her investigated, as elaborated in Section 5. First, the currently
vailable metrics seem to be not enough and, perhaps more im-
ortantly, their combination does not necessarily improve the de-
ection capabilities. The research community should invest effort
n defining empirical investigations into the features connected to
he introduction of vulnerabilities at commit-level, other than the
eatures that developers consider more relevant. For instance, we
an envision the definition of longitudinal studies where develop-
rs are monitored for a given time period so that their activities
ight be closely analyzed in order to identify the key inducers
f vulnerabilities. Similarly, we can envision studies aiming at
laborating catalogs of micro-antipatterns that developers fre-
uently apply when contributing to vulnerabilities. An improved
nderstanding of the features that more characterize the prob-
em of software vulnerabilities would definitively improve the
ccuracy of just-in-time prediction models. On the basis of these
mpirical investigations, the definition of novel instruments able
o compute those metrics and, perhaps more importantly, novel
omprehensive datasets would be key to enable more and more
esearch on the matter.

Second, our results indicate that the choice of the classifier
mpacts the performance: while most of the algorithms exper-
mented achieve low F-measure scores, we observed that an
nsemble method like AdaBoost seems to provide promising

results that should be further analyzed and possibly improved by
the research community. In other terms, our findings stimulate
research targeting the engineering of software vulnerability pre-
diction models. For instance, we could envision empirical stud-
ies and/or novel software engineering for artificial intelligence
methods that could mix together the capabilities of individual
classifiers or even dynamically adapt the classifier to use based on
the peculiar characteristics of code commits and of the developers
applying changes.

Last but not least, a collateral finding of our study concerns
with the lack of public data and scripts that can be used to
replicate/reproduce previous studies. This is pretty worrisome
and allows us to recommend further research effort on the defi-
nition of standards and guidelines to make research reproducible,
especially to enable researchers to compare the previous findings
with new ones, hence leading to advance the state of the art in a
safe and sustainable manner.

Our future research agenda includes a larger-scale replica-
tions of our study, other than the definition of novel techniques
for (1) selecting features to use when identifying vulnerabilities
at commit-level and (2) improving the training capabilities of
ensemble approaches.
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