
Assessing modelling and visualisation 
capabilities of modelling tools: limitations 
and gaps of open-source modelling tools 

 

 

 

 

 

 

 

 

 

University of Oulu 

Department of Information 

Processing Science 

Master’s Thesis 

Shikur Henok 

21.1.2015 



2 

Abstract 

Due to the increasing number of Information Communication Technology (ICT) 

environments, security is becoming a concern for many researchers and organisations. 

Organisations have implemented different security measures to protect their assets. 

Different industries—such as power plants and water, oil, and gas utilities—are adapting 

different network modelling tools for guarding their assets and are preparing for incidents 

that might occur in the future. Modelling tools are very important for the visualisation of 

computer networks. There are currently many modelling tools with different modelling 

and visualisation capabilities for computer networks. 

The aim of this research is to make a thorough assessment of the different modelling 

tools’ capabilities of modelling computer networks and visualising computer network 

communication. Furthermore, it hopes to show areas for improvement in order to increase 

the quality of modelling tools based on industry requirements. 

The research methodology of this research takes the form of a case study. First, the study 

analyses previous research in order to illustrate gaps in the literature, as well as identifying 

the strengths and weaknesses of existing network modelling tools.  

The empirical part of the research includes first, studying and evaluating seven open-

source modelling tools based on different types of capabilities, this may limit the 

generalisability of the findings to some extent; and second, selecting four modelling tools 

for further study. Once four modelling tools were evaluated based on literature reviews 

and the requirements set in this study, the top two open-source (OSS) modelling tool 

packages were selected, downloaded, installed, and evaluated further.  

The criteria set to evaluate the four modelling tools in this research are based on the 

requirements provided by the European company nSense, which provides different 

vulnerability assessments, security consulting, and training, and the existing literature. 

The evaluation of the tools resulted in the screens that were copied and presented in this 

document for verification. Finally, the one tool which was the most suitable for further 

studies, and which fulfilled most of the requirements set in this research, was 

recommended for further research. 

In total, four modelling tools were chosen for the evaluation, using different literature 

reviews based on the requirements (see Appendix A) in this research. The results showed 

that the two top modelling tools were OMNeT++ and IMUNES. After practical analysis 

of these tools, OMNeT++ was found to be the best tool based on the aims and 

requirements of this research. Further, the study found that usability problems played a 

large part in evaluating different modelling tools, which might have changed the 

outcomes of the result. It can therefore be concluded that this type of evaluation is highly 

dependent on the evaluator’s knowledge and skill, as well as the usability of the tool. 
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1. Introduction  

Today’s organisations depend on ever-increasing amounts of information, which must be 

communicated accurately, securely, and quickly. Due to the increasing number of 

Information Communication Technology (ICT) environments, security is becoming a 

concern for many researchers and organisations. Organisations have had to implement 

different security measures to protect their assets. Security is an architectural concern that 

uniquely cuts across all levels of the system (application, middleware, operating systems, 

and hardware), requiring intra- and inter-level validation of security (Hansson, Feiler, & 

Morley, 2008). Security also has immediate effects on the runtime behaviour of the 

system: specifically, other dependability attributes, such as creating delays and extra 

overhead, might lead to more energy consumption and could potentially affect the 

performance of the network. Thus, in many industrial systems, security is a concern even 

in everyday tasks. (Kyriazanos, Prasad, & Patrikakis, 2008) 

Different industries—such as power plants and water, oil, and gas utilities—are adapting 

different network modelling tools for guarding their assets. Such modelling tools help to 

be prepared for any incident that might occur in the future, such as computer network 

security breaches or hardware failures in the industry’s computer network. Modelling 

tools are very important for the visualisation of computer networks. There are currently 

many modelling tools that have different modelling and visualisation capabilities for 

computer networks. Modelling is important in any human constructive work activity. In 

computer communication, visualisation of computer networks allows any user to easily 

analyse and contemplate information about hosts, services, and routing in the network. 

Thus, modelling tools plays a vital role in designing, simulating, and monitoring the 

network environment. These modelling tools are used for modelling of different IT 

(Information Technology) infrastructures based on the available information in the 

domain area from entities such as computers, routers, and switch components. A 

computer network is a very complex combination of protocols, applications, and 

processes. The only practical way to handle this kind of complexity is to use modelling 

tools. (Rahman, Pakštas, & Wang, 2009) 

Network security consultants use different modelling tools for assessing and consulting 

different organisations’ computer networks. In addition, they use modelling tools to 

obtain a model of a computer network before the actual implementation of the network. 

Modelling tools allow network security consultants to easily construct and view 

information about the network infrastructure by visualising the computer network. There 

are different network modelling tools in the market today: open-source (OSS), 

proprietary, and commercial products. These network modelling tools have their own 

ways of visualising and modelling a network. Visualisation of a network with modelling 

tools therefore has not been an easy task for network consultants due to the modelling and 

visualising capability constraints on the modelling tools. Every modelling tool has a 

different set of rules that allows network security consultants to use their knowledge and 

perception to model, assess, and consult about a computer network. In addition, each 

modelling tool has its own advantages and disadvantages in its functionality and usability. 

Models are used for expressing, designing, and understanding existing computer 

networks as well as creating new ones. (Börstler, Kuzniarz, Alphonce, Sanders, & 

Smialek, 2012) 

The increasing competition between different companies, such as Juniper, Cisco, 

Ericsson, and NSN (Nokia Solution and Networks), as well as among the open-source 
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community, has played a key role in the creation of many open, commercial, and 

proprietary modelling tools. Modelling tools have different advantages in many 

industries’ daily processes, such as the ability to conduct exercise scenarios, and the 

ability to test system security and performance. These advantages are achieved by 

visualisation, monitoring, and modelling of computer network infrastructure. Network 

security consultants use different modelling tools to gain insight into computer network 

behaviour. So far there has not been one single modelling tool that can fulfill all of the 

modelling requirements required by industries, such as providing detailed visualisation 

of a network, visualisation of each communication within a network, and the allowed 

network communication within a network. (Kasch, Ward, & Andrusenko, 2009) 

1.1 Objective 

The main objective of this research is to make assessments of different modelling tools’ 

capabilities of modelling computer networks and visualising computer network 

communication. Furthermore, this paper will give broader insights into different 

modelling tools that are used for visualisation and modelling of computer network 

infrastructure. In this research, a case study research method was conducted in which the 

selected tools were evaluated. The expected outcome is to first identify the capabilities 

and limitations of the modelling tools, and second to suggest a tool that could be further 

developed in order to meet industry requirements based on that assessment. 

1.2 Problem motivation  

ICT operators face very high management costs; they are forced to use different 

management tools to control the working domain area. One of the most common 

management tools used by network security consultants is the modelling tool. Modelling 

tools play an important role by visualising, modelling, and monitoring of the ICT 

environment. The industry currently lacks one single modelling tool which could model 

and visualise entire computer networks situation. There are many challenges in 

heterogeneous management systems, a system that contains hardware and software 

working together, including design challenges, task acquisition, system development, and 

management. Even though network operators are adapting different modelling tools for 

performing everyday tasks, selecting the appropriate modelling tool based on financial 

and organisational structure has been difficult for most organisations (Fuggetta, 2003). 

This research focusses on assessing different modelling tools and selecting the current 

best available modelling tool that can be used to visualise computer communications 

based on given industry requirements.  

Starting point for the research is, a European Company called nSense (https:// www. 

nsense.net/) that was involved in this research, and that provides different vulnerability 

assessments, security consulting, and training, is currently looking for a modelling tool 

that the company could use to visualise and generate a real-time computer network model. 

Based on the decisions with the representatives of nSense in order to assess different 

modelling tools, nSense listed twenty-three requirements that the tool had to include in 

its functionality. The requirements included twelve compulsory functions and eleven 

‘nice to have’ functions. In this research, twelve compulsory requirements were chosen 

to analyse the existing tools; this number of requirements was believed to be sufficient 

enough to differentiate the capabilities of the tools from each other. In this research, if 

there were too many similarities between the tools based on those twelve requirements at 

the end of the comparison period, the remaining requirements would have been added 

and further studied.  
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From the network communication perspective, there are different open-source, 

proprietary, and commercial network modelling tools to choose from; this research 

focusses on open-source modelling tools. Open-source modelling tools are software that 

can be freely studied and modified, and their source code can be freely distributed (Gupta, 

Ghonge, Thakare, & Jawandhiya, 2013). This study’s interest in open-source products is 

motivated by: 

1. Most commercial products are expensive, and require specific and costly training. Thus 

the costs of tools that have to be purchased to manage and control an organisation is an 

important additional cost and burden on the organisation’s business and research. In 

addition, the customisation of commercial products might bring legal issues, which most 

of the time prevent the product from being further developed; 

2. Because the open-source community consists of a vast number and variety of experts, 

it has strong support and a fast pace of development. (Dooguy Kora & Moindze 

Soidridine, 2012) 

On the other hand, one of the limitations of using open-source tools is that they do not 

always provide all the necessary functions. In addition, the complexity of open-source 

tools has always been problematic compared with commercial or proprietary modelling 

tools (Paulson, Succi, & Eberlein, 2004). To overcome these issues and to select the 

current best available modelling tool, this study analyses different open-source modelling 

tools and suggests a single modelling tool for further development. As mentioned earlier 

by selecting open source tools may limit generalisation of the findings. 

1.3 Research questions and methodology 

In order to maintain a well-focussed study, a number of research questions were drafted 

as a guide to the study. Thus, the current study aims to examine different network 

modelling tools with two focussed research questions: ‘What are the limitations in 

existing network modelling tools?’ and ‘What are the gaps in open-source modelling 

tools?’ In this research, answering these two questions will help unveil the areas that need 

improvement in the area of computer network modelling tools.  

To answer the research questions, a case study research methodology was used. First, this 

study analysed literature with the anticipation of exposing gaps in the literature, as well 

as identifying the strengths and weaknesses of existing computer network modelling 

tools. As a result, the current literature review will give a broader view of modelling tools 

in computer networks; this will inform both research communities and practitioners. 

1.3.1 Case study research 

A case study should be used when there are different cases which should be examined 

and studied (Verner, Sampson, Tosic, Bakar, & Kitchenham, 2009). Case studies provide 

a way to evaluate different data, information, and systems, and to present the results in a 

systematic way. In addition, case studies are becoming more popular, not only for 

assessing different phenomena but also for observing and explaining different cases. Case 

studies take different forms, depending on their purpose and strategy; they can be 

descriptive, explanatory and exploratory, or evaluatory (Verner et al., 2009).  

There are different strategies for doing social science research experiments, surveys, 

archival analyses, histories, and case studies. Each strategy has its own advantages and 

disadvantages, depending on the type of research question, the control over the actual 
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event being investigated, and the focus on current (as opposed to historical) phenomena. 

Case studies are preferred when a ‘how’ or ‘why’ question is asked about contemporary 

events, the investigator has little or no control over the events, and/or the research focus 

is on real-life contemporary phenomenon. This study not only seeks to evaluate ‘why’ or 

‘how’, but also ‘which is better’. Thus, in this research the study focusses on the ‘which’ 

type of case study. Furthermore, this research studies evidence such as documents, 

experiments, and observations, which gives case studies a unique strength over other 

methodologies. (Yin, 2002) ‘The essence of a case study, the central tendency among all 

types of case study, is that it tries to illuminate a decision or set of decisions: why they 

were taken, how they were implemented, and with what result’ (Schramm 1971, emphasis 

added). 

There are three ways to collect data in case study research, as Lethbridge, Sim, and Singer 

(2005) explain. The degree level can be direct (e.g., interviews, direct contact with the 

subject, and collecting data in real time); indirect (e.g., tool instrumentation, which is 

usually observed through video recording); or independent (e.g., documentation 

analysis). Due to the lack of availability of interviewees who are currently using and 

developing the open-source tools selected in this research, this study will focus mainly 

on two methods of data collection: the first (direct) and third (independent) degrees. 

1.4 Research process 

Figure 1 shows how the research process was conducted. In this research, current 

available modelling tools, including both commercial and open-source, were initially 

researched. The selection criteria were based on the licensing issues of the modelling 

tools. Because commercial products such as OPNET, XNetMod, NetRule, and others 

have commercial licenses, they were not considered for further study (Rahman et al., 

2009). The next step was to focus on open-source modelling tools and search current 

available open-source modelling tools from different databases. The university databases 

IEEE Electronic Library, ACM Digital Library, and Scopus were the main databases for 

this research; in addition, Google Scholar search engine and other web sources were used. 

There are many open-source modelling tools currently on the market, but only seven 

open-source modelling tools were considered for this research. Some of the modelling 

tools are NS-2, NS-3, OMNeT++, J-SIM, IMUNES, SSFNeT, Cloonix, CORE (Common 

Open Research Emulator), GNS3, Mrionnet, Mininet, and Psimulator2 (Linkletter, 2015; 

Puljiz & Mikuc, 2006; Soni & Prakash, 2014). The number of open-source modelling 

tools chosen is not for any specific reason except that it seemed sufficient enough for this 

research. Based on the set of requirements (Table 1), four open-source modelling tools 

were selected for further study. The next step was to conduct a literature review on each 

of the selected modelling tools. Based on the literature review and the requirements set 

(Appendix A), comparisons were made between the modelling tools. As a result, the top 

two modelling tools were selected (Table 2) for further study using case model (Figure 

8). The case model, constructed for the modelling tools test, considers and includes the 

necessary models and sections that most office computer networks need.  
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Figure 1. Research process diagram 
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1.5 Structure of the thesis 

Before continuing to the assessment of the modelling tools, the reader needs to be 

acquainted with the models, modelling tools, and their uses. This will be followed by the 

presentation of the case study and a discussion of how to improve the tools. Chapter 1’s 

introduction section includes the objective, the motivation for the problem, and the 

research question, followed by the research methodology and research process. Chapter 

2 provides background knowledge on network visualisation, models, and modelling tools; 

it also provides an overview of modelling tools, techniques, methods, and modelling tools 

from the network communication perspective. Simulation and modelling interrelation are 

also discussed in Chapter 3 -6, including different modelling tools, along with a general 

overview of the main functionalities of these tools. The main purposes of these tools and 

their uses are presented afterwards. 

The evaluation method is presented in Chapter 7. The assessments of the capabilities and 

shortcomings of these tools are based on this chapter. Chapter 8 shows the evaluation of 

the selected modelling tools, using the case model, and discusses the findings. The 

information presented here is based on the case model and identifies requirements for 

modelling tools. Chapter 9 includes a discussion and conclusion of the study’s findings, 

as well as suggestions for future development. 

2. Background 

The recent increase of Internet networking has created an enormous variety of problems 

related to security, routing, resource usage, and management. One of the reasons to study 

different policies and algorithms in network communications is to address such problems. 

The construction of models of actual computer networks’ infrastructure is one method of 

preventing the security pitfalls that can occur in the computer network domain area. The 

main reason to study different computer network modelling tools in computer networks 

is that computer networks are constantly expanding in size and complexity, and it is 

expensive to monitor and manage such complexity without adequate tools. In computer 

networks, by using different modelling tools, the efficiency and quick solutions of real-

time computer networks can be exploited (Calvert, Doar, & Zegura, 1997). 

Different modelling tools are available today that may be used to model and visualise 

different computer network infrastructures. Visualisation improves network 

infrastructure management, therefore visual representation of computer networks plays 

an important role in computer network monitoring. The increase of computer viruses and 

attacks against computer systems everywhere illustrates that computer security has 

become one of the biggest issues facing organisations everywhere. One of the main uses 

of modelling tools is to model and provide information about the behaviour of the network 

infrastructure. This information helps experts such as computer network security 

consultants to detect and prevent future computer network attacks to the system. Due to 

the growth of computer networks, the quantity of data that needs to be analysed is 

increasing tremendously, creating a job for security consultants that at times can be vast 

and incomprehensible. By using modelling tools that provide the visualisation of 

computer data, security consultants can achieve practical solutions and obtain an easy 

way to analyse the data within a short amount of time. It is often desirable to display data 
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visually, due to the powerful visual capabilities of humans (Savola & Heinonen, 2011). 

Data can be presented by many methods, but there is no more powerful method than 

presenting data using visual data maps. Thus, the visualisation of computer networks 

plays a leading role in the monitoring and analysis of data in any organisation. 

This study focusses on the capabilities and limitations of those modelling tools which can 

be used for visualising, modelling, and monitoring computer networks in relation to the 

specified requirements. Some of the requirements include the visual representation of the 

entire computer network, and the display of internal communication on the port and 

protocol levels. In addition, these tools have to visualise what would be affected in the 

computer network’s architecture if there were changes made at the protocol level. 

2.1 Computer network visualization 

Communication network behaviour should be easily understood by operators and users. 

This understanding should be accurate, efficient, and time-saving, especially when the 

computer network periodically increases in size. The monitoring of computer 

communication is a complex task, especially when there are large sets of data that need 

to be monitored that vary and increase in time. These monitoring operations include fault 

reports, device status, and utilisation of the resource. There have been different methods 

for analysing and presenting large amounts of data; visualisation is one method of 

presenting large sets of data or complex relationship between devices (Withall, Phillips, 

& Parish, 2007). 

Different works on the visualisation of computer networks have been performed. There 

are different ways of visualising a computer network. Some of the visualisations are 

geographically dependent, showing traffic between two hosts that are separated by 

distance. Others show traffic volume and routing patterns. The information retrieved from 

any visual representation of a computer network is highly dependent on the modelling 

tool that is used to model computer networks. Different modelling tools are currently used 

to visualise computer networks. As an example, the OMNeT++ (Objective Modular 

Network Test bed in C++) modelling tool is shown in Figure 2; it shows a visualisation 

of modelled network communication between different devices. The yellow line in Figure 

2 indicates that the node is transmitting data on the link without any collision; if a collision 

occurs between nodes, the link color changes to red (INET Framework, 2014). 



14 

 

Figure 2. OMNeT++ graphical runtime environment (Graphical Runtime Environment, 2014).  

The OMNeT++ modelling tool is used to visualise a computer network. In addition, it 

reports the situation on switch ports, VLANS (Virtual Local Area Networks), subnets, 

and inventory. 

Although visualisation is the best way to analyse data, most visualisation methods in 

computer communications currently face one or more of these problems (Ahmed et al., 

2005): 

● poor scalability;  

● poor integration and method of analysis; 

● poor interaction methods; 

● lack of real-time visualisation; 

● lack of 3D visualisation; and 

● insufficient data analysis. 

 

Different modelling tools have been developed by many researchers and organisations to 

address such problems. There have been no breakthroughs on modelling tools that can 

fulfill all of the industry requirements listed in Appendix A and that can solve the 

problems of poor scalability, lack of visualisation, etc. (Ahmed et al., 2005). 

2.2 An overview of models and modelling tools 

Models are depictions of some of the particular items being modelled and used for 

different purposes. The increasing need for models has arisen from the competitiveness 

of today’s industries and the increasing nature of problems found in different sectors 

(Muhanna & Pick, 1994). In order to develop a system that is vigorous and that can be 

applied in practice, models must be easy to use and to develop. In addition, models must 
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be accurate and should be able to be simulated to represent the real world within a given 

(and short) timeframe. (Lynch, 1997) Multiple models may exist to represent the same or 

different aspects, raising issues of comparison and composition of the models. Models 

can be static (where one piece, figure, or diagram, or a logical expression is described) or 

dynamic (where such examples as electric trains are described). (Redwine, May 14, 2013) 

Different organisations, software developers, and designers have complained that the 

modelling tools that they need to do their work are unsupportive and unusable. Recently, 

however, modelling tools have received development support from researchers and 

developers. Modelling tools are used in many sectors to perform daily work activities in 

many industries. The main uses of modelling tools are to express ideas in graphical forms 

or to visualise events (such as data transmissions and packet errors). Modelling tools are 

not only used by users to express their ideas and thoughts, but also as a communication 

medium among designers, developers, and practitioners. (Campos et al., 2011) 

Furthermore, modelling tools play key roles in model-driven software development in 

testing, model construction, validation, and verification (Shan & Zhu, 2006). (Allen, 

Shaffer, & Watson, 2005) claim that tools that are used for modelling computer networks 

underserve the community of domain experts and those they use the model for, especially 

in the areas of monitoring, testing, and evaluation. 

There are different modelling tools that are used for making models in computer 

networks. Modelling tools have many advantages, such as providing support for creating 

models with many views of visualisation; syntax and semantic checking capabilities; 

facilitating integration with other tools, for example model-driven engineering (MDE); 

and more. (Ossher, van der Hoek, Storey, Grundy, & Bellamy, 2010)  

Modelling tools are software programmes that are built from the knowledge and 

experience of modelling experts. These tools assist computer network security 

consultants with evaluation and testing of different computer network tasks; domain 

experts rely on these resources to solve problems in their domain area (Allen et al., 2005; 

Kallman, Minaie, Truppi, Dascalu, & Harris Jr, 2004). Furthermore, modelling tools 

provide an abstraction of a system for the purpose of studying its behaviour and 

maintenance (Winters et al., 1995). 

The advantage of modelling is the capability to practice scenarios that are not easily 

achievable through empirical methods (such as scalability testing of computer networks) 

and the capacity to test the performance and sensitivity of a computer network. A 

considerable weakness of modelling, however, is that such a modelled computer network 

is not real, and the value of the results are mainly dependent on the degree of detail and 

other aspects of the modelling (Kasch et al., 2009). For these reasons, computer network 

security consultants use different modelling methods and modelling tools for 

accomplishing their daily tasks, such as the design, visualisation, and monitoring of 

computer networks. 

2.2.1 Modelling methods 

General modelling methods range from mathematical logic, regression analysis, and 

statistical techniques through general models of information and queues, to specialised 

methods for security, software applications, or specific programming language. Based on 

this, models are conceptual bases such as logic, state machines, which is a computation 

used to design such as communication protocols and embedded knowledge based on the 

related modelled area. The type and use of modelling tools vary from one domain to 

another (such as electric trains or computer network simulation). The amount of 



16 

information that is available to users depends on the embedded information within the 

modelling tools. (Redwine, May 14, 2013) 

There are different ways of modelling a system or an event. Some models evolve from 

events, while other are constructed from scratch. Event-driven modelling is a method of 

modelling using continuous-valued behaviour in response to an event that has happened 

at a specific point in time. For example, a security breach in a computer network is an 

event that leads a computer network to rebuild again in order to prevent such an incident 

from happening again. Most computer networks are built from scratch, which has made 

it difficult for computer security consultants and engineers to secure and maintain 

computer network environments. Within computer network events are occurrences or 

incidents that may change the status of computer network components such as routers, 

switches, packets, and software. The events could be any signal from outside, such as the 

pressing of buttons or a security breach; internally, they could be a software malfunction 

or other changes. The computer network components are informed about the events 

through messages; the messages that are transported could also be components, e.g., 

TCP/IP (Transmission Control Protocol / Internet Protocol) packets. (Kopjak & Kovács, 

2011) 

2.2.2 Modelling techniques and modelling tools  

From the birth of computer networks, there has been a shortage of techniques for effective 

network evaluation and performance (Lewoc, Izworski, Skowronski, Dimirovski, & 

Ojleska, 2010). Modelling techniques are used by computer network security consultants, 

engineers, and scientists to discover the behaviour of a computer network and to gain an 

efficient model of the computer network (Kasch et al., 2009). Building a successful model 

requires the combining of familiarity with the domain that is being modelled with 

expertise in the building of models. Most computer network experts who practice 

modelling have some knowledge in the area of modelling and simulation, but they have 

little education or work experience in building models in a different domain area. Even 

though most experts are not highly trained or specialised in computer modelling, they can 

achieve accurate modelling of computer networks with the help of the right computer 

network modelling tools. (Allen et al., 2005)  

The adaptation of model-based techniques will help to deal with the increasing 

complexity and size of computer networks. One approach to deal with the complexity of 

computer networks is to use modelling tools. This is done by applying the modelling to 

every level of logical layer, selecting the form of model that might provide the best type 

of information needed, and integrating this information through this model. Modelling 

techniques help computer network security consultants, system administrators, and other 

stakeholders of an organisation to deal with monitoring, systems requirements, or the 

architecture of the proposed solution for the entire system. (Soffer & Cohen, 20-23 March 

2007)  

2.3 Modelling tools in network communication  

Computer network models were first introduced in the early 1960, but it was not until the 

late 1960 that a large project such as ARPANET (Advanced Research Project Agency 

Network) was first supported by the United States Department of Defense’s Advance 

Research Project Agency (DARPA) for further development (Kleinrock, 1993). Ever 

since then, computer networks have been growing exponentially, increasing the 

complexity of building a computer network model. Today, computer network security 
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consultants are seeking modelling tools that have better options for modelling a computer 

network to do their everyday activities. Data communication in computer networks is 

highly complicated; thus modelling and analysing them is quite difficult. The problem 

increases as the computer network becomes bigger and bigger. Computer network 

designing is an immense task, and designers should take cost, capacity, and user 

expectations into account. In addition, external factors such as government policies, 

available technologies, and competitiveness add problems and obstacles to designing the 

processes. (Rahman et al., 2009) 

In computer communication management, management tools such as modelling tools are 

very important for organisations that depend on integrated communication. These 

management tools must be able to use and manage all the communication resources in 

the organisation’s computer network. Different management tools exist either for LANS 

(Local Area Networks) or WANS (Wide Area Networks). LANS management tools are 

mainly focussed on lower levels of communication resources or in the area of operating 

systems, while WANS tools are focussed on managing circuit-switch computer networks. 

A complete network management solution can be achieved by using tools that can manage 

most of the communication resources: network components, such as routers, switches, 

and entire protocol stacks. Thus, most computer network security consultants implement 

network management functions as defined by OSI (Open Systems Interconnection 

Model) to manage the full communication resources in the systems. Most modelling tools 

exist based on their functionality and infrastructure of the OSI layer. (Joseph, McFarland, 

& Muralidhar, 1990) Figure 3 shows how the OSI layers are divided and explained. The 

modelling tools chosen in this research, and the capabilities of modelling each of the 

components and functionalities in each OSI layer level, will be considered and assessed. 

 

 

Figure 3. OSI model (OSI model, 2013). 
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The OSI layer architecture is designed and simulated using Java, C++, JNI (Java Native 

Interface), and Java Swing, and it consists of seven layers. It is a good mechanism for 

learning the behaviour and the functionality of computer networks. Each of these seven 

layers has three main functions: 

● Functions (the responsibility of each layer); 

● Interface (the method of communication between the upper and lower layers);  

● Protocol (rules about communicating with other devices in the computer 

network).  

 

This research also considers these three functionalities in each OSI layer while assessing 

the modelling tools. Some of the functionality needs to be simulated to extract the 

necessary data and to evaluate it. Simulation and modelling work hand and hand within 

modelling tools (Kethireddy & Suthaharan, 2004). Modelling is used to represent a 

computer network at some specific time, providing information about the real computer 

network, while simulation is used to manipulate the models to work on time, obtaining 

the actual results without interfering in the simulation process (Bellinger, 2004). The next 

chapter describes in depth how simulation and modelling tools relate. 

2.3.1 Simulation and modelling  

The simulation of a real computer network is the most-used technique of modelling and 

simulating before the actual deployment of the real computer network. This technique has 

been used by many organisations due to its cost effectiveness and for security reasons, 

and because it helps to prepare for unexpected problems that might occur during the actual 

implementation. Simulation tools provide the visualisation of a desired system, helping 

computer network security consultants to manipulate any information they need. Most 

computer network modelling tools are also simulation tools; alternately, most simulation 

tools can be depicted as a modelling tool, since the actual purpose of modelling tools and 

simulation tools are the same when it comes to modelling systems.  

Simulation is a very important technology used for different purposes in many different 

branches of science, research, and engineering. One of the main purposes of computer-

assisted simulation is to model real-time objectives, activities, or hypotheticals so that 

they can be studied and analysed to see how the system works. Different methods can be 

applied to predict the behaviour of a system. Computer simulation can be used in many 

sectors, for example in civil engineering, mechanical engineering, and computer 

engineering. But simulation technology in the computer networking area is relatively new 

in comparison with other areas. (Pan & Jain, 2008) 

In computer networks, simulation is an important part of modelling since the behaviour 

of computer networks can be modelled by evaluating the interaction between different 

computer network components (such as routers, switches, links, and packets). The 

behaviour of the computer network can be modelled in different ways, such as capturing 

actual or virtual playback of experimental data observations from real-time production 

computer networks using different computer network simulators. Once the simulation 

experiment result has been achieved, the behaviour of the network can be analysed and 

experimented with offline. One advantage of network simulation that is worth noticing is 

that the simulation experiment can be integrated and tested with different applications to 

observe end-to-end computer communication performance in the networks. (Pan & Jain, 

2008) 
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2.3.2 Network simulators 

Computer network simulators are used by computer network security consultants, 

developers, and computer network administrators to model, verify, and analyse the 

performance of computer networks and different network protocols. Network simulators 

help to build different network topologies, starting from basic building blocks such as 

clusters of nodes and links. Further, one can build computer network topologies using 

nodes, switches, routers, hosts, and mobile units. 

Computer network simulators are used for building models of real-world computer 

networks and simulations. The idea is if computer networks can be modelled, the model 

can be adjusted and the corresponding result can be analysed. Most network simulators 

currently available, however, have a shortage of properties (such as visualisation) and 

insufficient modelling capabilities that are needed by most organisations. Because the 

process of model modification is cheaper than actual implementation, various scenarios 

can be analysed with lower-cost computer network simulators, which are highly 

necessary before the actual deployments. Different kinds of computer network simulators 

are currently used: commercial, proprietary, and open-source simulators. Examples of 

commercial computer network simulators include OPENET, Netrule, and QualNet; open-

source modelling/simulator tools are shown in Table 1. In the next chapter, the research 

assesses and discusses in detail seven popular open-source computer network modelling 

tools that are used in the current industry. These open-source modelling tools were chosen 

based on different articles and sources. The characteristics used to select these tools were 

development year, platform support, licensing issues, interface, network support type, 

language, and amount of node support. 

Table 1. Some open-source modelling tools (Evaluation one). (Loo, Mauri, & Ortiz, 2012); 

(Renard, Peri, & Clarke, 2014);(Puljiz, Penco, & Mikuc, 2008); (Kim, Park, kuk Seo, 

Yun, & Choi, 2004); (J-sim.2005); (Vasic, Suznjevic, Mikuc, & Matijasevic, 2012); 

(SSFNeT.2005); (Rahman et al., 2009); (Gupta et al., 2013); (Soni & Prakash, 

2014);(Loddo & Saiu, 2011). 
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In Table 1, the characteristics set to compare the tools were considered based on the 

assumption that these characteristics are basic and necessary requirements for any 

organisation before the deployment of the tools may be considered. The GNS3 modelling 

tool was discarded because it needs a CISCO or Juniper operating system software to run 

it, whereas Marionnet is a young modelling environment in which not many people are 

familiar with the tool and the configuration file. In addition, the J-SIM modelling 

environment was not chosen because the development environment is very slow, and it 

only supports Java and TCL languages. One big differentiator among the tools mentioned 

in Table 1 is their Graphical User Interface (GUI); this feature should be fulfilled by all 

tools in order to be considered for further evaluation.  

In addition, licensing issues of these seven open-source tools were assessed. Even though 

the tools are open-source, their licensing rights applicability are different depending on 

where and for what purpose these tools are used. OMNeT++ has two licenses 

(commercial and free); for example, it can be used freely only if it is used for research or 

academic purposes. NS-3, SSFNeT, J-SIM, and Marionnet have GNU GPL (GNU 

General Public License) license rights, in which end-users (individual, organisations, and 

companies) can modify, share, and study the software. Such software is sometimes called 

‘free’ software. ‘Free’ refers to the freedom to distribute and edit the software, not to its 

price (LICENSE, 1989). Based on the above characteristics, four modelling/simulation 

tools—OMNeT++, NS-3, SSFNeT, and IMUNES—were chosen for further evaluation 

based on given requirements (Appendix A). 

The modelling tools are explained below in two aspects: 

● Modelling capability and expandability: the modelling capability is the ability of 

a tool to model computer networks, and expandability is the ability of the 

modelling tool to be further expanded from its current features. 

● Usability and cost of license: the usability of the modelling tool is measured by 

its level of user-friendliness; the cost is how much the tool costs. User-friendliness 

is assessed based on how easy the tool is to use for modelling a computer network. 

3. OMNeT++  

OMNeT++ is a C++-based discrete-event simulation environment, in which most of the 

pending events are stored and processed in the order that they occur. OMNET++ is 

currently a popular computer network simulator in various industries due to its flexibility, 

the fact that it is open-source, and the widespread availability of its documentation. 

Different simulation models have been created, such as IP, IPv6, MPLS, and ad-hoc 

simulations (Pan & Jain, 2008). OMNeT++ is not a simulator in itself; rather, it is a 

framework for simulation. In comparison to other computer network simulators, 

OMNeT++ provides generic architecture; it is up to practitioners to represent concepts 

such as devices and protocols (Varga, 2010). Different kinds of modelling framework 

packages are currently used with OMNeT++, such as Castalia, INET framework, MiXiM 

(Mixed Simulator) framework, and more; they are used for modelling communication 

networks and traffic models. Using these frameworks, OMNeT++ has the capability of 

carrying out large-scale computer network simulations in effective ways. OMNeT++ tries 

to fulfill the gap between open-source simulation software such as N-3, which has bad 

GUI and commercial simulations like OPNET which is too expensive to 

implement.(Varga, 2005; Varga & Hornig, 2008)  

The flexibility of OMNeT++ architecture makes it usable in many sectors (Varga, 2005): 
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● Modelling of wired and wireless computer communication; 

● Protocol modelling;  

● Modelling of queuing networks; and  

● General modelling and simulation of discrete events. 

OMNeT++ provides three principals (modules, gates, and connects) for modelling of the 

target computer network. The modules include CPU, power management, sensor, and 

Radio transmitter (Yang, Liu, Cui, & Zhang, 2010). Modules communicate by sending 

messages to each other. In real-world communications, messages represent packets or 

frames where the messages might contain complex data. Modules can send their data 

through predefined paths or to their destinations through gates and connections. Gates are 

inputs and output interfaces of modules. OMNeT++ consists of two types of compounds 

that communicate with message-passing simple and compound modules. The active 

module is a simple compound that is written in C++ and can be grouped to be a compound 

module (OMNeT++ User Manual, 2014). Figure 4 shows how modelling concepts are 

done.  

 

Figure 4: Shows simple and compound module together with gates and connections (Varga, 

2005). 

OMNeT++ has high modularity and well-structured architecture, which makes it highly 

flexible to be implemented into new protocols. In addition, it provides component 

architecture for models. The components include a simulation kernel library, a graphical 

network editor (GNED) for NED (Network Description) files, a GUI command line for 

simulation execution, and a model documentation tool (Qureshi & Saleem, 2007). NED 

is a topology description language of OMNeT++; it has a very simple syntax and powerful 

language that defines arbitrary topology easily. (Ben-Itzhak, Zahavi, Cidon, & Kolodny, 

2011)  

3.1 Modelling capability 

OMNeT++ is currently one of the most popular simulation and modelling tools accepted 

by most scientific communities and industries; it is used in many sectors of complex IT 

systems and queuing networks. The complexity of most models in computer networks is 

sometimes difficult to comprehend. OMNeT++ helps to reduce the complexity by 

requiring the communication between modules to use predefined connections. In 
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addition, OMNeT++ helps with debugging by providing visualising simulation, 

programming functionality, good portability, and fast simulation. These are some of the 

functionalities that differentiate OMNeT++ from other well-known computer network 

modellers and simulators, such as OPNET and QualNet. Furthermore, it has the ability to 

define computer network topology easily. It is integrated with the Eclipse platform and 

the Scave Tool of analysis. (Yebenes, Escudero-Sahuquillo, Garcia, & Quiles, 2013) 

Due to the integrity with the Eclipse environment, the OMNeT++ environment is easily 

understandable by many practitioners who are familiar with the Eclipse environment. 

OMNeT++ Integrated Development Environment (IDE) is customisable with Eclipse, for 

instance. From the IDE, one can build simulation models easily, which are customisable 

and modular. The fact that the OMNeT++ development environment is constantly 

growing means that it has become one of the most suitable modelling and simulating 

environments for modelling computer networks (Yebenes et al., 2013). Because of the 

extensive development of the GUI package of OMNeT++, the simulation and models can 

be used together with any other applications. The OMNeT++ package includes an 

integrated development environment using NED, which uses a graphical editor as its 

native file. The graphical editor NED can be used in to two ways; users can edit the 

computer network topology graphically, or they can edit using NED source view. (Varga, 

2005; Varga & Hornig, 2008) 

3.2 Usability and cost of the license 

There are currently two computer network simulation frameworks for OMNeT++: the 

mobility framework and the INET framework. The mobility framework was designed for 

creating wireless and mobile networks within OMNeT++. This framework provides 

detailed radio models, several mobility models, and Media Access Control (MAC) 

models. The INET framework originated from IPSuite, originally developed by the 

University of Karlsruhe in Germany. INET provides detailed protocol models for TCP, 

IPv4, IPv6, Ethernet, Ieee802.11b/g, and several other protocols. There are also main 

simulation frameworks for OMNeT++, such as INETMANET, which is actually a branch 

of the INET framework. INETMANET includes some features and protocols especially 

meant for mobile ad-hoc networks. MiXiM is another modelling framework for 

OMNeT++ which is meant for mobile and fixed wireless networks. MiXiM is mainly 

used in the lower layers of the protocol stacks and offers detailed models for different 

protocols for example radio propagation and wireless MAC protocol. OMNeT++ runs on 

Windows, Mac OS, and other UNIX platforms, and it has command and graphical user 

interfaces. It is a public source and can be used freely under academic public license in 

academic and research institutions. In order to use it for commercial uses, however, the 

end-user should agree with the proprietary license agreement. This is a major obstacle for 

most organisations that want to develop the tool further. (Bless & Doll, 2004)  

4. Network Simulator 3 (NS-3) 

NS-3 is among the current preferred computer network simulators and modelling tools in 

most industries and research areas. The NS-3 started in 2006 and was distributed under 

GNU GPLv2 license. The NS-3 was originally meant to replace the NS-2 simulation 

modelling tools, but the whole project was instead started from scratch. NS-3 provides 

models for how packet data in computer networks work in the real world. The main 

purpose of this tool is that there are actions that cannot be done in actual computer 

networks; thus it will help to study the computer network in a highly controlled and 

reproductive environment. Different available models are set in NS-3; they are used to 
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model how Internet protocol and computer networks work. NS-3 is not limited only to 

Internet computer network systems, however; it can be applied to non-Internet based 

systems as well. (NS-3 network simulator release NS-3.19, 2013) 

NS-3 does not provide visualising, analysing, or processing of any data received from 

network simulation by itself; rather it uses many free visualisation tools (Rampfl, 2013). 

Some of the visualisation tools that are used by NS-3 include NS-3-viz, Pyviz, NAM, and 

iNSpect. These visualisation tools are still under development (Chaudhary, Sethi, 

Keshari, & Goel, 2012). 

The idea and the first development code for NS-3 was first taken from GTNetS, YANS, 

and N-2 simulation tools. The entire source code is available under the GNU general 

public license. One similarity that NS-3 has with OMNeT++ is that NS-3 is also based on 

discrete events. The NS-3 presents the simulation time in the integer type to avoid any 

compatibility issues that might arise from different architectures and operating systems. 

(Miletić, Mikac, & Džanko, 2012) Furthermore, NS-3 is a system composed of different 

libraries that work together to perform a given task. Since NS-3 is distributed as a source 

code, a development environment is needed to build the libraries. There are different ways 

of building NS-3 source code. The usual method is using the make command, but make 

is not suitable for building very large configurable systems. Due to this limitation, there 

are a couple of options provided, mainly built-in Python by the NS-3 community. Waf is 

another option build system created for such development environments; it is a build tool 

based on this language. (NS-3 network simulator release NS-3.20, 2014). 

4.1 Modelling capability 

NS-3 is composed of a set of libraries that can be used together as well as with other 

external software libraries. External animators and data analysis and visualisation of tools 

can be performed by NS-3. The NS-3 environment is complicated and is not easy to use 

for novice users. To adequately use this tool, users should be able to do the work from 

the command line and should have C++ and Python language knowledge. The NS-3 can 

track and record information in real-time, which is important for later 

analysis.(Chaudhary et al., 2012)  

Most modelling tools provide modelling capability with a single, graphical user interface 

environment where all the modelling tasks are performed. NS-3 is more modular in this 

aspect. NS-3 has a good development environment and is believed to have a better core 

architecture; it is suitable for receiving any development contribution from the 

community. Because of this, NS-3 can be expanded easily. NS-3 uses external software 

packages such as NetAnim GUI, as shown in Figure 5 (Choi, Min, Han, Park, & Kim, 

2010). 
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Figure 5. The NetAnim GUI for NS-3 (NetAnim 3.105 for NS-3 GUI.2014). 

4.2 Usability and cost of the license 

NS-3 is mainly used on Linux computer systems; in addition, supports are available for 

FreeBSD, Cygwin (for Windows), and Windows Visual Studios. NS-3 is not officially 

supported by any company; the support is based on the best-effort basis in the NS-3 users’ 

mailing list in NS-3 forums. The NS-3 system is a complex system and depends on other 

components. When using the system it is a must that the necessary libraries should always 

be included and updated before the actual running of NS-3 (such as the GNU tool chain, 

Mercurial, and text editors). In addition NS-3 provides interoperability, good memory 

management, and debugging of split language objects. Furthermore, NS-3 is most suitable 

for wireless computer networks and has the advantage of low initial application costs. 

(Chaudhary et al., 2012) 

5. SSFNeT (Scalable Simulation Framework) 

SSFNeT is a Java- and C++ SSF-based tool for simulation and modelling of Internet 

protocols and networks that is mainly used at and above IP packet levels. In SSFNeT, the 

link and physical layer modelling can be established in separate components. SSFNeT 

models are self-configuring, in which by querying from the local database or over the 

web they can configure SSFNeT class autonomously. The main classes used to construct 

any Internet model virtually in SSFNeT are SSF.OS and SSF.Net. SSF.OS is used for 

modelling of host and operating systems components such as protocols, whereas SSF.Net 

is used for modelling computer network connectivity, and for creating nodes and the 

configuration of links. (Kim et al., 2004) 

5.1 Modelling capability 

SSFNeT simulation models consist of SSF network models and other additional 

components. These components are used to model specific domains such as Generalised 

Multi-Protocol Systems (GMPLS), Virtual Private Network (VPN), and others. The 

modelling and configuration files of SSFNeT are provided in Domain Modelling 

Language (DML) files. Even though the computer network simulation model provided 
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by SSFNeT varies according to the network simulation application, DML is used for 

every SSFNeT model. DML is a high-level language used for defining a model and is 

particularly suitable for describing configuration information in large domains such as 

the Internet. SSFNeT simulation modelling can be used to construct up to 100,000 nodes 

by using DML (Kim et al., 2004). One of the biggest advantages of SSFNeT is that, since 

the host is built above the OSI 7 layer, the model described by SSFNeT is more realistic 

than most other modelling and simulation tools (Baek, Im, Park, Choi, & Jung, 2004).  

The flexibility and the hierarchical nature of the DML structure makes it possible for 

SSFNeT to expand easily. The network simulation of SSFNeT is composed of DML units. 

Each of the DML units is composed of keys and value pairs that show the attributes of 

each network object that makes the network configuration information (SSFNeT.2005). 

The limitations of SSFNeT are that it does not support layer two nodes, it is limited to 64 

KB Windows, and OSPF works only with point-to-point links (Rome & Wing, 2003). A 

sample large computer network using the SSFNeT modelling tool is shown in Figure 6. 

 

Figure 6. A sample SSFNeT large computer network model (Network worm modeling package 

for SSFNet.2003). 

5.2 Usability and cost of the license 

SSFNeT works in IDE, which includes open-source modelling components (routers, 

switches, and network interface cards). These SSFNeT components are used in DML 

implementations and various development tools to make the simulation environment 

smooth. SSFNeT is an open-source tool and it can be used, modified, and distributed 

freely in any organisation or research group. (SSFNeT.2005; Rahman et al., 2009) 

6. IMUNES 

IMUNES (Integrated Multiprotocol Network Emulator/Simulator) is an open-source 

computer network emulator and simulator developed at the University of Zagreb in 

Croatia. IMUNES works in real time and performs the simulation at the packet level using 
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real TCP/IP packets. In this simulation environment, the computer network is represented 

by topology that consists of different computer network devices connected by links. 

IMUNES uses GUI for topology description, management, and GUI application. Once 

the computer network model is constructed in GUI, the simulation can be started. The 

computer network model that is constructed is then mapped into kernel level language, 

which emulates the function of the links and the nodes. (Puljiz et al., 2008) One of the 

biggest advantages of IMUNES is that it has different built-in detection technologies for 

known and unknown threats, such as Denial-of-Service (DOS) attacks, worms, probes, 

and more (Technology Overview Symantec Security Response, 2006). 

6.1 Modelling capability 

IMUNES uses simple virtualisation of FreeBSD kernel, which helps to use the resources 

more efficiently and with less redundancy. FreeBSD is an operating system used servers, 

desktops and embedded systems (The FreeBSD project.2015). IMUNES is capable of 

simulating 10 to 100 nodes on a standard PC. The accuracy of IMUNES is high since it 

uses real system calls for computer network traffic processing for all nodes. It is virtually 

machine-specific due to the computer network-related functions. (Puljiz et al., 2008) 

Figure 7 shows how a computer network can be modelled using the IMUNES 

simulation/emulation tool. 

 

 

Figure 7 Sample IP computer network of real time architecture modelled using IMUNES 

(IMUNES.2013). 

6.2 Usability and cost of the license 

There are sets of nodes in the IMUNES environment that can be preconfigured when the 
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simulation is started. The nodes can be seen in the sidebar of IMUNES GUI. These nodes 

are categorised in groups: 

● Physical layer nodes, which are used for interconnecting the nodes and the 

creation of the topology. In this category, the first nodes are links that are used to 

create all paths between computer networks; 

● Layer ½ nodes, which include hubs and switch nodes and are used for creating 

more complex local area connections; and 

● Layer 3 nodes, which includes from the IP layer on up. Nodes that are included in 

this category have their own set of processes and file system. 

IMUNES can be used to perform multiple experiments at once and can be used in the 

creation of large topologies with the help of graph paper like canvas, a toolbox (Vasic et 

al., 2012). 

7. Evaluation 

One advantage of open-source software is that one can download and evaluate the entire 

package without the time constraints of trial periods. In addition, there are no non-

disclosure agreements with second-party groups, which is often necessary for most 

closed-source software (CSS) or proprietary software. This accessibility factor of OSS 

helps to study and evaluate OSS software in-depth. In OSS development, since almost all 

open-source software developers’ efforts go to such things as software documentation, 

support, and forums, getting the same amount of information about OSS packages from 

different developers, advertisers, and personnel as from closed-source software is 

something unthinkable and unattainable. (Mangalam, 2010) This study evaluation 

method was supported by the ideas of Mangalam. 

Once the four modelling tools were evaluated based on the twelve mandatory 

requirements, the top two open-source modelling tool packages were downloaded, 

installed, and evaluated further. The requirements used to evaluate the four modelling 

tools in this research were provided by the company nSense. Building computer network 

infrastructure requires high expertise and tools that have sufficient modelling capabilities. 

Thus, the modelling capabilities of the tool should be taken into consideration and 

analysed before starting to use the tool.  

7.1 Modelling capabilities 

Computer network modelling tools are used to model the computer network 

infrastructures of different industries. Modelling tools should support the necessary 

models and functionalities to build the desired computer network. To analyse the 

modelling capabilities of the selected tools, this study uses the requirements (Appendix 

A) set for the research. The next chapter shows how the modelling tools were evaluated 

and checked against the requirements before the actual test on the case model. 

7.2 Evaluation of modelling tools 

This research studies the following computer network modelling tools: OMNeT++, NS-

3, SSFNeT, and IMUNES. It assesses them against the requirements UC4_1 (Use Case) 
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to UC4_12 (Use Case) (Appendix A).  

A modelling tool which is not suitable for modelling of computer network infrastructure 

was excluded if:  

1. The modelling tool did not have sufficient libraries for modelling of the IT 

environment, the computer network architecture, and communication between the 

components in the environment. 

2. The components could not be identified with IPv4. 

3. The access-list could not be defined for each component. Access-list provides a means 

to filter packets by allowing and denying packets. 

4. It was not possible to define the role of each component. 

5. It did not visualise logical layers (OSI layer 3).  

The assessments of the modelling tools were made based on the following metrics and 

scales (Table 1). These metrics and scales were used to assess the requirements (Appendix 

A) against the modelling tools.  

Defining the metrics and scales: the following grading scales were used for the research. 

Table 2. Metrics and descriptions. 

Rating and Scale Description 

 4 Excellent  

 3 Satisfactory  

 2 Poor  

 1 Unsatisfactory or 

missing features  

 0 Unknown  

First, each modelling tool was individually assessed based on the requirements. Each 

requirement of the modelling tool was graded from zero to four, with the respective 

reasoning below each requirement table. Second, all four modelling tools were collected 

in one table and the twelve requirements for each tool’s similarities and differences were 

compared. The modelling tool selected as a top-two candidate was further studied with 

case model evaluation. 

7.2.1 OMNeT++: Modelling capability 

Requirement: UC4_1 Grade 

Enable modelling IT-environments, network architectures and 

communications between components in the environment. 

4 (Excellent, 

fully 

supported) 
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The OMNeT++ network simulator can be used to model computer networks by using 

frameworks such as INET and MiXim network modelling tools. MiXim is mainly used 

for mobile and fixed network (such as wireless sensor networks and ad-hoc networks). In 

addition, it is used to model such as detail radio wave propagation and interference 

calculation. The INET framework is an open-source communication simulation model 

for building an IT environment and network architecture. The INET framework contains 

plenty of models for wired and wireless communication, including UDP (User Data 

Protocol), TCP, IP, OSPF (Open Shortest Path First), Ethernet, 802.11, and many others. 

The INET framework contains models of routers, switches, firewalls, and more. Hence, 

the study uses INET framework as the first choice for the OMNET++ environment (INET 

Framework for OMNeT++, 2012). 

Requirement: UC4_2 Grade 

Each component must be uniquely identifiable through an IPv4 IP-

address. 

4 (Excellent, 

fully 

supported) 

 

 

In OMNeT++ each component can be identified with an IPv4 address using INET 

framework or MiXiM frameworks (INET framework OMNET++ manual, 2012). 

Requirement: UC4_3 Grade 

It must be possible to define access-lists for each component, i.e. 

local firewall rules. 

 

4 (Excellent, 

fully 

supported) 

 

 

Using Automated Network Simulation and Analysis extension framework, ACL (Access 

List) can be defined for each component (Ansa-Automated-Network-Simulation-and-

Analysis, 2013). 

Requirement: UC4_4 Grade 

It must be possible to specify a role for each identified component 

(e.g. firewall, router, proxy). 

 

4 (Excellent, 

fully 

supported) 

 

 

It is possible to define the role of each identified components such as router, firewall, and 

proxy (Welcome to the INET Framework, 2014). 

Requirement: UC4_5 Grade 

It must be possible to model the functionality of a component based 

on the specified role (e.g. available routes and allowed connections 

between Components). 

4 (Excellent, 

fully 

supported) 

 

In INET framework different routes can be implemented using network autoconfiguration 

or using routing protocol implementation (INET framework OMNET++ manual, 2012). 

Requirement: UC4_6 Grade 

Visual representation of network connections. 4 (Excellent, 

fully 

supported) 
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The network connection between different components can be implemented easily using 

OMNET++. There are different ways of visualising the connection status between 

components in OMNeT++. The visual representation of the network connection is seen 

in yellow during transmission, and if there is a collision in the communication the color 

changes to red. In addition, if there are disconnected MAC modules the color turns to 

gray (INET framework OMNET++ manual). 

Requirement: UC4_7 Grade 

Visual representation of the logical network (OSI layer 3) 

architecture 

4 (Excellent, 

fully 

supported) 

 

 

IP, ICMP, and VLAN are a network layer protocol that can be model by OMNeT++ using 

INET framework (INET framework OMNET++ manual, 2012). 

Requirement: UC4_8 Grade 

Visualise and list allowed inbound and outbound TCP/IP-

connections to and from one component when the component is 

selected from a GUI. 

 

4 (Excellent, 

fully 

supported) 

 

 

The components can be configured to model packets, drop probability between each input 

and output connection, and visualised using GUI (INET framework OMNET++ manual, 

2012). 

Requirement: UC4_9 Grade 

Visualise the complete internal route for inbound and outbound  

connections to and from one component when the component is 

selected. 

4 (Excellent, 

fully 

supported) 

 

 

Simple modules INET framework can send messages to the destination or along 

predefined paths and visualise the route (Enhancing the 2-node Tic Toc, 2014). 

Requirement: UC4_10 Grade 

Drill down possibility into the available connections to view explicit 

allowing rule (in case packet filtering data is available) 

 

4 (Excellent, 

fully 

supported) 

 

 

Different connection rules in OMNeT++ are defined in the connection section of 

compound modules. In this compound module section available connection can be 

viewed explicitly. (OMNeT++ User Manual Version 4.5, 2014) 

Requirement: UC4_11 Grade 

Visualise all allowed connections and the direction for a selected 

port or service. 
 

 

4 (Excellent, 

fully 

supported) 
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The allowed connection and the direction of the connection can be visualised using the 

OMNeT++ simulation and modelling tool (Enhancing the 2-node Tic Toc, 2014). 

Requirement: UC4_12 Grade 

Support Internet Protocol (IP) suite protocols 

 

4 (Excellent, 

fully 

supported) 

Supports IP suite protocols using INET framework (INET Framework for OMNeT++ 

4.X, 2013).  

7.2.2 Network Simulator 3 (NS-3) 

Requirement: UC4_1 Grade 

Enable modelling IT environments, network architectures, and 

communications between components in the environment.  

 

4 (Excellent, 

fully 

supported) 

 

Network simulator 3 can be used to model network architecture of a network by using 

Pyviz and NetAnim animation methods. Since the sole purpose of NS-3 is to simulate 

computer networks to establish graphical modelling environments, other modelling 

framework should be used (NS-3 model library release NS-3-dev, 2014). 

Requirement: UC4_2 Grade 

Each component must be uniquely identifiable through an IPv4 IP-

address.  

4 (Excellent, 

fully 

supported) 

 

 

Each component is identifiable using IPv4 IP address which is assigned by 

Ipv4AddressHelper class (NS-3 model library release NS-3-dev, 2014). 

Requirement: UC4_3 Grade 

It must be possible to define an access lists for each component, i.e. 

local firewall rules. 

 

3 

(satisfactory, 

firewall full 

functionality 

missing) 

 

Currently full functionality of firewall is not implemented, but using Network Address 

Translation (NAT), the NS-3 community is working on introducing a new framework that 

could be used to implement firewall functionality (NS-3 GSOC2009 Network Address 

Translation, 2009). 

 

Requirement: UC4_4 Grade 

It must be possible to specify a role for each identified component 

(e.g. firewall, router, proxy). 

 

4 (Excellent, 

fully 

supported) 

 

 

Using NetAnim development tools it is possible to identify components such as firewall, 
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routers, proxy, and more (NS-3 Model Library, 2014). 

Requirement: UC4_5 Grade 

It must be possible to model the functionality of a component based 

on the specified role (e.g. available routes and allowed connections 

between components). 

 

4 (Excellent, 

fully 

supported) 

 

 

Using Ipv4RoutingProtocol the available routes and allowed connections between 

components can be modelled (NS-3 model library release NS-3-dev, 2014). 

Requirement: UC4_6 Grade 

Visual representation of network connections.  4 (Excellent, 

fully 

supported) 

 

 

By adding visualisation tool such as PyViz, the NS-3 can visualise network connections 

between components (PyViz, 2011). 

Requirement: UC4_7 Grade 

Visual representation of the logical network (OSI layer 3) 

architecture 

4 (Excellent, 

fully 

supported) 

 

The visual representation of the logical network can be modelled using the PyViz network 

visualiser (PyViz, 2011). 

Requirement: UC4_8 Grade 

Visualise and list allowed inbound and outbound TCP/IP-

connections to and from one component when the component is 

selected from a GUI. 

4 (Excellent, 

fully 

supported) 

 

NetAnim is a standalone offline animator based on Qt4 used for simulation by using trace 

file of NS-3 simulation to display and visualise topology and packet flows between 

different nodes and visualisations (NS-3 Model Library, 2014).  

Requirement: UC4_9 Grade 

Visualise the complete internal route for inbound and outbound 

connections to and from one component when the component is 

selected. 

2 (Poor, 

visualisation 

capability 

still 

ongoing) 

 

NS-3 uses different visualisers such as Netanim, Pyviz, and NAM the NS-3 creates 

animation files which the visualisers use to create animation. In general the visualisation 

capability of NS-3 is still in the development phase (Chaudhary et al., 2012). 
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Requirement: UC4_10 Grade 

Drill down possibility into the available connections to view explicit 

allowing rule (in case packet filtering data is available). 

4 (Excellent, 

fully 

supported) 

 

Using advanced NetAmin available desired connection can be viewed (NS-3 go to 

NetAnim Advanced mode, 2011). 

Requirement: UC4_11 Grade 

Visualise all allowed connections and the direction for a selected 

port or service. 

 

2 (Poor, 

visualisation 

capability still 

ongoing) 

 

Visualisation capability of NS-3 is still in the development phase. But using NetAnim 

and Pyviz methods, it is possible to visualise allowed connections and the direction of the 

routes (NS-3 Current Development, 2014).  

Requirement: UC4_12 Grade 

Support Internet Protocol (IP) suite protocols  4 (Excellent, 

fully 

supported) 

 

Supports Internet protocol suites (NS-3 NS-3.14 documentation, 2011). 

7.2.3 SSFNeT 

Requirement: UC4_1 Grade 

Enable modelling IT-environments, network architectures and  

communications between components in the environment. 

3 (Satisfactory, 

bad GUI and 

insufficient 

models) 

 

SSFNET can be used to model network architecture of a network using such as Raceway 

view software tools. Since the development has stopped there is a short of latest models 

that can be used to model current computer network infrastructure. (Raceway Views 

Animation User Guide, 2014) 

Requirement: UC4_2 Grade 

Each component must be uniquely identifiable through an IPv4 

IP-address. 

4 (Excellent, 

fully supported) 

 

The components are identifiable using IPv4 addresses (IP addresses in SSFNET, 2014).  

Requirement: UC4_3 Grade 

It must be possible to define an access lists for each component, 

i.e. local firewall rules. 

 

0 (Unknown, 

undefined 

feature) 

 

This requirement could not be proofed whether it can be supported by SSFNeT or not. 
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Requirement: UC4_4 Grade 

It must be possible to specify a role for each identified 

component (e.g. firewall, router, proxy). 

 

4 (Excellent, 

fully supported) 

 

 

Firewall, routers, switches and other models can be identified as components (SSFNeT, 

2004). 

Requirement: UC4_5 Grade 

It must be possible to model the functionality of a component 

based on the specified role (e.g. available routes and allowed 

connections between components). 

4 (Excellent, 

fully supported) 

 

 

Allowed connection of any large, medium or small network available routes and 

connection can be modelled using SSFNeT (Composition of very large networks, 2014). 

Requirement: UC4_6 Grade 

Visual representation of network connections. 4 (Excellent, 

fully supported) 

 

Using Raceways view software tool the SSFNET can visualise the network connection 

between components. (Raceway Views Animation User Guide, 2014) 

Requirement: UC4_7 Grade 

Visual representation of the logical network (OSI layer 3) 

architecture. 

3 (Satisfactory, 

insufficient 

models) 

 

Using Raceview tool the logical network can be modelled but there are a shortage of 

models to build some of network components (Raceway Views Animation User Guide, 

2014). 

Requirement: UC4_8 Grade 

Visualise and list allowed inbound and outbound TCP/IP-

connections to and from one component when the component is 

selected from a GUI. 

4 (Excellent, 

fully supported) 

 

 

Using DML setting up the TCP parameter and initial value the TCP/IP connection can be 

visualised (SSF.OS.TCP Implementation and Validation Tests, 2014). 

Requirement: UC4_9 Grade 

Visualise the complete internal route for inbound and outbound  

connections to and from one component when the component is 

selected. 

 

4 (Excellent, 

fully supported) 

 

 

Internal route for inbound and outbound can be visualised by SSFNeT using DML 

(Premore, 2006). 
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Requirement: UC4_10 Grade 

Drill down possibility into the available connections to view 

explicit allowing rule (in case packet filtering data is available). 

4 (Excellent, 

fully supported) 

 

 

SSFNeT included packet filtering functionality in its early release (SSFNeT Old news, 

2002). 

Requirement: UC4_11 Grade 

Visualise all allowed connections and the direction for a selected 

port or service. 

4 (Excellent, 

fully supported) 

 

Using sequence number synchronisation (three-way handshake), the allowed connection 

and the direction port or service in the network can be visualised (SSF.OS.TCP 

Implementation and Validation Tests, 2014). 

Requirement: UC4_12 Grade 

Support Internet Protocol (IP) suite protocols. 4 (Excellent, 

fully supported) 

 

It is an open-source java models of protocols, it includes (TCP, IP, UDP and others) 

(SSFNeT, 2004). 

7.2.4 IMUNES 

Requirement: UC4_1 Grade 

Enable modelling IT-environments, network architectures and 

communications between components in the environment. More 

detailed requirements below. 

3 (Satisfactory, 

only one link 

type, Ethernet) 

 

 

Network simulator 3 can be used to model network architecture of a network but it has 

only one link type, Ethernet (Puljiz & Mikuc, 2006). 

Requirement: UC4_2 Grade 

Each component must be uniquely identifiable through an IPv4 

IP-address. 

4 (Excellent, 

fully supported) 

 

 

Each component is identified by IPv4 and IPv6 (IMUNES advantages, 2013). 

Requirement: UC4_3 Grade 

It must be possible to define an access lists for each component, 

i.e. local firewall rules. 

4 (Excellent, 

fully supported) 

 

 

The access-list can be configured on each component (Vasic, 2013). 
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Requirement: UC4_4 Grade 

It must be possible to specify a role for each identified 

component (e.g. firewall, router, proxy). 

4 (Excellent, 

fully supported) 

 

 

The components can be identified as firewall, router, and proxy depending on their role 

(Vasic, 2013). 

Requirement: UC4_5 Grade 

It must be possible to model the functionality of a component 

based on the specified role (e.g. available routes and allowed 

connections between components). 

 

4 (Excellent, 

fully supported) 

 

 

Each component has a set of parameters; the parameters can be changed by double 

clicking the nodes (IMUNES Users Guide, 2004).  

Requirement: UC4_6 Grade 

Visual representation of network connections.  4 (Excellent, 

fully supported) 

 

 

Visual representation of network connection can be built easily with IMUNES modelling 

tool (IMUNES.2013). 

Requirement: UC4_7 Grade 

Visual representation of the logical network (OSI layer 3) 

architecture. 

4 (Excellent, 

fully supported) 

 

 

Network layer nodes such as routers, switches, and host can be visually represented 

(IMUNES.2013). 

Requirement: UC4_8 Grade 

Visualise and list allowed inbound and outbound TCP/IP-

connections to and from one component when the component is 

selected from a GUI. 

4(Excellent, 

fully supported) 

 

 

IMUNES supports the visualisation of allowed inbound and outbound TCP/IP 

connections of one component when the component is selected (Puljiz & Mikuc, 2006). 

Requirement: UC4_9 Grade 

Visualise the complete internal route for inbound and outbound  

connections to and from one component when the component is 

selected. 

4(Excellent, 

fully supported) 

 

 

The complete internal route for inbound and outbound connection to and from one 

component can be visualised in IMUNES (Puljiz & Mikuc, 2006). 
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Requirement: UC4_10 Grade 

Drill down possibility into the available connections to view 

explicit allowing rule (in case packet filtering data is available) 

4 (Excellent, 

fully supported) 

 

 

Using event editor the available connection can be viewed and adjusted depending on 

required rule (Vasic, 2013). 

Requirement: UC4_11 Grade 

Visualise all allowed connections and the direction for a selected 

port or service. 

 

4 (Excellent, 

fully supported) 

 

 

The allowed connection between different components can be modelled using IMUNES 

(IMUNES.2013). 

Requirement: UC4_12 Grade 

Support Internet Protocol (IP) suite protocols 

 

4 (Excellent, 

fully supported) 

 

 

Operates on real time based on TCP/IP stack (Vasic, 2013). 

7.3 Comparison 

Table 3. Comparison of modelling tools and functionalities (Evaluation two result). 

  

Requirements 

OMNeT++ Network 

Simulator 3 

(NS-3) 

SSFNeT IMUNES 

UC4_1 Enable modelling 

IT-environments, 

network 

architectures and 

communications  

4 4 3 3 

UC4_2 Identifiable through 

IPV4 
4 4 4 4 

UC4_3 Define access list 

for each 

component(firewall, 

router) e.g. Local 

firewall rules 

4 3 0 4 

UC4_4 Specify a role for 

each identifiable 

components 

(routers, switch)  

4 4 4 4 
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UC4_5 It must be possible 

to model the 

functionality of a 

component based 

on the specified role 

4 4 4 4 

UC4_6 Visual 

representation of 

network 

connections 

4 4 4  4 

UC4_7 Visual 

representation of 

logical network 

(OSI layer 3) 

4 4 3 4 

UC4_8 Visualise and list 

allowed inbound 

and outbound 

connection to and 

from 

4 4 4 4 

UC4_9 Visualise the 

complete internal 

route for inbound 

and outbound 

connections 

4 2 4 4 

UC4_10 Drill down 

possibility into the 

available 

connections to view 

explicit allowing 

rule  

3 4 4 4 

UC4_11 Visualise all 

allowed connections 

and the direction for 

a selected port or 

service 

4 2 4 4 

UC4_12 Support Internet 

Protocol (IP) suite 

protocols 

 

4 4 4 4 

Result Functionalities 47 43 43 47 

 

These twelve requirements were considered in the context of four network modelling 

tools. However, especially modelling tools NS-3 and SSFNeT failed to fulfill 

requirements such as UC4_1, UC4_3, UC4_7, UC4_9, and UC4_11. Observing the 

existing modelling tools, the table clearly shows the top two modelling tools are 

OMNET++ and IMUNES. These modelling tools will further be evaluated and analysed 

using the case computer network model in the next chapter. 
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8. Modelling using case computer network model 

The modelling tools were assessed based on the following checkpoints described below. 

These checkpoints are the mandatory requirements (Appendix A) for the modelling tools 

in this research. A scenario of case computer network model is described in Figure 8, 

which aims to gain practical analysis of the tools’ modelling capabilities and usabilities. 

This case model scenario is first drawn using the Google Draw drawing tool.  

Checkpoints (C) 

UC4_1 Enable modelling IT-environments, network architectures and 

communications. 

The computer network model consists of twenty-six nodes (two multilayer switches, eight 

layer two switches, one router, one wireless router, six servers, seven hosts, and one 

firewall), servers, PCs, wireless routers, and IP phones. The links between PCs and 

switches are connected with straight-through cable and other connections with crossover 

cables. 

UC4_2 Identifiable through IPV4. 

Each component is identifiable with IPv4 addresses. 

UC4_3 Defining access list for each component (firewall, router) e.g. Local firewall 

rules. 

For each component in the computer network, it should be able to define an access-list.  

UC4_4 Specify a role for each identifiable components (routers, switch). 

Each component in the case model should be identified models such as routers, switches, 

and firewalls of the modelling tool. 

UC4_5 It must be possible to model the functionality of a component based on the 

specified role. 

The functionality of components such as available routes and available connections 

should be modelled. 

UC4_6 Visual representation of network connections. 

The connections between different components should be visually represented. 

UC4_7 Visual representation of logical network (OSI layer 3). 

Visualising logical network layer. The logical network layer is the third-lowest level of 

the OSI layer reference, which performs such tasks as logical addressing, routing, and 

datagram encapsulation (Kozierok, 2005a). 

UC4_8 Visualise and list allowed inbound and outbound TCP/IP connections to and 

from one component. 

Visualising TCP/IP connectivity. TCP/IP provides end-to-end connectivity; connections 
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must be established between any components that wish to communicate (Kozierok, 

2005b). 

UC4_9 Visualise the complete internal route for inbound and outbound connections 

to and from one component. 

Visualising internal route for inbound and outbound connection when the component is 

selected. 

UC4_10 Drill down possibility into the available connections to view explicit 

allowing rule. 

Listing available connections, in case packet filtering data is available. 

UC4_11 Visualise all allowed connections and the direction for a selected port or  

service. 

Visualising the allowed connections and the directions the connections are heading to. 

UC4_12 Support Internet Protocol (IP) suite protocols. 

Check if the modelling tool supports Internet Protocol suites, such as TCP, UDP, IPv4, 

and OSPF. 

 

Figure 8. Case model: Computer network topology (model). 
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The case model includes different network components and network sections, such as 

DMZ (Demilitarized Zone), which is used to further strengthen the security of an industry 

network infrastructure. In addition, DMZ is a neutral computer network area between 

private and public computer networks, and trusted and untrusted networks (DMZ 

Virtualization, 2009). The purpose of including different computer network components 

and sections is to evaluate especially the modelling capabilities of modelling tools in a 

broader way. Based on the case model, the OMNeT++ and IMUNES modelling 

capabilities and usability are evaluated in Chapters 8.1 and 8.2. 

8.1 Modelling in OMNET++ 

In this section the checkpoints are verified against the modelling capability of the tool. 

C1 Setting network model. 

The OMNeT++ modelling environment is convenient to model a computer network using 

graphical interface property NED. Once the installation process ended, the case model 

was modelled as shown in Figure 9. During modelling processes the necessary 

components and links were modelled and configured easily. 

 

Figure 9. Case computer network model using OMNeT++. 

C2 IPv4 addressing. 

IP addressing assignment and static routing is done using the FlatNetworkConfigurator 

module. In OMNeT++ it is possible either to use an IP address pool or manually configure 

each network’s nodes. Figure 10 shows how the IP address pool is used to generate the 

IP addresses of components in the computer network. This example of IP addressing is 

an example taken from an existing computer network model in OMNeT++. It has 

connection-type names between the components: names = ‘ppp0’, IP address = 

‘10.10.10.2’, network mask, and network group. 
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Figure 10.Screenshot of IP addressing in OMNeT++. 

C3 Defining access list for each component (firewall, router) e.g. Local firewall rules. 

Using the source code configuration interface, the access-list can be configured 

depending on local firewall rules. Figure 11 shows how we can configure access-lists in 

OMNeT++. 

 

Figure 11. Screenshot of access-list configuration in OMNeT++. 

C4 Specify a role for each identifiable component (routers, switch). 

Models of different components can be identified in OMNeT++. Figure 12 shows the 

variety of models available to define the role of different components such as routers, PC, 

switches, and firewalls. 
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Figure 12. OMNeT++ components. 

C5 It must be possible to model the functionality of a component based on the 

specified role. 

Each component’s functionality can be configured using different interfaces available for 

each of the components in OMNeT++. Figure 13 shows a sample bgprouter inside the 

configuration interface. This interface helps to configure the router depending on its role, 

for example, changing connection type, IP addressing, and network type. 

 

Figure 13. Configuration interface inside bgprouter component. 
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C6 Visual representation of network connections. 

Visual representation of network connections between components has been shown 

already in Figure 8. 

C7 Visual representation of logical network (OSI layer 3) 

Different components in the case model have been identified using logical addresses 

shown in Figure 9. Further the OSI layer 3 is the lowest level in OSI model; its main 

purpose is to ensure the transfer of data from one host to the other. The Figure 14 

simulation demonstrates the transfer of data from Computer 1 to Computer 2. 

 

Figure 14. Visualising logical network with OMNeT++. 

C8 Visualise and list allowed inbound and outbound connection to and from one 

component. 

A simple example computer network from OMNeT++ library was taken to show inbound 

and outbound connections between different components. The inbound traffic from 

extclient, client[0], client[1], and client[2] accessed the server and the outbound traffic 

away from the server through the cloud, as shown in Figure 15. 
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Figure 15. Visualising inbound and outbound connections. 

C9 Visualise the complete internal route for inbound and outbound connections 

from one component. 

The complete internal route for inbound and outbound connection can be seen in the event 

box in Figure 15. In this case, simulation was turned on so that the internal route for 

inbound and outbound connections could be captured and shown. 

C10 Drill down possibility into the available connections to view explicit allowing 

rule. 

This requirement could not be achieved, although this does not mean that this requirement 

is not supported. The result might have been affected by usability issues. During this 

research, this requirement functionality was unknown. 

C11 Visualise all allowed connections and the direction for a selected port or service 

The allowed connection and the direction of the route can be seen in Figure 15, i.e. client 

[0] → cloud, client → server. 

C12 Support Internet Protocol (IP) suite protocols. 

The Internet Protocol suite is a term used to describe a set of communication protocols 

that includes application, transport, Internet layer, and physical layer in OSI models. In 

addition to Figure 16, Figure 8, Figure 9, and Figure 12 demonstrate that OMNET++ 

supports the Internet Protocol suite. 



46 

 

Figure 16. IP suite protocols in OMNeT++. 

8.2 Modelling in IMUNES 

C1 Enable modelling-environments, network architectures, and communications. 

The modelling of computer virtual network using IMUNES is very easy, especially 

compared to OMNeT++. The necessary models to build the case model are easily 

available from the sidebar and can be dragged and dropped without any difficulty. 

 

Figure 17. Case computer network model using IMUNES. 

C2 Identifiable through IPV4. 

Figure 17 shows that each component (such as router, switch, firewall, PC, and servers) 

can be identified with IPv4 addresses. 
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C3 Defining access-list for each component (firewall, router) e.g. Local firewall 

rules. 

The access-list for each component can be applied on physical interfaces and logical 

interfaces using the router configuration option, shown in Figure 18. 

 

Figure 18. Defining access-list in IMUNES. 

C4 Specify a role for each identifiable components (routers, switch). 

The role of components can be specified easily with the available models in the IMUNES 

library models (such as routers, switch, and firewalls). These components were used to 

model the case computer network shown in Figure 17. 

C5 It must be possible to model the functionality of a component based on the 

specified role. 

An example router shown in Figure 19 demonstrates that the functionality of the 

components can be specified using configuration properties. 

 

Figure 19. Modelling Example component (router) functionality. 
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C6 Visual representation of network connections. 

The visual representation of network connections between components is modelled and 

the link configuration can be set up based on configuration requirements, as shown in 

Figure 20. 

 

Figure 20. Visualisation of network connection between components. 

C7 Visual representation of logical network (OSI layer 3). 

Figure 17 shows the visual representation of logical network in case model. The 

components and interfaces are identified by IP addresses. 

C8 Visualise and list allowed inbound and outbound connections to and from one 

component. 

The inbound and outbound connection from the component ‘Switch’ in Figure 21 shows 

inbound and outbound connections. The inbound connection is through interface e0, and 

the outbound connections to Servers One to Three are through interfaces e1, e2, and e3. 



49 

 

Figure 21. Inbound and outbound connections. 

C9 Visualise the complete internal route for inbound and outbound connections to 

and from one component.  

Visualisation of complete internal routes for inbound and outbound connections of a 

component could not be achieved. This requirement was depicted as an unknown feature 

during this research. 

C10 Drill down possibility into the available connections to view explicit allowing 

rule (packet filtering). 

Figure 19 also shows that it is possible to view the explicit allowing rule by selecting 

available routes such as rip and OSPF. 

C11 Visualise all allowed connections and the direction for a selected port or service. 

Visualisation of connections to selected port and service could not be achieved and thus 

was an unknown feature during this research.  

C12 Support Internet Protocol (IP) suite protocols. 

IMUNES modelling tool supports IP suite protocols such as MAC, IP (IPv4, IPv6), and 

DHCP (which is used to dynamically distribute IP addresses). For this requirement an 

example component PC was taken and is shown in Figure 22. 
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Figure 22. IMUNES IP suite protocols support example. 

8.3 Findings 

Four modelling tools were chosen in total for the evaluation using different literature 

reviews based on the requirements (Appendix A) in this research. Two of the top 

modelling tools were further studied and evaluated based on the case model (Figure 8). 

This evaluation was graded based on the metrics and descriptions defined in Table 2; the 

result is shown in Table 4. 

 Table 4. Result of comparison between IMUNES and OMNeT++ using case network mode 
 (Evaluation three result). 

 

Table 4 explains the practical findings of IMUNES and OMNeT++ tools’ modelling 

capabilities. The modelling capabilities were tested and evaluated based on the twelve 

checkpoints applied on the case model. As shown in the results of Table 4 compared to 

the results of Table 3, requirements UC4_9, UC4_10, and UC4_11 have a different output 

than Table 3 of the theoretical analysis. For better visualisation of the result, the 

comparison between evaluation two and three of both OMNeT++ and IMUNES are 

graphically presented in Figure 23 and Figure 24 consecutively. 
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Figure 23. Comparison of OMNeT++ evaluation two result versus OMNeT++ evaluation three. 

Figure 23 shows the comparison of evaluation two result and evaluation three result of 

OMNeT++. The result shows that after the practical analysis (Evaluation three) of 

OMNeT++ requirement UC4_10 could not be achieved; the difference is shown in blue. 

This result also indicates that the capability of the OMNeT++ modelling tool requirement 

UC4_10 is different from what was claimed before by the OMNeT++ community when 

assessed practically. 

 

Figure 24. Comparison of IMUNES evaluation two versus IMUNES evaluation three. 

Figure 24 shows the comparison of evaluation two results and evaluation three results of 

IMUNES; the difference is shown in blue. The result shows that after practical analysis, 

requirements UC4_9 and UC4_11 could not be fulfilled. 
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Usability of the tools 

The usability of the modelling tools was also considered during the installation and 

modelling process. During installation and testing of the two top modelling tools, there 

were some technical problems from usability and software aspects. This was especially 

the case during installation of OMNeT++, which has many components and complex 

configuration files that made it hard to model the case computer network model easily. In 

addition, from a software aspect it requires basic C++ programming language knowledge 

if one wants to take full advantage of the tool modelling capabilities. During the 

installation process there was a hardware crash, which created a delay and additional costs 

during this research process. In contrast, the installation of the IMUNES modelling tool 

was very easy. It is a light-weight modelling tool compared with OMNeT++. Further, 

during installation there was no software or hardware crash, and no prior programming 

languages are needed (at least at the beginning stages) to use the tool. But the usability 

factor is still a concern; (Gamess, Urbáez, & Palacios, 2011) found out after an 

experiment that the usability factor of IMUNES is less than such tools as packet tracer 

and GNS3.  

9. Discussion 

In today’s industries, computer network security is one of the most serious issues that 

companies have to contend with. Organisations are using different modelling tools to 

secure their computer networks. As a computer network becomes larger and larger, the 

problem increases, and modelling and analysing the computer networks becomes more 

and more challenging (Lee, Bohacek, Hespanha, & Obraczka, 2007). For many 

organisations, selecting the appropriate computer network modelling tools that will fulfill 

most organisations’ security protocols has not been an easy task. Computer network 

security consultants currently use different modelling tools to control and assess various 

computer networks. As explained in this research, there are different kinds of proprietary, 

open-source, and commercial modelling tools for organisations’ computer network 

security consultants’ to choose from and use. This research is focussed on open-source 

software modelling tools due to the reasons mentioned in Chapter 1. In this research, four 

open-source modelling tools were considered. The four modelling tools were chosen 

based on the different criteria shown in Table 1. The study assessed and evaluated the 

tools on theoretical and practical aspects based on the requirements set by the company 

nSense. It should be noted that during practical analysis, the IMUNES simulation was not 

working property, which could have compromised the validation of some of the 

requirements. To focus the research in a more specific area, two research questions were 

formulated. 

Regarding the first research question, ‘What are the limitations in existing network 

modelling tools?’ the results show that there are some limitations in the capabilities of 

some of the tools’ abilities to model a computer network infrastructure. As shown in Table 

3 and Table 4, there were requirements which could not be fulfilled by the modelling 

tools. During practical analyses of OMNeT++ and IMUNES, requirements UC4_9, 

UC4_10, and UC4_11 could not be achieved. In addition, the research also showed the 

difference between different modelling tools based on the requirements in this study. The 

usability of the modelling tools was found to play a key factor in the results of the 

evaluation. 
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The first stage of the research used different literature reviews and web sources to support 

the evaluation of the tools’ capabilities. This stage helped to illustrate and differentiate 

the selected tools from each other and gave a broader aspect in theory about the tools. 

The study used scales from zero to four for ranking the capability of modelling tools to 

model a computer network infrastructure based on the requirements. Finally, the results 

were added and compared with each other, as shown in Table 3. This comparison was 

done to differentiate which of the selected tools fulfilled most of the requirements; as a 

result, the top two tools were selected for further study.  

OMNeT++: Some of the tasks that can be performed using the OMNNeT++ simulation 

environment include the modelling of complex wired and wireless computer networks, 

protocol modelling, queuing networks, the modelling of different hardware architectures, 

and the evaluation of the performance of different computer networks. To use the 

OMNeT++ network simulation environment, we have to import frameworks depending 

on our needs. This has made the working environment more sophisticated, but probably 

too complex for a novice user. For this research, the INET framework was used to 

implement the case model, although this does not mean that this is the only framework 

available for the OMNeT++ environment. There are other frameworks, such as MiXiM, 

which is mainly used in mobile and fixed wireless networks, focussing on lower levels of 

protocols; it provides detailed radio wave propagation, INETMANET, Veins, and more. 

In addition, the OMNeT++ modelling environment can be used to simulate the modelled 

computer network. It is primarily used for simulation of a network both for wireless and 

wired communications. OMNeT++’s flexible and generic architecture makes it 

applicable to many sectors, such as complex IT systems, the queuing of computer 

networks, and in hardware architecture.  

In the first stage, the literature was reviewed; based on the literature reviews, the 

requirements set to analyse the tools on this research were assessed against the OMNeT++ 

environment and if the twelve mandatory requirements were able to be fulfilled. In the 

second stage, these requirements were further studied and cross-checked using case 

model practicality. During installation, there was a hardware crash as well as usability 

problems. The problems may depend on the operating system features which OMNeT++ 

runs on, as well as the knowledge of the user of such an environment. It can be concluded 

that from practical analysis, OMNeT++ is a complex environment, especially for novice 

users. The results (Table 4) show slight differences between evaluations two and three. 

As a result, the practical analysis indicates that the actual results of the tool’s modelling 

capability might have been affected by usability problems. Thus, installing and running 

the OMNeT++ modelling environment requires a thorough study of the OMNeT++ 

manual and acquiring basic knowledge of C++. This limits novice users from using the 

tool properly and effectively, if they do not have sufficient programming language skills. 

Based on the practical analysis, the installation and setting up of OMNeT++ requires one 

to have enough memory space and a fast operating system.  

Even though OMNeT++ has some limitations, as Varga and Hornig also described 

(2008), OMNeT++ is a rich computer network simulation model and suitable for any 

industry and research group creating independent simulation models. The versatility of 

OMNeT++ makes it unique, which one can model either with coding or by using GUI. 

Based on this research, OMNeT++ is the current best modelling and simulation tool 

compared to IMUNES, SSFNeT, and NS-3. This claim is also supported by Varga and 

Hornig; they claim OMNeT++ is the current best computer network model simulator 

compared to NS-3, J-SIM, SSFNeT, OPNET, and others. The growing use of 

OMNeT++for open-source simulation models, with different practitioners contributing 
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enormously, shows that the tool has become highly preferable over the past ten-plus years 

of its existence (Varga & Hornig, 2008). 

NS-3: is mainly focussed on simulation of how packet data networks work and perform. 

The sole purpose of N-S3 is simulating an environment, and it is the most widely used 

simulator in the research and development area, but it can also be used in different 

industries such as telecommunications and transportation. It is mainly used in the Linux 

environment but there are also different plugins and support for FreeBSD and Cygwin for 

Windows operating systems. This might create usability problems for those who are only 

familiar with Windows operating systems. Python and C++ are the main languages used 

in NS-3, which might be a limiting factor for those who want to use the simulator but who 

do not have a working knowledge of C++ or Python scripting. Furthermore, since NS-3 

is a complex system and has different dependencies components, it is hard to understand 

the whole framework within a short timeframe. For example, extracting some metrics 

from a random simulation cannot be achieved easily without proper network monitoring 

frameworks. Even though there are different monitoring frameworks (such as 

FlowMonitor) for this purpose, most of them do not fulfill most of the requirements; there 

is still some room for improvements in data output methods, and database and binary files 

(Carneiro, Fortuna, & Ricardo, 2009). In addition, since the visualisation and modelling 

capability of NS-3 is still in progress, it was not preferred for this particular research goal.  

SSFNeT: is a simulation and modelling tool which is mainly used in large and complex 

computer networks above the IP packets level. In SSFNeT, DML can be considered as 

the NED version of OMNeT++, although it lacks some features to scale large network 

models (Varga & Hornig, 2008). SSFNeT has four implementations based on C++ and 

Java language, but most of the models are built in Java. Thus, as Varga and Hornig 

pointed out, the simulation performance in SSFNeT is weaker because of the large 

amount of models based on Java developments rather than C++. Another disadvantage of 

Java-based SSFNeT development is that there is no possibility to use different existing 

protocols written in C++.  

IMUNES: is one of the currently available lightweight simulator/emulator and modelling 

tools. The modelling of a computer network infrastructure is relatively easy compared to 

OMNeT++. Even though using and modelling in the IMUNES environment is easy, 

simulating a case model could not be achieved. This limited the testing visualisation 

capability of requirements UC4_9 and UC4_11 due to software incompatibility and 

usability problems; this does not mean, however, that the tool cannot support this 

functionality.  

The second research question was, ‘What are the gaps in open-source modelling tools?’ 

In current open-source software development, one of the biggest issues is the usability 

problem. (Hedberg, Iivari, Rajanen, & Harjumaa, 2007) that usability is one measuring 

factor for the quality of a system or software. Further, usability is the ability of a user to 

effectively and sufficiently achieve a desired goal. They also point out that usability is 

always relative to specific users and specific goals and tasks. These aspects, I believe, 

determined the outcome of the results in this research. During practical analysis of this 

research, the usability factor was one of the main issues that prevented achieving some of 

the practical analyses. The inadequate information and complexity of some of the 

modelling tools are the main reasons for the usability problem, which affected the 

outcome of the result. For example, even if most of the requirements were achieved, 

during practical analyses of OMNeT++ and IMUNES software, crashes and usability 

problems were faced, especially during the installation process. Thus, usability is also a 
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key factor when assessing modelling tools, and it is relative to specific users, goals, and 

task (Hedberg et al., 2007).  

10. Conclusion and limitations 

The main objective of this research is to assess different open-source network modelling 

tools and their limitations. In addition, the research aims to help different industry and 

research groups to gain a broader insight into different modelling tools. Currently there 

are commercial, proprietary, and open-source computer network modelling tools 

available in the industry. Due to the reasons mentioned in Chapter 1 (the accessibility 

problems of commercial and proprietary modelling tools), this research focussed on open-

source modelling tools. Thus, the research studied, firstly, what are the limitations in 

existing computer network modelling tools, and secondly, what are the gaps in open-

source modelling tools. 

The study tried to assess different existing open-source network modelling tools. The 

results of the research (Table 3 and Table 4) show that most of the modelling tools fulfill 

most of the requirements set for this research. The top two modelling tools, OMNeT++ 

and IMUNES, were selected because they fulfilled the most requirements compared to 

the other two (SSFNeT and NS-3). These modelling tools were further studied using the 

case model. Both modelling tools have the capability to build most of the case model with 

only slight differences between each other. The results showed that using OMNeT++, the 

case model was built better and could be configured using source or GUI options. It 

fulfilled most of the mandatory requirements set in this research. IMUNES is an easier 

and lighter-weight modelling tool compared to OMNeT++, but it has only one 

configuration, which is using GUI. Further, it fulfilled fewer requirements than OMNet++ 

did. As a result, OMNeT++ was chosen as the top computer network modelling tool in 

this research.  

According to the results mentioned in the findings chapter, usability problems played a 

key role in the outcome of the results. It was difficult to accomplish some of the 

requirements (UC4_10 especially) in the OMNeT++ modelling environment. 

Furthermore, the complexity of OMNeT++ created installation problems, as well as 

software crashes. Thus, it can be concluded that such research results are highly 

dependent on the researcher, and his or her knowledge and ability to analyse such tools. 

On the contrary, the IMUNES modelling environment was easy to install and did not 

cause any software crashes during practical analysis of the tool. Compared to the 

OMNeT++ environment, however, IMUNES is a young development environment and 

is less capable of modelling computer networks.  

The installation and configuration of the OMNeT++ and IMUNES modelling tools was 

very difficult during practical analysis of the tools, especially the OMNeT++ 

environment, which needed some basic C++ knowledge and also has many components 

and configuration parts. It took some time to get used to the environment. For a novice 

user, based on this research OMNeT++ is more complex and might be too hard to work 

with compared to IMUNES. As a result, the usability and complexity of tools are also key 

factors for the outcome of this research. Users being co-developers in OSS is one big 

factor for usability issues in most OSS projects, since the usability of their software may 

not as important as normal users. I also believe that understanding users’ work practices 
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and the context of use, as well as gathering early user feedback and redesigning the 

solutions based on that feedback, is one way to minimise such usability issues in any OSS 

system/software (Hedberg et al., 2007). Overall, we can conclude that currently there are 

gaps in open-source network modelling tools: there is no one tool that can fulfill all the 

mandatory requirements (Appendix A). 

The limitations of this research are that all of the modelling tools chosen in this research 

are open-source. This limits the research from assessing some of the current best available 

closed-source modelling tools. Closed-source software follows high quality assurance 

processes such as code review, which minimises any security flaws in the software. 

Another limitation is that in order to evaluate some of the requirements in this research, 

a simulation environment had to be created for practical analysis of both OMNeT++ and 

IMUNES. For the simulation of OMNeT++, pre-existing simulation samples were used 

to show its capability of modelling some of the requirements. On the other hand, the 

simulation was not working with IMUNES due to software compatibility issues. 

Requirements UC4_9 and UC4_11, which require that the tool needs to visualise inbound 

and outbound connections and visualise internal routes, could not be achieved for further 

analysis. 

Future study 

The main purpose of this study is to find a tool that can visualise real network connections 

between components based on network rules. The tool is a network availability software 

which can pull network devices, information messages, and other necessary data about 

the computer network. Based on this information, the tools provide a model of the entire 

network infrastructure, giving computer network security consultants or other network 

engineers a real-time view of the network. Unfortunately, security consultants who are 

managing security currently get outdated information about the network, which is given 

to them by other technical persons. Those technical persons are only drawing from what 

they think is important, leaving other important information and components out, which 

might lead to security breaches if network security personnel are not aware of them. 

Although there are different tools such as SolarWinds—which listens to networks using 

Simple Network Management Protocol (SNMP), which helps to fetch data and to draw a 

network diagram—these tools give limited information about the computer network. 

Therefore, nSense is looking for a tool which could be developed further based on this 

research result. As future study, more studies could be done on how to improve the 

suggested tool (OMNeT++) based on the requirements found in Appendix A of this study. 
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Appendix A 

Requirement template 

RequirementID Category Priority 

Textual Requirement Specification  

Requirement list 

UC4_1 Functional Mandatory 

Enable modelling IT-environments, network architectures and communications 

between components in the environment. More detailed requirements below. 

 

UC4_2 Functional Mandatory 

Each component must be uniquely identifiable through an IPv4 IP-address. 

 

UC4_3 Functional Mandatory 

It must be possible to define an access lists for each component, i.e. local firewall rules 

 

UC4_4 Functional Mandatory 

It must be possible to specify a role for each identified component (e.g. firewall, router, 

proxy) 

 

UC4_5 Functional Mandatory 

It must be possible to model the functionality of a component based on the specified 

role (e.g. available routes and allowed connections between components) 

 

UC4_6 Functional Mandatory 

Visual representation of network connections. Described in detail in the next 

requirements. 

 

UC4_7 Functional Mandatory 

Visual representation of the logical network (OSI layer 3) architecture 

 

UC4_8 Functional Mandatory 

Visualise and list allowed inbound and outbound TCP/IP-connections to and from one 

component when the component is selected from a GUI. 
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UC4_9 Functional Mandatory 

Visualise the complete internal route for inbound and outbound connections to and 

from one component when the component is selected 

 

UC4_10 Functional Mandatory 

Drill down possibility into the available connections to view explicit allowing rule (in 

case packet filtering data is available) 

 

UC4_11 Functional Mandatory 

Visualise all allowed connections and the direction for a selected port or service 

 

UC4_12 Functional Mandatory 

Support Internet Protocol (IP) suite protocols 

 

UC4_14 Functional Nice-To-Have 

The model understands and is able to perform network address translation 

 

UC4_15 Functional Nice-To-Have 

The model is able to import router and firewall rule exports from well-known network 

devices 

 

UC4_16 Functional Nice-To-Have 

The system is able to display how old is the data for a particular host (in case the data 

is entered manually or automatically)  

 

UC4_17 Functional Nice-To-Have 

The model is able to import host information (available hosts and ports) from well-

known network discovery tools and host built-in tools (e.g. netstat, route, arp) 

 

UC4_18 Functional Nice-To-Have 

Possibility for general environment view with connections between network segments 

and drill down into network segments 

 

UC4_19 Functional Nice-To-Have 

Possibility to generate different views using filters in the GUI 

 

UC4_20 Functional Nice-To-Have 

The system should support modelling of transparent traffic filters such as IPS and layer-

2 firewalls 
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UC4_21 Functional Nice-To-Have 

The system stores history data in a database 

 

UC4_22 Functional Nice-To-Have 

The system has ability to integrate (feed and read data) with the most common CMDB 

solutions and asset registers 

 

UC4_23 Functional Nice-To-Have 

Possibility to have a distributed installation of the system to create probes and to be 

able to read input data from several sources automatically 

 

UC4_24 Functional Nice-To-Have 

Possibility to store historical information on component activity and store additional 

data and attributes such as used MAC-addresses and hostnames 

 

 

 

 

 


