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ABSTRACT
Medical ICT applications have developed significantly during the past years. In
particular, wireless and mobile communications have provided healthcare with
efficient, flexible and cost-effective solutions. Mobile networks can be used as
the infrastructure supporting remote monitoring of patients. However, wireless
and mobile networks are inherently unreliable, while medical ICT applications
must be highly reliable. Mobile Cloud (MC) is a new and promising paradigm,
which allows proximate mobile users to establish short-range connections as
well as being connected through their cellular access. A mobile cloud is defined
as an opportunistic cooperative cluster of wireless devices in close proximity
(i.e., short-range), where each device can also be connected to access points or
base stations, even simultaneously. A mobile cloud can be utilized as a possible
communication technology to provide high reliability data transmission on
health monitoring devices. This new paradigm is proposed to minimize the
outage probability by the cooperative diversity offered by the collaborative
devices in the cloud. Most of the prior works on MC are focused on the energy
efficiency improvement in the nodes of mobile clouds.
Four medical ICT scenarios are considered that can use mobile clouds to
improve the reliability of data transmission in this thesis. The proposed
scenarios are classified based on their typical use and key communication
requirements. A Wireless Body Area Network (WBAN) monitors the health or
wellbeing condition of the user. Moreover, a mobile or smart-phone owned by
the user/patient acts as a gateway device which collecting the measured data
from the WBAN. The monitored user exploits a MC with other communicationenabled devices in its close proximity. The studied MC is operated in a singlecell involves cellular users and one BS. The Selection Amplify-and-Forward (SAF) and All-participate Amplify-and-Forward (AP-AF) cooperative algorithms
are proposed to minimize the outage probability of the system. In the S-AF case,
the best node with highest transmitted SNR is selected and retransmits the data.
The selection is done at the BS side. The AP-AF algorithm uses all the
cooperating devices in the cloud for relaying the data. Both algorithms applied
TDMA fashion for relaying the signal.
The performance of the proposed algorithms is compared with the noncooperative transmission link. Simulation results illustrate that the offered MC
model is capable to achieve significant performance gains over the noncooperative case in terms of outage probability. Results also show that the
outage probability is highly affected by the cloud size in both approaches. The
S-AF scheme offers the best performance in minimizing the outage probability
compared to the AP-AF and non-cooperative cases.
Keywords: mobile clouds, reliability,
algorithms, wireless body area network.
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1. INTRODUCTION
The rapid advances of Information and Communication Technology (ICT) has
empowered the development of several application fields. Medical sector is one of
such paradigms that has been modernized by the aim if ICT systems. Medical ICT
applications are numerous and diverse. Health monitoring devices (e.g., wearable
sensors, smart-watches, etc.) and Wireless Body Area Networks (WBAN) are
examples of ICT system applications used in medical areas. Modern health
monitoring systems can offer several advantages such as increasing patient safety
and Quality of Service (QoS), self-diagnostic and cost reduction. One important
aspect of wearable health-monitoring devices and WBAN is their wireless
connectivity. The type of required connectivity depends on both, the operating
scenarios as well as the communication requirements. Several technologies can be
considered to provide connectivity, e.g., Wi-Fi or Bluetooth for local connectivity in
addition to cellular interface (e.g., 2G, 3G, 4G) for mobile access. [1-3]
Mobile cloud (MC) can be used as a possible communication technology to
provide untethered connectivity to health-related devices. MC is defined as an
opportunistic cooperative cluster of wireless devices in close proximity (i.e., shortrange), where each device can also be connected to access points or base stations,
even simultaneously. Generally, MCs can be classified in three types, namely
personal, professional/trusted and public clouds. One benefit of mobile clouds is to
develop the performance, on each of the cooperative devices e.g., data throughput,
reliability, security and quality of service (QoS) [4-6]. The reliability of
communication can be improved by the cooperative diversity offered by MC. In
particular, the cooperative devices in the cloud relay the data to the Base Station (BS)
along with the direct transmission between the sender and BS. The communication
between the sender and cooperating users are done via short-rang air interfaces. The
collaborative connections of MC significantly increase the reliability of the network.
The aim of this thesis is to study key medical ICT scenarios which are utilized MC
to improve the reliability of data transmission from the user to BS. The considered
medical ICT scenarios are classified based on their descriptions and key
communication requirements. Health or well-being condition of the user is monitored
with a WBAN. Moreover, a mobile or smart phone owned by the user act as a
gateway device and transfers the collected data from WBAN to the access network.
The monitored user forms a MC with other communication-enabled devices in its
close proximity. The studied MC is operated in a single-cell consists of cellular users
and one BS. Amplify-and-Forward (AF) protocol is applied as a cooperation scheme
among the nodes of the MC. Consider the proposed scenarios, two algorithms are
studied to minimize the outage probability of system, i.e., S-AF and AP-AF. In both
algorithms, TDMA method is applied regarding the orthogonal transmission. The SAF algorithm uses only the best node in MC at a time for relaying the data to the BS.
Selection is done at the BS side by picking the relay link with highest transmitted
SNR. Regarding the less overall energy consumption and the great impact of
increasing cloud size on the performance of outage probability, S-AF is considered to
apply in scenarios with large cloud size. In the AP-AF algorithm, all the cooperating
nodes in MC are relaying the data to BS. This algorithm is considered to mostly use
in the scenarios with small cloud size because of the relation between the cloud size
and amount of needed time slots. The outage probability performance of the offered
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algorithms are numerically assessed and compared with the non-cooperative
transmission link. In general, the S-AF algorithm gained the best performance in
minimizing the outage probability compare to the AP-AF and non-cooperative links.
This thesis shows that, using Mobile Clouds in medical ICT scenarios is an
attractive solution to improve communication reliability. The numerical evaluations
show that, exploiting MC can significantly decrease the outage probability of
communication link in proposed scenarios. The cooperative nodes of MC agree to
help the monitored user by relaying its data to BS. Therefore, MC enables concurrent
connections to the access network reducing significantly the outage probability.
While progressing this thesis a paper has been published in the 8th International
Symposium on Medical Information and Communication Technology (ISMICT),
2014 [7].
The organization of this thesis is as follows; Chapter 2 provides an overview of
medical ICT and WBAN. In Chapter 3, mobile clouds and the cooperative protocols
used for them are considered. In Chapter 4, medical ICT scenarios are classified
according to their descriptions and requirements. Chapter 5 presents outage
probability minimization for medical scenarios utilizing MC. In Chapter 6, the
performance of proposed algorithms are numerically evaluated via Matlab-based
simulations. Chapters 7 and 8 are assigned to the discussion and summary of this
thesis.
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2. WIRELESS TECHNOLOGIES IN MEDICAL ICT
This chapter provides an overview of how wireless technologies can support medical
and healthcare applications. A survey on Medical ICT gives in Section 2.1. Section
2.2 gives an overview of WBAN definition. Section 2.3 presents challenges and
requirements of WBAN. Finally, section 2.4 proposes the summary and discussion of
this chapter.
2.1. Overview on Medical ICT
Advances in Information and Communication Technology (ICT) have brought novel
and useful applications to modern healthcare system. The use of wireless
technologies in medicine has a lot of potential to improve healthcare processes that
have been studied over the past years. [1, 3, 8, 9, 10]
Medical ICT can offer many benefits such as increasing patient safety, selfdiagnostics, mobility and quality of care and decreasing costs. Operating the ICT
systems in medicine, paves the way to come up with various and novel services in
healthcare delivery system.
Wireless technologies along with advanced medical ICT systems are capable to
monitor the patient’s health and wellbeing not only in hospitals and medical centers,
even in their homes and work places. This is referring to mobile healthcare delivery
system [9, 10].
Moreover, this causes the cost reduction for the healthcare systems as well as
improving the quality of life for the patients. As far as this kind of health monitoring
does not need cable installation, it is allowing patients to move around freely. In
addition to keeping patients out of hospitals and reducing healthcare costs, this
technology helps to prevent disease as well as permanent monitoring and managing
the chronic diseases. [11-13]
Hence, modern healthcare monitoring systems concentrate on prevention of
disease. In more detail, the focus in new systems is on avoidance and early detection
of disease as well as optimal care of chronic conditions. This paves the way to
improve existing healthcare systems that are typically designed to manage sickness.
Therefore, the healthcare system is taking a step forward by developing into the
mobile world. [14-17]
In addition, wearable health monitoring devices are a promising technology to
make these developments and improvements come true faster and more affordable in
the healthcare sector. Recent years have witnessed a significant increase in
developing wearable health and wellbeing monitoring devices. [3, 10]
Wireless Body Area Network (WBAN) has received considerable attraction in the
medical ICT research area. A WBAN enables ubiquitous monitoring for people and
gives them the prevalence of doing regular activities without restrictions.
Furthermore, as Figure 2.1 illustrates the ubiquitous monitoring system can be
classified into 3 tiers as described in [1, 3, 10]:
 Tier-1: Wireless Body Area Network
 Tier-2: Gateway device
 Tier-3: Healthcare server
Tier-1 referes to the radio communication system operated around human bodies
with a communication range about few meters. As can be seen from Figure 2.1, it
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provides connection among sensor nodes and between WBAN and the gateway
device. This tier is considered as the essential part of health monitoring system, since
the types of communication and the requirements are high challenging. There can be
a coordinator node in WBAN to convey data from all the sensor nodes to the
gateway. Besides, sensor nodes can send their data to the gateway individually and
without using any coordinator node. There is a vast literature on this area, see [8, 18,
19, 21].
Tier-2 involves transaction between gateway device and the access network. The
gateway can be connected to cellular networks or Internet to deliver data to the
health centers. This thesis focuses only on this Tier of the health monitoring system.
Tier-3 is related to the communication of the healthcare providers with the
monitoring system. Generally, it connects WBAN to the medical server or back-end
network. The collected data is transferred to the healthcare services through the
Internet or cellular network in this tier.

Figure 2.1. Ubiquitous health monitoring.
These classifications of health monitoring systems make the study of potential
faults and solutions simpler [20, 22]. Each tier require different types of connectivity.
Several technologies can be considered to provide connectivity. For example, Wi-Fi
or Bluetooth can be applied for local connectivity in Tier-1 and cellular interface
(2G, 3G, and 4G) for mobile access in Tier-2.

2.2. Wireless Body Area Network
Wireless Body Area Network consists of small, intelligent, ultra-low power and
wireless-enabled nodes, which are attached on or implanted into the body. Generally,
a node can be either a sensor or an actuator. Sensor nodes are able to monitor one or
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more vital biomedical values. In addition, actuators perform particular actions as
feedback of internal programming or external incentive. [1]
Moreover, the monitoring capability of sensors includes sensing, sampling,
processing and communicating of physiological signals. Furthermore, the sensor
nodes measure different vital signs like heartbeat, body temperature, respiratory rate,
ECG (electrocardiogram) and EEG (electroencephalogram).
The sensors can be implanted into the human body or attached into clothes or
shoes. In addition, actuators can be for different usage; e.g. drug delivery, neurostimulator and insulin pumps, etc. As Table 2.1 displays, typical number of nodes in
WBAN is dependent to their applications. [3, 9, 23]
Generally, WBANs can be applied in different scenarios, like, disability
assistance, computer-assisted physical rehabilitation, monitoring patients at home, at
hospitals, or anywhere. Depending on the scenario, the types of sensors that deployed
on or implanted into the human body can be different.
As shown in Figure 2.1, the sensors send the collected data to a sink or gateway
for connecting to healthcare provider. The gateway device works as a bridge between
the WBAN/sensors and the access network to convey data to health server.
Moreover, sensor nodes communicate with each other using certain short-range
wireless technology. For example: Bluetooth Classic, Bluetooth Low Energy,
ZigBee, IEEE 802.15.6-2-12 or UWB [24, 25, 27, 28].

2.3. WBAN Challenges and Requirements
WBANs must meet specific operating characteristics and requirements. Since they
are operated in, on or around human body, they should not be harmful for human
tissues or organs. Therefore, WBANs should transmit at low power to keep the users
safe against radio frequency exposure, which has harmful health effects dependent to
the radiofrequency (RF) emissions.
In more detail, this is referred to the specific absorption rate (SAR) that is the rate
at which RF energy absorbed by the human mass. This power limitation also extends
the network lifetime, that is, one of the most important requirements of WBANs [9].
The desired lifetime of system highly depends on the application and may vary for
different sensor nodes, see Table 2.1. Furthermore, WBANs should satisfy some
precise technical requirements, specifically when the network is monitoring lifesaving related signals. [26, 29, 30]
Reliability, security, high-throughput and negligible latency, especially for realtime applications are some of these requirements. Moreover, the signals contain
sensitive information about the person being monitored. Therefore the system needs
to be private and confidential to keep the user’s information safe.
As typical WBANs are not set up by ICT-engineers but mostly set by medical staff
at health centers, the configurations of the system must be run automatically. Also
the usability of the system should be easy for the users. [8, 15]
WBAN requirements may vary considerably through the uses. Table 2.1 shows
some of technical requirements of WBAN applications. Considering the
heterogeneity of the applications, the supported data rate varies immensely. The
target data rate for simple applications is of few Kbit/s, and it can be increased to
several Mbit/s for complex ones such as video streaming.
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On the whole, the application data rate of each sensor node may not be too high
individually. But, if the user consumes a WBAN consisting of many sensor nodes,
the summed data rate can simply reach tens of Mbit/s. In addition, a WBAN that uses
several of these devices can contain different number of nodes, ranging typically
from 20 to 50 sensor nodes. [29, 31, 32]
Moreover, the energy needed for different nodes and battery lifetime varies for
each scenario. The available power in the devices is always limited. On the other
hand, the desired lifetime for some application is long, for example; months and even
a year.
Therefore, the required energy is often larger than that available in the battery that
is used in the devices. Therefore, energy consumption is one of the crucial issues in
WBANs. For more details; see [19, 33]. Overall, management of appropriate quality
of service (QoS) is a significant part in the frame of risk management for healthcare
scenarios.
Table 2.1. Characteristics of typical medical ICT applications
Application

Description

No. of
typical
Nodes

Typical data
rate

Desired latency
lifetime

ECG

Monitoring heart
activity
500 Hz sample, 12-bit
ADC, 12 channels

<6

72 kb/s

> 1 week

EEG

Monitoring brain
electrical activity
300 HZ sample, 12-bit
ADC, 24 channels

< 10

86.4 kb/s

> 1 week

EMG

Monitoring muscle
activity
8 kHz sample, 16-bit
ADC, 12 channels

<6

1.536 Mb/s

> 1 week

Capsule
endoscope

Color image (90 k
pixels, 2 frames/s)

2

1 Mb/s

> 24 hours

Temperature/
Respiration/O2
/CO2

Monitoring status like:
body temperature,
respiration

< 10

< 10 kb/s

> 1 week

Audio

Audio transmission

3

1 Mb/s

> 24 hours

Video/Med
Imaging

Transmission of image
data and video
streaming

2

< 10 Mb/s

> 12 hours

Generally, health-monitoring services gather sensitive personal information.
Therefore, the acceptance of such services depends on the trust that both, users and
healthcare providers have in the provided systems. Medical professionals need
reliable information in order to provide treatment. In critical scenarios, when a life
threatening event remains undetected it can lead to fatal consequences [19]. Hence,
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reliability is a critical issue of medical applications to assure that the healthcare
supporters receive the monitored data properly.

2.4. Summary and Discussion
The previous sections provided an overview of medical ICT and wearable health
monitoring devices. Considering the proposed overview, the developed ICT
technologies had a large impact on health monitoring services. The novel health
monitoring systems improve people’s health and well-being. This modern
monitoring services deal with very personal and sensitive information that is then
send remotely to medical professionals. The modern healthcare system need to be
reliable since the healthcare providers use the data that obtained from the
measurements devices in order to provide treatment. To facilitate the adoption of the
modern health monitoring services, it is important to develop technologies that help
end-users (both patients and medical professionals) to establish trust in healthcare
service providers in terms of reliability. Since, high reliability seems to be a vital
goal for health monitoring systems. Hence, this thesis focuses on finding a possible
solution to improve communication reliability. The communication reliability is
referring to the transmission link between the gateway device and the access
network, i.e., Tier-2 of health monitoring system shown in Figure 2.1.
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3. CLASSIFICATION OF MEDICAL ICT SCENARIOS
This chapter identifies typical medical/healthcare scenarios according to a number of
practical situations and requirements. First, medical scenarios are classified and
described in section 3.1. Then, in following sections the associated communication
requirements of each scenario are studied. Finally, from these possible scenarios, the
most suitable ones are selected.

3.1. Identification and Requirements of Medical ICT Scenarios
In this section, typical medical ICT scenarios are classified into four different target
groups; healthy, chronically ill, intensive care and critical scenario. Generally, there
can be many ways to classify medical ICT scenarios. However, in this thesis typical
health situations and probable locations of the users are considered for the
classification. Mainly, the classification is based on descriptions and some
communication requirements of the scenarios. In all these scenarios, the health or
wellbeing conditions of the user are monitored with a WBAN. The wireless
connection to the health server is accomplished using a mobile device owned by the
user.
Furthermore, a mobile or smart-phone owned by the user/patient acts as a gateway
device which collecting the measured data from the WBAN. The gateway device
works as a bridge between the WBAN and the access network to convey data to the
health server. The communication requirements of the link between gateway device
and the access network are considered in all these scenarios.
Mainly, smart phones are not designed as unified medical communicators. In more
detail, the mobile phones cannot achieve the reliability desires of medical devices.
Wireless communications are inherently unreliable. For instance, in wireless
communications signal is affected by fading due to multipath propagation or
shadowing [34, 35].
The fading channels are unreliable to transmit sensitive medical information. Also,
the importance and value of data make mobile phones a goal for hackers.
Consequently, using mobile phone as the healthcare monitoring device can bring
several disadvantages to the system. But, much of the technology used in smart
phones make them applicable to be used as a gateway device in health monitoring
systems.
As far as the reliability is an essential requirement for healthcare systems, this
thesis focuses to find a possible solution for this problem. Hence, mobile cloud
concept is used to improve reliability of the communication link between the mobile
phone owned by the user and the access network. [36]
Generally, the communication requirements of the system strictly depend on the
types of applications as well as the user’s conditions. The state of a user is a pivot
element for labeling each scenario. Regarding to the status of users, their typical
locations and in following the accessibility to the base station or access point in
addition to availability of seeing other devices can be acknowledged.
Based on the location of the user, the concept of mobile cloud can be used in
different ways. In the case that the user is at home or in the office, the possible nodes
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of a mobile cloud are owned with trusted users, family members or coworkers. Thus,
one can expect altruistic user behavior. Hence, the trusted mobile cloud applied in
this scenario.
In some scenarios the monitored user could be in a public area, where strangers
mostly own the near-by wireless devices. In such scenarios, the egoistic cooperation
can be expected, where every user may cooperate only if there is a clear benefit.
Consequently, this case is referred to public clouds.
Mainly, the reliability is specified as one of the key requirements for medical
scenarios and health monitoring systems. To keep the system reliable, all the Tiers of
monitoring system should be reliable. As well as the reliability of communications in
WBANs, the reliability of transfer link between WBAN and healthcare center has
also significant importance.
The gateway device is considered to be a smart phone in this study. So, as
mentioned lately the radio based communication is inherently unreliable. In addition,
smart phones are not designed to meet reliability needed for medical applications.
Hence, mobile clouds are used to bring redundancy among other nodes in the cloud.
One particular aspect of mobile clouds is their use for enhancing energy efficiency.
Results in [5, 6, 38, 39, 40] showing the strong potential of mobile clouds to improve
energy efficiency in the nodes of the cloud. Sometimes this is referred to green
mobile clouds, there are several approaches to reduce power consumption [5, 39], but
it is out of the scope of this study.
From these possible scenarios, the most suitable ones are selected. This selection
particularly takes into account the requirements of the scenarios as well as the
characteristics of Mobile Clouds. The main idea behind using MCs is that the
wireless connection to the health server is accomplished using just a mobile device
possessed by the user.

3.2. Healthy Scenario; Descriptions and Requirements
As shown in Table 3.1, in healthy scenario the user lives a normal life and moves
freely everywhere (home, office, public areas, roads, etc.). The users in this scenario
are healthy people who are interested in monitoring their wellbeing. Whereas the
users do not have any special diseases, some simple types of application such as
heartbeat, blood pressure and temperature are monitored.
Moreover, real-time transmission of the monitored data in healthy scenario is not a
key priority, nor high data throughput. Hence, the collected data can be buffered and
transmitted forward to the heath server later upon a convenient situation or
appropriate condition occurs. [41]
Furthermore, depending on the user’s state, there can be different kinds of WBAN
applications. In healthy scenario, some simple types of applications monitored, for
example; heartbeat, body temperature, blood pressure. Consequently, the sensor
nodes used in the WBAN are approximately up to 10 nodes [29, 31].
The reliability presented in Table 3.1 refers to the communication link between the
gateway device and BS. Since the data being transferred contains vital user’s
information, it is an important requirement. As it is shown in Table 3.1, high
reliability is also an important requirement for healthy scenario since the collected
data are mostly used as a medical document of the user. But as mentioned earlier, in
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this case the gathered data can be buffered and transferred to the access network later
in case of any failure in the communication system.

Table 3.1. Healthy scenario; Description and Requirement
Healthy Scenario
Description

Requirement

Condition

Normal

Supported Data rate

Up to ≅ 10
Kbit/s

Typical Location

Home, Office, Public
area

Latency

Off-line
Real-time

Typical WBAN
application

Heart rate, Body
temperature, Blood
pressure

Reliability

High

Typical No. of
Nodes

< 10

Energy Consumption

Low

In healthy scenario, power of the gateway device is not a crucial issue. Because in
the case of battery low, the aggregated data can be buffered and transmit to the
access network later. Therefore, based on the easy-to-meet requirements, this
unchallenging scenario will not be further considered in the thesis.

3.3. Chronically ill Scenario; Descriptions and Requirements
In chronically ill scenario, user’s condition is more serious, mostly related to chronic
diseases like diabetes, asthma, cardiovascular syndromes and epilepsy. As Table 3.2
illustrates, chronically ill scenario is similar to the previous case in terms of
location/mobility. But the collected data is more significant, requiring his/her data to
reach the healthcare provider on time.
While the user is in private places like home and office, connection to the base
station or access point is mostly in good condition. The user may be surrounded by
other devices in these locations including those of family members, friends, and
colleagues. Therefore, the altruistic behavior is expected from the owners of
neighbor devices which refer to the trusted mobile cloud.
But if the user is in public areas, the nearby wireless devices are mostly owned
with strangers. In such case, altruistic behavior cannot be expected but egoistic
cooperation, where every user may cooperate only if there is a clear gain. This refers
to public mobile cloud.
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On the contrary, based on the chronic situation of the users, more complex WBAN
applications are utilized in this scenario. ECG, glucose monitoring, respiration and
EMG are examples of the typical applications may be used in the monitoring system.
As a consequence, the number of sensor nodes and the amount of collected data
would be higher than healthy scenario.
Table 3.2. Chronically ill scenario; Description and Requirement
Chronically ill Scenario
Description

Requirement

Condition

Chronic

Supported Data rate

Up to ≅ 100
Kbit/s

Typical Location

Home, Office,
Public area

Latency

Real-time

Reliability

High

Energy Consumption

Moderate

ECG, Blood
Typical WBAN
pressure, Glucose
application
monitoring, …

Typical No. of
Nodes

< 20

Since the user’s condition is more serious, real-time monitoring is a vital
requirement. Therefore, the communication should considerably be reliable. The
reliability of the system has impact on the patient life. [29, 31, 37]
As the transferring data from the gateway to the access network is done only by a
mobile phone owned by the user, is inherently unreliable. To meet the expected
reliability, mobile clouds are used to bring redundancy to the transferring link.

3.4. Intensive care Scenario; Descriptions and Requirements
In this scenario, the users are in really serious condition, so that they need intensive
care. The users in this scenario are mostly patients with serious cardiovascular
diseases, in the period of post-operative rehabilitation and elderly. Despite the critical
condition of the user, the location is limited to home, hospitals or health centers.
Hence, trusted mobile cloud can be mostly exploited in this scenario.
As it is shown in Table 3.3, applications that are operated in WBAN are complex
and needed several number of sensor nodes. As a result, the collected data rate
simply attained 10s of Mbit/s. According to the vital importance of the gathered data,
the reliability and real-time transmission are highly important in this scenario.
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As the user is monitored from home or hospital, the other wireless devices close to
the user are mostly other devices of the user or belonged to family members, friend
or roommate in hospital. So, they are trust to cooperate in MC with the user.
Moreover, to keep the reliability of data transmission in high level, using only the
user’s mobile device is not enough. Hence, exploiting multiple links of a MC is
fundamental to achieve more stringent requirements of this scenario.
In the meantime only the user’s mobile device is collecting data from WBAN;
therefore the energy consumption of the device is significantly important. But in this
scenario, as the user is monitored from home or hospital, the user’s equipment easily
accesses to the power source. So, reducing the power consumption of the gateway
device is not a crucial requirement here.
Table 3.3. Intensive care scenario C; Description and Requirement
Intensive care Scenario
Description

Requirement

Condition

Intensive Care

Supported Data rate

Up to ≅ 20
Mbit/s

Typical Location

Home
Hospital
Health Centers

Latency

Real-time

Reliability

Very High

Energy Consumption

Moderate

ECG, EEG, EMG,
Typical WBAN
Heartbeat,
application
Respiration, Video,
…

Typical No. of
Nodes

20 - 50

3.5. Critical Scenario; Descriptions and Requirements
This scenario is related to the users who have serious critical condition. The critical
health situation of the users forced them to stay at hospitals or health centers. The
WBAN applications are complex and same as Intensive care scenario, large numbers
of sensor devices are operated in WBAN.
This is the most challenging scenario in terms of interfering to other bigger
medical devices like MRI and Ultrasound imaging. Moreover, respect to the several
WBAN applications, the data rate can reaches approximately 100 Mbit/s. This is a
large amount of data rate, which is received by user’s mobile device. In addition,
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negligible or at least very small latency is considerably vital requirement in this
scenario [9, 31].
As the users are monitored in hospitals or health centers, the neighbor nodes could
be mobile devices of other patients or staff in the hospital, or particular nodes
purposely installed to act as cooperating nodes. Therefore, the other devices are
mostly forced to cooperate with each other.

Table 3.4. Critical scenario; Description and Requirement
Critical Scenario
Description

Requirement

Condition

Critical

Supported Data
rate

Up to ≅ 100 Mbit/s

Typical
Location

Hospital
Health Centers

Latency

Real-time

Reliability

Very High

Energy
Consumption

Low

Typical
ECG, EEG, EMG,
WBAN Heartbeat, Respiration,
application
Audio, Video

Typical No.
of Nodes

20 - 50
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4. OVERVIEW ON MOBILE CLOUDS AND COOPERATION
In this chapter mobile cloud are introduced and described. The mobile cloud concept
is exploited as a way to improve reliability. A general definition of mobile cloud is
first introduced in section 4.1. Furthermore, in section 4.2 mobile cloud classification
is presented. At the end, the cooperation strategies used in mobile clouds are studied
in detail in section 4.3.

4.1. Mobile Clouds: General Definitions
In the past few years, mobile clouds have been introduced and studied. A Mobile
Cloud (MC) is defined as an opportunistic cooperative cluster of connected wireless
devices in close proximity (i.e., short-range), where each device can also be
connected to access points or base stations, even simultaneously. [4]
A MC has a centralized-distributed architecture, equivalent to the cellular network
along with the distributed (ad hoc) local access, respectively. MC can also be seen as
a platform for sharing distributed resources. These resources can be radio resources
besides physical and information resources residing on the devices. [4]
Figure 4.1, illustrates a typical model of mobile cloud, where mobile devices
cooperate with each other through short-range links, each of which can also be
connected to the overlay cellular network. BS denotes base station and AP indicates
access point in this model.

Figure 4.1. Basic Mobile Cloud architecture.
The nodes of mobile cloud utilize short-range links as well as cellular
communication interfaces to share and combine resources and capabilities. As shortrange air interfaces compared to cellular air interface have different capabilities, such
as power consumption, associated latencies and data rate support, mobile clouds
bring together different gains to the system. The gains and advantages of mobile
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clouds are valuable for the whole value chain, from users to service providers,
network operators and manufactures. [5]
One benefit of mobile clouds is to enhance the performance of each of the
cooperative devices e.g., data throughput, reliability, security and quality of service
(QoS). Moreover, a mobile cloud can improve utilization of the radio resources,
including energy efficiency and spectral efficiency [6].
Additionally, the opportunistic setup of mobile clouds makes possible the
provision of novel cooperative services based on combining distributed resources of
the devices, such as sensors, processing power, etc. Generally, the capability and
benefits of MCs can be studied into different aspects; advances in communication
proficiency, resources efficiency and using distributed resources. [39, 44, 45, 46, 47]
The nodes of MC can be various from any device with wireless capability such as
mobile phones, tablets, computers, relaying stations. Now days, nearly all people
own at the minimum one wireless device (mobile phone, etc.) or any communication
enabled device, e.g., computers, tablets and appliances.
Moreover, it is expected that by 2020 there will be an average of approximately
1000 wireless devices per capita (Wireless World Research Forum, WWRF) [48].
Accordingly, a given mobile device will probably be surrounded with other wireless
devices to cooperate with.
Mainly, mobile clouds performance can be studied from the perspective of cloud
and individual users [4]. In this thesis, the performance of MC is studied from the
point of view of enhancing reliability performance for a single user. Furthermore,
capability and challenges of a non-cooperative mode is set to be the base line
reference to show the performance differences.

4.2. Mobile Cloud Classification
Mobile clouds have dynamic behavior that is related to opportunistic collaboration
between wireless devices. The opportunistic communication and dynamic behavior
of MCs are strongly dependent on the scenario [45, 49]. So, the concept of MC can
be used in different ways for different scenarios.
Generally, MCs can be classified in three types, namely personal,
professional/trusted and public clouds. Figure 4.2 depicts the aforementioned
classification.

Figure 4.2. Classification of Mobile clouds.
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In personal mobile cloud, all the devices cooperating in the mobile cloud belong to
one user. Therefore, typical environment can be everywhere. Since the
aforementioned user possesses all the devices, they can be forced by the user to
cooperate with each other for any desired target. This is referred to as selfcooperation. Self-cooperation is a particular type of forced cooperation [50].
Generally, forced cooperation can be considered as one of the most popular types
of cooperation. In more detail, whenever a communication device, owned by a user,
is engaged as a relaying post in multi-hop systems, forced cooperation takes place.
In this case, the relaying station achieves no gain from the cooperation as it just
serves another node owned by the same user. Therefore, only the user requesting the
cooperation attains the benefit of cooperation. [51, 52]
Whenever the devices that are forced to collaborate are all on the same possession
like; the inviting devices, the forced cooperation turn out to be a self-cooperation. In
addition, forced cooperation can similarly be described in situations where devices of
a mobile cloud are intentionally aimed to play a relaying role. Relaying networks that
utilized in long-term evolution (LTE) mobile communication systems are a common
instance of forced cooperation. [50, 53, 54]
On the other hand, in private/trusted cloud, devices belong to trusted users e.g.,
family members, friends, colleagues, roommates at the hospitals. So, typical
environment in this type can be home, office, hospital, etc. As there is a trusted
relationship between the owners of the devices, they cooperate with each other
without expecting any rewards. In the content of mobile clouds this is stated as
altruistic cooperation.
In general, altruistic cooperation is pondered as a simple type of cooperation, since
the trust and confidence among users can minimize the difficulties annoying
cooperation. Altruistic users share their resources without looking for any pay off.
Hence, they care more about the gains that other users can achieve beyond their
benefit rather than the cost incurred to them by cooperation. [4, 39]
Mainly, public clouds are the most generic and challenging types of mobile cloud
as there is just an opportunistic relationship between the owners of the devices. The
cooperation type among the devices of this kind of mobile cloud is called egoistic
cooperation. In this case node owners do not know each other.
In other words, every user may cooperate only if there is a clear incentive.
Generally, the aforementioned advantages of mobile clouds that discussed early in
this chapter are appealing to motivate users to connect mobile cloud instead of being
non-cooperative. Therefore, cooperating in public clouds may cause users a cost to
encourage the neighbor nodes to participate in mobile cloud. There are several
approaches to motivate users to collaborate, see [4, 54, 55].
Moreover, regarding the type of mobile cloud, the number of cooperating devices
in the cloud can change with time. For instance, the number of cooperative devices is
mostly constant in personal cloud.
On the contrary, the number of devices in the cloud can vary dynamically in public
clouds. In more details, in personal and trusted clouds, the cooperating nodes may
stay connected to mobile cloud for a long time. But in public clouds, the
collaborating nodes can leave and join the cloud at any time. This is referred to
dynamic behavior of mobile clouds.
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4.3. Cooperation Strategy in Mobile Clouds
Mobile clouds rely on cooperation. Cooperative communication has been widely
studied in recent decades. Cooperative interaction exploits the broadcast capability of
wireless medium and gives the terminals the ability to retransfer the data
cooperatively over relaying. In mobile clouds, relaying techniques can be used as the
basic structure of cooperation. [56, 57]
The significant difference between relay channels and mobile clouds is the social
collaboration between cooperative users in mobile clouds [53, 54]. As discussed
early in the previous sections, this social interaction brings novel ways to encourage
users to cooperate. Therefore, collaboration is not only studied at system level
without taking into account the individual users same as relaying systems [56, 57].
Moreover, a brief discussion of cooperative communication and relaying protocols
is first given. As it can be seen from Figure 4.3, direct communication illustrates as
an interaction from a single user to a single destination without interfering of any
other user. In addition, user cooperation can only be done if there is at least another
node to cooperate with.

Figure 4.3.Direct and relay communication.
Van der Meulen first presented the general three terminal relay channels in 1968.
In addition, the author determined upper and lower bounds on the capacity of relay
channels later in 1971 [52, 58]. Moreover, user cooperation has been studied as a
form of diversity. Authors in [59, 60] have studied user cooperation diversity and its
performances for different metrics.
Largely, the social interaction and association between users in mobile clouds
determine the different sorts of cooperation. The appropriate cooperative protocol
applied in mobile cloud can vary for different scenarios. There is a vast literature on
various kinds of cooperative algorithms [50, 61, 62].
Laneman and Wornell extensively studied the performance of principal relaying
algorithms in fading channels. Correspondingly, they streamlined the investigation of
outage probability for fading relay channels [62-64]. At large, none of the existing
cooperation protocols is well known as the best to work for the general relay channel
[50, 60, 63].
Generally, relay terminals use diverse kinds of processing for different kinds of
cooperative protocols. Additionally, destination terminals also apply different types
of combining for each of the strategies. The most popular cooperation strategies are
decode-and-forward (DF) and amplify-and-forward (AF). Where the relay terminals
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decode, re-encode and retransmit the signal or amplify their received data conditional
on their power constraint, and retransmit the data. [62, 63]
For the first concept, relay terminals decode the source signal. Then, the decoded
signal retransmitted to the destination. This protocol referred to as the decode-andforward strategy. The decode-and-forward protocol first named by Cover and El
Gamal, considering the ability of the relay to decode the source data. [65]
Moreover, the second protocol contains amplifying of the source signal at the
relays. In more detail, the relay receives the source transmission and scale it up or
down before retransmission. This strategy is known as the amplify-and-forward
protocol, which sometimes called scale-and-forward. The amplification factor is
dependent on the relevant assets of the source-relay and source-destination
connections.
Furthermore, the amplify-and-forward strategy needs much less computing power
since no decoding procedure is implemented at the relay terminals. In addition, the
AF protocol has less complexity both on the relay and destination side. Considering
the easy to meet requirements of amplify-and forward protocol, the focus of this
thesis is on the amplify-and-forward strategy. Hence, this protocol is assigned to use
as the relaying strategy among cooperative users in the mobile cloud.
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5. OUTAGE PROBABILITY MINIMIZATION FOR NETWORK
UTILIZING MOBILE CLOUD
This chapter considers cooperative diversity offered by mobile cloud to minimize the
probability of outage for the transmission link between wireless gateway of the
patient and BS. In section 5.1, the system model is introduced. Furthemore, noncooperative and cooperative transmission are discussed in sections 5.1.1 and 5.1.2. In
section 5.2 and 5.3 selection-AF and all-participate-AF protocols are proposed to
minimize the outage probability.

5.1. System Model and Problem Formulation
In this section, a mobile cloud operated in a single-cell with cellular users served by
one BS is considered. As it is depicted in Figure 5.1, the user/patient owns a mobile
phone, typically a user equipment (smart phone) that is a wireless gateway to connect
WBAN to the access network. User Equipment (UE) is the central element of the
cloud and the other mobile devices in the cloud help the patient to convey its data to
BS. Therefore, the data from BS transferred to the healthcare backbone through IP
core network. This scenario is chosen to study the reliability of data transmission
from UE to BS when exploiting a mobile cloud.

Figure 5.1. Illustration of the end-to-end model utilizing MC.
Figure 5.2 illustrates the system model of MC in the uplink phase. UE interacts
with other wireless devices in close proximity within short-range links. Nodes 𝑟1, 𝑟2
and 𝑟3 represent these other wireless devices in the cloud, which work here as relay
nodes. The cellular and short-range links are shown with black arrows and red dash
arrows, respectively.
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Figure 5.2. System model.
In this thesis, it is assumed that the MC has formed and all the nodes of the cloud
aim to cooperate with each other. The UE node communicates with BS over direct
link as well as cooperative links. The UE simultaneously multicasts its data to both:
BS and relay nodes through cellular link and short-range links, respectively. The
relay nodes are denoted by 𝑟 = {𝑟1 , 𝑟2 , . . . 𝑟𝑚 }. Furthermore, the cloud size can be
indicated by 𝑛 = 𝑚 + 1, i.e., UE in addition to number of relay nodes in MC.
The channel coefficients between nodes i and j, ℎ𝑖,𝑗 are supposed to be known to
the corresponding receivers. The coefficients are not fully known to the transmitters.
Generally, they can be estimated by the receivers. The coefficient modeled as
independent complex-valued random variables [39]. The received signal 𝑦𝑈𝐸,𝐵𝑆 at
BS from UE is given by
𝑦𝑈𝐸,𝐵𝑆 = √𝐸𝑈𝐸 ℎ𝑈𝐸,𝐵𝑆 𝑥𝑈𝐸 + 𝑛𝑈𝐸,𝐵𝑆 ,

(1)

where 𝑥𝑈𝐸 is the UE transmitted signal. ℎ𝑈𝐸,𝐵𝑆 is the channel coefficient between
the UE node and BS. The channel is assumed to be flat Rayleigh fading which
capture the effect of path-loss and shadowing. 𝐸𝑈𝐸 denotes the uplink transmit
energy of UE. The vector 𝑛𝑈𝐸,𝐵𝑆 indicates additive white Gaussian noise (AWGN)
with zero mean and variance 𝑁0 . [39, 62]
Furthermore, the received signal 𝑦𝑈𝐸,𝑟 at relay node from UE is calculated as
𝑦𝑈𝐸,𝑟 = √𝐸𝑈𝐸 ℎ𝑈𝐸,𝑟 𝑥𝑈𝐸 + 𝑛𝑈𝐸,𝑟 ,

(2)

where ℎ𝑈𝐸,𝑟 is the channel coefficient between UE and the relay node which is flat
Rayleigh fading and mutually-independent. The channel captures the effect of pathloss and shadowing and 𝑛𝑈𝐸,𝑟 is additive white Gaussian noise sample.
The outage probability is proposed as a metric throughout to assess the modeled
system. Channel mutual information denoted by I is a random variable as function of

27

the fading coefficients. The outage probability is the probability that the mutual
information remains below a target rate (𝑅).

5.1.1. Non-cooperative Transmission
To clarify, and for comparison with the cooperative algorithms, the outage
probability of non-cooperative transmission is computed first. The maximum average
mutual information in bits per channel use, between UE and BS is given by
𝐼𝐷 = log 2 (1 + 𝛾ℎ𝑈𝐸,𝐵𝑆 ),

(3)

2

where 𝛾ℎ𝑈𝐸,𝐵𝑆 = |ℎ𝑈𝐸,𝐵𝑆 | 𝐸𝑈𝐸 /𝑁0 is the instantaneous SNR of UE at the BS. The
outage probability then for rate 𝑅, in bits per channel use is computed by as given in
[39]
2

𝑃𝑜𝑢𝑡−𝐷 = 𝑃𝑟[𝐼𝐷 ≤ 𝑅] = 𝑃𝑟 [log 2 (1 +
2

= 𝑃𝑟 [|ℎ𝑈𝐸,𝐵𝑆 | ≤
= 1 − 𝑒𝑥𝑝 (−

|ℎ𝑈𝐸,𝐵𝑆 | 𝐸𝑈𝐸
𝑁0

) ≤ 𝑅],

2𝑅 −1
],
𝐸𝑈𝐸
(
⁄𝑁 )
0
2𝑅 −1

).
𝐸
( 𝑈𝐸⁄𝑁 )ℎ𝑈𝐸,𝐵𝑆 2
0

(4)

As long as the communication channel affected by fading, the probability of
outage for the direct link also can be high. Therefore, cooperation links are used to
overcome this problem.

5.1.2. Cooperative Transmission
The cooperative diversity has been developed to minimize the outage probability in
the system. Amplify-and-Forward (AF) transmission has been used as relaying
algorithm in this model [66, 67]. The relays amplify their received signal dependent
on their power constraints [39]. To be more precise, the UE transmits 𝑥𝑈𝐸 [k] for k =
1, 2 . . . n. Meanwhile, relays accomplish their received signal 𝑦𝑈𝐸,𝑟 [k] and convey
the signal by transmitting
𝑥𝑖 [𝑘] = 𝛽𝑦𝑈𝐸,𝑟 [𝑘 − 𝑛],

k = n+1, n+2. . . 2n.

(5)

In order to keep relays within their power constraints, the amplifying gain 𝛽 must
satisfy
𝛽≤√
|ℎ

𝐸𝑈𝐸

𝑈𝐸,𝑟 |

2

𝐸𝑟 +𝑁0

.

(6)

that is dependent to fading coefficient ℎ𝑈𝐸,𝑟 , between UE and relay nodes, where
𝐸𝑟 is the transmit power of the relay node which assumed to be equal to 𝐸𝑈𝐸 here
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[62]. Maximal Ratio Combining (MRC) technique applied at BS in terms of
decoding the received signal 𝑦𝑟,𝐵𝑆 [k] for k = 1, 2, . . . , 2n.
The maximum average mutual information for amplify-and-forward transmission
following same procedure as in [3, 68] can be expressed as
1

𝐼𝐴𝐹 = 2 log 2 (1 + 𝛾ℎ𝑈𝐸,𝐵𝑆 + 𝑓(𝛾ℎ𝑈𝐸,𝑟 , 𝛾ℎ𝑟,𝐵𝑆 )).

(7)

where
𝑥𝑦

𝑓(𝑥, 𝑦) ≔ 𝑥+𝑦+1.

(8)
2

Note that 𝛾ℎ𝑈𝐸,𝑟 = |ℎ𝑈𝐸,𝑟 | 𝐸𝑈𝐸 /𝑁0 indicates the instantaneous SNR of UE at the
2

relay node and 𝛾ℎ𝑟,𝐵𝑆 = |ℎ𝑟,𝐵𝑆 | 𝐸𝑈𝐸 /𝑁0 is the prompt SNR of the relay node at BS.
Moreover, (7) is achieved by i.i.d. complex Gaussian inputs. It should be mentioned,
the inequality in (6) is become equal therefore the amplifier gain 𝛽 cannot be seen in
(7). 𝑓(𝑥, 𝑦) in (8) can also called end-to-end SNR of cooperative link as in [62].
Regarding to relaying order and type, two cooperative schemes in amplify-andforward transmission are presented. Selection-AF (S-AF) in addition to, AllParticipate-AF (AP-AF) schemes exploited as cooperation protocols. The
formulations of the algorithms are proposed in sections 5.2 and 5.3.

5.2. Selection Amplify-and-Forward (S-AF)
In this section, Selection Amplify-and-Forward (S-AF) algorithm is presented. In SAF protocol, all the relay nodes receive the source transmission but only the best
node retransmits the data to BS. Selection relies on the SNR of transmission link.
The best relay with highest transmitted SNR is selected by the BS [62, 69, 70].
Mainly, the relay nodes receive the data through short-range transmission from UE.
As it is shown in Figure 5.3, only the best relay node is selected to convey the data to
the BS at a time. Best-relay with maximum SNR is chosen by BS. Since the relays
and radio channels are dynamic, the selection of best relay must be done frequently.

Figure 5.3. Illustration of the S-AF algorithm.
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In order to have orthogonal communication, Time Division Multiple Access
(TDMA) fashion applied in this model. The first time slot is assigned to multicast the
signal from UE to BS and all relay nodes in MC. In the second time slot, the signal
amplified by the selected relay and transferred to BS.
The selection is done under SNR condition of the relay nodes. Hence, the end-toend SNR of the indirect link (𝑈𝐸 → 𝑟 → 𝐵𝑆) for amplify-and-forward protocol is as
in [46].
𝛾𝑈𝐸→𝑟→𝐵𝑆 =

𝛾ℎ𝑈𝐸,𝑟 𝛾ℎ𝑟,𝐵𝑆

.

(9)

𝛾ℎ𝑈𝐸,𝑟 + 𝛾ℎ𝑟,𝐵𝑆 +1

The node, which achieves the highest end-to-end SNR of the cooperative links,
will be chosen as the best relay. Thus, the total SNR at BS can be written as:
𝛾ℎ𝑈𝐸,𝑖 𝛾ℎ𝑖,𝐵𝑆
),
ℎ𝑈𝐸,𝑖 + 𝛾ℎ𝑖,𝐵𝑆 +1

𝛾𝑡𝑜𝑡−𝑆−𝐴𝐹 = 𝛾𝑈𝐸,𝐵𝑆 + max𝑖 (𝛾

(10)

where 𝑖 ∈ 𝑚 is the ith relay node among m other nodes in MC. Therefore,
considering the equations in section 4.1.2, the maximum average mutual information
for the S-AF can be expressed
1

𝐼𝑆−𝐴𝐹 = 2 log 2 [1 + 𝛾𝑈𝐸,𝐵𝑆 + max𝑖 (𝛾

𝛾ℎ𝑈𝐸,𝑖 𝛾ℎ𝑖,𝐵𝑆

) ].

(11)

ℎ𝑈𝐸,𝑖 +𝛾ℎ𝑖,𝐵𝑆 +1

denoted in bits per channel use. The outage probability is defined as the
probability that the channel capacity (𝐼𝑈𝐸−𝐵𝑆 ) falls under the target transmission
rate 𝑅 [62, 71, 72].
𝑃𝑜𝑢𝑡−𝑆−𝐴𝐹 = Pr(𝐼𝑆−𝐴𝑃 ≤ 𝑅),
1

= Pr [(2 log 2 [1 + 𝛾𝑈𝐸,𝐵𝑆 + max𝑖 (𝛾
= Pr(𝛾𝑡𝑜𝑡−𝑆−𝐴 ≤ 22𝑅 − 1).

𝛾ℎ𝑈𝐸,𝑖 𝛾ℎ𝑖,𝐵𝑆

)]) ≤ 𝑅],

ℎ𝑈𝐸,𝑖 + 𝛾ℎ𝑖,𝐵𝑆 +1

(12)

The proposed outage probability for S-AF cooperative protocol is summarized in
Algorithm 1.
Algorithm 1 Selection-AF mutual information and outage probability
1: Loop
2: Calculate the average mutual information 𝐼𝑆−𝐴𝐹 using (11)
3: If 𝐼𝑆−𝐴𝐹 ≤ 𝑅
4: Set Outage=0
5: Set Outage= Outage+1
6: else end If
7: end Loop
𝑂𝑢𝑡𝑎𝑔𝑒
8: Return 𝑷𝒐𝒖𝒕−𝑺−𝑨𝑭 = 𝐿𝑜𝑜𝑝 𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛
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5. 3. All-Participate Amplify-and-Forward
In this section, All-Participate-AF (AP-AF) algorithm is presented. AP-AF protocol
is used all the relay nodes for retransmitting the data. Same as S-AF, all the relay
nodes receive the source data, but in AP-AF all the relay nodes relay the data to BS
in sequence [39, 62]. In this scheme the transmission between UE and BS is
distributed by using all relay nodes in MC. As it is illustrated in Figure 5.4, the data
transferred to BS directly from UE and cooperatively from relay nodes. In more
detail, the received data at relay nodes are amplified and retransmitted to BS in
sequence.
To achieve the transmission in an orthogonal manner TDMA scheme is used here.
The first slot belongs to multicast of the user, as in S-AF system. In 𝑚 further time
slots, the received signal at 𝑚 other relay nodes are amplified and relayed to BS,
sequentially. Therefore 𝑚 + 1 time slots are needed in this system, which is caused
to need more time and resources in this scheme.

Figure 5.4. AP-AF system model.
Using the same equation as in (3), the end-to-end SNR of the indirect link
(𝑈𝐸 → 𝑟 → 𝐵𝑆) is calculated. Hence, the total SNR of all cooperative links along
with direct link at BS can be written as:
𝛾𝑡𝑜𝑡−𝐴𝑃−𝐴𝐹 = 𝛾𝑈𝐸,𝐵𝑆 + ∑𝑚
𝑖=1 (𝛾

𝛾ℎ𝑈𝐸,𝑖 𝛾ℎ𝑖,𝐵𝑆

).

(13)

ℎ𝑈𝐸,𝑖 + 𝛾ℎ𝑖,𝐵𝑆 +1

Consequently, the maximum average mutual information of AP-AF protocol can
be written as
1

𝛾ℎ𝑈𝐸,𝑖 𝛾ℎ𝑖,𝐵𝑆
)
ℎ𝑈𝐸,𝑖 + 𝛾ℎ𝑖,𝐵𝑆 +1

𝐼𝐴𝑃−𝐴𝐹 = 𝑚+1 log 2 [1 + 𝛾𝑈𝐸,𝐵𝑆 + ∑𝑚
𝑖=1 (𝛾

].

(14)

The factor 1/(m+1) indicates the fact that signal from node UE to BS is transferred
through 𝑚 + 1 time slots. As previously mentioned, the outage probability is
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explained as the probability that channel capacity (𝐼𝐴𝑃−𝐴𝐹 ) cannot reach the required
rate 𝑅.
𝑃𝑜𝑢𝑡−𝐴𝑃−𝐴𝐹 = Pr(𝐼𝐴𝑃−𝐴𝐹 ≤ 𝑅),
1

= Pr [ (𝑚+1 log 2 [1 + 𝛾𝑈𝐸,𝐵𝑆 + ∑𝑚
𝑖=1 (𝛾
= Pr(𝛾𝑡𝑜𝑡−𝐴𝑃−𝐴𝐹 ≤ 2(𝑚+1)𝑅 − 1).

𝛾ℎ𝑈𝐸,𝑖 𝛾ℎ𝑖,𝐵𝑆

) ]) ≤ 𝑅],

ℎ𝑈𝐸,𝑖 + 𝛾ℎ𝑖,𝐵𝑆 +1

(15)

As we noted several times, in this cooperative scheme all mobile nodes in the MC
are involved in transmitting the data therefore, (𝑚 + 1) time slots are needed for
cooperation which has effect on the performance of outage probability [9, 73].
The proposed outage probability for AP-AF cooperative protocol is summarized in
Algorithm 2.

Algorithm 2 AP-AF mutual information and outage probability
1: Set Outage=0
2: Loop
3: Calculate the maximum average mutual information 𝐼𝐴𝑃−𝐴𝐹 using (14)
4: If 𝐼𝐴𝑃−𝐴𝐹 ≤ 𝑅
5: Set Outage=Outage+1
6: else end If
7: end Loop
𝑂𝑢𝑡𝑎𝑔𝑒
8: Return 𝑃𝑜𝑢𝑡−𝐴𝑃−𝐴𝐹 = 𝐿𝑜𝑜𝑝 𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛
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6. NUMERICAL EVALUATION
In this chapter, the performance of the algorithms proposed in the previous chapter is
numerically evaluated. First, the simulation model and parameters are introduced in
section 6.1. Then, in section 6.2, the impact of cloud size on outage probability is
discussed. Furthermore, the impact of SNR on outage probability is studied in
section 6.3. Finally in section 6.4, both S-AF and AP-AF algorithms are compared
with each other.
6.1. Simulation Model and Parameters
The simulation model is demonstrated with a mobile cloud cluster served by one BS.
The MC modeled as a circle with radius of 25 m. The user/patient’s mobile phone
(UE) located in center of the cluster. UE has a fixed distance to BS, i.e., the BS is
located 1 Km away from UE. The channel between i and j is simulated by applying a
simple distance dependent path loss model as expressed below [35]:
𝑑

ℎ𝑖,𝑗 = √( 𝑑𝑖,𝑗)
0

−𝛼

ℎ̅𝑖,𝑗 ,

(16)

where i & j nodes can be UE, BS and of relay nodes (𝑟 = {𝑟1 , 𝑟2 , . . . 𝑟𝑚 }), 𝑑𝑖,𝑗 is
the distance between node i and node j, 𝑑0 is the far field reference distance and 𝛼 is
the path loss exponent which is variant for cellular and short-range links. Moreover,
ℎ̅𝑖,𝑗 is modeled as i.i.d., complex variables generated randomly from the Gaussian
distribution with zero mean and unit variance for each.
In the subsequent simulation scenarios, the presented cooperative algorithms are
compared with the non-cooperative direct link from UE to BS and also with each
other. Mont-Carlo simulations in MATLAB software utilized for the simulation
scenarios. In addition, the simulation parameters are offered in Table 6.1.
Table 6.1.Simulation parameters.
Parameter
Number of channel realization

Value
100000

Path loss exponent for cellular links

𝛼𝑐 = 4

Path loss exponent for short-range links

𝛼 𝑠= 2

Reference distances

𝑑0 =1 m

Spectral efficiency

R = 1 bit/sec/Hz

6.2. Impact of Cloud size on Outage probability
In this section, the outcome of the cloud size (𝑛 = 𝑚 + 1) on the outage probability
is studied. The SNR of transmitted signal is considered constant for each simulation.
The cloud size varies from 1 to 10, i.e., 𝑟 = {1 … 9}. The non-cooperative link is
considered as the baseline of comparison.
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Figure 6.1, indicates the outage probability of S-AF scheme for SNR=10 dB. For
the S-AF cooperative protocol the SNR of transmitted signal is considered constant
at SNR = 𝐸𝑈𝐸 /𝑁0 =10 dB. The result shows that concurrent links produced with MC
can improve outage probability as compared with non-cooperative link. Even if, only
the best link with highest SNR is chosen here for transmission the cloud size has
significant improvement on outage probability.
More specifically, the probability that non-cooperative link is in outage area is not
beneficial enough due to fading, communication failure and stochastic interference.
The probability of outage is improved in S-AF cooperative system. Since only the
best relay node is selected for cooperation, the probability of selecting a good node
with appropriate channel condition and transmission link increases with increasing
the cloud size.
The larger 𝑛, the lower the outage probability. This significant improvement is due
to the cooperative diversity offered by mobile cloud. In the S-AP scheme the user
conveys its content to BS through direct link plus the best link among 𝑚 cooperative
links. The different relays may have various associated channel conditions.
Therefore, an increasing number of 𝑛, increases the probability of having a channel
with appropriate condition for transmission. Consequently, this proper link is
selected as the best link at BS and transferred the data with high reliability.

Figure 6.1. Impact of cloud size on outage probability in S-AF scheme.
Furthermore, Figure 6.2 shows the probability of outage for AP-AF protocol. In
AP-AF cooperative scheme the SNR of transmitted signal is set to be constant at
SNR = 𝐸𝑈𝐸 /𝑁0 =20 dB. As shown in Figure 6.2, the outage probability has a
decreasing behavior since the cloud size is less than 3. Although the behavior of
outage probability is increasing after 3, however the AP-AF system has a better
behavior than the non-cooperative link when cloud size is smaller than 5.
The larger outage probability in AP-AF scheme is because 𝑛 = 𝑚 + 1 time slots
needed for transmission, which do not allow the maximum achievable channel
capacity to meet the required spectral efficiency; hence the probability of being in the
outage area will increase [34].
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Figure 6.2. Impact of cloud size on outage probability in AP-AF scheme.
As far as the TDMA fashion is used in the transmission, the first time slot belongs
to user transmission. In addition, m more time slots are needed to retransfer the data
from relay nodes in the mobile cloud to the destination. This amount of resources
used in this model lead to grow the outage probability when the time slot needed for
transmission increased.
Besides, in the S-AF scheme only two time slots are considered for transmission,
overcoming thus the mentioned drawback of the AP-AF scheme. In Figure 6.3, the
transmitted SNR set at SNR= 15 dB to meet the requirements for both cooperation
schemes. Clearly, Figure 6.3 displays that the S-AF scheme outperforms both AP-AF
and non-cooperative schemes.

Figure 6.3. Impact of cloud size on S-AF and AP-AF protocols.
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Mainly, this property of AP-AF protocol is not always a disadvantage in this study.
For instance, in scenarios B and C that the mobile cloud is private it is more efficient
to use AP-AF rather than S-AF.

6.3. Impact of SNR on Outage probability
In this section, the consequence of increasing the transmission SNR on outage
probability is studied. The size of MC considered constant in all the simulation
scenarios. Generally, SNR of transmitted signal has powerful impact on outage
probability of the system.
Besides the influence of cloud size on outage probability, SNR of transmitted
signal has a significant improvement on outage probability. In more detail, the UE
transmitted signal can also has a great effect on reliability of the system. The cloud
size set to be constant for all the simulations in this section at n = 4, i.e., r = 3.
Figure 6.4, shows the minimization of outage probability by increasing amount of
SNR for S-AF scheme. As it can be seen from Figure 6.4, by increasing the
transmitted SNR, the outage probability has a significant improvement compare to
non-cooperative link.
For small SNR the non-cooperation link has better performance in terms of outage
probability. Besides, the S-AF link For SNR medium to high (10 to 20 dB) the
significant minimization of outage probability is clear. Hence, the transmitter needs
to keep the SNR bigger than 6 dB, which is not a high amount of SNR for mobile
phones.

Figure 6.4. Impact of SNR on outage probability for S-AF protocol.
Furthermore, the influence of SNR on probability of outage is also simulated for
the AP-AF scheme. As it is shown in Figure 6.5, the AP-AF protocol needs medium
level SNR to have smaller outage probability than the non-cooperative link. The
cloud size is kept constant for both schemes in this section.
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Figure 6.5. Impact of SNR on outage probability for AP-AF scheme.
The cloud size and in consequence the number of relays is constant, and the outage
probability behavior is directly related to the transmitted SNR. However, this
improvement of the AP-AF protocol is for medium and high SNR. As Figure 6.5
shows, for SNR higher than 14 dB, the outage probability has a significant
improvement compared to the non-cooperative transmission.
In addition, in following simulation results, the outage probability functioning is
indicated for different values of cloud size and SNR. As shown in previous figures,
the S-AF scheme exhibits significant improvement in outage probability. Figure 6.6
presents the performance behavior by both increasing the cloud size and transmitted
SNR.
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Figure 6.6. Impact of cloud size and SNR on outage probability for S-AF scheme.
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On the other hand, the manner of outage probability for AP-AF protocol is shown
in Figure 6.7 in more detail. The result indicates that while the cloud size is
increasing, the outage probability has the better performance than non-cooperative
one only with high SNR.
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Figure 6.7. Impact of cloud size and SNR on outage probability for AP-AF protocol.

6.4. Comparison of S-AF and AP-AF Cooperation Protocols
In this section, the behavior of outage probability is considered for both S-AF and
AP-AF protocols and compared with each other. Figure 6.8 shows the dramatic
improvement of S-AF scheme over the AP-AF and non-cooperative links. The noncooperative transmission is the base line for indicating the outage probability
performance.
By increasing the cloud size, the outage probability of AP-AF protocol does not
accordingly improve. Mostly, at low and medium SNR the probability of outage is
bigger than the non-cooperative link. This is because of the amount of resources that
are used in this scheme, which is discussed earlier in this chapter.
Besides, the S-AF scheme presents the best performance in terms of outage
probability. According to the few amount of resources that are used in this protocol,
increasing the cloud size lead to a significant improvement. However, at very low
SNR values, the outage probability is not smaller than the non-cooperative one.
Moreover, in the AP-AF scheme, all the nodes are used for transmission.
Therefore, from the energy perspective, all the cooperative devices consume energy.
While, the S-AF protocol only the best node is utilized at a time, resulting in less
overall energy consumption.
Furthermore, the S-AF scheme needs to estimate frequently the best device
because of the dynamic of users and radio channels. The selection is take part at the
base station side that makes it more complex. As the AP-AF protocol utilized all
devices for cooperation, there is less complexity at the receiver side.
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Considering the pros and cons of the AP-AF protocol, mostly it is applied in
specific scenarios in this thesis. According to the weakness of this protocol for large
amount of cloud size, the AP-AF scheme is studied to use in personal mobile clouds
or in trusted clouds where the cloud size is small.
Referring to the chapter 3, the chronically ill and intensive care scenarios largely
operate mobile cloud concept as the personal cloud. Basically, the monitoring user
possesses all the cooperative devices in personal mobile cloud. Therefore, it is easy
to force all the devices to take part in relaying the data to the destination. In addition,
the supportive appliances in mobile cloud are limited to the communication-enabled
devices of one user. Hence, the cloud size is not probably bigger than 4.
With reference to chapter 3, chronically ill, intensive care and critical scenarios, all
have the potential to operate trusted mobile cloud. Additionally, for the trusted
mobile clouds, which have limited cloud size less than 5, the AP-AF seems to be a
good algorithm to minimize the outage probability.
However, for chronically ill and intensive care scenarios (e.g., home, office) the
small cloud requirement could be easily fulfilled with few wireless devices, such as
those owned by the user or by trusted people. In intensive care and critical scenarios,
(e.g., hospital) the size of the cloud could be larger, as cooperation could take place
with other patients or with dedicated relay nodes.
Regarding the aforementioned properties of the AP-AF protocol, this thesis
considers to apply AP-AF scheme in private and trusted mobile clouds in chronically
ill and intensive care scenarios. The AP-AF cooperation protocol appears to be the
most efficient candidate for these kinds of scenarios due to its outage probability
performance and less complexity at receiver side.
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Figure 6.8. Comparison of S-AF and AP-AF protocols.
On the other hand, as shown in Figure 8 and discussed early in this chapter, the SAF scheme has the best outage probability performance. Considering all the
mentioned advantages and disadvantages of the S-AF scheme, it is considered to
apply in the scenarios with bigger cloud size.
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Likewise, for intensive care and critical scenarios, where the user is monitoring
from hospital the cooperative devices may be other patients or dedicated relay nodes.
Hence, this specific scenarios can perform trusted mobile cloud but with large
amount of cloud size. Therefore, the S-AF protocol appears as the best candidate
concerning its significant performance for the big amount of cloud size.
All in all, this thesis focuses to apply the S-AF cooperative protocol in intensive
care and critical scenarios. In more detail, in trusted mobile clouds with big cloud
size in addition to the public clouds, the S-AF scheme could have the best
performance in terms of outage probability.
As the cloud size is large, the energy consumption of the overall system is also an
important issue. Hence, the significant performance of S-AF protocol shown in
simulation results as well as its less overall energy consumption, make it the best
candidate to be applied in these scenarios.
However, the complexity and costs are higher in S-AF protocol compare to the
AP-AF scheme. This is the cost, which the user should pay to have a reliable
connection to the access network. Overall, using the cooperative protocols bring
more costs and complexity to the communication system, correlate to the noncooperative link.
As the numerical results show, applying both protocols bring less outage
probability and consequently higher reliability. Since in the non-cooperative
transmission, the communication link between user equipment and the access
network is the only link to send the data, the user must pay these costs to secure the
transmitting link to the health server in the case of failure.
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7. DISCUSSION
The goal of this thesis is to study medical ICT scenarios supported by mobile clouds
for improving reliability of transferring the resources to backend system. To come up
with this target, four key medical ICT scenarios and their requirements are identified.
Furthermore, two cooperative protocols are applied as cooperation schemes between
users of the mobile cloud. It leads to assisting medical ICT scenarios by MCs to
increase the reliability of communication link between WBAN and backbone
network.
Consider the classification of medical ICT scenarios in Chapter 3; the descriptions
and requirements for patients using WBAN are deeply studied. Mainly, the reliability
is specified as one of the key requirements for medical scenarios and health
monitoring systems. Based on the algorithms studied in Chapter 5, a novel
application for MC with the aim of reducing outage probability of the
communication link between WBAN and BS is considered. The proposed algorithms
used as cooperative schemes in MC, amplify the transferred signal and relay it to the
backbone network as presented in [9, 46]. The efficiency of the algorithms is
evaluated with non-cooperative transmission. The results show that algorithms
considerably improve the reliability of transferring the data to BS. This gain achieved
since the projected algorithms administer to successfully decrease the outage
probability with the aim of cooperative diversity offered by MC. In particular, the
concurrent links produced with MC can decline the probability of outage therefore a
reliable communication link can be guaranteed. MRC technique is utilized at BS or
AP in order to decode the received signal from all the devices.
Majority of prior works on MC are mostly considering the energy efficiency
improvement in the nodes of mobile clouds [30, 50]. However, in this thesis, there is
a different and novel goal, that to explore how MC can enhance reliability. Though,
Chapter 5 argued the implementation procedure of the proposed S-AF and AP-AF
cooperative algorithms. These algorithms developed to minimize the outage
probability of the system. TDMA fashion is applied in both algorithms in order to
have orthogonal transmission. In S-AF algorithm, only the best node in MC is used
at a time for transmission resulting in less overall energy consumption. The challenge
of the S-AF scheme is the frequent selecting of the best node because of the dynamic
behavior of the relay and radio channels. Besides, the selection makes the BS more
complicated. Moreover, in AP-AF algorithm, all the cooperative nodes in MC are
relaying the data to BS. The challenge in the AP-AF is that the needed time slots
affect the maximum mutual information of the system. Hence, the factor 1/(m+1) that
indicates the signal from UE to BS is transferred through 𝑚 + 1 time slots, multiply
to the maximum mutual information. Consequently, the outage probability increases
by growing the cloud size, which is the drawback of AP-AF algorithm.
The numerical evaluation of the algorithm is discussed in Chapter 6. Two
parameters perform important role in the simulation scenarios, i.e., the cloud size and
SNR of transmitted signal. The simulation results show that the impact of cloud size
on S-AF and AP-AF algorithms is different in terms of outage probability. For S-AF
scheme, increasing amount of cloud size has significant improvement on outage
probability. Particularly, the larger cloud size (𝑛 = 𝑚 + 1), the lower the outage
probability. This is due to the cooperative diversity offered by MC. Furthermore, for
AP-AF algorithm, by increasing the cloud size up to 3 the outage probability
decreased. After 3, increasing the cloud size leads to the outage probability growth.
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This behavior is because of large amount of time slots usage by increasing the cloud
size in this algorithm. In addition, increasing the SNR of transmitted signal causes a
significant reduction on the outage probability. Largely, studying the impact of these
parameters on the system reliability shows that which algorithm is appropriate for the
proposed medical ICT scenarios.
The abovementioned results are achieved from a simple system model, consisting
of a mobile cloud operated in a single-cell with cellular users served by one BS.
However, the improved reasonable results can be achieved in a more accurate multicell scenario with higher number of users and more complex channel model. Though,
these extensions and complexity make the outage probability minimization problem
more complicated. It might be worthwhile to examine how this problem could work
when the cooperative nodes of MC are served with several BSs. Hence, MC can
promise the connectivity to the access network in the case of failure at the BS
through other BSs. Another potential future direction would be the energy efficiency
of the scenarios as well as the complexity comparisons of the cooperative strategies
used in MC.
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8. SUMMARY
The aim of this thesis was to study the reliability improvement offered by mobile
clouds in medical ICT scenarios. Specifically, the untethered links offered by MC
significantly develop the reliability of transmission link from the user/patient
equipment to the access network. Two cooperative strategies are presented to apply
among the nodes of MC i.e., S-AF and AP-AF algorithms. Furthermore, the
proposed algorithms are benchmarked against the non-cooperative transmission link.
In Chapter 2, an overview of how wireless technologies can change medical and
healthcare application is given. In Chapter 3, typical medical ICT scenarios are
presented. Chapter 4 reviews the general definition of MC and the cooperative
strategies that could apply in MCs. The proposed scenarios are classified based on
their descriptions and communication requirements. The health or wellbeing
conditions of the user/patient are monitored with utilizing a WBAN in all the
scenarios. Besides, a mobile or smart-phone owned by the user/patient is using as a
gateway to convey the collected data from WBAN to the access network. In Chapter
5, the problem of reliability improvement in proposed scenarios using MC is
elaborated. In particular, the outage probability minimization for the transmission
link from WBAN to the BS is formulated. In order to minimize the outage
probability, two cooperation algorithms are presented. The proposed S-AF and APAF protocols are applied as collaborative strategy among the nodes of MC. In S-AF
algorithm, only the best link with the highest transmitted SNR is selected to relay the
data to BS. In AP-AF algorithm, all the cooperative links are considered to relay the
data to BS. For both algorithms, TDMA fashion is considered for transmission. The
implementation challenges of the proposed algorithms and their comparison in terms
of outage probability is discussed.
The proposed algorithms are benchmarked against the non-cooperative
transmission link via Matlab-based simulation. The simulation model consists of a
MC operating in a single-cell with cellular users all served by one BS. The
simulation results illustrated that the size of MC and the transmitted SNR play
important roles for the outage probability minimization. Based on these results, the
S-AF algorithm is picked to apply in scenarios with the large cloud size and mostly
in public and trusted clouds. In addition, the AP-AF algorithm is selected to apply in
scenarios with private and trusted clouds and cloud size smaller than 3. The results
showed that the S-AF algorithm gains the best performance in terms of outage
probability compare to the AP-AF and non-cooperative cases.
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