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Abstract 

With social media, online shopping and electronic currencies, and other novel 

applications, more and more of sensitive information is stored in, and transferred 

between different systems. The value of the information is high, and so is the need to 

protect the information. 

At the same time startup-companies are formed at increasing pace, and they rush into 

publishing new software to the markets. Small companies, from one to a few developers 

in size, often don’t have vast resources to spread around, and there’s a risk that the new 

applications security aspects may be ignored. While most of the security is built into a 

software product during the design phase, at least the most obvious security flaws could 

maybe be caught by testing the application using proper security testing tools. The tools 

however cost money, and may be difficult to use. Are there free tools for security 

testing available, which can be used with little training? Can these tools be evaluated 

somehow?  

First an exploratory research was performed to identify potential free tools to be 

evaluated. The research identified six tools: Radamsa, MiniFuzz, Burp Suite, JBroFuzz, 

w3af and ZAP. The tools were evaluated against each other using a qualitative research 

method, Choosing by Advantage (CBA). The CBA analysis was made based on criteria 

derived from the target users’ needs. 

The analysis was able to identify differences between the tools, and present them as a 

list of advantages and disadvantages per tool. This list could then be used to select the 

best suited tool for the desired use case.  

 

Keywords 
testing, security testing, robustness testing, open-source, test automation, fuzzing, fuzz 

testing, free testing tools 
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1. Introduction 

With online banking, Internet shopping and social media (to name a few) becoming 

commonplace, more and more of sensitive information is stored and transferred in and 

between different systems. This data includes for example credit card numbers and 

other financial data, passwords, social security numbers and other personal details.  

The importance of information security – confidentiality, integrity and availability – 

grows to new heights as the amount and value of the data increases. At the same time 

programs become larger and form more complex systems than ever before. The risk of 

bugs remaining in the systems that endanger the security grows, and so does the 

potential damage these bugs can cause. This forces the developers to pay more attention 

to the security aspects of programs and systems.  

1.1 Background and motivation 

While probably most is won or lost during the design of a new system (McGraw, 2004), 

there still is a need to test the new piece of software after it has been developed, and this 

calls for proper tools. There are plenty of commercial security testing tools available, 

but one might not have the budget as these tools can be quite expensive. There is 

however an alternative available in free to use tools. These tools are immediately 

available for free, and there’s even a range of them to choose from. But are these free 

tools easy enough to be taken into use with little training, and how do they fare feature-

wise? 

Startup companies at their early phases could benefit from this kind of tools, as 

resources such as time and money are scarce. New startup companies are born at a rapid 

pace: In Oulu area alone over 250 new startup companies were founded in a time frame 

of only two years (BusinessOulu, 2014). 

Security testing might be thought as an area that requires highly trained professionals to 

conduct the testing, but is this the only truth? Are there easy to use tools that have 

potential to reveal at least the most obvious security problems of an application 

developed by a single developer or a small group of people, a typical startup company? 

1.2 Research problem and research methods 

The research question of this study is what are the free fuzzing tools which anyone can 

obtain and test their software with, and as a follow-up question are there significant 

differences between these tools from the perspective of a small software developer, who 

has no specific knowledge or experience in security testing.  

The qualitative research method used in this study is Choosing by Advantage (CBA) for 

comparing the alternatives (Suhr, 1999). The selection of the compared tools is made as 

an exploratory research, which is described in chapter 3. 

The criteria for the CBA analysis are derived from the needs of the target user of the 

study. The criteria are explained in chapter 2.3. 
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1.3 Limitations 

The scope of this study is to compare different fuzz testing tools that run under 

Microsoft Windows, Linux or Mac OS X operating systems. The scope is defined by 

the target application being a typical program developed under common desktop 

operating systems, and the motivation being easy to approach fuzz testing.  

The details of the tools are gathered mostly by examining the documentation of the 

selected tools and the tools themselves, not comparing them in finding vulnerabilities 

while performing actual security testing. 

1.4 Structure 

The study is organized as follows:  

In chapter 2 software testing, and software security testing in general is discussed. A 

short literature research is performed to identify the typical security testing methods, 

which are then introduced briefly. This is followed by a closer look on fuzzing, detailing 

the main characteristics and challenges of fuzz testing. The rest of the chapter describes 

the target user and his use case for the tools. This use case is used to derive the criteria 

and factors for the comparison. 

Chapter 3 describes the exploratory research method used in finding the fuzzers to be 

compared together, along with the results from the exploratory research. The rest of the 

chapter focuses in introducing the selected fuzzers and their features, and mapping their 

properties to the factors used in the CBA analysis. 

Chapter 4 starts by describing the CBA analysis process illustrated with examples. After 

this the actual CBA analysis for the tools is performed, and the results are presented. 

The conclusions are discussed in chapter 5. 
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2. Security testing concepts 

Software testing is typically divided into different levels according to either by the 

target or by the objective of the testing. SWEBOK (Fairley, 2013) divides testing to 

three levels by the target of the testing: Unit testing, integration testing and system 

testing. If classified by the objective of the testing, the same source splits testing into 

thirteen levels, which are: 

- Acceptance testing, 

- installation testing, 

- alpha and beta testing, 

- reliability and evaluation achievement, 

- regression testing, 

- performance testing, 

- security testing, 

- stress testing, 

- back-to-back testing, 

- recovery testing, 

- configuration testing, 

- usability and human computer interaction testing, 

- test driven development. 

Security testing’s objective is to verify that the system meets the main security 

requirements, which are confidentiality, integrity and availability. Confidentiality means 

that the data and processes are protected from unauthorized disclosure. Integrity stands 

for the data and processes being protected against unauthorized modification. 

Availability means that the data and processes are protected against attacks that could 

lead to the service being unavailable for the authorized users. (Naik & Tripathy, 2008) 

According to Takanen, DeMott, & Miller (2008), all software has security critical bugs 

just waiting to be found, and the question is who finds them first. The race is on, will 

the flaws be found and fixed in time by the good guys, before an attacker uses the bug 

to exploit the system. The security critical bugs are the result of increasing complexity 

of the systems being built, and the more complex the system is, the more vulnerable it 

usually proves in practice.  

2.1 Security testing methods 

In high level, security testing can be divided into three categories: White box, black box 

and grey box testing. White box approach at its extreme means that the tester has access 

to all necessary resources of the system under test, meaning the source codes, design 

specifications, documentations etc. so that the internal workings of the systems are 

“visible” to the test engineer. Black box at the other extreme is the situation where there 

is no or little information of the internals of the system under test. Gray box lies 

somewhere in between these two extremes, and the definition may vary. (Sutton, 

Greene, & Amini, 2007; Zhang et al., 2012)  
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The used techniques often depend on the situation and testing needs. It for example may 

be so that the source code is not available, which often is the case with commercial 

software, which then limits the available testing techniques to the black or gray box 

ones.   

An example of gray box testing is the use of debuggers or reverse engineering tools 

with testing. The tools can be used to get some insight what is happening inside the 

program while testing it, and also to find potential soft spots from it. This information 

can be used in conjunction with black box testing for example to improve the testing 

coverage or by targeting some found soft spots. (Sutton et al., 2007) 

One might assume that white box testing is automatically more effective than black box 

testing, as you for example get to view the actual complete source code. This 

necessarily isn’t always true, as the software build process may cause drastic changes to 

the code when compiling the source code into assembly code, so you aren’t necessarily 

reviewing the same code you will end up running. (Sutton et al., 2007) 

On the other hand Wysopal, Nelson, Zovi, & Dustin (2006) states that white box testing 

is the most efficient way of testing, and this probably is true as even when working in 

white box mode, all of the black box methods are still available for the tester, but not 

the other way around. Wysopal et al. (2006) also notes that white box allows for faster 

and more complete listing of the interfaces to test, but also that black box techniques 

can be used to complement white box testing, as having access to all of the resources 

may cause the tester to overlook some aspects of the system. This applies especially to 

the parts of the software that may have been left out of the documentations, like debug 

functionalities and last minute additions to the software. “Access to the internals can 

also be a distraction” says Takanen et al. (2008) 

2.1.1 Fuzzing 

Fuzzing is a method used for robustness testing, an activity which Fernandez, Mounier, 

& Pachon (2005) describe as follows: “Robustness Testing. Informally, robustness can 

be defined as the ability of a software to keep an “acceptable” behavior, expressed in 

terms of robustness requirements, in spite of exceptional or unforeseen execution 

conditions (such as the unavailability of system resources, communication failures, 

invalid or stressful inputs, etc.).”. Takanen et al. (2008) view on robustness is 

“Robustness can be defined as an ability to tolerate exceptional inputs and stressful 

environmental conditions.”.  

Fuzzing itself is explained by Bekrar, Bekrar, Groz, & Mounier (2011)                                                       

as “Fuzzing is a security testing approach based on injecting invalid or random inputs 

into a program in order to obtain an unexpected behavior and identify errors and 

potential vulnerabilities.”, while Sim, Kuo, & Merkel (2011) says “Fuzzing is an 

automated black-box testing technique conducted with a destructive aim to crash (that 

is, to reveal failures in) the software under test.”. Sutton et al. (2007)                                                           

define fuzzing as “a method for discovering faults in software by providing unexpected 

input and monitoring for exceptions.”. Finally, Takanen et al. (2008)                        

explain fuzzing as follows: “Fuzzing has one goal, and one goal only: To crash the 

system; to stimulate a multitude of inputs aimed to find any reliability or robustness 

flaws in the software. For the security people, the secondary goal is to analyze those 

found flaws for exploitability.”  
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So fuzzing is an automated way of injecting invalid inputs into a target (being a 

program or a system) intentionally. The intent is to feed the target such inputs that the 

programmers didn’t anticipate while creating it, in order to validate the targets 

robustness. The potential target inputs are all interfaces that the program uses: Files that 

are opened, input fields that are filled by the user, protocols used to communicate with 

other devices and programs and APIs that the program defines. Sutton et al. (2007)                 

add to the list some more subtle inputs like registry keys, headers, file names, 

environment variables and so on, basically everything that can be sent from the client to 

the target application.  

In Takanen et al. (2008) other terms are listed, which are sometimes used to describe 

testing similar to fuzzing:  

- Negative testing, 

- protocol mutation, 

- robustness testing, 

- syntax testing, 

- fault injection, 

- rainy-day testing, 

- dirty testing. 

2.1.2 Penetration testing 

Penetration testing is a type of security testing in which evaluators attempt to 

circumvent the security features of a system based on their understanding of the system 

design and implementation. Penetration testing is often conducted against production 

systems, instead of test setups. This is due to the fact that they need to validate the real 

environment from real threats, and this can’t necessarily be achieved in controlled test 

labs. (Takanen et al., 2008) 

Ali & Heriyanto (2011) describe penetration testing as a process that is followed to 

conduct a hardcore security assessment or audit. It also says that it is “considered to be 

the last and most aggressive form of security assessment handled by qualified 

professionals with or without prior knowledge of a system under evaluation.”. It’s also 

stated that vulnerability assessment, “a process for assessing the internal and external 

controls by identifying the threats that pose serious exposure to the organizations 

assets”, differs from penetration testing which goes beyond the level of just identifying 

vulnerabilities by actually exploiting them.  

Penetration testing is one of the most widely adopted of all software security best 

practices, and the reason is that it’s usually seen as an attractive late lifecycle activity. 

It’s a task performed typically in a very limited time box after the application has been 

finished, possibly by an outside security consultant firm. The inherent problem of this 

kind of an approach is that it’s a too little, too late –style effort to tackle security at the 

very end of the development cycle. Software security is an emergent property of the 

system, and tackling it requires applying series of best practices throughout the whole 

software development cycle. A penetration test done as a final check list item for a piece 

of software easily gives the illusion of the software being tested and proven as security-

wise acceptable, while usually this kind of activity just manages to scratch the surface 

and in best cases fix only a few of the numerous security critical bugs in the system. 

(Arkin, Stender, & McGraw, 2005) 
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Penetration testing is software testing which is specially designed to hunt down security 

vulnerabilities. The process starts by creating a threat model, a detailed written 

description of key risks to your application. (Thompson, 2005) 

It is explained by Ali & Heriyanto (2011) that penetration testing can be done in either 

black box or white box modes, sometimes known as remote testing and internal testing. 

Steps included in the white box testing are similar to those in black box testing, except 

for the target scoping, information gathering and identification phases, which can be 

excluded as we are already familiar with the system and its parts. It’s also noted that the 

cost of finding and resolving security vulnerabilities is comparably less when operating 

in white box mode. 

According to Thompson (2005) several techniques exist for creating a threat model, and 

one of the best and most used is the STRIDE method. STRIDE is an acronym, which 

builds from general classes of threads: 

- Spoofing identity, 

- Tampering the data, 

- Repudiation, 

- Information disclosure, 

- Denial of service, 

- Elevation of privilege. 

Threat models are created to identify the threats that the target poses. The identified 

threats are broken down to threat trees, which illustrate the conditions necessary to 

realize this specific threat. Threat-modeling process and threat trees help security testers 

break down exploit end-goals into testable sub-goals that that can be assessed more 

easily. (Thompson, 2005) 

As an example we can take an online service, which is based on users creating their own 

accounts protected by a personal password. Many potential threats exist, but as an 

example lets concentrate on just one, where the attacker tries to access another users 

account. At high level the threat is that the attacker bypasses the authentication or uses 

brute-force to get the password of the user. Figure 1 shows an exemplary diagram of the 

necessary conditions needed to realize the threat. 
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Figure 1. An exemplary threat tree. 

In Figure 1 we can see the threat tree for the exemplary threat. The tree splits the thread 

down into specific sub items that can be quite easily tested: 

- Is the amount of password guesses limited in a meaningful manner? 

- Is the required password long and complex enough? 

- Does the site have exploitable command vulnerabilities? 

- Is the user data validated properly on the server? 

- Is the user data used in commands in a secure way? 

In (Arkin et al., 2005) it’s also suggested that the penetration testing process should be 

conducted in smaller parts of the system. Start the testing with testing the isolated parts 

of the system, then concentrate on inter-unit communication, continue to system testing 

level and concentrate on the integrated system’s properties, such as global error 

handling. The need to create and analyze dataflow diagrams, models, and high-level 

inter-component documentation is also underlined, as they may help on identifying 

where component seams exist. 

2.1.3 Classical security testing 

In classical security testing the security controls of the target system are listed and then 

broken down into specific security requirements. Test cases are then created to cover all 

security requirements. This testing is similar to the normal functional testing performed 

on a software product; it just focuses on testing the functionality of the security controls 

of the system. (Potter & McGraw, 2004) 

and 

Threat 1: Bypass authentication and gain 

access to user’s account 

1.a 

Site allows for large or 

unlimited amount of 

password tries before 

locking down the user 

account or the attackers 

address 

1.b 

Possible passwords 

combinations are small, 

and can be brute-forced 

in reasonable time 

1.c 

Site has exploitable 

command vulnerability 

1.c.a 

User data not securely 

validated on server 

1.c.b 

User data is placed 

insecurely in a command 

or shell on the server 

and 
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Non-functional requirements of a system, such as the security requirements, are often 

not considered before functional requirements have already been implemented and this 

brings challenges to the testing (Romero-Mariona, Ziv, & Richardson, 2010). The 

requirements may be intangible from the testing point of view, unless necessary focus 

attention has been paid to the testing phase while creating them.  

One fundamental problem is that the traditional testing techniques assume the software 

lives in a perfect world where no-one deliberately tries to abuse the software in endless 

creative ways in order to get it to misbehave. Traditional security testing tries to prove 

the correctness of the program, while the focus should be more on the unwanted 

functionality of the program. (Wang, 2004) 

The desired state is to get the test cases automated, so retesting can be easily done and 

possible security problems caused by regression detected as soon as they appear. It’s 

also necessary to store the results for further analysis and comparisons between test 

runs. Comparing results between test runs gives visibility to the progress being made 

with the program. (Arkin et al., 2005) 

According to Arkin et al. (2005) security testing poses a unique problem, as most 

security defects and vulnerabilities aren’t related to security functionality. They rather 

stem from the attackers unexpected but intentional misuses of the application. 

2.1.4 Vulnerability scanning tools 

A typical vulnerability scanning tool scans the system for vulnerabilities known by it. In 

detecting vulnerabilities it usually relies on passive probing and fingerprinting, but may 

also contain some active hostile tests for some known issues. The detection is based on 

a library of samples collected from vulnerabilities found earlier. They are unable to find 

any unknown issues, and require regular updating, in the same sense as common virus 

scanners. They are also rarely available for anything else than widespread operating 

systems and selected network equipment. (Manzuik, Pfeil, & Gold, 2006; Takanen et 

al., 2008) 

Vulnerability scanners are therefore not necessarily the ideal tools for testing a newly 

created stand-alone program, but when building a larger system from readily available 

components on the market, or assessing the security of a complete system they may be 

valuable. Also web applications are a really well suitable area for vulnerability scanners 

(Fonseca, Vieira, & Madeira, 2007), this is most probably due to their common user 

interface, the web pages, which allow for easy communication with the vulnerability 

scanners. 

With some web application vulnerability scanners the line between vulnerability 

scanning and penetration testing seems to be quite thin. According to Fonseca et al. 

(2007) modern web application vulnerability scanners scan through the structure of the 

web application finding all web pages it has, and utilize fuzzing, among other 

techniques, in creating malformed requests to the pages to assess the vulnerability of the 

application in question. This process is quite similar to actual penetration testing.  

Types of vulnerability scanning software include: 

- Network scanning software identifies weak networking device settings (e.g., 

vulnerable ports left open, default passwords), 
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- web application scanning software identifies weak web application settings, 

failure to implement patches to known web application vulnerabilities etc. 

- database scanning software identifies similar weaknesses in database 

management systems and database applications. 

2.1.5 Source code review 

Analyzing reports of security attacks reveal that the attacks aren’t usually a result of a 

novel method found by the attacker, but instead they are repeated exploits of already 

known types of problems. The problems are known, but still repeated due to careless 

programmers, using legacy parts of the software, and unawareness of the security 

concerns. The problems are generally known, but utilizing this information relies too 

much on the programmers memories, while it should be codified into a tool and 

integrated directly into the development process. A static security analysis tool is a tool 

built for this purpose. (Evans & Larochelle, 2002) 

Source code review is held to scan the source code for methods or patterns that are 

known to be potentially vulnerable. The source scanning is usually done using 

automated tools due to the task of manually reading through thousands of lines of code 

is not a pleasant and effective one. The tools are usually language dependent, so 

multiple tools may be required if the target is built using different programming 

languages. This technique is typically very effective in finding programming errors. 

(Potter & McGraw, 2004; Sutton et al., 2007) 

Static analysis tools can be applied before a program reaches the level of completion 

where normal testing can be done in a meaningful way (Chess & McGraw, 2004), 

enabling potential problems to be spotted in an early development phase rather than 

once the project is ready to ship. Source code review can easily be classified as a white 

box testing technique as you require access to the source code. 

The tools can’t replace the skills of a professional security researcher, as they usually 

can’t determine if the findings are actually exploitable. These tools usually try to 

analyze if the findings are exploitable, but the results are varying, and usually still 

contain lots of false positives (correct code reported as a defect). Advantage of the 

automated tools is that they can benefit from the expert knowledge that has been 

codified in them. Also, even experienced reviewers may overlook some mundane 

issues, as the amount of code to review piles up. The tools however usually can’t detect 

high level design flaws and similar problems, so it the automatic scanners and manual 

reviews complement each other. (Dehlinger, Feng, & Hu, 2006; Evans & Larochelle, 

2002) 

The output of an analysis tool should be taken like a list that point out the potentially 

vulnerable locations. The list should then in turn be reviewed manually by an 

experienced analyst who checks if the findings actually pose a risk or are just false 

positives, and the found problems then need to be fixed by a software developer (Sutton 

et al., 2007). According to Dehlinger et al. (2006); Takanen et al. (2008) most of the 

findings of a code auditing tool have no security implications and are false positives.   

In Okun, Guthrie, Gaucher, & Black (2007) an evaluation was conducted, where the 

number of vulnerabilities reported to the National Vulnerability Database was studied 

before and after a project started using static analysis of its source code, and between 

projects which were using static analysis tools and projects which were not. The scope 
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was limited on open source software, and the aim was to find out if using tools that 

review the source code actually help in improving software security. The results did not 

indicate that the use of the static analysis had a strong effect in software security, but the 

study had some limitations that might have contributed to the results. 

Black (2012) found that a graphical user interface of the tool often helps users 

efficiently and correctly understand warnings and their potential effects. The amount 

and type of warnings were also seen as affecting the usefulness of the output of the tool. 

Also Chess & McGraw (2004) notes that a good tool needs to be easy to use even for 

the non-security people, and that their results must be understandable for normal 

developers who might not know much about security but may learn better programming 

practices from them.  

2.1.6 Findings of literature research 

During the literature research of security testing methods several methods for 

performing software security testing were identified. While testing for software security 

differs in many ways from traditional functional software testing, some similarities were 

found. Especially the security mechanisms of a program can be tested using traditional 

testing approaches, as they essentially represent functionality a program needs to fulfill.  

Security critical problems however often lie not in the defined but in undefined 

functionalities of a program: It’s vital to assure that in addition of performing the 

functions it’s supposed, a program doesn’t behave in an unexpected way compromising 

the system security when being mishandled. 

Several approaches for finding vulnerability-enabling bugs were studied, and while the 

techniques differ from each other they still seem to have things in common. For 

example fuzzing was used in several techniques as an integral part of the process, or to 

supplement the testing at some phase. Fuzzing itself seems to have proved its usefulness 

in security testing, and therefore it’s a well-suited subject to be taken a closer look into. 

2.2 A closer look into fuzzing 

According Sutton et al. (2007) fuzzing is a form of testing that falls almost completely 

in the black box category. As you necessarily don’t need (or have) specific knowledge 

of the target you probably are able to run the tests on other targets with relatively little 

rework. For example test cases made for File Transfer Protocol (FTP) server software 

can be easily modified to run on another FTP server. On the other hand, techniques exist 

where the target application is fuzzed in white box manner, knowing what happens 

inside the target and intentionally focusing on some critical parts of the system (Ganesh, 

Leek, & Rinard, 2009). Depending on the tools and methods you choose, fuzzing can be 

done in black or white box mode. It’s also good to note that these terms, black box and 

white box, are not used uniformly when discussing about fuzzers, but can mean 

different things depending on the author, as pointed out by Myllylahti (2013). 

Performing testing in black box mode causes also problems to the testing. One of the 

biggest problems is to know when we have tested enough. Without seeing the internals 

of the program it’s hard to say how large amount of the program have the test cases 

covered. 
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2.2.1 Monitoring the test execution 

The target has to be monitored for crashes and other exceptions during the test 

execution. As the fuzzing usually consists of numerous test cases, from hundreds to 

hundreds of thousands, automatizing and monitoring the execution is vital. After an 

exception is found, it’s crucial to know which test case caused it in order to know what 

kind of input caused the exception, and how can it potentially be exploited. The level of 

monitoring and tools used for it depend greatly on the target itself, and also on the 

purpose of the testing. (Sutton et al., 2007) 

With fuzzing it’s relatively easy to reveal crashes and other exceptions that cause denial 

of service –type of results on the target. This kind of results may be easy to observe 

using very basic monitoring tools, i.e. a shell script which monitors that a certain 

process stays alive and in a responsive state. In the case of testing a remote service or a 

device that can’t be as easily monitored, a common approach is to perform some kind of 

a check between the malicious attempts to verify that the target is still functional. This 

check can be for example a valid page request in the case of an Hyper Text Transfer 

Protocol (HTTP) server being the target, and if the request is answered properly the 

target must be still functioning as it should. 

Other kind of problems may however be hard to notice. Sutton et al. (2007)                 

list the following faults as hard or impossible to detect with fuzzing: Access control or 

privilege escalation, poor design logic, backdoors, memory corruption and multistage 

vulnerabilities. Detecting such faults in which the program behaves differently than it 

was supposed to, allows some actions that should be forbidden for the user or opens up 

the system for some other kind of an attack are difficult to detect, as to be able to detect 

them the target should not only be monitored for the effects, but the monitoring system 

would also need to understand the complete logic of the target. The system would for 

example need to know which actions are allowed for the test user in each state, and test 

if some unwanted rights have been gained in order to detect privilege escalation that has 

resulted from a test case being run. Needless to say, such detailed monitoring 

functionality may be next to impossible to implement. 

Abran, Bourque, & Dupuis (2004) describe that oracle is an agent, human or 

mechanical, which is responsible for judging if the test case was passed or failed. 

Myllylahti (2013) explains the problem of testing oracle:  In traditional testing, the test 

contains the oracle; the test case knows if the test case should pass or fail, as it knows 

the inputs and expected outputs of the scenario. In fuzzing however, as the inputs are 

more or less random, the expected outcome of each scenario can’t be as easily judged. 

This results as difficulty in creating a reliable test oracle that could validate the test 

results, which usually leads to test cases producing false positives that need to be gone 

through manually case by case after the test execution. 

For the testing results to be usable the test runs have to be reproducible. In some cases 

when memory leak or buffer underflow is found the crash doesn’t happen instantly. It 

may take a few of similar memory leaking cases before the symptoms appear, for 

example the memory to run out and cause a crash when a new memory allocation isn’t 

possible. It might also be that some test case executed before the last one did something 

to put the target into a state where it was vulnerable for the crash that happened in the 

last case. In such situations you need to know exactly what has been done prior to the 

crash, and if you have just fed random data to the target without logging it you only 

know that there in fact is a problem but you just don’t know what the problem is. 
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Without knowing the exact steps to reproduce the error, finding the actual cause may be 

laborious, and eventually fixing the problem really frustrating. 

One possibility is to use some dynamic binary instrumentation tools, which allow the 

target binary execution to be closely monitored and possible memory leaks or 

corruptions to be detected as soon as they happen. This kind of tools may not be usable 

in all scenarios, depending on the target. 

2.2.2 Fuzzing techniques 

Fuzzers can be divided into two classes, mutation-based fuzzers and generation-based 

fuzzers. The first uses a sample of valid data to generate the fuzzed inputs by mutating 

the original data, and the latter generates the inputs by modeling and mutating the target 

protocol or file format. (Kim, Choi, & Lee, 2011; Sutton et al., 2007) 

According to Sutton et al. (2007) fuzzing is most closely related in the academic world 

to the boundary value analysis, where you look at the range of known good inputs and 

create test cases that straddle the boundary cases of known good and bad values. This 

helps to ensure that the exception handling appropriately filters out invalid values while 

accepting the complete range of valid inputs. 

There are many ways to generate the input data. The simplest methods include 

generating completely random data and feeding it to the target. This method is one of 

the least effective methods in finding faults, but it’s easy to get running and can be used 

to quickly check if the code is really terrible and contain naïve programming errors 

(Takanen et al., 2008). More sophisticated methods use a valid data sample which they 

then alter in different ways according to different rules. The most sophisticated method 

is the one where the complete protocol or file format is modeled into the fuzzer, which 

then dynamically generates individual test cases by fuzzing the parameters of the 

protocol or format. 

Fuzzing in general tries to find places where the input isn’t sanitized properly but 

instead the target code expects the incoming data to match a certain model. Whether the 

data is coming being from an input field, network protocol or a file, to get the most out 

of fuzzing we need to understand the structure of the data. The data may consist of 

common elements such as fields of different types and lengths, from name-value pairs, 

block identifiers and so on.  

For different types of elements there usually are some rules of thumb where or how the 

vulnerable points are found. In name-value –pairs for example you are most likely to 

find problems when fuzzing value-part of the pair, as this value is often passed into a 

variable in the target. When dealing with variable sized fields, buffer overflow and 

underflow problems are often found when altering the field size bytes so that the 

following data is too large or too small for the field. Also, when fuzzing the content of 

such field it’s important to also adjust the field size to match the fuzzed contents so that 

the target identifies the data properly. (Kim et al., 2011; Sutton et al., 2007) 

When fuzzing the target without monitoring the target internals or knowing on which 

parts of the data to focus, you may end up mostly testing the targets input parsing 

mechanism, a shallow part of the target. Although this is also important, the more 

severe problems deeper inside the program logic may remain uncovered as the code 

deeper in the target actually doesn’t get stressed at all. By examining the input data and 
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monitoring target application execution it’s possible to generate input data that gets past 

the input validation phase, and stresses the actual complex program logic deeper in the 

target application. This may increase the coverage of the test greatly, and lead to 

discovery of before unknown bugs. (Ganesh et al., 2009; Godefroid, Levin, & Molnar, 

2012)  

Some file formats embed checksums throughout the file. The checksums are calculated 

from the data, and their purpose is to identify if the file is corrupted. An example of 

such format is the Portable Network Graphics (PNG) image format. With such formats, 

it’s probable that the target application stops processing the data when it encounters an 

invalid checksum. In order for a fuzzer to work with such a file format and application, 

the fuzzer has to take the checksums into account by recalculating and overwriting them 

after fuzzing the data, so that the target application can properly process the files. (Kim 

et al., 2011; T. Wang, Wei, Gu, & Zou, 2011) 

2.2.3 Fuzzing heuristics 

After knowing the structure of the data there still is the problem of how the data should 

be fuzzed. It can be done in a completely random fashion by replacing bytes or some 

logical parts with randomly generated values, but as stated earlier this isn’t very 

effective in finding problems. Also testing all of the possible values isn’t feasible either, 

as this quickly results in test sets that could easily take several years to run. For example 

a 32-bit integer has 4294967296 possible values, and assuming that we can test them at 

the speed of one value per second, it would take more than 136 years to test all 

possibilities. Not to mention that if the previous amount wasn’t yet a problem, it will be 

when the fuzzed data includes several such values, and the amount of possible 

combinations grows exponentially. Specifically including potentially dangerous values 

in the list of fuzz data is known as fuzz heuristics. (Sutton et al., 2007) 

According to Takanen et al. (2008) typical programming errors are very similar in all 

communication systems. The following are listed as typical examples of the errors: 

- Inability to handle invalid lengths and indices, 

- inability to handle out-of-sequence or out-of-state messages, 

- inability to tolerate overflows (large packets or elements), 

- inability to tolerate missing elements or underflows. 

While we don’t know how the data is used in the target we can still make educated 

guesses. We can use values that fit some predefined cases and may cause problems if 

the target doesn’t have necessary checks in place. We can for example take a 32-bit 

integer value to start with. We might try to cause an over- or underflow on the value by 

testing the minimum and maximum values of that scale (0 and 0xFFFFFFFF). It might 

also be fruitful to test the near border values (1, 2, 3 … 16 and 0xFFFFFFFF-1, 

0xFFFFFFFF-2, 0xFFFFFFFF-3 … 0xFFFFFFFF-16), and the maximum value divided 

by two (0xFFFFFFFF/2), three and four and including its border values also. We might 

also wish to include values generated with the abovementioned rules for 8-bit (0xFF) 

and 16-bit (0xFFFF) integers too. This should cover at least the basic cases where the 

value is taken and then added or subtracted before using it as a parameter for a memory 

allocation function, or some other vulnerable use. Combining the scenarios, we end up 

having a nice collection of “smart integers” for testing, while still having just a fraction 

of values we would have if we just blindly tried all possible values of a 32-bit integer. 

The range for border values, 16, was chosen as a reasonable amount but it can be 
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smaller or bigger, depending on the available testing time, complexity of the target and 

other factors. The following list sums up smart integer values gathered above. (Sutton et 

al., 2007)  

- 0xFF-16 <= 0xFF <= 0xFF+16 

- 0xFF/2-16 <= 0xFF/2 <= 0xFF/2+16 

- 0xFF/3-16 <= 0xFF/3 <= 0xFF/3+16 

- 0xFF/4-16 <= 0xFF/4 <= 0xFF/4+16 

- 0xFFFF-16 <= 0xFFFF <= 0xFFFF+16 

- 0xFFFF/2-16 <= 0xFFFF/2 <= 0xFFFF/2+16 

- 0xFFFF/3-16 <= 0xFFFF/3 <= 0xFFFF/3+16 

- 0xFFFF/4-16 <= 0xFFFF/4 <= 0xFFFF/4+16 

- 0xFFFFFFFF-16 <= 0xFFFFFFFF <= 0xFFFFFFFF+16 

- 0xFFFFFFFF/2-16 <= 0xFFFFFFFF/2 <= 0xFFFFFFFF/2+16 

- 0xFFFFFFFF/3-16 <= 0xFFFFFFFF/3 <= 0xFFFFFFFF/3+16 

- 0xFFFFFFFF/4-16 <= 0xFFFFFFFF/4 <= 0xFFFFFFFF/4+16 

 

The list above is by no means a complete list of useful values, since more interesting 

target specific values can probably be found for example by examining the target binary 

with the help of a disassembler. 

Integers are not the only values causing targets to crash and the next potential weak 

point are string handling functions. With strings we should start with a really long 

string, meaning a string in the style of 5000 repetitions of the letter “A” in a row. After 

that we should expand the strings to cover other alphabets also, as the effects may vary 

on the contents of the string.  

We should also cover non-alphanumeric characters that are often used as field 

delimiters. Common characters used for that purpose include at least the following: 

!@#$%^&*()-_=+{}|;:\’”,.></?. Also one commonly used delimiter is a new line, in 

byte form represented with the following sequence: 0x0d 0x0a. To cover the delimiters 

we should include cases where different lengths of strings are separated by different 

delimiters, and also mix them with multiple repetitions of same delimiter. This should 

result in interesting strings that might cause poorly implemented parsers to fail. 

There are still lots of structures to include which are known to cause problems, such as 

the format strings (%s, %n), directory traversal (../../ and ..\..\) and so on. This wasn’t 

supposed to be a comprehensive list of them all, but instead just to open the matter a 

little bit, to demonstrate how the data can be created intelligently and target the usual 

weak points, without the need of resorting to complete randomness or other less 

effective approach. 

2.2.4 Fuzzing targets 

In principle fuzzing attacks can be targeted to any target that has an open input the 

attacker can access. The target can be local or remote, and there are several common 

routes for the attack, called attack vectors. In the following some of the most common 

attack vectors are briefly introduced. 

Local attacks are usually made in hopes of gaining elevated privileges on a system, as 

inflicting a denial of service on yourself rarely is what an attacker desires (Sutton et al., 



19 

2007). In practice this means that the attacker already has an access to the target system, 

but with limited privileges. To gain privileges of an admin or root, the attacker usually 

targets an application or process that is running with higher privileges than he currently 

has. The attacker tries to find a flaw in the target which would allow him to execute 

code or system commands with the target programs privileges, which would allow him 

to reach his objective of, for example, executing a program or giving him permanent 

elevated privileges, to facilitate his malicious needs.  

For local fuzzing there are two main input vectors available which are command line 

arguments and environment variables (Sutton et al., 2007). These both are essentially 

just two different routes for introducing variables in the target program. The basic idea 

is to fuzz these variables and execute the target program so that the variables are used 

by the target, and then monitor for the results. As we are dealing with a local target, an 

easy way to get started would be a simple script that calls the target in a loop and alters 

the parameters between each call.  

Local attack vectors, according to Takanen et al. (2008), include also the following: 

- graphical user interface (GUI),  

- command line user interface (CLI),  

- programming interfaces (APIs), 

- files, 

- local network loops (RPC, Unix sockets, or pipes, etc.), 

- physical hardware access. 

Remote attacks are generally more interesting, as the amount of potential targets grows 

from the few you have already an access to, to almost all computers connected to the 

internet. An obvious remote target is all of the services that are used via a web browser. 

This includes the web server software itself, but there are also a lot of additional 

services that are implemented to use the web server to facilitate the communication 

between the client and server applications. In this type of scenarios the potential targets 

extend also to the client application (which may run in a web browser), the server 

application and any services it may be using or exposing, like a database or some other 

backend service.  

Depending on the service in question, the potential gain of a successful attack can range 

from being able to crash the service causing a Denial of Service (DoS) attack on the 

legitimate users to actual financial gain from, for example, exploiting a vulnerability in 

an online shopping site and being able to order goods for free.  

A common scenario is one where the user accesses a service using a web browser, and 

the server side utilizes a web server for serving the requested pages to the user, some 

language that generates the dynamic content of the page in the fly, like PHP, and a 

database for storing the information needed for the service, typically being an SQL 

server. The service could be for example an online discussion forum, where the user 

interface consists of web forms, which pass the values and parameters given by the user 

to the PHP script on the server side, which then performs the wanted functions such as 

searching for a post, posting a new message, listing the discussions under a certain 

forum are and so on.  

The server side application consists of web page or pages containing PHP code, which 

take parameters from the client over the HTTP protocol. All of the parameters coming 

from the client are potential targets for fuzzing, as any of these parameters may be 
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insecurely processed in the server side script. If the input isn’t sanitized it may allow for 

remote command execution, buffer under- or overflows, crashes or SQL injection to 

name a few. The vulnerability can exist in the service itself, or any third party libraries 

or applications the service may be utilizing. 

Not all remote attacks are made against the servers, but on the clients also. There are 

many reasons for trying to attack individual clients. In many cases the goal is to get a 

remote access to the client computer, which will then be harnessed to perform a task 

such as sending spam emails, take part in so called botnets or to remotely spy the target 

computer itself. (Abu Rajab, Zarfoss, Monrose, & Terzis, 2006; Singh & Gyanchandani, 

2010) 

Remotely controlled compromised computers are often used in denial of service type of 

attacks, where a large amount of computers is used to generate overwhelming amounts 

of traffic against a target system, which causes the service to be unavailable for the 

legitimate users. Using many computers in such an attack makes it difficult to protect 

against, as the attack is coming from many different sources and shutting down one or 

several attackers will not end the attack, which is over only once all of the attackers 

have been stopped. 

With the popularization of electronic currencies such as the Bitcoin raises also another 

common use for the compromised computers: They are used for calculating or “mining” 

Bitcoins or other currencies. In Bitcoin currency system generating a new Bitcoin 

requires a massive amount of calculations, a task which can take a very long time and 

cost a lot due to energy consumed by the computers doing the calculations. Dividing 

this task to be completed by a botnet gives the attacker a direct financial incentive. 

(Brezo & G Bringas, 2012; Plohmann & Gerhards-Padilla, 2012)  

An unsuspecting user browsing the internet using his web browser can be targeted 

through many routes. A harmful code can target a weakness in the web browser itself, 

or any other program that is running on the client side and is accessible through the web 

browser, like Java or Adobe Flash. In these types of attacks the attacker targets a 

program already installed on the target computer and uses a vulnerability found in it to 

compromise the system. Unlike in the traditional case where the user downloads and 

executes a harmful piece of software, exploiting an existing vulnerability on the system 

doesn’t necessarily require the user to install or accept anything in order for the system 

to get compromised. Instead he just needs to have the vulnerable software installed on 

his computer, and end up browsing on a site that delivers the malicious data to the target 

application. The site delivering the malicious data can itself be also a victim of an 

attack, as it is not uncommon for the servers to be exploited in order to get them to 

spread the malicious code to the clients using the services, and to hide the tracks of the 

attacker. 

File format fuzzing can be utilized against several types of targets. The typical scenario 

is a client application such as a web browser or office productivity suite (Sutton et al., 

2007) but as well it can be a server application such as an e-mail server. As an attack 

vector this means fuzzing of the file format itself, to generate files that no longer match 

the original file format but are mutated for some part of them, and the intention is to 

locate poorly implemented handlers for the file type, which assume the file structure is 

valid and lack proper sanitation of input data coming from a file. 

File format fuzzing is an interesting attack vector, as file types such as images or 

spreadsheets that are normally not considered malicious become a risk when they are 
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interpreted by a vulnerable application (Sutton et al., 2007). Protection against such file 

formats as images isn’t necessarily easy, as for example web pages are built using 

images, and once blocked the pages would become unusable. Also, as discovered in 

Jana & Shmatikov (2012) each application processes even files of same type in different 

manner, and this can be used to get the malicious files past the guards to the vulnerable 

program to digest. This can be achieved by modifying the files so that the guards detect 

the file as a different type than the target, and while being unable to properly process the 

file the guard is unable to detect the malicious content of it. This may be for example a 

result of not knowing the proper method for extracting the compressed content, due to 

not recognizing the compression in the first place. 

Instead of blocking certain file formats completely, some web browsers and operating 

systems warn the user when a file type known to be potentially hazardous is about to be 

opened. This however doesn’t solve the problem, as potentially all file formats can be 

hazardous, depending on the application(s) that processes the file (Jana & Shmatikov, 

2012). Always it isn’t even necessary for the user to open a file for it end up processed 

by possibly several programs: For example in Windows environment, image and video 

files, among others, are automatically processed once the containing folder is opened by 

the user. The files are for example processed in order to create a thumbnail icon of the 

actual contents of the file, and vulnerability in this code would lead to the system being 

compromised almost automatically after the file had been copied to the file system. 

Files may be accessed automatically in order to index the contents or metadata of the 

file for faster search results, for instance. (Takanen et al., 2008)  

2.3 Comparison factors for fuzzers 

The criteria and factors are derived from the needs of the target user: A small software 

developer; an individual or a company of two-three developers, who have no previous 

knowledge or experience in security testing. He has no budget for the security testing 

and only a limited time to familiarize himself with the field of security testing, with the 

aim of catching at least the most trivial security bugs of his application, the low-hanging 

fruits. 

2.3.1 Ease of use 

The tool needs to be easy enough to get running, so that it won’t discourage the user 

from even trying it out. There also should be some kind of documentation for the tool, a 

manual or a webpage describing how the tool should be used. Active user community or 

other form of on-demand support or knowledge base also is a huge plus. The tool should 

be runnable in normal desktop computer, under common desktop operating systems 

used for software development such as Windows, Linux or Mac OS X, without posing 

any exotic requirements. The ease of use criterion factors are listed in table 1. 

Table 1. Ease of use criterion factors. 

Ease of use criterion Description 

Getting the executable A ready installable binary file, or need to 
compile it yourself? Preferably both. 

Documentation of the tool A readme, command line- or GUI help 
provided with the tool? 
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Support for the tool Is there any source for support for the tool: An 
active community with a discussion forum, 
support mailing list, FAQ etc.? Is the tool 
project still alive? 

Environmental requirements Does the tool run under (some) common 
development environment, or does it pose 
some exotic requirements? 

2.3.2 Practical features of the fuzzer 

In fuzz testing you need to be able to automate the execution of tests with the tool. 

Fuzzing easily generates hundreds or thousands of test cases, and running them 

manually is too laborious and time consuming. Preferably the tool should include 

features for facilitating test automation. 

Monitoring the test target is also a wanted feature. When running numerous test cases 

against a target system, knowing if and when the target has failed is essential for 

pinpointing the root causes of the problems. 

Ability to customize the tool itself is also a benefit, to help it suit different usage 

scenarios. At minimum you want the possibility to affect the generated test cases via 

some sample files or other parameters, but preferably the whole tool is distributed as an 

open source application, where anyone can grab the source code and alter it to fit their 

needs. Table 2 lists the practical features criterion factors. 

Table 2. Practical features criterion factors. 

 Practical features criterion Description 

Automation support Does the tool have built-in support for 
automating the test runs? 

Target monitoring support Does the tool have any options for monitoring 
the target during test execution? 

Customization options Does the tool have options allowing for 
customization? 

2.3.3 Intelligence of the fuzzing 

The intelligence of the fuzzing engine of the tool is important. While feeding 

completely random data to the target can also find security related bugs, the 

effectiveness can still be multiplied utilizing smart fuzzing. Instead of randomly fuzzing 

the seemingly infinite input space, smarter fuzzers concentrate their efforts in known 

corner cases and problems exposed by typical programming mistakes. Table 3 lists the 

intelligence of fuzzing criterion factors. 
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Table 3. Intelligence of the fuzzing criterion factors. 

Intelligence of the fuzzing criterion Description 

Is the data generated or mutated, or totally 
random 

Preferably the data is generated or mutated 
based on a model or a sample, not just plain 
random input. 

Does the fuzzer utilize fuzzing heuristics Does the fuzzer test border values, 
repetitions, indices etc. known sources of 
bugs, or just random values? 

Creating a model for data generation If the fuzzer is a generation-based fuzzer, how 
easy is it to create a data model? 
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3. Selected Fuzzers 

The selection of the tools to be compared was made as an exploratory research using 

most popular Internet search engine, Google (Net Applications, 2015). Keywords used 

in the search included words and word combinations such as free fuzzer, fuzzing tool, 

free fuzzing tool, fuzzing software, fuzz testing tool and file fuzzer.  

The tools were selected from the search results by their appeal: The tool had to feel like 

a ready tool, not a project that had been abandoned years ago. The tool needed to have a 

home page where the tool can be downloaded, preferably accompanied with some 

documentation and support options too. The tool had to be free, or at least have a free 

version of it available. The tools selected to the comparison are Radamsa, MiniFuzz, 

Burp Suite, JBroFuzz, w3af and Zed Attack Proxy. The tools are introduced in the 

following chapters. 

3.1 Radamsa 

Radamsa is a fuzzing tool developed at the Oulu university Secure Programming group 

(OUSPG). The motivation for building the tool was to make robustness testing more 

accessible to vendors and independent software developers, to create an easy way of 

bringing robustness testing into the development process. Existing tools were found to 

be hard to install, use and to customize to fit the current task. (OUSPG(a), 2015) 

Radamsa is a command line tool which takes sample files as input, and outputs mutated 

files, so it falls to the category of mutation-based fuzzers. The tool can also act as a TCP 

client or server, so it can be used to feed mutated samples to a service or a client 

listening for TCP connections.(OUSPG(a), 2015) 

Radamsa has several fuzzers built in one package. It doesn’t rely just on randomly 

changing bits here and there, but instead it tries to recognize structures in the sample 

files and apply different fuzzing techniques to them. The techniques used are often 

taken from the real world, mutations that have found to have interesting effects on some 

other software. (OUSPG(a), 2015) 

Radamsa is a free to use application, and even the source codes are made available for 

anyone to grab and customize the tool. The code is released under the MIT license.  

3.1.1 Ease of use 

Radamsa is available as a prebuilt binary for Windows and Linux, and also the sources 

are available if you wish to compile the tool yourself. The code is hosted at 

code.google.com which should have high availability and longevity compared to 

personal home pages and similar.  

There is a readme-file supplied with Radamsa, and it also includes a command line help. 

Both of them contain basic instructions how to use the tool. There’s also a wiki style 

page linked to the project home page giving a more detailed tour of the features, 
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including several practical examples for different scenarios. The wiki page also includes 

a short Frequently Asked Questions (FAQ) section. 

A support email address and an Internet Relay Chat (IRC) channel also exist, where 

people can ask for help with the tool. There’s also an issue tracker for bugs found in the 

tool itself. The project pages are frequently and recently updated, so the project is still 

under development or maintenance. (OUSPG(b), 2015) 

3.1.2 Practical features 

Radamsa includes features aiding in automatizing the test runs. It can automatically 

generate wanted number of outputs controlled by a command-line parameter, and also 

the randomization seed can be input to the tool. The tool can also act as a TCP server or 

client, enabling testing of TCP based solutions. (OUSPG(b), 2015) 

There are no options for monitoring the target, but the readme contains some examples 

how to create basic monitoring using shell script features.  

Radamsa allows you to select sample files for fuzz generation, and also allows you to 

select the random seed used in generation. You can also affect the type of the fuzzing by 

selecting the desired mutations, patterns and generators via command line parameters. 

The tool source is also available, so it can be modified if needed.(OUSPG(b), 2015) 

3.1.3 Intelligence of the fuzzing 

Radamsa uses sample files as source for mutation. It includes several different 

mutations that are known to cause problems and reveal typical programming errors. 

These include corner values, repetitions, omissions etc. There is no possibility for 

generating data based on a model, as the fuzzer is mutation-based. (OUSPG(a), 2015; 

OUSPG(b), 2015) 

3.1.4 Summary 

Radamsa is a simple yet powerful fuzzer that can be modified to fit the developer’s 

needs. It’s maybe best suited to the type of people who are able to build the needed 

structures around it to facilitate testing, structures like target application monitoring etc. 

Radamsa shines in the fuzzing intelligence part, while the support for target monitoring 

and part of the automation process is left for the developer to solve. Criterion factors 

and possible advantages for Radamsa are listed in table 4. 

Table 4. Criterion and possible advantages for Radamsa. 

Ease of use criterion Possible advantage 

Getting the executable Yes. Source and binaries available.  

Documentation of the tool Yes. Comprehensive documentation exists. 

Support for the tool Yes. Support is available and the project is 
still alive. 
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Environmental requirements Yes. Radamsa runs under Windows, Mac OS 
X, Linux, and OpenBSD. 

Practical features criterion Possible advantage 

Automation support Maybe. Supports generating multiple 
mutations and also TCP connections. 

Target monitoring support No. No monitoring support. 

Customization options Yes. Can control the samples, seed, 
mutations, patterns and generators. Also 
source code is available. 

Intelligence of the fuzzing criterion Possible advantage 

Is the data generated or mutated, or totally 
random 

Yes. The data is mutated from the input 
samples. 

Does the fuzzer utilize fuzzing heuristics Yes. The mutations include both random and 
smart mutations. 

Creating a model for data generation No. 

3.2 Microsoft SDL MiniFuzz 

Microsoft SDL MiniFuzz is file fuzzer developed by Microsoft. The tool was 

announced among their Security Lifecycle Development (SDL) tools in 2009. MiniFuzz 

is a simple file fuzzing tool that runs under Microsoft Windows, which can 

automatically feed the fuzzed files to the target application, and monitor the execution 

for crashes and other unwanted behavior. (Microsoft(a), 2011; Microsoft(b), 2011) 

MiniFuzz was developed by Microsoft to demonstrate basic file fuzzing concepts to 

software developers, and to help them find bugs in the software they build. 

(Microsoft(b), 2011) 

3.2.1 Ease of use 

Microsoft SDL MiniFuzz is available as a ready built Windows executable, which can 

be downloaded from Microsoft download center.  

The tool comes with a help file (accessible from the GUI help-button) which details the 

features of the program, as well as basics of the fuzzing concept itself. It also guides the 

reader step by step how to fuzz test a Windows application in practice. 

There doesn’t seem to be any dedicated support channel available for the tool, at least 

for free. 

3.2.2 Practical features 

MiniFuzz has good support for automating the testing process. The tool can 

automatically launch the target application, feed fuzzed data file to it, and then 

terminate the application after specified timeout has expired.  



27 

The tool automatically monitors the target application execution, and if a crash is 

detected, the sample causing the crash is stored for analysis along with the log files from 

the execution. 

The customization options are limited to selecting the sample files used as a base for 

fuzzing, selecting the fuzzing aggressiveness, and setting the command line parameters 

for the target program. The fuzzing aggressiveness setting allows controlling how large 

percentage of the sample file will be mutated (from 1% to 100%). (Microsoft(b), 2011) 

3.2.3 Intelligence of fuzzing 

MiniFuzz is a mutation-based fuzzer, which uses valid sample files as a base for the 

mutation. The tool supports having multiple sample files in use at the same time, and 

samples will then be randomly selected and fuzzed. 

The mutations MiniFuzz does are random: It doesn’t understand the data structures of 

the file it’s mutating, neither does it try to inject any “known to cause problems” values 

into the fuzzed files. As a fuzzer it’s still smarter than fuzzers creating totally random 

data, as its fuzzing is based on valid sample files. It however isn’t as smart as a “smart 

fuzzer”, which tries to understand the data structures and fuzz them according to some 

predefined logic. (Microsoft(b), 2011) 

3.2.4 Summary 

MiniFuzz is a very easy to approach fuzzing tool for Windows applications. It has 

sufficient features for automation and target monitoring, and a very easy to use GUI. 

What it lacks in the fuzzing intelligence, it makes up in easiness of getting the testing 

started. Table 5 sums up the criterion and possible advantages for MiniFuzz. 

Table 5. Criterion and possible advantages for MiniFuzz. 

Ease of use criterion Possible advantage 

Getting the executable Yes. Binaries available.  

Documentation of the tool Yes. Comprehensive documentation supplied 
with the tool. 

Support for the tool No. There doesn’t seem to be support 
available for the tool. The tool itself is last 
updated in 2011, so development may have 
already ended. 

Environmental requirements Maybe / no. MiniFuzz runs only in standard 
Microsoft Windows installation. 

Practical features criterion Possible advantage 

Automation support Yes. Supports fully automated testing. 

Target monitoring support Yes. Detects crashes, collects logs and stores 
samples. 

Customization options No. Very limited customization through 
selecting the sample files and level of 
mutation. 
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Intelligence of the fuzzing criterion Possible advantage 

Is the data generated or mutated, or totally 
random 

Yes. The data is mutated from input samples. 

Does the fuzzer utilize fuzzing heuristics No. The mutations are random. 

Creating a model for data generation No. 

3.3 Burp suite 

Burp suite is an integrated platform for security testing web applications. It includes 

numerous different tools for different types of tasks that fall under the security testing 

umbrella. Burp suite professional isn’t free for use, but there is a feature-limited free 

version of the app also available. Burp suite professional is also available for a two 

week free trial. Due to the free version and two week trial version being available the 

tool is included in this comparison. (PortSwigger, 2015) 

3.3.1 Ease of use 

Burp suite is distributed as a ready built JAR package, and the download link can be 

found from the Burp suite homepage. Burp suite is a Java application, so it needs the 

Java runtime environment installed on the computer before it can be run. Java is a 

common requirement for many tools, and it’s available for free, so this can’t be counted 

as an exotic requirement. 

Burp suite has an online documentation, and offline help is also available inside the 

application. The documentation is exhaustive, and covers all important topics in detailed 

level. The website has a separate support center with FAQ, support mail addresses and a 

large collection of articles covering the common topics.  

3.3.2 Practical features criterion 

Burp suite works as an intercepting proxy: The tool creates a local network proxy which 

is then configured to be used by the web browser application. All requests that the web 

browser makes, along with the responses sent from the target web application are routed 

through Burp suite. This allows the developer to record valid request-response 

transactions with the web application by performing the steps in his web browser. Burp 

suite can then be used to utilize the recorded requests as a base for fuzzing, and test the 

web application with fuzzed values in the request. Burp suite can send the fuzzed 

requests automatically, while recording the results of the test run. The results include 

HTTP response codes, time taken to receive response, possible network error 

information etc. The tool allows defining patterns to look from the responses to identify 

erroneous responses. The tool also notices if the target system crashes, as it stops 

responding to the requests, in which case the logged results can be used to determine 

what caused the crash. (PortSwigger, 2015) 
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3.3.3 Intelligence of the fuzzing 

Burp suite has a mutation-based fuzzer, which uses samples recorded from a valid 

request-response dialog of a web browser and a web application serving the requests. 

The fuzzer belongs to the smart fuzzers class: It has several different ways of mutating 

the data based on the situation. It has many variable type specific fuzzing strategies that 

suit different variable types the best. These include numbers, dates, usernames, and 

character blocks, and so forth.  

Burp suite creates the data model for fuzzing automatically from the traffic that goes 

through its proxy, but the model can also be defined manually. The tool has a quite easy 

to use GUI editor for defining the custom data models. 

3.3.4 Summary 

Burp suite is a flexible toolset allowing different types of penetration testing to be 

performed against a target web application. It has various types of ready attack patterns 

that can be launched towards the target, and it also allows the user to create completely 

custom requests that utilize fuzzing engines of the tool. The free version is quite limited 

in its features compared to the full suite, so the potential user better utilize the two 

weeks of free trial of the full version carefully. Table 6 sums the criterion and possible 

advantages for Burp suite. 

Table 6. Criterion and possible advantages for Burp suite. 

Ease of use criterion Possible advantage 

Getting the executable Maybe / no. JAR package available; easy 
installation but either use the limited free 
version, or have a two week time limited trial 
on the full version.  

Documentation of the tool Yes. Comprehensive documentation supplied 
with the tool and online. 

Support for the tool Yes. FAQ, support email and a knowledge 
base available at the homepage. 

Environmental requirements Yes. Burp suite runs under Windows, Linux 
and Mac OS X, practically all operating 
systems commonly used for software 
development. 

Practical features criterion Possible advantage 

Automation support Yes. Supports automatic testing of target 
system. 

Target monitoring support Yes. Collects extensive logs and stores 
requests that were made to the target. 

Customization options Yes. Extensive customization options and 
several ready attack types to select from. 
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Intelligence of the fuzzing criterion Possible advantage 

Is the data generated or mutated, or totally 
random 

Yes. The data is mutated from input samples. 

Does the fuzzer utilize fuzzing heuristics Yes. The mutations utilize heuristics. The tool 
has various techniques for different types of 
data etc. 

Creating a model for data generation Yes. GUI editor for model creation. 

 

3.4 JBroFuzz 

JBroFuzz is a free web application fuzzer which is developed by the Open Web 

Application Security Project (OWASP), OWASP a non-profit foundation established in 

2001, which aims to make trustworthy security related tools available for everyone. The 

tool is open source, and it’s released under the GNU General Public license. JBroFuzz is 

currently not in active development, but as the tool is ready for use and lots of 

documentation and other material exists for it, there is no reason to exclude it from the 

comparison. (OWASP(a), 2014) 

3.4.1 Ease of use 

JBroFuzz project is hosted under the OWASP projects page, among dozens of other 

projects. The application is distributed as a ready installer for Windows environments, 

and also as a platform independent JAR file, which should run under Solaris, Linux and 

Mac OS X environments. Also the source code is freely available from the SourceForge 

version control system. (OWASP(a), 2014) 

The online documentation for JBroFuzz is comprehensive: There is a guide for 

installing the tool, a FAQ page and a detailed tutorial. The application also includes an 

offline help file. Getting support for the tool may prove difficult: There is a generic 

email form for inquiries related to OWASP projects in general, but the prefilled subject 

choices hint that the form is not meant for asking technical support for the tool. There’s 

also a mailing list for the project, but it seems quite dead: The latest posts from 2014 are 

still unanswered, and the last active conversations are from 2010. 

3.4.2 Practical features 

JBroFuzz has the needed functionality for automating the fuzz testing process. It has a 

GUI for building the requests to be sent to the target system, and it can automatically 

iterate through the requests sending them and recording the responses. There is no direct 

target monitoring, but as the target is a web application, a crash will be detected as no 

response is heard from the target (or the target responds with incorrect response), at 

which point the execution log reveals the mutation which broke the application. 

The tool allows the user to customize the requests manually in many different ways, and 

it includes handy tools to iterate through different kinds of data types. It also has various 

ready attack patterns build in the fuzzers. 
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Unlike other fuzzing tools, JBroFuzz can be used also as a fuzzing library. It has an 

Application Programming Interface (API) which allows it to be used as a fuzzing 

module in another software projects. Using the API it’s possible to utilize the fuzzers of 

JBroFuzz to fuzz almost anything. 

3.4.3 Intelligence of the fuzzing 

JBroFuzz is a mutation based fuzzer, which uses valid requests as a base for mutated 

requests. It has several different types of fuzzers built in, from some are just dumb 

iterators, iterating through the whole input space that is given to them, while the others 

have ready defined common attack patterns that are known to work. The fuzzers include 

also known exploits and for example integer overflow-prone integers. 

With the GUI editor and built-in tools it’s quite easy to create and modify requests to be 

used as a base for the fuzzing attacks.  

3.4.4 Summary 

While the project that created JBroFuzz seems to be hibernating and there is no 

(confirmed) support available, due to its good documentation, neat GUI and good 

support for different operating systems it might be a tool of value for someone. Table 7 

sums up the criterion and possible advantages for JBroFuzz. 

Table 7. Criterion and possible advantages for JBroFuzz. 

Ease of use criterion Possible advantage 

Getting the executable Yes. Windows executable and platform 
independent JAR package available.  

Documentation of the tool Yes. Comprehensive documentation supplied 
with the tool and available online. 

Support for the tool No. Mailing list seems dead, and no specific 
support email address or forum found. 

Environmental requirements Yes. JBroFuzz runs under Windows, Solaris, 
Linux and Mac OS X, practically all operating 
systems commonly used for software 
development. 

Practical features criterion Possible advantage 

Automation support Yes. Supports automatic testing of target 
system. 

Target monitoring support Yes. Collects logs and stores requests that 
were made to the target. 

Customization options Yes. Extensive customization options and 
several ready attack types to select from. Also 
usable as a fuzzing library on other software 
projects, which extends the possibilities. 

  



32 

Intelligence of the fuzzing criterion Possible advantage 

Is the data generated or mutated, or totally 
random 

Yes. The data is mutated from input samples. 

Does the fuzzer utilize fuzzing heuristics Yes. The mutations utilize heuristics. The tool 
has various techniques for different types of 
data. 

Creating a model for data generation Yes. GUI editor for model creation. 

3.5 Web Application Attack and Audit Framework – w3af 

The name of w3af comes from its purpose:  It’s a Web Application Attack and Audit 

Framework. Like the name suggest, the tool is created for web application fuzzing. 

W3af is developed as an open source project with source files hosted at GitHub. (W3af, 

2015) 

3.5.1 Ease of use 

W3af is not distributed as a ready built executable, but instead as a source code which 

you can obtain by cloning the w3af repository from GitHub to your computer. 

According to the install instructions, the tool has dependencies on some external 

components, which need to be installed also before getting the tool running. The tool 

has a launch script which instructs on which components are missing and how to get 

them, so it shouldn’t be more than a few minutes of work. (W3af, 2015) 

The tool has a comprehensive documentation available on its homepage. The 

documentation describes every step from installation to crafting your own malicious 

HTTP requests to the target system and to interpreting the results. Some video tutorials 

also exist. For additional support needs there’s a mailing list and an Internet Relay Chat 

(IRC) chat channel available. 

W3af is designed to run under different Linux distributions, Mac OS X, OpenBSD and 

FreeBSD. The documents say that in theory it should run under Windows also, but it’s 

not supported nor recommended due to the requirement of various third party 

components which installation is complex. (W3af, 2015) 

3.5.2 Practical features 

W3af has two interfaces: A GUI and a command line interface. The tool has its own 

script language which allows the tool to be launched from command line and make it 

performing the needed actions. This enables the tool to be used for example in periodic 

scans, or to be commanded by another tool or framework. 

As a web application scanner, w3af monitors the target through the responses the target 

server sends. The malicious requests generated by the tool are logged along with the 

responses given by the target system, so they can be later analyzed. The GUI portion of 

the tool allows for visual comparison of the responses sent by the target system, and it 

automatically highlights the differences in the responses. If using ready fuzzer plugins 
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provided with the tool, also the found vulnerabilities and other issues can be examined 

via the GUI. 

W3af can also act as a proxy between an application and a server that communicate via 

HTTP protocol, allowing the user to capture a request sent by the client, examine it, 

alter its contents and then allow it through to the server. When the response arrives, also 

that can be captured and examined before it reaches the client application. This allows 

the user to capture real requests that can be used as a base for fuzzing by altering 

strategic parts of the request. 

3.5.3 Intelligence of the fuzzing 

W3af is a mutation based fuzzer, which uses valid requests as a base for the mutations. 

It also contains a vast collection of plugins which offer various pre-defined types of 

attacks against different types of services. It allows for using the ready attacks, or 

creating your own types of attacks, where you can utilize different data generation 

methods from ready lists of values to complete randomness. 

3.5.4 Summary 

As a tool which is spread only as a source code w3af might be not as easy to approach 

as tools which offer ready installers downloadable and runnable with a few clicks, but 

otherwise the tool seems to be quite easy to use, due to its GUI and good documentation 

with pictures and videos. The project also seems to be quite active as there’s traffic on 

the mailing lists and latest updates to the source code are made just a few days ago. 

Lacking support for Windows operating system might be a deal breaker for some 

developers, though. Table 8 summarizes the criterion and possible advantages for w3af. 

Table 8. Criterion and possible advantages for W3af. 

Ease of use criterion Possible advantage 

Getting the executable Maybe / no. The tool is distributed only as 
source code which you need to download and 
run and match the required dependencies to 
external components. 

Documentation of the tool Yes. Comprehensive documentation available 
online. 

Support for the tool Yes. Mailing list and IRC channel available for 
support. 

Environmental requirements Maybe / No. w3af runs under Linux, Mac OS 
X, FreeBSD and OpenBSD, but not under 
Windows. 

Practical features criterion Possible advantage 

Automation support Yes. Supports automatic testing of target 
system. 

Target monitoring support Yes. Collects logs and stores requests that 
were made to the target. In some cases also 
visualizes found problems in the responses. 
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Customization options Yes. Extensive customization options and a 
ready base of ~150 plugins for various types 
of attacks to choose from.  

Intelligence of the fuzzing criterion Possible advantage 

Is the data generated or mutated, or totally 
random 

Yes. The data is mutated from input samples. 

Does the fuzzer utilize fuzzing heuristics Yes. The mutations utilize heuristics. The tool 
has various plugins for different types of 
targets. 

Creating a model for data generation Yes. GUI editor for model creation. 

3.6 Zed Attack Proxy - ZAP 

Zed Attack Proxy (ZAP) is a penetration testing tool designed to find vulnerabilities in 

web applications. It’s developed by the OWASP foundation and distributed for free of 

charge. The project was started in 2010, and is still active at the time of writing this. 

(OWASP(b), 2015) 

3.6.1 Ease of use 

ZAP has its own homepage hierarchy hosted by OWASP. The page contains links to 

downloads, several types of documentation, the code repository, and mailing lists and 

other contact information. The downloads-page contains ready built binaries for 

Windows, Mac OS X and Linux. The Linux version is a cross-platform version which 

should run under other common operating systems too. As the code is freely distributed, 

the tool can be modified to run on other platforms too. (OWASP(b), 2015) 

The online documentation for the tool seems quite broad, but it’s maybe scattered onto 

too many pages, as the pages are short and each of them contain several links to 

different pages. This requires a lot of jumping back and forth while reading the 

documentation. Also the guides seem to assume some level of knowledge from the user, 

as they don’t really cover the basic steps for getting different tasks running.  

As a project ZAP seems to be very much active: The latest news on the site are less than 

a week old, latest changes in the source are also less than a week old and the mailing list 

has activity from today. There are also lists for reporting issues found from the tool, and 

for submitting new feature requests. 

3.6.2 Practical features 

ZAP has lots of different types of attack tools built in, and it also supports plugins to 

extend the functionality. The fuzzing tools of ZAP support automation of testing, and 

while performing tests it automatically stores requests and responses to them, along 

other data of the execution such as time taken to reply and status codes of replies. The 

results are stored as an easy to view list, where potential threats are automatically 

flagged by the tool. 
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ZAP can be used as a stand-alone testing tool which tests the target application directly, 

or it can also acts as a proxy sitting in between the client and the server, capturing the 

requests and responses sent between them. As a proxy ZAP allows for intercepting the 

traffic, examining the messages, and altering them before letting them through. ZAP 

also includes an API which allows it to be integrated as a part of larger systems, and an 

online add-on tool for downloading and updating plugins for the tool. 

3.6.3 Intelligence of the fuzzing 

As a fuzzer ZAP is basically a mutation based fuzzer, as the primary way it’s meant to 

be used is as a proxy, which captures valid requests that can then be mutated. The fuzzer 

contains a few tens of types of predefined fuzzing payloads. Some of the fuzzers are 

dumb iterative fuzzers that exhaust the given input space systematically, while others 

have intelligent sets of samples built in, such as format strings, integer overflows, 

directory traversal and cross site scripting. The fuzzing library of ZAP includes also the 

fuzzers from JBroFuzz. 

3.6.4 Summary 

ZAP is an extensive collection of tools for penetration testing, and the tools also include 

fuzzing tools. The documentation is a bit hard to follow, and maybe geared towards 

readers that have some experience on the topic, but the GUI of the application seems 

intuitive and easy to use. The project is very active, and the tool contains useful features 

such as an online add-on manager with automatic updates, which gives the project 

longevity some confidence. The criterion and possible advantages for ZAP are listed in 

table 9. 

Table 9. Criterion and possible advantages for ZAP. 

Ease of use criterion Possible advantage 

Getting the executable Yes. Ready binaries available for all common 
development operating systems. 

Documentation of the tool Maybe / no. Documentation available online 
and offline with the tool, but seems to assume 
some level of previous knowledge on the 
topic. 

Support for the tool Yes. Mailing list is active, and there are lists 
for bugs found from the tool and for new 
feature requests. 

Environmental requirements Yes. ZAP runs under Linux, Mac OS X, and 
Windows. 

Practical features criterion Possible advantage 

Automation support Yes. Supports automatic testing of target 
system. 

Target monitoring support Yes. Collects logs and stores requests that 
were made to the target. In some cases also 
visualizes found problems in the responses. 
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Customization options Yes. Extensive customization options 
including an API and an online plugin 
manager.  

Intelligence of the fuzzing criterion Possible advantage 

Is the data generated or mutated, or totally 
random 

Yes. The data is mutated from input samples. 

Does the fuzzer utilize fuzzing heuristics Yes. The mutations utilize heuristics. The tool 
has various plugins for different types of 
targets. 

Creating a model for data generation Yes. GUI editor for model creation. 

 



37 

4. Choosing by Advantage 

In this chapter the selected fuzzers will be compared to each other using the Choosing 

by Advantage (CBA) analysis. CBA analysis should help us to determine the best 

alternative of the fuzzers in question, and a clear view of their advantages and 

disadvantages.  

4.1 Choosing By Advantage -method 

The Choosing By Advantage –method is a method developed by Jim Suhr. The method 

aims to guide its appliers to sound decisionmaking. The method is based on the 

fundamental rule of sound decisionmaking: Decisions must be based on the importance 

of the advantages. (Suhr, 1999) 

CBA defines a strict vocabulary to be used in the process of decisionmaking. The main 

vocabulary consists of the following terms: Factor, attribute, advantage and criteria. 

(Decision Innovations, 2015) 

A factor is a container for different types of data, such as attributes, advantages and 

criteria. It’s also a component of the decision (Suhr, 1999). If comparing for example 

laptop computers in a fictional scenario, factors could be for example weight, physical 

dimensions, performance, battery runtime and price. Table 10 illustrates the exemplary 

laptop computer comparison. 

Table 10. An exemplary laptop computer comparison. 

 Alternative A Alternative B 

Weight 1.5 kg 1.8 kg 

Physical dimensions 25*28 cm 29*34 cm 

Performance 4000 CPU benchmark 5300 CPU benchmark 

Battery runtime 700 minutes 500 minutes 

Price 1200 € 1200 € 

An attribute is a characteristic of one of the alternatives in question, a distinctive 

feature. In the previous laptop computer –scenario examples of attributes of the weight-

factor could be the following: 

- Attribute of alternative A: weight 1.5 kilograms 

- Attribute of alternative B: weight 1.8 kilograms 

A criterion is a decision rule or a guideline; it’s a decision that guides further 

decisionmaking. Criteria are defined inside the factors. For an imaginary laptops weight 

factor, the following criteria could be set: 

- The laptop must not weight more than two kilograms (A must criteria). Heavier 

alternatives will not be taken into consideration at all. 
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- If the compared laptops differ in weight, less weight is desirable (A want 

criteria). The lighter laptop has the advantage in weight, but it’s not the only 

factor we need to take into account. 

An advantage is a favorable dissimilarity of one of the attributes of the alternatives. In 

the previous example, the laptop alternative A has the weight advantage of 0.3 

kilograms over the laptop alternative B. 

The decision is not always made by the number of advantages. Sometimes the 

importance of advantages can outweigh the amount of advantages (Kreivi, 2014). In 

CBA the main questions are how large are the advantages of each alternative, and how 

important are the advantages of each alternative (Suhr, 1999). To answer the question, 

the following steps are taken:  

1. Summarize the attributes of each alternative, 

2. decide the advantages of each alternative. 

3. decide the importance of the advantages. 

4. If the costs are equal, choose the one with the greatest total importance of 

advantages. 

CBA offers also a two-list method, which can be used for non-money and equal-money 

decisions. In two-list method the advantages of each of the alternatives are listed, and 

without deciding the importance of single advantages, the alternative with most 

important advantages is chosen. Table 11 shows the exemplary laptop comparison in 

two-list format. From the table we can choose the suitable alternative for the desired 

case, by counting the amount of important advantages. 

Table 11. Two-list method applied to laptop comparison 

Advantages of alternative A Advantages of alternative B 

Weights less Bigger keyboard and display 

Smaller footprint Better performance 

Longer battery runtime  

4.2 CBA-analysis for the selected Fuzzers 

While performing the exploratory research to find suitable fuzzer candidates for the 

comparison, it was observed that most of the active fuzzing projects seem to target web 

applications. The original intention was to compare general, or file fuzzers, but the 

research revealed that while there are numerous different generic fuzzing projects; most 

of them seem to have been abandoned several years ago. Instead, projects developing 

fuzzing and penetration testing tools for web application testing were found in large 

numbers. This doesn’t really affect the study, as web applications are also being 

developed in large numbers, so there’s a need for tools of that category also.  

From the selected fuzzers the first two, Radamsa and MiniFuzz are traditional file 

fuzzers, and the rest of them are meant for web application testing. This should be 

noticed when reading the analysis: Radamsa is compared against MiniFuzz, and the rest 

of the tools compared amongst each other. 
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Next, a CBA analysis will be performed for the fuzzers selected for the comparison. The 

criteria are derived from the needs of the target user of the tool, as described in chapter 

2.3. 

4.2.1 Ease of use 

First factor to measure the ease of use is the difficulty of getting the executable. Four of 

the tools have a ready-to-run binary available, while w3af is distributed only as a source 

code, and for Burp Suite only a feature limited version is available for free, the full 

version is available as a time limited trial only. This results in w3af and Burp Suite 

having the disadvantage in this factor. 

Next factor is the documentation of the tool. All of the tools have documentation 

available, and only one that separates from the lot is ZAP, which has documentation 

targeted to readers who already have some experience under their belt. This is a 

disadvantage for ZAP in this factor. 

Third ease of use –factor is the availability of support for the tool. All of the fuzzers 

except MiniFuzz and JBroFuzz have some support options available, so Radamsa has an 

advantage here over MiniFuzz, and JBroFuzz a disadvantage to the other web 

application fuzzers. 

Last of the factors measuring the ease of use is requirements posed to the environments 

by the tool. All other tools run under Windows, OS X and Linux, except MiniFuzz 

which runs only under Windows, and w3af that has no support for Windows. This gives 

Radamsa an advantage over MiniFuzz, and w3af a small disadvantage. Table 12 sums 

up CBA analysis for ease of use –factors. 

Table 12. CBA analysis for ease of use (Advantages underlined) 

Ease of use Radamsa MiniFuzz Burp Suite JBroFuzz w3af ZAP 

Getting the executable Ready 
binary 
available 

Ready 
binary 
available 

Free 
version is 
feature limi-
ted, full ver-
sion time 
limited trial 

Ready 
binary 
available 

No, distribu-
ted as sour-
ce code, de-
pendencies 
need to be 
met 

Ready 
binary 
available 

Documentation of the 
tool 

Yes Yes Yes Yes Yes Documen-
tation not 
for begin-
ners 

Support for the tool Yes No Yes No Yes Yes 

Environmental 
requirements 

All common Only 
Windows 

All common All common No support 
for Windows 

All 
common 

 

4.2.2 Practical features 

Automation support is the first factor for measuring practicality of features of the 

fuzzers. All of the tools provide some level of support for test automation, but MiniFuzz 

is on its own level: It provides fully automatic testing out of the box. From the rest of 

the fuzzers, ZAP has a slightly better out of the box support for test automation. For the 
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others the user needs to spend some time setting the tool up to get any testing performed 

automatically. This gives an advantage for MiniFuzz and ZAP. 

Second factor for practical features criterion is the support for monitoring the target of 

the test. From the file fuzzers, Radamsa has no such support built in, but instead the 

documentation guides the user to build his own mechanisms for monitoring the target, 

while MiniFuzz provides full monitoring of the target. This gives MiniFuzz a clear 

advantage. From the web application fuzzers, all support approximately same level of 

target monitoring, which doesn’t give an advantage to any of them. 

Third factor for measuring this criterion are the customization options. Radamsa has 

better customization options than MiniFuzz, which is an advantage From the web 

application fuzzers, all have plenty of customization options, and it depends on the use 

case which of them are most usable ones. Table 13 sums practical features –factors. 

Table 13. CBA analysis for practical features (Advantages underlined) 

Practical features Radamsa MiniFuzz Burp Suite JBroFuzz w3af ZAP 

Automation support Basic 
support for 
automation, 
TCP 
connection 
support 

Excellent 
support for 
automation 

Good 
support 

Good 
support 

Good 
support 

Very good 
support for 
automation 

Target monitoring 
support 

No Excellent 
support 

Logs exe-
cution data 

Logs exe-
cution data 

Logs exe-
cution data 

Logs exe-
cution data 

Customization options Samples, 
mutations, 
patterns can 
be 
controlled 

Only 
samples 
and level of 
mutation 
controllable 

Extensive 
cuztomiza-
tion options 

Extensive 
cuztomiza-
tion options, 
usable also 
via API 

Extensive 
cuztomiza-
tion options, 
large collec-
tion of plu-
gins availab-
le 

Extensive 
cuztomiza-
tion options, 
large collec-
tion of plu-
gins availab-
le 

4.2.3 Intelligence of the fuzzing 

For measuring intelligence of the fuzzing, first factor is the type of the fuzzer: Is it a 

mutation- or a generation-based fuzzer, or does it rely completely on randomness. All of 

the fuzzers fall into the category of mutation-based fuzzers, so none of them have an 

advantage in this factor. 

Second factor is the fuzzing engine itself, does it utilize heuristics, or does it rely on 

random mutations. From the compared fuzzers, only MiniFuzz relies on mutating the 

samples with completely random data. All of the others have some intelligence in the 

fuzzing. This gives Radamsa an advantage over MiniFuzz. From the web application 

fuzzers, w3af and ZAP have the largest collection of ready fuzzers available for them, 

so they have an advantage over the rest of the web application fuzzers.  

Last factor is the ability to create a model to be used as a base for fuzzing. Neither of the 

file fuzzers support this, so neither has an advantage over the other. From the web 

application fuzzers, all have a GUI interface that allows the user to create custom 

requests to be fuzzed, so also here no tool has an advantage over others. Table 14 lists 

the intelligence of the fuzzing  factors.  
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Table 14. CBA analysis for intelligence of the fuzzing (Advantages underlined) 

Intelligence of the 
fuzzing Radamsa MiniFuzz Burp Suite JBroFuzz w3af ZAP 

Is the data generated 
or mutated, or totally 
random 

Mutated 
from input 
samples 

Mutated 
from input 
samples 

Mutated 
from input 
samples 

Mutated 
from input 
samples 

Mutated 
from input 
samples 

Mutated 
from input 
samples 

Does the fuzzer utilize 
fuzzing heuristics 

Yes, ready 
patterns for 
mutations 

No, muta-
tions totally 
random 

Yes, 
several 
techniques 
for different 
data types 

Yes, several 
techniques 
for different 
data types 

Yes, large 
collection of 
plugins for 
different 
data types 

Yes, large 
collection of 
plugins for 
different 
data types 

Creating a model for 
data generation 

No support No support GUI editor 
for model 
creation 

GUI editor 
for model 
creation 

GUI editor 
for model 
creation 

GUI editor 
for model 
creation 

4.2.4 Summary 

The advantages of each fuzzer are listed on table 15. From the results of the CBA 

analysis it should be easy to choose the best suited tool for the desired use. 

From the file fuzzers’ category Radamsa has more advantages than MiniFuzz, but 

depending on the use MiniFuzz may have more important advantages: If the target is a 

Windows application, and you don’t want to customize anything, MiniFuzz may be the 

best tool for you as you get tests running fast and easy. On the other hand, Radamsa is 

quite flexible and runs under all common environments, and has also support available 

and a smarter fuzzing engine. 

Table 15. Advantages identified by CBA analysis 

Advantages of 
Radamsa 

Advantages of 
MiniFuzz 

Advantages of 
Burp Suite 

Advantages of 
JBroFuzz 

Advantages of 
w3af 

Advantages of 
ZAP 

Support for the 
tool available 

Supports all 
common 
environments 

Better 
customization 
options 

Utilizes fuzzing 
heuristics 

Excellent 
support for 
automation 

Excellent 
support for 
target monitoring 

  Large collection 
of plugins for 
different data 
types 

Very good 
support for 
automation 

Large collection 
of plugins for 
different data 
types 

On the web application fuzzers’ category ZAP has the most advantages, and only one 

disadvantage, so it’s the best choice in this category, unless the user is a total beginner, 

in which case the choice may be difficult: Burp Suite is quite limited, JBroFuzz doesn’t 

have support available and w3af needs some compiling and fulfilling the dependencies 

before getting it running and it lacks support for Windows. Table 16 lists the 

disadvantages of the fuzzers. 
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Table 16. Disadvantages identified by CBA analysis 

Disadvantages 
of Radamsa 

Disadvantages 
of MiniFuzz 

Disadvantages 
of Burp Suite 

Disadvantages 
of JBroFuzz 

Disadvantages 
of w3af 

Disadvantages 
of ZAP 

  Free version is 
feature limited, 
full version time 
limited trial 

No support 
available 

Distributed as 
source code, 
dependencies 
need to be met 

No support for 
Windows 

Documentation 
not for beginners 

The question of which one of the fuzzers if the best one depends on the use case at 

hand, but the CBA analysis does help in the selection process by identifying the main 

differences of the compared tools. 
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5. Conclusions 

The questions that this thesis attempted to answer were what are the free fuzzing tools 

which anyone can obtain and test their software with, and can these tools be compared 

against each other from the perspective of a small software developer, who has no 

specific knowledge or experience in security testing. 

The answer to the first question is found by the exploratory research part of the thesis. 

The research found several active free fuzz testing tool projects, and selected the most 

appealing ones for a closer inspection. The research also seemed to uncover some kind 

of a shift in the target of the fuzz testing tool projects: There were a lot of projects that 

had been abandoned a long time ago, and these projects seemed to include many file 

fuzzing projects. On the other hand, lots of active and semi-active web application 

fuzzing tool projects were found, which could indicate that fuzzing web applications has 

currently more interest than local file fuzzing.  

The research found only one appealing and active file fuzzing project, Radamsa, and a 

tool released by a company for free use, but which doesn’t seem to have any 

development ongoing any more, MiniFuzz. From the web application fuzzers’ category 

four appealing choices were found: Burp Suite, JBroFuzz, w3af, and ZAP. While Burp 

suite actually isn’t free, it has a feature-limited free version available. 

The second question was answered through the qualitative research using CBA analysis. 

The criteria for comparing the tools were derived from the target user’s needs, and they 

were ease of use, practical features and intelligence of the fuzzing. These criteria were 

then divided into factors, which were used to compare the tools. The comparison found 

differences from the tools, but was unable to identify a single best tool from the bunch. 

Instead, it was found that the best choice of a tool depends on the use case itself, but by 

studying the CBA analysis results one can select the most suitable tool for his use. 

Now that we know there are plenty of free tools available, further research could be 

conducted on how the free tools compare against their commercial counterparts. It 

would be interesting to see if there are noticeable differences in usability or wealth of 

features between the free and commercial tools, and what you actually get by spending 

some money on the tool.  
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