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1

INTRODUCTION

The economics of cybersecurity is based on the observation that incentives are as
important as technical design in ensuring the dependability of information systems
(Anderson & Moore 2006). Economic agents make rational cybersecurity investment
decisions considering the costs and the benefits of their choice. Problems arise when
the private costs and benefits do not align with social costs and benefits. The presence
of externalities commonly leads to underinvestment and the situation is aggravated by
the presence of informational challenges that are typical for cyberspace. In cases of
critical infrastructure interdependence, firms are often unaware that their
underinvestment impacts other network agents, who might be equally unaware of the
situation. If only the firm causing the externality knows about it, then this could also
influence the firm’s decision to invest in cybersecurity. Without accurate information
on cybersecurity it is difficult to provide incentives for private agents to invest in
cybersecurity. Therefore, in this thesis, we present breach information sharing as
means to handle the informational challenges in cyberspace and bring cybersecurity
investment closer to a socially optimal level. The dynamics of defining the optimal
level of cybersecurity investment is presented by Figure 1.

Figure 1. Defining the optimal cybersecurity investment level with breach information sharing.
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In this thesis, we examine the incentives of private critical infrastructure owners and
operators to invest in cybersecurity. This approach is adopted for two reasons. Firstly,
critical infrastructure protection is a matter of national security of supply. Hence, its
importance justifies some level of government intervention, making it a meaningful
topic of economic policy study. Secondly, the importance of critical infrastructure to
national security of supply implies that the failure of a private critical infrastructure
facility, such a power plant or a water treatment plant, is likely to involve high
externality costs. The fact that the societal costs of a breach might be higher than the
private costs incurred by the owner and operator further justifies governmental
intervention. However, due to the unique qualities of cyberspace and the network
connectivity it enables, traditional top-down orders are not so effective. Instead, a more
holistic approach is needed, where the governmental agents excerts their influence as
members of the same networks as the critical infrastructure providers. We will discuss
the role of a social planner within a network in Chapter Virhe. Viitteen lähdettä ei
löytynyt..
In the literature of cybersecurity economics, the terms cybersecurity and information
security are often used interchangeably. This leads to confusion, also regarding the
characteristics of cybersecurity and information security as goods. In Chapter 2, we
relate a four layer model of cybersecurity presented by Klimburg and Mirtl (2012) and
carry out an exhaustive study of security as a good on all layers of cyberspace to define
of cybersecurity as an externality. We also define shared breach information as a public
good. In Chapter 3, we discuss the role of externalities and cost spillovers in defining
an agents incentives to invest in cybersecurity and share breach information. In
Chapter 4, we bring this analysis into the critical infrastructure environment and
discuss whether the externalities and informational challenges present justify
governmental intervention and whether such intervention would be effective.
In Chapters 5 and 6, we develop an economic model for determining the optimal level
of cybersecurity investment for private critical infrastructure operators. Our goal is to
analyse cybersecurity investment decisions in a network of interdependent critical
infrastructure operators. As the agents’ information systems are bound together, the
critical elements of each system are now the critical elements of all the interdependent
systems. A failure in one system will be externalized to the other agents’ systems. As
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a result, an agent’s decisions to invest in cybersecurity and to share breach information
also impact the welfare of other agents. We assume that an agent’s investment costs
increase in its own aggregate investment, but decrease in the other agents’ investment
and information sharing effort. Therefore, an agent’s cybersecurity investment and
information sharing decisions affect the other agents’ optimal cybersecurity
investment level and their incentives to share breach information. We use our model
to analyse the incentives of agents in a two firm and a network model and seek to
answer the following questions:
 What affects an agent’s willingness to invest in cybersecurity?
 What affects an agent’s willingness to share breach information?
 How does breach information sharing affect the firm’s cybersecurity investment
decision?
 How can a social planner functioning as a network agent improve the overall
level of cybersecurity effort?
To summarise, this master’s thesis is organised as follows. In Chapters 2 to 4, we
present the theoretical framework for this study. In Chapters 5 and 6, we build a static
model for studying incentives to invest in cybersecurity. In Chapters 7 and 8, we use
our model to analyse the incentives of agents in a two firm model and a network model.
Chapters 9 and 10 conclude this master’s thesis by summarizing the findings of this
study and by discussing their relevance for cybersecurity policy and presenting ideas
for future research.
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2

PROTECTING CYBERSPACE

2.1

Expanding cyberspace

Cyberspace is a network of networks consisting of millions of private, public,
academic, government, military and business networks. It connects everything from
home computers and smartphones to government databases, telecommunication
networks and control systems used to operate the power grid. The core of cyberspace
is the Internet, which is growing rapidly, at an accelerating pace. In the 1980’s, there
were a few thousand Internet users (Kidder & Oppenheim 2008: 341). By 2000, the
figure had already grown to 400 million. Now, there are almost 3 billion Internet users
around world, which is nearly 40 percent of all people on earth (McCarthy 2014).
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Figure 2. Total number of devices worldwide (Adapted from Evans 2011).

It is not just the amount of users that is growing; the amount of devices connected
online is increasing at an even faster pace. According to the Cisco connections counter,
an online service that tracks the amount of new Internet connections, there are nearly
16 billion devices currently connected online and 80 new devices are being connected
every second (Cisco 2015). With the current world population measuring at 7.3 billion
(UNFPA 2014), there are over two connected devices per person in the world. Cisco
estimates that as new devices are connected to cyberspace at an ever-accelerating rate,
the total number of connected devices will reach 50 billion by the end of 2020 (Evans
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2011). Figure 2 depicts how the amount of connected devices worldwide has already
surpassed the global population and how the amount of connected devices is estimated
to grow in the future.
There were 1.3 Billion smartphone shipped in 2014 (IDC 2014). The sales of tablets
reached 230 million units in 2014, and 300 million portable and desktop PC were
shipped in 2014 (Hamblen 2014). Millions of other devices are also connected to the
cyberspace, including industrial control systems (ICS), satellites, medical devices, jet
fighters and new cars. The rapid expansion of cyberspace, especially to include devices
handling sensitive information and previously isolated critical networks, has increased
the need to secure cyberspace. Most businesses and organizations nowadays depend
on computerized information systems to perform a vital part of their operation
(Karyda, Kiountouzisa & Kokolakib 2004). As a result, ensuring the proper function
and unobstructed operation of their information systems is of critical importance to
organizations across economic sectors (Karyda & al. 2004). Moreover, ensuring the
operation of some information systems is a matter of national security (Moore 2010).
2.1.1

Critical infrastructure in cyberspace

Industrial control system (ICS) are used across critical infrastructure, for example in
transportation networks, wastewater treatment facilities and power plants. Many
businesses have introduced Internet protocol (IP) based communication between their
corporate office networks and their production networks, where the ICS devices are
located, to make more informed decisions and to improve business efficiency (CPNI
2011). The convergence of these once separate networks has helped reduce costs and
improve efficiency, but it has also exposed critical networks to external attacks
(Nicholson, Webber, Dyer, Patel & Janicke 2012). As a result, attackers no longer
require physical into a production facility, they can simply route the malicious packets
through the corporate network into the production network (CPNI 2011).
Between 1982 and 2000, only 30% of attacks against ICS systems were external, and
the rest, 70%, were internal, either accidents or deliberate attacks made by disgruntled
employees (Nicholson & al. 2012). By 2003, things had changed: between 2000 and
2003, 70% attacks were external and only 30% internal (Nicholson & al. 2012). Back
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in 2009, ICS-CERT, the specialized cyber emergency response team (CERT) for ICS
systems in the United States, received in total just nine reports of network incidents.
Five years later, the number of incidents reported during a year has risen to around
250. Figure 3 depicts the rise in the amount of incidents reported to ICS-CERT
annually.

Figure 3. Incident reported to the ICS-CERT annually between 2009 and 2014. (ICS CERT 2012,
2013, 2014 and 2015)

The evidence above indicates that critical infrastructure (CI) networks are increasingly
connected to cyberspace. Clemente (2013) describes the role of cyberspace within CI
as a thin layer or nervous system that runs through other critical sectors enabling them
to function and interconnect. This interconnectivity enables failures to be covered
more easily, as resources can be borrowed from elsewhere. At the same time, these
technical advances have lowered the bar for carrying out attacks against critical
infrastructure (Moore 2010). Even without an external attack, interconnectivity
increases the risk of correlated failures, as a failure in one part of a network suddenly
increases the load on others (Anderson & Fuloria 2009). We will discuss these issues
further in Chapter 4.
2.2

Layers of cyberspace

Information systems (IS) have both a technical and social dimension. On the one hand,
information systems are computer systems consisting of hardware and software that
are used collect, process, share and store information. On other hand, they are social
systems that are formed by the actions and relations among the IS users, as well as the
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procedures that guide the users’ actions. (Karyda & al. 2004). Some information
systems are closed. However, most information systems contain at least some of
connectivity making them apart of the interconnected cyberspace and the operations
they handle reliant on cyberspace.
Clemente (2013) distinguishes between three different layers of cyberspace: the
physical, the logical and the social. The physical layer consists of hardware, such as
cables, routers and switches. The logical layer is formed by the software, including
the protocols, which enable the physical components to communicate and function.
Finally, the social layer, is formed by the people and the organizations that
communicate. (Clemente 2013). Klimburg and Mirtl (2012) add a fourth layer, the
informational layer, which consists of the information being collected, processed,
shared and saved by information systems. A similar model is also presented by Choucri
and Clark (2012). In the following, we will examine the content and governance of the
four layers of cyberspace, discuss how cyberthreats affect them and determine what
form of security is required to protect each layer of cyberspace. The results from our
analysis are summarized in Table 1.
Table 1. Layers of cyberspace.
Layer

Content

Governance

Form of security

Social

Vital societal functions

Critical infrastructure
operators,
Government
organizations

Cybersecurity

People, social networks

Government
Organizations,
businesses, citizens

Informational

Information

End-user organizations
and citizens

Information security

Logical

Software and protocols

Software developers and
vendors

Secure development

Physical

Hardware and physical
infrastructure

Network owners (e.g.
backbone providers,
energy grid,
telecommunications)

Physical security
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2.2.1

Content and governance

The physical layer of cyberspace consists of the hardware and physical infrastructure
needed to support cyberspace (Klimburg & Mirtl 2012). The core of cyberspace is the
Internet. The physical layer of the global Internet, the so-called Internet backbone is
formed by Tier-1 operators that own and operate the routers and cable carrying the
online communication. These large operators provide Internet access to smaller
Internet service providers (ISPs), firms and individual consumers, who then connect
their own networks and devices to the Internet. In addition to commercial networks
operated by ISPs, most governments operate their own networks and many firms and
organizations also have their own local access networks (LANS). Some of these
networks are linked to the Internet, while others are isolated.
The logical layer consists of software and the protocols embedded in the software
(Klimburg & Mirtl 2012). The logical layer is where the devices communicate together
using their own languages, protocols. The Internet is a global network of devices
communicating over the transfer common protocol/ Internet protocol (TCP/IP).
TCP/IP is the language that enables any computer in the world to communicate with
any other computer in the world. The TCP and IP layers are a part of a larger protocol
stack, which starts with the physical layer and ultimately supports the web applications
and other software that interface with humans. (Plonus 2001: 383-385).
The content or the informational layer consists of the information contained by the
information systems (Klimburg & Mirtl 2012). It contains all the social media
messages and emails shared by people online, it contains companies’ customer
databases, patient information and commands sent via an industrial control system
(ICS). While it is the logical layer that establishes the connection between the users, it
is the informational layer that defines the criticality of a system: if a system processes
information that is critical, then it is a critical system (Wirman 2015). We will
determine critical systems further in Section 4.1.1.
The social layer is made up of all the people using and shaping cyberspace (Klimburg
& Mirtl 2012). The social layer is the network society that consists of millions of
private, public, academic, government, military and business networks, and the people
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that utilize these networks. According to Castells (2004), the networked
computerization of services and office work, the digitalization of manufacturing and
the decentralization of companies lead to formation of a new, more productive form
of doing business, the network enterprise. For the purposes of our research, we divide
the social layer into the social networks that operate in cyberspace and vital societal
functions that are reliant on cyberspace.
2.2.2

Threats

Cyberthreats can affect any level of cyberspace (Klimburg & Mirtl 2012). In the
layered model of cyberspace, the upper layers depend on the functions of the lower
layers, but not the other way around (Choucri & Clark 2012). All the other layers
depend on the physical layer, if the physical connection is broken, then all other layers
will disappear as well. In 2011, a retired 75-year-old woman single-handedly crashed
90% of all Internet services in Armenia by slicing through an underground fibre optic
cable with her spade. (Klimburg & Mirtl 2012).
Similarly, a vulnerability in the logical layer undermines the security of subsequent
layers. In April 2014, researchers found the Heartbleed vulnerability in the popular
OpenSSL cryptographic software library. The vulnerability allowed anyone on the
Internet to read the memory of systems protected by vulnerable versions of the
OpenSSL software (Heartbleed 2014). Hence, the very software that was supposed to
protect the information, enabled outsiders to steal it. This lack of information security
compromised the social layer functions that utilised OpenSSL. The Canadian tax
officials had to take their e-filling system offline in the middle of the tax filling time,
after criminals utilized the Heartbleed bug to steal over 900 social insurance numbers
through the system (Reuters 2014).
Attacks can also exploit human weaknesses on the social layer. In March 2011, the
RSA two-factor authentication tokens used by companies around the world to secure
remote access into their networks were compromised as a result of a social engineering
attack. The security giant was breached after attackers sent targeted phishing e-mails
to four workers at its parent company EMC. The e-mails were carefully crafted to get
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the recipients to open them and download the malicious attachment that was identified
in the subject line as “2011 Recruitment plan.xls”. (RSA 2011).
2.2.3

Security

On the physical layer, security breaches involve the destruction of hardware and other
elements of physical infrastructures, such as routers, servers and cables. To prevent
physical attacks, infrastructure and network owners install security measures, such as
electric fences to prevent entry into their facilities and sensors and alarms to alert them
of any intrusions. We refer to these types of measures as physical security.
On the logical layer, security depends on the quality of the software being used. If
there are design or implementation errors within the software, then these can be
exploited by attackers to gain access into the information systems, even remotely
(Rontti, Juuso & Takanen 2012). The earlier vulnerabilities are discovered the cheaper
and easier it is to fix them and to make software more secure against cyberattacks
(Takanen, Demott & Miller 2008: 115). Hence, software developers are in an excellent
position to improve the security of their software proactively through secure
development practices. This is why we refer to security on this level as secure
development. For an organization that purchases software and does not develop it
itself, acquiring good quality software is a means to improving its information security,
as discussed below.
The security of the informational layer is closely tied to the security of the logical
layer. If there are vulnerabilities in the software being used, then the attackers can
utilize these vulnerabilities to gain access to the information contained by the
information system (Rontti & al. 2012). Therefore, good quality software is essential
to information security. There are also other techniques for ensuring the security of the
informational layer, such as anti-virus software, firewalls and intrusion detection
systems. Moreover, information security involves training personnel and adopting
processes that promote information security (Posthumus & von Solms 2004).
However, as long as there are vulnerabilities in the logical layer, these defences can be
bypassed (RSA 2012). We refer to security of this layer as information security and
define information security as the confidentiality, integrity and availability of the
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information processed with the information systems. This definition is in alliance with
the definition of information security in the information security management system
standard ISO 27000 (ISO 2014).
Ultimately, all cyberattacks seek to influence the social layer (Klimburg & Mirtl 2012).
Cybercriminals steeling credit card credentials from an e-commerce site ultimately
want to use this information to produce counterfeit credit cards and use mules to steal
money from the banks. The breach can be initiated on any level: the criminals can use
social engineering to lure the victim into revealing their credit details, or they exploit
vulnerabilities on e-commerce site to extract the information. Security on the social
layer builds on the security investments made on the lower level. Lapses in physical
security, vulnerabilities on the logical layer or failures in information security solutions
can all be exploited by attackers to gain unauthorized access into an information
system and to plant malicious software or to steal information. If the owner of the
system has invested in security by installing locks on doors, patching its software and
keeping defences up-to-date, then exploiting the system becomes a lot harder. Thus,
security on the social layer is a state of being protected that builds on the security
investments made on the lower layers. We define cybersecurity is a desired state where
information systems and the functions they perform are secure. Hence, we refer to the
security on the social layer as cybersecurity.
2.3

Cybersecurity as a public externality

In this section, we define cybersecurity as a public externality. First, we categorize
information and communication technologies based on the type of good they represent.
Secondly, we examine the types of ICT goods that determine the content of each layer
of cyberspace, and discuss how the good types determine security as a good on each
layer. Finally, in Section 2.3.3, we conclude this analysis by bringing the discussion
on security goods into a network of nodes and links. We determine that the
cybersecurity of a node is social layer externality that is generated by cybersecurity
investments on the lower layers.
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2.3.1

ICT goods

In economic theory, four types of goods and services are typically defined by
examining two properties, namely excludability and rivalry. If a good is excludable
then the consumption of the good can be reserved to some agent or group of agents. If
the consumption of a good by an economic agent reduces the availability of the good
for others, then the good is a rival one. Rivalry is also referred to as scarcity. (See, for
example, Bénassy-Quéré, Cœuré, Jacquet & Pisani-Ferry 2010: 117).
Table 2 presents examples of information and communication technology (ICT) goods
arranged by the type of good they represent. Hardware is generally defined as a private
good, because the property rights can be assigned to a specific owner and the owner
of unit can exclude others from using it (Rozenzweig 2012). Software on the other
hand is a club good: with low or zero marginal costs, the act of an agent acquiring the
software does not reduce the opportunity of others to also acquire it. The supply of
software is artificially limited by charging a price to use it. (von Engelhardt 2008).
Therefore, open source software is a public good: anyone can use it and the use by one
agent does not prevent others from using it (Bessen 2005). An example of a common
ICT good is the early Internet: everyone had access to it, but due to low capacity the
service level would fall with additional users (Rozenzweig 2012).
Table 2. Types of ICT goods.
Rivalrous
Non-rivalrous

2.3.2

Excludable

Non-excludable

Private goods

Common goods

(Ex. hardware)

(Ex. early Internet)

Club goods

Public goods

(Ex. software)

(Ex. open source software)

Securing layers of cyberspace

In this section, we define security on the four different layers of cyberspace as goods
depending on the content of these layers. Our analysis is based on the categorization
of ICT goods presented in Section 2.3.1. The purpose of the analysis is to establish the
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best policy approach to promoting cybersecurity. The results of this analysis are
summarized in Table 3.
Table 3. Security as a good on different layers of cyberspace.
Layer

Content

Governance

Form of security

Security as a
good

Social

Vital societal
functions

Critical infrastructure
operators,
Government
organizations

Cybersecurity

Public
externality

People, social
networks

Government

Pure public good

Organizations,
businesses, citizens

Public
externality

Informational

Information

End-user
organizations and
citizens

Information
security

Club good,
Private good

Logical

Software and
protocols

Software developers
and vendors

Secure
development

Club good

Physical

Hardware and
physical
infrastructure

Network owners

Physical security

Private good

Firstly, the physical layer consists of physical infrastructure, hardware and devices.
Therefore, the protection of the physical layer is tied to securing these private goods.
As a result, physical security can also be defined as a private good. Similarly, on the
logical layer security is tied to the quality of the software and protocol implementations
used. In other words, security on the logical layer is a characteristic of these club
goods, and hence security is also a club good.
Thirdly, on the informational layer, security is a property of the information system in
question and refers to its ability to preserve the confidentiality, integrity and
availability of information of the information it processes (ISO 2014). This ability
depends on the quality of the software and hardware being used, the quality and
amount of security training given the personnel, the efficiency of the processes they
use and the quality of the information security solutions deployed. Some of these are
private goods, while some, such as quality software are club goods. We therefore,
define information security as a private or a club good.
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Finally, on the social layer, we discern between two types of content. On the one hand,
we have people and social networks utilizing the information. On the other hand we
have the functions that these information systems perform. Actions performed by the
government to protect citizens in cyberspace, such as cyberpolicing and cyberdefense,
are pure public goods, in analogy to their physical world counterparts. Otherwise,
cybersecurity is a public externality. In analogy to pollution, cybersecurity investments
by firms, organizations and private citizens reduce the pollution of malware and other
abuse in cyberspace. Their actions are creating a positive externality for other users.
The externality is particularly large with critical infrastructure providers and
government organizations, as we will discuss in Section 4.1.2.
2.3.3

Securing the node

Cyberspace can be defined as a set of interconnected information systems, which can
be modelled as networks consisting of nodes and links (Ottis & Lorents 2010). This
network approach allows us to examine cyberspace on many different layers of
abstraction. We can understand the nodes as components of information systems,
information systems, networks of information systems, or even networks of networks
of information systems. Regardless of the level abstraction, the node has a physical,
logical, informational and social layer. The security of the node is determined by the
level of security on all these four layers, in such a way that the investments made on
the physical, logical and informational layers determine the cybersecurity externality
of the node on the social layer.
Figure 4 depicts a node within a network of nodes. The figure shows that the
investments in physical security, securely developed software and information security
all contribute towards the cybersecurity of the node. We define cybersecurity
investment as an investment in security on any of the three lower layers. The reason
for this is that the security of the lower layers impacts the security of the subsequent
layers (Choucri & Clark 2012). Therefore, cybersecurity is an externality generated by
the lower layer investments. As the node becomes more secure, the connections it
establishes with other agents also become more secure. The node’s cybersecurity
investment improves its own security and the quality of the links establishes with other
nodes (Wirman 2015). The other nodes benefit from the cybersecurity externality, but
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it does not replace their own investments in cybersecurity. Security is only a positive
externality on the social layer; on the lower layers, it is a private or a club good. Thus,
it is not possible to free ride on another node’s cybersecurity investment (Wirman
2015, Knuuti 2015).

Figure 4. Securing the node and different layers of security.

2.4

Shared breach information as a public good

In this section, we define shared breach information as a public good. First, we
establish the need for breach information sharing by discussing externalities and
informational challenges. We then relate the social benefits of sharing breach
information, before discussing the incentives of private agents. We establish that
agents can free ride and benefit from breach information shared by others without
contributing themselves. Based on these characteristics, we conclude our analysis by
defining shared breach information as a public good in Section 2.4.3.
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2.4.1

Externalities and informational challenges

Kox and Straathof (2013) identify information asymmetries and externalities as
reasons why firms may fail to invest in cybersecurity on a socially optimal level.
Information asymmetries give rise to moral hazard and adverse selection. Users may
act against common interest, if others cannot observe their behaviour or if they are not
rewarded for their behaviour. For example, if consumers cannot verify the security of
service their Internet service provider (ISP) provides them, then security investment
does not give the ISP an advantage over its competitors, and a result the ISP might
underinvest in cybersecurity. (Kox & Straathof 2013)
The second challenge is generated by externalities: Agents make a private choice
regarding the level of cybersecurity they want to achieve and they do necessarily
consider impact of their decisions on others. (Kox & Straathof 2013). For example, CI
operators have connected industrial control systems (ICS) with the Internet to reduce
near-term measurable costs, while raising the risk of catastrophic failure. The social
loss resulting from a failure, such a prolonged power outage, far exceeds the costs of
the private CI operator, in terms of lost revenue. (Moore 2010). However, instead of
recklessness, the decision can also be explained by unawareness: the people making
the decisions are not aware of the consequences of their actions.
According to Kox and Straathof (2013), there are two distinct informational problems
in cybersecurity: awareness and attribution. To rectify a situation where one firm is
causing an externality on another, the causing party must be aware that their actions or
lack thereof is harming another party and the harmed party must be aware that they are
being harmed. Furthermore, to attribute the externality, we must know who has caused
it and by what activity or neglect. Table 4 depicts four different two-company
situations, in which three informational positions may arise: mutual awareness,
asymmetric awareness and mutual unawareness. (Kox & Straathof 2013).
Table 4. Awareness of externalities (Kox & Straathof 2013).

Firm 1, causing
the externality

Aware
Unaware

Firm 2, absorbing the externality
Aware
Unaware
Symmetric awareness
Asymmetric awareness
Asymmetric awareness
Mutual unawareness
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2.4.2

Benefits of information sharing

A part of the informational challenge is that many of the statistics on cybersecurity
attacks are collected by parties with an incentive to over- or underreport incidents. For
example, it is well-known that the majority of cyberattacks are financially motivated,
but banks are keeping quiet about their losses. At the same time, security solutions
vendors and government agencies hoping to increase their budgets are hyping up the
threat. Without accurate information on cybersecurity breaches it is difficult to
motivate to provide incentives for private agents to invest in cybersecurity. (Moore
2010).
Kox and Straathof (2013) propose that governments could enforce transparency, for
example, by publishing cybersecurity incidents. Indeed, in California, the adoption of
breach disclosure laws requiring companies to notify affected individuals, if their
personal data was compromised by a third party, led to a small but statistically
significant drop in fraud rates, as companies were more motivated to keep personal
data secure (Moore, Clayton & Anderson 2009). Many in the field of cybersecurity
have suggested information sharing between the private and the public sector as a cost
effective means of improving cybersecurity. By not sharing information, firms
essentially duplicate the same work. Thus sharing information would generate savings
that could be used to achieve a higher level of cybersecurity. (Weiss 2015).
However, greater information sharing can, in some cases, lead to an overwhelming
amount of threat information, eliminating the firm capacity to notice truly important
alerts. Coordinated information sharing partnerships can help mitigate this problem by
having a system in place to analyse the information and sort out what is relevant for
their members. These partnerships can also provide legal protection for their members,
provide more secure processes for sharing information and reduce other costs relating
to information sharing. (Weiss 2014).
2.4.3

Incentives to share breach information

There are a lot of reasons why private-sector actors might be reluctant to share
information about threats against their systems and vulnerabilities in them. They might
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fear that if the information is leaked, then it will hurt their reputation, damage customer
trust or affect the company’s share price (Rosenzweig 2012). There are also fears that
the shared information could be breached by attackers making the firm even worse off
than they would be, if they had not shared the information in the first place. In the
model we present in Chapter 6, we refer to these costs as leakage costs. Firms might
also be reluctant to share information, because they fear that by doing so they might
infringe privacy or anti-trust laws (Weiss 2015). In particular, if by sharing breach
information, the firms incriminate themselves, they will not be willing to share breach
information. These concerns are definitely barriers to sharing breach information.
However, solving them would require legislative action, and as such they are outside
the scope of this thesis.
Even as members of an information sharing partnership, the private agents might
reluctant to share breach information. According to Rosenzweig (2012), the reason for
this is that breach information is a public good, because, within the information sharing
partnerships, breach information is both non-rivalrous and non-excludable. Firstly, if
the breach information is already shared with one partner, then there is no additional
cost in supplying the information to other partners as well. Hence, breach information
is non-rivalrous. Secondly, anyone in the partnership can utilize the breach information
once it is made available making breach information non-excludable. Therefore,
within information sharing partnerships, agents can free ride and benefit from the
breach information being shared without sharing their own breach information (Knuuti
2015).
Private markets often underprovide a public good, because agents have the incentive
to free ride and not pay for the benefits of consuming the public good (Bénassy-Quéré
& al. 2010). The non-excludability of public goods means that agents can consume the
public goods produced whether or not they contribute to it. In a network of two agents,
if agent 𝑖 contributes 𝐺𝑖 units of the public good, then agent 𝑗’s wealth will consist of
their initial wealth and the amount of public good provided through agent 𝑖’s
contribution. Depending on their preferences, agent 𝑗 might decide that 𝐺𝑖 is a
sufficient amount of the public good and consume their wealth on other goods.
Therefore, the provision of a public good by one agent tends to reduce other people’s
provisions, and, in a voluntary equilibrium, the amount of a public good supplied tends
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to be less than the efficient provision of the good would be, as depicted by Figure 5.
However, the total network effort is not always determined as a sum of the individual
agent’s efforts. In Section 535.4.1, we relate three different ways of deriving the total
network effort, as presented by Varian (2004).

Figure 5. Efficient amount of a public good (Based on Varian 2010: 703).
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3

EXTERNALITIES AND SPILLOVERS

3.1

Externality from cybersecurity investment

Externalities and spillovers are at the core of the cybersecurity challenges within
critical infrastructure. Thus, they are also the focus of our analysis. In Chapter 0, we
determined cybersecurity is a public externality and shared threat information is a
public good. Due to their different properties as goods, we will discuss the externalities
of breach information sharing separately. We will start by examining cybersecurity
investment as a means to either to increase the positive externality of cybersecurity or
to decrease the negative externality of insecurity. We will also define the optimal level
of cybersecurity investment. In Section 3.2, we will continue our analysis by
examining the externalities from breach information sharing.
3.1.1

Negative externality of insecurity

A negative externality is a side-effect that exists whenever the social costs associated
with a decision are not fully borne by the agent making that decision (Cohen 2000:
88). Moore (2010) uses botnets as an example of negative externalities in cyberspace:
a compromised computer that has been recruited to a botnet harms other Internet users
by facilitating malicious actors to send spam, host phishing sites and launch denial-ofservice (DoS) attacks. In each case, the target of the malicious activity is someone
other than the owner of the host computer (Moore 2010). Another example are
industrial control systems (ICS) used to operate many critical infrastructure networks.
If an ICS system fails, then the social costs, such as prolonged power shortages, far
exceed the financial losses to the critical infrastructure operator in terms of lost
revenue (Moore 2010).
If there is a negative externality, then the private marginal cost (𝑀𝐶𝑃 ) of producing
another unit of the good is lower than the social marginal cost (𝑀𝐶𝑆 ) This situation is
depicted by Figure 6. The difference between these costs is the marginal external cost
of producing another unit of the good. The agent producing the externality does not
have to pay this cost and it is then borne by someone else in society. (Cohen 2000, 89).

28
The total cost of the externality is marked by the shaded area in Figure 6. Negative
externalities are typical for critical infrastructure networks

Figure 6. Inefficient private allocation of a good with a negative externality. (Based on Cohen
2000: 89).

In our research, we discern between two negative externalities. Firstly, there is the
negative externality generated by agents as the end-user of ICT. If the agent does not
invest in the security of its information systems, then it can inflict a negative end-user
externality on other users. As in Moore’s example, the agent’s network resource can
be recruited into a botnet used to harm other users (Moore 2010). Secondly, the
insecurity of an information system can lead to a failure in its operation. If the insecure
systems is an ICS system used in critical infrastructure, the failure can lead to a
disruption in the provision utilities, such as energy and clean water. A famous example
of such an occurrence is the Slammer worm that entered the David Basse power plant’s
networks via a contractor’s network in 2003. The worm infected computers within the
power plant and brought down its security systems. (Nicholson & al. 2003).
3.1.2

Positive externality of cybersecurity

Instead of reducing the negative externality of insecurity, cybersecurity investment can
also be understood as a means of generating a positive public externality of
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cybersecurity. Had the contractor in the David Basse example invested more in
information security, it would have been able to detect the worm before it spread into
the power plant’s network, and thus prevent the disruption in the provision of a vital
utility. Moreover, the worm probably spread from the contractor’s network to other
networks as well. By investing more in cybersecurity the contractor could have also
prevented these infections.

Figure 7 depicts the optimal level of cybersecurity

investment as the amount of investment that minimizes the total combined cost of
cybersecurity investment and cybersecurity breach.

Figure 7. Optimal cybersecurity investment. (Based on Cohen 2000: 90).

The challenge in determining the optimal level of cybersecurity investment is that,
while the costs are easy to measure, the benefits are more elusive and only materialize,
if a breach occurs. On way of encountering this problem is by comparing the firm’s
performance against other companies. This is one of the many use cases for shared
breach information.

30
3.2

Externalities from breach information sharing

Breach information sharing can be seen as a means of reducing the negative externality
of insecurity resulting from an unintentional underinvestment in cybersecurity. In
other words, if a firm has imperfect information about its own cybersecurity posture,
it might fail to understand the implications of its decision and make a suboptimal
investment cybersecurity. More precisely, if a firm is not aware of the external costs a
breach of its systems inflicts on other agents, then it will not take these losses into
account when making its cybersecurity investment decision. Breach information
sharing can be seen as way of improving the firm’s awareness of its own cybersecurity
posture, but also as a means of reducing the costs of cybersecurity investment; through
information sharing more agents can benefit from each other’s cybersecurity
investments.
3.2.1

Positive externality of breach information sharing

A positive externality is a side-effect that exists whenever the social benefits associated
with a particular decision are not fully considered by the agent making that decision.
(Cohen 2000, 75). If firms shared information on breaches they have encountered, then
other firms could detect similar attacks faster or proactively update their defences
against such attacks. However, if firms are reluctant to share reluctant to share breach
information, then other firms suffer from breaches that could have been avoided
(Weiss 2015). The marginal private benefit (𝑀𝐶𝑃 ) of sharing breach information is
lower than the marginal social benefit (𝑀𝐶𝑆 ). The difference between these costs is
the marginal external benefit of sharing another unit of breach information (Cohen
2000, 75). If the agent sharing information is compensated for the positive externality
it generates, the equilibrium amount of the good produced is higher. However, if the
agent only bases its decision on the private investment and leakage costs, then the
amount of breach information it shares will be below the social optimum. The total
loss resulting from the inefficiency of this outcome is marked by the shaded area in
Figure 8.
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Figure 8. Provision of a public good with a positive externality. (Based on Cohen 2000: 75)

3.2.2

Positive cost spillovers

By sharing breach information, all agents involved in the information sharing
partnership benefit from eliminating the duplication of cost and effort (Weiss 2015).
Thus, information sharing can be seen to generate positive cost spillovers (Gal-Or &
Ghose 2005). Figure 9 demonstrates how the positive cost spillovers could increase
the level of cybersecurity investment made by the private agent.
In our research, we distinguish between two types of information sharing spillovers.
Firstly, there is the spillover from the agent’s own information sharing effort. If the
agent does not have the resources to defend its systems against an attack or develop
countermeasures, then it can report its breach information and gain assistance from
another entity (Weiss 2015). For example, if a firm reports a cyberattack, then law
enforcement can start searching for those responsible and another entity can alert other
organizations, which can then review their own defences and prevent similar attacks
from happening (Weiss 2015). This is the second type of spillover from breach
information sharing: the benefit an agent receives from another agent’s information
sharing effort.
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Figure 9. Marginal cost and optimal investment in a public good. (Adapted from Cohen 2000: 75)
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4

POLICY IMPLICATIONS FOR CRITICAL INFRASTRUCTURE

4.1

Justification for intervention

Public intervention requires justification. The first welfare theorem of economics
establishes that a competitive equilibrium is also a Pareto optimum, meaning that it is
not possible to improve the welfare of an economic agent without reducing that of
another. However, the conditions for this result are very strict. Among others, a
competitive equilibrium requires the existence of complete markets and perfect
information. Therefore, state intervention is justified, when it is able to remedy market
failures and improve the efficiency of the markets. Examples of such market failures
include externalities, the existence of monopolies or public goods, agent shortsightedness and asymmetric information. (Bénassy-Quéré & al. 2010: 25-29). In this
section, we examine whether government intervention is justified to improve the
cybersecurity within critical infrastructure. Firstly, we determine the importance or
criticality of critical infrastructure. Secondly, analyse cybersecurity related market
failures within critical infrastructure. We then examine how such intervention could
be carried out and whether it could be effective.
4.1.1

Defining critical infrastructure

Sectors such as energy, water, food, health and transportation and the infrastructure
that supports them are often defined as critical. To determine the common
characteristics of critical infrastructure, we look at four different definitions of critical
infrastructure. A similar analysis is performed by Clemente (2013).
Firstly, the European Union (EU) defines critical infrastructure in its council directive
on the identification and designation of critical infrastructure as:
“[…] an asset, system or part thereof located in Member States which is essential
for the maintenance of vital societal functions, health, safety, security, economic
or social well-being of people, and the disruption or destruction of which would
have a significant impact in a Member State as a result of the failure to maintain
those functions”. (EU 2008)
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Secondly, the Department of Homeland Security (DHS) in the United States defines
critical infrastructure as:
“[…] the assets, systems, and networks, whether physical or virtual, so vital to
the United States that their incapacitation or destruction would have a
debilitating effect on security, national economic security, national public health
or safety, or any combination thereof”. (DHS 2013)
Thirdly, in Finland’s cybersecurity strategy, the term critical infrastructure is used to
refer to:
“[…] the structures and functions which are indispensable for the vital functions
of society. They comprise physical facilities and structures as well as electronic
functions and services”. (Finland 2013)
Finally, the Centre for the Protection of National Infrastructure (CPNI) in the United
Kingdom defines cybersecurity as:
“[…] those facilities, systems, sites and networks necessary for the functioning
of the country and the delivery of the essential services upon which daily life in
the UK depends”. (CPNI 2014)
In all these four definitions, critical infrastructure is identified as elements (assets,
systems, networks, structures, functions, facilities or sites) that are necessary (vital,
indispensable, essential or necessary) for the vital functions of society (health, safety,
security and economic security). In other words, the ultimate goal of cybersecurity
within critical infrastructure is ensuring these vital functions. To achieve this the
assets, systems, networks, structures and facilities that support these function, some of
which are owned by private critical infrastructure operators, need to be secured. Given
the importance of critical infrastructure, if the private agents fail to ensure the security
of these elements, then there is justification for government intervention.
4.1.2

Externalities

Advances in information technology, deregulation and business mergers have
dramatically altered the economic and business aspects of critical infrastructure. The
adoption of network communication has increased operational efficiency significantly,
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but it has also lead to the proliferation of cyber-interdependencies and the introduction
of new types of vulnerabilities. At the same time, deregulation in sectors such as
energy have resulted in the shedding of excess capacity that had served as a shock
absorber against system failures. Mergers have further eliminated redundancy and
overhead in critical infrastructure operations and the production of vital societal
functions. Together these three forces have streamlined critical infrastructure. As a
result, we have critical infrastructure which operates very efficiently in normal
conditions, but which is increasingly interdependent with very little redundancy to
cushion failures. (Rinaldi, Peerenboom and Kelly 2001).
These interdependencies consist of bidirectional relationships between two or more
infrastructures, where the state of one infrastructure influences the state of the other
(Pursiainen, Lindblom & Francke 2007: 33). When critical systems are bound together,
a new type of risk emerges, namely the risk that a failure in one part of one system will
negatively impact other systems. Egan (2007) refers to these types of risks as a critical
externalities. If systems are interdependent, then the critical elements of one system
are also the critical elements of all the other interdependent systems (Egan 2007). The
failure of a critical element in one system is then externalized to the other systems and
the society that is reliant on the continuous operation of these systems.
In addition to interdependencies within CI sectors, there are also interdependencies
between sectors. Notably, the increasing reliance on computerised information
systems has made other CI sectors dependent on the energy and telecommunication
sectors. (Clemente 2013). If a failure occurs in a CI facility, then the failure can
potential spread within in the infrastructure sector and between sectors. Anderson and
Fuloria (2009), describe such events as large externalities of correlated events. They
argue that, for example in the case of a power outage, the social costs are typically
much larger than the revenue lost by the power company itself (Anderson & Fuloria
2009). We determine that, in addition to private losses from a breach, there are
externality costs, which arise from the role of CI in sustaining vital societal functions
and which are aggravated by interdependencies within critical infrastructure sectors
and between them. These externality costs can be significantly higher than the private
costs of a failure faced by the CI provider.
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The increasing interdependence of CI is demonstrated by the ten hour power outage
that brought Turkey to a halt in March 2015. Failures at two power plants, dropped the
network capacity by 5 to 10%, which caused a domino effect leading to the whole
system shutting down. As a result of interdependence within the countries energy
sector, the failure spread fast across the energy grid. (Coskun & De Clercq 2015). As
a result of the interdependence between critical infrastructures, the power blackout
shut down public transportation, caused massive traffic jams and affected Internet
coverage (Guardian 2015). However, further connectivity with the European energy
grid, enabled Turkey to recover from the blackout faster than it otherwise would have.
(Coskun & De Clercq 2015).
4.1.3

Informational challenges

As discussed in Section 2.4.1, there are two distinct informational challenges relating
to cybersecurity: awareness and attribution. For a cybersecurity externality to be
internalized by the causing party, the causing party must first be aware that their
actions or lack thereof is harming another party and the harmed party must be aware
that they are harmed (Kox & Straathof 2013). Attribution challenges occur, when it is
not known who has caused the externality and by what activity or neglect. We identify
three possible causes of informational challenges within critical infrastructure:
interdependency, lock-in and complex supply chain.
Firstly, as discussed in the previous section, critical infrastructure networks are
characterized by a high degree of interdependence both within sectors and between
critical infrastructure sectors. At the same time, the amount of national level
coordination within critical infrastructure has decreased. Following a wave of
privatization and globalization, many countries now find themselves in a situation,
where they have very little control or visibility over the critical infrastructure, on which
they depend. As a result of privatization and globalization, situation awareness over
critical infrastructure has become more limited. Information sharing between the
private critical infrastructure operators and government operators is therefore essential
to improving this situation. (Clemente 2013).
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Secondly, with industrial control systems the degree of lock-in is very high. Utilities,
such as power plants, are typically locked into the same system vendor at least 25
years. The investment cost of a new control system a very high, and the investments
will only be replaced once they are fully depreciated. As a result, the same control
systems remain in use for decades. Problems arise when these control systems are
suddenly connected to the Internet. Most of the systems currently in use were
originally designed for closed networks, and they have never been hardened against
external attacks. Moreover, as the cost of taking down, for example, a nuclear power
plant, is considerable, these systems are patched rarely, if ever. The Internet offers vast
cost savings. However, the change in their security posture following the transition to
IP based connectivity was probably larger many utilities providers security realised.
Many companies have ended up using part of their savings in establishing an
“electronic security perimeter” of information security solution to protect their
network. Others might still be unaware of the full dangers of connecting their
unpatched legacy control systems to the Internet. (Anderson & Fuloria 2009)
Thirdly, complex supply chains are typical for industrial control systems. Systems
purchased by critical infrastructure operators, such as power utilities, are generally
compiled by system integrators from devices and software they purchase from a
variety of device manufacturers. (Anderson & Fuloria 2009). These device
manufacturers, in turn, purchase parts of their software from third-party software
developers. The ICS devices they produce often contain a software development kit
(SDK), which can be used to modify the software to better meet the needs of the critical
infrastructure operator. Additionally, open-source software is widely used in critical
infrastructure. In the end, the critical service providers may have very little visibility
into the contents of their control systems. The lack of visibility increases the likelihood
that software version are not patched and contain easily exploitable known
vulnerabilities. The risks related to this might not be fully realised.
4.2

Responses to market failures

The clear societal importance of critical infrastructure networks and presence of
market failures justifies government intervention. In the following, we discuss options
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for reducing externalities and improving awareness. We also reflect on how applicable
these solutions are in cyberspace.
4.2.1

Reducing externalities

As discussed in Section 3.1.1, cybersecurity investment reduces the negative
externality of insecurity. The private benefit from reducing the externality is smaller
than the social benefit, and as a result, firms tend to underinvest in cybersecurity. The
typical first best approach to externalities is letting the agents internalize negative
externalities by taxing them and subsidizing them for producing positive externalities.
(Bénassy-Quéré & al. 2010: 25-29). While it might be plausible to support companies
in their attempts to improve cybersecurity, the taxation of insecurity might be very
difficult to execute. The reason for this is that it would be very challenging to
determine the size of the externality. Firstly, both the causing and the harmed party
might be unaware of the externality (Kox & Straathof 2013). Secondly, cyberspace is
constantly changing: new connections are established, old ones terminated and
information is constantly added, removed, processed and shared (Ottis & Lorents,
2010).
4.2.2

Overcoming informational challenges

The fundamental challenge in letting the agents internalize the externalities is the lack
of awareness, which also affects policy makers. In Section 2.3, we defined shared
breach information as a public good. The existence of public goods can lead to a
situation where the market for the good is missing. In such cases, it is justifiable that
the government step in and provide the good. (Bénassy-Quéré & al. 2010: 25-29).
There a number voluntary, governmental and commercial organizations producing
breach information. National cybersecurity centres aggregate relevant information and
share it with their stakeholders, who can then use information to update their defences.
For example, in the United Kingdom, the national crisis emergency response team
(CERT-UK) currently collects information 16 different sources handling around
900 000 events a day. It aggregates the information into real-time alerts and periodical
reports. In Finland, the national cybersecurity centre (NCSC-FI) has a similar role.
(CERT-UK 2014).
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However, this only solves part of the problem; to increase their awareness of the
cybersecurity posture of critical infrastructure providers, government agencies would
also need to receive breach information from the critical service providers. This
challenge has been noticed. In the United States, information sharing and analytics
centres (ISACs) were setup to help the federal government coordinate the protection
of critical infrastructure, which is primarily owned by the private sector. The ISACs
are private-sector, non-profit organizations that collect analyse and share information
on cybersecurity threats and best practices. (Moore 2010) Similarly, in the United
Kingdom, the cybersecurity information sharing partnership (CiSP) enables
companies across sectors to exchange cyberthreat information (CiSP 2015). In
Finland, the HAVARO network brings together critical infrastructure operators, who
share cyberthreat information with each other. (Huoltovarmuuskeskus 2014).
4.3

Implications for cybersecurity policy

The cybersecurity of critical infrastructure is recognized as a national priority.
Research in the economics of cybersecurity has demonstrated that many of the
problems plaguing cybersecurity are in fact economic in nature, and that many failures
could be improved by better aligning stakeholder incentives and by correcting market
failures (Moore 2010). However, text book economic policy solutions are not directly
applicable to cybersecurity. In the following, we discuss cybersecurity policy
implications for critical infrastructure regarding cybersecurity investment and breach
information sharing.
4.3.1

Cybersecurity investment

In Section 4.1, we defined cybersecurity as a state where the societal functions reliant
on cyberspace are secured. The secured state of these function is achieved by investing
in the security of critical infrastructure assets that support these functions. As defined
in Section 2.3.3, the security of these assets consists of private security goods on the
physical layer and club goods and private goods on the logical and informational
layers. In our model, cybersecurity investment refers to these rivalrous and excludable
security investments made on lower layers of cyberspace. Cybersecurity is the positive
externality generated by these investments.
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Due to the rivalrous and excludable nature of cybersecurity investments, cybersecurity
cannot be collectively produced. Each critical infrastructure operator needs to exert
effort to improve its own level of cybersecurity. The cybersecurity investments of
other agents decrease the overall level of insecurity within the network. If there is
interdependency between critical infrastructure providers, then the spillover effect
from the other agent’s investment can be significant. Nevertheless, it does not replace
the agent’s own cybersecurity investment.
4.3.2

Breach information sharing

Informational challenges are the core reason for cybersecurity underinvestment: firms
do not have access to accurate breach information, thus they do not necessarily
understand their own security posture, and as a result, they do not invest enough in
cybersecurity. The lack of information also impairs their ability to keep their defences
up to date. In constantly changing cyberspace, the timeliness of the information is of
the upmost importance. Breach information sharing can alleviate these problems by
providing accurate, timely information, which the firms can use to update their
defences and to gain a better understanding of their own cybersecurity posture. Breach
information sharing is an efficient way improving cybersecurity within critical
infrastructure. For example, the HAVARO system detected over 600 critical attacks
against its member organizations in 2013 (Huoltovarmuuskeskus 2014). In the
following, we develop a model to investigate the private agents’ willingness to share
breach information and the affect this has on the overall cybersecurity investment.
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5

PRIOR MODELS

5.1

Security investment models

In this section, we present two models that define the optimal of security from the
perspective of an individual firm. This approach is compatible with the definition of
cybersecurity we made in Section 2.3, where cybersecurity is determined as the public
externality of private security investments. The first model presented is the influential
model by Gordon and Loeb (2002), which maximizes the bottom line of a security
investment, i.e., the difference between the expected prevented loss and the security
investment costs. The first model does not distinguish between private and social
losses. The second model expands on the Gordon-Loeb model by introducing
externality costs to explain the difference between the socially optimal level of security
investment and the level of security investment undertaken by the private firm
(Gordon, Loeb, Lucyshun & Zhou 2015). The Gordon-Loeb models serve as the
foundation of the model we present in Chapter 6.
5.1.1

Optimal security investment

The Gordon-Loeb (2002) model estimates the optimal security investment for a given
information set. It considers the probability that the given information set is vulnerable
to a breach 𝑆(𝑧, 𝑣), the potential loss should the breach occur, 𝐿, and the normalized
monetary investment in security, 𝑧. 𝑆(𝑧, 𝑣) depends on the vulnerability of the
information set, 𝑣, and 𝑧, where 𝑣, 𝑧 ∈ [0,1]. The function 𝑆(𝑧, 𝑣) is continuous and
twice differentiable in 𝑧. It is decreasing at a decreasing rate. As 𝑧 grows, the
information is made more secure, but each additional investment has a slightly smaller
impact on the overall security of the information set than the previous one. (Gordon &
al. 2002).

The total expected private loss associated with a breach is 𝑣𝐿 . The expected benefit
from the security investment, 𝐸𝐵𝐼𝑆, is defined by (1) as the difference between the
initial loss from a breach, 𝑣𝐿, and the reduced loss from a breach following a security
investment, 𝑆(𝑧, 𝑣)𝐿. EBIS can also be understood as the product of the reduced
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probability of breach,[𝑣 − 𝑆(𝑧, 𝑣)], and the loss from of a breach, 𝐿. The optimal level
of security investment, 𝑧 ∗ , is found by maximizing the expected net benefit from the
security investment (𝐸𝑁𝐵𝐼𝑆) given by (2). This yields the first order condition
specified by (3). Figure 10 depicts how 𝑧 ∗ is found in the intersection of 𝑧 and 𝑆(𝑣, 𝑧),
where the total cost is minimized. (Gordon & al. 2002).
EBIS ( z )  vL  S z, v L  v  S z, v L

(1)

ENBIS ( z )  v  S z, v L  z

(2)

 S z z*, v L  1

(3)

Figure 10. Optimal security investment. (Based on Gordon & Loeb 2002).

Based on empirical evidence, Gordon and Loeb (2002) state that, for all types of
security breach functions, the optimal investment in cybersecurity is always less than
1

or equal to 𝑒 or 37% of the expected loss of breach, as denoted by (4).

43

z* 

5.1.2

vL
e

(4)

Externalities and security underinvestment

Gordon & al. (2015) expand on the Gordon-Loeb model by incorporating externalities.
The original Gordon-Loeb model only considers private losses, 𝐿𝑃 . However, the
security investment decisions of a firm also impact the firms and organizations it works
with and the economy at large. In particular, this applies to critical infrastructure
operators. In the revised Gordon-Loeb model, 𝐿𝐸 represents the losses inflicted on
other firms and consumers. Together 𝐿𝐸 and 𝐿𝑃 represent the total social losses
resulting from a security breach, 𝐿𝑆𝐶 , so that 𝐿𝑆𝐶 = 𝐿𝑃 + 𝐿𝐸 . Figure 11 depicts the
difference between the optimal security investment level chosen when considering
only private losses, 𝑧 𝑃 , and the optimal security investment level considering the total
social losses, 𝑧 𝑆𝐶 . The expected net social benefit from cybersecurity investment 𝑧 is
now defined by (5). (Gordon & al. 2015).
ENBIS ( z )  v  S z, v LSC  z

(5)

The optimal level of cybersecurity investment, 𝑧 𝑆𝐶 , is found by maximizing
𝐸𝑁𝐵𝐼𝑆(𝑧), which yields the first order condition stated by (6). (Gordon & al. 2015).
 S z z SC , v LSC  1

(6)

According to Gordon and Loeb (2002), optimal investment in cybersecurity is always
1

less than or equal to 𝑒 of the expected loss of breach as stated by (7). If we denote the
𝐿𝐸

ratio of externality costs to private costs as = 𝐿𝑃 , we get Equation 8. (Gordon & al.
2015).
1
z SC (v)  vLSC
e

(7)
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z SC (v) 

1
1   vLP
e

(8)

Figure 11. Externality costs and security underinvestment. (Based on Gordon &al. 2015)

5.2

Security investment and information sharing

In this section, we look at security investment models incorporating information
sharing. Gordon, Loeb and Lucyshyn (2003) present a two agent security investment
model where the security investments by the two agents become substitutes through
information sharing. If one agent decides to share information, then their security
investment also benefits the other agent, who can now achieve the same level of
security with a lower investment. As a result, both agents will try to free ride on the
investment of the other. The Gal-Or and Ghose (2005) attempts to mitigate the free
rider problem by turning the benefits of information sharing from investment
substitutes to cost spillovers.
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5.2.1

Information sharing without spillovers

The Gordon, Loeb and Lucyshyn (2003) model studies how information sharing
affects the overall level of security. In their model, there are two firms, firms 𝑖 and 𝑗,
which seek to secure a single data set. 𝐿𝑖 is the loss incurred by firm 𝑖, if its information
set is breached. 𝐿𝑖 is a constant and it is independent of whether firm 𝑗 ≠ 𝑖 suffers a
breach. (Gordon & al. 2003).
The probability that firm 𝑖’s information set will be breached, denoted by 𝑃𝑖 , depends
on the firm 𝑖’s monetary expenditure in information security, 𝑥𝑖 , and on firm 𝑗’s
information security expenditure, 𝑥𝑗 , if firm 𝑗 shares information. Let 𝜃𝑗 ∈ [0,1] denote
the portion of firm 𝑗’s breach information that it shares with firm 𝑖. Then we can define
the breach probability of firm 𝑖’s information set as 𝑃𝑖 (𝑥𝑖 , 𝑦𝑗 ), where the spillover
from firm 𝑗’s security investment is 𝑦𝑗 = 𝑥𝑗 𝜃𝑗 . 𝑃𝑖 is a twice differentiable function
that is decreasing in 𝑥𝑖 , but at a decreasing rate. (Gordon & al. 2003).
As in the Gordon-Loeb (2002) model, each firm is risk-neutral and seeks to select a
level of information security investment that maximises its expected benefit from the
security investment. This is equal to minimizing the total expected cost, i.e. the
combined cost of a security breach and the security investment. The firm’s problem is
determined by (9) and its first order condition (FOC) by (10), where 𝑥̅ is the optimal
information security investment. The FOC defines that in equilibrium the marginal
benefits match the marginal costs. (Gordon & al. 2003).



min P i xi , y j Li  xi
xi

 P i x , y j Li  1



(9)

(10)

If we define that 𝑃𝑖 (𝑥𝑖 , 𝑦𝑗 ) = 𝜙 𝑖 (𝑥𝑖 + 𝑦𝑗 ), we can compare firm i’s optimal security
expenditure with and without information sharing by looking at (11) and (12). We
know that in optimum, the slope of the curve −𝜙 𝑖 is equal to the slope of the cost
curve, which is 1. The slope of the curve is the same both (11) and (12), hence the size
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of the optimal investment in both cases is the same, as defined by (13). If there is no
information sharing, then 𝜃𝑗 = 0 and 𝑥̅𝑖 = 𝑥𝑖∗ . Otherwise, firm 𝑖’s reaction curve is
𝑥̅𝑖 (𝑥𝑗 ).

  i ( xi   j x j ) Li  1

(11)

  i ( xi* ) Li  1

(12)

xi   j x j  xi*  xi  xi*   j x j

(13)

Figure 12. Optimal security investment in a two firm model. (Based on Gordon & al. 2003).

In Equation 11, there is no information sharing and 𝑥̅𝑖 = 𝑥𝑖∗ , if 𝜃𝑗 = 0. Otherwise, firm
i’s reaction curve is given by 𝑥̅𝑖 (𝑥𝑗 ) in (14). The maximum for firms 𝑖 and 𝑗 is denoted
by point (𝑥̂𝑖 , 𝑥̂𝑗 ) in Figure 12 and defined by the (15a) and (15b). (Gordon & al. 2003).
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xi ( x j )  max x   j x j ,0  
x*
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0

xj  i



*
i



(14)

j

xˆ i  xi*   j xˆ j

(15a)

xˆ j  x *j   i xˆ i

(15b)

From (15a) and (15b) we can see that the optimal security expenditure is lower for
each firm, if they engage in information sharing, i.e. if 𝜃1 , 𝜃2 > 0, than in the absence
of information sharing. Information sharing does not alter the level of security attained
by the firm, thus information sharing yields the same level of security but at a lower
cost to the firm. The firms benefit from each other’s security investments. As a result,
they tend to free ride on the security investment of the other. Nevertheless, information
sharing increases social welfare by enabling the same level of security at a lower cost.
(Gordon & al. 2003).
5.2.2

Information sharing with spillovers

In the Gordon & al. (2003) model, breach information sharing enables the firm to
achieve the same level of security at a lower aggregate cost, and thus, information
sharing leads to preemptive cost saving in security technology investment. By
incorporating positive cost spillovers in their model, Gal-Or and Ghose (2005) get a
security expenditure function that is increasing in the firm’s own aggregate investment,
but decreasing the competitor’s aggregate investment. The competitor’s security
investments increase the firm’s willingness to share breach information. (Gal-Or &
Ghose 2005).
In the Gal-Or and Ghose (2005) model, there are two firms producing a differentiated
product. The two firms, firm 𝑖 and 𝑗, take part in a two-stage non-cooperative game.
In the first stage, the firms simultaneously (i.e., not knowing the other firms decision)
choose the optimal level of security technology investment (𝑡𝑖 and 𝑡𝑗 ) and information
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sharing (𝑠𝑖 and 𝑠𝑗 ). In the second stage of the game, the firms choose their prices (𝑝𝑖
and 𝑝𝑗 ). The subgame perfect equilibrium is defined using backward induction. The
objective of the individual firm is to maximise its profits given by (16). (Gal-Or &
Ghose 2005).

 i  pi qi  f i (t i , y j )

(16)

The demand for firm 𝑖’s product, 𝑞𝑖 , is determined by the prices of the goods produced
by the firms 𝑖 and 𝑗, that is 𝑝𝑖 and 𝑝𝑗 , as represented by (17). (Gal-Or & Ghose 2005).
qi  ai  b1 pi  b2 p j  Bi

i, j  1,2; i  j

(17)

𝐵𝑖 , is the shift in the initial in intercept following the security investments and it is
defined by (18). The terms 𝑡𝑖 and 𝑡𝑗 are aggregate measures of the extent of investment
in security technology in firms 𝑖 and 𝑗. The term 𝑠𝑖 and 𝑠𝑗 represent the fraction of
breach information being shared. The terms are normalized so that 𝑠𝑖 ∈ [0,1], where
𝑠𝑖 = 0 means no information is shared and 𝑠𝑖 = 1 means all information is
shared. 𝜆𝑑 ∈ [0,1] is a normalized demand spillover parameter measuring the
positive externality of the competitor’s investment on the demand faced by the firm.
The function 𝑔𝑖 measures the leakage costs, i.e., costs that might be inflicted on the
firm, if the information being shared is leaked. The leakage costs are increasing in 𝑠𝑖
and decreasing in 𝑠𝑗 . (Gal-Or & Ghose 2005).
Bi  t i  t j  d t j s j  g i (s i , s j )

(18)

In the Gal-Or and Ghose (2005) model, the cost function, 𝑓𝑖 , only considers the firm’s
security production costs. Firm 𝑖’s own investment, 𝑡𝑖 , increase its costs, but due to the
positive cost spillover parameter, 𝜆𝑐 , firm 𝑗’s investment decreases its costs. The cost
function, 𝑓𝑖 , is depicted by (19). (Gal-Or & Ghose 2005).

f i (t i , y j ) , where y j  c t j s j

(19)
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In the Gal-Or Ghose model, the demand for security and its supply are determined by
the quantity of the firm’s good demanded on the market, as depicted by Figure 13. As
a result, security is seen as quality of the product produced by the firm, not as an
individual good. The customer’s preference for security is expressed through their
demand for the product. Hence, the model best applies to cases where the security is
tied to a specific hardware or software, i.e., where security is either a private good or
a club good. Gal-or and Ghose model assumes that the customers can discern which
firm is behind the cybersecurity efforts. Based on the definitions we made in Section
2.3, the Gal-Or & Ghose (2005) model applies to security on the lower layers of
cyberspace and information security, not to cybersecurity. Nevertheless, the positive
cost-side spillover factor and the leakage costs provide valuable insights into the costs
of information sharing. We will include these elements in our model, which we will
present in Chapter 6.

Figure 13. Security investments and rightward shift of the demand curve. (Based on Gal-Or &
Ghose 2005).
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Gal-Or and Ghose (2005) model also incorporates a social planner. They compare the
level of information sharing chosen by the company when maximizing its profits under
a Nash equilibrium (Case A) to a socially optimal level of information sharing set by
a social planner (Case B) and a level of information sharing that emerges when the
companies work together to maximize joint industry profits (Case C). In Case A, the
firm chooses 𝑡𝑖 and 𝑠𝑖 to maximize 𝑝𝑖 and Π𝑖 . In Case B, the social planner sets 𝑡1 =
𝑡2 = 𝑡, 𝑠1 = 𝑠2 = 𝑠, and 𝐹1 (𝑞, 𝑞) = 𝐹2 (𝑞, 𝑞) = 𝐹(𝑞, 𝑞), where 𝑝𝑖 = 𝐹𝑖 (𝑞𝑖 , 𝑞𝑗 ) is the
company 𝑖’s inverse demand function. In Case C, 𝑠 and 𝑡 are jointly chosen to
maximize the joint industry profit function. Price coordination is prohibited. Gal-Or
and Ghose (2005) discovered that 𝑠 𝐴 < 𝑠 𝐶 < 𝑠 𝐵 and 𝑡 𝐴 < 𝑡 𝐶 < 𝑡 𝐵 . Therefore,
although maximizing joint industry profits does not result in socially optimally levels
of investment and sharing, it is nevertheless, an improvement to the outcome attained
in the absence of coordination. (Gal-Or & Ghose 2005).
5.3

Provision of public goods

In this chapter, we look at the private provision of public good. We first relate the basic
framework of the BBV model presented by Bergstrom, Blume and Varian in 1986.
The model captures the decision-making problem of consumer 𝑖, who allocates their
income between the consumption of a private good and a donation towards a public
good. Secondly, we look at the provision of public goods in a network model, where
the agent’s decision is influenced by the actions undertaken by its neighbours. These
two models help us define the basic setup our model, presented in Chapter 6.
5.3.1

Private provision of public goods

Bergstrom, Blume and Varian (1986) present a general model for the private provision
of a public good. In the model, there is one public good, one private good and n
consumers. Each consumer 𝑖 consumes an amount xi of the private good and donates
the amount 𝑔𝑖 ≥ 0 to the supply of the public good. The total supply of public good 𝐺
is the sum of private donations made by the n consumers and 𝐺 -i is the sum of all
donations made by agents other than 𝑖. The consumer 𝑖 is endowed with the wealth 𝑤𝑖 ,
which they allocate between the consumption of the private and the public good. The
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consumer 𝑖’s preferences are given the utility function 𝑢𝑖 (𝑥𝑖 , 𝐺). The Nash equilibrium
solution is given by a vector of donations 𝑔𝑖∗ , so that for each consumer 𝑖 there is a
point (𝑥𝑖∗ , 𝑔𝑖∗ ) that solves (20). (Bergstrom & al.1986).

max u ( x , g
i

i

i

 G*i )

s.t. 𝑥𝑖 + 𝑔𝑖 = 𝑤𝑖 and 𝑔𝑖 ≥ 0

(20)

xi , g i

where 𝑖 = 1, … , 𝑛
Let us consider the maximization problem of consumer 𝑖. Implicitly, the consumer 𝑖 is
not just choosing their donation, but also the equilibrium value of 𝐺. If the consumer
makes no donation, then 𝐺 = 𝐺−𝑖 . If consumer 𝑖 chooses to make a donation, then they
are in fact choosing to make 𝐺 larger than 𝐺−𝑖 . The consumer’s maximization problem
is now given by (21). The solution of this problem is depicted by Figure 14. (Bergstrom
& al.1986).

max u ( x , G)
i

i

∗
∗
s.t. 𝑥𝑖 + 𝐺 = 𝑤𝑖 + 𝐺−𝑖
and 𝐺 ≥ 𝐺−𝑖

xi ,G

where 𝑖 = 1, … , 𝑛

Figure 14. Optimal private provision of public good. (Based on Bergstrom & al. 1986).

(21)
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5.3.2

Provision of public goods in a network

Galeotti, Goyal, Jackson, Vega-Redondo and Yariv (2009) present a framework for
studying the provision of public goods in a network of private agents. In the network,
there is a finite set of agents, 𝑁 = {1,2, … , 𝑛}. The connections between these agents
take the form of a network that is represented by a matrix 𝑔 ∈ {0,1}𝑛𝑥𝑛 , where 𝑔𝑖𝑗 =
1, if 𝑖’s payoff affects j’s behaviour. Following a convention, 𝑔𝑖𝑖 = 0 for all 𝑖 ∈ 𝑁.
Agent 𝑖’s set of neighbours is 𝑁𝑖 (𝑔), which consists of nodes j for which 𝑔𝑖𝑗 = 1. The
set of neighbours or connections also defines the degree of player 𝑖 , 𝑘𝑖 , so that 𝑘𝑖 (𝑔) =
|𝑁𝑖 (𝑔)|, where 𝑁𝑖 (𝑔) = {𝑗|𝑔𝑖𝑗 = 1}.
Agent 𝑖 takes an action 𝑥𝑖 in 𝑋, where 𝑋 is a subset of [0,1]. The payoff of player 𝑖
with 𝑘𝑖 connections, when the profile of actions is 𝑥 = (𝑥1 , … , 𝑥𝑛 ), is given by (22),
where 𝑥𝑁𝑖 (𝑔) is the vector of actions taken by 𝑖’s neighbours. This payoff function
depends on the players degree k, but not on their identity, 𝑖. Thus, any two players with
the same degree, also have the same payoff.
v k i ( g ) ( xi , x N i ( g ) )

(22)

Agent 𝑖’s payoff function, when they choose action 𝑥𝑖 and the agent’s 𝑘 neighbours
choose the profile (𝑥1 , … , 𝑥𝑘 ), is given by (23), where 𝑓(. ) is non-decreasing and 𝑐(. )
is the cost associated with agent 𝑖’s own effort. The term 𝜆 ∑𝑘𝑗=1 𝑥𝑗 captures the
spillover effect of the neighbours’ actions, when 𝑖’s overall payoff depends on the sum
of neighbours’ actions. Galeotti & al. (2009) also distinguish best shot public good
games and cases where the agent’s payoff depends on the average of the neighbours’
actions. How the actions of individual agents relate to the total effort is discussed in
more detail in the next section.
k


v k ( xi , x1 ,..., x k )  f  xi    x j   c( xi )
j 1



(23)
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5.4

Interdependent security

In this section, we expand on the decision making problems presented in the previous
section by introducing elements of interdependent security decisions. The risks faced
by agents operating in cyberspace are not only determined by their own security
posture, but also on the decisions of others (Laszka & Felegyhazi 2014). First, we
present a model of system reliability and free riding. This seminal work by Varian
(2004), introduces three prototypical technologies for relating individual efforts to the
overall supply of a public good. Secondly, we examine Heal and Kunreuther’s (2004)
model of interdependent security decisions, where the agent’s decision to invest in
security not only impact the welfare of other agents and also their incentives to invest
in security themselves.
5.4.1

System reliability and free riding

In interdependent security games, an agent’s payoff not only depends on its own costs
and benefits, but also on the investment decisions made others and the manner in which
the individual efforts translate into collective outcomes. System reliability is a public
good, because the successful operation of a system frequently depends on the efforts
of a number of agents, which can lead to suboptimal security investment levels, if the
agents’ decisions are uncoordinated. (Anderson, Moore, Nagaraya & Ozment, 2007).
Varian (2004) distinguishes between three different prototypical technologies, which
define how the overall supply of a public good is composed of individual efforts: total
effort, weakest link and best shot. Firstly, in the total effort case, the system reliability
depends on the sum or the average of the efforts exerted by the agents. Secondly, in
the weakest link technology, where reliability depends on the smallest effort made.
Finally, in the best shot technology, the reliability depends on the largest effort made.
The three different technologies are summarized in Table 5. (Varian 2004).
Table 5. Three prototypical technical technologies to determine the total supply of a public good.
(Based on Varian 2004).

Total effort
𝐹(𝑥𝑖 , 𝑥𝑗 ) = 𝑥𝑖 + 𝑥𝑗

Weakest link
𝐹(𝑥𝑖 , 𝑥𝑗 ) = 𝑚𝑖𝑛(𝑥𝑖 , 𝑥𝑗 )

Best shot
𝐹(𝑥𝑖 , 𝑥𝑗 ) = 𝑚𝑎𝑥(𝑥𝑖 , 𝑥𝑗 )
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Varian (2004) uses a two agent model to examine the Nash equilibrium and socially
optimal outcomes of producing system reliability in three different situations defined
by the different technologies presented in Table 5. In the model, the expected payoff
of agent 𝑖 = 1,2 is defined by the probability of the successful operation of the system
(𝑃(𝐹(𝑥1 , 𝑥2 ))), the value agent 𝑖 receives from the successful operation of the system
(𝑣𝑖 ) and the cost of protecting the system (𝑐𝑖 𝑥𝑖 ), as defined by (24). The social payoff
is simply the combined payoff of the two agents, as shown by (25). (Varian 2004).
PF xi , x j vi  ci xi





PF xi , x j  vi  v j  ci xi  c j x j

(24)

(25)

The technology selected determines the probability of successful operation, as defined
in Table 5. Varian (2004) first examines outcomes for each technology, if the agents
choose their efforts unilaterally, and then under coordination to maximise social
benefits. The analysis is done by maximizing the payoff function with the individuals’
contributions defined by the chosen technology. By defining 𝐺 as the inverse of the
derivate of 𝑃’, Varian defines agent 𝑖’s reaction to 𝑗’s choice as a function of the benefit
𝑐

cost ratio, 𝑣𝑖 . (Varian 2004). We relate the results for the different technologies below.
𝑖

Firstly, in the total effort case, system reliability is determined by the agent with
highest benefit-cost ratio and all other agents will free ride on this agent. In the social
optimum, the agent with the lowest cost would exert all the effort. However, who will
exert the effort depends solely on the cost benefit ratio, thus the equilibrium outcome
might not be socially optimal. In the total effort case, reliability increases as the
number of agents grows. Secondly, in the weakest link case, system reliability is
determined by the agent with the lowest benefit-cost ratio. In the social optimum, both
agents will exert the same effort. The outcome with the weakest link technology is
lower than with the total effort technology. As the number of agents grows in the
weakest link case, the probability of reliable operation further decreases. Thirdly, in
the best shot case, in both the individual choice and social coordination cases, there is
always a Nash equilibrium where the agent with highest benefit-cost ratio exerts all
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the effort. However, this agent can also choose to contribute nothing forcing the other
agent to contribute.
5.4.2

Interdependent security and free riding

Heal and Kunreuther (2004) present a model of interdependent security, where an
agent’s decision to invest or not to invest in security will impact the welfare of other
agents and their incentives to invest in security themselves. Heal and Kunreuther
(2004) distinguish between three types of interdependent security: partial protection,
complete protection and positive externalities. The partial protection refers to a
situation where an agent knows that other agents might still subject it to a security risk,
even if it invests in security. In the total protection case, if the agent invests in security,
then it is totally protected and the other agents’ decisions to invest or not invest do not
affect it. Finally, in the positive externalities case, an agent’s decision to invest in
security creates positive externalities for other agents, hence reducing their incentive
to also invest in security. (Heal & Kunreuther 2004)
In Heal and Kunreuther (2004) model, each agent needs to make a choice between
investing (𝑆) and not investing (𝑁). The agent’s strategy is 𝑋𝑖 = (𝑆 𝑜𝑟 𝑁). Agent 𝑖’s
income before any security expenditure or losses is 𝑌𝑖 . With probability 𝑝𝑖 , its actions
lead to a direct loss, 𝐿𝑖 , which can be avoided by investing 𝑐𝑖 . Agent 𝑖’s outcome also
depends on the decisions made by other agents. If 𝐾 agents invest, then agent 𝑖’s loss
𝑞𝑖 (𝐾, 𝑋𝑖 ). If agent 𝑖 and K other agents invest in security, then agent 𝑖’s expected costs
are 𝑐𝑖 + 𝑞𝑖 (𝐾, 𝑆), where the first term is the direct cost of investment and the latter is
the indirect impact imposed by other agents. The expected cost of not investing is
𝑝𝑖 𝐿𝑖 + (1 + 𝛼𝑝𝑖 )𝑞𝑖 (𝐾, 𝑁), where the first term is the direct loss and the latter is the
indirect impact imposed by other agents’ decisions. The parameter 𝛼 ∈ [0,1]
determines the extent to which the damages are non-additive. (Heal & Kunreuther
2004).
Agent 𝑖 is indifferent between investing and not investing in the situations described
by (26), (27) and (28). The partial protection case is presented by (26), where
𝑞𝑖 (𝐾, 𝑆) = 𝑞𝑖 (𝐾, 𝑁) and 𝛼 = 1. In this case the, the threshold value of 𝑐𝑖 (𝐾) is
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increasing in 𝐾, which means that as more agents invest in security, it becomes more
likely that others will also follow. The complete protection situation is presentation is
presented by (27), where 𝑞𝑖 (𝐾, 𝑆) = 0 and 𝛼 = 1. In this case the, the threshold value
of 𝑐𝑖 (𝐾) is decreasing in 𝐾 meaning that as more agents invest in security, it becomes
less likely that others will also follow. The positive externality case is presented by
(28), where 𝑞𝑖 (𝐾, 𝑁) = 𝑞𝑖 (𝐾, 𝑆) and 𝛼 = 1. As in the complete protection case, the
threshold value of 𝑐𝑖 (𝐾) is decreasing in 𝐾. An agent’s investment creates a positive
externality for the other investors making it less likely that others will also invest.
(Heal & Kunreuther 2004).
ci ( K )  pi Li  qi K , N 

(26)

ci ( K )  qi K , N 1  pi   pi Li

(27)

ci ( K )  pi qi K , S   Li 

(28)
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6

MODELLING

CYBERSECURITY

INVESTMENT

AND

BREACH

INFORMATION SHARING
6.1

General framework

We consider a one-period model consisting of two companies, indexed by 𝑖 and 𝑗, in
a two-stage noncooperative game. In the first stage, the firms choose whether or not to
invest in security and whether or not they will share breach information with the other
firm. In the second stage, the firms choose their optimal levels of cybersecurity
investment. We assume that the cost of investing in cybersecurity only depends on the
level of investment and information sharing chosen by the firm, but also on the level
of cybersecurity chosen by the other company and its willingness to share breach
information.
We then expand the two firm model into a network of 𝑁 agents and investigate the
interdependent security investment decisions of firm 𝑖 and the other agents, 𝑁−𝑖 .
Finally, we examine the role of a social planner in the network model, and determine
how a social planner can influence the levels of cybersecurity investment and
information sharing chosen by the agents. In the following sections we will present
different features of our model in more detail.
6.2

Benefits of cybersecurity investment

In the two firm model, both of the firms are owners and operators of critical
infrastructure. Their systems are interdependent meaning that critical information
systems within firm 𝑖’s network are now also critical for firm 𝑗 and a failure in these
systems also impacts firm 𝑗’s ability to operate. The firms invest in cybersecurity to
ensure the security of their information systems and the dependability of the vital
function they provide. In the following, we define the benefits of cybersecurity
investment for firm 𝑖. These results apply for both the two firm model and the network
model.
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6.2.1

Private, externality and social loss

We denote 𝐿𝑃𝑖 as the private loss incurred by firm 𝑖, if its information systems are
breached. The private loss includes the value of profits from lost sales, recovery costs,
customer compensations and fines imposed by government. 𝐿𝑃𝑖 does not capture all the
costs associated with a security breach. 𝐿𝐸𝑖 represent the externality costs imposed by
the insecurity of firm 𝑖’s information systems on firm 𝑗 and its ability to operate. The
𝑆𝐶
𝑃
𝐸
total social costs of the security breach are captured by 𝐿𝑆𝐶
𝑖 , where 𝐿𝑖 = 𝐿𝑖 + 𝐿𝑖 .

We assume that the firms are aware they are interdependent, but are unaware of the
extent of interdependency, and thus they underestimate the risk of failures cascading
across their networks. The two firms are interdependent, and a failure in a critical
information system in firm 𝑖 might not only disrupt firm 𝑗’s operation, but also, through
𝑗’s potential failure, multiply the impact of the first failure on firm 𝑖’s operation.
Therefore, if firm 𝑖 is aware of the externality it imposes on firm 𝑗, it will take this cost
into consideration when choosing its optimal cybersecurity investment level.
Similarly, in a network of interdependent critical infrastructure providers, the agents
will strive to reduce the total social losses.
We can define the perceived private loss of the firm as a fraction of the total social
loss: 𝐿𝑃𝑖 = 𝜎𝑖 𝐿𝑆𝐶
𝑖 , where 𝜎𝑖 ∈ [0,1]. The closer 𝜎𝑖 is to 1, the closer the firm’s perceived
private losses, 𝐿𝑃𝑖 , are to the total social costs, 𝐿𝑆𝐶
𝑖 . If 𝜎𝑖 is the measure of awareness
in the model, we can define the level of unawareness and uncertainty as (1 − 𝜎𝑖 ). The
difference between the private losses, 𝐿𝑃𝑖 , and the total social costs, 𝐿𝑆𝐶
𝑖 , now results
from the lack of awareness.
The cost associated with a failure or an attack also depends on the susceptibility of the
system to such an event. If there is a breach against the system, then the probability
that this event will disrupt the operation of the system is 𝑣𝑖 , where the variable 𝑣𝑖 can
be understood as the vulnerability of the information system. As a system can neither
completely insecure or secure, we define that 𝑣𝑖 ∈ ]0,1[. As with the losses, the
privately perceived level of vulnerability, 𝑣𝑖𝑃 , might only be a fraction of the real level
of vulnerability, 𝑣𝑖 . Therefore, we define that 𝑣𝑖𝑃 = 𝜎𝑖 𝑣𝑖 . The expected private loss
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from a breach in the absence of any security investment is given by (29). The perceived
private loss is lower than the total social loss 𝑣𝑖 𝐿𝑆𝐶
𝑖 , unless 𝜎𝑖 = 1 and the firms have
perfect information.
𝑣𝑖𝑃 𝐿𝑃𝑖 = 𝜎𝑖2 𝑣𝑖 𝐿𝑆𝐶
𝑖
6.2.2

(29)

Probability of system disruption

If the firms invest in cybersecurity, then the expected loss is reduced. We denote firm
𝑖’s investment in cybersecurity with 𝑧𝑖 . The purpose of the investment 𝑧𝑖 is to reduce
the probability that a failure in a system or an attack against it will cause a breach. If
𝑣𝑖 is the probability of a breach within firm 𝑖’s information system without
cybersecurity investment, then 𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 ) is the probability of a breach with investment.
We will refer to the function 𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 ) as the breach probability function, as it relates
the probability that a failure or an attack will lead to breach and disrupt the operation
of the system. If firm 𝑖 invests 𝑧𝑖 in cybersecurity, then the perceived private loss from
a failure or an attack are reduced to 𝑃𝑖 (𝑧𝑖 , 𝑣𝑖𝑃 )𝐿𝑃𝑖 and the total social loss is now
𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑆𝐶
𝑖 . The difference between the social and private losses is depicted in Figure
15.
In our model, we assume that the function 𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )

is continuous and twice

differentiable. We make the following three assumptions concerning the breach
probability function. Firstly, for all 𝑣𝑖 , 𝑃𝑖 (0, 𝑣𝑖 ) = 𝑣𝑖 meaning that if no security
investment is made, then the probability of disruption in the system’s operation is
defined by the initial vulnerability of the system. Secondly, we assume decreasing
marginal benefits of cybersecurity investment. For all 𝑣𝑖 , 𝑃𝑧𝑖𝑖 (𝑧𝑖 , 𝑣𝑖 ) < 0 and
𝑃𝑧𝑖𝑖 𝑧𝑖 (𝑧𝑖 , 𝑣𝑖 ) > 0 meaning that the probability of a breach is decreasing in 𝑧𝑖 , but at
deceasing rate. Furthermore, we assume that for all 𝑣𝑖 , 𝑙𝑖𝑚 𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 ) → 0 as 𝑧𝑖 → ∞,
which that implies that, in theory, firms can reduce the probability of a disruption
arbitrarily close to zero, if they continue to invest more and more in cybersecurity.
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6.2.3

Expected benefits of investment in security

As in the Gordon-Loeb (2002) model, firm 𝑖’s expected benefit of investment in
security (𝐸𝐵𝐼𝑆 𝑖 ) is the reduction in the expected private loss that is attributable to its
own cybersecurity investment. As firm 𝑖’s expectations of the benefit of its
cybersecurity investment depend on the losses and vulnerability it perceives, we
define the 𝐸𝐵𝐼𝑆 𝑖 function using is 𝑣𝑖𝑃 and 𝐿𝑃𝑖 , as shown by (30). How close this private
perception of the benefits is to the social benefits depends on the level of uncertainty
in the model. Figure 15 summarizes the private and social benefits of a cybersecurity
investment made by firm 𝑖.
𝐸𝐵𝐼𝑆 𝑖 = 𝑣𝑖𝑃 𝐿𝑃𝑖 − 𝑃𝑖 (𝑧𝑖 , 𝑣𝑖𝑃 )𝐿𝑃𝑖

(30)

Figure 15. Private and social losses and expected benefits from cybersecurity investment.
(Adapted from Gordon & al. 2015).

61
6.3

Cost of cybersecurity investment

In this section, we define the cost function for firm 𝑖’s cybersecurity investment, 𝐶 𝑖 ,
for both the two firm and the network model. As in the Gal-Or and Ghose (2005)
model, the function 𝐶 𝑖 is increasing in firm 𝑖’s own aggregate investment, but
declining in firm 𝑗’s aggregate investment and willingness to share breach information.
We assume that firm 𝑗’s cybersecurity investment or information sharing effort
generate a positive externality: firm 𝑖’s level of cybersecurity is improved without any
additional investment by firm 𝑖. These positive externalities are captured by the
spillover terms in the cost function. The same result also applies to the network model,
where firm 𝑖 benefits from the combined cybersecurity effort of the other agents in the
network. To derive the total security effort from the individual agents’ efforts, we will
utilize the technologies specified by Varian (2004).
6.3.1

Own cybersecurity investment

We represent the cost of firm 𝑖‘s own cybersecurity investment with the term 𝑓 𝑖 (𝑧𝑖 ),
where 𝑧𝑖 is the level of cybersecurity acquired by the firm. We assume that the
marginal cost of cybersecurity is increasing in the cybersecurity investment level, 𝑧𝑖 ,
at an increasing rate, as depicted by (31). The rationale behind this is that security
managers implement cheap controls first, saving the more expensive solutions
requiring high-tech solutions and more trained personnel for later. As a consequence
of the increasing marginal cost, achieving perfect cybersecurity becomes impossible.
f i
2 f i
0,
0
z i
z i

(31)

There is a one-time investment cost involved with breach information sharing.
However, this cost does not depend on the level of breach information sharing, 𝑠𝑖 . The
possible leakage costs associated with information sharing are captured by a separate
function, 𝑔𝑖 . Firm 𝑖‘s benefits from its own security investment are captured by the
𝐸𝐵𝐼𝑆 𝑖 function presented in (30). The costs and benefits of firm 𝑖’s own cybersecurity
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investment are modelled in the same way in both the two firm model and the network
model.
6.3.2

Security investment spillover

In addition to improving the firm’s own systems’ reliability, its cybersecurity
investment also generates a positive spillover for the other agents in the model. If firm
𝑗 invests 𝑧𝑗 in improving its cybersecurity, then firm 𝑖 experiences a positive
externality of 𝜆𝑧𝑖 𝑧𝑗 , where 𝜆 denotes the positive spillover parameter and λ ∈ [0,1].
The size of the spillover depends on both the cybersecurity investment made by firm
𝑗, 𝑧𝑗 , and by firm 𝑖, 𝑧𝑖 . This is intuitive because the spillover measures the positive
impact of the cybersecurity investments on the overall security of the firms’ operating
environment. The spillover effect generated by the investments is a public externality,
meaning that no agents can be excluded from enjoying the benefit and one agent’s
consumption in no way affects the others ability to enjoy it.
In our model, the cybersecurity investment by firm 𝑗 is not a substitute for firm 𝑖’s own
cybersecurity investment. The reason for this is that 𝑗’s cybersecurity investment goes
into improving the physical security and information security of 𝑗’s assets, where
physical security is a private good and information security is either a private good or
a club good. Cybersecurity is defined as the public externality that stems from these
private security investment. Therefore, firm 𝑖 cannot benefit directly from 𝑗’s
cybersecurity investment. However, the two firms rely on the smooth operation of each
other’s critical assets, and thus 𝑗’s cybersecurity investment also reduces the level of
insecurity experienced by firm 𝑖 in its operating environment and vice versa.
In the network model, firm 𝑖 benefits from the combined cybersecurity investment
𝑚𝑖𝑛
effort, 𝑍−𝑖
, of the other 𝑁 − 𝑖 agents in the network. In this model, we assume that

the total cybersecurity effort in a network of interdependent agents depends on the
minimum effort made. The reason for this is intuitive: If critical information systems
within firm 𝑗’s network are also critical for firm 𝑖, then a failure in these systems would
also impact firm 𝑖’s ability to operate. Therefore, if firm 𝑗 invests less in cybersecurity
than firm 𝑖, then the overall security of the two firm network is determined by 𝑗’s

63
investment. Similarly, in the network model the total cybersecurity effort is determined
by the agent making the smallest cybersecurity investment, as depicted by (32). The
𝑚𝑖𝑛
positive cybersecurity investment spillover in the network model is now 𝜆𝑧𝑖 𝑍−𝑖
.

Z min
 min z1 , z 2 ,..., z i 1, z i 1 ,..., z N 1 
i

6.3.3

(32)

Information sharing spillovers

In our model, we distinguish between two positive cost spillover effects generated by
breach information sharing, as depicted by (33). The first spillover term, 𝜑𝐿 𝑠𝑖 𝑧𝑖 𝑧𝑗 ,
captures the positive cost spillover of the firm’s own breach information sharing effort,
𝑠𝑖 𝑧𝑖 , where 𝜑𝐿 ∈ [0,1]. Firm 𝑖 only benefits from this spillover, if it shares breach
information itself, i.e. if 𝑠𝑖 ∈ ]0,1]. The second spillover term, 𝜑𝐻 𝑧𝑖 𝑠𝑗 𝑧𝑗 , captures the
positive cost spillover of the firm 𝑗’s breach information sharing effort, 𝑠𝑗 𝑧𝑗 , where
𝜑𝐻 ∈ [0,1]. The size of the spillover term depends on firm 𝑖’s cybersecurity
investment, 𝑧𝑖 . However, it is independent of firm 𝑖’s decision to share or to not share
breach information. Hence, firm 𝑖 benefits from the spillover, if 𝑠𝑖 ∈ [0,1]. In our
model, we assume that the parameter values are constant and that the relative size of
the parameters 𝜑𝐿 and 𝜑𝐻 depends on the agents involved. The two breach information
sharing spillovers are discussed in more detail below.

 L si z i z j   H z i s j z j

(33)

The first spillover can be understood in two ways. Firstly, if firm 𝑖 has uncovered
security breach information that might also be relevant for firm 𝑗, then by sharing this
information firm 𝑖 can also contribute towards the protection of the firms’ shared
critical assets. Secondly, if firm 𝑗 exhibits a higher level of technical expertise than
firm 𝑖, then firm 𝑖 can receive assistance from firm 𝑗 in mitigating the security breach.
The size of the spillover depends on firm 𝑗’s cybersecurity investment and the
information sharing parameter, 𝜑𝐿 , which denotes firm 𝑖’s benefits from its own
information sharing effort. The size of firm 𝑗’s cybersecurity investment is important,
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because it measures firm 𝑗’s ability to 1) utilise the information shared by firm 𝑖, or 2)
assist firm 𝑖 in its cybersecurity challenges.
The second information sharing spillover, depicts the firm 𝑖’s benefits from firm 𝑗’s
information sharing effort, 𝑠𝑗 𝑧𝑗 . The size of the spillover depends on firm 𝑖’s
cybersecurity investment, 𝑧𝑖 , and the information sharing parameter, 𝜑𝐻 , which
denotes firm 𝑖’s benefits from firm 𝑗’s information sharing effort. The size of firm 𝑖’s
cybersecurity investment is relevant, because it measures firm 𝑖’s ability to utilise the
information shared by firm 𝑗. If firm 𝑖 lacks the necessary resources, it might be unable
to fully incorporate the information shared by firm 𝑗 into its defences. On the hand, if
firm 𝑖 exhibits higher technical capabilities it might be able to help firm 𝑗 in resolving
the breach.
In the network model, firm 𝑖 benefits from the combined breach information sharing
effort, 𝑆−𝑖 𝑍−𝑖 , of the other 𝑁−𝑖 agents in the network. In this model, we assume that
the total information sharing effort depends on the level of coordination. If there is no
coordination, then the total information sharing effort is depicted by (34). If an agent
is coordinating the information exchange, then the total breach information sharing
effort equals the maximum individual effort exerted by an agent in the network, as
depicted by (35).
S i Z min
 s1  s2  ....  si 1  si 1  ...  s N 1  Z min
i
i ,

(34)

 min z1 , z 2 ,..., z i 1, z i 1 ,..., z N 1  and 𝑠 ∈ [0,1].
where Z min
i

S

i

Z i



max

 max s1 z1 , s 2 z 2 ,..., si 1 zi 1 , si 1 z11 ,..., s N 1 z N 1  ,

(35)

where 𝑧 ≥ 0 and 𝑠 ∈ [0,1].
If nobody coordinates the information exchange and aggregates the information being
shared, then each new collaborator actually reduces rather than increases the value of
the information being shared. The reason for this is simple, if the amount of
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information being shared grows and nobody is aggregating it, then critical information
could be lost in a sea of duplicate, redundant and outdated information. Therefore, the
share of breach information being shared in the network, 𝑆−𝑖 , is decreasing. For the
same reason, the total cybersecurity effort is represented by the smallest effort in the
𝑚𝑖𝑛
network, 𝑍−𝑖
.

The combined positive spillover effect from cybersecurity investment and breach
information sharing in the network model is presented by (36) and (37). Information
sharing introduces two new spillover terms into firm 𝑖’s cost function. Thus there are
𝑚𝑖𝑛
now three spillover terms. The first term is the investment spillover term, 𝜆𝑧𝑖 𝑍−𝑖
.

This term is independent of the agents’ decision to share breach information. Thus, the
coordination of information sharing does not impact its value. As defined in Section
6.3.2, the value of the investment spillover term depends on the smallest cybersecurity
𝑚𝑖𝑛
investment in the network, 𝑍−𝑖
. With information sharing, the agents can benefit

from the other agents’ expertise. How well they can utilise the expertise in the network
depends on whether or not the information exchange is coordinated. In the absence of
coordination, the smallest investment still determines the total information sharing
effort, as depicted by (36). However, with coordination the total cybersecurity effort,
𝑍−𝑖 , and the total information sharing effort, 𝑆−𝑖 𝑍−𝑖 , are now represented by the
𝑚𝑎𝑥
maximum individual efforts, 𝑍−𝑖
and [𝑆−𝑖 𝑍−𝑖 ]𝑚𝑎𝑥 , as presented by (37).

min
min min
zi Z min
i   L s i z i Z i   H z i S  i Z i

(36)

max
z i Z min
  H z i S i Z i 
i   L s i z i Z i

(37)

max

6.3.4

Leakage costs

The decision to share breach information introduces both direct and indirect costs. The
direct costs come in the form of a fixed cost and are captured by 𝑓 𝑖 , which measures
firm 𝑖’s costs from its own cybersecurity investment, 𝑧𝑖 . The indirect costs result from
the possible consequences of sensitive information being leaked to the media,
competitors or malicious actors. In the two company model, these leakage costs are
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captured by the function 𝑔𝑖 (𝑠𝑖 𝑧𝑖 , 𝑠𝑗 𝑧𝑗 ). The costs are increasing in firm 𝑖’s own breach
information sharing effort, 𝑠𝑖 𝑧𝑖 , but decreasing in firm 𝑗’s effort, 𝑠𝑗 𝑧𝑗 . Similarly, in the
network model, firm 𝑖’s leakage costs are determined by its own information sharing
effort, 𝑠𝑖 𝑧𝑖 , and the total information sharing effort, 𝑆−𝑖 𝑍−𝑖 , as presented in (38).
g i si z i , S i Z i 

(38)

The total information sharing effort depends on whether the information exchange is
𝑚𝑖𝑛
coordinated or not. The leakage costs without coordination are 𝑔𝑖 (𝑠𝑖 𝑧𝑖 , 𝑆−𝑖 𝑍−𝑖
), and

𝑔𝑖 (𝑠𝑖 𝑧𝑖 , [𝑆−𝑖 𝑍−𝑖 ]𝑚𝑎𝑥 ) with coordination. Thus, without coordination, the leakage costs
associated with information sharing are higher.
6.3.5

Cost function

The cost function, Ci, combines firm 𝑖’s cybersecurity investment costs and spillover
factors. Equation (39) relates the size of the cybersecurity investment cost, if there is
no information sharing. Equation (40) relates the cost function with information
sharing. The decision to start information sharing introduces both leakage costs and
information sharing spillovers. The positive investment and information sharing
spillovers capture the positive effect firm 𝑗’s cybersecurity expenditures have on firm
𝑖’s security posture without imposing any additional costs on firm 𝑖.

C i  f i ( z i )  z i z j

(39)

C i  f i ( z i )  z i z j  g i ( s i z i , s j z j )   L s i z i z j   H z i s j z j

(40)

Where

C i
f i
g i
g i
 0,
0,
 0 and
0
z i
si z i
z i
s j z j

Equation (41) relates firm i’s cybersecurity investment cost function in a network setup
without information sharing, and (42) with information sharing. The decision to share
breach information introduces both leakage costs and new positive cost spillovers.
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C i  f i ( zi )  zi Z min
i

(41)

i
C i  f i ( zi )  zi Z min
i  g ( s i z i , S  i Z  i )   L s i z i Z i   H z i S  i Z  i

(42)

The information sharing spillovers depend on whether the information sharing effort
is coordinated or not. Equation (43) depicts the case with uncoordinated information
sharing and (44) the case with coordinated information sharing.
i
min
min
min
C i  f i ( zi )  zi Z min
i  g ( s i z i , S  i Z  i )   L s i z i Z i   H z i S  i Z  i

(43)
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Where

C i
f i
g i
g i
 0,
0,
 0 and
0
z i
si z i
S i Z i
z i

The decision to start sharing breach information involves investment costs; it might be
that the firm needs to invest in new software or an employee needs to dedicate time to
disseminating the firm’s breach information and updating defences with the
information shared by other firms. However, we do not include a separate term for
investment costs resulting from information sharing. The reason for this is that these
costs are already captured by the cost of firm 𝑖’s own cybersecurity investment, 𝑓 𝑖 .
For the firm to be better off sharing than not sharing information, then the combined
positive cost spillover effect needs to accommodate the increase in investment cost
resulting from information sharing.
6.4

Optimal cybersecurity investment

The optimal cybersecurity investment can be defined in three different ways. Firstly,
it can be defined as the minimum of the total cost function, which combines the
estimated loss from of a breach with a given level of cybersecurity investment,
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𝑃𝑖 (𝑧𝑖 , 𝑣𝑖𝑃 )𝐿𝑃𝑖 , and the cost of that investment, 𝐶 𝑖 . This problem is presented in (45) and
in Figure 16. The difference between the privately and socially optimal levels of
cybersecurity investment depend on how well the externality costs are internalized by
the company.
𝑚𝑖𝑛{𝑃𝑖 (𝑧𝑖 , 𝑣𝑖𝑃 )𝐿𝑃𝑖 + 𝐶 𝑖 }

(45)

Figure 16. Optimal private and social level of cybersecurity defined by minimizing the total cost.

The second way of defining the optimal investment in cybersecurity is by determining
the value of cybersecurity investment, at which point the marginal benefit from the
cybersecurity investment, 𝐸𝐵𝐼𝑆𝑧𝑖 𝑖 , is equal to the marginal cost of the investment, 𝐶𝑧𝑖𝑖 .
This problem is presented in (46) and depicted in Figure 17. The 𝐸𝐵𝐼𝑆 function is
defined in (30).
𝐸𝐵𝐼𝑆𝑧𝑖 𝑖 (𝑧𝑖 ) = 𝐶𝑧𝑖𝑖 (𝑧𝑖 )

(46)

Thirdly, the optimal security investment level can be identified as the maximum of the
function describing the expected net benefit from the investment in security (𝐸𝑁𝐵𝐼𝑆),
which presented by (47) and the 𝐸𝑁𝐵𝐼𝑆 curve in Figure 17.
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𝑚𝑎𝑥 𝐸𝑁𝐵𝐼𝑆 𝑖 (𝑧𝑖 ) = 𝑚𝑎𝑥[𝑣𝑖𝑃 − 𝑃𝑖 (𝑧𝑖 , 𝑣𝑖𝑃 )]𝐿𝑃𝑖 − 𝐶 𝑖

(47)

Figure 17. Optimal cybersecurity defined through expected benefits.

In these definitions of the optimal level of cybersecurity, we define the vulnerability
of the system and the losses resulting from its failure as the private values perceived
by firm 𝑖. The reason for this is simple: these are also the values that firm 𝑖 bases its
decision on. We denote optimal value of cybersecurity investment derived from the
privately perceived values of vulnerability and losses as the optimal private level of
cybersecurity investment, 𝑧𝑖𝑃∗ . This value is often smaller than the socially optimal
level of cybersecurity, 𝑧𝑖𝑆𝐶∗ .
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7

INCENTIVE ANALYSIS

7.1

Incentives for cybersecurity investment

In this section, we answer our first research question presented in Chapter 1 by
analysing the agents’ incentives to cybersecurity investment in a two firm model and
a network model. The analysis is based on Kunreuther and Heal’s (2004) study of
interdependent security decisions. The purpose is to examine under what conditions
the agent decides to invest, and when it decides not to invest. The analysis shows that
the decision depends on the relationship between the costs and the benefits of the
investment; the agents are only willing to invest in cybersecurity, if the reduction in
the expected loss from a breach exceeds the cost of the cybersecurity investment.
7.1.1

Two firm model

Table 6 contains firm 𝑖 and 𝑗’s payoff’s for investing and not investing in
cybersecurity. In the two firm model, the existence of the investment spillover is
subject to both firms investing in cybersecurity. Without cybersecurity investment, the
firm’s payoff is defined by the total expected loss from a breach, 𝑣𝑖 𝐿𝑃𝑖 . With
cybersecurity investment the expected loss from a breach is reduced to 𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 ,
but at a cost. The cost is either 𝑓 𝑖 − 𝜆𝑧𝑖 𝑧𝑗 , if the firm benefits from a cost spillover, or
𝑓 𝑖 otherwise.
Table 6. Agents i's and j's costs from investing and not investing in cybersecurity in the two firm
model.

Agent j
Invest
Agent i

Invest
Not
invest

𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 − 𝜆𝑧𝑖 𝑧𝑗 ,
𝑃𝑗 (𝑧𝑗 , 𝑣𝑗 )𝐿𝑗𝑃 + 𝑓 𝑗 − 𝜆𝑧𝑖 𝑧𝑗
𝑃
𝑣𝑖 𝐿𝑖 ,
𝑃𝑗 (𝑧𝑗 , 𝑣𝑗 )𝐿𝑗𝑃 + 𝑓 𝑗

Not invest
𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 ,
𝑣𝑗 𝐿𝑗𝑃
𝑣𝑖 𝐿𝑃𝑖 ,

𝑣𝑗 𝐿𝑗𝑃

Firm 𝑖 will invest in cybersecurity, if the inequalities (48) and (49) apply. In other
words, the agent will invest in cybersecurity as long as the expected benefit from the
investment, 𝐸𝐵𝐼𝑆𝑖 , exceeds the cost of the investment, 𝑓 𝑖 − 𝜆𝑧𝑖 𝑧𝑗 . The positive
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investment spillover, 𝜆𝑧𝑖 𝑧𝑗 , reduces the cost, thereby increasing the likelihood of
investment..
𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 − 𝜆𝑧𝑖 𝑧𝑗 > 𝑣𝑖 𝐿𝑃𝑖

(48)

𝐸𝐵𝐼𝑆 𝑖 > 𝑓 𝑖 − 𝜆𝑧𝑖 𝑧𝑗

(49)

Firm 𝑖 will not invest cybersecurity in cybersecurity, if the inequalities (50) and (51)
apply. In other words, the agent will not invest in cybersecurity, if the cost of the
cybersecurity investment exceeds the expected benefit from the investment.
𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 < 𝑣𝑖 𝐿𝑃𝑖

(50)

𝐸𝐵𝐼𝑆 𝑖 < 𝑓 𝑖

(51)

Figure 18. Equilibrium investment decisions in the two firm model. (Based on Kunreuther & Heal
2004).

Figure 18 depicts the equilibrium outcomes for the interdependent security investment
problem faced by firm 𝑖 and 𝑗. The firms make the decision to either invest (𝐼) or not
invest (𝑁). Firm 𝑖 will only invest, if the expected benefit from the investment, 𝐸𝐵𝐼𝑆 𝑖 ,
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exceeds the cost of the firm’s own investment,𝑓 𝑖 . The same applies to firm 𝑗. If only
one of the firms invests, then there is no spillover. Thus, the firms are only willing to
invest in cybersecurity, if the benefit they get from their own investments exceeds its
cost. The cost spillover does not affect the decision. For the same reason, there is no
free riding.
7.1.2

Network model

Table 7 exhibits the payoffs for agents 𝑖 and 𝑗 for investing or not investing in
cybersecurity within a network of 𝑁 agents. The spillover effect is now determined by
cybersecurity investments made by 𝑖 and the combined effort of other agents including
j. The cost spillover depends on the smallest investment effort within the network. If
agent j decides not to invest, then the cost spillover is zero.
Table 7. Agents i's and j's costs from investing and not investing in cybersecurity in the network
model.

Agent j
Invest
Agent i

Invest
Not
invest

𝑚𝑖𝑛
𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 − 𝜆𝑧𝑖 𝑍−𝑖
,
𝑃
𝑃𝑗 (𝑧𝑗 , 𝑣𝑗 )𝐿𝑗 + 𝑓 𝑗 − 𝜆𝑧𝑗 𝑍−𝑗
𝑣𝑖 𝐿𝑃𝑖 ,
𝑃𝑗 (𝑧𝑗 , 𝑣𝑗 )𝐿𝑗𝑃 + 𝑓 𝑗

Not invest
𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 ,
𝑣𝑖 𝐿𝑃𝑖 ,

𝑣𝑗 𝐿𝑗𝑃
𝑣𝑗 𝐿𝑗𝑃

Firm 𝑖 will invest in cybersecurity if the inequalities (52) and (53) apply. In other
words, the agent will invest in cybersecurity as long as the expected benefit from the
𝑚𝑖𝑛
investment, 𝐸𝐵𝐼𝑆𝑖 , exceeds the cost of the investment, 𝑓 𝑖 − 𝜆𝑧𝑖 𝑍−𝑖
. The positive
𝑚𝑖𝑛
investment spillover, 𝜆𝑧𝑖 𝑍−𝑖
, reduces the cost, thereby increasing the likelihood of

investment. As in the network model, agent 𝑖 is willing to invest in cybersecurity, if
the expected benefit from the investment, 𝐸𝐵𝐼𝑆𝑖 , exceeds the cost of the investment,
𝑚𝑖𝑛
𝑓 𝑖 − 𝜆𝑧𝑖 𝑍−𝑖
.

𝑚𝑖𝑛
𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 − 𝜆𝑧𝑖 𝑍−𝑖
> 𝑣𝑖 𝐿𝑃𝑖

(52)

𝑚𝑖𝑛
𝐸𝐵𝐼𝑆 𝑖 > 𝑓 𝑖 − 𝜆𝑧𝑖 𝑍−𝑖

(53)
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Agent i will not invest cybersecurity in cybersecurity, if the inequalities (54) and (55)
apply. In other words, agent 𝑖 will not invest in cybersecurity, if the cost of the
𝑚𝑖𝑛
investment exceeds its expected benefit, 𝐸𝐵𝐼𝑆𝑖 . If firm 𝑗 does not invest, then 𝑍−𝑖
=

0, and there is no investment spillover.
𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 < 𝑣𝑖 𝐿𝑃𝑖

(54)

𝐸𝐵𝐼𝑆 𝑖 < 𝑓 𝑖

(55)

This result is similar to the result from the two firm model. Thus, Figure 18 can also
be understood to depict the equilibrium outcomes of the investment decision problem
faced by firms 𝑖 and 𝑗 in a network of 𝑁 agents. Free riding is not possible, because
the ability to benefit from spillover also depends on the firm’s own investment.
7.2

Incentives for information sharing

In this section, we answer our second research question presented in Chapter 1 by
analysing the agents’ incentives to share breach information in a two firm model and
a network model. All agents invest in cybersecurity. The purpose of this analysis is to
define the relationship between the costs and the benefits of breach information sharing
and define when agents decide to share breach and when they decide against it. It is
worth noting that we are only examining the agent’s willingness to share breach
information, not their willingness to take part in a partnership. The analysis shows that
the agent’s decision to share information only depends on the relative values of the
leakage cost and the cost spillover it receives from its own information sharing effort.
It is likely that the agent’s decision to take part in a partnership would also depend on
the spillover it receives from the other agents’ information sharing effort.
7.2.1

Two firm model

Table 8 contains firm 𝑖 and 𝑗’s payoff’s for sharing or not sharing breach information.
Both the agents have already decided to invest in cybersecurity. With cybersecurity
investment the expected loss from a breach is reduced to 𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 , but at the cost
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of 𝑓 𝑖 − 𝜆𝑧𝑖 𝑧𝑗 . If both firms decide to share breach information, then firm i benefits
from its own information sharing effort, 𝜑𝐿 𝑠𝑖 𝑧𝑖 𝑧𝑗 , and the information sharing effort
by firm 𝑗, 𝜑𝐻 𝑧𝑖 𝑠𝑗 𝑧𝑗 . If firm 𝑗 decides to free ride on the information provided by firm
𝑖, then firm 𝑖 only receives a cost spillover from its own investment, while firm 𝑗 also
benefits from the information shared by firm 𝑖.
Table 8. Agents i's and j's costs from sharing and not sharing breach information in the two firm
model.

Agent j
Share (S)
i

S

N

𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 − 𝜆𝑧𝑖 𝑧𝑗 − 𝜑𝐿 𝑠𝑖 𝑧𝑖 𝑧𝑗 −
𝜑𝐻 𝑧𝑖 𝑠𝑗 𝑧𝑗 + 𝑔𝑖 ,
𝑃𝑗 (𝑧𝑗 , 𝑣𝑗 )𝐿𝑗𝑃 + 𝑓 𝑗 − 𝜆𝑧𝑖 𝑧𝑗 − 𝜑𝐿 𝑧𝑖 𝑠𝑗 𝑧𝑗
− 𝜑𝐻 𝑠𝑖 𝑧𝑖 𝑧𝑗 + 𝑔 𝑗
𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 − 𝜆𝑧𝑖 𝑧𝑗 − 𝜑𝐻 𝑧𝑖 𝑠𝑗 𝑧𝑗 ,
𝑃𝑗 (𝑧𝑗 , 𝑣𝑗 )𝐿𝑗𝑃 + 𝑓 𝑗 − 𝜆𝑧𝑖 𝑧𝑗 − 𝜑𝐿 𝑧𝑖 𝑠𝑗 𝑧𝑗
+ 𝑔𝑗

Not share (N)
𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 − 𝜆𝑧𝑖 𝑧𝑗 − 𝜑𝐿 𝑠𝑖 𝑧𝑖 𝑧𝑗 + 𝑔𝑖 ,
𝑃𝑗 (𝑧𝑗 , 𝑣𝑗 )𝐿𝑗𝑃 + 𝑓 𝑗 − 𝜆𝑧𝑖 𝑧𝑗 − 𝜑𝐻 𝑠𝑖 𝑧𝑖 𝑧𝑗
𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 − 𝜆𝑧𝑖 𝑧𝑗 ,
𝑃𝑗 (𝑧𝑗 , 𝑣𝑗 )𝐿𝑗𝑃 + 𝑓 𝑗 − 𝜆𝑧𝑖 𝑧𝑗

Agent i’s willingness to share breach information in the two firm model is defined by
the inequalities (56) and (57). If (56) applies, then firm 𝑖 will share breach information.
If (57) applies, then agent 𝑖 will not share breach information. In other words, the firm
𝑖 will share breach information as long as the leakage cost, 𝑔𝑖 , does not exceed the
spillover firm 𝑖 receives from its own breach information sharing effort. This spillover
effect can refer to firm 𝑗 either using its expertise to help firm 𝑖 with the cybersecurity
challenges it has shared or firm 𝑗 utilizing the information shared by firm 𝑖 to improve
the information security of its systems and the positive public externality this
generates.
𝑔𝑖 < 𝜑𝐿 𝑠𝑖 𝑧𝑖 𝑧𝑗

(56)

𝑔𝑖 > 𝜑𝐿 𝑠𝑖 𝑧𝑖 𝑧𝑗

(57)

Figure 19 depicts the equilibrium outcomes for the decision making problem faced by
firms 𝑖 and 𝑗 regarding the sharing of breach information. Both firms will invest, if
their benefit from their own information sharing effort, 𝑠𝑖 𝑧𝑖 , exceeds the leakage costs,
𝑔𝑖 . Even 𝑗 does not invest, firm 𝑖 still benefits from investment spillover generated by
its own information sharing effort. Free riding is possible, because firm 𝑗 can benefit
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from the information shared by firm 𝑖 without making a contribution itself. However,
by not contributing, firm 𝑗 forfeits the spillover it could have received from its own
information sharing effort. For example, firm 𝑖 could have helped firm 𝑗 resolve a
breach faster.

Figure 19. Equilibrium information sharing decision in the two firm model. (Based on
Kunreuther and Heal 2004).

7.2.2

Network model

Table 9 exhibits the payoffs for agents 𝑖 and 𝑗 for sharing and not sharing breach
information in a network of 𝑁 agents. As in the two firm model, if both firms decide
to share breach information, then firm 𝑖 benefits from its own information sharing
effort, and the information sharing effort by firm 𝑗. The difference is that the size of
these spillovers is now determined by the total investment and information sharing
efforts within the network. Even if firm j decides not to share information, firm 𝑖 still
experiences both positive information sharing spillovers, if other agents in the network
are sharing breach information.
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Table 9. Agents i's and j's costs from sharing and not sharing breach information in the network
firm model.

i

S

N

Agent j
Share (S)

Not share (N)

𝑚𝑖𝑛
𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 + 𝜆𝑧𝑖 𝑍−𝑖
−
𝜑𝐿 𝑠𝑖 𝑧𝑖 𝑍−𝑖 − 𝜑𝐻 𝑧𝑖 𝑆−𝑖 𝑍−𝑖 + 𝑔𝑖 ,

𝑚𝑖𝑛
𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 + 𝜆𝑧𝑖 𝑍−𝑖
−
𝜑𝐿 𝑠𝑖 𝑧𝑖 𝑍−𝑖 − 𝜑𝐻 𝑧𝑖 𝑆−𝑖,𝑗 𝑍−𝑖 + 𝑔𝑖 ,

𝑃𝑗 (𝑧𝑗 , 𝑣𝑗 )𝐿𝑗𝑃 + 𝑓 𝑗 − 𝜆𝑧𝑗 𝑍−𝑗 − 𝜑𝐿 𝑧𝑖 𝑠𝑗 𝑍−𝑗 −
𝜑𝐻 𝑧𝑗 𝑆−𝑗 𝑍−𝑗 + 𝑔 𝑗
𝑚𝑖𝑛
𝑃𝑖 (𝑧𝑖 , 𝑣𝑖 )𝐿𝑃𝑖 + 𝑓 𝑖 − 𝜆𝑧𝑖 𝑍−𝑖
−
𝜑𝐻 𝑧𝑖 𝑆−𝑖 𝑍−𝑖 ,
𝑚𝑖𝑛
𝑃𝑗 (𝑧𝑗 , 𝑣𝑗 )𝐿𝑗𝑃 + 𝑓 𝑗 − 𝜆𝑧𝑗 𝑍−𝑖
− 𝜑𝐿 𝑧𝑖 𝑠𝑗 𝑍−𝑗
− 𝜑𝐻 𝑧𝑗 𝑆−𝑖,𝑗 𝑍−𝑗 + 𝑔 𝑗

𝑃𝑗 (𝑧𝑗 , 𝑣𝑗 )𝐿𝑗𝑃 + 𝑓 𝑗 − 𝜆𝑧𝑗 𝑍−𝑗
− 𝜑𝐻 𝑧𝑗 𝑆−𝑗 𝑍−𝑗
𝑃
𝑚𝑖𝑛
𝑖 (𝑧
𝑖
𝑃 𝑖 , 𝑣𝑖 )𝐿𝑖 + 𝑓 − 𝜆𝑧𝑖 𝑍−𝑖
−
𝜑𝐻 𝑧𝑖 𝑆−𝑖,𝑗 𝑍−𝑖
𝑃𝑗 (𝑧𝑗 , 𝑣𝑗 )𝐿𝑗𝑃 + 𝑓 𝑗 − 𝜆𝑧𝑗 𝑍−𝑗
− 𝜑𝐻 𝑧𝑖 𝑆−𝑖,𝑗 𝑍−𝑖

Agent i’s willingness to share breach information in the network model is defined by
the inequalities (58) and (59). If (58) applies, then firm 𝑖 will share breach information.
If (59) applies, then firm 𝑖 will not share breach information. In other words, the firm
𝑖 will share breach information as long as the leakage costs, 𝑔𝑖 , do not exceed the
spillover it receives from its own information sharing effort.
𝑔𝑖 < 𝜑𝐿 𝑠𝑖 𝑧𝑖 𝑍−𝑖

(58)

𝑔𝑖 > 𝜑𝐿 𝑠𝑖 𝑧𝑖 𝑍−𝑖

(59)

This result is similar to the result from the two firm model. Thus, Figure 19 can also
be understood to depict the equilibrium outcomes of the decision making problem
faced by firms 𝑖 and 𝑗 in a network of 𝑁 agents. Firm 𝑖 will share breach information,
if its benefit from its own information sharing effort, 𝑠𝑖 𝑧𝑖 , exceeds the leakage costs,
𝑔𝑖 . Even if 𝑗 does not invest, firm 𝑖 still benefits from the spillover generated by its
own information sharing effort and the spillover generated by the other agents’
information sharing effort. Free riding is possible, because firm 𝑖 can benefit from the
information shared by the other agents without making a contribution itself. However,
by not contributing, firm 𝑖 forfeits the spillover it could have received from its own
information sharing effort. For example, if there are expert members in the network,
they could have helped 𝑖 resolve a breach faster and more thoroughly.
The value of 𝑆−𝑖 𝑍−𝑖 in Table 9 depends on whether the information sharing effort is
coordinated or not. If the information sharing is coordinated, then 𝑆−𝑖 𝑍−𝑖 equals the
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maximum individual information sharing effort within the network, denoted here as
[𝑆−𝑖 𝑍−𝑖 ]𝑚𝑎𝑥 . If the information sharing is not coordinated, then 𝑆−𝑖 𝑍−𝑖 equals the
minimum individual information sharing effort within the network, denoted here as
𝑚𝑖𝑛
𝑆−𝑖 𝑍−𝑖
. As a result, it is more likely the leakage costs are higher and the spillovers

lower in an uncoordinated information sharing partnership. Thus, agents are more
likely to share breach information, if the information sharing effort is coordinated.
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8

ANALYSIS OF THE OPTIMAL LEVEL OF CYBERSECURITY
INVESTMENT AND INFORMATION SHARING

8.1

Cases

In this chapter, we will use our model to answer our third research question presented
in Chapter 1 and determine how the decision to share breach information affects the
optimal level of cybersecurity investment. We are interested in examining the impact
of the information sharing spillovers and the leakage costs on the investment costs.
Our hypothesis is that information sharing lowers the marginal cost of cybersecurity
investment, and thereby leads to a higher level of cybersecurity investment. In this
chapter, we test our hypothesis in both the two firm model and the network model.
Our analysis of the optimal level of cybersecurity investment focusses on studying the
qualities of the expected benefits from investment in security function (𝐸𝐵𝐼𝑆) function
and the cost function, 𝐶 𝑖 . We examine how the optimum value of the cybersecurity
investment, 𝑧𝑖∗ , changes as the value of the cost function changes in the six different
cases discussed below. The 𝐸𝐵𝐼𝑆 function presented by (30), is the same in all cases.
The 𝐸𝐵𝐼𝑆 function is explained in detail in Section 6.2.3.
𝐸𝐵𝐼𝑆 𝑖 = 𝑣𝑖𝑃 𝐿𝑃𝑖 − 𝑃𝑖 (𝑧𝑖 , 𝑣𝑖𝑃 )𝐿𝑃𝑖
8.1.1

(30)

Two firm model: Cases A and B

In Case A, both firm 𝑖 and 𝑗 invest in cybersecurity and there is a positive cost spillover,
𝜆𝑧𝑖 𝑧𝑗 . The size of the spillover depends on the investments made by firms 𝑖 and 𝑗, that
is 𝑧𝑖 and 𝑧𝑗 , and the spillover parameter 𝜆, where 𝜆 ∈ [0,1]. As a result of the
investment spillover, the total cost faced by firm 𝑖, 𝐶 𝑖 , is lower than the cost of firm
𝑖’s own investment, 𝑓 𝑖 (𝑧𝑖 ), would be for the same level of cybersecurity investment
in the absence of the investment spillover. Firm 𝑖 only benefits from this spillover if it
invests in cybersecurity itself, i.e. if 𝑧𝑖 > 0. The investment spillover is discussed in
more detail in Section 6.3.2. The cost function in Case A is given by (60a) and the
marginal cost function by (61a).
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C iA  f i ( z i )  z i z j

(60a)

C ziAi  f zii ( z i )  z j

(61a)

In Case B, firm 𝑖 and 𝑗 both invest in cybersecurity and share breach information. The
information sharing introduces two new cost spillovers and leakage costs, 𝑔𝑖 . The first
spillover term, 𝜑𝐿 𝑠𝑖 𝑧𝑖 𝑧𝑗 , captures the positive cost spillover of the firm’s own breach
information sharing effort, 𝑠𝑖 𝑧𝑖 , where 𝜑𝐿 ∈ [0,1]. Firm 𝑖 only benefits from this
spillover if it shares breach information itself, i.e. if 𝑠𝑖 ∈ ]0,1]. The second spillover
term, 𝜑𝐻 𝑧𝑖 𝑠𝑗 𝑧𝑗 , captures the positive cost spillover of the firm 𝑗’s breach information
sharing effort, 𝑠𝑗 𝑧𝑗 , where 𝜑𝐻 ∈ [0,1]. The size spillover term depends on firm 𝑖’s own
cybersecurity investment, 𝑧𝑖 . Firm 𝑖’s leakage costs, 𝑔𝑖 , are increasing in the firm’s
own breach information sharing effort, 𝑠𝑖 𝑧𝑖 , and decreasing in the information sharing
effort by firm 𝑗. The cost function in Case B is given by (60b) and the marginal cost
function by (61b). The information sharing spillover terms are discussed in more detail
in Section 6.3.2.

8.1.2

C iB  f i ( z i )  z i z j  g i ( si z i , s j z j )   L si z i z j   H z i s j z j

(60b)

C ziBi  f zii ( z i )  z j  g zi i ( si z i , s j z j )   L si z j   H s j z j

(61b)

Network model: Cases C, D, E and F

In Case C, firm 𝑖 and all the other agents 𝑁−𝑖 invest in cybersecurity and there is a
𝑚𝑖𝑛
positive cost spillover, 𝜆𝑧𝑖 𝑍−𝑖
. The network spillover term depends on firm 𝑖’s own

cybersecurity investment level, 𝑧𝑖 , and the total cybersecurity investment effort within
the network. The total investment effort is determined by the minimum cybersecurity
𝑚𝑖𝑛
investment effort in the network, 𝑍−𝑖
, as discussed in Section 6.3.2. The cost function

in Case C is given by (60c) and the marginal cost function by (61c). The investment
spillover is discussed in more detail in Section 6.3.2.
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C iC  f i ( z i )  z i Z min
i

(60c)

C ziCi  f zii ( z i )  Z min
i

(61c)

In Case D, firm 𝑖 and all the other agents 𝑁−𝑖 all invest in cybersecurity and share
breach information. Information sharing introduces two new cost spillovers and
leakage costs, 𝑔𝑖 . Firm 𝑖’s spillover from its own breach information sharing effort,
𝑠𝑖 𝑧𝑖 , now depends on the total cybersecurity investment effort within the network, 𝑍−𝑖 .
Similarly, firm 𝑖’s leakage cost, 𝑔𝑖 , and the spillover from the breach information
shared by other agents depends on the total network information sharing effort, 𝑆−𝑖 𝑍−𝑖 .
The cost function in Case D is given by (60d) and marginal cost by (61d).
i
C iD  f i ( zi )  zi Z min
i  g ( s i z i , S i Z i )   L s i z i Z i   H z i S i Z i

(60d)
i
C ziDi  f zii ( z i )  Z min
i  g zi ( s i z i , S i Z i )   L s i Z i   H S i Z i

(61d)
The total cybersecurity investment effort, 𝑍−𝑖 , which determines firm 𝑖’s the spillover
from its own information sharing effort, and the total information sharing effort,
𝑆−𝑖 𝑍−𝑖 , depend on whether the information sharing partnership is coordinated or not.
The impact of coordination is discussed in Cases E and F. In Case E, information
sharing is uncoordinated, and hence, the information sharing effort is determined by
the minimum effort in the network, as discussed in Section 6.3.3. The cost function in
Case E is given by (60e) and marginal cost by (61e).
i
min
min
min
C iE  f i ( zi )  zi Z min
i  g ( s i z i , S i Z i )   L s i z i Z i   H z i S i Z i

(60e)
i
min
min
min
C ziEi  f zii ( z i )  Z min
i  g zi ( s i z i , S i Z  i )   L s i Z i   H S i Z i

(61e)
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In Case F, the information sharing is coordinated, and therefore, the information
sharing effort is determined by the maximum effort in the network, as discussed in
Section 6.3.3. The cost function in Case F is given by (60f) and marginal cost by (61f).
The information sharing spillover terms are discussed in more detail in Section 6.3.2.



i
C iF  f i ( z i )  z i Z min
i  g ( s i z i , S i Z i



max



)   L si z i Z max
  H z i S i Z i
i



max

(60f)



i
C ziFi  f zii ( z i )  Z min
i  g zi ( s i z i , S  i Z  i



max



)   L si Z max
  H S i Z i
i



max

(61f)
8.2
8.2.1

Analysis of the two firm cases
Marginal cost

We examine the effect of information sharing on firm 𝑖’s cybersecurity investment
costs by comparing its marginal cost in Cases A and B. To prove our hypothesis right
we must show that marginal cost is lower with information sharing than without. For
the inequality 𝐶𝑧𝑖𝐴𝑖 > 𝐶𝑧𝑖𝐵𝑖 to apply, the inequalities (62) and (63) must apply.

f zii ( z i )  z j  f zii ( z i )  z j  g zi i ( si z i , s j z j )   L si z j   H s j z j

(62)

g zi i ( si z i , s j z j )   L si z j   H s j z j

(63)

We conclude that, in the two firm model, the marginal cost of cybersecurity investment
is lower with information sharing than without, as long as the combined spillover effect
from information sharing exceeds the leakage costs. The results of this analysis are
summarized by (64).
𝐶𝑧𝑖𝐴𝑖 > 𝐶𝑧𝑖𝐵𝑖 , if g zi i   L si z j   H s j z j

(64)
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8.2.2

Optimal cybersecurity investment

To compare the firm’s optimal levels of cybersecurity investment in the different two
firm cases, we revert to the properties of the functions 𝐶 𝑖 and 𝐸𝐵𝐼𝑆 𝑖 , as defined in
Section 6.2.3. 𝐸𝐵𝐼𝑆 𝑖 measures the expected benefit from the cybersecurity investment,
while 𝐶 𝑖 measures the cost of the investment. In optimum, the first derivatives of the
two functions are the same. The reason for this is that, if an additional unit of
investment would generate more benefits than costs, then the firm would be better of
making the additional investment. On the other hand, if an additional unit of
investment would introduce more costs than benefits, then the firm would be better of
not making the investment. Thus, at equilibrium the marginal benefit equals the
marginal cost, as presented by Figure 20 and (65), where 𝑧𝑖∗𝐴 and 𝑧𝑖∗𝐵 depict the
optimal cybersecurity investments for cost functions 𝐶 𝑖𝐴 and 𝐶 𝑖𝐵 .

 

 

EBIS izi z i*  C zi i z i*

(65)

In our analysis of the marginal costs in Cases A and B, we found that the marginal cost
with information sharing was lower than without information as long as the combined
information sharing spillover effect exceeds the leakage costs, as defined by (66).
Based on this finding, we argue that 𝐸𝐵𝐼𝑆𝑧𝑖 𝑖 (𝑧𝑖∗𝐴 ) > 𝐸𝐵𝐼𝑆𝑧𝑖 𝑖 (𝑧𝑖∗𝐵 ) and that from this it
logically follows that 𝑧𝑖∗𝐴 < 𝑧𝑖∗𝐵 . We justify our claim in the next paragraph.
In optimum, the marginal benefits, 𝐸𝐵𝐼𝑆𝑧𝑖 𝑖 , equal the marginal costs, 𝐶𝑧𝑖𝑖 . Therefore, if
the marginal cost in Case A higher than in Case B, it follows that the marginal benefit
in Case A is also higher than the marginal benefit in Case B. In Section 6.2.3, we
defined that 𝐸𝐵𝐼𝑆 is growing in 𝑧𝑖 , but at a decreasing rate. Hence, if the marginal
benefit at point 𝑧𝑖∗𝐴 is higher than at point 𝑧𝑖∗𝐵 , then it follows that the optimal
cybersecurity investment is larger in Case A than in Case B, 𝑧𝑖∗𝐴 < 𝑧𝑖∗𝐵 . The result is
depicted by Figure 20.
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Figure 20. Optimal level of cybersecurity investment in the two firm model.

We conclude that in the two firm model, a lower marginal cost of cybersecurity
investment induces a higher optimal level of cybersecurity investment. Therefore,
information sharing increases the optimal level of cybersecurity investment, as long as
the spillover effects from information sharing exceed the leakage costs. The results of
this analysis are summarized by (66).
𝑧𝑖∗𝐴 < 𝑧𝑖∗𝐵 , if 𝐶𝑧𝑖𝐴𝑖 > 𝐶𝑧𝑖𝐵𝑖 and g zi i   L si z j   H s j z j
8.2.3

(66)

Extent of information sharing

To examine the extent of information sharing, we need to take closer look at Case B
and further examine the marginal cost function in (61b). First, we examine how an
increase in information sharing by firm 𝑖, ∆𝑠𝑖 > 0, affects its marginal cost of
cybersecurity investment in (67). Secondly, we examine how an increase in
information sharing by firm 𝑗, ∆𝑠𝑗 > 0, affects firm 𝑖’s marginal cost of cybersecurity
investment in (68). Thirdly, we examine how an increase in information sharing by
firm 𝑖, ∆𝑠𝑖 > 0, affects firm 𝑗’s marginal cost of security investment in (69).
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 f zii  g zi i  z j   L si z j   H s j z j
si



 g zi i si   L z j

(67)

As defined in Section 6.3.1, firm 𝑖 incurs a onetime lump sum cost from its decision
to share breach information. Thus, the marginal cost firm 𝑖’s own security investment
does not increase in 𝑠𝑖 , f zii si  0 . However, firm 𝑖’s leakage costs are increasing in 𝑠𝑖 ,

g zi i si  0. Thus, the marginal cost of firm 𝑖’s cybersecurity investments in decreasing
in 𝑠𝑖 as long as the positive spillover from firm 𝑖’s own information sharing effort
exceeds the leakage costs, 𝜑𝐿 𝑧𝑗 > 𝑔𝑧𝑖 𝑖 𝑠𝑖 .



 f zii  g zi i  z j   L si z j   H s j z j
s j



 g zi i s j   H z j  0

(68)
Equation 68 defines how firm 𝑖’s marginal cybersecurity investment costs vary with
the share of breach information shared by firm 𝑗. Firm 𝑖’s marginal leakage costs are
decreasing in 𝑠𝑗 , g zi i s j  0 . The information sharing spillover parameter is positive.
Thus, the marginal cost of firm i’s security investment is decreasing in 𝑠𝑗 . Similarly,
the marginal cost of firm 𝑗’s cybersecurity investment is decreasing in 𝑠𝑖 , as depicted
by (69).



 f z jj  g zjj  z i   L s j z i   H si z i
si

 g

j
s j si

  H zi  0

(69)

By comparing (67), (68) and (69), we come to the conclusion that firm 𝑖’s and firm 𝑗’s
marginal security investment costs are always decreasing in the other firm’s
information sharing effort and decreasing in their own information sharing effort, if
the positive spillover from their own information sharing effort exceeds the spillover
costs. Therefore, by keeping the leakage costs in check and improving firm’s yield
from its own information sharing effort, for example by deploying more effective
techniques for sharing the information with the other agent or by providing the other
firm better assistance with its cybersecurity challenges, the readiness of both firms to
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share information will increase iteratively. The increases in information sharing could
iteratively reduce informational challenges and the firms would be become
increasingly aware of their own security posture. The results of our analysis are
summarized by (70) and (71).

C zi i
s i

C zi i
s j

8.3
8.3.1

 0 , if 𝜑𝐿 𝑧𝑗 > 𝑔𝑧𝑖 𝑖 𝑠𝑖

 0 and

C zi j
s j

0

(70)

(71)

Analysis of the network model cases
Marginal cost

We first examine the effect of information sharing on firm 𝑖’s cybersecurity investment
costs in the network model by comparing its marginal cost in Cases C and D. To prove
our hypothesis right, we must show that marginal cost is lower with information
sharing than without. For the inequality 𝐶𝑧𝑖𝐶𝑖 > 𝐶𝑧𝑖𝐷𝑖 to apply, the inequalities (72) and
(73) must also apply.
i
f zii ( z i )  Z min
 f zii ( z i )  Z min
i
i  g zi ( s i z i , S  i Z  i )   L s i Z  i   H S  i Z  i

(72)
g zi i ( s i z i , S i Z i )   L s i Z i   H S i Z i

(73)

As in the two firm cases, we can conclude that, the marginal cost of cybersecurity
investment is lower with information sharing than without, as long as the combined
spillover effect from information sharing exceeds the leakage costs. The results of this
analysis are summarized by (74).
𝐶𝑧𝑖𝐶𝑖 > 𝐶𝑧𝑖𝐷𝑖 , if g zi i ( si zi , S  i Z  i )   L si Z  i   H S  i Z  i

(74)
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We must now examine the impact the coordination of the information sharing effort
has on the size of the total effort, 𝑆−𝑖 𝑍−𝑖 . To this end, we compare the marginal costs
of cybersecurity investment in uncoordinated and coordinated breach information
sharing partnerships. According to our hypotheses, the marginal cost is lower with
coordination than without. This is true, if the sum of the new terms introduced by
information sharing into cost function is larger in Case E, defined by (75), than in Case
F, defined by (76).
min
min
g zi i ( si z i , S i Z min
i )   L s i Z i   H S i Z i



g zi i ( si z i , S i Z i



max



)   L si Z max
  H S i Z i
i

(75)



max

(76)

The leakage costs are increasing in firm 𝑖’s own information sharing effort, but
decreasing in the total network effort. In the uncoordinated case, the total effort is
𝑚𝑖𝑛
defined by the minimum individual effort in the network, 𝑆−𝑖 𝑍−𝑖
. In the coordinated

case, the total effort is defined by the maximum individual effort in the network,
[𝑆−𝑖 𝑍−𝑖 ]𝑚𝑎𝑥 . The maximum network effort is of course larger, or at least equal to the
𝑚𝑖𝑛
minimum effort. Therefore, we have [𝑆−𝑖 𝑍−𝑖 ]𝑚𝑎𝑥 ≥ 𝑆−𝑖 𝑍−𝑖
, from which it follows

that the leakage cost in Case E are larger or at least equal to the leakage costs in Case
F, as defined by (77).



i
g zi i ( si z i , S i Z min
i )  g zi ( s i z i , S  i Z i



max

)

(77)

𝑚𝑖𝑛
Similarly, because [𝑆−𝑖 𝑍−𝑖 ]𝑚𝑎𝑥 ≥ 𝑆−𝑖 𝑍−𝑖
, we can define that the cost spillover from

information sharing by other agents in Case F is larger or at least equal to the spillover
𝑚𝑎𝑥
𝑚𝑖𝑛
from information sharing by other agents in Case E. Finally, because 𝑍−𝑖
≥ 𝑍−𝑖
,

we define that the spillover effect from firm 𝑖’s own information sharing effort in Case
F is larger or at least equal to the size of the spillover in Case E. The size of the spillover
effects in Cases E and F is described by the equality in (78).
min
 L si Z min
  L si Z max
  H S i Z i 
i   H S i Z i
i

max

(78)
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As the leakage costs in Case E are larger or at least equal to the leakage costs in Case
F and the combined cost reducing spillover effect is smaller in Case E or at most equal
to the spillover effect in Case F, we conclude that the marginal cost of cybersecurity
investment is likely to be lower with coordinated information sharing than with
uncoordinated information sharing, 𝐶𝑧𝑖𝐸𝑖 > 𝐶𝑧𝑖𝐹𝑖 . It is worth remembering that the
inequality 𝐶𝑧𝑖𝐶𝑖 > 𝐶𝑧𝑖𝐷𝑖 only holds, if the leakage costs do not exceed the combined
spillover effect from information sharing. Thus, due to the higher leakage costs and
the lower spillovers, it is more likely that uncoordinated information sharing will lead
to a situation, where the costs of information sharing outweigh the benefits. The results
our analysis are summarized by (79).
𝐶𝑧𝑖𝐶𝑖 > 𝐶𝑧𝑖𝐷𝑖 if g zi i   L si Z i   H S i Z i

(79)

Where 𝐶𝑧𝑖𝐷𝑖 = {𝐶𝑧𝑖𝐸𝑖 , 𝐶𝑧𝑖𝐹𝑖 } and 𝐶𝑧𝑖𝐸𝑖 > 𝐶𝑧𝑖𝐹𝑖
8.3.2

Optimal cybersecurity investment

To compare the firm’s optimal levels of cybersecurity investment in the network cases,
we revert to the properties of the functions 𝐶 𝑖 and 𝐸𝐵𝐼𝑆 𝑖 , as we did in the two firm
cases as well. 𝐸𝐵𝐼𝑆 𝑖 measures the expected benefit from the cybersecurity investment,
while 𝐶 𝑖 measures the cost of the investment. In optimum, the marginal benefit equals
the marginal cost, i.e. EBIS iz z i*   C zi z i* .
i

i

In our analysis of the marginal costs in Cases C and D, we found that the marginal cost
with information sharing was lower than without information as long as the combined
information spillover effect exceeds the leakage costs, as defined by (79). In optimum,
the marginal benefits, 𝐸𝐵𝐼𝑆𝑧𝑖 𝑖 , equal the marginal costs, 𝐶𝑧𝑖𝑖 . Therefore, if the marginal
cost in Case C higher than in Case D, it follows that the marginal benefit in Case C is
also higher than the marginal benefit in Case D, i.e. 𝐸𝐵𝐼𝑆𝑧𝑖 𝑖 (𝑧𝑖∗𝐶 ) > 𝐸𝐵𝐼𝑆𝑧𝑖 𝑖 (𝑧𝑖∗𝐶 ). In
Section 6.2.3, we defined that 𝐸𝐵𝐼𝑆 is growing in 𝑧𝑖 , but at a decreasing rate. Hence,
if the marginal benefit at point 𝑧𝑖∗𝐶 is larger than at point 𝑧𝑖∗𝐷 , then it follows that the
optimal cybersecurity investment level in Case C is smaller than in Case D, 𝑧𝑖∗𝐶 < 𝑧𝑖∗𝐷 .
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Similarly, in Section 8.3.1 we observed that the marginal investment cost is likely to
be higher in Case E than in Case F, 𝐶𝑧𝑖𝐸𝑖 > 𝐶𝑧𝑖𝐹𝑖 . This leads to the conclusion that, in
Case E, the marginal benefit at the optimal level of cybersecurity investment, 𝑧𝑖∗𝐸 , is
also higher than at the optimal level of cybersecurity investment in Case F, i.e.
𝐸𝐵𝐼𝑆𝑧𝑖 𝑖 (𝑧𝑖∗𝐸 ) > 𝐸𝐵𝐼𝑆𝑧𝑖 𝑖 (𝑧𝑖∗𝐹 ). Therefore, based on the characteristics of the 𝐸𝐵𝐼𝑆 𝑖
function we define that the optimal cybersecurity investment level in Case E is lower
than in Case F, 𝑧𝑖∗𝐸 < 𝑧𝑖∗𝐹 . We summarize our findings in (80).
𝑧𝑖∗𝐶 < 𝑧𝑖∗𝐷 if g zi i   L si Z i   H S i Z i

(80)

Where 𝑧𝑖∗𝐷 = {𝑧𝑖∗𝐸 , 𝑧𝑖∗𝐹 } and 𝑧𝑖∗𝐸 < 𝑧𝑖∗𝐹
8.3.3

Extent of information sharing

We examine the propensity of firm 𝑖 and rest of the collaborators to share breach
information by looking at the partial derivative of 𝑖’s security investment costs with
regard to 𝑠𝑖 and𝑆−𝑖 , and the partial derivative of the cost of the combined cybersecurity
effort, 𝑍−𝑖 with regard to 𝑠𝑖 . The partial derivatives are given by (81), (82) and (83).
We acknowledge that the cost function for all other agents in the network is a rather
abstract construct. Nevertheless, it enables us to examine whether 𝑖’s investment
increases or decrease the costs borne by the other agents in the network.



 f zii  g zi i  Z i   L si Z i   H S i Z i
si



 g zi i si   L Z i

(81)

As defined in Section 6.3.1, firm 𝑖 incurs a onetime lump sum cost from its decision
to share breach information. Thus, as in the two firm cases, the marginal cost of firm
𝑖’s own security investment does not increase in 𝑠𝑖 , f zii si  0 . However, firm 𝑖’s
leakage costs are increasing in 𝑠𝑖 , g zi i si  0. Thus, the marginal cost of firm 𝑖’s
cybersecurity investments in decreasing in 𝑠𝑖 as long as the positive spillover from
firm 𝑖’s own information sharing effort exceeds the leakage costs, 𝜑𝐿 𝑧𝑗 > 𝑔𝑧𝑖 𝑖 𝑠𝑖 .
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 f zii  g zi i  Z i   L si Z i   H S i Z i



S i

 g zi i S i   H Z i  0

(82)

Equation (82) defines how firm 𝑖’s marginal cybersecurity investment costs vary with
the share of breach information shared by the other agents, 𝑁−𝑖 . Firm 𝑖’s marginal
leakage costs are decreasing in 𝑆−𝑖 , g zi i S  i  0 . The information sharing spillover
parameter is positive. Thus, the marginal cost of firm i’s security investment is
decreasing in 𝑆−𝑖 . Similarly, the marginal cost experienced by the other agents is
decreasing in 𝑠𝑖 , as depicted by (83).



 f zii  g sii  z i   L s j Z  j   H S  j Z  j



S  j

 g Zi i si   H Z  j  0

(83)

By comparing (81), (82) and (83), we come to the conclusion that firm 𝑖’s marginal
cybersecurity investment costs are always decreasing in the total information sharing
effort of the other agents and decreasing in its own effort, if the positive spillover it
experiences from its own effort exceeds the leakage costs. By keeping the leakage
costs in check and improving firm’s yield from its own information sharing effort, the
readiness of the network agents to share information will increase iteratively.
Coordination plays and important role in keeping the leakage costs in check and
improving firms’ yield from the total information sharing effort. Thus, coordination
increases the readiness of all agents to share more information, which can lead to more
and more information sharing in iterative steps. If the leakage cost exceed the benefits,
then firm 𝑖 is better off not sharing information. This is more likely to be the case with
uncoordinated information sharing than with coordinated information sharing. The
results of our analysis are summarized by (84) and (85).
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0

(84)

(85)
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9.1

DISCUSSING THE ROLE OF THE SOCIAL PLANNER
Results from the analysis

In this chapter, we answer our final research question presented in Chapter 1 and
discuss the role of the social planner within a network. In Chapter 4, we discussed the
possibilities and limits of government intervention in helping private critical
infrastructure owners and operators to improve their level of cybersecurity. In this
section, we continue the discussion on the role of social planner by presenting the
results of the analysis we performed in Chapters 7 and 8. We first relate our findings
on the incentives of private firms to invest in cybersecurity and to share breach
information. We then discuss how the social planner could utilise these insights to
increase the firms’ willingness to invest in cybersecurity and share breach information.
In summary, the lower marginal cost of cybersecurity investment that can be attained
through information sharing increases the private agent’s willingness to invest in
cybersecurity. However, to bring the private agent’s cybersecurity investment effort
closer to the socially optimal level, the agent also needs to become more aware of its
cybersecurity posture. This can also be achieved through breach information sharing.
9.2

Incentives of private firms

In Section 7.1, we discovered that the private agent is only willing to invest in
cybersecurity as long as the benefits from the investment exceed the costs of the
investment, as defined by (53). In (53), 𝐸𝐵𝐼𝑆 𝑖 measures firm 𝑖’s expected benefit from
its investment in security, i.e. the reduction in the loss from a potential breach
following a cybersecurity investment. The right hand side of the equation relates the
cost of attaining that level of cybersecurity investment. In addition to firm 𝑖’s own
𝑚𝑖𝑛
investment cost, 𝑓 𝑖 , the cost also depends on the positive spillover factor, 𝜆𝑧𝑖 𝑍−𝑖
.

The size of the spillover factor, in turn, depends on the minimum individual
cybersecurity investment effort in the network, as discussed in Section 6.3.2.
𝑚𝑖𝑛
𝐸𝐵𝐼𝑆 𝑖 > 𝑓 𝑖 − 𝜆𝑧𝑖 𝑍−𝑖

(53)
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In Section 7.2, we discovered that the private agent is only willing to share breach
information as long as its benefits from its own information sharing effort exceed the
leakage costs, as defined by (58). Firm 𝑖’s leakage cost are measured by the function
𝑔𝑖 (𝑠𝑖 𝑧𝑖 , 𝑆−𝑖 𝑍−𝑖 ), which is increasing firm 𝑖’s own information sharing effort, 𝑠𝑖 𝑧𝑖 , and
decreasing in the network’s total information sharing effort, 𝑆−𝑖 𝑍−𝑖 . Firm 𝑖’s benefit
from its own information sharing effort is measured by the positive spillover factor
𝜑𝐿 𝑠𝑖 𝑧𝑖 𝑍−𝑖 , the size of which depends on the total cybersecurity investment effort
within the network, 𝑍−𝑖 .
𝑔𝑖 < 𝜑𝐿 𝑠𝑖 𝑧𝑖 𝑍−𝑖
9.3

(58)

Role of the social planner

In the Gal-Or Ghose model (2005), the social planner sets cybersecurity investment
and information sharing on a socially optimal level. In this scenario, the identical firms
i and j both make similar investments in cybersecurity so that 𝑧𝑖 = 𝑧𝑗 = 𝑧 and 𝑠𝑖 =
𝑠𝑗 = 𝑠. However, as we noted in Chapter 1, the unique qualities of cyberspace and the
network connectivity it enables, render traditional top-down orders as ineffective.
Instead, a more holistic approach is needed, where the governmental agents insert their
influence as members of the same networks as the critical infrastructure providers.
Therefore, in our model the social planner is a member of the network influencing the
other agents from within.
9.3.1

Addressing the weakest links

In the previous section, we determined that the private agent’s willingness to invest in
cybersecurity depends on the minimum individual cybersecurity investment effort in
the network. Therefore, the social planner can increase the network agents’ willingness
to invest in cybersecurity by addressing the weakest links. Informational challenges
are a potential cause of cybersecurity underinvestment. If the agent’s do not have
accurate information on threats and vulnerabilities, they can underestimate their own
vulnerability and the probability of a breach.
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In a study carried out in the Netherlands, researchers from TU Delft tracked the
infection rates of all major Dutch Internet service providers (ISPs). It turned out that
two of the ISPs trailed behind the others by a wide margin. (van Eeeten, Agshari, Bauer
and Tabatabaie 2011). After learning about their position, one of the ISPs dramatically
improved its performance and became one of best performing ISPs, while the other
greatly improved its effort reaching the level of other ISPs (Moore 2015). Hence, it
might possible for the social planner to address the weakest links by providing these
agents with accurate information on their security posture, especially information on
how well they compare to other network agents. Such information sharing could boost
the weakest links’ cybersecurity investment efforts, thereby increasing the incentives
of other agents to also invest in cybersecurity. Therefore, breach information sharing
can be seen as a means to improve the cybersecurity investment effort within the
network.
9.3.2

Incentives to share breach information

In the previous section, we also concluded that the individual agent’s willingness to
share breach information ultimately depends on the total network cybersecurity
investment effort, 𝑍−𝑖 , and the total information sharing effort, 𝑆−𝑖 𝑍−𝑖 . There are two
ways to increase the value of the total efforts. Firstly, the social planner can improve
coordination within the information sharing partnership. Secondly, it can improve its
own capabilities, thereby becoming the champion of the information sharing
partnership.
In Section 6.3.3, we made the assumption that the total information sharing effort
depends on the level of coordination. If there is no coordination, then the total
information sharing effort is determined by (34). If the information exchange is
coordinated, then the total breach information sharing effort equals the maximum
individual effort exerted by an agent in the network, as depicted by (35). As a result,
the total network information sharing effort can be improved by introducing better
coordination.
S i Z min
 s1  s2  ....  si 1  si 1  ...  s N 1  Z min
i
i ,

(34)
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where Z min
 min z1 , z 2 ,..., z i 1, z i 1 ,..., z N 1  and 𝑠 ∈ [0,1].
i

S

i

Z i



max

 max s1 z1 , s 2 z 2 ,..., si 1 zi 1 , si 1 z11 ,..., s N 1 z N 1  ,

(35)

where 𝑧 ≥ 0 and 𝑠 ∈ [0,1].
Additionally, the social planner can increase the private agent’s incentives to share
breach information by increasing the total information sharing effort through its own
cybersecurity investment and information sharing efforts. The higher total
cybersecurity investment effort increases the agents’ benefits from their own
information sharing effort and the higher total information sharing effort reduces the
leakage costs from information sharing. Therefore, by introducing coordination, and
by improving the total efforts, the social planner can increase the network agents’
willingness to share breach information.
9.3.3

Marginal cost and cybersecurity investment

In Section 8.3, we found that breach information sharing can lower the agent’s cost of
cybersecurity investment and thereby encourage further investment in cybersecurity.
The result holds, if the leakage costs associated with information sharing do not exceed
the combined spillover effect from information sharing, as defined in (79). In (79), 𝐶𝑧𝑖𝐶𝑖
denotes the marginal costs without information sharing and 𝐶𝑧𝑖𝐷𝑖 with information
sharing. Due to the lower leakage costs and the higher spillovers, it is more likely that
coordinated information sharing will lead to a situation, where the benefits of
information sharing outweigh the costs, as shown by (79). In (79), 𝐶𝑧𝑖𝐸𝑖 is the marginal
cost of cybersecurity investment with uncoordinated information sharing and 𝐶𝑧𝑖𝐹𝑖 is
the marginal cost with coordinated information sharing.
𝐶𝑧𝑖𝐶𝑖 > 𝐶𝑧𝑖𝐷𝑖 if g zi i   L si Z i   H S i Z i

Where 𝐶𝑧𝑖𝐷𝑖 = {𝐶𝑧𝑖𝐸𝑖 , 𝐶𝑧𝑖𝐹𝑖 } and 𝐶𝑧𝑖𝐸𝑖 > 𝐶𝑧𝑖𝐹𝑖

(79)
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The social planner can increase the agents’ willingness to share breach information by
introducing coordination. Coordination increases the likelihood that the agents
marginal cost of cybersecurity investment is lowered through information sharing. As
the lower marginal cost increases the agent’s willingness to invest in cybersecurity,
coordination also serves to increase the level of the cybersecurity investment.
However, to bring the private agent’s cybersecurity investment effort closer to the
socially optimal level, the agent also needs to become more aware of its cybersecurity
posture. As we noted in Section 8.3.3, coordination serves to keep the leakage costs of
information sharing in check and improves agents’ yield from their own information
sharing effort. Thus, coordination increases the readiness of all agents to share more
information, which can lead to more and more information sharing in iterative steps.
The increases in information sharing can, in turn, iteratively reduce informational
challenges and make the agents more aware of their own security posture, including
their awareness of the externalities their cybersecurity investment decisions generate
for others. Thereby, breach information sharing can potentially increase the agents’
awareness of their own security posture and contribute towards the internalization of
cybersecurity investment externalities. In critical infrastructure, where the externality
losses associated with a breach a typically large, the role of breach information sharing
in enabling the internalization of externalities through better awareness is important.
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10 CONCLUSION
In this master's thesis, we present a static model for optimizing the cybersecurity
investment of interdependent, private critical infrastructure owners and operators. The
model builds on the influential model of a security cost-benefit analysis presented by
Gordon and Loeb (2002), and expands on it four different ways. Firstly, it
differentiates between private and social losses associated with a breach, as in Gordon
& al. (2014). Secondly, introduces cost spillovers from positive cybersecurity
investment externalities, as is done in Gal-Or and Ghose (2005). Thirdly, the model
presents the cybersecurity investment as an interdependent security investment
decision as in Kunreuther and Heal (2004). Finally, the model uses the canonical
approach presented by Varian (2004) to determine the total network effort of
cybersecurity investment and information sharing, which influence the agent's payoff,
its incentives to invest and willingness to share information.
We utilise the model to study how breach information sharing affects an agent's
incentives to invest in cybersecurity and share breach information within a network of
interdependent agents. We find that private agents are only willing to invest in
cybersecurity and share breach information as long as their private benefit exceeds
their private cost. We also examine the ways in which a social planner can impact these
incentives from within the network. In contrast to earlier models, where the social
planner instructs the agents from above, our social planner is a network agent among
network agents. There are three ways in which a social planner can increase the agents’
cost spillover benefits from cybersecurity investment and breach information sharing,
and encourage more investment. Firstly, the social planner can improve overall
network security by addressing the weakest links. Secondly, the social planner can
coordinate the breach information exchange. Thirdly, it can improve its own
cybersecurity capability and thereby improve the total cybersecurity investment and
breach information sharing efforts. All these actions, impact the agent’s decision
making process through its cost function.
The static model presented in this master's thesis already demonstrated that
coordinated information sharing reduces the agent's marginal cost of cybersecurity
investment, thereby creating the incentive for the agents to invest more in
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cybersecurity. The increase in cybersecurity investment could then increase the
information sharing effort and iteratively bring the investment level closer to the
socially optimal level. The aim of future research would be to develop a dynamic
model, where the marginal social risk could be endogenously determined by the
information sharing efforts of the network agents. Social risk here refers to the
difference between the social loss and the privately perceived costs associated with a
breach, as defined in Section 6.2.1. To date, there are no dynamic models for analysing
the relationship between cybersecurity investment and information sharing.
In this thesis we defined cybersecurity as public externality and shared breach
information as a public good. These definitions were used to build our model, but they
are also significant results in their own right. This thesis belongs to a new bourgeoning
field of academic research, the economics of cybersecurity. In a new discipline, there
is often confusion regarding the exact definition of key terminology. As discussed in
Chapter 1, in the literature of cybersecurity economics, the terms cybersecurity and
information security are often used interchangeably, which leads to confusion. In this
thesis, we developed a framework for defining security as good on different layers of
cyberspace. With the help of this framework it is easier to distinguish information
security and cybersecurity and to understand the relationship between them. As
environmental economics is used to evaluate the cost and benefits of environmental
policies, the goal of cybersecurity economics is to establish itself as a solid discipline
that can provide valuable insight into how we govern our digital environment. Having
well-defined terminology is an important part of this research.

97
REFERENCES
Anderson, R., Moore, T., Nagaraya, S. & Ozment A. (2007). Incentives and
Information Security. In: Algorithmic Game Theory. Eds. Nisan,N., Roughgarden,
T., Tardos, E. & Vazirani, V.V. Cambridge University Press, 633-650. Online:
<http://www.cl.cam.ac.uk/~rja14/Papers/book-chapter-agt-1.pdf >. Last accessed
15.5.2015.
Anderson, R. & Fuloria,S. (2009). Security Economics and Critical National
Infrastructure. The Eighth Workshop on the Economics of Information Security
(WEIS 2009), University College London, England, 24-25 June 2009. Online:
<http://www.cl.cam.ac.uk/~rja14/Papers/econ-cni09.pdf>. Last accessed 15.5.2014.
Bénassy-Quéré, A., Cœuré B., Jacquet, P. & Pisani-Ferry, J. (2010). Economic policy
(1. edition). United States: Oxford University Press.
Bergstrom, T., Blume, L. & Varian, H. (1986). On the private provision of public
goods. Journal of Public Economics. 29, 25-49.
Bessen, J. (2006), Open source software: Free provision of complex public goods. In:
Bitzer J. & Schröder, P. (Eds.). The Economics Of Open Source Software
Development. Elsevier, 57–81. Online:
<http://www.researchoninnovation.org/opensrc.pdf>. Last accessed 15.5.2015.
Castells, M. (2004). Informationalism, Networks, and The Network Society: A
Theoretical Blueprint. Online:
<http://annenberg.usc.edu/Faculty/Communication/~/media/Faculty/Facpdfs/Informa
tionalism%20pdf.ashx> Last accessed: 6.4.2015.
CERT-UK (2014). CERT-UK adds National Cyber-Security Centre Finland (NCSCFI) IoC feed to its list of AbuseSA feeds. Whitepaper September 2014. Online:
<https://www.cert.gov.uk/wp-content/uploads/2014/09/CERT-UK-adds-NCSC-FIto-list-of-AbuseSA-feeds.pdf>. Last accessed 12.5.2015.
Cisco (2015). Connections Counter. Online: <http://newsroom.cisco.com/ioe>. Last
accessed 15.5.2015.
CiSP (2015). Cyber-security Information Sharing Partnership (CiSP). Online:
<https://www.cert.gov.uk/cisp/> Last accessed 15.5.2015.
Choucri, N. & Clark, C.D. (2012). Integrating Cyberspace and International
Relations: The Co-Evolution Dilemma. MIT Political Science Department Research
Paper No. 2012-29. Online:
<http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2178586>. Last accessed
12.5.2015.

98
Cohen, S. (2000). Microeconomic Policy (1. edition). Florence KY, United States:
Routledge.
Clemente, D. (2013). Cyber Security and Global Interdependence: What is Critical?
Chatham House. The Royal Institute of International Affairs. Online:
<http://www.chathamhouse.org/sites/files/chathamhouse/public/Research/Internation
al%20Security/0213pr_cyber.pdf>. Last accessed: 6.4.2015.
Coskun, O. & De Clercq, G. (2015). Turkey blackout not cyber attack, no risk to
Europe power link-up. Reuters. 1.4.2015. Online:
<http://www.reuters.com/article/2015/04/01/us-turkey-electricity-europeidUSKBN0MS4VH20150401>. Last accessed: 15.5.2015.
CPNI, Centre for the Protection of national Infrastructure (2011). Securing the move
to IP-based SCADA/PLC networks. Online:
<http://www.cpni.gov.uk/Documents/Publications/2011/2011034-scadasecuring_the_move_to_ipbased_scada_plc_networks_gpg.pdf>. Last accessed:
15.5.2015.
CPNI, Centre for the Protection of national Infrastructure (2015). The national
Infrastructure. Online: < http://www.cpni.gov.uk/about/cni/>. Last accessed:
6.4.2015.
DHS, Department of Homeland Security (2015). What is Critical Infrastructure
<http://www.dhs.gov/what-critical-infrastructure>. Last accessed: 6.4.2015.
Egan, M.J. (2007). Anticipating Future Vulnerability: Defining Characteristics of
Increasingly Critical Infrastructure-like Systems. Contingencies and Crisis
Management, 15 (1), 4-17.
EU, European Union (2008). Council Directive 2008/114/EC of 8 December 2008 on
the identification and designation of European critical infrastructures and the
assessment of the need to improve their protection. Official Journal of the European
Union. Online: <http://eurlex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:345:0075:0082:EN:PDF>
Last accessed: 6.4.2015.
Evans D. (2011). The Internet of Things. How the Next Evolution of the Internet Is
Changing Everything. Cisco whitepaper. Online:
<https://www.cisco.com/web/about/ac79/docs/innov/IoT_IBSG_0411FINAL.pdf>.
Last accessed 15.5.2015.
Finland, Ministry of Defence (2013). Finland´s Cyber security Strategy. Government
Resolution 24.1.2013. Online:
<http://www.defmin.fi/files/2378/Finland_s_Cyber_Security_Strategy.pdf> Last
accessed: 6.4.2015.

99
Galeotti, A., Goyal, S., Jackson, M.O., Vega-Redondo, F. & Yariv, L. (2010).
Network Games. Review of Economic Studies. 77, 218-244.
Gal-Or, E. and Ghose, A. (2005). The Economic Incentives for Sharing Security
Information. Information Systems Research, 16(2), 186-208.
Gordon, L.A. and Loeb M.P. (2002). The Economics of Information Security
Investment. ACM Transactions on Information and System Security, 5(4), pp. 438457.
Gordon, L.A., Loeb, M.P., Lucyshyn, W. (2003). Sharing Information on Computer
Systems Security: An Economic Analysis. Journal of accounting and Public Policy.
22(6), 461-485.
Gordon, L.A., Loeb, M.P., Lucyshyn, W. and Zhou, L. (2015). Externalities and the
Magnitude of Cyber Security Underinvestment by Private Sector Firms: A
Modification of the Gordon-Loeb Model. Journal of Information Security, 6, 24-30.
Guardian (2015). Turkey power outage shuts down public transportation and half of
provinces. Guardian. 31.3.2015. Online:
<http://www.theguardian.com/world/2015/mar/31/turkey-power-outage-shuts-downtransportation-provinces>. Last accessed: 15.5.2015.
Hamblen, M. (2014). Users will soon opt first for smartphones and tablets, not
laptops and PCs. Computerworld. 8.12.2014. Online:
<http://www.computerworld.com/article/2856188/growing-reliance-seen-onsmartphones-and-tablets-over-laptops-and-pcs.html>. Last accessed: 15.5.2015.
Heal, G. & Kunreuther H. (2004). Interdependent security: A general model. NBER
working paper series. Online: <http://www.nber.org/papers/w10706.pdf>. Last
accessed 11.5.2015.
Heartbleed (2014). The Heartbleed Bug. Online: < http://heartbleed.com>. Last
accessed: 15.5.2015.
Huoltovarmuuskeskus (2014). HAVARO turvaa yhteiskunnan
huoltovarmuuskriittisiä toimintoja. Online:
<http://www.varmuudenvuoksi.fi/aihe/huoltovarmuuden_toteutuksia/106/havaro_tur
vaa_yhteiskunnan_huoltovarmuuskriittisia_toimintoja>. Last accessed: 15.5.2015.
ICS-CERT (2012). ICS-CERT Incident Response Summary Report. Online:
<http://ics-cert.us-cert.gov/sites/default/files/documents/ICSCERT%20Incident%20Response%20Summary%20Report%20%2820092011%29_accessible.pdf>. Last accessed: 25.5.2014.

100
ICS-CERT (2013). ICS-CERT Year in Review 2012. Online: <http://ics-cert.uscert.gov/sites/default/files/documents/Year_in_Review_FY2012_Final.pdf>. Last
accessed: 25.5.2014.
ICS-CERT (2014). ICS-CERT Year in Review 2013. Online: <http://ics-cert.uscert.gov/sites/default/files/documents/Year_In_Review_FY2013_Final.pdf>. Last
accessed: 25.5.2014.
ICS-CERT (2015). ICS-CERT Year in Review 2014. Online: <https://ics-cert.uscert.gov/sites/default/files/Monitors/ICS-CERT_Monitor_Sep2014-Feb2015.pdf>.
Last accessed: 6.4.2015.
IDC (2014). Worldwide Smartphone Growth Forecast to Slow from a Boil to a
Simmer as Prices Drop and Markets Mature, According to IDC. Press release.
1.12.2014. Online: <http://www.idc.com/getdoc.jsp?containerId=prUS25282214>.
Last accessed 15.5.2015.
ISO (2014). ISO/IEC 27000, Information security management systems, Overview
and vocabulary. Online: <https://www.iso.org/obp/ui/#iso:std:iso-iec:27000:ed3:v1:en>. Last accessed: 15.5.2015.
Karyda, M., Kiountouzisa, E. & Kokolakisb, S. (2005). Information systems security
policies: a contextual perspective. Computers & Security, 24, 246-260.
Kidder, D.S & Oppenheim, N.D (2008). The Intellectual Devotional Modern
Culture: Revive Your Mind, Complete Your Education and Converse Confidently
with the Culturati (1. edition). New York: Rodale.
Klimburg, A. & Mirtl, P. (2012). Cyberspace and Governance—A Primer. Working
Paper 65. Austrian institute for international affairs. Online:
<http://www.oiip.ac.at/fileadmin/Unterlagen/Dateien/Publikationen/Cyberspace_and
_Governance_-_Working_Paper_65_2.pdf> Last accessed 11.05.2015.
Knuuti, A. (2015). Co-founder, Codenomicon Oy. Interview 16.4.2015.
Kox, H. & Straathof, B. (2013). Economic aspects of Internet Security. Netherlands
Bureau for Economic Policy Analysis (CPB). Online
<http://www.cpb.nl/en/publication/economic-aspects-internet-security>. Last
accessed: 6.4.2015.
Laszka, A., Felegyhazi, M. & Buttyan, L. (2015). A Survey of Interdependent
Information Security Games. ACM Computing Surveys (CSUR) Surveys. 47( 2),
Article No. 23. ACM New York, United States.

101
McCarthy, N. (2014). Giant Chart: Global Internet Usage by the Numbers. Forbes.
27.8.2014. Online: < http://www.forbes.com/sites/niallmccarthy/2014/08/27/giantchart-global-internet-usage-by-the-numbers/>. Last accessed: 12.5.2015.
Moore, T., Clayton, R. & Anderson, R. (2009). The Economics of Online Crime.
Journal of Economic Perspectives. 23(3), 3–20. Online:
<http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.154.5675&rep=rep1&typ
e=pdf >. Last accessed: 15.5.2015.
Moore, T. (2010). Introducing the Economics of Cybersecurity: Principles and Policy
Options, Proceedings of a Workshop on Deterring Cyber Attacks, Informing
Strategies and Developing Options for U.S. Policy. Online:
<http://cs.brown.edu/courses/csci1800/sources/lec27/Moore.pdf> Last accessed:
25.5.2014.
Moore, T. (2015). Market Failures and Policy. Case study: Information sharing in
incident response. Video lecture for DelftX: EconSec101x Economics of
Cybersecurity 20.1-24.2.2015. Online: <https://www.edx.org/course/economicscybersecurity-delftx-econsec101x>. Last accessed: 15.5.2015.
Nicholson, A., Webber, S., Dyer, S., Patel, T. & H. Janicke (2012). SCADA security
in the light of Cyber-Warfare. Computers & Security. 31, 418-436.
Ottis, R. & Lorents, P. (2010). Cyberspace: Definitions and Implications. Proceeding
of the 5th International Conference Information Warfare and Security. 267-270.
Academic Conferences Limited.
Plonus, M. (2001). Electronics and Communications for Scientists and Engineers.
Academic Press. Googlebooks.
Posthumus, S. & von Solms, R.(2004). A framework for the governance of
information security. Computers & Security. 23, 638-646.
Pursiainen, C. (ed.), Lindblom, P. & Francke, P. (2007). Towards a Baltic Sea
Region: Strategy in Critical Infrastructure Protection. Nordregio Report May 2007.
Online: <http://www.helsinki.fi/aleksanteri/civpro/publications/nr2007.pdf>. Last
accessd: 15.5.2015.
Reuters (2015). E-filing of Canadian taxes shut down because of Heartbleed bug.
Reuters. 9.4.2014. Online: <http://www.reuters.com/article/2014/04/09/us-canadatax-bug-idUSBREA3817D20140409>. Last accessed: 15.5.2015.
Rinaldi, S.M., Peerboom, J.P. & Kelly, T.K. (2001). Identifying, Understanding, and
Analyzing Critical Infrastructure Interdependencies. IEEE Control Systems

102
Magazine. December 2001. Online: < http://user.it.uu.se/~bc/Art.pdf>. Last
accessed: 15.5.2015.
Rontti, T., Juuso, A-M & Takanen, A. (2012).Preventing DoS attacks in NGN
networks with proactive specification-based fuzzing. IEEE Communications
Magazine, 50(9), 164-170.
Rosenzweig, P. (2012). Cybersecurity and Public Goods. The Public Private
Partnership. An emerging Threat Essay. The Koret-Taube Task Force on National
Security and Law. Hoover Institution. Stanford University. Online: <
http://media.hoover.org/sites/default/files/documents/EmergingThreats_Rosenzweig.
pdf > Last accessed: 6.4.2015.
RSA, Security Division of EMC (2012). Getting Ahead of Advanced Threats:
Achieving Intelligence-Driven Information security. In: Security for Business
Innovation Council Report. Online: < http://www.emc.com/collateral/industryoverview/ciso-rpt-2.pdf >. Last accessed: 15.5.2015.
RSA, Security Division of EMC (2011). Anatomy of an Attack. RSA Fraud Action
Research Labs blogpost. 1.4.2011. Online: < https://blogs.rsa.com/anatomy-of-anattack/>. Last accessed: 15.5.2015.
Takanen, A., Demott, J.D. and Miller, C. (2008). Fuzzing for Software Security
Testing and Quality Assurance. United States: Artech House.
UNFPA, United Nations Populations Fund (2014). The power of 1.8 billion
adolescents, youth and the transformation of the future. State of world population
2014. Online: <http://www.unfpa.org/sites/default/files/pub-pdf/EN-SWOP14Report_FINAL-web.pdf>. Last accessed 12.5.2015.
van Eeten, M.J.G., Asghari, H., Bauer, J.M. & Tabatabaie, S. (2011). Internet service
providers and botnet mitigation: Fact finding study on the Dutch market. Report
prepared for the Dutch Ministry of Economic Affairs, Agriculture and Innovation.
Online: < http://www.rijksoverheid.nl/documenten-enpublicaties/rapporten/2011/01/13/internet-service-providers-and-botnetmitigation.html>. Last accessed 15.5.2015.
von Engelhardt, S. (2008), Intellectual property rights and ex-post transaction costs:
the case of open and closed source software. Jena Economic Research Papers 2008047. Friedrich-Schiller-University Jena and Max-Planck-Institute of Economics.
Varian, H.R. (2004). System Reliability and Free Riding. Online:
<http://people.ischool.berkeley.edu/~hal/Papers/2004/reliability> Last accessed:
25.5.2014.

103
Varian, H. R. (2010). Intermediate Economics: A Modern approach (8. edition).
United States: Norton and Company.
Wirman, K. (2015). Senior Adviser, Finnish Federation for Communications and
Teleinformatics (Ficom). Phone interview 9.1.2015.
Weiss, N.E. (2015). Legislation to Facilitate Cybersecurity Information Sharing:
Economic Analysis. Congressional Research service. Online:
<http://fas.org/sgp/crs/misc/R43821.pdf>. Last accessed 15.5.2015.

