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ABSTRACT 

Congestion in wireless sensor networks (WSNs) has always been a serious 

problem for all kinds of communication networks. It causes severe information 

loss and shortens the life time of the sensor nodes. Congestion also leads to 

excessive energy consumption due to large number of retransmission and packet 

loss which lowers throughput. In WSNs congestion need to be controlled in order 

to have high energy-efficiency, to prolong system life time, improve fairness and 

improve quality-of-service in terms of packet loss ratio with the packet delay and 

link utilization. 

Most of the designs of WSN depend on the applications and the environment 

in which the sensor nodes are deployed. It has important applications such as 

remote environment monitoring, target tracking, military and surveillance, etc. 

The placement of the nodes is often done randomly or in a pre-planned manner. 

These sensors are equipped with wireless interfaces with which they can 

communicate with one another to form a network. WSNs can be an event driven 

which can be routed to detect or monitor data at the base station depending on 

their degree of priority since the data in the sensor networks has different 

importance.  

WSNs face challenges in dealing with the issues of congestion due to their 

constraint nature and complex algorithms. During the last decade, the 

tremendous congestion control algorithms and schemes have been proposed to 

solve the issue of congestion by ensuring fair delivery of packets to the base 

station. This thesis explores the different congestion detection algorithms and 

schemes, which are especially targeted for the WSNs and presents a survey of 

congestion control mechanisms used in WSNs. In addition, the study in this thesis 

would find out the common features which may help in the future research.  

 

Keywords: wireless sensor networks, congestion detection and control, resource 

control, traffic control. 
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1. INTRODUCTION 
 

A wireless sensor network (WSN) is a wireless network consisting of one or more 

sinks and large number of sensor nodes. They are spatially allocated in different areas 

to monitor physical or environmental conditions such as temperature, sound, vibration, 

pressure, motion or pollutions [1]. The wireless sensors are inexpensive, small in size, 

having limited resources (e.g., computational power, memory, and bandwidth as 

shown in Table 1) compared to the traditional sensors. The sensor nodes can sense, 

measure and gather information from the environment and can also transmit the sensed 

data through the wireless communications to the user. WSNs have gained worldwide 

attention with the sophistication of various communication protocols and rapid 

advancements of micro-electro-mechanical systems (MEMS) technologies which 

gives a great opportunity for wide-spread utilizations of various innovative sensor 

network applications in near future [2] [3]. WSNs generally act autonomously and use 

short-range wireless transmitters. 

Applications of WSNs can be classified into two broad categories: monitoring and 

tracking. There are many applications of WSNs and Figure 1 summarizes the 

applications of WSN [2].  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Figure 1. Overview of sensor applications.
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Table 1. Node configurations (TelosB datasheet) 

Specifications TPR2420CA 

Module  

Processor  Performance 16-bit RISC 

Program Flash  Memory 48K bytes 

Measurement Serial Flash 1024K bytes 

RAM 10K bytes 

Configuration EEPROM 16K bytes 

Serial Communications UART 

Analog  to Digital Converter 12 bit ADC 

Digital to Analog Converter 12 bit DAC 

Current Draw  1.8 mA, 5.1 µA 

RF Transceiver  

Frequency band 2400nMHz - 2483.5MHz 

Transmit (TX) data rate 250kbps 

RF power   -24 dBm to 0dBm 

Receive Sensitivity -90dBm (min), -94 dBm (typ) 

Adjacent channel rejection 47 dB 

Outdoor Range 75m to 100m 

Indoor Range 20m to 30m 

Current Draw 23 mA 

Sensors  

Visible Light Sensor Range 320nm to 730nm 

Visible to IR Sensor Range 320nm to 1100nm 

Humidity Sensor Range 0 -100% RH 

Resolution 0.03% RH  

Accuracy  ±3.5% RH 

Temperature Sensor Range -40°C to 123.8°C 

 

Due to the resource constraint nature, WSN faces many issues. However, one of the 

big challenges traffic is congestion. It affects the network by deteriorating the network 

life time and as well consumes too much energy. A congestion can be simply 

concluded as too much data trying to get through a link or node with limited capacity 

[4]. Such a congestion not only causes the wastage in communication links and energy 

resources, but also high number of packet drops which in turn lowers the throughput 

and waste the energy. Thus, congestion is one of the highly problems faced and it has 

a profound impact on the resource-hungry (e.g., battery-powered) sensor nodes. The 

problem of congestion can be solved either by increasing the capacity or by controlling 

the data rates. Congestion control generally follows three steps: congestion detection, 

congestion notification, and efficient rate adjustment. Research in a WSNs aims to 

meet some certain constraints that can be met by introducing new design concepts, 

creating new protocols or improving existing protocol, building new applications and 

developing new algorithms. Congestion control methods can be classified in two broad 

categories: (i) traffic control and (ii) resource control.  

In previous researches, there have been numerous studies on how to control 

congestion whether the congestion is coming from a node level or link level in a WSN. 

Generally, a node level congestion is caused by buffer overflow in the node which 

causes queue delay and packet loss, while a link level congestion occur when multiple 
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active sensor nodes try to seize the channel at same time [1]. It decreases both the link 

utilization and overall throughput, and waste of the energy, especially for the battery-

powered nodes. Therefore, to improve the overall quality (i.e., fairness, throughput, 

and conserve energy) in a WSN, the node-level and link-level congestions must be 

efficiently controlled.  

Currently, many schemes and algorithms have been proposed for congestion control 

and avoidance, as well as for reliable data transmission in WSNs. In regards to 

congestion control and avoidance, most algorithms use cross layer approaches between 

medium access control (MAC) and network layer. Well used MAC for WSN will be 

beneficial because it achieves power and storage efficiency while if the MAC is not 

properly used, will increase packet loss and high buffer overflow [4]. On the other 

hand, reliable data transmission approaches usually run at the transport layer. Some of 

them are end-to-end and employ retransmissions using acknowledgement (ACK) or 

negative acknowledgement (NACK).  

This thesis focuses on the art of survey of congestion control in WSN with an 

overview of the related literatures, and discusses the challenges in congestion control 

protocols. The comparison of existing protocols will be made as well as pointing out 

the performance metrics used in each protocol. In addition, this thesis reviews the 

congestion control mechanisms highlighting different approaches and strategies used 

in improving congestion control to show that efficiency, throughput and fairness can 

be achieved.  

 

 

Motivation and Objectives 

 

The performance of WSN has gained a worldwide attention and it is a domain that 

attracts a lot of attention lately. The introduction of wireless sensor tends to replace 

the old fashioned wired devices that have been used to monitor parameters such as 

temperature, pressure etc. The wireless sensor nodes report to the sink periodically and 

in some cases generates a continuous data transmission. WSN can be deployed in an 

ad hoc manner in which the nodes may be randomly placed into the field or in a pre-

planned manner where the nodes are pre-determined to be placed in a fixed locations. 

Fixed and random placement of sensor nodes on a monitored field causes node 

communication a difficult task to be achieved. Interference and congestion are 

problems which may arise at any point in the communication network.  Previous 

researches have addressed the issue of congestion control in WSNs. Priority-based 

congestion control protocol (PCCP) uses a hop-by-hop upstream congestion control 

for WSNs [5]. It allows sensor nodes to receive priority-dependent throughput and 

makes use of packet inter-arrival and service time to measure congestion at each nodes. 

Congestion detection and avoidance which handles both transient and persistent 

congestions uses both buffer occupancy and channel load for measuring node and link 

level congestion in the network [6]. Prioritized heterogeneous traffic-oriented 

congestion control protocol for WSNs (PHTCCP) ensures efficient rate control for 

prioritized heterogeneous traffic by using a node priority based hop-by-hop dynamic 

rate adjustment technique [3].  

The upstream traffic from sensor nodes to the sink is many-to-one multi-hop 

convergent. Due to the convergent nature of upstream traffic, congestion more 

probably appears in the upstream direction. Congestion that leads to packet losses and 

increased transmission latency has direct impact on energy-efficiency and application 
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quality-of-service (QoS), and therefore must be efficiently controlled [1]. In [1] 

upstream traffic can be classified into four delivery models: event-based, continuous, 

query based, and hybrid delivery. In the event-based, the sensor node does the 

reporting based on when events have been occurred. In continuous application, the 

sensor node generates data continuously and periodically reports to the sink node. In 

query based type the sensor nodes are being queried by the sink node, basically the 

sink demands which nodes to transmit. In the hybrid delivery all three types are 

included where huge data is generated. Upstream traffic flow can be show in Figure 2 

[7]. 
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 Figure 2. Many-to-one traffic pattern in wireless sensor networks. 

 

In [8], a fairness is being achieved over a period of time, the number of packets 

received from each node in the network is approximately the same or simply when 

equal number of packets are received from each node. There are some mechanisms in 

order to achieve fairness which will be briefly discussed. 

In this research a thorough review of the recent literatures on the existing congestion 

control and avoidance algorithms have been presented, especially those that are 

proposed for WSNs. In addition, the state of art includes review and classification of 

a significant number of algorithms and their limitations. There are several congestion 

control protocols for sensor networks, which are exploiting distinct congestion 

detection mechanisms, congestion related information broadcasting mechanisms, and 

traffic rate controlling mechanisms, when the congestion is occurring in WSNs. Base 

on this review, the comparison of various types of WSNs will be done.  

Moreover, the thesis will review the design and development of algorithms which 

will be applied to the WSNs to guarantee the network performance without the sink 

receiving limited packets due to packet drops, buffer overflow and/or due to overload. 

The rest of the thesis is organized as follows: chapter 2 states the congestion 

detection mechanisms, congestion notification mechanisms are presented in chapter 3. 

Chapter 4 presents the congestion control mechanisms, in chapter 5 will be the 

discussion and comparison of congestion control mechanisms for WSN and chapter 6 

summarizes the thesis.  
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2. CONGESTION DETECTION MECHANISMS 
 

Congestion detection simply refers to the process of detecting, finding the existence 

and the area of congestion in WSNs [9]. Congestion occurs in a network when the QoS 

of the network deteriorates due to the fact that the node or link is carrying so much 

data. It can result in packet loss, queuing delay or increase/decrease in the networks 

throughput. In many cases, single parameter cannot accurately detect congestion [10]. 

Parameters should be selected relating to some factors such as network structure, 

application, and traffic nature, and used data rate. In recent works, many congestion 

detection mechanisms in WSNs are used and tested, mentioning occupied queue 

length, packet service time, packet interval and packet service time, packet drop at the 

sink node, queue length and channel state (In [3], Table 2 shows the values of the 

parameters the authors used in simulations). There is a need for a new congestion 

detection mechanism that incurs low cost in terms of energy and computation 

complexity.  

 

Table 2. Parameters 

Parameter Value 

Number of Sensors 100 

Transmission 

Range 

30m 

Data Packet Size 33 bytes 

Transmission 

power 

5.85e-5 watt 

Receive Signal 

Threshold 

3.152e-20 watt 

Control Packet Size 3 bytes 

Number of Queues 3 

Size of each Queue 10 packets 

 

Two types of congestion occurs in WSN, node level congestion which occurs within 

a particular node. It is caused by buffer overflow in the node and can result in packet 

loss, and increased queuing delay [7]. This type of congestion can lead to increase in 

queuing delay, packet loss and retransmission of packet which consumes energy. Link 

level congestion occurs when multiple active sensor nodes within same range attempt 

to transmit packet simultaneously [7]. As a result of collision, packets may fail to reach 

the next hop when transmitted. This type of congestion increases packet service time 

and decreases both link utilization and overall throughput and wastes energy at the 

sensor node. Both the node and link level congestions can occur at the same time 

thereby having a direct impacts on the network performance and energy efficiency. 

Figure 3 shows the scenario in which congestion occurs. 

 
Buffer Overflow                                                   Link collision  

 

 

 

 

 Figure 3. Congestion in wireless sensor networks. 
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Most of the algorithms have been based on some congestion control metrics in order 

to appraise the performance of their protocols. Some of the common metrics used by 

the congestion control protocols are: throughput, packet delivery ratio, packet loss rate, 

fairness, end-to-end delay, hop-by-hop delay, energy consumption, network lifetime, 

and buffer size. 

 

a. Throughput: Is a parameter used to define the sum of the number packets 

per unit time successfully received by the sink node. To achieve an efficient 

algorithm, the value of the throughput received should be high.  

b. Packet delivery ratio: This parameter is used to measure the number of 

packets delivered to the sink divided by the total number of packets 

generated by the source nodes. When the packet delivery ratio is nearly 

100%, it means the algorithm is efficient. This parameter is mostly used 

metric in WSNs.  

c. Packet loss rate: This is define as the as the rate at which packets are loss 

or dropped due to buffer overflow divided by the total number of packets 

delivered to the sink node. 

d. Fairness: It refers to the degree of variation in data sending rate. An 

algorithm that achieves fairness in all the source nodes transmitting packets, 

the protocol is desirable. 

e. End-to-end delay: This parameter is used to measure the time taken by a 

packet when it was generated by the source node to the time taken to reach 

the sink node. High delay indicates there is congestion due to retransmission 

of packets while low delay indicates increased performance. 

f. Hop-by-hop delay: It measures the efficiency of the algorithms in terms of 

congestion. 

 

g. Energy consumption: It measures the quantity of energy consumed by the 

sensor nodes in transmission of packets, receiving packets and forwarding 

of the packets in the WSN. When the value of energy consumption is low, it 

means the algorithm achieves high energy efficiency which is good for the 

protocol. 

h. Network lifetime: This parameter is a function of energy wasted on 

transmission of packets in WSN. 

i. Buffer overflow: It is based on the queue length or packets reaching the 

specified threshold in the network. 

 

 

2.1. Buffer Occupancy 
 

According to [11], a sensor node regularly checks for the busyness of the buffer and 

its growth trend i.e., congestion is measured through the increment of queue length in 
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nodes. The algorithm here assumes that there is an effective MAC protocol able to 

avoid packet collisions in the medium. One of the demerits of the buffer occupancy is 

that it depends too much on the MAC. If more than one node is sending packets 

concurrently to the same node, there will be collision in the medium and the network 

is not possible to detect congestion. The increment of packets can be calculated by an 

exponential weighted moving average. Basically the length or size of the buffer (queue 

length) can serve as a good indication of congestion because each node has a buffer. 

The size of the buffer can be used as a threshold mentioned in [12] [13] [14] [15], the 

authors assumed that a fixed threshold and the congestion is signaled immediately the 

buffer length exceeds the threshold. Queue building up indicates that the rate of 

incoming packets is greater than the rate of outgoing packets. In [16], authors observed 

that the buffer occupancy cannot be used as a reliable indication of congestion. The 

authors illustrated it by performing a simulation in NS2 (network simulator 2) using 

IEEE 802.11 arguing that the detection delay is not responsive enough especially in 

the event-driven sensor networks to provide accurate and efficient congestion control. 

A sensor node consists of limited sized buffers in WSNs due to memory limitation. 

The packets are dropped due to excessive incoming traffic as the network load 

increases. In WSNs, if the number of source nodes is increased, contention level is also 

increased because contention level is controlled by network buffer size [17]. The 

buffer occupancy serves as a temporary storage for the data packets. When the current 

nodes in the buffer are being processed, the next packet is waiting and getting ready 

for processing. The number of non-empty queues can indicate the level of the 

congestion hence buffer plays an important role in storing the packets temporarily in 

queue. When the link layer chooses to retransmit packets, the link contention will be 

reflected through the buffer occupancy and when congestion occurs, the number is 

larger than zero (0) and the number increases with network load [18]. 

 

 

2.2. Channel Utilization 
 

Channel utilization simply describes the channel usage and if the channel load exceeds 

a certain threshold, it indicates congestion. In [6], authors mentioned that a sensor node 

is triggered to measure the channel loading when its buffer is not empty. Their 

algorithm detects congestion by counting and taking actions when the packet delivery 

ratio decreases drastically while the channel load reaches the maximum achievable 

channel utilization or time for the transmission of a single packet exceeds some 

predefined threshold. In [19], the channel utilization gives updated information about 

how busy the channel is, and the interference of the surroundings which reveals 

whether the channel is ready to transmit and receive data without resulting in 

congestion. A sensor node consumes high portion of energy in listening to the channel 

and hence degrades the sensor network. In [16], authors proposed a sampling scheme 

which monitors the channel only at the appropriate time to minimize the energy cost 

while accurate conditions are being estimated. 

The channel utilization measures the activities in the channel caused by wireless 

transmission. The channel monitoring is activated by the node when it receives a 

packet to forward. The channel can have a specific value to respond to indicate whether 

the channel is either occupied or empty. The frequency of busyness returned by the 

sampling function reflects the level of occupation of the wireless channel [10] [16]. 

Channel load that is high does not really mean that the current node is affected but 
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indicates that an activity is going on in the channel. The throughput can be used in the 

channel measurements because it quantifies the number of successful packets 

transmitted. Although channel utilization can solve the issue of congestion in the 

buffer, the disadvantage is that it cannot react quickly when buffers are fully occupied 

which causes indiscriminately dropping of packets. 

 

2.3. Queue length and Wireless Channel Load 
 

The queue length and channel load gives a good indication of congestion detection. 

Congestion can be detected either at the buffer occupancy or at the medium [9]. The 

wireless channel load can solve the problem of medium collisions but it cannot solve 

the problem when the buffer overflows and packets are being dropped. In this case the 

buffer occupancy described above can be used here to solve the problem and also 

algorithm can be used to measure congestion through the traffic intensity. When the 

packet collision rate in the MAC increases and after unsuccessful retransmission, 

packets are dropped. In obtaining an accurate congestion detection generated from 

high-rate traffic, a hybrid approach should be considered [9]. This method has been 

adopted and used by most researchers because comparing to other methods, it is easy 

to implement and it consumes less power. 

 

 

2.4. Packet Transmission Time 
 

The packet transmission time refers to the time difference between packet transmitted 

at the MAC layer and its transmission time [9]. The packet transmission time is 

actually performed based on the queue length and it continuously adjusts the rate of 

the incoming packets. However, the demerit of a packet transmission time is that it 

depends on the behavior of the wireless medium meaning that packets can be dropped 

for other reasons such as environmental factors or physical factors. In [5], the 

algorithm uses packet service time; time duration required to process one packet at the 

node and packet inter-arrival time; time interval between two sequential arriving 

packets either from the source or from the transit traffic. Whenever the packet service 

time exceeds the packet inter-arrival time, the queues build up and packets will equally 

be delayed. In this case, the packet delivery time can be taken into considerations 

because it is the time take for a packet to go from a buffer node to the next buffer node. 

According to [8] packets can be lost in various ways when congestion occurs. We 

can classify them as follows: 

 Type I: Packets are lost when the transmitting node is far from the receiving 

node thereby causing attenuation of signal before it reaches the receiver.  

 Type II:  Interference occurring at the listening node that is within the range 

of the transmitting node when more than one sensor mote is transmitting 

simultaneously. 

 Type III: Self interference at the receiver due to multipath-effects, Rayleigh 

fading. The node’s transmission interferes with itself at the receiver.   

 Type IV: dropping of packets due to buffer overflow.  
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Type I and III are depended on the exact location in which the sensor nodes are 

deployed and as well their environment. Type IV loss occurs due to congestion within 

the network. 

Congestion detection mechanisms can be summarized in Figure 4. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Figure 4. Congestion detection mechanisms. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Congestion Detection 

Channel 

Utilization 

Buffer 

Occupancy 

and 

Wireless 

Channel 

Load 

Packet 

Transmission 

Time 

Buffer 

Occupancy 



16 

 

 

 

3. CONGESTION NOTIFICATION MECHANISMS 
 

When congestion occurs and after it has been detected, the congestion notification 

sends message to the neighboring nodes and upstream nodes informing them about the 

congestion. The source nodes can make further analysis and take appropriate measures 

against what caused the congestion. The notification information can be single bit 

binary information sent in form of a congestion notification (CN) bit in the packet 

header. The congestion index related measurements can include buffer occupancy 

level, packet service time to packet inter-arrival time ratio [16] [19]. The general 

network model is shown in Figure 5, it describes how the sensor nodes communicate 

with each other [3]. 
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Figure 5. Network model. 

 

From Figure 5, a many-to-one convergent traffic in the upstream direction is 

considered where the sensor nodes are randomly deployed in a precise area and 

generates continuous data to the base station. Each sensor nodes transmits its routed 

data and as well transmits its children data to the base station. So in this case a sensor 

node can at any given time behave both as the source node and as well as an 

intermediate node (forwarding node). When a sensor node has offspring nodes and 

transmits its data in an upstream direction, it is a source node and as well an 

intermediate node. Its immediate upstream node is called its parent node; the parent 

node can be defined as a node to which a packet destined for the base station is to be 

transmitted while the offspring node is known as the child nodes. On the other hand, a 

sensor node is only a source node if it has no offspring nodes, it has only source traffic.  

As shown in Figure 5, node B has three children, node D has two children, node H 

has one child and node I doesn’t have any child node. The number of child nodes for 

a parent node 𝑖 can be denoted as 𝑁(𝑖). For each node in the network, there is a single 

path to reach to the base station. Node A and node B painted in red color has a high 

probability of being congested due to they have more child nodes (offspring nodes) 
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transmitting data and also several traffics including themselves. The rest of the node 

colored in light green can suffer from congestion due to the node traffic while the white 

nodes have least possibility of node level congestion. Each of the nodes can sense 

different types of data at the same time and send the data to the base station because 

all nodes have in them the same number of different sensor boards mounted on a single 

radio board. Carrier sense multiple access with collision avoidance (CSMA/CA) is 

implemented in MAC layer and the route to the base station is established by using 

some efficient routing protocol.  

In conclusion, the distance between a node and a base station may exceed the 

transmission range so relaying by intermediate nodes is performed in order for the data 

to finally reach its destination which is the base station. When a routing tree is formed, 

it is formed in such a way that each node knows the exact next hop node to which a 

packet should be forwarded in other to reach its destination i.e., the sensor node 

transmits its data upstream from the child node to the parent node then to the base 

station. If the child node gets its parent node within its transmission range, the parent 

node also gets the child node within its transmission range so the link between them is 

bidirectional.  

In this case, when congestion eventual happens the neighboring nodes and as well 

the child nodes will be informed about the congestion so as to stop sending packets 

until the appropriate actions  have been taken. 

 

 

3.1. Implicit Congestion Notification 
 

In implicit congestion notification (ICN) the transmission of an additional message is 

avoided when the network is already congested. When congestion happens, the 

notification will be triggered informing that the number of forwarded packets has 

exceeded the threshold. The nodes will always listen to the parent nodes to hear 

notification information which already has the congested information piggybacked in 

the header as the case of PCCP [5]. When the sensor nodes receive or overhear such 

packets, the sensor nodes can access the piggybacked information. The implicit 

congestion notification is used mostly by the congestion control protocols because it 

avoids the addition of extra packets to the network when congestion occurs. 

 

 

3.2. Explicit Congestion Notification 
 

Explicit congestion notification (ECN) is a special control packet that warns its 

neighboring nodes about congestion. It has been proven in [1] that use of explicit 

congestion notification consumes a lot of power because the control packets are sent 

by congested nodes to the rest of the nodes to inform them about congestion. ECN uses 

a special control messages and it introduces additional overhead therefore fewer 

congestion control protocols uses this method. Referring to Figure 5, the intermediate 

sensor nodes will send out notification message upstream towards the source node 

when congestion occurs. The node that receives the information will continue 

broadcasting the message until it reaches every nodes. 

Congestion notification mechanisms can be summarized in Figure 6.  
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 Figure 6. Congestion notification mechanisms. 
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4. CONGESTION CONTROL MECHANISM 
 

Congestion control is important to avoid congestion and also to improve the network 

quality and performance immediately after congestion. The easiest way of avoiding 

congestion is to simply stop sending packets into the network, or decrease the rate at 

which packets are being sent. The congestion control mechanism monitors and detects 

congestion with the aim of conserving energy. It also requires that sensor nodes limit 

their flow to their next-hop neighbors and help them to deal with congestion. 

Immediately the congestion notification is received at the nodes, the control loop for 

congestion avoidance is initiated and the sensors are updated with the congestion 

mitigation decision in order to ease down the network congestion [19].  

The rate adjustment uses hop-by-hop method for controlling congestion. It can 

regulate the transmission rate of the congested sensors when the sensor nodes are 

notified of the congestion. In [3], authors made use of the packet service ratio, the 

output rate of a node is controlled by adjusting the scheduling rate, in which case 

congestion could be avoided. Exact rate adjustment and additive increase 

multiplicative decrease (AIMD) schemes can be used for rate control. In [5], the 

congestion degree is used in a way to know how much to increase or decrease their 

rates, rate adjustment becomes possible. In [20], the rate adjustment schemes are 

classified as either centralized or distributed. In centralized rate adjustment, it is only 

at the sink node where the control decisions are made. In distributed rate adjustment, 

the control decisions are made at each hop of the network. 

In [8], fairness can be achieved when over a period of time, the number of packets 

received from each node in the network is approximately the same. The mechanisms 

common and used in both algorithms are per-child packet queues and per-child sub 

tree size. 

 

a. Per-child Packet Queues: Here, a field in each packet header holds the 

identifier of the last hop node to allow insertion of the received packet into 

the corresponding queue. First-In-First-Out (FIFO) queues are implemented. 

Queues are created at the transport layer for storing packets from each child 

and additional one for packets that are generated by the node itself. 

 

b. Per-child Sub tree Size: A variable for each child node to store each of their 

sub tree sizes is allocated. The sub tree size can be obtained from the in-

network aggregation of data. Algorithm used to implement can be 

probabilistic selection and Epoch-based proportional selection. 

 

The authors in [8] explained that the sub-tree size of a child node can be obtained 

by its parent in the following way: the transmitting node of a sub-tree size is stored in 

the packet header by that node and upon receiving a packet from the child node, it 

reclaims and store the sub tree size recorded in the packet header. When transmitting 

a packet the sum of all children’s nodes sub tree sizes are stored and one is added to 

the sum if the node itself generates data. As shown in Figure 5, nodes M and N will 

record sub tree sizes of one in the packets transmitted by them and node G stores these 

sizes. When node G transmits packets to node A, it records 𝑆𝑢𝑏𝑡𝑟𝑒𝑒 𝑠𝑖𝑧𝑒(𝑀) +
𝑆𝑢𝑏𝑡𝑟𝑒𝑒 𝑠𝑖𝑧𝑒(𝑁) +  1 = 3 in the packet header. The network learns more about 

packet itself when the sub tree sizes are stored in the packet headers which is important 
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since the numerous nodes are likely to randomly scattered over an area and difficult to 

manually configure.  

In [4] the congestion control schemes can focus on MAC layer or on both MAC and 

network layer which will be presented accordingly. 

 

a. MAC Layer Schemes 

 

Carrier sense is an important part of MAC layer and from the experiment carried out 

by Jamieson et al [21] it was found out that a well-informed MAC is extremely 

important for WSNs to achieve power and storage efficiency while a bad MAC will 

increase the packet loss ratio and cause high buffer overflow. Also the carrier sense 

can be enhanced p-persistent carrier or enhanced CSMA. The enhanced p-persistent 

carrier sense is designed for wireless network. Its operation consumes little energy and 

storage and also tries to achieve fairness in WSNs by introducing parameter to check 

whether to send or suspend sending packet [4]. The throughput here can significantly 

increase. In the enhanced carrier sense multiple access (E-CSMA) a learning approach 

is added to improve the performance of CSMA by adding and to foresee the 

expectation of a successful reception between the nodes and its neighbors [22]. Using 

this scheme, the network has to be steady in other for the E-CSMA to reduce the impact 

of hidden terminal problem with low energy consumption. As the network topology 

changes, the send decision will cost a lot of energy.  

 

b. MAC and Network Layer Schemes 

 

In this scheme the MAC layer could help more in the packets collision in the medium. 

If the packet generation rate is adequately small, transmission of packets 

simultaneously becomes independent of the rate. In [23], authors shows that at the 

MAC layer, the probability that a node gets access to the medium depends on its cost. 

The routing decision is made at the routing layer and the decision is based on the hop 

count. An algorithm has been proposed based on the random access MAC, which is 

within the framework of network utility maximization (NUM). According to [24], the 

main aim of NUM is to transfer the non-convex and non-separable primal formulations 

of the problem into a decoupled and dual-decomposable convex formulation. The 

formulation obtained by the algorithm can help to determine an optimal data rate for a 

node to achieve the aggregated maximized utilization of the resource. Congestion in 

the MAC layer can be reduced by performing phase shifting which is achieved by 

introducing slight jitters at the data link layers. 

 

 

4.1. Traffic Control 
 

This method controls congestion by adjusting the traffic rate at the source nodes or the 

intermediate nodes [25]. According to [26], traffic control in wireless sensor networks 

can be of two approach based on their control behavior; end-to-end and hop-by-hop. 

The end-to-end results to a slow response and relies mainly on round trip time (RTT) 

because it simplifies protocol design at the intermediate nodes and imposes exact rate 

adjustment at each source nodes. The source node is required to cache all the packet 

information and retransmission is done when there is packet loss. Congestion is 

flagged when acknowledgements are received and the end-to-end mechanism solely 
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relies on the node to detect congestion. On the other hand, the hop-by-hop control is 

energy efficient and has a faster response and retransmission is done if packet 

reliability is required. In hop-by-hop, the retransmission requires that an intermediate 

node cache the packet information in its memory and the mechanism makes sure that 

every node along the path monitors the buffer overflow. It controls the data load that 

is injected in the network when the traffic demand exceeds the capacity of network 

resources leading to congestion. Traffic control may follow a window based approach 

in which the sender seeks for the availability of the network bandwidth by slowly 

increasing a congestion window. When resource control is not applicable, the traffic 

control method is more effective but the information fidelity at the sink might degrade 

to some extent. Different protocols have been proposed for congestion control in 

wireless sensor nodes and most of the protocols is reviewed below accordingly.  

Adaptive rate control (ARC): In [27], the authors implemented a protocol which 

acts an LIMD-like (linear increase and multiplicative decrease) algorithm. It monitors 

how packets are injected into the stream as well as route-through traffic. In ARC, when 

the intermediate node receives feedback that the packets it sent previously are 

successfully forwarded upstream to the sink node by its parent node, its sending rate 

will be increased by a constant α. Otherwise the sending rate will be multiplied by a 

factor β where 0 < β < 1. ARC tries not to use control messages and therefore does 

not use explicit congestion detection or explicit congestion notification. Fairness is 

improved when ARC is used and it is energy efficient congestion control algorithm for 

wireless sensor network. However the coarse rate adjustment introduces packet loss 

and could delay the control and as well reduce the transmission rate. 

Congestion detection and avoidance (CODA): In [6], the authors implemented an 

open-loop, hop-by-hop backpressure mechanism and a closed-loop, multi-source 

regulation mechanism in event-driven WSNs. CODA detects congestion based on 

buffer occupancy and channel load for measuring node and link level congestion. 

When congestion occurs, the congested sensor nodes send backpressure messages to 

their neighboring nodes which may drop packets, reduce their sending rate and further 

propagate backpressure messages. The source node must receive a continuous stream 

of ACKs from the base station in order to sustain that rate if the sending rate of a source 

node is greater than the preset threshold. Using this mechanism the base station may 

reduce the rate at which it sends source node based on deciding how many ACKs to 

broadcast. CODA makes use of the Additive Increase Multiplicative Decrease coarse 

rate adjustment. Fairness is guaranteed in the congestion control and inevitably leads 

to the existence of packet loss. In CODA, control packets such as ACK and 

backpressure consume additional energy of the sensor nodes. When data transmission 

rate are being regulated, the sink node transmits ACK packets towards the nodes. 

Enhanced congestion detection and avoidance (ECODA): In [14], ECODA 

incorporated three mechanisms in detecting congestion in wireless sensor networks. 

The first mechanism uses dual buffer thresholds and weighted buffer differences for 

congestion detection. The second mechanism uses flexible queue schedulers which 

can dynamically select then next packet to send according to channel loading and 

packet priority when congestion happens. ECODA assigns two priorities to every 

packet; static and dynamic priority. If the queue is almost full, it drops low priority 

and it provides fairness. In the third mechanism, it uses the bottle neck node based 

source sending rate control and multipath loading balancing which can adjust the 

sending rate dynamically and more accurately. It also addresses the issue of transient 

congestion and persistent congestion. In the transient congestion, hop-by-hop implicit 
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backpressure is used while in the case of persistent congestion, the bottle neck node 

based source is used.  

Fusion: In [28], fusion detects congestion by measuring the queue length. Once 

congestion is detected, the node which is responsible for detecting the congestion sets 

a congestion notification bit in the header of each outgoing packet. Immediately the 

congestion notification bit is set, the neighboring nodes will overhear the notification 

and stop forwarding packets to the nodes which are congested so that it can finish 

processing the excess packets. This non-continuous rate adjustment could decrease the 

link utilization of the channel and as well as fairness, although Fusion has a mechanism 

to lower the rate from the source traffic and also a prioritized MAC algorithm design 

in order to provide priority in medium access reducing the amount of buffer drops and 

to improve fairness. Fusion uses source rate limiting whenever the parent of a node 

sends a certain amount of packets to it which accumulates one token and when the 

token is more than zero, a source nodes sends packet. Congestion is controlled by 

combining three techniques; (i) hop-by-hop flow control, (ii) source rate limiting, and 

(iii) prioritized MAC. It achieves good throughput and fairness.  

Fairness aware congestion control (FACC): In [29], the authors proposes a 

congestion control protocol which optimizes throughput, energy efficiency and 

fairness by providing fair bandwidth allocations for each data flow. FACC is a rate-

based protocol that provides both congestion control and fair bandwidth allocation for 

each data flows. It divides the intermediate nodes into near source and near sink based 

on the application and QoS requirements. Near source nodes are nodes which are 

closer to source and it maintains state of each flow and allocates a weighted fair rate 

to passing flows based on the available bandwidth. Near sink nodes are nodes closer 

to the sink and it drop packets based on some probabilistic algorithm. The sink node 

drop packets when congestion occurs, in this case there is buffer overflow and a 

message is sent to the source node informing of the congestion while the source nodes 

maintain the flow of the packets. When there is change of flow, lime weight 

probabilistic dropping algorithm is used. Hit frequency and buffer occupancy are used 

to decide on how packets are being dropped. When there is packet loss, nodes closer 

to the sink sends a warning message to the nodes closer to the source and some rate 

adjustments are performed.  

Congestion control and fairness (CCF): In [8] [30], the authors implemented a 

protocol that uses packet service time to analyze the service rate which is accessible 

and congestion is detected in each intermediate sensor node. CCF is a distributed 

congestion control algorithm that assigns a fair and efficient transmission rate to each 

node. The congestion information is implicitly reported which usually include the 

packet service time in CCF. In CCF, hop-by-hop manner approach is used in control 

of congestion and each node uses exact rate adjustment based on its available service 

rate and child node number. The protocol guarantees simple fairness. It means that 

each node receives the same throughput. However the disadvantage in CCF is that the 

rate adjustment depends only on the packet service time which could limit the link 

utilization when some sensor nodes do not have enough traffic or there is a significant 

packet error rate (PER). Congestion control is independent of the underlying routing 

algorithm and is designed to adapt to changes in the underlying routing topology. It 

reduces oscillation and provides stability. 

Congestion control from sink to sensor (CONSISE): In [31], the authors proposes 

a congestion control method that uses explicit downstream. When congestion occurs 

depending on the congestion level in the environment, CONSISE adjusts the rate of 
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transmission downstream at each sensor nodes in order to utilize the available network 

bandwidth. The most important aspect of CONSISE is that it provides large 

performance benefits and the approach is scalable and easily implemented with 

efficient usage of resources with minimal overheads. The notification information is 

piggybacked when the nodes receives a packet from the upstream node and transmitted 

to the next node. An explicit feedback is given to the upstream node with the node 

specifying its transmission rate at the expiration of a periodic timer. 

Congestion avoidance, detection and alleviation (CADA): In [11], the authors 

implemented a scheme in WSNs. It ensures high data transmission and optimizes 

energy consumption in case of congestion. CADA detects congestion using buffer 

occupancy and channel utilization. It gives better throughput, energy consumption and 

end-to-end delay because CADA can alleviate congestion dynamically using traffic 

control and source control at the node. In using the resource control method, it exploits 

available resource network.  

The protocols are summarized in Table 3 showing the advantages and disadvantages 

of each of them. 

 

Table 3. Traffic control protocol 

Protocol Basic idea Advantages Disadvantages 

ARC [27] Monitors the 

injection of 

packets into the 

stream as well as 

route-through 

traffic and locally 

generate traffic. 

It does not make 

use of the control 

messages. 

Introduces packet 

loss and could 

delay the control 

and as well reduce 

the transmission 

rate. 

CODA [6] Makes use of 

open-loop, hop-

by-hop 

backpressure 

mechanism and a 

closed-loop, multi-

source regulation 

mechanism in 

event-driven 

WSNs. 

It reduces the 

energy flow with 

low fidelity and it 

is energy efficient. 

The control 

packets such as 

ACK and 

backpressure 

consume 

additional energy 

of the sensor nodes 

and inevitably lead 

to the existence of 

packet loss. 

ECODA [14] Uses dual buffer 

thresholds and 

weighted buffer 

differences for 

congestion 

detection. 

It provides 

fairness, improved 

throughput and 

energy efficient. 

Unable to recovery 

packets which are 

lost. 

Fusion [28] Detects congestion 

by measuring the 

queue length and 

performs 

contention period 

reduction. 

It achieves good 

throughput and 

fairness. 

Both fair and 

energy efficient 

nodes cannot be 

guaranteed and the 

transmission rate 

difficult to find the 

threshold value. 
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FACC [29] Each active flow is 

given a fair share 

of available 

bandwidth 

according to the 

rate it generates 

packets.  

Optimizes 

throughput, energy 

efficiency and 

fairness by 

providing fair 

bandwidth 

allocations for 

each data flow. 

When there is 

change of flow, 

lime weight 

probabilistic 

dropping 

algorithm is used. 

CCF [8][30] Hop-by-hop 

manner approach 

is used in control 

of congestion and 

each node uses 

exact rate 

adjustment based 

on its available 

service rate and 

child node number. 

Uses packet 

service time to 

deduce the 

available service 

rate and therefore 

detects congestion 

in each 

intermediate 

sensor node. It is a 

distributed 

congestion control 

algorithm that 

assigns a fair and 

efficient 

transmission rate 

to each node. 

The rate 

adjustment in 

relies only on 

packet service time 

which could lead 

to low utilization, 

increased 

retransmission and 

queuing delay. 

CADA [11] detects congestion 

using buffer 

occupancy and 

channel utilization 

It gives better 

throughput, energy 

consumption and 

end-to-end delay. 

The protocol does 

not guarantee 

fairness. 

CONSISE [31] Sensor nodes 

adjust the rate of 

transmission 

downstream at 

each sensor nodes 

in order to utilize 

the available 

network 

bandwidth. 

Easy to implement 

and improves 

performance low 

overheads. 

It goes to the 

opposite way by 

controlling 

congestion from 

sink to sensor. 

 

 

4.2. Resource Control 
 

When the network experiences congestion, the affected ones take advantage of 

redundant deployment of nodes in the network and the data packets follow alternative 

paths which are not congested in order to be forwarded to the sink. This method 

alleviates congestion by exploiting available network resources to transiently 

accommodate the traffic surge [11] [25]. The data reporting at the source node is not 

affected when using the resource control method, so the information fidelity is still 

maintained at the sink. Using resource control method, nodes cannot decide which 
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flow should be rejected and whether other nodes should be randomly selected to reject 

flows [9]. Some of the resource control protocols are presented below. 

Dynamic alternative path selection (DAIPAS): In [32], the authors proposes a 

novel scheme that bases its operation on a shared tree that begins from the sink. It uses 

a flag decision algorithm which takes into account several factors in order to choose 

the most appropriate path. It lowers the networks congestion probability by utilizing 

the soft-stage scheme technique to serve only one flow. However if congestion cannot 

be avoided using the soft-stage scheme, DAIPAS also introduced the hard-stage 

scheme which attempts to force data flows to change their routing path in order to 

avoid congestion.  

Topology aware resource adaptation (TARA): In [25], the authors implemented a 

protocol that detects congestion using the buffer occupancy and channel load. It 

focuses on the extra network resource adaptation and alleviating intersection hot spots 

in case of congestion. It also makes use of merger and distributed nodes to alleviate 

congestion. In this case, the traffic coming from the hotspot between the original path 

and the detour path the distributor distribute the flows while the merger merges the 

two flows. TARA cannot be used for large-scale sensor networks because it needs the 

knowledge of the whole network topology.  

Adaptive duty cycle based congestion control (ADCC): In [33], the authors 

implemented a protocol that detects congestion by using both traffic control approach 

by reducing the packet transmission rate of sending node and resource control 

approach by increasing packet reception rate of the receiving node. It is an energy 

efficient congestion control scheme based on MAC protocol which is implemented 

over a duty cycle for congestion avoidance in wireless sensor networks. If the 

congestion degree is above threshold, it notifies child nodes to adjust the transmission 

rates and if the congestion degree is below a certain threshold, adjusts its own duty 

cycle to reduce congestion. It is done based on congestion degree. 

Learning automata-based congestion avoidance scheme (LACAS): In [34], the 

authors proposed a protocol which uses automation in regulating the incoming rate on 

the nodes possibly keeping the data packet arrival rate and data packet service rate 

equal in all intermediates nodes. When congestion is detected LACAS uses the 

intermediate node to rely the some part of the congested traffic and number of packets 

dropped is considered to be optimal action. The authors made an important feature of 

LACAS which learns from the previous behaviors of the nodes and controls congestion 

efficiently.   

Content-aware cross layer wireless multimedia communications in sensor 

networks (WMSN) congestion control protocol (WCCP): In [35], the authors propose 

a new congestion control scheme which considers the characteristics of multimedia 

content. The protocol uses a source congestion avoidance protocol (SCAP) in the 

source nodes, and a receiver congestion control protocol (RCCP) in the intermediate 

nodes. SCAP on the other hand uses group of picture (GOP) size prediction in 

congestion detection in the network, and avoids congestion by distribution of the 

departing packets from the source nodes and adjusting the sending rate of source 

nodes. RCCP makes an observation and monitors the queue length of the intermediate 

nodes in detecting congestion in both monitoring and event-driven traffics. However, 

WCCP keeps the I-frames and ignores the other less important frame types of 

compressed video, in the congestion situations for improvement of the received video 

quality in base stations. 
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Flock-based congestion control (Flock-CC): In [36], the authors proposed a 

congestion control protocol which utilizes the birds’ behavior to design a robust, 

scalable and self-adaptive control. Flock-CC utilizes swarm intelligence which is 

successfully employed to combat congestion by imitating the collective behavior of 

bird flocks where packets are modeled as birds flying over a topological space. The 

idea behind this protocol is to ‘guide’ packets (birds) to form flocks and fly towards a 

global attractor (sink) throughout the flow avoiding obstacles (congested regions). The 

direction of the motion is altered by two conditions; (1) repulsion and attraction forces 

exercised by neighboring packets and (2) the gravitational force in the direction of the 

sink. Flock-CC is robust involving minimal information exchange and dynamically 

balances the existing load by examining the available network resources and moving 

packets to the sink. It improves the packet loss, energy consumption and packet delay. 

Hierarchical tree alternative path (HTAP): In [37], the authors proposed a hop-by-

hop scheme that controls congestion by forming dynamic path alternative paths to the 

sink. HTAP detects congestion by using queue length and ratio of outgoing rate to the 

incoming rate. Each node creates and updates its neighbor node in the topology control 

scheme. When congestion occurs in the WSNs HTAP reroutes the surplus traffic to 

the sink using the alternative paths and the alternative path consists of nodes which are 

not present in the original path. Also in this protocol a hierarchical tree is produced in 

which the root node is the source node. The powerless nodes inform the neighboring 

nodes about the situation happening whether there is congestion thereby updating the 

paths. The idea in HTAP is that it is simple, efficient and achieves scalable resource 

control.  

Congestion-aware and rate-controlled reliable transport (CRRT): In [38], the 

authors implemented a hop-by-hop and end-to-end upstream reliable protocol for 

WSNs. It uses MAC layer retransmission method efficiently to increase the hop-by-

hop reliability and packet loss. When the packet is dropped due to hotspot or the sender 

does not receive ACK then the packet is retransmitted. CRRT uses both the ACK and 

NACK schemes to know when to transmit or stop transmitting data and also to know 

when packet is loss. It achieves high reliability but consumes high energy. 

Summary of the resource control protocols with the advantages and disadvantages 

is shown in Table 4. 

 

Table 4. Resource control protocol 

Protocol Basic idea Advantages Disadvantages 

DIAPAS [32] It uses a flag 

decision algorithm 

which takes into 

account several 

factors in order to 

choose the most 

appropriate path. 

It creates 

simplicity and 

minimum 

overhead. 

Not energy 

efficient. 

TARA [25] Uses different 

traffic 

multiplexing 

strategies 

depending on the 

topology.  

Detects congestion 

using the buffer 

occupancy and 

channel load. 

Focuses on the 

extra network 

resource 

Cannot be used for 

large-scale sensor 

networks because 

it needs the 

knowledge of the 

whole network 

topology. 
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adaptation and 

alleviation. 

ADCC [33] Adjusts its own 

duty cycle to 

reduce congestion. 

It is done based on 

congestion degree. 

 

It is an energy 

efficient 

congestion control 

scheme based on 

MAC protocol 

which is 

implemented over 

a duty cycle for 

congestion 

avoidance in 

wireless sensor 

networks. 

Uses constant 

threshold which 

causes high energy 

consumption in the 

network, and link-

level congestions 

are not taken into 

consideration. 

 

LACAS [34] Uses automation in 

regulating the 

incoming rate on 

the nodes possibly 

keeping the data 

packet arrival rate 

and data packet 

service rate equal 

in all intermediates 

nodes. 

Learns from the 

previous behaviors 

of the nodes and 

controls 

congestion 

efficiently.   

 

Does not consider 

link-level 

congestion and 

consumes high 

energy. 

WCCP [35] Uses a Source 

Congestion 

Avoidance 

Protocol (SCAP) 

in the source 

nodes, and a 

Receiver 

Congestion 

Control Protocol 

(RCCP) in the 

intermediate 

nodes. 

It improves the 

quality of video 

received in the sink 

and as well as the 

network quality. 

Not energy 

efficient. 

Flock-CC [36] Guide packets 

(birds) to form 

flocks and fly 

towards a global 

attractor (sink) 

throughout the 

flow avoiding 

obstacles 

(congested 

regions). 

It improves the 

packet loss, energy 

consumption and 

packet delay. 

 

Fairness is not 

guaranteed. 

HTAP [37] Hop-by-hop 

scheme that 

controls 

Efficient, simple 

and scalable. 

Not energy 

efficient. 
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congestion by 

forming dynamic 

path alternative 

paths to the sink. 

CRRT [38] It uses MAC layer 

retransmission 

method efficiently 

to increase the 

hop-by-hop 

reliability and 

packet loss. 

Increases 

reliability. 

High energy 

consumption. 

 

 

4.3. Queue-assisted Control 
 

Queue control is simply the system used in controlling queue in the buffer to avoid 

congestion and probably indiscriminately dropping of packets. The queue control 

mechanism also focuses on the queue length of the nodes and the additive increase and 

multiplicative decrease is used as a rate adjustment technique to keep the queue length 

as low as possible. It can be a kind of congestion avoidance technique which monitors 

the networks traffic loads and consequently avoid congestion occurring. In this case, 

WSNs nodes can decide when to drop a packet; maybe the packets can be dropped 

when it arrives and finds a full.  The queue management algorithms can be based on 

different criteria. The classification can be classified on the nodes aspect of 

performance as it can improve the high bandwidth delay, loss links or fairness. In the 

aspect of fairness it can use maximum and minimum potential delay. Queue 

management system can be separated into passive queue management (PQM) and 

active queue management (AQM) [39]. In passive queue management, algorithms 

have been developed which knows when the buffer is full or empty and easy to 

implement with less computational overheads whereas in active queue management, 

packet drops are reduced due to preventive measures are taken to manage the buffer 

before it gets full.   

Drop tail can be classified as passive queue management algorithm mechanism 

where packets are dropped from the tail of the queue when queue length exceeds buffer 

length [39]. The traffic is not differentiated in drop tail as it uses the FIFO algorithm 

where the each packet is treated identically. When the queue is filled to its maximum 

threshold and drop tail is in effect, the packets will be dropped until the queue has 

enough room to accept the incoming traffic.  

Drop tail is a simple queue management algorithm because once queue is filled up 

in the buffer, the router begins discarding all additional packets arriving thus causing 

TCP sender to reduce the way packets are being send and this will decrease the 

throughput until the TCP receives the acknowledgement and increases its congestion 

window. Drop tail has some drawbacks like when few connections may monopolize 

the queue space and prevent other flows to enter the queue which causes lock-out and 

queues can become full with any alarm or signal indicating congestion. 

Random early detection (RED) is an active queue management system proposed by 

Sally Floyd and Van Jacobson in other to address the network congestion in a 

responsive manner rather than in a reactive manner. RED was designed for numerous 

purposes like [40]: 
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 Congestion avoidance which aims to control the average queue size by alerting 

the sending host when they should slow down temporarily in transmission of 

packets. 

 Global synchronization avoidance which drops packets randomly prior to 

periods of highest congestion and takes advantage of the congestion control 

mechanism of TCP by decreasing the transmission rate of packets.  

 Avoidance of bias dropping against too much traffic. 

 Bound on average queue length to limit delay. 

 

According to the authors of [39], RED maintains normally low queue depth and the 

router has two thresholds: Minimum and maximum threshold. The average queue 

lengths are computed over a second at a time. The minimum threshold accepts all 

packets until the queues reach THMIN and it drops packets with a linear drop probability 

when the queue is greater than THMIN. In the maximum threshold, all packets are 

dropped with a probability of one when the queue exceeds the threshold. We can 

summarize according to [39] that RED has some basic steps which are: 

 RED defines two threshold for queue size THMIN and THMAX 

 RED computes the average queue size AVG when the packet arrives. 

 If AVG > THMAX, congestion occurs therefore leading to packet dropping. 

 If AVG < THMIN, no congestion. Packets are being queued. 

 

Selection of packet dropping significantly affects the performance of RED. When 

the packet is too small, active packet drops will not be enough to prevent global 

synchronization. When too large, it decreases the throughput and the optimal value 

depends on number of connections. 

The general node model of the WSN is shown in Figure 7 [7]. It shows the queuing 

model at a particular sensor node 𝑖 with single path routing.  

 

                           Source Traffic  

                  Node 𝑖  
 

 

 

 

 

 

 

 

 

 

           Node 𝑖-1                Node 𝑖 +1 outgoing data 

  

Figure 7. General node model. 
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From Figure 7, the originating data starts from the transit node 𝑖 and the data is 

received from its child nodes which is node 𝑖-1 through the MAC layer. The source 

traffic is generated locally; both the source traffic and the data generated by the child 

nodes converge at the network layer i.e. nodes queue at the network layer before being 

forwarded to the node 𝑖+1, which is the parent node of node 𝑖. Sometimes packets 

could be queued at the MAC layer when the total input rate exceeds the packet 

forwarding rate at the MAC layer. Node level congestion usually occurs in this type of 

situation but it can be controlled by either reducing the input rate at which packets go 

to the MAC layer or increase the forwarding rate at which packets gets to the base 

station which can be increased by adjusting the MAC protocols. Some commonly used 

protocols in queue control are presented. 

Decentralized predictive congestion control (DPCC): In [41], DPCC controls 

congestion using adaptive flow and adaptive back-off interval scheme in a hop-by-hop 

manner which jointly acts with energy efficiency and distributed power control. 

Congestion is detected using the queue utilization and channel quality estimator 

algorithm. During congestion, DPCC receiver uses weights associated with flows to 

fairly allocate resources by estimating the traffic of the outgoing flow. In regards to 

the number of neighbor nodes, an adaptive back-off interval is initiated to fairly 

schedule adaptively the packet transmissions.  

Interference aware fair rate control protocol (IFRC): In [18], the authors 

implemented a mechanism designed for distributed rate allocation scheme and uses 

sizes to detect congestion (It detects incipient congestion at a node by observing the 

average queue length). IFRC would fail to ensure traffic oriented weighted fairness 

and maintaining a feasible transmission rate for the diverse data as it considers every 

flow equally.    

Healthcare aware optimized congestion avoidance (HOCA): In [42], the authors 

proposed a congestion control protocol for wireless networks design for healthcare 

applications. It uses active queue management system which avoids congestion in 

routing phase using multipath and QoS aware routing. Sensor nodes are attaches to the 

patient’s body for monitoring and the packets are forwarded from the sensor node to 

the sink. In this protocol, the packets are forwarded and rate adjustments are done 

periodical so that when congestion occur value information is not lost. Two kinds of 

traffic are used in HOCA: sensitive traffic which transfers high priorities packets and 

non-sensitive traffic which transfers normal or low priority packets.  

Queue based congestion control protocol with priority support (QCCP-PS): In 

[15], QCCP-PS detects congestion based on the queue length and as well controls 

congestion with packet priority based on node priority for wireless sensor networks. 

As soon as the queue length exceeds a certain amount of the threshold, the rate at which 

packets are forwarded will be reduced and the rate is increased when the threshold is 

at minimum. The rate adjustment of the nodes depends on its priority index and 

congestion indication. QCCP-PS handles queue more finely and optimizes the priority 

based congestion control by periodically calculating the sending rate of each nodes.  

Grid-based multipath with congestion avoidance routing (GMCAR): In [43], 

GMCAR is an efficient QoS-based routing protocol appropriate for grid sensor 

networks. GMCAR employs the idea of sensor networks field division into grids. In 

each grid, one sensor node will act as the master node which is responsible for 

delivering the data generated by any node in that grid and routing the data received 

from other master nodes in the neighboring grids. For each master node, multiple 

diagonal paths that connect the master node to the sink are stored as routing entries in 
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the routing table of that node. The protocol achieves better utilization, energy saving, 

reduction in the delay and enhancement in the network throughput. 

In [44], the authors presented a new congestion control mechanism which can be 

achieved without large resource requirements and it is relevant for wireless sensor 

networks. The mechanism adjusts the buffer in each node according to the nodes 

transmitting downstream in order to avoid packet drop that is to say that the rate at 

which packets are being forwarded is adjusted to avoid packet drops due to congestion. 

The algorithm used in the mechanism solves the issue of fairness by allocating equal 

bandwidth to the sources. It can also detect congestion preventively and adjust the rate 

at which nodes are transmitted in order to eliminate congestion with minimal loss. It 

achieves throughput but not energy efficient. 

Congestion control protocol based on trustworthiness of nodes in WSNs using 

fuzzy logic (CCTF): In [45], CCTF reduces malfunctioning neighbors’ effects through 

dropping of valueless packets and increases the buffer capacity. Consequently, the 

chance of network congestion reduces. The protocol also includes a proactive 

behavior-based trust estimation which guarantees that only useful received packets are 

accepted even if one or a group of, neighbor nodes misbehave. It increases the buffer 

capacity but increases packet loss. 

Table 5 summarizes the queue-assisted protocols pointing out the advantages and 

disadvantages. 

 

Table 5. Queue-assisted control protocol 

Protocol Basic idea Advantages Disadvantages 

DPCC [41] Controls 

congestion using 

adaptive flow and 

adaptive back-off 

interval scheme in 

a hop-by-hop 

manner which 

jointly acts with 

energy efficiency 

and distributed 

power control. 

An adaptive back-

off interval is 

initiated to fairly 

schedule 

adaptively the 

packet 

transmissions. 

It has a significant 

high drop rate and 

buffer overflow. 

IFRC [18] A mechanism 

designed for 

distributed rate 

allocation scheme 

and uses sizes to 

detect congestion 

(It detects incipient 

congestion at a 

node by observing 

the average queue 

length). 

Maintaining a 

feasible 

transmission rate 

for the diverse data 

as it considers 

every flow equally 

and as well 

allocates fair 

bandwidth. 

It makes a 

threshold 

selection. 

HOCA [42] It uses active 

queue 

management 

system which 

Two kinds of 

traffic are used; 

sensitive traffic 

which transfers 

Non-sensitive 

traffic is much 

affected by 

congestion. 
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avoids congestion 

in routing phase 

using multipath 

and QoS aware 

routing. 

high priorities 

packets and non-

sensitive traffic 

which transfers 

normal or low 

priority packets. 

New congestion 

control mechanism 

[44] 

Adjusts the buffer 

in each node 

according to the 

nodes transmitting 

downstream in 

order to avoid 

packet drop. 

Solves the issue of 

fairness by 

allocating equal 

bandwidth to the 

sources and 

minimizes packet 

drop. It adjusts its 

forwarding rate 

automatically. 

Not energy 

efficient. 

QCCP-PS [15] Detects congestion 

based on the queue 

length and as well 

controls 

congestion with 

packet priority 

based on node 

priority for 

wireless sensor 

networks. 

Handles queue 

more finely and 

achieves low 

packet loss. 

No mechanism for 

treating prioritized 

packets. 

GMCAR [43] An efficient QoS-

based routing 

protocol 

appropriate for 

grid sensor 

networks. 

Achieves better 

utilization, energy 

saving, reduction 

in the delay and 

enhancement in the 

network 

throughput. 

Master node 

selection and 

gridding overhead. 

CCTF [45] Protocol is based 

on trustworthiness 

of nodes using 

fuzzy logic.  

It increases the 

buffer capacity and 

drops valueless 

packets. 

Increase in packet 

loss. 

 

 

4.4. Priority-aware Control 
 

Priority-aware control is done in such a way that the node with higher priority index 

gets more bandwidth while the nodes with the same priority index gets equal 

bandwidth. Nodes with sufficient traffic gets more bandwidth than the one that 

generates less traffic as was done in the protocol of PCCP [5].  If the sink is more 

interested in receiving a detail information on a particular node, that node would be 

assigned a higher priority index and therefore will have higher bandwidth. The priority 

index can be defined in three parameters [46]. 
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a. Static Priority (SP): it is the priority which is assigned to the sensor node 

based on its data value. SP is independent of the location in which the sensor 

nodes are deployed and mainly depend on the specific applications. From 

the architecture provided in [24] the packets which have its data value above 

the threshold are marked as high priority (HP) packets and all other packets 

marked as low priority (LP) packets. In this case when congestion occur the 

packets with HP will still be forwarded to the sink. 

b. Dynamic Priority (DP): it is the priority based on the number of hops 

between the data sources and the sink. A packet which has more hops to 

reach the sink gets higher dynamic priority than packets with fewer hops. 

The DP packets is routed through intermediate forwarder to reach the sink, 

so it is necessary to route the packets to the base station immediately to avoid 

wastage of energy and its priority changes when it travels more hops 

dynamically dropping packets. 

c. Global Priority (GP): the global priority is the relative importance of both 

static and dynamic priority at each node. 

The data priority assignment can be summarized in Figure 8. 

 

 

 

 

 

 

 

 

 

 

Figure 8. Data priority assignment.  

 

In [3], the priority-aware control mechanism can use two types of priorities; inter-

queue priority and intra-queue priority. 

Inter-queue priority: In this type of priority, the sink assigns the priorities for the 

heterogeneous traffic with each packet having its own priority that is simply to say that 

the sink deploys the priority to each node. The service order of the packets is scheduled 

by the scheduler and the queues are being managed based on their priorities. In this 

case, the data packets with higher priority gets higher service rate. Inter-queue priority 

can be described in Figure 9. 

 

 

 

 

 

 

 

 

Figure 9. Inter-Queue Priority. 
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Intra-queue priority: This type of priority makes use of the Intermediate Node (IN) 

to forward the packets to the sink. By examining the source address in the packet 

header, the intermediate node can assign priority between the route data and the 

originating node. The intermediate node serves as the relay node which relays 

information and sends packets received from the originating nodes to the sink. Figure 

10 describes the scenarios of intra-queue priority. 

 

 

 

 

 

 

 

 

 

 

 

 Figure 10. Intra-Queue Priority. 

 

Some of the priority-aware protocols used in wireless sensor networks are reviewed 

below and their mechanisms. 

Priority based congestion control protocol (PCCP): In [1], the authors proposed a 

protocol which employs packet-based computation to optimize congestion control for 

WSN. It defines a new variable, congestion degree as ratio of average packet service 

time over average packet inter-arrival time at each sensor node. PCCP works under 

both single-path routing and multi-path routing scenarios and employs a hop-by-hop 

rate adjustment technique called priority based rate adjustment (PRA) to adjust the 

scheduling rate and the source rate of each sensor node in a single-path routing WSN. 

PCCP utilizes a cross-layer optimization and includes intelligence congestion 

detection according to packet inter-arrival time and packet service time. The current 

level of congestion level of each sensor node is attained through congestion degree. 

The whole data flow generated by a source node will pass through the nodes and links 

along with the single routing path. Sensor nodes learn the number of upstream data 

sources in the sub tree roots and measure the maximum downstream forwarding rate. 

Finally, they calculate the per-source rate based on priority index of each source node. 

PCCP is basically a node priority based congestion control which allows sensor nodes 

to receive priority-dependent throughput. 

Prioritized heterogeneous traffic-oriented congestion control protocol for WSNs 

(PHTCCP): In [3], PHTCCP ensures efficient rate control for prioritized 

heterogeneous traffic by using a node priority based hop-by-hop dynamic rate 

adjustment technique. The protocol uses intra-queue and inter-queue priorities along 

with weighted fair queuing for ensuring feasible transmission rates of heterogeneous 

data. The packet service ratio which is the ratio of average packet service rate and 

packet scheduling rate uses its packet service ratio to measure the congestion level at 

each sensor nodes. PHTCCP guarantees efficient link utilization by using dynamic 

transmission rate adjustment which is controlled by adjusting the scheduling rate. To 

control congestion, the scheduling rate is decreased to the value of packet service rate 

and the higher link utilization is achieved by taking advantage of the excess link 
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capacity. We can say that PHTCCP is energy efficient, feasible in terms of memory 

requirements and provides lower delay. 

Dynamic prediction congestion control (DPCC): In [7], DPCC can predict 

congestion in sensor nodes and dynamically broadcast the traffic on the entire network 

fairly. This protocol is an upstream congestion control mechanism which supports 

single path routing and nodes are supposed to generate continuous data. DPCC 

enhances throughput and reduces packet loss while guaranteeing distributed priority-

based fairness with lower control overhead. This protocol introduces the congestion 

index (Cii) which detects congestion by reflecting the current congestion level at each 

sensor node I determined on its unoccupied buffer size (UBSi) and traffic rate at MAC 

layer. DPCC protocol consists of three components which are introduced with 

responsibility for precise congestion discovery and weighted fair congestion control; 

backward and forward nodes selection (BFS), predictive congestion detection (PCD) 

and dynamic priority-based rate adjustment (DPRA).  

Adaptive compression-based congestion control technique (ACT): In [47], ACT 

uses discrete wavelet transform (DWT), adaptive differential pulse code modulation 

(ADPCM), and run-length coding (RLC) as the compression technique. The ACT first 

transforms the data from the time domain to the frequency domain, reduces the range 

of data by using ADPCM, and then reduces the number of packets with the help of 

RLC before transferring the data to the source node. The protocol introduces the DWT 

which classifies data into four groups with different frequencies and it is used for 

priority-based congestion control. The ACT assigns priorities to these data groups in 

an inverse proportion to the respective frequencies of the data groups and defines the 

quantization step size of ADPCM in an inverse proportion to the priorities. The authors 

have experimentally demonstrate that ACT increases the network efficiency and 

guarantees fairness to sensor nodes, as compared with other existing methods and  it 

also exhibits a very high ratio of the available data in the sink. In the relaying node, 

the ACT reduces the amount of packets by incrementing the quantization step size of 

ADPCM in case of congestion. RLC generates a smaller number of packets for a data 

group with a low priority and in order to facilitate the back pressure, the queue is 

controlled adaptively according to the congestion state. 

Cross-layer active predictive congestion control (CL-APCC): In [48], CL-APCC 

applies queuing theory to evaluate data flows of a single-node according to its memory 

quality, combined with the analysis of the average occupied memory size of local 

networks. It also improves the performance of the networks. CL-APCC evaluates the 

present data change trends of local networks to project and actively adjust the sending 

rate of the node in the next period. In achieving fairness in the network, IEEE 802.11 

protocol was improved based on the waiting time, the number of nodes neighbors and 

the original priority which adjusts the sending priority of node dynamically. Fairness 

is improved as well as the lifetime of networks. 

Fuzzy logical controller (FLC): In [49], FLC estimates the output transmission rate 

of the parent node relating to traffic load traffic parameter (TLP) with an exponential 

weighted priority-based rate (EWPBRC) which then assigns a suitable transmission 

rate based on the traffic load of each child node with considerations given to the 

different amounts of data being transmitted. FLC can control different transmission 

data types adequately and also can achieve the QoS requirements of the system while 

decreasing network resource consumption. Delay and loss probability are reduced. 

Table 6 summarizes the priority-aware control protocols.  
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Table 6. Priority-aware control protocol 

Protocol Basic idea Advantages Disadvantages 

PCCP [1] Utilizes a cross-

layer optimization 

and includes 

intelligence 

congestion 

detection 

according to 

packet inter-arrival 

time and packet 

service time. 

Reduces packet 

loss, provides 

lower delay and 

improves energy 

efficiency. 

Increased in 

retransmission, 

buffer overflow 

and queuing delay. 

PHTCCP [3] Ensures efficient 

rate control for 

prioritized 

heterogeneous 

traffic by using a 

node priority based 

hop-by-hop 

dynamic rate 

adjustment 

technique. 

Guarantees 

efficient link 

utilization, energy 

efficient, feasible 

in terms of 

memory 

requirements and 

provides lower 

delay. 

 

Retransmission 

rate increases. 

DPCC [7] Can predict 

congestion in 

sensor nodes and 

dynamically 

broadcast the 

traffic on the entire 

network fairly. 

Enhances 

throughput and 

reduces packet 

loss. 

Not energy 

efficient.  

ACT [47] Uses Discrete 

Wavelet 

Transform (DWT), 

Adaptive 

Differential Pulse 

Code Modulation 

(ADPCM), and 

Run-Length 

Coding (RLC) as 

the compression 

technique. 

Queue is 

controlled 

adaptively 

according to the 

congestion state 

and also there is 

increase in the 

network efficiency 

and guarantees 

fairness to sensor 

nodes. 

Not energy 

efficient. 

CL-APCC [48] Evaluates the 

present data 

change trends of 

local networks to 

project and 

actively adjust the 

sending rate of the 

node in the next 

period. 

Fairness is 

improved as well 

as the lifetime of 

networks. 

Not energy 

efficient. 
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FLC [49] Estimates the 

output 

transmission rate 

of the parent node 

relating to traffic 

load traffic 

parameter (TLP) 

with an 

exponential 

weighted priority-

based rate 

(EWPBRC). 

Improves the 

quality of network 

service, delay and 

loss probability are 

reduced. 

 

Huge errors are 

observed between 

the input 

transmission rate 

and estimated 

transmission rate. 

 

 

4.5. Transport Control 
 

In addition to some of the reviewed protocols dealing with congestion control, there 

are equally protocols which control congestion at the transport layer which focuses on 

reliability of data transmission. Some of the transport protocols and as well other 

reliable protocols for congestion control will be reviewed below. 

Event-to-sink reliable transport protocol (ESRT): In [12], ESRT monitors the local 

buffer level in intermediate sensor nodes and sets a congestion notification bit in the 

packet when the buffer overflows. If a base station receives a packet whose congestion 

notification bit is set, it broadcasts a control signal to inform all source nodes to reduce 

the sending rate according to certain proportion. ESRT limits sending rate of all source 

nodes when congestion occurs regardless of where the hot spot happens in wireless 

sensor networks. The best way is to regulate those source nodes that are responsible 

for this congestion. Even though it addresses the congestion control issues but none of 

them consider the diverse traffic originated and routed through a single node. It 

achieves fairness but the transmission occurrence can be disturbed by high power 

congestion signal. 

Pump slowly fetch quickly (PSFQ): In [50], PSFQ is a downstream, simple, robust 

and scalable reliable protocol proposed to meet the demands of emerging reliable data 

applications in sensor networks. The idea behind PSFQ is to minimize loss recovery 

cost through localized loss recovery and distribute data from a source node by placing 

data at a relatively slow speed which pump slowly, but allowing nodes that experience 

data loss to fetch or recover any missing segments from their local immediate 

neighbors aggressively. PSFQ includes three protocol components; first is pump 

operation in which packets are being transmitted by the sink node slowly and 

periodically using the sequence number or broadcasting bits to its neighbor until the 

packets are fully transmitted. Second is the fetch operation in which the sensor node 

goes into the fetch mode immediately the sequence number is detected and a NACK 

message is sent out. Third is the report operation in which the sink node gets a 

feedback message on data delivery status by using a hop-by-hop mechanism from the 

sensor node. PSFQ cannot detect loss of single packet because it uses NACK and it 

also suffers large delays. The protocol is energy-efficient because it supports minimum 

signaling thereby reducing the communication cost for data reliability, and 

importantly, it is robust because it is responsive to a wide range of operational error 

conditions found in sensor network. 
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Cross-layer protocol (XLP): In [51], the authors implemented a hop-by-hop 

protocol which uses the cross-layer quick fix between network layer, transport layer 

and medium access layer for congestion control in WSNs and the detection is based 

on the sensor nodes buffer occupancy. The concept of XLP is that it implements 

receiver-based contention, initiative-based forwarding, local congestion control, and 

distributed duty cycle operation to achieve efficient and reliable communication in 

WSNs and also accommodates the functionalities of all layers from physical layer to 

transport layer into a cross-layer protocol. When congestion occurs, the nodes in the 

congested area reduce their transmission rate in order to maintain high network 

utilization.  

Rate controlled reliable transport protocol (RCRT): In [52], RCRT is an end-to-

end rate controlled reliable protocol built for loss-intolerant applications that requires 

transport of data from the source nodes to the sink. It considers heterogeneous nodes 

instead of heterogeneous traffic generated from a single node. RCRT places all 

congestion detection and rate adaptation functionality in the sinks, thereby producing 

a centralized congestion control scheme. Congestion detection is performed based on 

packet loss recovery time and rate allocation is as well performed by the sink. RCRT 

uses AIMD scheme based on loss rate and also NACK scheme loss recovery and 

accepts end-to-end losses which might be caused by transient congestion. 

Sensor transport control protocol (SenTCP): In [53], the authors implemented an 

open loop hop-by-hop protocol which provides congestion control in upstream traffic. 

To access the current local congestion degree at each intermediate sensor node 

SenTCP makes use of buffer occupancy, packet service time and average packet inter-

arrival time and bit ratio. When congestion is detected each intermediate node sends 

out a feedback signal backwards which contains the congestion degree and queue 

length ratio to the neighboring nodes to adjust their sending rate. After the rate is 

adjusted the sensor node can relay the message to the next node informing about the 

updated information. The protocol reduces packet dropping which leads to energy 

efficiency and increased throughput. 

Price oriented reliable transport protocol (PORT): In [54], PORT is a reliable 

upstream transport layer protocol designed to measure the communication cost from a 

node to sink regarding to path loss rate. In this protocol the source node keep updating 

the sink node on the latest information and the sink knows from which node the packets 

originated from. PORT decreases the energy consumption based on two schemes; one 

is based on the sink’s application-based optimization approach that feeds back the 

optimal reporting rates and the other is a locally optimal routing scheme according to 

the feedback of downstream communication conditions. When the network becomes 

congested, PORT demand packets from the less congested nodes in order to save 

energy. PORT employs node price, which is defined as the total number of 

transmission attempts across the network needed to achieve successful packet delivery 

from a node to the sink, to measure the communication cost from a node to the sink 

under the constraint that the sink must obtain enough information. 

Link adaptive transport protocol (LATP): In [55], LATP is a transport layer 

protocol that uses contention degree and feedback information received from the 

network to control congestion. It improves the quality of service performance of the 

network. LATP uses end-to-end rate control scheme based on MAC layer feedback 

node. The protocol makes use of the channel load to estimate the sources link 

contention and the sender controls the rate at which packets are forwarded to the sink 

using an intermediate node which gathers the information of the outgoing packets. 
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Trickle: In [56], trickle uses polite gossip scheme to periodically broadcast meta-

data to the neighbor nodes at time intervals when they it has not heard any similar 

meta-data from other nodes recently. When new meta-data are heard, the sensor nodes 

reduces the rate at which it sends data then an update scan will be sent immediately 

for the gossip to update itself. In other case when the sensor nodes hear same meta-

data from the neighboring nodes, the nodes suppress their own broadcast. The meta-

data are summary codes not the actual code itself. Trickle gives good code propagation 

updates from the downstream nodes through the intermediate nodes using the multi 

path to the sink node. Trickle can adjust the transmission rate of the packets by limiting 

the rate at which packets are being sent. 

Siphon: In [57], siphon detects congestion using queue length and applies 

redirection of traffic to control congestion. The multi-radio virtual sink which is used 

to provide the redirection traffic shortens or removes data events from the load of 

overloaded sensor loads. Siphon also handles funneling effect where the generated 

event immediately moves to the sink node. 

Wireless rate control protocol (WRCP): In [20], WRCP applies a receiver capacity 

model which associates capacities with nodes instead of link capacities while the 

receiver capacity depends on the number of neighbors rather than their rate of 

transmission. WRCP uses explicit capacity information to improve the convergence 

time of rate control thereby reducing the long convergence time to achieve rate. The 

protocol provides meaningful improvements in end-to-end packet delays and as well 

as packets.  

Hybrid congestion control protocol (HCCP): In [58], HCCP detects congestion 

using both packet delivery rate and buffer size of nodes. It exists between the network 

layer and MAC layer. HCCP makes use of congestion degree by calculating the 

incoming data rate, outgoing data rate and buffer size. When the sum of the children 

and sourced rate is larger than the rate at which packets are forwarded, congestion 

happens. When congestion degree is high, it indicates there will be no congestion and 

data are being sent to the upstream nodes. When the congestion degree is low, it 

indicates that the buffer size is filled up and congestion is likely to happen in the next 

time interval and the congested nodes will send out notification to the neighboring 

nodes to adjust rate at which data is sent. 

Multi event congestion control protocol (MCCP): In [59], MCCP applies three 

types of event reporting applications: general event reporting, per-node fair event 

reporting and prioritized multiple event reporting. It uses hop-by-hop buffer size and 

the packet delivery time to indicate congestion. MCCP controls congestion with the 

sink node selecting the suitable reporting mode and also assigns priority to the source 

traffic and transit traffic. The protocol keeps the queue length in optimal range and 

when the range exceeds a specified range, the sensor node will adjusts its sending rate. 

MCCP decreases packet drops and provides high packet delivery ratio.   

Upstream hop-by-hop congestion control (UHCC): In [60], the authors 

implemented a cross layer protocol that uses both packet delivery rate and buffer size 

of the node to detect congestion. It provides upstream congestion control and rate 

adjustment with priority based fairness. The rate adjustment calculates the new rate for 

the child nodes and source traffic. The new rate information is piggybacked to inform 

the child node and the parent node. UHCC uses the congestion index to calculate the 

new rate. When the congestion index is above zero, it indicates that there is no 

congestion and when the congestion is below zero, it indicates buffer overflow and the 

rate at which packets are forwarded will be adjusted.  
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Flush: In [61], flush is a reliable single flow protocol designed for applications 

handling larger data in wireless sensor networks. It reduces transfer time, uses end-to-

end selective negative acknowledgement and retransmission of data to provide 

reliability. In flush, the sink schedules data transfers consecutively in a round-robin 

fashion in order to avoid inter-flows interfering and it uses the sink-initiated control 

protocol to coordinate transfers. The sink sends the NACK request repeatedly to the 

source for missing packets until it receives all packets. Every node periodically updates 

it interference range and necessary sending time by using information it acquired by 

overhearing the channel. Flush follows two basic rules in rate allocation: rule 1: a node 

should only transmit when its successor is free from interference. That is to say that 

each node should wait for the forwarding of its successor. Rule 2: a node’s sending 

rate should not exceed the sending rate of its successor. The source node cannot send 

packets faster than the slowest node along the path. These rules reduce the loss that 

occur from the buffer overflow and also reduces the intra-path interference that will 

occur. 

Delay sensitive transport protocol (DST): In [62], DST is a reliable transport 

protocol that detects congestion using the network buffer size and the average node 

packets delay. The protocol uses a congestion notification bit in packet headers to 

inform the sink that there is a buffer overflow or the packets have exceeded a specified 

threshold. DST uses a time critical event first (TCEF) scheduling mechanism to delay 

bound at the sink. Information of the packets is piggybacked in the event packets and 

the packets get higher priority. 

Sensor transmission control protocol (STCP): In [63], the authors proposed a 

generic transport layer protocol for wireless sensor networks which is designed for 

energy constrained sensor network. The functionalities are implemented at the base 

station and it is scalable and reliable. STCP supports multiple applications in same 

network layer, reduces latency and maximizes throughput. Information is carried in its 

header and the node notifies the sink where the buffer has exceeded the required 

threshold so as the sending rate will decrease and the remaining packets will be 

rerouted different path. The nodes depend on the network layer to find an alternative 

route.    

Table 7 summarizes some of the transport reliable protocols properties showing their 

advantages and disadvantages.  

 

Table 7. Transport control protocol 

Protocol Basic idea Advantages Disadvantages 

ESRT [12]  Monitors the local 

buffer level in 

intermediate 

sensor nodes and 

sets a congestion 

notification bit in 

the packet when 

the buffer 

overflows. 

It achieves 

fairness, high 

energy efficiency.  

Transmission 

occurrence can be 

disturbed by high 

power congestion 

signal and does not 

support efficient 

rate allocation. 

 

PSFQ [50] Minimize loss 

recovery cost 

through localized 

loss recovery and 

Simple, robust and 

scalable reliable 

protocol and also it 

is energy-efficient. 

Cannot detect loss 

of single packet 

because it uses 

NACK and it also 
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distribute data 

from a source node 

by placing data at a 

relatively slow 

speed which pump 

slowly, but 

allowing nodes 

that experience 

data loss to fetch or 

recover any 

missing segments 

from their local 

immediate 

neighbors 

aggressively. 

suffers large 

delays. Increases 

packet loss which 

requires a large 

buffer and has 

delay. 

XLP [51] hop-by-hop 

protocol which 

uses the cross-

layer quick fix 

between network 

layer, transport 

layer and medium 

access layer for 

congestion control 

in WSNs and the 

detection is based 

on the sensor 

nodes buffer 

occupancy 

Achieves high 

network 

utilization. 

Not energy 

efficient. 

SenTCP [53] Makes use of 

buffer occupancy, 

packet service time 

and average packet 

inter-arrival time 

and bit ratio. 

Reduces packet 

dropping which 

leads to energy 

efficiency and 

increased 

throughput. 

 

Reliability is not 

guaranteed. 

Trickle [56] Uses polite gossip 

scheme to 

periodically 

broadcast meta-

data to the 

neighbor nodes at 

time intervals 

when they it has 

not heard any 

similar meta-data 

from other nodes 

recently. 

Gives good code 

propagation 

updates.  

Not energy 

efficient and 

fairness not 

guaranteed. 
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DST [62] Reliable transport 

protocol that 

detects congestion 

using the network 

buffer size and the 

average node 

packets delay. 

Achieves energy 

efficiency, energy 

consumption. 

Fairness not 

guaranteed. 
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5. COMPARISON OF CONGESTION CONTROL 

MECHANISMS FOR WSNs 
 

In Table 8, the following genetics will be used in comparing the different existing 

congestion control mechanisms.  

 Congestion detection 

 Congestion notification 

 Congestion control 

 Performance metrics 

 Control pattern 

 Application type 

 

Table 8. Comparison of different congestion control mechanisms  
Protocol Congestion 

detection 

Congestion 

notification 

Congestion 

control 

Performance 

Metrics 

Control 

pattern 

Application 

type 

CODA 

[6] 

Buffer 

occupancy 

and wireless 

channel 

load 

Explicit Traffic 

control 

Energy 

efficiency, 

fairness. 

Hop-by-

hop and 

end-to-

end 

Continuous 

ECODA 

[14] 

Dual buffer 

thresholds 

and 

weighted 

buffer 

differences 

Implicit Traffic 

control 

Fairness, 

throughput 

Hop-by-

hop 

Periodic 

DIAPAS 

[32] 

Queue 

length and 

channel 

status 

Implicit Resource 

control 

Energy 

efficiency, 

fairness 

Hop-by-

hop 

Continuous 

TARA 

[25] 

Buffer 

occupancy 

and channel 

load 

Explicit Resource 

control 

Energy 

consumption 

End-to-

end 

Continuous 

ADCC 

[33] 

Adaptive 

period and 

required 

service time 

Explicit Resource 

control 

Loss rate, 

packet 

reception rate 

Hop-by-

hop 

Periodic  

DPCC 

[41] 

Queue 

utilization 

and quality 

of channel 

Implicit Queue 

assisted 

resource 

control 

Network 

efficiency, 

throughput 

Hop-by-

hop 

Query 

based 

IFRC 

[18] 

Queue 

length 

Implicit  Resource 

control 

Packet delivery 

ratio, 

throughput 

Hop-by-

hop 

Continuous  

CADA 

[11] 

Buffer 

occupancy 

and wireless 

channel 

load 

Implicit  Traffic 

control and 

resource 

control 

Energy 

efficient, 

throughput, 

end-to-end 

delay,  

Hop-by-

hop 

Event based 

PCCP [1] Packet 

service time 

and packet 

inter-arrival 

time 

Implicit Priority 

based 

traffic 

control 

Fairness, 

energy 

efficiency, 

throughput 

Hop-by-

hop 

Event based 
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PHTCCP 

[3] 

Packet 

service ratio 

Implicit  Priority 

based 

traffic 

control 

Packet drops, 

throughput, 

energy 

efficiency 

Hop-by-

hop 

Periodic  

ESRT 

[12] 

Buffer 

occupancy 

Implicit  Traffic 

control 

Fairness, 

reliability, 

energy 

consumption 

End-to-

end  

Continuous  

PSFQ 

[50] 

Queue 

length 

Implicit  Traffic 

control 

Packet loss, 

end-to-end 

delay 

Hop-by-

hop 

Event based 

ARC [27] Queue 

length 

Implicit  Traffic 

control 

Energy 

efficiency, 

fairness 

Hop-by-

hop 

Continuous 

and event 

based 

Fusion 

[28] 

Buffer 

occupancy 

and wireless 

channel 

status 

Implicit  Traffic 

control 

Network 

efficiency, 

throughput, 

fairness and 

packet loss 

Hop-by-

hop 

Continuous 

and event 

based 

XLP [51] Buffer 

occupancy 

Implicit  Traffic 

control 

Energy 

consumption, 

good put, 

latency 

Hop-by-

hop 

Event based 

SenTCP 

[53] 

Packet 

inter-arrival 

time/ queue 

length  

Implicit  Traffic 

control 

Throughput, 

packet loss, 

energy 

efficiency 

Hop-by-

hop 

Event based 

LACAS 

[34] 

Queue 

length 

Implicit  Rate flows 

adjustment 

Energy 

consumption, 

throughput 

Hop-by-

hop 

Continuous  

HOCA 

[42] 

Queue 

length  

Implicit  Resource 

control 

Network 

lifetime, 

fairness, 

energy 

consumption 

Hop-by-

hop 

Continuous  

QCCP-

PS [15] 

Queue 

length  

Implicit  Resource 

control 

Throughput, 

packet loss 

Hop-by-

hop 

Continuous  

DPCC 

[7] 

Queue 

length  

Implicit  Priority 

based 

resource 

control 

Throughput, 

network 

efficiency, 

utilization  

Hop-by-

hop 

Continuous  

ACT [47] Queue 

length  

Implicit  Priority 

based 

resource 

control 

End-to-end 

delay, energy 

consumption 

Hop-by-

hop 

Continuous  

CL-

APCC 

[48] 

Queue 

length  

Implicit  Priority 

based 

resource 

control  

Energy 

consumption, 

end-to-end 

delay 

Hop-by-

hop 

Event based 

FLC [49] Queue 

length  

Implicit  Resource 

control 

Throughput, 

packet loss 

Hop-by-

hop 

Continuous 

  

GMCAR 

[43] 

Queue 

length  

Implicit  Traffic 

control 

Packet delivery 

ratio, energy 

efficiency, end-

to-end delay 

Hop-by-

hop 

Continuous  

New 

congestion 
control 

Queue 

length  

Implicit  Resource 

control 

End-to-end 

delay, 

throughput 

Hop-by-

hop 

Event based 
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mechanism 
[44] 

CCTF 

[45] 

Packet 

service time 

Implicit   Throughput, 

end-to-end 

delay 

Hop-by-

hop 

Continuous  

FACC 

[29] 

Buffer 

occupancy, 

channel 

load 

Explicit  Resource 

control 

Packet loss, 

throughput, 

fairness 

Hop-by-

hop 

Event based 

CCF 

[8][30] 

Packet 

service time 

Implicit  Traffic 

control 

Fairness, 

utilization, 

energy 

conservation 

Hop-by-

hop 

Event based 

WCCP 

[35] 

Queue 

length  

Implicit  Resource 

control 

Packet delivery 

ratio, 

throughput, 

end-to-end 

delay 

Hop-by-

hop 

Continuous  

Flock-CC 

[36] 

Buffer 

occupancy 

Implicit  Resource 

control 

Packet loss, 

packet delivery 

ratio, end-to-

end delay 

Hop-by-

hop 

Event based 

CONSISE 
[31] 

Channel 

load 

Implicit  Traffic 

control 

Fairness, 

energy latency 

Hop-by-

hop 

Query 

based 

RCRT 

[52] 

Packet loss 

recovery 

time 

Implicit  Traffic 

control 

Packet delivery 

ratio, good put 

End-to-

end 

Event 

based, 

continuous, 

query based 

and hybrid 

PORT 

[54] 

Packet loss 

rate 

Implicit  AMID rate 

traffic 

control 

Energy 

consumption 

End-to-

end 

Continuous  

LATP 

[55] 

Wireless 

channel 

load 

Implicit  Rate control Packet loss 

rate, delay, 

throughput 

End-to-

end  

Continuous  

Trickle 

[56] 

  Traffic 

control 

Polite gossip   Hop-by-

hop 

Continuous  

Siphon 

[57] 

Queue 

length  

 Traffic 

control 

Energy 

efficiency 

Hop-by-

hop 

Continuous  

WRCP 

[20] 

 Implicit  Traffic 

control  

Good put, end-

to-end delay 

Hop-by-

hop 

 

HCCP 

[58] 

Queue 

length, 

buffer size 

Implicit  Traffic 

control 

Source rate, 

control 

overhead 

Hop-by-

hop 

Continuous  

MCCP 

[59] 

Packet 

delivery 

ratio, queue 

length  

 Traffic 

control 

Fairness, 

energy 

efficiency 

Hop-by-

hop 

 

UHCC 

[60] 

Queue 

length, 

buffer size  

Implicit  Traffic 

control 

Fairness, 

throughput, 

packet loss 

recovery 

Hop-by-

hop 

Periodic  

FLUSH 

[61] 

Queue 

length  

Implicit  Traffic 

control 

throughput Hop-by-

hop 

Query 

based 

HTAP 

[37] 

Buffer 

occupancy 

Implicit  Resource 

control 

Packet loss, 

network 

efficiency, end-

to-end delay 

Hop-by-

hop 

Event based 
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CRRT 

[38] 

Queue 

length 

Implicit  Resource 

control 

Reliability and 

end-to-end 

delay 

Hop-by-

hop 

Continuous  

DST [62] Queue 

length and 

node delay 

Implicit  Traffic 

control 

Energy 

consumption, 

convergence 

time 

End-to-

end 

Event based 

STCP 

[63] 

Queue 

length  

Explicit  Traffic 

control 

Energy 

consumption, 

packet latency 

End-to-

end 

Continuous 

and event 

based 

 

 

5.1. Discussion and Conclusions 
 

WSNs are designed for different types of application used in daily life which can be 

used for military tracking, industrial monitoring, medical monitoring and 

environmental monitoring. Each application can differ in requirements or purpose and 

features. Sensor nodes are deployed in large quantities with high density and each node 

simultaneously gathers information and sends packets to the base station. So 

congestion is bound to happen from the simultaneous sending of packets. Controlling 

congestion in the network is not an easy task due to wireless channel which can be 

time varying and interference steadily caused by simultaneously sending and 

transmitting of data packets from one node to another and base station. Congestion as 

we know has bad influence on the network performances which causes reduction in 

network quality, packet loss and possibly retransmission of packets leading to more 

power consumption. 

It is crucial to have an efficient mechanism of controlling congestion to ensure good 

quality of the networks good transmission rate of different kinds of traffic. In order for 

the network maintain a long lifetime and improve the quality of transmission of 

traffics, an efficient congestion control mechanism is required in wireless sensor 

networks. In order to address the issue of congestion control a lot of protocols and 

design algorithms have been proposed to sustain the network lifetime. Some of the 

protocol designs use efficient rate adjustment, queuing delay, queue length or packet 

service time and packet inter-arrival time in addressing the issue of congestion control 

though some of the actions might be different from other designs but these are the main 

goal to attain in designing the control protocol. Although congestion cannot be 

completely stopped in the WSNs, it can be avoided and controlled to achieve fairness 

and energy efficiency with good throughput. The most likely places for congestion to 

occur are the source node which are deployed, the intermediate node which can serve 

as the relay node between the source nodes and the base station and the base station 

regarded as the destinations of the packets.  

The delivery of the traffic in WSNs depending on any applications can be classified 

as event-based applications, continuous applications, query-driven applications and 

hybrid applications. 

 

a. Event-based applications: In the event-based, the sensor node does the 

reporting based on when events have occurred. This type of application is 

accomplished by a sensor node when specific event has occurred and the 

network load is light because the application doesn’t have to monitor any 

other circumstances in the sensor network but can be congested when large 
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information is gathered. In the event-based, the traffic generated from the 

sensor nodes are immediately delivered to the sink node to avoid loss of 

information should incase congestion occur. 

b. Continuous applications (Time-driven): Due to some applications require 

continuous sensing of data, the sensor nodes continuously generate data and 

periodically reports to the sink node in order to get real time values or 

information. 

c. Query-driven application: In this type of WSN applications, the sink node 

sends query to the sensor nodes demanding what kind of packets to be 

transmitted and the sensor nodes answers to the query of the sink node. 

d. Hybrid applications:  In the hybrid applications all three types are included 

where huge data is generated. Hybrid applications might be triggered by 

practical applications such as huge data generated in addition to sensed data. 

This application will be useful in the future work. 

 

From the comparison of different congestion control mechanisms presented in Table 

6, it can be noted that various mechanisms are used to control congestion depending 

on which location it has occur. The same kind of congestion control mechanism cannot 

be applied to all the protocols. Some of the protocols are implicit or explicit notified 

about congestion. Some protocols implemented use different detection strategies in 

detecting congestion. Importantly it can be pointed out that all protocols aim to achieve 

the same thing which is conserving energy and improving the overall quality of the 

network and reduce the end-to-end delay. Any researher trying to develop its own 

protocol should put in mind that the protocol should satisfy most of the variables and 

parmeters used in WSNs.   

 

5.2. Future Work 
 

1. It can be pointed out in this research work that most of the proposed protocols 

used simulations as their tool in evaluating the mechanisms of their algorithms 

and future researchers can also make use of real life scenarios as an 

experimental method in evaluating their mechanisms. 

 

2. The hybrid application can also be developed by future researchers which 

would be beneficial in WSNs since it can handle large traffic and redirection 

of traffic at same time and also optimized the performance of the network. 

 

3. More research can be done in the area of security in WSNs.    
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6. SUMMARY 
 

Congestion as we know is inevitable in wireless sensor networks because there has 

been increasing applications of WSNs. Applications of WSNs can be in industries, 

military, hospitals, environment and in our daily life. Congestion based on the 

applications and the locations can occur in the source node, intermediate node or sink 

node. 

This thesis focused on the state of the art survey and pointed out the issues of 

congestion detection and how to efficiently control the congestion without degrading 

the network lifetime and as well achieve throughput and energy efficiency which is 

the objective of the research done. Congestion can occur as a result of buffer overflow 

or link collison. The strategy used in detecting congestion can be from buffer 

occupancy, channel utilization, combination of queue length and channel load and 

transmission packet time. The lifetime of the WSN can improve when each of the 

detection strategies are applied properly. 

Immediately after congestion is detected, source nodes will send out notification to 

all nodes notifying what has happened. This notification message can be implicit or 

explicit. The implicit notification is commonly and preferably used in most of the 

protocols because information are piggybacked in the header. The explicit notification 

broadcasts the information which consumes energy becasue the sensor nodes will be 

listening most of the times to hear the message.   

The idea behind developing these protocols is that they would be used efficiently to 

reduce congestion in the wireless sensor network. There are different control 

mechanisms such as traffic control, resource control, queue-assisted control, priority-

aware control and transport control. Like the priority-aware protocols, if two or more 

nodes send packets using the shortest possible path to the sink in a congested area, the 

source node will prioritized the packets with high priority and safely reroute the data 

without the packets being lost. The point of this research work in congestion control 

mechanism is to find out the control mechanism which can reduce the end-to-end delay 

and increase the lifetime of WSNs. 

In this thesis, a survey and review of different congestion control mechanisms in 

wireless sensor networks were presented showing the features, advantages, 

disadvantages and the performance metrics used in the evaluation of the protocols. The 

goal of the algorithms is to detect congestion quickly enough and minimize the rate at 

which valuable data might be lost putting in mind the location at which congestion 

took place and the evaluation parameters such as throughput, packet loss and energy 

efficiency. This research also showed that we cannot apply the same type of congestion 

control mechanisms to all nodes because there might be small packet drop or large 

packet drop and which can occur in different locations. 
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