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ABSTRACT 

The aim of this thesis was to research connected devices security threats in 

comparison to mitigating security solutions. Furthermore, a focused case study 

of a real world connected devices, an Activity Tracker, was selected to explore 

and analyze its implemented security solutions. 

In order to give a wider perspective of connected devices an analysis of 

connected device categorization was investigated along with other impacting 

factor. From the viewpoint of security threats and solutions the connected devices 

categorizations were abstracted to consumer, business, and government market 

sectors. A key factor, which additionally plays a role in a connected device 

selected and implemented security solution, is the selling price point. 

Security principles and threat identification methods were introduced as a 

foundation from which security threats can be defined. The security principles of 

confidentiality, authentication, integrity, availability, and non-repudiation are 

examined. While attack trees and threat modeling, in particular STRIDE 

(Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, 

and Elevation of Privilege), is introduced for threat identification. 

The introduction of security solutions starts with a connected devices ecosystem 

breakdown into the overarching elements of security. Then the enablers of 

security are established as secure boot, identification, authentication, secure 

communicators, data security, intrusion prevention, security monitoring, secure 

updates and secure hardware. 

The case study considers the relevant security threats of the Activity Tracker 

and its ecosystem. Followed by selected security feature tests of the Activity 

Tracker and its Bluetooth communication channel to a mobile phone. The results 

show that implemented security often is unable to address all security threats. 

However, the connected device manufactures may balance the possible threat 

risks to the cost of implementing a security solution by gauging the threat to be 

acceptable in relationship to its impact. 

 

Keywords: Connected Device, IoT, Security Threats, Device Security, Security 

Solutions 



 

Byman G. (2017) Verkottuneiden laitteiden turvallisuusuhkat ja toteutunut 

turvallisuus. Oulun yliopisto, tietotekniikan tutkintoohjelma. Kandidaatintyö, 57 s. 

TIIVISTELMÄ 

Tämän opinnäytetyön tavoitteena oli selvittää verkottuneiden laitteiden 

turvallisuusuhkia ja verrata niitä saatavilla oleviin turvallisuusratkaisuihin. 

Olemassa olevista kytketyistä laitteista valittiin tarkasteluun yhden valmistajan 

aktiivisuusmittari, jonka turvallisuusratkaisut tutkittiin ja analysoitiin. 

Verkottuneet laitteet luokiteltiin vaikuttavan tekijän mukaan, jotta saatiin 

laajempi näkemys laitteista. Verkottuneiden laitteiden luokittelu jaoteltiin 

turvallisuusuhkien ja –ratkaisujen näkökulmasta kuluttajien, yritysten ja valtion 

markkinasektoreihin. Keskeinen tekijä valitun laitteen tietoturvaratkaisuun on 

laitteen myyntihinta. 

Tietoturvallisuuden ja tietoturvauhkien määrittelymetodit muodostavat 

perustan, josta turvallisuusuhkat voidaan määritellä. Tietoturvauhkia voitiin 

määritellä käyttämällä tietoturvan periaatteita ja uhkien tunnistamisen 

menetelmiä. Valitusta laitteesta tutkitaan tietoturvaperiaatteet 

luottamuksellisuuden, todennuksen, eheyden, saatavuuden ja kiistämättömyyden 

osalta. Uhan tunnistaminen otetaan käyttöön säännöllisessä STRIDEssa 

(Spoofing = väärentäminen, Tampering = manipulointi, Repudiation = 

torjuminen, Information Disclosure = tiedon julkistaminen, Denial of Service = 

palvelun esto ja Elevation of Privilege = käyttöoikeuksien luvaton 

laajentaminen). 

Tietoturvaratkaisujen johdanto alkaa luokittelemalla verkottuneiden 

laitteiden ekosysteemit kattavasti turvallisuuteen liittyviin tekijöihin. 

Turvallisuuden mahdollistavat suojattu käynnistys, tunnistaminen, 

todentaminen, suojatut yhteydet, tietoturva, tunkeutumisen esto, turvallisuuden 

seuranta, turvallisuuspäivitykset sekä suojattu laitteisto. 

Tutkimus käsittelee aktiivisuusmittarin ja sen ekosysteemin merkityksellisiä 

tietoturvauhkia. Valitut turvallisuusominaisuudet aktiivisuusmittarin ja 

älypuhelimen välisestä bluetooth –yhteydestä testattiin. Tulokset osoittavat, että 

käytetty turvallisuusratkaisu ei usein pysty käsittelemään kaikkia 

turvallisuusuhkia. Kuitenkin verkottuneiden laitteiden valmistajat voivat 

tasapainoilla mahdollisten uhkiin liittyvien riskien ja käytetyn 

turvallisuusratkaisun kustannusten välillä suhteuttamalla uhkan riskit ja 

vaikutukset. 
 

Avainsanat: Verkottuneet laitteet, IoT, Turvallisuusuhkat, Laitteiden 

turvallisuus, Tietoturvaratkaisut 



 

  

TABLE OF CONTENTS 

ABSTRACT 

TIIVISTELMÄ 

TABLE OF CONTENTS 

FOREWORD 

ABBREVIATIONS 

1. INTRODUCTION ................................................................................................ 8 
1.1. Purpose and Motivation............................................................................ 9 
1.2. Research Questions and Contribution ...................................................... 9 
1.3. Research Methods and Limitations ........................................................ 10 

2. CONNECTED DEVICES .................................................................................. 11 
2.1. Variety of Connected Device ................................................................. 11 

2.2. High-end and Low-end Connected Devices ........................................... 14 
3. CONNECTED DEVICES THREATS ............................................................... 16 

3.1. Security Principles .................................................................................. 16 
3.2. Security Threat Identification ................................................................. 18 

4. CONNECTED DEVICES SECURITY ............................................................. 23 
4.1. Elements of Security Solutions .............................................................. 23 
4.2. Enablers of Security Solutions ............................................................... 24 

5. ACTIVITY BAND CASE STUDY ................................................................... 31 
5.1. Activity Band – Threats ......................................................................... 31 

5.2. Activity Band – Tests and Results ......................................................... 34 
5.3. Activity Band – Future Work ................................................................. 43 

6. CONCLUSION .................................................................................................. 45 

7. REFERENCES ................................................................................................... 48 

8. APPENDICES .................................................................................................... 55 
 



 

FOREWORD 

The path has been wide and wild, foggy and clear, technical and obvious yet a 

completely challenging journey. Originally, I tried to study and work at the same with 

minor success; I was able to complete all mandatory course work but soon found 

myself immersed 100% in work with no progress on school work. The thesis topic 

selection is surprisingly complex. Several topics through the work place presented 

themselves only to be repetitively shut down by changed priorities and reorganizations. 

Finally, after 10 years of work and the requirement to shift responsibility and the need 

to focus on the realm of Security, I have found my topic area! Security is an enticing 

area of intrigue with its wide scope and the challenge to do right without causing major 

disruptions. 

 

A THANK YOU to my supervisor, wife, family, tutor, and all those who have either 

helped or been impacted by the effort I have made to complete this Thesis. 

 

Oulu, 04.04.2017 

 

Gabriel Byman 
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1. INTRODUCTION 

Why is it that often hear of new instances where some device or service has been 

hacked? Last fall it was demonstrated how a drone could be used to penetrate and take 

control of a building utilizing smart lightbulbs [1]. Or just a few weeks prior to that an 

army of infected security cameras, digital video recorders and other connected devices 

executed a denial of service attack on popular web services like Google, Netflix and 

Twitter [2]. Meanwhile last fall many of our commonly used and previously trusted 

service were hacked and user specific data leaked to the attackers like the incident 

where Yahoo lost upward of 500 million user records [3] or the leak of highly sensitive 

data like the incident from Central Ohio Urology Group which lost more than 150GB 

of data containing patient health records [4]. These mentioned examples are just a 

small handful of the incidents that have been made visible in the media. What is the 

root commonality with these incidents? They are all attacks on a computer based 

system taking advantage of weaknesses or vulnerabilities in the connectivity protocols, 

the software systems, the hardware capabilities or the total connected solution. 

Why does it seem that it is the norm and thus inevitably acceptable that computer 

based systems are taken advantage of? The value of the data obtainable from these 

systems is significant and provides bad actors leverage often used for gain either 

politically, financially or personally. Who really should be held responsible? Is it 

acceptable to pass full responsibility on to the end users? These types of questions are 

continuously being asked, when security incidents occur, by both authorities trying to 

mitigate and solve the causes of the incidents and by the parties left footing the bills 

for the damages. As the variety of connected devices expands and the interconnections 

between the devices increase the complexity has gone beyond the comprehension of a 

person. Who really understands the complexity and can say if one parameter is 

changed that it will not cause some regression or new vulnerability elsewhere? 

Most of the end users are not aware of the risks and threats to their mobile devices 

[5] nor even what security features their devices contain, provide and/or utilize. It is 

possible that the typical end user believes that a device lock and account passwords 

are sufficient, as they are the things so often referenced whenever a security related 

incident arises. Change your password or passwords is the most common first 

response, however a password is often only a minor part of the solution to most 

security incidents. Applying passwords is only one action that we can take to protect 

ourselves and our data. 

The typical end user is not even aware what security means in relationship to 

connected devices. The end user of a phone for example assumes that their daily 

communications are “private” meaning that only the intended receiver is able to 

receive, listen and/or read the spoken or written communications. They may assume 

that their online cameras are private and meet their marketing bling saying that they 

are secure. These assumptions may be true, or may have been true at the time of 

purchase or may have never been true. However, it is the truth that connected device 

technologies are spreading faster than ever before and with this speed of expansion the 

security measures needed to protect connected devices is often being left behind. 

Typical end users do not understand or have any clue that software updates are 

available to fix bugs on the devices they have purchased and utilize. Nor do they realize 

that software or applications they may install on their devices (phones / tablets / 

computers etc.) require periodic maintenance to keep them up to date with the latest 
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fixes. It would be interesting to study further if the typical end user only considers 

Security when they themselves are impacted with a security issue. 

Neither do typical end users understand that as technology advances year by year 

the old devices become out dated and invalid as new methods and hardware advances 

make the previously secure device vulnerable. 

Now as we are moving more and more to “Internet of Things (IoT)” [6],  which 

consists of devices integrated with typical analogical and wired equipment / items / 

hardware, like smart light bulbs or any IoT device, the end users are even less aware 

of the risks and threats presented upon installing, activating and operating the new 

connected “thing”. 

1.1. Purpose and Motivation 

The main purpose of this thesis is to research security threats of connected devices in 

relationship to the implemented security solutions. The fields of connected devices, 

security threats impacting connected devices and security solutions used to mitigate 

the security threats are vast and consist of intermix complexities. To narrow the focus 

of this thesis a connected device will be selected on which experimentations will be 

executed to identify the mechanism utilized to address selected threats impacting the 

connected device. 

This thesis intends to deepen the understanding of security threats and security 

solutions available for connected devices. Security in connected devices is an area of 

keen interest to many, which does not yet seem to have a clear concise response or 

obvious direction for solving. It is a very topical subject especially with the evolution 

of electronic devices towards the Internet of Things, where almost every device is 

digital and interconnects to a wide range of other connected devices. 

Security in general became an area of interest for the author of this thesis during 

previous employment for a mobile phone manufacture. The author has worked and 

followed the arena of security for more than five years with a special interest into the 

device side implementations and solutions. As connected devices have become more 

common place the interest in device security has blossomed further with the realization 

and gained knowledge of the importance of device security implementation. 

1.2. Research Questions and Contribution 

Connected devices are a main stay in our daily lives and will become even more so as 

time goes on, however it is too common that we hear of new security incidents. These 

incidents indicate a gap or gaps in the markets between the security solutions deployed 

for the security threats. To address this, first we will review the complexities facing 

the connected devices world and potential impact due to the price. Second we will 

introduce security principles and methods used to help identify threats that impact 

connected devices. Third we will review security solutions applicable for connected 

devices. Then finally we will select a connect device upon which experiments will be 

executed to identify the security measures connected devices deployed to address 

selected security threats. 

To support the goals of this thesis the following research questions were selected: 
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RQ1 What kind of connected devices are there? Does price point of the 

connected device impact the level of security available? 

RQ2 What are the security threats of connected devices and how to identify 

them?  

RQ3 What kind of security solutions exist for addressing the security threats 

impacting connected devices? 

1.3. Research Methods and Limitations 

This thesis utilizes both literature review and empirical research methods. The intent 

of the literature review is to find reference materials which provide a theoretical 

background in order to define connected devices and their groupings, define security 

threats, and identification methods and define security solutions for connected devices. 

The empirical research portion provides a constructive review of the application of the 

theoretical portion through the analysis of a real-world connected device available 

from the market. 

Due to the ever expanding range and variety of connected devices and services this 

thesis will focus on the factors which have an effect on the security solutions provided 

as part of the connected devices from a generalized grouping point of view rather than 

an in-depth case-by-case security analysis. While security is an overarching 

phenomena which touches all aspects of any device or software from initial design to 

the end of life this thesis excludes areas like security development lifecycle, security 

incident response, security testing, network security, and cloud security, rather 

focusing on the threats applicable to connected devices themselves and the security 

solutions. Further focus is taken by choosing one connected device from the connected 

device market and selecting identified security threats and analyzing security solutions 

implemented to address those threats. 
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2. CONNECTED DEVICES 

Every day buried in the environment that we live our daily lives there exist tens if not 

hundreds or thousands of connected devices that we may recognize or likely we may 

not even be aware that they are there. We as a society are becoming extremely 

dependent on these devices to assist with or execute our daily tasks. These connected 

devices are making up an ever increasing enhanced digital world around us which is 

becoming more complex and vastly distributed through expanded or new device types 

and the additions of wireless capabilities and technologies. This digital world has 

become known as the IoT. IoT is made up of a variety of different embedded systems 

ranging from small sensor enabled microprocessors within the home environment to 

massive sensor networks built on top of parallel processing used in the enterprise and 

government environments. Considering the multitude of assorted connected devices 

there exists a basic set of security fundamental elements and enablers which can be 

identified from the hardware, software, and combined hardware and software 

perspectives which will be explored in later sections of this research paper. 

2.1. Variety of Connected Device 

Connected devices span from the limited and short ranged devices to the intelligent 

and broad spectrum devices which all have benefitted from interconnectivity. In an 

attempt to fathom the complex range of devices in discussion we could try to classify 

them as a GSMA study does by listing connected devices to be “remote sensors, 

remote monitoring, actuating devices, associated aggregation devices, PCs, laptops, 

tablets, e-Readers, mobile handsets, femtocells & routers” [7].  The GSMA 

classification tends to have a subtle focus on the wireless (cellular) integration in their 

segment structure. Others take a different approach by grouping connected devices 

into application segments with a focus on the targeted use of the whole IoT solutions. 

Intel offers solutions for IoT Applications with segments defined as [8]: 

 

 Automotive 

 Energy 

 Healthcare 

 Retail 

 Smart Manufacturing 

 Smart Buildings 

 Smart Homes 

 Smart Transportation 

 

IoT Analytics breaks their reporting down to the following IoT segments [9]: 

 

 Connected Industry 

 Smart City 

 Smart Energy 

 Connected Car 

 Smart Agriculture 

 Connected Buildings 

 Connected Health 
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 Smart Retail 

 Smart Supply Chain 

 Wearables 

 Other 

 

While Lucas Darnell categorizes connected devices as [10]: 

 

 Industrial IoT 

 Consumer IoT 

 Building and Facility IoT 

 Transportation and Logistics IoT 

 Healthcare IoT 

 Retail IoT 

 

Each of these individual groupings are beneficial from their unique points of views. 

However, they add a layer of complexity and detail which is not necessary when 

considering the security threats and the security solutions of the connected devices 

related hardware and software. 

A detailed categorization of connected devices based on their use cases adds an 

unnecessary level of technicality when examining from the security point of view. 

Thus generalizing the market categorization to focus on the person or entity purchasing 

the connected device allows for a sufficiently technical yet simplified classification. 

Business Insider sets the main market sector categories as “Enterprise, Home, and 

Government” [11]. However, this categorization has a weakness with the definitions 

of the words enterprise and home. Enterprise is often defined as an organization which 

refers to a larger businesses not including smaller businesses [12]. While the definition 

of home refers to a place of dwelling which fails to include the environment outside 

of the dwelling itself. Juniper Research sets the main market sector categories as 

“Consumer, Industrial, and Public Service” [13]. The category industrial is too specific 

with the root of industrial being industry which leads to misinterpretations. As both 

market sector categorizations require interpretation utilizing a combination of the two 

resulting in Consumer, Business, and Government [14] market sector categories 

achieves ample generalization. 

The makeup of the consumer market group includes every living person as the 

definition of a consumer is “a person who purchases goods and services for personal 

use” [15]. In this thesis we will use “consumers” in the context of a person owning a 

connected device for personal uses. Within the consumer market for connected devices 

the sub segments include home, lifestyle, health, and mobility areas. As an example 

the consumer home includes the connected device applications in home automation, 

home improvement, and home efficiency (mainly energy) [16]. A concrete example of 

connected devices which would fall under home automation (or home efficiency) 

would be a smart thermostat like Nest Thermostat which provides capabilities to 

remotely control and track your home heating and cooling by means of a phone, tablet 

or computer [17].  

The consumer market currently has some key differences to both the business and 

government markets from the perspective of ownership and management of the 

individual connected devices themselves. A connected device in the consumer market 

currently is owned by the individual who bought it, while in the business and 

government markets the device is owned by the business or government agency. This 
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leads to the situation that the customer themselves are holding the authority and 

responsibility to select programs to be executed, change access management, create 

backups of data or even choose the upgrades of any software. While in the business 

and government agencies the end user of the connected device rarely has the authority 

or responsibility, rather it is held by an IT department or a sub-contractor hired for that 

purpose. Additionally, when the connected device of a consumer is damaged, or it is 

lost, or it reaches end of life or it is compromised the customer is fully responsible and 

must themselves decide what to do, while in business and government markets it is 

usually the person with purchase authority who makes the decision. [18] Lately, the 

market has started to see a shift where the connected devices are a part of a wider 

offering by a service provider which in effect assumes the responsibility for connected 

devices themselves. 

Similarly the networks and management of the connected devices connected to 

networks in consumer market compared to business and government markets have 

major differences. Simply put the number of connected devices in a private network 

of a consumer is insignificant in comparison to those in the business or government 

networks leading to a lack of tools and services targeted to this market. Finally, most 

industrial or government networks have integrated network management systems to 

monitor and protect the network controlled by the IT department while consumers do 

not have or have a decreased service level available. Here the market seems to be 

evolving with these kinds of services offered with the connected devices themselves 

or as separate 3rd party network management services. 

The business market group “consists of business-to-business sales” [19] in other 

words the sale of goods and services to another business. In this thesis we will use 

“business” in the context of a business owning connected devices for business uses. 

Within the business market for connected devices the sub segments include retail,  

health, energy, mobility, cities, manufacturing, public, and services and other [16] 

areas. Included in the energy area of connected devices are transmission, distribution, 

fossil, nuclear, and alternative applications. A concrete example of a connected device 

which would fall under energy distribution would be a smart electric meter like the 

SmartMeter I-210 meter from GE (now Aclara) which transmits electrical energy 

consumption data to the electric utility company [20]. 

The government market group “consists of local, state, and federal authorities” [21]  

in other words the sale of goods and services to local, state, and federal purchasers. In 

this thesis we will use “government” in the context of a government agency utilizing 

connected devices for governmental uses. Within the government market for 

connected devices the sub segments include health, energy, mobility, cities, public & 

services, and other [16] areas. Included in the mobility area of connected devices are 

aerospace, airports, marine, rail, rail stations, automotive, and traffic applications. A 

concrete example of a proposed connected device which would fall under automotive 

or traffic would be the 2017 proposal by Anne Berner, the Finnish Transportation and 

Communication minister, to require all vehicles to have mandatory monitoring 

equipment. This equipment would inform government agencies where the vehicles 

travel, would track total kilometers and from which all payments are based (i.e. new 

taxing mechanism) [22]. 

Across the three identified market groups connected devices have similarities even 

though their requirements may be completely different. From the point of view the 

actual connected devices, a device may be fall in all market groups with differences 

seen only in the interface of the purchaser and their unique requirements. An example 
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of this sort of device could be a connected heart rate monitor. The consumer might use 

this device for keeping a personal record of their sleep and exercise program 

effectiveness [23]. A business may offer a solution, including a connected heart rate 

monitor to healthcare providers to monitor key biometrics outside of the clinical setting 

which includes a connected heart rate monitor [24]. While the government healthcare 

facilities, like public hospitals, may offer their patients the option of returning home 

with the usage of offsite monitoring of the key biometrics. From this example we are 

presented with the wide range of requirements for a particular connected device 

multiple environments. The impact of the failure of a connected heart rate monitor, in 

case of a security incident, has lesser value in consumer example; however, in the  

healthcare providers example the failure could be potentially life threatening. As more 

and more electronic devices are connected the potential is growing exponentially faster 

perhaps leading to a catastrophic security failure putting even national security at risk 

[25]. 

2.2. High-end and Low-end Connected Devices 

The connected device customer is as varied as people are themselves, either within the 

business world or a family with different needs, personalities and roles especially 

considering the diversity by nationality, race, culture, and employment.  An individual 

customer at a particular point of time may be focused on cost as their main impulse in 

purchasing a device while the same customer may at another point of time be focused 

on brand, durability, physical appeal or any other possible measure. Due to the vast 

variety of preferences of the customers device manufactures must provide multiple 

options attempting to best meet the desires of the customers. However, it would be 

illogical and impossible to make a unique device for every possible individual desire 

of the customers. For that purpose device manufactures attempt to group their products 

into device families in order to achieve profits while reaching all targeted consumers 

across the whole product range. These device families are often based on a 

measureable difference; for example total manufacturing price or combined device 

performance or key features.  

Connected devices purchased from a higher price range must have clearly evident 

improvements compared to a consumer device purchased from a lower price range. 

These differences are often obvious through visual, physical or performance 

improvements and features. As an example, by comparing current iPhones from the 

Apple store the higher cost iPhone 7 Plus and the lower cost iPhone SE have clear 

differences. Perhaps the most obvious difference is that the sizes are significantly 

different; while internally their differences are less obvious yet range from processors, 

to camera, to sensors, and batteries to mention a few differences identified [26]. Yet 

there must be more differences which the non-insider is are not informed of especially 

in the very low layers of hardware and the software which drives the hardware. Apple 

states that both phones have iOS 10 as the operating system yet the MCUs are not 

identical. To handle this difference there must be some variation in the software. If we 

were to research further we would find tens if not hundreds of places where the 

software is different. Considering the identifiable differences it is realistic to theorize 

that there must be difference also from the Security point of view, yet there are not any 

clear specifications available which explain the differences. This thesis does not intend 

to identify the differences in detail but it would be an interesting area for further 

research.  
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 In the previous example we briefly covered the example of one smart phone 

manufacturer having variations in their products. Expanding the range or types of 

connected devices we find even more significate differences in the products.  Philips 

Hue white starter kit (<$100) including one hub “The Bridge” and two “Smart Philips 

Hue LED” bulbs is an example of a fairly low cost connected device solution [27]. 

This kit when properly functioning has a minimum of four key connected devices; the 

Smart Hue LED bulb, the Hue Bridge, a WIFI capable router and a Smart Phone or 

other application capable connected device (tablet, laptop or computer); while the 

solution at its maximum size can have well over fifty connected devices. The 

complexity of the total connected device solution expands with each device connected 

leading to a larger security threat attack surface which will be revisited later.  

When considering the lower cost connected devices the economics of the products 

lead to constraints on the connected device from hardware, software, and connected 

device environment points of view. In order to drive the connected devices solutions 

price down manufactures are utilizing cheaper and less secure components, firmware 

and low-end operating systems. The development team for one portion of the 

connected device solution may be a single developer. There are not dedicated security 

teams which are common in the manufactures of computers, tablets, and smart phones. 

Many of the connected device solutions do not provide the level of support we have 

grown accustomed to from the previous era as they are install-and-forget products 

often without means to be patched [28], [29]. As a future study it would be interesting 

to identify the typical hardware components used in low cost connected devices 

compared to high cost connected devices with a special interest in the security features 

and capabilities. 
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3. CONNECTED DEVICES THREATS 

So what is a threat? The English dictionary states that it is “a statement of an intention 

to inflict pain, injury, damage or other hostile action” [30]. In the simplest possible 

context it means the intent by someone or something that bad will happen to a person 

or thing.  

Threats have origins that can be of many forms like environmental, accidental, 

intentional or negligence. Environmental originating threats can be caused by natural 

events or loss of critical utility supply. Accidental originating threat can be caused by 

natural equipment or software failure. Intentional originating threat can be deliberate 

attacks like spying or illegal processing of data, while threats originating from 

negligence are known but neglected factors which are compromising. [31] 

Overall governments, businesses, and customers normally attempt to put some 

mitigation strategies in place to try reduce the risk presented by the threats. As a means 

to determine the risks which are to be mitigated some model or process is used. Risk 

mitigation planning is the process of developing options and actions to enhance 

opportunities and reduce threats to objectives [32]. It is important to note that not all 

risk will have any actions other than acceptance of the risk implemented. A few 

examples of mitigations implemented for some real world threats follow. Home 

owners generally install locks in an attempt to reduce the risk of burglary or 

unauthorized entry. Retail store install security cameras in an attempt to deter the 

possibility of theft, while a government sets and enforce strictly speed limits in school 

zones to reduce the risk of accidents involving young children. 

3.1. Security Principles 

Before proceeding further in discussing security threats in connected devices, a 

foundation must be set. One of the more traditional basic principles is the use of 

information assurance which generally means the process of getting the right 

information to the right people at the right time [33]. Information assurance as defined 

by the Committee on National Security System are the “measures that protect and 

defend information and information systems by ensuring their availability, integrity, 

authentication, confidentiality, and non- repudiation. These measures include 

providing for restoration of information systems by incorporating protection, 

detection, and reaction capabilities [34]. These basic principles are individually 

defined as follows [35]: 

 

 Availability – ensuring that information is available when needed. 

 Integrity – ensuring that information is not modified, accidentally or 

purposefully, without being detected. 

 Authentication – ensuring that the source of data is from a known identity or 

end-point (generally follows identification). 

 Confidentiality- keeping sensitive information secret and protected from 

disclosure. 

 Non-Repudiation – ensuring that an individual or system cannot later deny 

having performed an action. 
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Issues that information assurance attempts to protect against range from natural 

disaster to device malfunction to human error to intelligent entity attack which lead to 

lose of data [36].  In the world today it is impossible to predict all possible risks or 

issues arising nor is it practical to try to solve or protect against them due to the ever 

increasing complexity of connected devices and price considerations. In the 

information and connected devices business world, failure to attempt to identify and 

address the risks towards the end users and services could have severe consequences. 

These consequences on the lower end could lead to a short term failure of the device 

or service resulting in little impact other than an irritation to the end users. An example 

of this is a DoS attack like that which happened against the public sector web services 

in Finland near the end of 2016 [37]. This attack caused the online access to electronic 

prescriptions and records to be temporarily inaccessible. The impact to the end users 

was fairly limited as it disrupted the online portion of the public sector services while 

all other portions of the services operated normally. The consequences on the higher 

end could lead to major or catastrophic failures impacting global networks which thus 

may result in business failure and legal actions being taken by end users and regulators. 

A very recent example is the Federal Trade Commission suing D-Link Corp. for over 

stating the security of its devices and for failing to take reasonable steps to secure those 

devices from unauthorized access [38]. D-Links connected devices, in particular 

routers and IP cameras, used hardcoded login credentials and did not employ any 

measures to secure credentials [38].  Therefore, it is crucial to establish some 

procedure and/or process to document the risks, decisions made and assumed impacts. 

Within the business and government markets the benefits of new connected device 

integrations bring improvements in business or agency functions, increase efficiency 

and ultimately savings.  The businesses or agencies often have a well-established 

network of internally connected devices which are at the core of the operations. In 

other words they have had their own cloud for their own business or agencies interests. 

The integration of ever expanding varieties of new connected devices bring similar if 

not identical issues as discussed in the previous paragraph for each and every new 

integration. In the not too recent past it was sufficient for industry and government to 

simply secure the computer networks in traditional ways by securing the perimeter to 

keep the threats out. Now with the introduction of ever expanding attack surfaces those 

previously secure systems are open to new and ingenious attacks which simply were 

not possible in the past. The addition of a new connected device requires new APIs, as 

these APIs are introduce threats from undocumented or uncontrolled APIs leave an 

avenue for attackers [39]. Traditionally, closed systems include devices with in the 

systems which may never have been intended to be connected yet are being connected 

opening the threat to have a potential to shut down or cause bankruptcy and putting 

human lives at risk [10] by a catastrophic failure.  As it has become normal for 

employees to bring their own connected devices to work the threats to business and 

government markets are there of an unintentional penetration through means of those 

types of devices [39]. Along the same lines considering the software which comes with 

the connected device to help manage the device through means of a computer or 

mobile phone, this software often defines its own permissions and tries to open its own 

path to an exterior service. This introduces the threat of escalated access to the internal 

network [39]. This raises the threats which we humans have on the business and 

government market connected devices systems; most of us do not have sufficient 

knowledge to make the right configuration or simply do not understand the impact of 

decisions and actions taken to add or install a connected device to the network resulting 
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unpredictable vulnerabilities and infiltration points to the closed networks. Both 

business and government markets are faced with “challenges to keep connected 

devices secure while also ensuring that a particular instances of the connected devices 

cannot be used as a pivoting point to attack other systems and applications” [35] within 

their networks. 

As the complexities of the existing consumer, business, and government systems 

increase with the introduction of connected devices the traditional assurances of 

resilience and safety engineering must merge with security assurances [35]. 

Implementations of security features must work seamlessly to meet safety 

requirements and vice versus. This is a very intriguing concept and would require 

further study and research of the current practices deployed and require development 

of new approaches to merge the longstanding safety engineering field with newer 

security engineering field. 

3.2. Security Threat Identification 

Further focusing on security threats, Shirey defines them as a possible danger that 

might exploit a vulnerability to violate security and therefore potentially cause harm 

[36]. In order to properly understand security threats we must also define a 

vulnerability which is a weak point from which an attacker has the potential to breach 

the security of a device or system [31]. Manufactures, developers, and end users can 

implement countermeasures (security controls) or take actions to protect connected 

devices and the connected device information against threats and vulnerabilities [31]. 

As previously mentioned threats come in all shapes and forms in connected devices, 

they range from unauthorized access to data with the intent of committing fraud while 

the extreme includes systematic disruption of the internet and services. It seems that 

every day we hear of a new threat being discovered which affects any and every 

software module, connected device (hardware and/or software) or complete system. A 

concrete example being the high profile Heartbleed bug which is a serious 

vulnerability in the popular OpenSSL cryptographic software library [40]. This 

vulnerability had one of the widest impact surfaces known as devices and servers 

utilized the OpenSSL library to provide privacy and secure communication. 

As connected devices become more and more integrated into our daily lives and into 

the traditionally isolated systems we as humans have depended upon, the importance 

of protecting those systems is critical. This is easy to say but what does it mean and 

where to start? Accepting it is impossible to identify or address all possible threats it 

is necessary to first “decide what to protect, what to leave for insurance and what is 

too improbable to care about” [41]. Next to then clarify from whom you are trying to 

protect those identified items. In doing so, it is mandatory to separate the actual threat 

source from the threat agent. A threat agent is a person or entity that is responsible for 

a security event or incident that impacts, or has the potential to impact, the safety or 

security of another entity [36]. A common practice to identify threats is to create attack 

trees and/or to execute threat modeling for the threats. In execution of both for the best 

results experts from a wide range of domains are mandatory. The trees and models 

start high level and progress to more specific detail, in follow-up exercises as required. 

For full effectiveness maintaining and updating of the trees or models periodically 

helps to cover new implementation and complexities by shifting the focus to address 

the newly identified critical threats. Usage of these practices should be a normal 
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happening but a bare minimum must be considered upon introduction of a new device 

or external impacting interface change. 

“Attack trees are a branching, hierarchical data structure that represents a set of 

potential approaches to achieving an event in which security is penetrated or 

compromised in a specific way” [36]. The creation of attack trees help to visualize and 

develop an understanding of the sequence of vulnerability that can be exploited for 

some end effect [35]. In plain English this method attempts to take the point of view 

of an attacker and map out, in a graphical format, a multitude of ways that the attacker 

would try to execute an attack. The point being is that if the ways a device or system 

can be attacked is understood then developing of effective countermeasures to prevent 

the attacks is possible. Attack trees allow for a probabilistic analysis of which attacks 

are most likely to succeed and which attacks are most likely to be used due to low cost 

and ease of execution [42] .  

Threat modeling is an optimized process that allows for a structured approach to 

identify potential threats, to rate them and to address them [43]. Approaches to use 

when threat modeling can be from several different perspectives: from the perspective 

of the software, from the perspective of the asset or from the perspective of an attacker 

[44]. Threat modeling provides a methodical approach to perform security evaluation 

of a device or system by developing a thorough understanding of the actors, entry 

points and assets under consideration [35]. Within the security industry several 

methods are employed with perhaps the most common being the STRIDE 

methodology developed by Microsoft. The individual letters stand for ways that 

security can fail as listed in Table 1 [44], [35]. 

 

Table 1. STRIDE – failures, relationship and definitions. 

 

Failure Relationship to 

Principles 

Definition 

Spoofing Authentication The impersonation of someone or something 

Tampering Integrity 

(&Authentication) 

The modification of something that is not 

supposed to be modified, i.e. code or data 

Repudiation Non-repudiation 

(&Integrity) 

Claiming that you did not do something 

Information 

Disclosure 

Confidentiality 

(&Authentication) 

Exposure of information to those that not 

authorized to see it. 

Denial of 

Service 

Availability The attack with the intention to degrade or 

deny usage of the device or service. 

Elevation of 

Privilege 

Authorization Gaining capabilities without proper 

authority. 

 

STRIDE method follows a logical flow, as seen in Figure 1 below, from diagraming 

the device, system or sub-system after which threats can be identified and mitigation 

actions can be taken resulting in validation [45]. Upon validation of the mitigation for 
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the identified threats in the diagram the process returns to diagraming taking into 

consideration new or modified factors impacting or in the system. 

 

 

 
 

   Figure 1. STRIDE method. 

 

The creation of data flow diagrams starts from the high conceptual level and then 

expands to deeper and more detailed levels as required. Data flow diagrams help to 

understand what data is handled, who handles the data, and what attack surfaces are 

there. Data flow diagram key components are as follows [45]: 

 

 Processes – can consist of services, components, pure executables, etc. 

 Data Stores – can consist of databases, files, registries, shared memory, etc. 

 Data Flows – can consist of network traffic, function calls, rpc calls, etc. 

 External Interactors – people, other systems, other software, web services 

 Trust Boundaries – process boundary, files system or any the points from 

which the system can no longer trust data flowing into it. 

 

Utilizing the data flow diagram identification of threats to each item in the system or 

device is eased. Application of the possible failures to the key entities of the data flow 

diagram provides us Table 2 as reference in threat identification [44], [45]. 

  

Diagram

Identify

Mitigate

Validate
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Table 2. STRIDE – failures mapped to DFD components. 

 

Failures External 

Interactors 

Process Data Store Data Flow 

Spoofing 
Pretending to be 

someone or 

something else. 

Inserting a fake 

process like a 

malicious 

executable. 

- - 

Tampering - 

Modification of 

process to 

perform 

unexpectedly. 

Modification of 

stored data to 

affect process 

functionality. 

Modification of 

data in transit to 

affect process 

functionality. 

Repudiation 
Claiming to not 

have done 

something. 

Perform an 

action which is 

not provable 

afterwards. 

Modification or 

deletion of logs 

to enable 

repudiation. 

- 

Information 

Disclosure 
- 

Access to data 

without 

authorization, 

i.e. via an API. 

Access to 

sensitive 

information. 

Eavesdropping 

on sensitive 

information in 

transit. 

Denial of 

Service 
- 

Erroneous 

processing of 

data causes 

malfunction like 

unhandled case 

in process. 

Corrupting data 

store to cause 

process to 

malfunction 

like submission 

of bad data. 

Corrupting data 

flow to cause 

process to 

malfunction like 

data overflow. 

Elevation 

of Privilege 
- 

Erroneous 

processing of 

data gives 

attacker extra 

privileges or 

execution 

permissions. 

- - 

 

Next mitigation attempts to address or reduce the identified threats with the target to 

protect the customers by designing more secure software. There are four options for 

handling the identified threats which are: 

 

 Redesign to eliminate the threat 

 Use an existing security control (standard, what has been used before?) 

 Create a new security control (riskiest; too easy to introduce new threats!) 

 Accept vulnerability in the design (agreements and approvals required) 

 

It is important to ensure that each and every threat is addressed. Upon completion of 

mitigation phase validation ensures the data flow diagram/s match the final system, 
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reviews the threat enumerations, verifies testing, and quality assurance approvals and 

validates mitigations are correct. Threat modeling, even with STRIDE, is executed 

normally by means of an event (meeting) with best results achieved when proper 

preparation has been made from all parties. Prior to the event draft threat models 

should be created for the system and each sub-system to allow for effective discussion 

of the core, threats, and mitigations proposals. [45] 
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4. CONNECTED DEVICES SECURITY 

So far we have explored connected devices and the security threats which impact 

connected devices. We have discussed that across the engineering industry threat 

modeling is a common practice. An outcome of the threat modeling is to mitigate the 

threats by implementing and utilizing industry best practices for security. Next we will 

introduce basic security elements on top of which sound security can be built. 

4.1. Elements of Security Solutions 

When considering any security solution it is necessary to return to the elements upon 

which all successful security solutions are founded. Security for any device, connected 

or not connected, is based on some decision made at the concept and design phase to 

protect something from determined threats. The security decisions and 

implementations must take into consideration all of the elements in the whole spectrum 

of the system from the device or devices, to the communications, to the cloud, and to 

the lifecycle management [46]. Briefly highlighting considerations for these related to 

security [46], [47]: 

 

 Device (the connected product) 

 The smarter and more powerful the device the better capable it is to 

handle security, encryption, authentication, etc. 

 Processing of data locally in the device helps reduce large volume of 

sensitive data routing to the cloud; better to transmit packaged 

discrete messages securely. 

 Communications (the mediums over which data is transferred) 

 Device initiated connections to the cloud to avoid opening 

unnecessary attack surfaces, a bi-directional channel can be establish 

for remote control if required once the device establishes connection. 

 Ensure the message security; standard message based protocols 

highly preferred (tried and tested). Security policies are easier to 

apply when proper labeling of messages is adhered to. 

 Cloud (software backend which takes, processes and prepares device data) 

 Identify and authenticate all incoming transmissions; digital 

signatures. 

 Ensure encrypted transmission to devices and storage of device 

specific data. 

 Lifecycle Management (care of the system after installation, continuous) 

 Security updates! Ability to apply and capability to verify. 

 Remote control capabilities for maintenance, mandatory once a 

critical mass is deployed. 

 Activity monitoring. 

 

As just describe a security solution must span across the whole ecosystem which the 

connected device is part of. The security solution must ensure the firmware of the 

connected device has not been tampered with, it must secure the data stored by the 

connected device, provide secure communication, and it must protect the connected 

device from cyber-attacks [48]. This brings out the complexity of designing and 
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deploying a proper security solution, which must include a multitude of elements 

working in unison as a barrier to reduce the relevant threats. 

4.2. Enablers of Security Solutions 

The application of the security enablers required cryptographic primitives providing 

the foundation upon which the security enablers are built. For the purpose of this thesis 

we will acknowledge that they exist in the form of symmetric and asymmetric key 

encryption, hash functions, random number generation, and digital signatures but will 

not explore them any further. Within the industry proven and strong cryptographic 

methods and cryptographic suites are widely available. However, the greatest issue 

still seen in connected devices today is the application of the cryptographic methods, 

by using bad, outdated or unpublished algorithms while also applying some algorithm 

which is vaguely described with no or little review [49]. It must be recognized that 

cryptographic algorithms alone offer no protection at all [49] rather that they are one 

part of a whole security solution. 

In order to achieve the desired security goals for a connected device an assortment 

of security enablers maybe chosen to include secure boot, identification / 

authentication, secure communications, data security, intrusion prevention, security 

monitoring, secure updates, and secure hardware [48]. Each of the discussed enablers 

when properly applied provide one or more of the basic security principles: 

confidentiality, integrity, availability, authentication, and non-repudiation. 

 

Secure Boot 

 

In many of the connected devices use cases the validity of the device and the 

firmware is critical when the cloud service is receiving data or connection requests, 

especially in those cases when the device is remotely located. As a means of trying to 

ensure the connections to the cloud are not coming from malicious actors or connected 

devices manufacturers may enable secure boot in the connected device. Secure boot is 

achieved using cryptographically signed firmware along with hardware support to 

verify the firmware is authenticated prior to executing it [48]. Secure boot thus 

provides the “root of trust in the IoT and the cornerstone of trustworthiness in 

connected devices” [50]. A root of trust is the initial source of trust, in a connected 

device normally a cryptographic key protected by hardware mechanisms for example 

burned to e-Fuses or secure storage. Secure boot can be roughly described as a boot 

process flow starting from the power on and ending at the initial idle state of normal 

execution of a connected device. Figure 9 presents a simplified view of a typical 

normal secure boot process flow [51], [52].  
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Figure 9. Secure boot. 

 

The process starts from the power on state transition at which point the MCU chip 

executes ROM initialization code. This ROM code is permanently written to the chips 

internal memory, thus it is small in size and unchangeable without creating a 

completely new chip. Low cost connected devices manufactures do not create their 

own version of the ROM initialization code as it increases (often drastically) the cost 

of the MCU chips. This in effects means they utilize the chips default initialization 

mechanisms which is common across all devices with similar chips thus increasing the 

risk for attacks as the value increases with mass quantities being in use.  

The boot process of the ROM code starts by first loading the whole Bootloader to 

memory. Then the ROM verifies the calculated hash of the Bootloader against the hash 

contained within the signature of the Bootloader which is extracted using the 

Bootloader_Crypto_Key. If the calculated and extracted hashes match the ROM code 

executes the Bootloader. If the hashes do not match then most often the ROM code 

enters some error state, the hash mismatch indicates malicious modifications of the 

Bootloader.  

The bootloader and firmware generally follow similar boot processes with 

additional steps defined by the manufacture of the connected device (steps may include 

initializing “off chip” memory, pooling for new software download, etc...). Applying 

a proper secure boot has it challenges. The challenges range from hardware level 

assurances of memory bus protection to strength of cryptographic keys due to length 

restrictions and to protections of debugging and download interfaces.  [50], [52] 
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Identification and Authentication 
 

Expanding upon the previously discussed point of ensuring the validity of a remotely 

located connected device as it attempts connection to a cloud service; the identification 

and authentication of said device must be successful prior to allowing establishment 

of a communication channel. As mentioned earlier the connection establishment 

should always be from the connected device to the cloud service helping to provide 

the most protection to the device and form the basis for secure communications 

discussed later [46]. In establishing the connection the cloud identifying and 

authenticating the connecting device is critical first of all for protection of the cloud 

service itself but also for the data being transferred between the two parties. The 

identification and authentication of connected devices and the cloud service to each 

other can be achieved by utilizing digital certificates [47]. An alternative 

authentication method may be to utilize signing mechanisms protected by strong 

passwords [48]. However, a very high percentage of security attacks focus on 

password based authentication systems [53]. 

Digital certificates are the backbone of trust in the open network, they are “an 

electronic passport that allow the exchange of information securely over the Internet 

using the public key infrastructure (PKI)” [54]. The digital certificate also known as a 

public key certificate is used to prove ownership of a public key including details about 

the key, the identity of the owner and the digital signature of the entity which has 

verified the certificate [55]. Typical digital certificates follow a standard format like 

that defined in the X.509 standard.  A connected device has installed PKI trust anchors, 

intermediate public key certificates, provisioned device specific PKI credentials and 

private key(s) and minimal network reachability information during the manufacturing 

phase [35]. Within the PKI scheme the entities providing the digital signatures are 

certificate authorities which are trusted third parties.  

An important issues faced when using digital certificate may be the validity of the 

digital certificate itself (most have an expiration date) and how to replace it in the 

device. This in particular is very critical considering the expected life time of most 

new connected devices. Another issue is the requirement by the connected device to 

ensure the digital certificates are not revoked which must be checked prior to trusting 

the source of the certificate [35].   

Proper implementation of authentication mechanisms utilizing digital certificates 

based on the PKI provides the building block from which secure communications can 

be achieving. 

 

Secure Communications 
 

 As connected devices are deployed wider and wider across our environments the 

communication protocols become critical. In particular these communications must 

protect the connections between the most remote connected devices all the way to the 

cloud services supporting them. Connected devices utilize an array of different 

messaging protocols (MQTT, CoAP, REST, etc.) over assorted communication 

mediums (BT, LTE, WLAN etc.) [35]. These are all industry standards with their 

benefits and weaknesses with no clear winner or winners yet in the market. For this 

thesis we will not dive further into these messaging protocols or communication 

mediums other than to recognize that they play a role in communications between 

devices. 
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Secure communications implies private communication between two entities 

despite the efforts by a third person to eavesdrop, intercept, and exploit the 

communications [36], [56]. The standard methods to implement secure 

communications to and from the connected devices is to use encryption. Found within 

most secure communications is the use a standard protected connection like SSH, TLS, 

DTLS, etc. [48]. These are cryptographic protocols that provide communication 

security over the network. Taking TLS (Transport Layer Security Protocol) as an 

example, communications can achieve privacy and data integrity by the following 

means [57]: 

 

 Communicating parties authenticated using public-key cryptography. 

 Private connection secured by symmetric cryptography, keys obtained 

through initial handshaking between connected device and backend server. 

 Message integrity ensured by message authentication code, preventing 

undetected loss or alteration. 

 

When using a cryptographic protocol to establish a secure communication channel 

it is vital to avoid using previously proven weak or insecure algorithms while also 

ensuring the key lengths are sufficiently strong for desired security goals [48]. 

 

Data Security 

 

At the root of the IoT hype is the value of the vast amounts of data available from 

the connected devices. This data has immense potential to both the good and bad guys, 

therefore it must be protected from corruption and unwanted actions of unauthorized 

users [58]. From the connected device perspective the mechanisms employed for data 

security are related to preventing unauthorized access to the device, encryption of the 

data storage on the device and securing communications to and from the device [48] 

(covered its own section below). 

Conventional means to protect against unauthorized access to a device have 

revolved around identification and access rights; in other words utilizing user account 

(password) based permissions to gain direct or remote access to the devices user 

interfaces [35]. In todays connected device world the user interfaces are more than 

often via an application on another device or through a web browser as the devices 

(especially lower cost and smaller sized ones) themselves do not have the capabilities 

for direct access. The access to a connected device however must still be considered 

and proper restrictions put into place in order to protect the data on or collected by the 

device. Deployment of connected devices in business and government markets have 

led to the need to create new systems to attempt to manage the needs of granting 

multiple users simultaneous access while also requiring capabilities to scale to support 

a vast dynamically evolving infrastructure of connected devices and sub-systems of 

connected devices [35].   

The connected device itself must have means to protect the data assuming physical 

access is possible. Even if the direct normal “online” interface is password protected 

physical access opens attack vectors to bad actors to extract unprotected data. 

Connected device data protection schemes are the encryption of data on the device 

along with further encryption for transmission. Typical device specific encryption is 

based on symmetric key encryption utilizing the AES algorithm. The data may be 

completely or only partially encrypted. Encrypting the connected devices data could 
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include usage of additional keys, like user password or a given pin. The usage of 

additional keys increase the strength of the data security by restricting further the 

access to the data to those that hold the device specific key and the additional keys (i.e. 

user password). This is especially relevant when considering the threat of the key being 

extracted from the hardware. 

Other means to protecting data in the connected device include utilization of secure 

storage. In order to properly implement a secure storage a trusted module is required 

which is discussed later. The storage may be used for protecting the cryptographic 

keys used to protect the data or the data itself depending on the identified importance 

of the data during design phase.  

When considering data security from the connected device perspective the retention 

and backups of the data on the device in special cases are both often over looked. What 

happens when an end user physically executes a factory resets the device? For a factory 

reset all data on the device should be wiped, but does that include the set user accounts 

details? When a device is offline for a long period of time does it keep the data or is 

there an age limit defined? If an end user decides to update or reinstall a firmware to 

the connected device is the data stored? These are some of the questions which must 

be considered already when defining the design parameters for the connected device 

in order to establish proper data security. 

 

Intrusion Prevention and Security Monitoring 
 

Once connected devices have been installed and activated in the environment potential 

attackers have free rein to attempt to compromise the device. Besides the previously 

covered mechanisms to try protect the firmware, communications, and data of the 

connected devices the security design and features must consider intrusion prevention 

and security monitoring. 

For connected devices intrusion prevention implicitly refers to the detection, logging 

and reporting of attempted intrusions. Currently for most existing embedded devices 

attacks can be executed thousands or millions of times and no one would ever know 

as login attempts are not logged or reported [48]. An intrusion is an unwanted or 

malicious activity which is harmful to a connected device [59]. For proper intrusion 

prevention at minimum a protected log should be kept to keep a record of all device 

configurations, logins, authentications of signed, or encrypted requests. However, the 

power cost of keeping and transmitting the log is fairly expensive especially in battery 

powered devices [35]. 

Security monitoring typically refers to security information and event management 

which provides real-time analysis of alerts generated by network hardware and 

applications [60]. Security management systems place a special focus on real-time 

monitoring, correlation of events, notifications, long-term storage and analysis of 

retrieved data. Security monitoring operations in connected device systems refers to 

asset monitoring for abnormal behavior in order to attempt to mitigate potential 

security incidents [35]. As a good first step it would initially be critical to build a clear 

detailed understanding of the connected devices that are connected to a network 

including the bill of materials for those devices (what are their capabilities, interfaces, 

data, and firmware versions) [28]. Once understood methods to identify anomalies 

with in the network can be developed using data analytics applied to the connected 

device messaging [35]. Additionally, the security monitoring system should have 

means to track industry published vulnerabilities and weaknesses. For example, when 
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a vulnerability in a cryptographic library is found then the impact is easier to fathom 

and address by applying security policy updates and mitigation actions [48]. 

The areas of intrusion prevention and security monitoring in connected devices is 

still fairly new with a need to research further ways to identify anomalies in individual 

or networks of connected devices [35]. 

 

Secure Updates 

 

Currently, the greatest issue with connected devices in the use throughout all markets 

is the fact that they lack automated update capabilities or even worse do not even have 

any update capabilities [28]. All software over time especially that which connects to 

or through the internet will fall vulnerable to a new weakness or failure which can be 

compromised and taken advantage of by bad actors [41] location 6360, [28]. Therefore 

capabilities to enable updates should be a basic feature for any connected device. 

The introduction of a feature to make updates to a connected device opens new threat 

vectors. The bad actors desiring to compromise a device will try to utilize the update 

interfaces to introduce malicious software to gain some advantage, therefore these 

interfaces require protection which is often referred to “secure updates”. Secure update 

is the ability to install complete new firmware or partial updates for sections of the 

firmware with the assurance that the update is from a valid source (i.e. original 

manufacture or firmware authority) and is unmodified [48].  

Legacy devices generally require some direct connection to perform an update but 

it is become more common place that new connected devices employ some form of 

over the air updates. This OTA functionality must ensure end-to-end firmware 

integrity and authentication from the build system to the end users connected devices. 

While the execution of an update should be only allowed by a high privileged role or 

identity or could rather be a device centric operation. This means that the connected 

device itself would pull the updates through a secure communication channel from a 

secure backend software update system. [35] Upon successful download of the updates 

the connected device would then verify the updates, install the updates and finally 

execute them as part of normal secure boot and operation. 

 

Secure Hardware 

 

Starting in the computer industry and then expanding into mobile devices 

manufactures and software providers have been working together to build into devices 

better and better security solutions based on hardware level security. Hardware level 

security solutions range from simplistic hardware lockout e-fuses to more complex 

dedicated secure execution environments. Growing in popularity is usage of trusted 

platform modules, secure elements and trusted execution environments. 

A trusted platform module (TPM) is defined as a dedicated microcontroller designed 

to secure hardware by integrating cryptographic keys into the device [61]. The trusted 

platform module is basically a secure cryptography processor which includes 

algorithms, cryptography primitives and root keys among the key features. The key 

strengths of a TPM are in providing platform integrity, enabling disk encryption and 

allow for password protection. [61] The drawbacks are weaknesses related to 

malicious hardware components added to the device for snooping purposes, the built 

in cryptographic primitives which have been proven weak and in particular for lower 
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cost connected devices the addition dedicated microprocessor drastically increases the 

cost. [61], [62] 

Secure elements (SE) are an expansion to the functionality of a TPM in that it is 

defined as a tamper-resistant platform (typically a single microcontroller) capable of 

securely hosting applications and their confidential and cryptographic data [63]. A 

secure element may be a Universal Integrated Circuit Card (UICC), an embedded 

secure element or a removable microSD card. A simplified description of a secure 

element could be a chip that offers an environment to store data securely, process data 

securely and perform communication with external entities securely [64], therefore 

including all necessary components internally to do so. The key strength of a secure 

element is that it is designed to be self-sufficient (does not require external storage, 

keys or algorithms) and is tamper resistant. The key issues with secure elements are 

restrictions on storage and processing speeds while as it a separate hardware 

component additional cost is also introduced [64]. 

Trusted execution environment (TEE) is a secure area of the main processor which 

offers an execution space that provides a higher level of security than the main 

operating system and more flexibility than a secure element [65]. The TEE ensures 

that sensitive data is stored, processed and protected in an isolated, trusted environment 

[66]. One of the most well-known implementations of a TEE is TrustZone [67] from 

ARM which offers trusted boot and trusted OS features. Typical use cases include the 

protection of authentication mechanisms, cryptography, key material and digital rights 

management controlled through trusted applications running in the secure world [66]. 

A TEE provides significate increase of protection to security threats compared to a 

main OS however is not as secure as a Secure Element as the TEE is executing within 

the same components as the main OS. The separation of functionality and resource 

usage between the TEE and main OS requires an in-depth understanding of the chip 

and resources [68]. Additionally, a TEE may be designed with full or minimum 

support of the standard adding cost to the implementation and device cost. 

Each individually or combinations of the TPMs, SEs or TEEs are hardware level 

support for providing some or all of the previously covered security enablers. An 

additional hardware level security feature is device tampering detection. Device 

tampering detection is the ability to detect that the seal on a devices enclosure has been 

broken providing an indication of potential tampering [48]. 

 

Security Enablers Summary 

 

For the development of connected devices a wide range of industry standard security 

enablers are available as we have introduced above. Building the right protection into 

the connected devices themselves provides a crucial layer to the overall security of 

connected device systems [48]. The introduction of chosen security enablers must be 

very early in the design phase of a new connected device or connected device system 

in order to ensure necessary hardware capabilities are present to address identified 

security threats. 
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5. ACTIVITY BAND CASE STUDY  

Now that we have covered device classifications and price factors which impact the 

security solution decision we will select one connected device from the consumer 

market group for further analysis and experimentation in a case study. The case study 

shall review the security threats applicable to the connected device. Then probe 

selected security solutions which have been implemented to mitigate security threats. 

For the case study we will consider an activity monitoring device which we will call 

“Activity Band” from the wearable segment of the consumer market category. This 

sort of connected device is ideal for this case study as they are typically fairly cost 

effective, readily available, generally user friendly and they require a second 

connected device for the data collection which typically is a mobile phone. The initial 

assumption for this case study is that currently connected devices have not 

implemented or deployed sufficient security mechanisms leaving them vulnerable to 

attack. 

The wearables segment includes a wide range of smart electronical devices that are 

worn on the body or implanted in the body [69]. The main purpose of this sort of 

connected device is to measure bodily functions and/or to serve as an output to other 

devices [70]. Activity monitoring devices are often known as activity trackers like 

FitBit Alta [71] or Garmin vivosmart [72]. Activity trackers come in many sizes and 

shapes with different features and sell points, however they all have some very basic 

and similar concepts. The activity trackers capture user data at define periodic 

moments which usually include but is not limited to user step count, distances covered, 

effort exerted, heart rates, GPS coordinates and much more [70]. Activity trackers 

either directly transfer this collected data wirelessly or store it and periodically transfer 

it to a mobile device, tablet or computer. Upon transfer it is often synchronized with 

the user cloud account for historical and statistical purposes. 

5.1. Activity Band – Threats 

Utilizing the covered definition of security threats, basic security principles and 

methods to identify threats we will analyze the Activity Band from the wearable 

subcategory from consumer market and describe some of the respective security 

threats. As this thesis paper is not focused on diving deeply into threat identification 

and modeling the approach the analysis will be fairly abstract with limited introduction 

to some of the threats applicable. 

In order to properly consider the security threats applicable for the Activity Band 

we must start at the highest level. In Figure 2 we can see a rudimentary view of the 

ecosystem of the Activity Band [73]. 
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Figure 2. Ecosystem of the Activity Band.1 

 

The Activity Band collects related data from the wrist of the user like heart rate, 

motion and step count. This data is periodically synchronized to the mobile phone of 

the user using the Activity Band mobile application. The application has the capability 

to view current data and transmit and receive data to the Activity Band cloud services 

over wireless mobile protocols. The cloud services have greater processing and storage 

capabilities allowing for improved advanced analytics and visualization of the 

collected user data. This data is available to the user for viewing through the Activity 

Band mobile application or through the Activity Band web browser interface. 

Additionally, the Activity Band cloud services allow access to a partner 3rd Party Cloud 

which utilize data for further processing and visualization purposes. Considering this 

seemingly simple connected device when taking a high level view of the total system 

we can see that the total attack surfaces extend well beyond the individual Activity 

Band itself. 

An attacker may gain physical access to the Activity Band. Therefore, its firmware 

and memory which are used to process and store data are at risk. The following list 

provides an illustration of the threats related to physical access [74]: 

 

 Physical access leads to threat of 

 Extraction of user data 

 Attacks on the firmware by replacing with a modified version 

 To route data to a third party 

 To corrupt the Activity Band rendering it unusable 

 To compromise the paired mobile device 

 To tamper and change the collected data with intent to falsify it 

 To insert executable code with intent to attack the backend cloud 

services 

                                                 
1 Computer and tablet clipart courtesy of www.clipartkid.com 
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 Attacks on vulnerabilities in the Activity Band software thus 

compromising it with intent similar to previous item 

 

The Activity Band utilizes a standard wireless protocol to communicate and to pass 

data onto a mobile device. The following list provides an illustration of the threats 

related to the wireless communication protocol [74]: 

 

 Wireless communication protocol can be attacked by 

 Eavesdropping of in transit data to steal user data 

 Tampering of in transit data to falsify user data 

 Sniffing of unique identifier the Bluetooth MAC (Media Access Control) for 

tracking purposes [75] 

 Utilizing known protocol vulnerabilities to steal or falsify user data 

 Utilizing known protocol weaknesses to execute a denial of service attack 

 

The Activity Band depends on second smarter connected device, in this case a 

mobile phone, to act as the interface and data router for the Activity Band. The mobile 

phone itself has an extensive attack surface which is very briefly skimmed in the 

following list [74], [76]: 

 

 Utilizing a secondary mobile phone leads threat of 

 Malicious applications (Malware, Trojans, Spyware, etc..) which  

 Steal user data and/or credentials 

 Ransom user data 

 Unauthorized access to mobile phone by another party which 

 Install snooping applications or software 

 Modify installed user data, applications or software 

 Open unsecure ports to gain unauthorized access 

 Extract user data and/or credentials 

 Wireless communication protocol attacks which lead to 

 Interception of user data 

 Unauthorized access to mobile phone 

 Exploitation of vulnerabilities in the mobile phone to compromise it 

 Attacks on weakness in the mobile phone to compromise it 

 

The Activity Band application installed on the mobile phone is the user interface to 

the Activity Band. The application pairs with the Activity Band, gathers user data 

collected by the Activity Band, routes user data to the Activity Band cloud, displays 

visual representations of the processed user data, provides interface to set Activity 

Band configurations, and provides the firmware update capability for the Activity 

Band. The following list provides an illustration of the threats directly related to the 

mobile application itself [77]: 

 

 The mobile application can be attacked by 

 Application specific code tampering on the mobile phone 

 To modify and/or steal application methods or data 

 Exploitation of communication protocols and authentication 

 To gain access to transmitted data or credentials 
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 Elevation or excessive permissions 

 To gain access to data 

 Exploitation of vulnerabilities in the application 

 To compromise the application and/or data 

 Reverse engineering 

 To reveal vulnerabilities in the application or hidden credentials 

 

The data from Activity Band is transmitted to, processed and stored within the 

Activity Band cloud providing deeper user experiences and analysis. The cloud itself 

has a very extensive attack surface which is very briefly introduced as follows [74]: 

 

 Cloud services are vulnerable to: 

 SQL injections 

 Cross-site request forgery 

 Password attacks 

 Phishing attacks 

 Denial of service attacks 

 Account lockout attacks 

 

One key threat vector which is not often thought about here is that the application 

being available for download is easily reverse engineered with readily available tools 

and thus must be designed to avoid using hardcoded credential, identifiers or special 

home cooked algorithms for access to backend services.  

The previously mention threats are only a small sample of the threats applicable for 

the Activity Band, take as an example the fact that this type of device is collecting 

individuals health related data which has the potential to leak from the device, the 

cloud or from anywhere in between. Depending on the intended purpose of the Activity 

Band or similar activity tracker this raises the threat of legal action due to the leak or 

loss of highly sensitive data.  Therefore, when considering a connected device it is 

important to define what are the critical items to be protected and from whom. This 

should be done already as part of the initial design phase, updated during 

implementation, and revisited periodically for updates. [75] 

5.2. Activity Band – Tests and Results 

Considering the covered applicable security threats for the Activity Band a couple 

threats were selected and tests were executed to probe the relevant security solutions 

implemented for the Activity Band. Supporting the theme of the thesis the threats 

selected shall focus on the connected device, the connected devices software, and its 

interfaces. In line with the assumption stated earlier experimentations will be perform 

on the Activity Band itself and the Activity Band communication interface to the 

secondary mobile phone as marked in the following Figure 3.  
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Figure 3. Activity Band Focused Tests Areas. 

 

The security threats applicable to the Activity Band selected for experimentation 

and testing are from the covered Physical Access and Wireless Communication 

Protocol. The test cases were executed within as close as possible real world 

environment which a normal end user of the Activity Band would be, utilizing standard 

or free tools readily available from the internet. 

A visual and physical analysis of the Activity Band provides the potential attack 

surfaces. The Activity Band as shown in Figure 4 has charging pads, sensors, and the 

wireless Bluetooth LE (BT) interfaces.  

 

 
Figure 4. Activity Band External Interfaces. 

 

The form factor of the Activity Band leads to a limited risk of direct physical tampering 

due to its electronic and enclosure packaging. Without further research and study 

tampering and manipulating the sensor and charging interfaces through specialized test 

cases to attack the Activity Band firmware is not possible. Therefore, the most 

practical interface to attack the Activity Band is through the BT interface. 
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Test Case 1 

 

Purpose of test case 1 was to attempt to commandeer the Bluetooth (BT) connection 

of the Activity Band using the Activity Band application from a second mobile phone 

while there was already an active connection with the Activity Band. 

The test case environment as represented in Figure 5 consisted of the Activity Band 

and two Nexus 5x Android mobile phones referred to as Nexus #1 and Nexus #2. Both 

Nexus 5x Android mobile phones have the latest version of the Activity Band 

application installed which are referred to as App #1 and App #2. The bootloader and 

firmware software versions of the Activity Band are authentic from manufacturing. 

 

 
Figure 5. Execution Environment of Test Case 1. 

 

Test case 1 consisted of the following steps as visualized in Figure 5. First, establish 

a relationship between the Activity Band and Nexus #1 and a connection by launching 

App #1. Second, verify App #1 indicates a successful connection by displaying the 

power level status of the Activity Band battery. Third, attempt to establish a new 

relationship and connection between the Activity Band and Nexus #2 utilizing App #2 

while App #1 is active in Nexus #1 (active means it is in the foreground or background 

of the Android mobile phone). 

The result of this test case was a failure by App #2 to establish a relationship nor a 

connection with the Activity Band. Additionally, the Activity Band connection with 

App #1 was uninterrupted. This test case indicates that the Activity Band has some 

protection by not allowing a second device to connect while there is an active 

connection. 

 

Test Case 2 

 

Purpose of test case 2 was to attempt to commandeer the BT connection of the Activity 

Band using the Activity Band application from a second mobile phone while there was 

no active connections with the Activity Band. 

The test case environment as represented in Figure 6 consisted of the Activity Band 

and two Nexus 5x Android mobile phones referred to as Nexus #1 and Nexus #2. Both 

Nexus 5x Android mobile phones have the latest version of the Activity Band 
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application installed which are referred to as App #1 and App #2. The bootloader and 

firmware software versions of the Activity Band are authentic from manufacturing. 

 
Figure 6. Execution Environment of Test Case 2. 

 

Test case 2 consisted of the following steps as visualized in Figure 6. First, establish 

a relationship between the Activity Band and Nexus #1 and a connection by launching 

App #1. Second, verify App #1 indicates a successful connection by displaying the 

power level status of the Activity Band battery. Third, close App #1 from Nexus #1 to 

deactivate the connection with the Activity Band and enter the Idle screen (App #1 

must be completely closed not only placed to the background). Fourth, attempt to 

establish a new relationship and connection between the Activity Band and Nexus #2 

utilizing App #2. 

The result of this test case was a failure of App #2 to establish a relationship nor a 

connection with the Activity Band. Additionally, upon relaunching App #1 the 

connection is reactivated with no issues. This test case indicates that the Activity Band 

has some protection by not allowing a second mobile phone to establish a relationship 

nor a connection indicating previous relationships are stored by the Activity Band and 

perhaps limited to one relationship at a time. 

 

Test Case 3 

 

Purpose of test case 3 was to attempt to pair with the Activity Band over BT using the 

pre-installed BT application from a second mobile phone while there was already an 

active connection with the Activity Band. 

The test case environment as represented in Figure 7 consisted of the Activity Band 

and two Nexus 5x Android mobile phones referred to as Nexus #1 and Nexus #2. Both 

Nexus 5x Android mobile phones have the latest version of the Activity Band 

application installed which are referred to as App #1 and App #2. The bootloader and 

firmware software versions of the Activity Band are authentic from manufacturing. 
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Figure 7. Execution Environment of Test Case 3. 

 

Test case 3 consisted of the following steps as visualized in Figure 7. First, establish 

a relationship between the Activity Band and Nexus #1 and a connection by launching 

App #1. Second, verify App #1 indicates a successful connection by displaying the 

power level status of the Activity Band battery. Third, attempt to pair with the Activity 

Band from Nexus #2 by utilizing the BT application while App #1 is active in Nexus 

#1 (active means in foreground or background of the Android mobile phone). 

The result of this test case was a failure by the BT application to pair Nexus #2 with 

the Activity Band. Additionally, the Activity Band connection with App #1 was 

uninterrupted. This test case reinforces the findings from Test Case 1, that the Activity 

Band has some level of protection in place which blocks BT pairing and connections 

from a second device while there is an active connection. 

 

Test Case 4 

 

Purpose of test case 4 was to attempt to pair with the Activity Band over BT using the 

pre-installed BT application from a second mobile phone while there was no active 

connections with the Activity Band. 

The test case environment as represented in Figure 8 consisted of the Activity Band 

and two Nexus 5x Android mobile phones referred to as Nexus #1 and Nexus #2. Both 

Nexus 5x Android mobile phones have the latest version of the Activity Band 

application installed which are referred to as App #1 and App #2. The bootloader and 

firmware software versions of the Activity Band are authentic from manufacturing. 
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Figure 8. Execution Environment of Test Case 4. 

 

Test case 4 consisted of the following steps as visualized in Figure 8. First, establish 

a relationship between the Activity Band and Nexus #1 and a connection by launching 

App #1. Second, verify App #1 indicates a successful connection by displaying the 

power level status of the Activity Band battery. Third, close App #1 from Nexus #1 to 

deactivate the connection with the Activity Band and enter the Idle screen (App #1 

must be completely closed not only placed to the background). Fourth, attempt to pair 

with the Activity Band from Nexus #2 utilizing the BT application.  

The result of this test case was successful pairing of Nexus #2 through the BT 

application to the Activity Band. It is noted that upon relaunching App #1 from Nexus 

#1 the connection is reestablished over BT to the Activity Band. This enhances the 

previous findings that the Activity Band stores previously established relationships. 

 

Test Case 5 

 

Purpose of test case 5 was to attempt to connect and then bond to the Activity Band 

over BT using the nRF Connect application from a second mobile phone while there 

was already an active connection with the Activity Band. 

The test case environment as represented in Figure 9 consisted of the Activity Band 

and two Nexus 5x Android mobile phones referred to as Nexus #1 and Nexus #2. Both 

Nexus 5x Android mobile phones have the latest version of the Activity Band 

application installed which are referred to as App #1 and App #2. The bootloader and 

firmware software versions of the Activity Band are authentic from manufacturing. 

Nexus #2 has the nRF Connect for Mobile application installed which is provided by 

Nordic Semiconductor ASA found from the application store. 
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Figure 9. Execution Environment of Test Case 5. 

 

Test case 5 consisted of the following steps as visualized in Figure 9. First, establish 

a relationship between the Activity Band and Nexus #1 and a connection by launching 

App #1. Second, verify App #1 indicates a successful connection by displaying the 

power level status of the Activity Band battery. Third, attempt to connect with the 

Activity Band from Nexus #2 by utilizing the nRF application while App #1 is active 

in Nexus #1 (active means in foreground or background of the Android mobile phone). 

The result of this test case was a failure by the nRF application to connect Nexus #2 

with the Activity Band. Additionally, the Activity Band connection with App #1 was 

uninterrupted. This test case reinforces the findings from Test Cases 1 and 3, that the 

Activity Band has some level of protection in place which blocks BT pairing and 

connections from a second device while there is an active connection. 

 

Test Case 6 

 

Purpose of test case 6 was to attempt to connect and then bond to the Activity Band 

over BT using the nRF Connect application from a second mobile phone while there 

was no active connections with the Activity Band. 

The test case environment as represented in Figure 10 consisted of the Activity Band 

and two Nexus 5x Android mobile phones referred to as Nexus #1 and Nexus #2. Both 

Nexus 5x Android mobile phones have the latest version of the Activity Band 

application installed which are referred to as App #1 and App #2. The bootloader and 

firmware software versions of the Activity Band are authentic from manufacturing. 

Nexus #2 has the nRF Connect for Mobile application installed which is provided by 

Nordic Semiconductor ASA found from the application store. 
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Figure 10. Execution Environment of Test Case 6. 

 

Test case 6 consisted of the following steps as visualized in Figure 10. First, 

establish a relationship between the Activity Band and Nexus #1 and a connection by 

launching App #1. Second, verify App #1 indicates a successful connection by 

displaying the power level status of the Activity Band battery. Third, close App #1 

from Nexus #1 to deactivate the connection with the Activity Band and enter the Idle 

screen (App #1 must be completely closed not only placed to the background). Fourth, 

attempt to connect with the Activity Band from Nexus #2 utilizing the nRF application. 

Fifth, attempt to bond with the Activity Band from Nexus #2 utilizing the nRF 

application. 

This test case was successful in connecting and bonding the Nexus #2 through the 

nRF application to the Activity Band. Which is captured in the log file attached in 

Appendix 1, the nRF log of the BT requests and responses showing the open BT 

interfaces. Figure 11 is a snapshot from the Nexus #2 of the nRF application after 

successful connection and bonding also showing the open BT interfaces from the 

viewpoint of the Activity Band. 
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Figure 11. Snapshot of the nRF Application. 

 

Considering the results of this test case in relation to previous test cases shows that 

there are BT interface which have potential for attacks. Further study of the BT 

specifications and testing of the available BT interfaces would be necessary to 

determine the validity of exploiting them for potential attacks. 

Upon relaunching App #1 from Nexus #1, number six in Figure 10, the connection 

over BT to the Activity Band is unsuccessful. This method of connecting and bonding 

with the Activity Band through a secondary mobile phone results in a method of 

executing a Denial of Service (DoS) impacting the Activity Band. It blocks the original 

mobile phone from reconnecting with the Activity Band until the secondary mobile 

phone connection is broken or closed. This is a proximity based DoS attack meaning 

the attacker must be within close range to the Activity Band under attack, thus the 

impact is limited. 

Summarizing the test cases executed on the Activity Band the quality of its security 

exceeded the initial assumption. The BT interface of the Activity Band had restriction 

in place blocking multiple simultaneous connections. Additionally, the Activity Band 

upon successfully establishing a relationship with a mobile phone blocked any further 

Activity Band application connections. 
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5.3. Activity Band – Future Work 

Expanding on the test cases, experimentations and findings thus far, while also 

including the discussed further study point, future analysis and testing of the Activity 

Band application is the next step. The Activity Band application external interfaces as 

shown in Figure 12 include the BT communication interface to the Activity Band, the 

internet HTTP/S interface over WIFI or Telephony to the Activity Band Cloud, the 

Activity Band user data stored in the mobile phone system memory and the user 

settings stored in the Activity Band applications dynamic memory. 

 

 
Figure 12. Activity Band Application Interfaces. 

 

During familiarization testing of the Activity Band the applications handling of user 

credentials it was noticed to be potentially a risk for attack. The Activity Band 

application requires that the provides user credentials in order to even launch to its 

main idle screen and does not require it any more after that point. This practice is user 

friendly and typical, yet the extraction of the credentials from the system storage of 

the mobile phone can be suspect to attack by extraction or brute force decryption. 

Additionally, when considering the applications acceptance of password of six digits 

with no requirements to use current recommendations for strong passwords leaves the 

system stored passwords even further suspect to brute force. It also appeared that the 

password length from the application handling interface had no maximum length. This 

is particularly noteworthy that typical software attacks are buffer overflow based. If 

the functions handling the password are not properly handled it could be possible to 

utilize the user credential password field as a method to compromise the Activity Band 

application. This would be one area of the Activity Band application for future testing 

and analysis. 

The internet interface of the Activity Band to the cloud utilized the mobile phone 

wireless communication utilizing either WIFI or telephony protocols. The Activity 

Band uses HTTPS for cloud communications, however utilizing a web debugging 

proxy application installed on the mobile phone it is possible to view and log the web 
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traffic routed to the internet. If the Activity Band does not properly implement the 

HTTPS protocol the communications would be vulnerable to exploitation, this would 

be another area for future testing and analysis. 

Considering the Android operating system of the mobile phones used inr testing, the 

Activity Band application is vulnerable for attack by binary analysis and reverse 

engineering technics. The Android operating system in particular has readily available 

tools for development purposes which allow easy extraction of the Activity Band 

application binary (referred to an APK). Upon extraction of the APK it is possible to 

utilize the Android Studio for initial analysis of the APK internal structure. Utilizing 

this method the Bootloader and Firmware of the Activity Band are identifiable as 

binary packages within the APK. This leads to the question of the Bootloader and 

Firmware signatures, they must be universally signed for all Activity Bands. Assuming 

this is the case the value of the keys to sign the Bootloader and Firmware are 

significantly increased because if it is leaked or brute forced then all Activity Bands 

on the market are susceptible to compromise. Additional study of the Bootloader and 

Firmware by simple modification and de-compilation would provide an interesting 

avenue for future analysis and study. 

Focusing on the Activity Band APK by using reverse engineering technics 

introduces further methods to attack the Activity Band ecosystem. In particular this 

method of attack intention would be to find vulnerabilities or hidden credentials to be 

exploited. The internet has multiple tools and forums which provide clear and easy to 

use mechanism to decompile the APK. For these purposes it is often recommended to 

utilize code obfuscation methods to slow the reverse engineering and to not store in 

the APK and critical data or credentials. Usage of this method to study and analyze the 

Activity Band application would prove useful in expanding the previously mentioned 

future cases. 
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6. CONCLUSION 

This thesis intended to deepen the understanding of security threats and available 

security solutions for connected devices. The first method used was to deepen the 

understanding to review the complexities of the connected devices world, to explore 

the impacts of a device price point on security, to introduce security threats impacting 

connected devices, to delve into security threat identification methods and to establish 

a landscape for applicable security elements and security enablers that provide the 

foundation for a connected device security solution. Applying the deepened 

understanding of security threats and solutions for connected devices experiments and 

tests were executed on a wearable activity tracker selected from the consumer market 

of connected device. 

During the time of this thesis writing we have been witness to the ever expanding 

range and variety of connected devices and services. As this expansion has progressed 

this thesis has focused on the factors of connected devices which have a direct effect 

on the security solutions available with a wider view point of generalized groupings. 

While we also understand that security is an overarching phenomenon which touches 

all aspects of any device or software from initial design to the end of life. Thus this 

thesis has limited its focus to the threats applicable to connected devices themselves 

and the respective security solutions. Thus staying away for the time being from areas 

like security development lifecycle, security incident response, security and 

penetration testing, network security, and cloud security. 

Connected devices, recently named the Internet of Things, seem to be an all-

inclusive concept of any electronic device covering all sizes, shapes, and forms. In the 

world of today all, or nearly all devices, have networking capability thus making them 

connected devices. This fact proved to add a large level of complexity to the initial 

research question; what kind of connected devices are there? Study showed that there 

are almost as many different ways to start classification as there are connected devices 

themselves. Therefore, it was chosen to focus highest classification of the target market 

as possible as a means to provide a background for the final security solution 

implemented in a connected device. Additionally, the price point and product family 

grouping of connected devices was explored providing an initial peek at the factors 

directly affecting the implementation of secure solutions. Researching price point 

impacts ended up being very tough to find valid direct references. It was tough to keep 

the research into connected device classifications focused as the ever expanding range 

and availability of new solutions continuously provides a daily wow. The latest 

offering easily distracts with its promise to provide simplifications or advances in data. 

When it comes to security threats, if everyone simply understood what security 

threats are and how their own individual choices affect the applicable threats they 

expose themselves to, half the battle would be won. However, this may never be 

possible as the range of devices, technologies used, and interconnections of the 

connected devices is just far too complex and every expanding that a typical end user 

is not capable of grasping them. Therefore, a major party holding the responsibility to 

address security threats is the manufacture and developer of the connected devices. In 

attempting to directly provide an answer to what are connected device security threats 

it was found that defining a list was impractical because each device has its own list. 

Rather it was found to be relevant to provide a background on the security principles 

acknowledge by the industry as applicable to connected devices. Utilizing the security 

principles identification of security threats for an individual connected device is eased. 
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When designing and developing any device the security threat identification, definition 

and documentation plays a crucial role in the business decisions already in the concept 

phase. If this step is skipped, improperly executed or attempted to be addressed in the 

later development phase of a device, unnecessary acceptance of risks will be passed 

onto the end users.  Individually connected devices have their own set of security 

threats depending on its features and use cases. In order to properly identify the threats 

applicable to a connected device requires in-depth analysis which is made easier 

utilizing a threat analysis method. Within the industry the common practice is to use 

Attack Tree and Threat Modeling or some variation of both. The threat analysis should 

involve members from all domains related to the connected device. 

Mitigation of security threats for connected devices involves deploying identifiable 

security enablers to the elements in the ecosystem to form the security solution. The 

individual elements involved in a security solution play crucial roles in providing 

components of the security. The elements span across all parts of the connected devices 

ecosystem including the device or devices, the communication medium or mediums, 

the cloud services and the lifecycle management. Within each element the foundation 

of security is built using security enablers. Connected device security enablers secure 

the device with secure boot and data security features. While their communications are 

protected by authentication and secure communications features. Security 

management includes intrusion prevention, monitoring, and secure updates features. 

Secure hardware provides advanced means to harden the security of a connected 

device by using trusted platform modules, secure elements or a trusted execution 

environment in addition to device tampering detection capabilities. Considering that 

the evolution of connected devices is still early phase, standards are still being 

developed which made it hard to define a list of security solutions.  While we must 

also note that the security solution for one connected device may not directly apply to 

another connected device. 

Establishing a security solution for a connected device requires knowledge of a wide 

range of technologies. Within the industry there is no list stating what a security 

solution must do rather there are several sets of recommendations and best practices, 

this leaves interpretation to the manufacture of what security threats must be 

addressed. With this in mind it was chosen to focus the cases study experimentation 

portion of this thesis to a connected device and its communication medium excluding 

the portion interacting with the cloud services. A device which we will call Activity 

Band was selected from the activity tracker sub-group from the consumer market 

category. The selection was made to support the theme of this thesis a simple, low cost 

sensor centric device which interacts with a second connected device.  First the 

ecosystem of the Activity Band was present and applicable security threats were 

introduced. Then with the threats in mind experimentation and tests were executed to 

probe the security solution of the Activity Band focusing on the Activity Band itself 

and the Bluetooth communication interface to the secondary connected device. The 

case study showed that it is possible by utilizing some of the basic security enablers to 

establish a secure device to device connection. Therefore, my initial assumption that 

current connected devices have poor security was proved invalid. During the execution 

of the case study there arose multiple ways to expand this thesis by more advanced 

tests and experimentation requiring in-depth knowledge and specialized tools. 

As connected devices become more and more a main stay in our daily lives their 

security must be flexible and updatable. All relevant parties must work together to 

improve the security of our connected society by starting with the security measures 
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of the connected devices. To ignore or only partially consider the security of a 

connected device would leave huge and easily exploitable holes into any network the 

devices are connected to. In the past, semi-effective measures have been deployed with 

some success. However, these traditional means of installing firewalls, anti-virus and 

anti-malware software executing within the devices is not an acceptable response for 

the vast majority of connected devices due to their limited processing, memory, and 

power capabilities. Device manufacturers and developers early in the concept and 

design phases should establish the minimum requirements to ensure connected devices 

have appropriate enablers to address the security of each element. The more common 

place highly public security incidents become, the more common place it will be to 

see new regulation introduced setting constricting requirements on connected device 

manufactures and developers. This especially applies to those connected device 

integrations in areas which have an increased risk of significate to catastrophic 

consequences upon failure.  
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8. APPENDICES 

Appendix 1. nRF Connect Application Log File. 
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Appendix 1. nRF Connect Application Log File 

 

nRF Connect, 2017-03-03 ActvityBand_1_EA24F019C826 (EA:24:F0:19:C8:26) 

I        10:45:35.423        Disconnected 

D        10:47:03.060        gatt.close() 

V        10:47:03.066        Connecting to EA:24:F0:19:C8:26... 

D        10:47:03.067        gatt = device.connectGatt(autoConnect = false) 

D        10:47:03.961        [Server callback] Connection state changed with status: 0 and 

new state: CONNECTED (2) 

I        10:47:03.961        [Server] Device with address EA:24:F0:19:C8:26 connected 

V        10:47:03.961        [Server] Creating server connection... 

D        10:47:03.961        server.connect(device, autoConnect = false) 

D        10:47:03.964        [Callback] Connection state changed with status: 0 and new 

state: CONNECTED (2) 

I        10:47:03.964        Connected to EA:24:F0:19:C8:26 

D        10:47:03.964        wait(600ms) 

D        10:47:03.966        [Broadcast] Action received: 

android.bluetooth.device.action.ACL_CONNECTED 

V        10:47:04.565        Discovering services... 

D        10:47:04.565        gatt.discoverServices() 

D        10:47:04.624        [Callback] Services discovered with status: 0 

I        10:47:04.626        Services discovered 

V        10:47:04.645        Generic Access (0x1800) 

- Device Name [R W] (0x2A00) 

- Appearance [R] (0x2A01) 

- Peripheral Preferred Connection Parameters [R] (0x2A04) 

Generic Attribute (0x1801) 

- Service Changed [I] (0x2A05) 

  Client Characteristic Configuration (0x2902) 

Device Firmware Update Service (00001530-1212-efde-1523-785feabcd123) 

- DFU Packet [WNR] (00001532-1212-efde-1523-785feabcd123) 

- DFU Control Point [N W] (00001531-1212-efde-1523-785feabcd123) 

  Client Characteristic Configuration (0x2902) 

Unknown Service (98ed0001-a541-11e4-b6a0-0002a5d5c51b) 

- Unknown Characteristic [N] (98ed0003-a541-11e4-b6a0-0002a5d5c51b) 

  Client Characteristic Configuration (0x2902) 

- Unknown Characteristic [W] (98ed0002-a541-11e4-b6a0-0002a5d5c51b) 

V        10:51:21.136        Reading characteristic 00002a00-0000-1000-8000-

00805f9b34fb 

D        10:51:21.136        gatt.readCharacteristic(00002a00-0000-1000-8000-

00805f9b34fb) 

I        10:51:21.215        Read Response received from 00002a00-0000-1000-8000-

00805f9b34fb, value: (0x) 6F-75-72-61-5F-30-5F-45-41-32-34-46-30-31-39-43-38-

32-36, "ActvityBand_0_EA24F019C826" 

A        10:51:21.215        "ActvityBand_0_EA24F019C826" received 

V        10:51:24.606        Reading characteristic 00002a01-0000-1000-8000-

00805f9b34fb 
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D        10:51:24.606        gatt.readCharacteristic(00002a01-0000-1000-8000-

00805f9b34fb) 

I        10:51:24.680        Read Response received from 00002a01-0000-1000-8000-

00805f9b34fb, value: (0x) 00-00 

A        10:51:24.680        "[0] Unknown" received 

V        10:51:26.240        Reading characteristic 00002a04-0000-1000-8000-

00805f9b34fb 

D        10:51:26.240        gatt.readCharacteristic(00002a04-0000-1000-8000-

00805f9b34fb) 

I        10:51:26.320        Read Response received from 00002a04-0000-1000-8000-

00805f9b34fb, value: (0x) 10-00-18-00-00-00-90-01 

A        10:51:26.320        "Connection Interval: 20.00ms - 30.00ms, 

Slave Latency: 0, 

Supervision Timeout Multiplier: 400" received 

V        10:53:47.940        [Server] Cancelling server connection... 

D        10:53:47.940        server.cancelConnection(device) 

V        10:53:47.946        Disconnecting... 

D        10:53:47.946        gatt.disconnect() 

D        10:53:47.957        [Callback] Connection state changed with status: 0 and new 

state: DISCONNECTED (0) 

I        10:53:47.957        Disconnected 

D        10:53:48.974        [Server callback] Connection state changed with status: 0 and 

new state: DISCONNECTED (0) 

I        10:53:48.974        [Server] Device disconnected 

D        10:53:48.998        [Broadcast] Action received: 

android.bluetooth.device.action.ACL_DISCONNECTED 


