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ABSTRACT 

Secure Shell (SSH) is a commonly used tool by many organizations to establish 

secure data communication and remote access to systems that store confidential 

information and resources. Assessing, defending against and studying the different 

threats the systems using this protocol are subjected to can be done by using a 

honeypot. This thesis studied malicious SSH traffic directed at Oulu university 

network by using an SSH honeypot Cowrie. The honeypot was deployed in the 

panOULU network located at the Oulu University campus. Two other identical 

honeypots were deployed from different networks to study if there are differences in 

malicious traffic directed to all three honeypots. Additionally, a passive 

fingerprinting tool p0f was used for differentiating what operating systems the 

attacks originated from. The honeypots successfully remained active and collected 

data for 12 days. Based on gathered data malicious SSH traffic on all three networks 

was quite similar. Most common interaction on all three honeypots was likely from 

bots seeking to exploit common vulnerabilities to gain access to resources. Data from 

p0f revealed that most common successfully fingerprinted operating system used by 

attackers on all three honeypots was Linux based. The research showed that 

honeypots can be used to collect data that is valuable to any security researcher or 

network administrator. The university network and the other two networks that were 

studied are constantly subjected to multitude of attacks and scans. 

 

 

Keywords: Secure Shell, malicious SSH traffic, Cowrie, honeypot, passive 

fingerprinting. 
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TIIVISTELMÄ 

Secure Shell (SSH) on monissa organisaatioissa yleisesti käytetty työkalu suojatun 

tietoliikenteen muodostamiseen ja luotettavaa tietoa sekä resursseja sisältävien 

järjestelmien etäkäyttöön. Tähän protokollaan kohdistettujen eri uhkien arvioimiseen, 

niitä vastaan puolustautumiseen ja niiden opiskeluun voidaan käyttää hunajapurkkia. 

Tämä opinnäytetyö tutki Oulun yliopiston verkkoon kohdistettua haitallista SSH-

tietoliikennettä käyttämällä SSH-hunajapurkkia Cowrie. Hunajapurkki asetettiin 

panOULU-verkkoon, joka sijaitsee Oulun yliopiston kampuksella. Kaksi muuta 

identtistä hunajapurkkia asetettiin eri verkkoihin haitallisen tietoliikenteen 

poikkeavuuksien tutkimiseksi. Tämän lisäksi passiiviseen sormenjälkitunnistukseen 

pohjautuvaa työkalua p0f käytettiin selvittämään, mistä eri käyttöjärjestelmistä 

hyökkäykset alun perin saapuivat. Hunajapurkit olivat onnistuneesti päällä ja 

keräsivät tietoja 12 päivää. Kerättyjen tietojen perusteella kaikkiin kolmeen 

verkkoon kohdistettu haitallinen SSH-tietoliikenne oli hyvin samankaltaista. Yleisin 

kaikkiin kolmeen hunajapurkkiin kohdistettu kanssakäyminen saapui todennäköisesti 

botteilta, joiden tavoitteena on saada haltuun resursseja hyväksikäyttämällä yleisiä 

haavoittuvuuksia. P0f-ohjelmalla kerätty tieto paljasti yleisimmän hyökkääjien 

käyttämän tunnistetun käyttöjärjestelmän olevan Linux-pohjainen. Tutkimus osoitti, 

että SSH-hunajapurkkeja voidaan käyttää tiedon keräämiseen, joka on arvokasta 

kenelle tahansa tietoturva-asiantuntijalle tai verkon ylläpitäjälle. Yliopiston verkko ja 

kaksi muuta tutkittua verkkoa ovat jatkuvan hyökkäyksien ja tarkkailun alaisena.  

 

 

Avainsanat: Secure Shell, haitallinen SSH-tietoliikenne, Cowrie, hunajapurkki, 

passiivinen sormenjälkitunnistus. 
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1. INTRODUCTION 
 

Cyberattacks are becoming more common in all fields of academia, business and 

government. Studies show that cyberattacks at all sectors have more than doubled 

from last year[1]. Firewalls, intrusion-detection-systems (IDS) and other tools are 

constantly developed to combat this growing threat, but they usually rely on 

previously gathered information for detecting malicious activity.  

Capturing, studying and combatting previously unknown attacks before they have 

widely spread is still a challenge. A honeypot is frequently used tool among security 

professionals for solving this problem. 

Secure Shell (SSH) is a commonly used tool by many organizations to establish 

secure data communication and remote access to systems that store confidential 

information and resources. SSH is frequently used in Oulu university network 

infrastructure as well for accessing and controlling systems remotely. 

SSH is defined in the Internet Official Protocol Standards documentation as 

follows: “The Secure Shell (SSH) is a protocol for secure remote login and other 

secure network services over an insecure network”. It was originally designed to 

replace Telnet and other unsecured remote shell protocols such as rlogin, rsh and 

rexec that were not natively capable of encrypting the network connection. SSH is 

most often used for securely accessing systems or applications remotely[2].  

Worldwide spending on public IT cloud services has been forecasted to grow 

18.5% in 2017 to total 260.2 billion dollars[3]. The preferred method to securely 

access and control cloud services is SSH. Research shows that more than 60% of 

Global 2000 organizations are not able to respond to an attack based on keys and 

certificates within 24 hours[4]. A study published in 2015 shows an attacker with 

legitimate credentials go undetected for a median of 205 days on organizations 

network[5]. Large part of these credentials includes keys and certificates used in 

SSH. Commonly misconfigured SSH on both public and private networks present an 

increasingly attractive attack vector for cybercriminals. Successful infiltration often 

provides attackers root status, which allows unfettered access to systems and data[6]. 

The goal of this thesis is to collect and analyze malicious SSH traffic directed to the 

Oulu university network by using a honeypot. The aim is to use the collected data to 

answer the following research questions: 

 

RQ 1. How many unique attackers interacted with the honeypot? 

RQ 2. Where did most of the attacks originate from? 

RQ 3. From what kind of systems did the attacks originate from? 

RQ 4. What interactions did the honeypots log? 

RQ 5. Are there differences in malicious traffic on different networks? 

 

1.1. Previous research 

Similar research has been previously done in other university networks. In these 

bachelor’s and master’s theses several different honeypots ranging from low to high 

interaction level were used to study university network traffic.  

In a master’s thesis from Chalmer’s University, Sweden, a student used high and 

low interaction honeypots to analyze malicious traffic aimed at the university 
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network[7]. The research question for this thesis was to study the skill level of the 

attackers based on the exploited vulnerabilities in the honeypot environment. The 

thesis concluded that most of the observed attacks were automated and carried out by 

attackers with little to no advanced computer or network skills. 

In a master’s thesis from Halmstad University, Sweden, a student used three 

different low interaction honeypots to identify potential threats and attack methods 

used against their university network. The research question for the thesis was “How 

do virtual honeypots manage to lure the attackers? Which network services are the 

most vulnerable within a university campus network and how do attackers interact 

with them?”. The thesis concluded that honeypots they used provided to be a great 

security mechanism and the data collected was seen valuable[8]. 

In a bachelor’s thesis from Linnaeus University, Sweden, a student used several                      

low interaction honeypots to evaluate their effectiveness and to detect potential 

threats in the university network. The thesis found Honeyd to be the most versatile 

honeypot that was tested due to its vast reconfigurability. It also concluded that 

honeypots can be a significant security tool that produce valuable data[9]. 

The research questions in studies presented above were quite similar to the ones in 

this thesis. The major difference to previously done work is that in addition to 

studying where the attacks came from and what they did, this thesis will attempt to 

detect what systems the attacks originated from. 
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2. HONEYPOTS 
 

There is currently no clear official definition for honeypots. Lance Spitzner, one of 

the pioneers in developing and deploying honeypots, defines them in his book as “A 

honeypot is security resource whose value lies in being probed, attacked, or 

compromised.”[10, ch. 3]. Several other definitions have been presented by different 

authors since then and a paper titled “Honeypot, Honeynet, Honeytoken: 

Terminological issues” was published that aptly summarizes them and proposes their 

own definition based on these findings. This definition is as follows: “A honeypot 

consists in an environment where vulnerabilities have been deliberately introduced in 

order to observe intrusions.”[11].  

A honeypot can be a computer system, a network router, a wireless access point, a 

printer – in other words, any system that is set up for the expressed purpose of being 

a replica system to detect unauthorized activity[12, ch. 19]. The idea for studying and 

defending yourself from an attacker by deliberately exposing vulnerabilities is not a 

new one. Bill Cheswick’s paper “An Evening with Berferd in Which a Cracker is 

Lured, Endured and Studied” is the first documented case of an actual honeypot 

system. In it Cheswick builds a system which he deliberately leaves exposed, 

discusses how it was built and analyses how a Dutch hacker attacked and 

compromised a variety of systems[13].  

First publicly available honeypot solution that one could download, install and 

deploy on his own was called deception toolkit which was released in November 

1997. It is a collection of Perl scripts and C code that emulates a variety of known 

Unix vulnerabilities[14].  

Honeynet Project, an international security research group, is formed in 1999 and a 

series of papers titled “Know Your Enemy” were published by them which helped 

increase awareness and validated the value of honeypots[10, ch. 3]. First recorded 

incident where previously unknown exploit is captured with a honeypot occurred on 

January 2002. This demonstrated that honeypots can also be used for not just 

capturing known attacks, but also detecting and capturing previously unknown 

exploits[15, ch. 5].  

Since then many open-source and commercial honeypot options with various 

features have emerged, but the vast majority of these come and go in a few years and 

longevity issues are common[12, ch. 19].  

Honeypots differ from most security tools. Instead of addressing specific 

problems, like many security technologies used today do, honeypots are highly 

flexible tools that can be applied in multitude of different scenarios[15, ch. 5]. Since 

every interaction with a honeypot can be evaluated as a legitimate threat this 

naturally leads to low occurrence of false positives and false negatives. New exploits 

and hacking methods are routinely discovered by honeypots[16, ch. 4]. As for an 

example, a honeypot can mimic the functionality of a firewall, but instead of 

allowing or disallowing traffic based on origin or content of the packets, a honeypot 

could simply be deployed to listen to a specific port and permanently block all 

entities that attempt to communicate with it. 
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2.1. Honeypot types 

Many types of honeypots have been developed since their invention. There are two 

different commonly used ways of categorizing them: by the intent of the honeypot or 

by what interaction level is provided to the potential attacker. 

The concept of categorizing honeypots by their intent was introduced by Marty 

Roesch. He presents that there are mainly two types of honeypots: production 

honeypots and research honeypots. Production honeypots are typically used by 

companies or corporations. They are deployed within an organization’s environment 

to help mitigate risk and add value to the other security measures that exist to protect 

production resources[17, ch. 4]. 

Production honeypots are usually relatively simple and produce less information 

about the attacker and the attack methods used than research honeypot would. On the 

other hand, since they are not as complex as research honeypots can be, they tend to 

be more safe, easier to deploy and harder to fingerprint[16, ch. 4]. Research 

honeypots are primary used by security communities, military organizations and 

governments to gather intelligence on different attackers. Their aim is to gather 

valuable information such as: who is the threat, why do they attack, how do they 

attack and when? Research honeypots add value in research by giving the user a 

platform to study a threat which then can be applied to attack prevention, detection 

and reaction[17, ch. 4]. Value of this information is tremendous, for example 

research honeypots can be used for the following: 

 

• Capturing automated threats, such as rootkits and worms. 

• Early warning mechanism, predicting when future attacks might happen. 

• Capturing previously unknown tools or techniques 

• Understanding attackers motivations and identity. 

 

Research honeypots are often complex and more difficult to deploy and maintain 

but in contrast to typical production honeypots they also capture greater quantities of 

information[10, ch. 3]. 

2.1.1. Honeypot interaction levels 

As previously mentioned, another classification method for honeypots is categorizing 

them by what interaction level they offer to the attacker from high to low. This 

classification has the added benefit of presenting more clearly the scale with which to 

measure and compare honeypots. Table 1 shows the different tradeoffs between 

honeypot levels of interaction[10, ch. 3]. 

 

Table 1. Tradeoffs of Honeypot Levels of Interaction 

Level of 
Interaction 

Work to 
Install and 
Configure 

Work to 
Deploy and 

Maintain 

Information 
Gathering 

Level of Risk 

Low Easy Easy Limited Low 

Medium Involved Involved Variable Medium 

High Difficult Difficult Extensive High 
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A low interaction honeypot typically only offers specific services such as imitated 

HTTP or FTP server with little to no interaction. The primary value of low 

interaction honeypots is the detection of unauthorized connections and scan attempts.  

Since they are easy to deploy and have limited interaction capabilities they also 

present the least amount of risk. This follows the concept many security 

professionals point out: the simpler the system is, the more reliable it is. The more 

complex the systems are, more often they are subjected to misconfiguration, 

breakdowns and failures[18, ch. 3]. However, low interaction honeypots are also 

limited in the amount of information they can give about an attacker. 

Medium interaction honeypots offer a greater level of interaction to the attacker 

than a low interaction honeypot would, but are not still as complex systems as high 

interaction honeypots are. A medium interaction honeypot could for example 

emulate an IIS Web server with some of the actual IIS functionality. 

High interaction honeypots are real resources where nothing is emulated or 

restricted. The goal of a high interaction honeypot is to give the attacker access to a 

real full-fledged system that is closely monitored and controlled. A great deal of 

work is required for securely creating and maintaining such environment, but it also 

produces the most information about the attacker[10, ch. 3]. 

2.2. Advantages and disadvantages of honeypots 

In contrast to modern Firewalls and IDS, honeypots collect very little data and 

produce far less false positives. Organizations collect vast amounts of data every day, 

such as firewall logs, system logs and intrusion detection alerts. These logs are 

considered to often contain a lot of false positives and false negatives. Significant 

effort is spent trying to decrease noise coming from these systems. The data that is 

collected by honeypots is almost always of high value as they can be expected to 

never be accessed by anyone but the honeypot administrator. What a honeypot 

captures should almost always be investigated and addressed[15, ch. 5]. 

Deploying and maintaining a production honeypot from an organizations network 

is relatively cheap. Most IDS sensors have difficulty monitoring networks that have 

gigabits speed and typically require vast amounts of resources to maintain. They also 

require known attack signatures to detect intrusions. A honeypot can be successfully 

deployed with leftover computer parts or with an old laptop to high bandwidth 

network without affecting the quality or the amount of data it collects[16, ch. 4]. 

The greatest disadvantage honeypots have is that they only produce valid data if 

they remain undetected and an attacker interacts with it. The word fingerprinting is 

used to describe a situation where an attacker manages to detect that they are 

communicating with a honeypot either by its behavior or expected characteristics. If 

attackers successfully manage to fingerprint the honeypot, they can now attempt to 

avoid it or even use it to their advantage when infiltrating the network. Especially 

many commercial honeypots have difficulties with avoiding being fingerprinted[18, 

ch. 3].  

Another disadvantage of honeypots is the risk that comes with having to expose it 

to attackers. A honeypot, once attacked, can be used to infiltrate or harm other 

systems or organizations it has access to. This risk can be managed by carefully 

choosing what type of a honeypot is used and taking care that it is correctly 

implemented. The simpler the honeypot, the smaller the risk it presents to the 

environment[10, ch. 3].  
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3. DESIGN 
 

For collecting the wanted data, three honeypots were deployed in different networks. 

The chosen honeypot for detecting and collecting malicious SSH traffic was a 

medium interaction SSH/Telnet honeypot Cowrie. For passive fingerprinting an open 

source software p0f was used on all three honeypots. 

The first honeypot was deployed in the panOULU network located at the Oulu 

University. The second honeypot was deployed in DigitalOcean server located at 

Germany. DigitalOcean is an American cloud infrastructure provider that offers 

virtual servers in 8 different data center regions.  The third honeypot was deployed in 

a private network located at Oulu provided by ISP DNA. Figure 1 shows the network 

design of the honeypots. 

 

 
 

Figure 1. Honeypot network design. 
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Table 2 shows more detailed information about the hardware and software recourses 

used for the experiment. Honeypots #1 and #3 were hosted using a laptop while 

honeypot #2 was hosted from a virtual server. 

 

Table 2. List of hardware and software resources used for the implementation of the 

honeypot experiment 

Operating System and 
tools 

Description Specifications 

Ubuntu 16.04 
Cowrie  
Python 2.7  
Python-virtualenv 
p0f 

Honeypot #1 
University honeypot 
hosted from panoulu 
network. 

ThinkPad x201 
i5-540M CPU 
16gb DDR3 RAM 
16gb USB drive for HDD 

Ubuntu 16.04 
Cowrie  
Python 2.7  
Python-virtualenv 
p0f 

Honeypot #2 
Rented server from 
DigitalOcean hosted 
from Germany. 

DigitalOcean virtual 
server 
1gb RAM 
1 CPU 
20gb HDD 

Ubuntu 16.04 
Cowrie  
Python 2.7  
Python-virtualenv 
p0f 

Honeypot #3 
Honeypot hosted from a 
private address in Oulu 
provided by DNA Oyj. 

Asus R553L 
i5-4210U CPU 
6gb DDR3 RAM 
500gb HDD 

 

3.1. Selection of honeypot 

Several factors were taken into account when deciding what SSH honeypot was used 

for the experiments. The criteria were the level of interaction, availability of 

documentation, cost, log file format, online recommendations, updates and the 

availability of the source code. 

Initial choice for the honeypot was an open-source software Kippo which had been 

used previously on other similar honeypot experiments and had multiple setup guides 

available online. However, the development of the software had been stopped a 

couple of years ago and no new updates had been released since[19]. On the author’s 

Github page a fork of Kippo called Cowrie was recommended for more recent 

development. Compared to Kippo, Cowrie uses more recently updated modules 

which should enhance the overall security of the experiment. In addition to standard 

Kippo functionality Cowrie offers logging in JSON format for easy processing in log 

management solutions[20]. 

Other SSH honeypots that were considered were Kojoney2, ssh-honeypotd and 

sshsyrup. These honeypots were not as well documented, offered less features, had 

not been updated as recently or did not offer as robust interaction as Cowrie did. 
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3.2. Cowrie setup and configuration 

Cowrie is an open-source medium interaction SSH and Telnet honeypot that imitates 

Debian 5.0 shell while logging all attempted connections, logins and all shell 

interaction. Cowrie saves all files that the attacker downloads or uploads with Wget, 

Curl, SFTP or SCP for later inspection[20]. Official repository for Cowrie is 

available on Github. Overall downloading, configuring and deploying the honeypot 

is very simple by following the instructions that come with it. Many settings on 

Cowrie can be modified to best suite the users need, such as the port that the 

honeypot will listen, the file system that is used, or what commands the honeypot 

will accept and what they will do. Additionally, Cowrie can be configured to 

automatically output event data into different plugins such as Cuckoo, ELK Stack, 

Graylog and many others.  

For this experiment, several changes were made to the default settings of Cowrie 

with the aim of making it harder for the attackers to fingerprint the service as a 

honeypot. Majority of the settings on Cowrie can be changed by modifying the file 

‘cowrie.cfg.dist’ which is read every time the honeypot is started. Changing what 

usernames and passwords are accepted for successful login can be done by 

modifying the file ‘userdb’ that is located in the data folder.  

The port Cowrie listens to was changed from 2222 to 22 which is the default port 

SSH uses for communication. This change can be made by modifying the previously 

mentioned configuration file ‘cowrie.cfg.dist’ and changing the startup script setting 

“AUTHBIND_ENABLED” to ‘yes’. The server name that is displayed by the shell 

prompt was changed from ‘srv04’ to ‘home_srv01’ so that the honeypot cannot be 

fingerprinted instantly without any interaction.  

To maximize interaction attackers have with the honeypot the default accepted 

username and password combinations were altered. Table 3 shows a list of all 

accepted log in combinations. 

 

Table 3. Accepted usernames and passwords. 

Username Password 

root * 

password * 

qwerty * 

admin * 

administrator * 

letmein * 

ubnt * 

toor * 

oracle * 

www * 

support * 

server * 

srv * 

1234 * 

123456 * 

test * 
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Indicator * is interpreted by Cowrie to accept any input as correct. Accepted 

usernames were restricted as Cowrie does not offer an option to allow any username 

for successful login. Usernames were chosen at random from a list of most 

commonly used SSH Username/Password combinations[21]. 

After Cowrie has been installed it can be started or stopped by script ‘cowrie’ with 

either ‘start’ or ‘stop’ as an argument. With default settings Cowrie starts as a 

daemon and begins logging all SSH connections directed to the chosen port. For 

additional security Cowrie was ran as a dedicated non-root user called ‘cowrie’. 

3.3. P0f setup and configuration  

P0f is an open-source tool that uses multiple different passive traffic fingerprinting 

mechanisms to identify any systems attempting to interact with the network. Passive 

fingerprinting can be done by extracting data from IPv4 and IPv6 headers, TCP 

headers, the dynamics of the TCP handshake, and the contents of application-level 

payloads.  

P0f is commonly used for example in reconnaissance during penetration tests, 

routine network monitoring, detection of unauthorized network interconnects, 

providing signals for abuse-prevention tools and miscellaneous forensics. 

Additionally, p0f offers an application programming interface that can be used by 

other applications for requesting data about particular hosts.  

What information p0f manages to collect from the client depends on packets the 

server receives. The client can deploy several methods to obfuscate their real identity 

from passive fingerprinting, such as purposively modifying the data to mimic another 

system or by using a VPN service. Figure 2 shows an example p0f output where a 

typical log file about a particular example host can be seen[22]. 

 

 
 

Figure 2. Example p0f output. 
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In this experiment p0f was used for collecting additional data about attackers 

connecting to the honeypot. The aim for using this tool was to find out from what 

kind of a device the attacks are originated from. 

Installation and download of p0f is rather straightforward as the installation 

package is freely available for everyone from the creator’s webpage. P0f can be 

compiled by running the bash script “build.sh” that comes with the installation 

package. P0f accepts several arguments for modifying different options when starting 

the tool. For this experiment p0f was started with the following command: “./p0f -i 

eth0 -d -u cowrie -o /home/cowrie/cowrie/logs/p0f_logs.log ‘port 22’“. This starts 

p0f in daemon mode for the user cowrie that listens to network interface eth0 port 22. 

All logs are written to ‘p0f_logs.log’ file. Specifying a user with the command 

argument -u will drop privileges and changes the root directory the process can 

access to the specified user’s home directory. 

3.4. Data analysis and visualization methods 

The experiment produced several different types of files: Cowrie log files (both in 

log and json format), p0f log files in log format, and binary files that were 

downloaded to the honeypots by the attackers. 

3.4.1. Cowrie log file analysis methods 

Two different log file analysis programs were used for studying and visualizing the 

log files generated by Cowrie. For following the honeypots while they were active an 

open source program called Cowrie-logviewer was used. Cowrie-logviewer is a 

Python program that fetches all json log files Cowrie has generated and sets up a sql-

lite database where they are sorted based on date, username, password, and ip-

address. Additionally, all the binaries the attackers downloaded to the honeypots are 

also fetched and sorted based on their size. The program then starts a local webserver 

using Flask which allows the user to browse through the data with any common 

browser. Cowrie-logviewer offers an interface that shows where each attack came 

from based on their IP address. MaxMind GeoLite 2 database is used for determining 

the location of the IP address. 

For data visualization, an open-source solution called ELK stack was used. ELK 

stack is a combination of three applications: Elasticsearch, Logstash, and Kibana. 

Elasticsearch is a distributed JSON-based search and analytics engine. Logstash is a 

server-side data processing pipeline that was used in this experiment for gathering 

Cowrie logs and sending them to Elasticsearch for indexing. Kibana is used for 

visualizing Elasticsearch data and navigating the Elastic Stack. In this experiment 

Kibana was used for studying and generating graphs based on data Elasticsearch had 

indexed[23]. 

3.4.2. Binary file analysis methods 

All binary files that the attackers downloaded/uploaded to the honeypot were 

analyzed with Cuckoo sandbox and Virustotal.  
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Cuckoo sandbox is an open-source automated malware analysis system that can 

trace API calls and general behavior of a malicious file, dumb and analyze network 

traffic and perform advanced memory analysis on an infected system. Cowrie API 

offers an automated function for sending downloaded/uploaded files to Cuckoo[24]. 

Virustotal is a free service that can be used for automated analysis of multiple 

different types of files. The service provides a combined output of different antivirus 

products, file and website characterization tools, website scanning engines and 

datasets, and user contributions. It is developed by a team independent of any ICT 

security entity so the results provided are not subject to bias[25]. 

Uploading the files to Virustotal will reveal if they have been detected before by 

antivirus products and will show the general consensus of what type of a malware the 

file is. Before looking at the files more closely with Cuckoo, searches were made 

based on the file md5-hash and the file name to see if previous research had been 

done. If no previous research was found the file was further analyzed with Cuckoo 

sandbox. 

3.4.3. P0f log file analysis methods 

P0f natively stores all gathered data in log format. Log files from all three honeypots 

were imported into Microsoft Excel which was used for segmenting the data into 

wanted parts and for visualization. Figures 12-14 were produced by collecting all 

IPv4 addresses p0f had logged on each honeypot, out of which all duplicate 

addresses were filtered out. 
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4. RESULTS 
 

All three honeypots successfully remained active and collected data for 12 days. 

Logstash setup would not send data to Elasticsearch on any of the honeypots, so an 

alternative program called “cowrie-logviewer” was deployed locally for tracking the 

honeypots while they were active.  

After the experiment was over all the log files were manually collected from the 

honeypots and stored on a virtual machine with ELK stack locally installed. The log 

files were then sent directly to Elasticsearch with Curl which allowed them to be 

viewed with Kibana. P0f data was collected manually from the honeypots and Excel 

was used for analysis and visualization. 

In the following chapter research questions 1-5 are answered. Research question 1 

is answered in chapter 4.1, research question 2 is answered in chapter 4.3, research 

question 3 is answered in chapter 4.5, and research question 4 is answered in chapter 

4.2. Research question 5 is answered by analyzing differences between the data the 

honeypots gathered throughout the chapters. 

4.1. Honeypot connection analysis 

The total amount of all unique IP addresses that attempted to connect to the honeypot 

via SSH protocol can be viewed from Kibana. Data from p0f can be used for 

estimating the total amount of unique systems that had any interaction with port 22 

the honeypots were listening to. This data can be used to answer research question 1 

for all three honeypots. For this analysis, it is assumed that each unique IP address is 

a single system, omitting the fact that the same public IP address could host multiple 

systems attempting to interact with the honeypot. 

Honeypot #1, hosted in panOULU network, had 2396 unique connections. Out of 

these, 717 interacted with the honeypot using the SSH protocol. Honeypot #2, hosted 

in DigitalOcean servers from Germany, had 3545 unique connections. Out of these, 

829 interacted with the honeypot using the SSH protocol. Honeypot #3, hosted in 

private address offered by ISP DNA, had 1999 unique connections. Out of these, 586 

interacted with the honeypot using the SSH protocol. The data shows that honeypot 

#2 was most frequently attacked out of all three. 

Figures 3-6 show the most common SSH library ID’s logged to be used by the 

attackers. The most commonly reported SSH ID on all three honeypots was libssh2. 

Libssh2 is an open-source client-side C library implementing the SSH2 protocol. The 

versions used by attackers in honeypot #1 and #2 date back to 2012 while the version 

used in honeypot #3 was a more recent version from 2015. Why attackers are using 

outdated versions of these libraries cannot be derived from the data collected, but one 

possible reason could be that these systems were originally running outdated SSH 

clients and were then infected by using exploits that future versions have patched. 

Another possibility is that the attacks are originating from botnets that use their own 

SSH client after infecting the target and have not been updated since their release. 

The most notable difference between the honeypots was that on honeypot #1 and 

#3 one reported SSH ID used was SSH-2.0-PUTTY which was not detected by any 

significant amount on honeypot #2. However, the creator of the Cowrie honeypot 

mentions on Github that the real Putty ID is SSH-2.0-PuTTY and that interactions 

reporting SSH-2.0-PUTTY ID are scanners[20]. Scanners are tools used for 
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automated network discovery. They can be used both by attackers and security 

professionals to seek vulnerable services on networks[26]. Data collected in this 

experiment reinforces this statement. All of the interactions from attackers using ID 

SSH-2.0-PUTTY only perform the initial TCP handshake, possibly to see if there is a 

server responding to it, and then drop the connection.  This could indicate that the 

attackers are aware that IPv4 ranges belonging to DigitalOcean are mainly Linux 

servers that the customers access by default using SSH. Using bots to scan for 

listening SSH clients from honeypot #3 IPv4 range will result in fewer hits as this 

network is aimed for private users for common internet usage. 

 

 
 

Figure 3. Honeypot #1, top 5 of the most commonly used SSH libraries. 

 

 
 

Figure 4. Honeypot #2, top 5 of the most commonly used SSH libraries. 
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Figure 5. Honeypot #3, top 5 of the most commonly used SSH libraries. 

4.2. Attacker input results 

Attacker input data collected from all three honeypots can be used for answering 

research question 4. Based on repeating identical input from different unique IP 

addresses on all three honeypots would indicate that the vast majority of attackers are 

bots that are part of a botnet. Figures 6-8 show top 10 most common inputs on all 

three honeypots. 

 

 
 

Figure 6. Honeypot #3 top 10 most common inputs. 

 

Most common input lines on honeypot #3 were done by the same bot. This bot 

attempts to copy Busybox, a software that provides several light weight Unix tools 

designed to be used in embedded Linux devices, collects information about the 

device and then proceeds attempting to remove folder “./nippon” and other similar 

files from different folders. The bot did not advance further on any of the honeypots, 

possibly due to the limited environment it had available. Searching online with the 

term “gweerwe323f” yielded similar results, but on devices that were not honeypots 

the bot had also downloaded a tool called “usb_bus”. The motivations behind this bot 
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remain unclear and no research done by other authors was found. This bot was 

detected on the other honeypots as well, but not as often. 

 

 
 

Figure 7. Honeypot #2 top 10 most common inputs. 

 

 

 
 

Figure 8. Honeypot #1 top 10 most common inputs. 

 

Most common input lines on honeypot #1 and honeypot #2 were done by the same 

bot from different IPv4 addresses. The same bot was also detected in honeypot #1. A 

quick google search with the inputs suggests that these attacks are done by a router 

botnet called Kaiten/STD[27]. A forum post analyzing this botnet further specifies 

that these types of inputs typically originate from an infected AirOS router[28]. The 

main goal of this attacker appears to be to log the systems IP address it managed to 

log into, infect the new host and continue scanning for other vulnerable systems.  

If the bots introduced above are removed from the results, the remaining attackers 

mainly attempt to collect information about the system, such as the IP address, 

usernames, and the contents of certain folders. After collecting this data, the bots 

disconnect without further interaction. It is unclear if the bots disconnect because 

they successfully managed to fingerprint that the system is a honeypot or that the aim 

was just to collect data after a successful login.  
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4.3. The origin of the attacks 

Cowrie-logviewer offers an interface that shows the origin of the attacker based on 

their public IP address. This data was used for producing Figures 9-11 on Excel and 

can be used for answering research question 2 for all three honeypots. 

 

 
 

Figure 9. Honeypot #1 attacker location distribution. 

 

 

 
 

Figure 10. Honeypot #2 attacker location distribution. 
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Figure 11. Honeypot #3 attacker location distribution. 

 

As can be seen from Figures 9-11 the majority of attacks on all three honeypots 

originated from China. Similar results have been observed on multiple other SSH 

honeypots as well[29][30]. 

4.4. Analysis of uploaded/downloaded files by attackers 

Honeypot #1 had 7 unique files downloaded into it by attackers which. All of the 

files were elf format executables. Further analysis with Virustotal shows that the files 

are previously known Linux malware that are detected by majority of the anti-virus 

scanners on their database. Elf files 1 - 5 were downloaded by the same attacker and 

based on their naming, md5 hash, the behavior of the executable, and the behavior of 

the attacker they belong to the previously presented router botnet Kaiten/STD. The 

attacker drops five different variants of the same payload aimed for different CPU 

architectures; ARM, MIPS, PowerPC, 64-bit i686 and 32-bit i686. Based on more 

detailed analysis presented by different authors the ultimate goal of this malware is to 

gain full access to the system, ensure continuous access via backdoor and then either 

remain dormant until further commands are received or start scanning for other 

vulnerable devices[27].  

Elf file 6 was detected on both honeypot #1 and #2. It had previously been 

analyzed by a security researcher. His analysis shows that the aim of this worm is to 

infect the device it managed to access, install a backdoor and start scanning for other 

systems to infect. The worm is not only capable of infecting both i686 CPU 

architecture based embedded Linux routers and IoT devices but also servers and 

other Linux systems running default SSH services[31].  

Detailed information about the remaining two files was not found so they were 

further analyzed by using Cuckoo sandbox and a virtual machine running Ubuntu 

16.04.  

Executing elf file 7 inside the virtual machine revealed very little information 

about it. Based on ELF header flags the malware was designed to be ran on ARM 

architecture. It did not create or modify any files on the virtual machine or attempt 

any network communication.  
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Table 4. files downloaded to honeypot #1 

Name Md5 hash Virustotal engine 

detection 

Elf file 1 320adee47e53823a1be8a335e4beb246 37/59 

Elf file 2 856f14251f643bac62b9193c54449472 37/59 

Elf file 3 3ed81eec6c0d6603b4263c89c2561187 34/59 

Elf file 4 5afdcceb2fc5fc1c15d7fdbef674c6a5 33/59 

Elf file 5 50b176dd2a0888bd18ff13bf7484077c 38/59 

Elf file 6 6fb6f95546d5bdf4db11655249ee5288 38/59 

Elf file 7 476f6eb716b2eb2fb2726ac32c4c1510 28/59 

 

Honeypot #2 had 11 unique files downloaded into it by attackers. 8 of the files were 

elf format executables, out of which elf files 1-5 were the same previously presented 

Kaiten/STD botnet files. Elf file 8 was present in honeypot #3 as well and only Elf 

file 7 was unique to honeypot #2. Two of the files were Perl scripts and one was a 

Bash script. Analyzing the elf executable files with Virustotal shows that all of the 

files are detected as Linux malware by majority of the anti-virus scanners on their 

database. 

When executed Elf file 7 creates two files, one called 996E.elf into folder 

/tmp/EB93A6 and another called omeqfizvri into /usr/bin. File 996E.elf is started as 

a process. File libudev.so is modified and process 996E.elf is terminated. The 

malware attempts to send and receive encrypted data from four different domains 

with both TCP and UDP protocol over port 80. Elf file 8 had very similar behavior, 

only the naming scheme on files and domains were slightly different. 

Perl script 1 was a commented script file that reveals it to be an DDoS (Distributed 

Denial of Service) Perl IrcBot script written and distributed for free by an author 

identifying themselves as DDoS Security Team. The file includes instructions on 

how to use and configure it. Analyzing the file with Virustotal shows that it is 

detected as a Backdoor Perl Shellbot or as an IRC bot. A Master’s Thesis analyzing 

Internet Relay Chat (IRC) usage by DDoS zombies defines IRC bots as: “IRC bots 

(resp. zombies) are automated and controlled by events which could be commands 

given in an IRC channel by another IRC bot or a client with necessary privileges. 

The attacker or master is the one that installs, configures, controls and directs the 

bots once they joined the predefined IRC channel”[32]. The script joins the infected 

system to an IRC channel where it remains listening for further instructions. The 

script offers multiple different functions it can perform such as port scan or DDoS 

UDP or TCP flood attack. 

Perl script 2 is a similar IRC bot but with additional functionality. Both files came 

from the same attacker and they instruct the infected system to join the same IRC 

channel. It is likely that this file is used to offer additional functionality to Perl script 

1. 

Bash script 1 was detected by Virustotal to be a Linux backdoor or a Linux IRC 

bot. Inspecting the code shows that if executed the script starts by closing multiple 

different processes such as kaiten, minerd and ktx-armv4l and then attempts to 

remove folders with similar names. Searching online with these terms reveals that 

they are related to other malicious independent botnets called kaiten, cpuminer-multi 

and ktx*. Then the script proceeds to create a new user and a new file with an SSH 

key and then attempts to join one of five different IRC channels. The script appears 

to leave the system there to listen for private messages. At the end of the script 
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nohup.log, nohup.out and a file name based on the IRC name the script generated are 

removed. 

 

Table 5. files downloaded to honeypot #2 

Name Md5 hash Virustotal engine 

detection 

Elf file 1 320adee47e53823a1be8a335e4beb246 37/59 

Elf file 2 856f14251f643bac62b9193c54449472 37/59 

Elf file 3 3ed81eec6c0d6603b4263c89c2561187 34/59 

Elf file 4 5afdcceb2fc5fc1c15d7fdbef674c6a5 33/59 

Elf file 5 50b176dd2a0888bd18ff13bf7484077c 38/59 

Elf file 6 6fb6f95546d5bdf4db11655249ee5288 38/59 

Elf file 7 3291432c0084225333ee57320404e655 32/59 

Elf file 8 fcc3be118f2bc42f8757eef69496e89b 36/59 

Perl script 1 d47db40c837a88969a4149217c485798 31/59 

Perl script 2 742f247c9ff393f8daf2e1609f0d9506 25/59 

Bash script 1 f33368010aa5ca45a6d55fb95ea99664 37/59 

 

Honeypot #3 had 3 unique files downloaded into it by attackers. All of the files were 

elf format executables and one the files was also present in both of the other 

honeypots. Only elf file 3 was not present on any other honeypot. 

Elf file 4 had been detected previously to be a Bitcoin mining malware exploiting 

Oracle WebLogic vulnerabilities. Research from REN-ISAC Security Advisory 

reports the file to start a process masqueraded as wipefs, a software part of the util-

linux package, that has high CPU usage. The process is started every six hours using 

crontab[33].  

 

Table 6. files downloaded to honeypot #3 

Name Md5 hash Virustotal engine 

detection 

Elf file 1 50b176dd2a0888bd18ff13bf7484077c 38/59 

Elf file 2 fcc3be118f2bc42f8757eef69496e89b 36/59 

Elf file 3 4fa4269b7ce44bfce5ef574e6a37c38f 28/59 

 

4.5. Analysis of p0f data 

Collected p0f data on all three honeypots can be used for answering research 

question 3. 

All three honeypots had very similar distributions of operating systems that 

interacted with them. The most common result was p0f being unable to determine 

what operating system the attackers were using.  

There are a couple of reasons as to why p0f might be unable to fingerprint an 

operating system, but one possibility is that this is due to attacks originating from IoT 

devices and routers that p0f has not been designed to detect. Correlating this data 

with attacker behavior reinforces this result as majority of the attackers that 

interacted with the honeypot were detected to possibly originate from known router 

and IoT botnets.  
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Figures 12-14 show different distributions of the operating systems the attacks 

came from on all three honeypots. Indicator “???” on these Figures refers to p0f 

being unable to detect the operating system. 

 

 
 

Figure 12. Honeypot #1 attacker operating systems. 

 

 
 

Figure 13. Honeypot #2 attacker operating systems. 
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Figure 14. Honeypot #3 attacker operating systems. 
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5. CONCLUSION 
 

The goal of this thesis was to collect and analyze malicious SSH traffic in the Oulu 

University network by using a honeypot. The collected data was used to find out how 

many unique attackers interacted with the honeypot, from where and what kind of a 

system the attack originated from and what interactions the honeypots logged. Two 

other honeypots were deployed in different networks to see if there are differences in 

malicious traffic. 

    The chosen SSH honeypot for collecting the wanted data was Cowrie, an open-

source medium interaction SSH honeypot. Additionally, a passive fingerprinting 

software p0f was used on each honeypot to detect from what systems the attacks 

originated from. The honeypots were deployed in three different networks; 

panOULU located in the Oulu University campus, DigitalOcean’s server located in 

Germany, and ISP DNA’s network located in Oulu. 

    The honeypots successfully remained active for two weeks after which the 

gathered data was extracted and further analyzed. The data showed that majority of 

the attacks were automated and possibly originated from infected IoT and router 

botnets. Based on the attackers IP address majority of the malicious traffic directed at 

all three honeypots came from China. There were no major differences in attacker 

interactions between the honeypots. Similar attacker inputs and behavior were 

detected on all three systems. Only the volume how many times the systems were 

attacked differed between the networks. 

    Data gathered with p0f showed that most of the systems that interacted with the 

honeypots were not detected. Out of all detected systems Linux based operating 

systems were most commonly used by the attackers.  
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