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Abstract 

Information security has begun to receive an increasing amount of attention. The 

importance of information security has started to be recognized among organizations, and 

the work to comply with the increased requirements has been started. One essential 

method of managing information security is an information security policy, which is 

created and managed to suit the needs of each organization. 

Managing information security policies can be viewed a tedious task and thus, easily 

dismissed or done quickly. There are several aspects to cover and components to manage, 

including technical aspects and the human factors. The purpose of this thesis is to provide 

an insight to the management of information security and the information security policy 

creation through a literary review.  

This thesis is not intended to be a guide on how to create an information security policy. 

It rather is providing a view of the studies concerning information security management 

and, in some instances, how information security is managed in some organizations. The 

results of this thesis can be used in creating a list of aspects that are valuable in managing 

information security and policy creation.  
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1. Introduction 

In the recent years, the knowledge and awareness of information security has grown. It is 

now known and accepted, that information security is required in organizations as well as 

in individuals’ personal lives. Although information security is a set, starting from 

individual choices to organizational management, this thesis focuses on the organizational 

management issues.  

From the ancient times, when it was discovered that all information should not be public 

for all, several means for securing it have been invented (de Leeuw & Bergstra, 2007). 

The earliest form has probably been hiding information, where the first documented use 

case was Caesar with his first cryptography (Puhakainen, 2006). Today, the cryptology 

has evolved to include other methods, but the ground idea has largely remained the same 

(Luciano & Prichett, 1987). 

Information security is far more than just hiding or scrambling information. In fact, in 

several instances, it is concerned in keeping information free from scrambling (European 

Police Office, 2016). Managing information security often involves creating a policy that 

is used as a guide or framework to how the organization is run, including information 

security. Information security in different organizations are handled in different ways, 

mostly depending on the culture the organization has towards information security 

(D'Arcy & Lowry, 2017.)  

With the interconnectivity increasing, new threats to information security have risen. A 

few decades ago, as Internet was not yet a norm, information security was handled 

differently. Corporate espionage was more likely to consist of employees of another 

organization infiltrating and telling the secrets. Today, the infiltration has changed to 

espionage over the network. Comparing to before, it is often cheaper and has less risks. 

(Dhillon, 2007.)  

Often individual persons are the first ones to adopt new technologies. Freshly created 

technology often has issues with it, especially when considering information security. 

Sometimes people do take this new technology to work and use it there, which might 

create issues with security (Saha & Sanyal, 2015). From the organizations perspective, 

often the individual person is the weakest link in security and can be tricked to grant 

access to the organizations systems to attackers. This can be achieved in several ways, 

usually involving basic psychology. (Viestintävirasto, 2017b.)   

With all the policies and measures to ensure information security, it comes down to an 

individual person within the organization to adhere and comply with all rules and 

regulations. It can be an unsatisfied or corrupt employee, or simply a mistake or oversight 

that can violate the organizations security (Vance, 2010). Especially when considering 

corrupt employees, a policy covering informing of violations is a good practice. As 

always, it can be misused, however some strategy is always in place for understanding 

and act upon. (Wei & Hsu, 2014.) 

Regarding new technologies, in various instances new devices are created before 

information security is considered. Recently these devices are taken to use also in 

organizations when they are considered valuable to the operations. Various devices, small 

and larger, are created to be interconnected. This connection is another vulnerability that 

needs to be addressed, before they are used as objects to attack. (Viestintävirasto, 2016b.)  
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Organizations are different. Some organizations are small, others are large. All policies 

should be created to match an organization and its culture (Lim, Chang, Maynard, & 

Ahmad, 2009), but there are differences when considering the perception and resources 

towards information security (Imboden, Phillips, Seib, & Fiorentino, 2013). The main 

factor is the organizations culture towards security. When it is considered important, it is 

enforced and preserved. Otherwise, it is easy to brush aside for saving resources. 

(Weishäupl, Yasasin, & Schryen, 2018.) 

Information security is managed in various ways. The goal of this thesis is not to suggest 

one method over another. Rather it can be used to stay informed of decisions of others 

and in some instances, the results of them. Managing seems to be the key to success, 

however the ways to succeed are plenty. Studies show different methods to manage, and 

while some work in select organizations, others do not. Raising awareness is important, 

as is the knowledge of some ground guidelines. (von Solms & von Solms, 2004.) 

This thesis covers the topic of information security policies by researching previous 

literature. The target is not to create information security policies or to create any 

frameworks to create such. The aim is to find recent topics and types of research that have 

been used when studying information security policies. When wanting to create an 

information security policy, the information found in this thesis can be used to facilitate 

the background research.  

This thesis consists of chapters containing general information about information security 

and information security policies. Aspects of information security are addressed in 

Chapter 2. The thesis is a literature review, thus research methodology is described in 

Chapter 3. The chapter explains literature review regarding this thesis and details the 

process and plan on how it is executed. Literature is an integral part of a literature review 

and it is covered in Chapter 4. Despite the lengthy title, the chapter details the methods 

and sources on how the material for the review was found. In the chapter also initial 

findings of the searches are viewed. The analysis of the findings is addressed in Chapter 

5 that details all the results found from the research. It has mentions of previous research 

and what the research findings revealed. In Chapter 6 the findings and the implications 

are discussed. Chapter 7 closes the research and addresses all limitations discovered and 

suggests ideas for further research. 



7 

2. Information security 

Information security is a part of security that concerns information. This security does not 

concern only information itself, but also the people that create and use it.  Information 

security is often seen first as means to secure the organization’s sensitive data and 

information. This is false assumption as the security of information also concerns 

individuals. (Scholl, 2018.) 

Information security plays an immense role in the strategy of an organizations (Kadam, 

2007). If an organization fails to adhere to the standards of information security, it adds 

risk of being compromised, in the form of loss or leaking of information (Mlangeni & 

Biermann, 2005). Although information security and its policies concern everyone from 

organizations to individual persons, this thesis mostly covers the organizational 

perspective. 

Should an organization fail to implement their security properly, the risk of losing huge 

amounts of possibly sensitive information is substantial. If security is planned and utilized 

correctly, the security issues are mitigated, and the sensitive data is safer. (Mlangeni & 

Biermann, 2005.) 

Frequently there arises a belief that individuals do not need information security.  

Alternatively, if they do, the level of exercised security range varies from minimal or 

extreme, almost paranoid. While the reasonable level lies somewhere in between, in terms 

of usability and security, individual awareness is imperative in being secure. The Finnish 

Communications Regulatory Authority (Ficora) recommends five most common threats 

and solutions of information security. (Viestintävirasto, 2017d.) 

Information security is more than just securing desktop computers or servers. Information 

security covers all areas and aspects of life and organizations, in the sense that should the 

security fail in some area, it might have effects elsewhere (Wikipedia contributors, 

2018a). Information security policy should begin by determining the requirements 

(Kadam, 2007), assessing the possibilities to execute and finally implementing (Karyda, 

Kiountouzis, & Kokolakis, 2005). 

Traditionally, the computer platform is the first one that comes to mind, yet the term 

information security covers many more targets, in platforms but also in concepts. From 

technological view, several computerized platforms are the first concern (Viestintävirasto, 

2016b). Often remains unnoticed the newer target vector, other devices. These are covered 

more thorough in section 2.5.1. Attack examples. 

As a concept information security can prove to be difficult for some. For the 

organization’s security manager understanding the concepts is vital, but for other 

personnel understanding is not needed in the same sense. Every person, however, within 

an organization should be aware of security concerns and concepts on some level. This 

can be achieved for example by organizing information security training to raise 

awareness. (D'Arcy & Lowry, 2017.)  

According to Ficora, the information security training should be relevant to the 

organization in order to be effective. Otherwise the training would be useless. As there 

are organizations that provide training, the cost is prone to be high in which case a useless 

training would prove to be a money hole and as such prone to be skipped in the future. 

(Viestintävirasto, 2016a.) 
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2.1 What is information security? 

To begin with, to understand what information security is, it is required to understand 

what security is. In general, security is the state of being secure and to be free from danger. 

To put simpler, it is protection against any adversary or opponent that might do harm, 

with or without intent. (Whitman & Mattord, 2011.) 

Information security is, as the title indicates, security of information. A broader 

expression is that information security secures information assets and everything around 

it. Security includes personal safety among others, but information security is about 

information assets. At times, information security is perceived as computer security, 

however it is more than that. Information security is something that includes computer 

security among others. (Whitman & Mattord, 2011.) 

The Committee on National Security Systems or CNSS defines information security to 

be the protection of information. It bases the value and importance of information on a 

concept called the C.I.A. triangle. The concept stems from Confidentiality, Integrity and 

Availability. (Whitman & Mattord, 2011.) 

The elements of the C.I.A. concept offer useful viewpoints from the perspective of 

information security. Confidential information should stay confidential without being 

seen by parties not authored to. Integrity ensures the information has not changed between 

the creation and view. Should it occur, the information is no longer intact and might be 

invalid or inaccurate. Availability of information means it is available for the parties 

requiring it. Should it not be available, the information becomes redundant and thus 

irrelevant (Whitman & Mattord, 2011).  

2.2 Essential information security concepts 

Number of concepts and terms exist in the realm of information security. The ability to 

use an object in any way is called access. The resource to access and to protect from 

unwarranted access is called an asset. Attack is an intentional or unintentional act with 

the intent to gain access to an asset. Measures are mechanisms, policies or procedures to 

prevent the attacks. A technique that is used to compromise a system is called an exploit. 

If a system or asset is in the state of being exposed and thus available to unwarranted 

access, it is called exposure. It exists when a vulnerability is known to an attacker. 

Protection profile is a set of controls and measures implemented for protecting the asset. 

The probability for something unwanted to happen is called a risk. Computers or other 

means are subjects if used to attack to and objects if used to attack with. A category of 

entities presenting danger to an asset are called threats. The instance or a component of a 

threat is called a threat agent. A weakness or an error in a system or protection that 

heightens the risk to an asset is a vulnerability. (Whitman & Mattord, 2011.) 

2.3 History of information security 

Where and how the notion of information security began? For understanding the concept, 

the origins need to be understood. Information security began before computers have 

existed, beginning from the first known cipher created by Julius Caesar, to secure his 
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correspondence with his trustees (Wikipedia contributors, 2018a). Today, cryptography 

is used in securing computers (Luciano & Prichett, 1987).  

At the time, computers were invented and used to create and operate with information. 

With information, security was needed. At first, computers running critical programs 

were not secured at all. Soon it became obvious that they needed securing against hostile 

operators. One example is the World War II where the Enigma code machine and code 

breaking machines were used. These were critical devices that needed securing. 

(Whitman & Mattord, 2011.) 

After the ARPANET network started the era of networked and interconnected computers, 

new exploit methods for intruding the information emerged and new security measures 

had to be invented. With the begin of MULTICS and later UNIX operating system the 

practice of multiple users on one computer began. In the operating system was 

implemented the security measures so that multiple users could operate on it. Later, with 

networking, users could operate the computer remotely and simultaneously. (Whitman & 

Mattord, 2011.) 

Today, computers have become ubiquitous and are used virtually everywhere, in forms 

that do not necessarily resemble a traditional computer. This thesis does not cover the 

details; however, it is imperative to acknowledge that the area to secure has grown over 

time. One of the most known aspect for computing today is the Internet of Things, where 

all devices are interconnected (Wikipedia contributors, 2018). As all new technologies, it 

poses new challenges for securing information created and used by the devices and their 

users (van Kranenburg et al., 2011). 

2.4 Importance of information security 

Information security is always a risk, whether it has been maintained or not. If there is 

information, the risk for it to be compromised exists. The key in information security is 

to mitigate the risks and make the vulnerabilities and target platform as small as possible. 

(Scambray, McClure, & Kurtz, 2001.) 

In general, administrators and users are aware that information security is important, 

however determining the exact value and method is difficult. There are many vague ideas 

concerning security, which are often coloured by some big news of information security 

violations, but often for the unfamiliar they are obscure and as such, meaningless (von 

Solms & von Solms, 2004). Even though the user-level actors have been mentioned, it is 

the director-level that makes the decisions of information security solutions (von Solms 

& von Solms, 2018). 

The ubiquitous computing has its consequences. Virtually all information is stored in 

some form in a computer, in a location not necessarily known to the owner of the data 

(Venkatesh & Eastaff, 2018). This generates issues in information security that need to 

be addressed somehow. Information is generated in ways that are not necessarily realized 

properly, especially when concerning private individuals. This thesis focuses mainly on 

the organizational view of information security; however, resolving issues in information 

security begin with individual users and how they have learned to work. 

Current trend in handling information is using promising technologies, such as cloud 

computing. This allows access to the data disregarding users location and allows for better 

storage handling. This also opens new risks for securing the information as the data is 
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accessible from everywhere. New threats emerge from this along with new measures 

against the new risks. (Kaleeswari, Maheswari, Kuppusamy, & Jeyabalu, 2018.) 

When regarding organizations, information security plays a critical role in managing 

information (Panko, 2003). Organizations hold various information that require different 

levels of security (Dhillon, 2007). Some of the information are required to be secured in 

a specific level that are stated by laws, varying nationally (Whitman & Mattord, 2011, 

Dhillon, 2007). These levels are achieved through managing information security by 

means that are suited for each instance individually. 

2.5 Information security examples 

There are many ways for information security. Threats come in many forms and from 

many directions. Threats can be malicious and well-planned incidents where the attack 

has been planned for a long time and is well executed. There are issues in programs and 

practices so that an unauthorized party gains access to information by accident (Väisänen, 

Trinberg, & Pissanidis, 2016). From all the possibilities, the first and foremost task for 

securing is to develop the used program to have sufficient security by default. It is only 

natural for developers to incorporate bugs and flaws in the programs, especially as they 

grow larger. This, however is not an excuse for not trying to produce the best possible 

result. Another critical issue is to have the policies set before starting to work on the tasks 

that are vulnerable. Should there be any issues in the task at hand, then there is a policy 

to adhere to. (Viestintävirasto, 2018.) 

Methods for the attackers are not scarce. There are multiple ways in technical areas and 

in less technical methods to gain access to information. In many cases, the attacks do not 

need to be elaborate highly complex and technical feats, but instead a simple forgetting 

to lock the computer or leaving notes of passwords will suffice. (CompTIA, 2017.) 

Information security methods, or as Whitman and Mattord (2011) name them, measures 

are a category rather than a single entity. As stated in Section 2.2, they include exploits, 

used against vulnerabilities that are threats to an information system as a threat agent. 

There are several methods or means to information security. For attackers to gain access 

to assets, there are several threats to exploit the vulnerabilities. The owner or maintainer 

of the system needs to have a protection profile based on risks of incidents, having 

measures to protect subjects from being exposed. The attacks can be technical in nature, 

where the threat agent might consist of a man-in-the-middle attack. The attack can also 

be a human error, where the user has left the password to a system on a note, where the 

attacker might use and see it. (Whitman & Mattord, 2011.) 

2.5.1 Attack examples 

There are many methods for attackers to gain access to the information asset. The 

possibilities range from exploiting vulnerabilities to social engineering. Here are listed a 

few examples. Several of the attacks can be categorized under the same label, so they are 

listed briefly. Hoaxes and spam are forms of social engineering. Social engineering is 

more psychological method in nature as the main attack vector is a human. Hoaxes and 

spam are both delivered via email, while social engineering on itself is more a method 

exploiting a person. A hoax is a seemingly safe email carrying a malicious program that 

is run covertly. Spam is simpler as being a huge amount of unsolicited commercial email. 
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Social engineering is a process of using social skills to have people give access to assets. 

(Whitman & Mattord, 2011.) 

More technical attacks are malicious code, back doors, man-in-the middle, pharming and 

timing attack. Malicious code and back doors are labelled to vulnerabilities that are built 

in to the defence systems. Especially the back door is often used by malicious developers 

of the system to gain access without being noticed. Malicious code is a more direct attack 

method with being probably more known to the public. It consists of viruses, trojans and 

such. (Whitman & Mattord, 2011.) 

Somewhere in the middle is the attack group including password crack, brute force, and 

dictionary attack. These attacks are mostly methods that cannot easily be detected since 

their function is an integral part of the defence systems normal function. They are 

technical in nature and time-consuming methods that use human-like behaviour. 

(Whitman & Mattord, 2011.) 

Often issues in information security are simple human errors occurring in programs 

created (Durumeric, et al., 2014). Simple programming errors, regarding typographical 

errors, forgetting a setting or simple oversight in programming can lead to vulnerabilities 

in programs that can be exploited. Sometimes the program or platform is large enough to 

contain several threats that attackers are actively seeking. These vulnerabilities are often 

being fixed as soon as they are found, requiring updates in the vulnerable system. This 

should all be addressed in the security policy. (Romaneev & Padaryan, 2015.) 

2.5.2 Countermeasures 

Against the attacks mentioned in the chapter 2.5.1 Attack examples, there are several 

methods for defence. Most defensive mechanisms are based on the thought of mitigating 

threats. For instance, with as many threats based on social engineering, mitigate the risk 

by educating and informing to avoid errors based on ignorance. (Scambray et al., 2001.)  

Since all technology is still built by humans, there will always be the possibility to human 

errors and technical mistakes. As such, vulnerabilities are impossible to eliminate 

completely, so the best way to avoid them is to limit access to possible threats (CompTIA, 

2017). While all technical problems are not foreseeable, they can be mitigated by careful 

planning and avoiding several methods in developing and later in using information 

systems. As many systems require user authentication and authorization, removing or 

limiting user access rights mitigate some information security issues. If this is not 

possible, the attack surface can be limited by disabling features that are not needed and 

required. (CompTIA, 2017, Väisänen, Trinberg, & Pissanidis, 2016.)  

Often measures are developed from technical perspective, such as encryption. Encrypting 

data is probably the most straight-forward method to data protection. More effective 

methods include limiting access to the data altogether, whether encrypted or not (Dhillon, 

2007). In the modern environment, where everything is networked, access it is often the 

easiest method (Scambray, McClure, & Kurtz, 2001). Through network, the access can 

go unnoticed, requiring some monitoring and other measures. 

The main defence against attacks, vulnerabilities, and other risks that might occur in an 

information system, are information security policies. Like any other process, information 

security is another process that needs to be followed. Procedures with information 

security issues and especially policies in general work and conduct. First line of defence 
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starts with having a sound information security policy and everyone adhering to it 

(National Institute of Standards and Technology, 2018). The information security policy 

is detailed in Section 2.7.  

2.6 Encouraging towards security  

There are several reasons to motivate the attackers to use exploits and vulnerabilities. 

Motivations can be purely assertion of oneself that sometimes hit the news (Kerkkänen, 

2017). The self-assertion has slightly decreased and has been replaced with hacktivism 

and money-driven motivations (Joinson, McKenna, Postmes, & Reips, 2007, CompTIA, 

2017).  

With several means to gain access to the target systems, there are as many threat vectors 

in existence. Access through the network is often the easiest and safest mean, increasing 

the motivation to use network to gain access to restricted information. Occasionally, the 

motivation for an information security violation is espionage, whether corporate or 

national (CompTIA, 2017.)  

Organizations have been subject for attacks for a long time, even before computers and 

networks have existed. Nations have been spying on each other for as long as the need 

for it was invented. The status seems that nations are attacking organizations of each 

other, impacting their infrastructure. (Faily, 2018) 

2.7 Information security policy 

This section explains what an information security policy is. In short, it is a policy for 

managing information security. A policy is a set of rules for practices that are used and 

followed to ensure wanted outcome  (Viestintävirasto, 2017c). In this instance, it is 

information security. 

Information security policy is used for ensuring standards in an organization or other party 

(Viestintävirasto, 2017c). Organizations tend to grow resulting in increase of people 

operating, requiring a set of rules to follow to mitigate decisions done individually that 

might not work in practice. Information security is easily forgotten to maintain when 

organizations change leading to issues that could be avoided. (Von Solms & Von Solms, 

2018.) 

There are several means to create and maintain information security policies. In some 

organizations, the policy is created separately for each section, in some instances it is one 

single document detailing all aspects. Since there are no identical organizations, many 

would benefit in having a policy specifically created for them. However, often 

organizations do use a more generic approach instead (Rees, Bandyopadhyay, & 

Spafford, 2003.) While there are benefits in all approaches, often the method of individual 

policy seems to be most beneficial, since it covers most of the organizations security 

aspects (Alshaikh, Maynard, Ahmad, & Chang, 2016). 

Often the creation of information security policy is governed by external influences, first 

and foremost the legislation. Countries have their own national policy guidelines and laws 

regarding information security and organizations need to produce their policies 

accordingly. In Europe, countries have their own national laws that are guided by 

directives. Information security is governed European-wide by the GDPR-directive that 
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instructs on the creation and strictness on aspects of information security policy 

(European Union, 2016). As the main principle, the goal is to protect the citizens from 

organizations that do not comply with the regulation. However, from the organizations’ 

perspective, the effects are different (Tankard, 2016). One factor in information security 

policy creation is the cultural factor, because different countries have different security 

cultures (Alkahtani, 2018). Inability to recognize cultural differences is sometimes great 

enough for the policy not to work properly (Alnatheer, Chan, & Nelson, 2012). 

Information security and the policies are essentially about managing information security. 

Managing includes much more than preparing against active attackers. If the organization 

employs people, information security requires managing them (Kajtazi & Bulgurcu, 

2013). Managing information security is having aware individuals, that are committed to 

the organization and to its policies (Lim, Chang, Maynard, & Ahmad, 2009). There are 

several methods to enforce compliance and several attempts to create a framework for 

policy creation have been made. Regardless of the method, the most functional method 

seems to be raising awareness about information security (Scholl, 2018) and even 

engaging users to participate actively (Alnatheer, Chan, & Nelson, 2012). 

Different nations have different rules and regulations regarding information security. The 

National Institute of Standards and Technologies (NIST) provides a comprehensive 

framework for creating an information security policy (National Institute of Standards 

and Technology, 2018). While it is subject to mainly cover the needs and regulations of 

the United States of America, it has several valid aspects that are worth considering when 

creating a policy for an organization. 

The Finnish Communications Regulatory Authority (Ficora) provides its own 

information security policy, which can be used as an example. The City of Oulu also 

provides its information security policy for reviewing (City of Oulu, 2013b). All 

organizations should have a policy regarding information security.  
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3. Defining the literature review 

This thesis is intended to be a review of existing studies of information security policies. 

The result will be an overview of aspects that concern information security policies. The 

aim is to find recent topics and types of research that have been used when studying 

information security policies. 

To achieve this, the processing of this thesis is begun by studying on how to do a literature 

review. As a base for this work, the guidelines were chosen from Kitchenham et al. (2007) 

as a starting point. Using these guidelines, a review protocol was created and used in this 

thesis. 

A systematic literature review is a mean to identify, evaluate, and interpret research 

relevant to the research question or area of interest. The most common reasons for a 

systematic literature review are summarizing existing evidence, to identify gaps in current 

research or to provide a framework or background for new research (Kitchenham, et al., 

2007). This thesis concentrates in reviewing and analysing literature regarding 

information security management, specifically on the information security policies. With 

information security covering several aspects, this review can only provide an overview 

of how information security is achieved, or attempted, in organizations researched 

through information security policies. 

The process of systematic literature review begins with identifying the area of research, 

which in this case is information security policy. A plan for review is needed to create a 

framework which is followed. The plan defines the methods and steps used in the review, 

leading to the wanted outcome. In this chapter, the literature review process of this thesis 

is planned and detailed. 

3.1 Review process 

The systematic literature review requires a plan that is followed when executing. This 

section details the process of how the review will be executed. According to the features 

of systematic literature reviews, the review starts by defining a protocol. This is being 

created.  

The process is run in three steps. First step is to create a plan for the process. In this plan 

it is described what is required for the review and how to achieve it. This plan is then used 

to create a protocol for the review. The protocol is then used as a tool to specify the 

methods required for the review (Kitchenham, et al., 2007). 

Identifying relevant literature is imperative and it is the second step. Since the area of 

research is information security, the literature is from that field. Information security is a 

broad field to study requiring narrowing the search to a specific section, that in this 

instance are of information security policies.  

Research material and the strategy for searching the material is detailed in the chapter 4. 

Finding literature for the information security policy review. Explicit inclusion and 

exclusion for narrowing the search parameters are detailed in the chapter 4.3. Search 

results. 
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Prior to beginning the review, it is important to identify the need for such review 

(Kitchenham, et al., 2007). In this instance, the review is intended to assist in managing 

information security in organizations. Identification is the third step of the process. The 

field has been challenging with its extensive coverage, including managing technical 

aspects as well as people (Soomro, Shah, & Ahmed, 2016). This work attempts to 

synthesize some aspects in one review to provide an overview of topics and types of 

research that have risen in instances of information security management. 

Research for the systematic literature review is started by studying the process of how a 

review is done. Several models for literature review process were found. The process 

begins by formulating the problem, which is complemented by searching for relevant 

literature. The literature is screened to eliminate irrelevant results and the remaining 

results are assessed and analysed. Suggestions to these methods were found by 

Greenhalgh and others, however as the base for the research process in this thesis, the 

framework by Kitchenham et al. (2007) was chosen. In addition, the framework provided 

by Templier and Paré (2015), as seen in Figure 1, was found sufficiently simple but 

comprehensive and was selected as the supportive guideline for the work.  

 

Figure 1. General Procedure for Conducting Literature Reviews (Templier & Paré, 2015). 

Another, a shorter checklist, suggested by Kitchenham et al. (2007) with less and simpler 

criteria. There are four questions:  

1. Are the review’s inclusion and exclusion criteria described and appropriate? 

2. Is the literature search likely to have covered all relevant studies? 

3. Did the reviewers assess the quality/validity of the included studies? 

4. Were the basic data/studies adequately described? 

These questions are used to create a protocol for the reviewing process. After identifying 

the questions, it is possible to start using them for the review. First step is to search and 

identify material for the research. 
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The initial step is to identify existing literature concerning the research and to formulate 

the research question. Next step is to identify and extract information that is required to 

answer the research questions. The last step is to ensure the analysis provides answers to 

the questions.The protocol is required to be defined beforehand for reducing researcher 

bias. (Kitchenham, et al., 2007.) 

Elements of a protocol of Kitchenham et al. (2007) are listed below. 

• Background. The rationale for the survey. 

• The research questions that the review is intended to answer. 

• The strategy that will be used to search for primary studies including search terms 

and resources to be searched. Resources include digital libraries, specific journals, 

and conference proceedings. An initial mapping study can help determine an 

appropriate strategy. 

• Study selection criteria. Study selection criteria are used to determine which 

studies are included in, or excluded from, a systematic review. It is usually helpful 

to pilot the selection criteria on a subset of primary studies. 

• Study selection procedures. The protocol should describe how the selection 

criteria will be applied e.g. how many assessors will evaluate each prospective 

primary study, and how disagreements among assessors will be resolved. 

• Study quality assessment checklists and procedures. The researchers should 

develop quality checklists to assess the individual studies. The purpose of the 

quality assessment will guide the development of checklists. 

• Data extraction strategy. This defines how the information required from each 

primary study will be obtained. If the data require manipulation or assumptions 

and inferences to be made, the protocol should specify an appropriate validation 

process. 

• Synthesis of the extracted data. This defines the synthesis strategy. This should 

clarify whether or not a formal meta-analysis is intended and if so, what 

techniques will be used. 

• Dissemination strategy (if not already included in a commissioning document). 

• Project timetable. This should define the review schedule. 

These questions are used as a reference point for creating the review protocol for this 

thesis. For the basis of the review protocol, also the framework provided by Templier and 

Paré (2015), illustrated in Figure 1 is used.  

The search of the articles begins by creating a research question that is used when seeking 

answers. The research question is used as a base for creating and refining search phrases. 

The keywords are refined by using question types. Literature is searched using relevant 

keywords that are refined throughout the search process for narrowing the results. The 

refinement goes through several steps of the review protocol and in the end, it is intended 

to yield only the most accurate and relevant results. (Kitchenham, et al., 2007.) 

After initial refinement, the research question of this thesis is the following: What are the 

main topics and types of recent studies on information security policy? This is supported 

by the number of articles and research material directing to the research question.  

The literature search begins with the broad research term, which is “information security 

policy”. As the main research term is not very specific, it is expected to yield results 

enough to refine. This is then refined to include most recent studies to provide most 

current information, also to exclude possibly obsolete studies. The most current 

information is acquired by limiting the searches to the most recent years. If the results are 
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insufficient, the timespan for the search is broadened to cover more time. The results need 

to be as specific as possible to provide only the most relevant information, which will 

further reduce the results. More details on the search process are covered in Section 4.3. 

At the time of the writing, most literature is stored electronically or can be found using 

search engines, such as Google. All literature is not in electronic form, such as eBooks, 

but it can be found through searches. The answer to the research question is searched 

through literature electronically using several search engines (see Table 1). 

Several search engines produce vast amount of results if not defined strictly. The searches 

in this work are refined until only a few results remain. The results are assessed for 

relevance and used for research. The results are analysed, and key points are noted, for 

analysing relevance and other information they might contain. 

At the end, the results are synthesized to produce an analysis of issues and matters of 

managing information security. These results can be used for further research or to assist 

in managing the information security in an organization. 

The search keywords and results are entered in tables for analysis. Keywords and the 

result data are collected in a table, describing the output. It is used to narrow down the 

results and refining the searches. It reveals the differences in search engines, should such 

occur. Below showing an example of the keyword search results in Table 1. Full table 

can be found in Appendix B. 

Table 1. Keyword search results excerpt 

 

 

The keywords and complete search results are listed in Appendix B and the analysis of 

search results is detailed in Chapter 5. The complete literature review analysis results are 

summarized in Appendix A. 

3.2 Documentation of the process 

In order to follow the literature review guidelines (Kitchenham et al., 2007, Templier & 

Paré, 2015), one of the most important part of the review process is to document every 

step of the process. Documenting starts from defining the search criteria, continues to 

findings and choosing the research material to the analysis. In more detail, the search is 

to be narrowed down to sufficient precision in order to narrow down the search results. 

Search term Search engine Results / hits Exact search Other Validity

Organizational 

information security 

policies [from] 2017

Google Scholar 1 Organizational information security 

policies

Select "from 2017" Relevant, framework

Information security 

policy creation

Microsoft Academic 1 "Information security policy" 

creation

Information security 

policy creation

Web of Science 2 "Information security policy" 

creation

Relevant

Information security 

policy study

ArXiv 4 order: -announced_date_first; 

page_size: 50; 

primary_classification: cs:cs; terms: 

AND abstract="information security 

policy"

Relevant

Information security 

policy study

BASE 5 "Information security policy" study Select "from 2018" Relevant (?)

Information security 

policy study

Oula-Finna 5 "information security policy" study Select "Available" Partly relevant

Information security 

policy rationalization

Microsoft Academic 6 "Information security 

policy"+rationalization

Relevant
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This is important for the removal of irrelevant data that only exhausts the results. 

Selection of studies must be grounded on solid base. Another part to be well documented 

is the review process. It includes everything in a broad view and does not go in to detail. 

Finally, the documentation to combine all is the strategy documentation and results. 

There is no separate section for documenting included, as this thesis should work as such 

on itself. All steps and results are detailed in their respective sections, providing the 

information required to use this thesis as a basis for further study. 
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4. Finding literature for the information security 
policy review 

This section details the process and methods used in the information security policy 

review: How the procedure is done and how it was implemented. In this section is 

explained how the sources were found, retrieved, and chosen. 

During the literature search, the research question is refined to ensure better search term 

creation. Better search terms will produce more results that are relevant to the review, in 

contrast to producing results that are not relevant. This refinement will also lead to 

producing enough results to being useful to this thesis. Especially when using multiple 

databases, the main research question needs to stay the same in order to have the topic 

focused, only the search phrases can be refined. With using several databases, the search 

phrases are bound to be changed as many databases provide various results.  

4.1 Finding source data  

This chapter details the sources that were used for this thesis' literature review and were 

selected using keywords. As defined in the chapter 3. Defining the literature review, 

several different search engines were required.  

The keywords were selected by logical determination as well as with trial and error. The 

topic of the thesis began with the notion of how to create an information security policy. 

As the thesis builds on the literature review, the sources need to be ample for the results 

to be relevant and being sufficiently diverse. 

A good list for search engines curated by the Oulu University is used (University of Oulu, 

2019). This list contains several important databases that provide research data. The site 

includes a guide for searching information regarding information processing sciences and 

contains a selection of search engines. With the search results produced will likely be 

plenty. In order to keep track of the searches performed and results, it is recommended to 

keep a list of the results (Soomro, Shah, & Ahmed, 2016).  

Scopus was selected as the main search engine with it seemingly having an interface 

pleasant to use from the beginning. Others used were the Bielefeld Academic Search 

Engine (BASE), Wiley Online Library, ArXiv, CiteSeerX and Springer-link. Oulu 

University’s Oula-Finna was mainly used to search for studies done in the Oulu 

University. All search engines were accessed form the library’s site, which provides 

access to sources, that are otherwise locked behind a paywall. With Google Scholar and 

Microsoft Academic being engines using other engines as sources, they were chosen to 

complement the other search engines.  

Google Scholar was selected to be the main search engine for finding readable results, if 

other searches would provide results looking relevant, yet being inaccessible. In several 

instances, it also provided details of the literature that was not included in the result. In 

turn, Microsoft Academic provided details and answers about in several instances where 

Google Scholar failed to produce such data. 
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4.1.1 Scopus database 

The Scopus search engine produces several references and abstracts searching from 

scientific papers, conference publications, magazines, books and patents. In total, it is a 

comprehensive platform for searching information and by initial search, it produced 

results that seemed relevant and valid. It did not produce a vast amount of results at the 

initial search. The result was just over 500 results with the initial search. After refining 

the search, the engine seemed to produce relevant results with only a few hits. As this has 

been the intention, the engine was found good. Unfortunately, the results often were 

without access to a readable data, which had to be resolved using other search engines. 

4.1.2 Google Scholar 

Google Scholar is a search engine for scientific articles. It uses Google search as its 

backend resulting in a plethora of results. In the initial search it produced over 1000 

articles, before refining. The engine was determined to search from many sources that the 

other search engines did not have. It also seemed to search from some of the other engines 

databases, making it a comprehensive alternative. However, the results were too plenty, 

resulting in so many hits that the initial narrowing down needed to be done using other 

search engines. 

4.1.3 Microsoft Academic 

Microsoft Academic is the Microsoft's equivalent for Google Scholar. It uses Microsoft's 

Bing as its backend producing similar results, yielding over 700 results with the same 

search parameters as Google. After using the engine for a while, it seemed to produce less 

results. Using the it with the main search term, the results were so little that it could not 

be used. According to the description, it focuses on the research evaluation more than 

many others. 

4.1.4 CiteSeerX 

The CiteSeerX was selected due to it being specifically targeted towards information 

processing sciences and computer systems. It has a simple interface, however the initial 

search resulted in over a million results rendering the engine less usable. Only after closer 

inspection the search revealed its more advanced tool allowing to refine the search. 

Limiting the time range, the outcome was around 3000 results. The search engine’s search 

tool was unintuitive at the beginning. However, it was found of use after learning its logic. 

4.1.5 Other search engines 

Other search engines were found and used. The ArXiv tool was found comprehensive and 

simple to use, while producing valid results. Wiley Online Library was used, often 

producing similar results to the Springer-Link. Oula-Finna search engine produced 

mostly dissertations from the Oulu University. The Bielefeld Academic Search Engine, 

BASE, produced good results from the start, with little invalid results. Likely other search 

engines available could have been used, however for this task, the results were adequate. 
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4.2 Keywords 

This chapter details the keywords used to select the articles for the review. The keywords 

need to be selected carefully to yield sane results. As the search engines provide a plethora 

of results, most are not relevant to the topic at hand. When the keyword for search is too 

generic, it provides results that are not related to the intended outcome. If the keywords 

are too specific, the results might come with nothing as the engine could not find anything. 

For the initial search, the keyword Information security policy was chosen. With all 

engines, these words are searched separately resulting in so many results to become 

useless. The results were often not related to the topic. This was narrowed down with the 

combining of the search using quotes. The search being "Information security policy" 

narrowed the results down so, that they were more relevant. 

All the engines yielded still too many results, so the search needed to be refined still. The 

aim was to retrieve a few results from each search engine, so that they would be as 

relevant as possible. With the research question narrowing down to the justification, the 

search keywords needed to reflect that. 

With the target of having as few results as possible, the search keywords needed to be 

narrowed down further. The quoted string was chosen as the base of the search. Since the 

thesis concentrates on the study of the information security policy, search terms relating 

to that need to be used.  

As with the search terms, the task is not trivial for someone not working with them 

constantly. The obvious beginning with creation was chosen, yielding little relevant 

results. On different search engines, some search terms produced no results at all while 

returning too many results on another engine. For this reason, some searches are done 

with variations of the main search term. 

The focus was on the most recent studies. The search begun by searching for results from 

within a year. For some engines, such as Google Scholar, it was necessary to limit the 

results. For many engines it limited the results to none, or irrelevant results. Because of 

this, the search needed to widen a little, to include a larger timespan. 

For different search engines, there are several methods for limiting the searches. Google 

Scholar has direct buttons to limit the timespan of the search, as does Scopus. Microsoft 

Academic uses date range. ArXiv and Springer-Link use several buttons for limiting the 

search range. Many of the search engines produce a search term that can be copied and 

used later directly, while some do not. This functionality is reflected in Appendix B.  

In Section 5. Findings it is detailed how the searches were affected when narrowing down 

the searches. 

4.3 Search results 

The results from the searches were various. The same search term would produce in over 

1000 hits in one engine, while having just one on another. The analysis and refinement of 

these searches was imperative in this work. 

In the beginning it became evident that the same search terms could not be used 

everywhere. The same rule applied in the relevance of the searches, as in several 

occasions, the results were not relevant for the purpose. In particular, the Google Scholar 
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produced an excess of results that in many cases contained valid results mixed with 

invalid results. Therefore, the Google Scholar engine required most narrowing. One 

optimal parameter seemed to be limiting to readable file types. 

Of the other engines, Microsoft Academic initially seemed to be similar to Google 

Scholar. Eventually it turned out to produce the least results, however valid ones requiring 

little parameter refining. Scopus was found a viable search engine, producing appropriate 

hits. In the end, all used search engines produced good results after proper parameter 

refining and manual reviewing of the results. 

Table 2 illustrates the change of results when narrowing down with more specific 

keywords. The reason for the brevity of the table i, that the many search engines provided 

no relevant results after narrowing the search to a threshold. The results shown in this 

table provide an overview of the effect on refinement of the search phrases that are 

detailed in Appendix B. 

Table 2. Search results of narrowed down search phrases 

 

Of the results in Table 1, CiteSeerX and Scopus did not provide enough methods to 

perform a general search without limiting categories that need to be included, which 

would render the results invalid. In this task, only Google Scholar and Microsoft 

Academic provided results that could be narrowed down enough without limiting the 

search range too much. 

Search engine Search Search attempt Results

Google Scholar Information security policy 1 10900

Google Scholar Information security policy [from] 2017 2 1070

Google Scholar Organizational information security policies [from] 2017 3 1

Google Scholar Information security policy creation [from] 2018 4 114

Google Scholar Information security policy creation practices [from] 2018 5 116

Google Scholar Information security policy creation methodology [from] 2018 6 97

Microsoft Academic Information security policy 1 710

Microsoft Academic Information security policy [from] 2017-2018 2 38

Microsoft Academic Information security policy creation [from] 2018 3 1

CiteSeerX Information security policy 1 4895

CiteSeerX Information security policy [from] 2017 2 3069

Scopus Information security policy 1 506

Scopus Information security policy [from] 2017 2 55
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5. Findings  

This chapter presents the findings of the literature analysis. Literature is used basing on 

the research question and the subject of information security policy, from as recent as 

possible. Accordingly, this chapter covers the findings on previous researched on the 

topic of information security policies and what types the studies are.  

In this chapter, first there is an overview of what has been researched previously in 

Section 5.1. The summary describes briefly previous research and gives an overview of 

the research done. In Section 5.2 it is explained what the scope of this thesis is, which 

gives an overview of information security and how this thesis relates to it. After this, an 

overview of main topics is given in Section 5.3. Finally, all the literature in this thesis is 

analysed in Section 5.4. 

5.1 Summary of previous research  

The initial finding of the study is the lack of recent research on the topic of information 

security policy, based on the amount of discovered research literature. Namely, when 

searching for literature, several of the found studies was based on previously existing 

literature and therefore, adding little new empirical information of the topic.  

Summarizing the research found, information security as a whole is an extensive field, 

covering a wide range of issues and aspects from technical and non-technical viewpoints. 

However, the amount of recent studies on information security policies and the creation 

of them is relatively limited, when compared to the information security field as a whole. 

In addition, while information security as an academic discipline has been existing for 

some time, information security management perspective including studies of 

information security policies is relatively new topic. This is gathered by the observation 

that previous studies tend to focus on information security from another viewpoint that 

focuses less on the information security policy and more on threat mitigations on 

individual level. The studies of information security policies focus more on the overview 

level of management. 

When searching for literature, many results were returned by the databases, yet only a 

small subset were relevant to this review. Instead, a plethora of studies on information 

security from various other areas were found. Although interesting, they were not relevant 

to this thesis and were thus discarded. Table 3 illustrates how much irrelevant literature 

is discarded from Google Scholar search results. When executing a search that is not 

sufficiently narrowed down, in other words too inclusive search, the results will contain 

a lot of irrelevant data. After this, the search needs to start excluding irrelevant topics by 

adding search terms, thus excluding excess information. 
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Table 3. Narrowing down search using Google Scholar 

 

While Table 3 illustrates the reduction of results, it also arguments for inclusion of search 

terms. The scope of this thesis does not cover inclusion of all research remotely affiliated 

with the information security policy creation. Only most relevant studies and, as per the 

research question, recent studies are included. If search results are few and explicit ly 

indicate study of information security policy, it is valid for the purpose of this study. 

Surprisingly, many of the literature found of the information security policies were, in 

fact, solely reviews of existing literature. These are counted as “Conceptual” in Table 4. 

There was some original research found, counted as “Empirical” in Table 4. Of the 

analysed literature, half were based on existing literature and other half was new study. 

Similarly, the ratio between empirical and conceptual study types was almost equal with 

few studies containing both. This ratio of conceptual and empirical research is illustrated 

in Table 4.  

Table 4. Ratio of conceptual and empirical 

    

While searching for literature, the premise was to locate most recent studies relevant to 

the topic. Initial goal was to user only literature from 2018 onwards, however it was soon 

discovered, that some literature was very relevant but created prior to this, hence this 

thesis uses literature older than 2018. 

5.2 Scope of information security 

Information security is a comprehensive area to study. This was determined in the early 

stages of the thesis as initial searches resulted in plethora of options, as seen in Table 3. 

Information security, information security policy, and information security policy 

creation are examples of used search terms as shown in Table 2 and Table 3. While the 

focus of a study was on the information security policy, the searches needed to be 

narrowed down.  

Search term Results / hits

Information security policy 10900

Information security policy [from] 

2017

1070

Information security policy 

creation [from] 2018

114

Information security policy study 

[from] 2018

29

Organizational information 

security policies [from] 2017

1

Type Count

Conceptual 13

Conceptual with empirical 3

Empirical 14
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While continuing literature searches, the extent of information security unravelled and 

required specifying for focusing on the information security policies. For example, 

information security covers aspects from physical security to personal security. Further, 

information security includes the commonly known virus and malware protection 

(Väisänen, Trinberg, & Pissanidis, 2016), but also countermeasures against espionage 

from internal and external parties. Information security concerns several platforms form 

cloud (Kaleeswari, Maheswari, Kuppusamy, & Jeyabalu, 2018, Venkatesh & Eastaff, 

2018) to personal computers and mobile devices (Viestintävirasto, 2017b). The policy is 

only one part of information security management, so exclusion of anything around the 

subject is necessary. It could be considered that the information security policy is one to 

combine several technical and managerial methods to form the means for defence against 

unsolicited attempts to access, modify, or remove information. (Viestintävirasto, 2017c.) 

5.3 Topics of previous studies 

One significant finding during this study was that most literature found was related to 

management. To a degree, the expectation was to discover several technical solutions to 

information security management that lead to the information security policy creation. 

This proved not to be the case. Instead, most literature found, revealed several studies and 

articles on the human management.  

These topics discovered that the study of human behaviour in some form is the biggest 

aspect of information security policy creation. There were 16 studies concerning human 

behaviour as an important part of information security. Only four studies did not focus on 

the behaviour, but information security policy creation as a whole. Other studies 

concerned in improvement of existing information security policies. These studies are of 

technical nature and covered in the Analysis section and shown in Table 13. 

Table 5. Ratio of behavioral and policy creation analysis 

 

5.4 Analysis of literature  

The research literature was screened, assessed, and reviewed as close to the review 

process as possible (see Figure 1 in Chapter 3.1). The whole list of reviewed literature is 

in Appendix A. In this chapter the literature is analysed. 

As noted in Table 4, the literature consists of conceptual and empirical research. The both 

research types are similar in ratios, indicating half of them are creating new data. It also 

gives some insight to the differences between conceptual and empirical research for this 

instance. 

Conceptual type of research includes almost completely literature reviews analysing 

previous research. The research recommendations in several of these studies listed in 

Table 6 directly recommend continuing the research by performing empirical studies 

(Lim et al., 2009, Syamsuddin & Hwang, 2010, Puhakainen, 2006, Alshaikh et al., 2015, 

Talesh, 2018). Exceptions for this recommendation offer the studies by D’Arcy and 

Lowry (2017), Kadam (2007), Saha and Sanyal (2015), and Rees et al. (2003) who 

Theory Count

Behavioral analysis 16

Information security policy modeling4
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suggest different technical and managerial topics for future research (see Table 6). Four 

of the studies did not provide any recommendations for further research (Scholl, 2018, 

Alnatheer, 2015, Almeida et al., 2018, von Solms & von Solms, 2018).  

Table 6. Research recommendations of conceptual type of research 

 

Conceptual studies are based on different theories and have diverse research goals. Table 

7 indicates how theories and research goals in these studies differ. As implicated earlier 

in Table 5, analysis of behaviour and management directing behavioural attitudes is 

considered important in many studies. From these conceptual study types, two studies are 

directly based on behavioural analysis theory (D’Arcy & Lowry, 2017, Syamsuddin & 

Hwang, 2010). In turn, the study by Lim et al. (2009) is not directly behavioural analysis 

but does include it by analysing organizational cultures.  

Source Main results Research recommendation Type

Lim, J., S., Chang, S., 

Maynard, S., Ahmad, A. 

(2009)

Effectiveness 

relies on 

organization’s 

culture and 

attitude

 - Empirical studies recommended

 - Testing of the framework

Conceptual

D’Arcy, J., Lowry, P.B. 

(2017)

Impediments 

hinder adoption of 

IS policy

 - IS policy easier adoption method

 - objective norms

Conceptual

Syamsuddin, I., Hwang, J. 

(2010)

Framework for 

comparing criteria 

relations

 - Empirical study Conceptual

Scholl, M. (2018)

Recommendations 

for IS management

Conceptual

Puhakainen, P. (2006) Only few existing 

studies are 

theoretically 

grounded

 - Empirical studies recommended Conceptual

Kadam, A.W. (2007) -  - The effects on how the policy is adopted in 

different situations

 - How difficult it is to adopt the policy

 - Effectiveness of the policy created this way

Conceptual

Alnatheer, M. A. (2015) Main factors in 

creating IS culture

Conceptual

Alshaikh, M., Maynard, S. 

B., Ahmad, A., Chang, S. 

(2015)

IS policy 

management 

model

 - More comprehensive study

 - Empirical studies

Conceptual

Talesh, S. (2018) Bridging two 

theoretical 

frameworks

 - Studies on risk management

 - Studies on risk-based logics effects

 - Study on organizations threat dealing

Conceptual

Saha, A., Sanyal, S. (2015) Technical analysis  - More comprehensive study Conceptual

Almeida, F., Carvalho, I., 

Cruz, F. (2018)

IS policy creation 

elements

Conceptual

Rees, J., Bandyopadhyay, 

S., Spafford, E. (2003)

Improvement of IS 

policy framework

Improvement on the model Conceptual

von Solms, B., von Solms, 

R. (2018)

Terminology 

simplification

Conceptual
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Table 7. Goals and theories of conceptual type of research  

 

Further, security management in terms of organizing people to comply with existing 

information security policy is a common area studied. Fourteen articles with the topic of 

behavioural management perspective, all implicating the importance of awareness and 

knowledge. These are presented more detailed in Table 8.  

As shown in Table 8, several articles implicate the same thing: the importance of 

employee security awareness. For example, Doherty and Tajuddin (2018) tell that an 

individual perceives the information value higher when informed of its value. Another 

similar point of view is that the organizational culture impact on employees is significant 

and employees should be included in the information security by creating an information 

security culture in the organization (Lim, Chang, Maynard, & Ahmad, 2009). Study of 

Lim et al. (2009) indicates that the organizational culture is something that the 

information security culture should be included in. This will encourage the employees not 

just to actively enforce the information security processes, but to do it more automatically, 

even without noticing.  

Source Research goal Theory Type

Lim, J., S., Chang, S., Maynard, 

S., Ahmad, A. (2009)

 - Organizational issues 

when adopting IS policies

Analysis of organizational 

cultures

Conceptual

D’Arcy, J., Lowry, P.B. (2017)  - IS policy compliance 

factors

Behavior analysis Conceptual

Syamsuddin, I., Hwang, J. 

(2010)

Security strategy 

framework

Behavior analysis Conceptual

Scholl, M. (2018) IS importance awareness 

increase

Behavior management Conceptual

Puhakainen, P. (2006)  - IS policy compliance 

improvement

Conceptual analysis Conceptual

Kadam, A.W. (2007) Creation of IS policy Creation of policy 

individually for each org

Conceptual

Alnatheer, M. A. (2015)  - IS culture creation 

factors

Influences in IS culture 

adoption

Conceptual

Alshaikh, M., Maynard, S. B., 

Ahmad, A., Chang, S. (2015)

IS policy management IS policy creation and 

management

Conceptual

Talesh, S. (2018) Behavior on insurance 

organizations towards IS 

policies enforcement

Organizational behavior 

on insurance policies

Conceptual

Saha, A., Sanyal, S. (2015) Outlines for IS policy for 

mobile access

Technical analysis Conceptual

Almeida, F., Carvalho, I., Cruz, 

F. (2018)

IS policy elements 

identification

Conceptual

Rees, J., Bandyopadhyay, S., 

Spafford, E. (2003)

Framework for IS policy 

and strategy creation

Conceptual

von Solms, B., von Solms, R. 

(2018)

Simplified definition of 

cybersecurity governance

Conceptual
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Regarding the awareness, there are also considerations regarding the organization’s 

culture differences. Especially when an organization is located in several countries that 

do not necessarily share similar cultures, the organizational culture will also differ within. 

Alkahtani (2018) has created a framework for identifying the best steps to operate within 

a specific culture. However, this framework does not necessarily apply outside Saudi 

Arabian organizations, as it was created in this cultural context. Alkahtani (2018) does 

recommend similar studies to be conducted in other cultures.  

Another conceptual framework created by Alfawaz et al. (2010) is targeted for classifying 

and organizing the characteristics of organizational subjects. In essence, the result is a 

framework for information security policy management derived from three case studies. 

The study emphasizes the importance of increased awareness of information security 

policy importance. With the study being based on a rather small sample size, the 

recommendation is to increase the cases to study. Cultural differences do play a part in 

the study, and it is recommended to perform the study within other cultures. 

Table 8. Awareness research implications of conceptual and empirical type of research 

 

Besides presenting the differences between various cultures, topic related to awareness of 

information security importance is the measurement of information security culture, as 

indicated in Table 8. For example, based on a model for measuring information security 

Source Theory Implication Type

D’Arcy, J., Lowry, P.B. (2017) Behavior analysis Importance of awareness and training, 

strength of norms

Conceptual

Lim, J., S., Chang, S., Maynard, 

S., Ahmad, A. (2009)

Analysis of organizational 

cultures

Attitudes, beliefs are key in adoption Conceptual

Scholl, M. (2018) Behavior management Importance of awareness and training Conceptual

Syamsuddin, I., Hwang, J. 

(2010)

Behavior analysis Importance of perception as well as 

technical management

Conceptual

Vance, A. (2010) Behavior analysis Importance of compliance and 

behavior management

Conceptual and three 

empirical field studies

Alhkatani, H. (2018) Framework for behavior 

management

Importance of perception and cultural 

differences

Conceptual, from 

empirical data

Alnatheer, M., Chan, T., 

Nelson, K. (2012)

Behavior analysis Importance of awareness Conceptual, with 

empirical data

Doherty, N. F., Tajuddin, S. T. 

(2018)

Behavior analysis Importance of awareness Empirical

Kajtazi, M., Bulgurcu, B. (2013) Theory on planned 

behavior

Importance of awareness and 

management

Empirical

Mlangeni, S., Biermann, E. 

(2005)

Importance of awareness and 

management

Empirical

Weishäupl, E., Yasasin, E., 

Schryen, G. (2018)

IS culture practices Importance of awareness, 

management and implementation

Empirical

Zafar, H,. Ko, M. S., Clark, J. G. 

(2014)

Behavior analysis Importance of management Empirical

Alfawaz, S., Nelson, K., 

Mohannak, K. (2010)

Behavior perspective Importance of compliance and 

behavior management

Empirical, with small 

sample size

Imboden, T. R., Philips, J. N., 

Seib, J. D., Fiorentino, S. R. 

(2013)

Theory of motivation Increase awareness of importance of 

IS policy

Empirical, with small 

sample size
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culture adoption, Alnatheer et al. (2012) have created a method for measuring the 

information security culture. This model includes factors that constitute and influence in 

information security culture. The paper is not extensive and is tested only in Saudi culture. 

The research recommends testing the measurement in other demographics and cultures. 

From the perspective of information security awareness, listed in Table 8, it is also 

presented that information security does extend to all kinds of organizations, and even 

non-profit organizations need to adhere to some information security policies. Although 

it is possible to brush aside the trouble of following information security policies, 

especially as there is no profit in the work and all the energy is likely to be diverted to the 

actual work, it is considered equally important in non-profit organizations. For example, 

the study by Imboden et al. (2013) does remind that information is equally important in 

non-profit organizations and needs to be protected, seen in Table 8. The main result in 

this study is that the awareness of information security policies needs to be increased in 

surveyed organizations. Lack or resources is not a good motivator for adhering to 

complex information security policies, resulting in a recommendation that the 

information security policy could be kept as simple as possible, while still including all 

required aspects. Especially the simplicity could be achieved by using less technical 

means, but more in increased awareness and realization of the importance of information 

security policies. 

Reasons why information security is violated or neglected is included in the behavioural 

studies, listed in Table 8. Awareness of the importance of information security is 

considered in several articles. Only one study was discovered that studied the reasons for 

violating information security policies. The study by Vance (2010) is based as a 

behavioural analysis and the target is to understand the reasons for violating and abusing 

information security policies. The study did result in guidelines for avoidance these 

violations.  

All empirical type of studies are performed as case studies. These are listed in Table 9. 

All but one is based on one case organization, and the study by Alfawaz et al. (2010) 

researched three cases. These studies can be considered as a good basis for more 

comprehensive research.  
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Table 9. Case studies of empirical type of research 

 

Of the empirical studies presented in Table 9, the case study by Faily (2018) analyses a 

case used against Stuxnet worm. The study does not present any new frameworks or ideas, 

but it shows a good sample of how adhering to information security policy can work in 

defence. The paper describes the organization and some information security systems in 

place. It does not directly describe the information security policy in use, but indicates its 

presence by describing the two security systems. The paper describes the process 

generally used for analysing security vulnerabilities and capabilities and show how to 

provide suggestions to mitigate threats. After the incident, the attack is analysed and 

security is improved according to found issues.  

Other studies in Table 9 approach more the attitudes towards information security policies 

and adoptions of it. For example, the study by Karyda et al. (2005) implicates the 

importance of individual policies. This means that it is not recommended to create and 

use one general purpose information security policy, but individually modelled for each 

organization. It is possible to create individual information security policies even for 

several parts of an organization, provided they operate on distinct ranges not close to each 

other. 

In turn, studies on management and perception viewpoint, listed in Table 10, present that 

information security policies are not self-evidently accepted and adopted. For example, 

the study by Mlangeni and Biermann (2005), and to some extent, Koskosas et al. (2011) 

study the impact of cultural effect, based on regional location. The result being not very 

region centric as the study by Mlangeni and Biermann (2005) focuses on one case in one 

region, which renders further conclusions unavailable. The study by Koskosas et al. 

(2011) also does not result in further regional differences, but rather indicates that there 

is a difference in perceiving information security risks and threats based on gender. Result 

is interesting as respondents for the query, female respondents are likely to perceive 

threats than male respondents. The difference is not considerable, but noticeable. 

Source Research method Implication

Faily, S. (2018) Case study, background analysis

Karyda, M., Kiountouzis, E. and 

Kokolakis, S. (2005)

Interviews, case study Importance of individual policies

Mlangeni, S., Biermann, E. (2005) Case study Importance of awareness and 

management

Syamsuddin, I., Hwang, J. (2009) [AHP] Case study Identification of elements

Weishäupl, E., Yasasin, E., Schryen, G. 

(2018)

Case study Importance of awareness, 

management and implementation

Zafar, H,. Ko, M. S., Clark, J. G. (2014) Case study, interviews Importance of management

Koskosas, I., Kakoulidis, K., Siomos, C. 

(2011)

Case study Gender differences

Alfawaz, S., Nelson, K., Mohannak, K. 

(2010)

Case studies Importance of compliance and 

behavior management
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Table 10. Management and perception viewpoint of empirical type of studies 

 

Studies managing information security policies from the management viewpoint, or even 

from a higher level of the organizational hierarchy are shown in Table 10. Studies present 

an important factor in having a successful information security culture is the commitment 

in the organization from top to bottom. Further, as Alnatheer (2015) points out, it is 

considered that the management is first and foremost responsible for creating an 

information security policy and having everyone in the hierarchy adhere to it.  

Alnatheer (2015) has studied information security culture adoption significance and 

resulting in the main factors of information security culture creation elements. These are 

support from top management, awareness raising, training and education, risk analysis 

and assessment, compliance, ethics, culture, and effectiveness of information security 

policy. 

The study by Kajtazi and Bulgurcu (2013), displayed in Table 10, also implicates the 

importance of awareness and the importance of management involvement. One main 

result of the study is that asymmetry of information has a negative impact. Information 

asymmetry means that someone is withholding information, creating a relationship where 

the other dominates the other, impeding the work of the submissive party, also impeding 

the compliance resulting in reduced information security. 

Some studies present that aforementioned impediment can be mitigated by good 

motivation. For example, it is even possible that with the right information security 

culture, the employees are willing to inform of illicit activities (Wei & Hsu, 2014). This 

requires a culture that allows this kind of activity. As the motivations go from top to 

bottom, it is up to the manager level to create such environment. Related to this viewpoint, 

the study by Wei and Hsu (2014) provides a model for managers to use in order to 

motivate their employees to inform of wrongdoings or other illicit activity. The model 

indicates the importance of such behaviour. Similar is the study by Alshare et al. (2018) 

that implicates the importance of sanctions for violations. They present that it is important 

to try to predict and mitigate possible violations prior their occurrence, by setting proper 

sanctions to encourage for adherence of information security policies. 

For the management who creates and enforces the information security policies, Kadam 

(2007) provides a guide for analysing the planning of information security policy. The 

article specifies items to consider when creating the information security policy. The main 

Source Main results Implication Research recommendation

Almeida, F., Carvalho, I., Cruz, F. 

(2018)

IS policy creation 

elements

Importance of elements

Alnatheer, M. A. (2015) Main factors in creating IS 

culture

Top to bottom hierarchy in 

organizations

Kadam, A.W. (2007) - Importance of planning ahead  - The effects on how the policy is 

adopted in different situations

 - How difficult it is to adopt the policy

 - Effectiveness of the policy created this 

way

Alshare, K. A., Lane, P. L., Lane, M. 

R. (2018)

Predictors for violations 

of IS policy

Importance of sanctions in violations 

of policy

 - Include further behavioral factors 

Kajtazi, M., Bulgurcu, B. (2013) Information asymmetry 

has negative impact

Importance of awareness and 

management

 - Actual compliance behavior study

Wei, L., Hsu, C. (2014) Theoretical model for 

understanding 

whistleblowing 

intentions

Strategies for managers to motivate 

informing of wrongdoings

Further empirical study

Koskosas, I., Kakoulidis, K., Siomos, 

C. (2011)

Risk perception Gender differences  - Importance of perception and 

communication
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result emphasizes the importance of thinking ahead and planning for different 

contingencies. Kadam (2007) recommends that the research should be taken further by 

researching the effects when information security policy is adopted in different situations 

and the difficulty of adoption of information security policies.  

As in the case of conceptual type of studies, several empirical type of studies recommend 

further research by conducting more empirical research. Table 11 presents studies that 

specifically mention recommendations for further empirical research on the specific 

subject they cover.  

 

Table 11. Research recommendations of empirical type of studies 

  

Study by Alshaikh et al. (2015) in Table 11 provides a model for managing information 

security policy. The model being theoretic and not tested in real environment, the authors 

recommend further study by implementing and testing the model in real environment for 

confirming the model’s functionality. In turn, Wei and Hsu (2014) studied the readiness 

for whistleblowing in information security violation situations. The study concerns 

attitudes towards information security and proneness to violate information security 

policies or uphold by informing of violations against information security policies. While 

the result is an analysis indicating that the effectiveness of information security policies 

relies on the culture and attitudes in the organizations culture, the study has not been 

conducted empirical by the authors and they recommend it is studied further empirically. 

Further, dissertation by Puhakainen (2006) indicates that only few existing studies are 

theoretically grounded. The study initially reviewed existing information security 

awareness research and then addressed the shortcomings detected. The study implicates 

that only little empirical evidence exists regarding information security policy studies and 

recommends more empirical studies on the subject. Finally, attitudes and values towards 

information security are the topics of studies by Lim et al. (2009) and Syamsuddin and 

Hwang (2010). Both conclude that a major factor in effectiveness of information security 

policies are the people adhering to it and, similarly to the study by Wei and Hsu (2014), 

the organizational culture towards information security is important. Syamsuddin and 

Hwang provide a framework for making decisions regarding security strategy, however 

it only considers e-government. The authors recommend empirical study to further 

develop the model. Lim et al. (2009) also provide a framework for analysing 

organizational culture. They conclude the model is based on literature only, requiring 

empirical testing for confirming its validity. 

Source Research goal Theory Main results Implication Research recommendation

Alshaikh, M., 

Maynard, S. B., 

Ahmad, A., Chang, S. 

(2015)

IS policy 

management

IS policy creation and 

management

IS policy management 

model

 - More comprehensive 

study

 - Empirical studies

Lim, J., S., Chang, S., 

Maynard, S., Ahmad, 

A. (2009)

 - Organizational 

issues when 

adopting IS policies

Analysis of 

organizational cultures

Effectiveness relies on 

organization’s culture 

and attitude

Attitudes, beliefs are key in 

adoption

 - Empirical studies 

recommended

 - Testing of the framework

Puhakainen, P. (2006)  - IS policy 

compliance 

improvement

Conceptual analysis Only few existing studies 

are theoretically 

grounded

Little empirical evidence  - Empirical studies 

recommended

Syamsuddin, I., 

Hwang, J. (2010)

Security strategy 

framework

Behavior analysis Framework for comparing 

criteria relations

Importance of perception as 

well as technical 

management

 - Empirical study

Wei, L., Hsu, C. (2014) Model to 

understand 

influences to 

whistleblow on IS 

violations

Theory on planned 

behavior and rational 

choice theory

Theoretical model for 

understanding 

whistleblowing 

intentions

Strategies for managers to 

motivate informing of 

wrongdoings

Further empirical study
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Studies that are proposed by the authors to be further studied more comprehensive are 

listed in Table 12. The authors concluded that their research would benefit further 

research and be more comprehensive with additional data. 

 

 

Table 12. More comprehensive study recommendations of empirical type of studies 

 

In Table 12, Alshaikh et al. (2015) and Doherty and Tajuddin (2018) cover the topic of 

information security policy from the management perspective. Doherty and Tajuddin 

(2018) emphasize the importance of user perception towards information security and 

awareness. Alshaikh et al. (2015) provide a model for managing information security 

policies, while Saha and Sanyal (2015) present a technical analysis of an existing 

information system, addressing mobile platforms. Saha and Sanyal (2015) limit their 

analysis on one platform but recommend performing a more comprehensive study for 

implementing their study on another areas. The model by Alshaikh et al. (2015) is more 

versatile as it is not centered on a platform, yet they recommend further studies to refine 

and validate the model. 

Studies from more technical viewpoint are listed on Table 13. They focus more on the 

technical side of information security policy instead of management of employees. 

Table 13. Technical view in empirical type of studies 

 

Of these studies shown in Table 13, Saha and Sanyal (2015) present a technical analysis 

of mobile platform security issues and possible mitigations. They study and mention 

several technical solutions on how security is achieved in mobile device platforms and 

analyse the approach device makers have done. In contrast, the study by Syamsuddin and 

Hwang (2010) introduce technical decision criteria for information security framework 

creation using weighed values, statistically. The result is recommended to be tested 

empirically since this is a theoretical model. In turn, Karyda et al. (2005) target creating 

an information security policy using case studies by researching existing frameworks. 

They conclude as one key factor is the individual policies for each case instead of using 

a general model that might not suite for all cases. They view the research from more 

Source Research goal Main results Research recommendation

Alshaikh, M., Maynard, S. B., 

Ahmad, A., Chang, S. (2015)

IS policy management IS policy management model  - More comprehensive study

 - Empirical studies

Doherty, N. F., Tajuddin, S. T. (2018) IS policy compliance and 

perception

Importance of user perception  - More comprehensive study

Saha, A., Sanyal, S. (2015) Outlines for IS policy for 

mobile access

Technical analysis  - More comprehensive study

Source Research goal Theory Main results

Karyda, M., Kiountouzis, E. and 

Kokolakis, S. (2005)

 - Creation of policy

 - Adoption of policy

 - Framework

Case study of frameworks Results of the case studies

Rees, J., Bandyopadhyay, S., 

Spafford, E. (2003)

Framework for IS policy 

and strategy creation

Improvement of IS policy framework

Saha, A., Sanyal, S. (2015) Outlines for IS policy for 

mobile access

Technical analysis Technical analysis

Syamsuddin, I., Hwang, J. (2009) IT management 

framework including 

security

Overall management Hierarchical model for IS policy
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technical viewpoint and do not consider the human management being the only factor in 

information security policies. Finally, the study by Rees et al. (2003) provides a model 

for improvement on existing information security policies. The result does include the 

management of employees but from technical perspective as the study aims to improve 

the information security policies by pointing out some technical improvements, such as 

server and software security. The model is created, however the authors recommend 

further development and improvement on it. 
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6. Discussion and implications 

All searches returned some data that was relevant to the topic of the thesis. Without 

previous expectations on the subject of information security or its policies, there was little 

to begin with. After the initial search concerning only the information security policy 

creation, it was realized that the information security policy creation involves several 

aspects. Information security policy being the main target, early discoveries were the 

vastness of information security and the small part that information security policy is of 

the whole area. The ratio of information security policy of information security is in the 

trend when starting the searches. Keyword search results decreasing when narrowing 

down to information security policy.  

Contrary to the initial theory, all of the literature covered the creation of the information 

security policies from the human perspective  (Zafar, Ko, & Clark, 2014). This concerns 

the area of managing people instead of technical side. Initial expectation was to discover 

various technical solutions to the policy creation. Of all of the research found, none of 

them considered any technical solutions. The research revealed as one of the most vital 

component in the information security management is, in fact, the management. Studies 

by Alnatheer (2015), Alshaikh, et al. (2015), and Lim, et al. (2009) focus on the 

organizational culture when managing information security. These studies show that 

information security policy is created with the managing people viewpoint and is enforced 

by inclusion of all parties creating a more receiving audience. It is the responsibility of 

the management, from the top, to ensure everyone below them in the hierarchy to 

understand the importance of information security and the compliance to it (Alnatheer, 

2015).  

Considering the human aspect, creating an information security policy is a good choice. 

It will act as a guideline for the users to follow. However, actively involving users 

themselves in all parts of information security process will provide better results overall. 

Everyone does like to be trusted. If the average user feels they are not trusted, they can 

easily lose interest in keeping the information security in order, resulting in neglect and 

thus vulnerabilities. 

While the research began with the theory of technical management, it played a small role 

in the results. Only a few studies covered the technical aspect of information security. 

Judging by the results, the awareness is the most important aspect. This can be covered 

by training the employees from the top management to be aware of all risks. 

Regarding issues not directly relating to information security, there seems to be a 

scarceness of comprehensive empirical studies on the topic. The research revealed several 

studies and articles that were literature reviews themselves. Research also indicated 

general interest in the studies of information security policy, possibly resulting in more 

studies in the future. 

The summary is analysed and synthesized to result in a conclusion. Table 14 illustrates 

an example of the analysis table. Full table summarizing the results is presented in 

Appendix A. 
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Table 14. Overview of literature review analysis 

 

Table 14 indicates the results the literature search revealed. Several literature reviews, but 

also case studies done. The research question was the search for main topics and types of 

recent studies on information security policy. The result for this question contains mainly 

managing information security using behavioural analysis rather than technical solutions, 

although few technical solutions are found. 

6.1 Implications of information security policy studies 

Findings of literature review implicate that there are not enough studies on the topic of 

information security policy. Particularly, while information security and information 

security policy creation are both studied areas, the field is constantly moving with current 

technology development, which emphasises a need for continuing research on the 

information security policies in various new technological context and new environments. 

In the absence of both information security policy awareness and technical solutions, 

literature review indicates that discussion on the importance of information security 

policy is not where it could be and in the light of information security issues in the recent 

years, the policies are not yet considered important enough.  

Current studies that were used for this thesis, were heavily based on summarizing the 

existing literature. This could be resulting in a shortage of viable studies and discussion 

circulating around same studies. The importance in creating new empirical research data 

about effectiveness of current information security policies and new technical solutions 

is important and should be continued.  

6.2 Importance of management 

Management was found to be the key in the study in the sense that all start from the 

echelon. The people in the organization can not be expected to care of the organizations 

information security unless motivated on behalf from the management. One significant 

factor is inclusion of the people that apply the information security policy in the creation 

of it. If the policy is created without user inclusion, the policy could soon become too 

abstract to adhere to. This is implicated by studies by Zafar, et al. (2014) and Weishäupl, 

et al. (2018). 

Source Research goal Research method Theory Main results Implication Research recommendation Type

Alfawaz, S., Nelson, 

K., Mohannak, K. 

(2010)

Behavior 

compliance 

framework

Case studies Behavior 

perspective

IS policy 

management 

framework

Importance of 

compliance and 

behavior 

management

 - Larger sample size

 - Multi-methodological 

approach

Empirical, with 

small sample 

size

Alhkatani, H. (2018) IS importance 

awareness 

framework

Literature, surveys, 

interviews

Framework for 

behavior 

management

Culturally aware 

IS policy 

framework

Importance of 

perception and 

cultural 

differences

 - Testing in other cultures Conceptual, 

from empirical 

data

Almeida, F., 

Carvalho, I., Cruz, F. 

(2018)

IS policy 

elements 

identification

Literature analysis IS policy creation 

elements

Importance of 

elements

Conceptual

Alnatheer, M. A. 

(2015)

 - IS culture 

creation factors

Literature review Influences in IS 

culture adoption

Main factors in 

creating IS culture

Top to bottom 

hierarchy in 

organizations

Conceptual

Alnatheer, M., Chan, 

T., Nelson, K. (2012)

IS culture 

measurement 

model

Literature review, 

surveys

Behavior analysis IS culture 

measurement 

model

Importance of 

awareness

 - Influence of national and 

organizational cultures

 - Testing in other 

demographies

Conceptual, 

with empirical 

data

Alshaikh, M., 

Maynard, S. B., 

Ahmad, A., Chang, S. 

(2015)

IS policy 

management

Literature review IS policy creation 

and management

IS policy 

management 

model

 - More comprehensive study

 - Empirical studies

Conceptual
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Also, the studies by Syamsuddin and Hwang (2010) and Alnatheer (2015) indicate the 

significance of the management in the field of information security policy. The 

implication is that management is responsible for the organization’s interests. The 

echelon needs to ensure that the hierarchy chain from top to bottom is aware of the 

importance of information security and adheres to the information security policies.  

Also attitude and perception is inherited from top to bottom (Alnatheer, 2015). This 

includes education and awareness raising. Especially the attitude and perception attributes 

are enhanced and intensified with increased awareness. As everyone in the organization 

is responsible for the information security, it is crucial to ensure the awareness of this 

responsibility (Alnatheer, Chan, & Nelson, 2012).  
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7. Conclusions 

The conclusions of this research are that managing information security is not a straight-

forward task. There are several aspects to consider, requiring some form on knowledge 

ranging from technical aspects to human management.  

As often repeated in the security literature, the weakest point in security chain seems to 

be the human. Whether it concerns issues in the initial programming, introducing bugs, 

planning of the programs or plain neglecting security procedures. In the sense, the main 

issue, the human factor, is impossible to fix completely. This raises the importance of 

management and planning. Since all issues cannot be removed, managing and mitigating 

arising information security threats is the key. From the technical view, reducing attack 

surfaces is important. This is achieved by employing active and passive defences, such as 

firewalls, surveillance or simply by limiting access to locations and information. From 

the human management viewpoint, it is achieved foremost by informing employees of 

the importance of information security. This is best achieved by training. Inclusion 

employees in the securing activities and experiencing being trusted is important for 

building information security culture. It makes the complying and active participation 

more meaningful and thus informed of the importance and methods. The inclusion also 

encourages to report of discovered wrongdoings, which otherwise might be left 

unreported and uncorrected. Information security policies are good and valid guidelines 

for management, yet they are not the absolute answer to the issue. Policies are just a part 

of information security and they do provide a good guideline for users to follow. 

This study has its limitations. First, not all of the available material has been studied, but 

literature searches were limited to the most recent studies. In addition, creation of 

information security policy is only a subset of the whole information security field, and 

the whole area is not possible to cover within the scope of this thesis, resulting only in a 

portion of what could be studied. Second, since this work is limited on searching for most 

recent studies, it is possible that previous research is more comprehensive, however it is 

not indicated in these findings. As mentioned in Section 5, limiting to most recent studies 

was not always possible. Namely, several articles were discovered that were not as recent 

as targeted, but they were still the most recent found on topic.  

One issue found in the study is that only few existing studies in the field of information 

security are theoretically grounded (e.g., Puhakainen, 2006). This indicates that more 

studies need to be conducted to generate theoretical information. Further, especially 

empirical data is required for improvement of the study area.  

Many studies reviewed in the literature review recommended more research on the 

subject of information security policy. For example, one significant implication of the 

study by Saha and Sanyal (2015) was that the study should be continued to confirm the 

results. On another study, it was suggested to improve information security policy 

framework with continued studies to increase the models adequacy in other contexts 

(Rees, Bandyopadhyay, & Spafford, 2003). 

The topic of information security is covered on several views. The research has shown 

that the phenomenon of information security is not new, but the implementation has 

begun already in the times of the Romans. However, studies on the topic particularly from 

the perspective of information security management seem to have increased only recently, 

which might relate to the current growing awareness on the information security policies 

and related issues. Several studies and articles on the subject matter reviewed for this 
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thesis have shown the rather little amount of empirical studies. Instead, there seems to be 

a variety on theoretical studies building theoretical frameworks or analysis of existing 

information security literature. As a consequence, several studies indicate the need for 

empirical testing on the conceptual frameworks or comparative studies continuing the 

work. 

Most of the empirical literature was conducted in a case study setting. A few proposals 

for further studies on the subject arise. A comparative study testing of various frameworks 

was found in practice. As recommended in a few studies, further empirical study on the 

effects how the compliance and perception towards information security is affected by 

raising awareness and training. Several studies seemed to cover this only on theoretical 

level. The final research proposal concerns on how the cultural differences between 

organizations and nationalities affect the perception and compliance on the matter. This 

research would be especially beneficial to international organizations that are required to 

handle various cultural aspects as well as national regulations, based on their locations. 
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