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ABSTRACT 

Integration of a robotic arm into test automation 

Iiro Kangas 

University of Oulu, Degree Programme of Mechanical Engineering 

Master’s thesis 2023, 63 p.  

Supervisor(s) at the university: Yrjö Louhisalmi 

 

The aim of this thesis work is to implement and integrate a Universal Robots’ UR5e arm 

robot into test automation. A six-axis arm robot was needed by test automation processes 

to solve a problem of including various physical products to test automation pipelines.  

The goal is to build a stable system, that fills all requirements set for this work. The final 

system needed to be easily integrated to an existing test automation body, without needing 

any large-scale changes to test automation’s architecture. The robot also needed to be 

operational around the clock, ready to receive tasks from external test automation 

software. This means the system needed to remain in a ready state for long periods of 

time without a need to manually start the robot’s test runs. As the most important 

requirement, the robot needed to be able to execute tasks given by the test software. Tasks 

may include complex movement patterns, that would include testing dependencies and 

functionalities between multiple different products. 

This thesis introduces industrial robot models, compares industrial robots and cobots with 

their functionalities, and reviews their current markets and future projections. In addition, 

common test automation tools are introduced, most of which are used in this 

implementation. With the current test automation structure and tools introduced, the 

solution for this work was planned and built. Before final implementation, mult ip le 

possible methods for connecting the robot to test automation pipelines were evaluated. 

This thesis works solution links the robot with test automation tools using a Python API, 

that uses Universal Robots’ RTDE module. With RTDE, a real-time connection was 

established between the robot and its control PC. With these methods, all movement logic 



 

could be moved from the robot’s own controller into an external control PC where the 

Python API is executed. Through this, the responsibility of deciding the robot’s next tasks 

could be passed to an external test software. The result was a dynamic testing system that 

was easily integrated to existing processes. 

After building safety systems, solving mechanical challenges, and establishing a 

functional RTDE connection, the final solution was tested against various error scenarios. 

The final implementation was a versatile, easy to use, and externally controlled robot API, 

that could be expanded into other use cases outside test automation. 
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Tämän työn tarkoitus on implementoida ja integroida Universal Robotsin UR5e 

käsivarsirobotti testiautomaation käyttöön. Käsivarsirobottia tarvittiin testiautomaatioon 

ratkaisemaan monien fyysisten tuotteiden liikuttelun tarvetta. Työn tavoite on rakentaa 

stabiili systeemi, joka saavuttaa kaikki työlle annetut vaatimukset. Lopullisen ratkaisun 

piti olla helposti testiautomaatioon integroitava, jolloin suuria muutoksia 

testiautomaation olemassa olevaan rakenteeseen ei vaadittaisi. Robotin piti myös olla 

saatavilla ja valmiina suorittamaan testiautomaation ohjelmistoilta tulevia käskyjä ympäri 

vuorokauden. Järjestelmän piti siis pysyä vastaanottavassa tilassa pitkiä aikoja ilman, että 

robottia pitäisi käynnistää testiajoa varten manuaalisesti. Tärkeimpänä vaatimuksena 

robotin tuli kyetä suorittamaan testiohjelmiston käskystä monipuolisia liiketoimintoja, 

jotka sisältävät useiden eri tuotteiden keskinäisten riippuvuuksien testaamista. 

Työssä tutustutaan tuotannon robotiikkaan, tuotantorobottien ja cobottien 

toimintamalleihin, sekä niiden kaupallisiin lukemiin ja näkymiin. Lisäksi esitellään 

yleiset ja tässä työssä käytetyt testiautomaation työkalut. Työkalujen ja testiautomaa tion 

komponenttien avulla selvitetään nykyisen testiautomaation rakenne ja suunnitel laan 

ratkaisua ongelmaan. Ennen lopullista toteutusta tutkitaan erilaiset mahdollisuudet 

robotin ja testiautomaation yhteyden rakentamiseen. 

Työssä toteutetaan robotin ja testikomponenttien linkitys rakentamalla Python API-

rajapinta, joka käyttää Universal Robotsin tukemaa RTDE-moduulia. RTDE:n avulla 

robotin ja sen ohjaustietokoneen välille saadaan rakennettua jatkuvan reaaliaika isen 

datansiirron väylä. Näillä menetelmillä kaikki ohjauslogiikka voitiin siirtää robotin 



 

kontrollerista ulkoiselle ohjaustietokoneelle, jossa Python rajapintaa ajetaan. Tätä kautta 

vastuu robotin liikuttamisesta saatiin siirrettyä testiohjelmistolle, jolloin saavutett iin 

dynaaminen integroitu systeemi. 

Turvajärjestelmien rakentamisen, mekaanisten haasteiden ratkaisemisen ja valmiin 

RTDE-yhteyden saavuttamisen jälkeen lopullista tuotetta testattiin erilaisten 

vikatilanteiden varalta. Lopullisen implementaation tulos oli monipuolinen ja helposti 

käytettävä ulkoisesti ohjattava robottirajapinta, jonka käyttöä voitaisiin helposti laajentaa 

myös muihin tehtäviin testiautomaation ulkopuolella. 

Asiasanat: Testiautomaatio, Python rajapinta (API), Käsivarsirobotti 
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1 INTRODUCTION 

Automation has been a leading trend in the technology industry over the past decade. 

With higher processing capabilities and advancing technologies, automated systems have 

started to replace humans in many tasks. 

Test automation is widely used to enhance effectiveness of testing in research and 

development of new products. It is an investment for a company that will, after its init ia l 

expenses, pay its value back in more efficient testing and saved man-hours. In tasks that 

require physical movement, test automation systems need a method to replace humans. 

Even though mostly used in automation of production or logistics, arm robots provide a 

solution for test automation’s physical needs. 

In this work, a solution to integrate a Universal Robots UR5e arm robot into test 

automation will be designed. Final system needs to assist test automation in testing 

electromechanical keys, front door key readers, electromechanical locks, and phone keys.  

The content of this thesis work came to be to solve shortcomings in iLOQ Oy’s test 

automation pipelines. Many products under testing have dependencies and functionalit ies 

across product families. When some of these products need to be moved physically to 

achieve end-to-end testing, a solution was needed. A six-axis arm robot would be capable 

of moving many products, however integrating a robot’s movement logic to existing test 

automation systems would need to be solved. Unlike conventional UR systems where the 

logic is built and ran in the robot’s own control system, this system’s logic needed to be 

built on an external control device. Having the robot’s logic outside its own control panel 

enables a dynamic testing system that is easily managed and updated. 

To come up with the best solution to approach this problem, many communication models 

were researched.  The communication model needed to be versatile enough to fill all 

requirements set for this work. In addition to software research, mechanical jigs and safety 

features needed to be investigated. 
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The expected result of this thesis work is an easy to integrate system with good scalability. 

This system is expected to be taken into use when functional, as well as having all 

functionalities and features needed to complete a test automation pipeline. 

Literature review of this work is presented in chapters two and three. First literature 

chapters include mechanical information and definitions of industrial robotics, as well as 

a market analysis of deployed industrial robots around the world. Universal Robots and 

the robot that is used in this work is also introduced. Chapter three introduces common 

test automation tools and aims to clarify each of their uses in a test automation structure.  

Requirements for this work are detailed in in chapter four, followed by communica t ion 

method research. Chapters six and seven include mechanical and software 

implementations, followed by chapters focusing on testing and safety features. 
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2 ROBOTICS 

In this chapter the definition of industrial robots and cobots are introduced as well as most 

common practices and models of these machines.  

2.1 Mechanical models 

In effort to achieve better and wider range of movements, advancements in robotics 

through the years have produced many different solutions in mechanical models of robots. 

A robot can differ in its number of axes or joints and its joint types. As of 2004, the 

International Robot Federation states that robots can be classified only by its mechanica l 

structure into six categories: linear robots (including cartesian and gantry robots), 

SCARA (Selective Compliant Assembly Robot Arm/Articulated Robot Arm) robots, 

articulated robots, parallel robots (delta), cylindrical robots and others (Internationa l 

Federation of Robotics, 2019).  

Linear and cartesian robots are defined by their mechanical structure as robots whose arm 

has three prismatic joints and whose axes are coincident with a cartesian coordinate 

system. Because linear robots have no rotary axes, their degree of accuracy is often 

higher, making them ideal for accuracy requiring repetitive tasks. Linear robots can also 

be more economical than other more complicated robot systems. Linear-, gantry- and 

cartesian robots are presented in figures 1 and 2 (International Federation of Robotics, 

2019). 
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Figure 1. Linear and gantry robots (International Federation of Robotics, 2019). 

 

Figure 2. Cartesian robot (International Federation of Robotics, 2019). 

SCARA robots are defined by mechanical structure as robots that have two parallel rotary 

joints to provide compliance in a plane (International Federation of Robotics, 2019). The 

model was designed and patented by Hiroshi Makino in 1981. Because of its joint layout, 

the robot arm is rigid in Z-direction but can move on X-Y planes. SCARA robots have 

been proven to be often faster and cleaner than cartesian systems while having a smaller 

total footprint (Makino, 1982). Two SCARA robots and their visualized work planes are 

presented in figure 3. Cylindrical robots are mechanically very similar to SCARA robots, 

however their accessible workspace is different due to a different joint types. While 

SCARA robot’s workspace is often in front of the robot, a cylindrical robot’s work plane 

is placed cylindrically around the robot. Cylindrical robots are defined by Internationa l 

Federation of Robotics as robots whose axes form a cylindrical coordinate system 

(International Federation of Robotics, 2019).  
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Figure 3. SCARA robots and their visualized workspaces (International Federation of 

Robotics, 2019). 

Articulated robots are what most people think of when talking about arm robots. They are 

the most advanced robots in terms of degrees of freedom, available work planes and 

possible work tasks. International Federation of Robotics defines them as robots whose 

arm has at least three rotary joints (International Federation of Robotics, 2019). The 

number of joints of an articulated robot can vary all the way up to ten or more joints, 

which define the robot’s DOF, degrees of freedom. A common articulated robot model is 

one with 6-DOF, meaning it has six joints. A robot with 6-DOF is theoretically capable 

of reaching all its surrounding locations and positions. However, having even more than 

six joints can provide multiple possible joint position combinations when trying reach a 

certain waypoint. While a larger number of joints is more complex, it can be superior in 

advanced moving patterns. A 6-DOF articulated robot is presented in figure 4 along with 

its workspace. 
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Figure 4. Articulated robot, and its visualized workspace (International Federation of 

Robotics, 2019). 

Parallel or delta robots are defined by mechanical structure as robots whose arms have 

concurrent prismatic or rotary joints (International Federation of Robotics, 2019). 

According to Stamper, 1997, parallel robots are composed of multiple closed kinematic 

loops. Typically, these kinematic loops consist of two kinematic chains that connect the 

moving platform of a gripper to a stationary base. To allow smooth movement patterns, 

one joint of each kinematic chain is actuated while others are passive (Stamper, 1997). 

Common parallel robot models are presented in figure 5. 

 

Figure 5, Parallel (delta) robots (International Federation of Robotics, 2019). 

2.2 Industrial robots 

In ISO standard, industrial robots are defined as “automatically controlled, 

reprogrammable multipurpose manipulator, programmable in three or more axes, which 

can be either fixed in place or fixed to a mobile platform for use in automation 
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applications in an industrial environment”. Further explaining the terms used in the 

definition presents common traits for industrial robots. Reprogrammed means that the 

robot’s programmed motions or auxiliary functions can be changed without physical 

alteration. Multipurpose as a definition means that the robot is capable of adapting to 

different applications with physical alteration. Physical alteration means altering the 

mechanical system, which does not include storage, ROMs, etc. (ISO 8373:2012). 

2.3 Cobots 

Industrial robots have been adapted in various production tasks in the last 30 years. These 

flexible machines are equipped with tools and sensors to overcome and manage different 

tasks previously performed by humans. Previously these robots were seen as substitutes 

to humans that would replace workforce in performing repetitive or tedious production 

tasks. Robot installations were installed away from humans to prevent dangerous 

collisions and accidents. However, with increasing technological capabilities, the robotics 

field is rapidly evolving to bring robotics closer to people. With modern collaborative 

robots, humans can not only share a workspace with a robot but can also collaborate with 

the robot to achieve a work task (Hentout et al., 2019). 

Typically, when people think about a robot in a manufacturing setting, they are in fact 

picturing an industrial robot, a machine that can move heavy objects in great speeds that 

work independently of humans. However, with work environments that also require 

human workers, the robot’s speed and size can cause problems. This is where 

collaborative robots, or cobots, enter the picture. Cobots are often deemed safe to work 

around for humans without additional fencing or harsh safety measures. As a sub-category 

of industrial robots, Universal Robots describes cobots as robots that perform similar 

activities to industrial robots but are often smaller and lighter. Cobots have built-in force 

sensors that are used to detect collisions and trigger automatic stops or slows when they 

detect anomalies. These include automatic stops on impact and slowed movement speeds 

when a human is in close presence (Universal Robots, 2022l). 

Universal Robots, a company of which arm robot is used in this thesis, defines their 

purpose as “At Universal Robots we want to create a world where people work with 
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robots, not like robots” which sums up their vision for collaborative robots. (Universa l 

Robots, 2022b) 

2.4 Operational industrial robots around the world 

While the global pandemic halted much of the worlds industrial settings with restrictions 

in human work environments and long-lasting component shortages, the robotics industry 

continued to grow. The rate of annual installations of industrial robots in 2021 broke a 

record level of 517 385 installed units, which grew 31% over the installation rate of 2020. 

While partly resulted by staggered installations in the first year of the pandemic, a growth 

of over 30% represents a major trend in industrial settings and automation. Since 2016, 

the number of operational industrial robots has been increasing by an average of 14% a 

year. In 2021 the total number of operational industrial robots was computed to 3 477 127, 

up 15% from 2020 (International Federation of Robotics, 2022). 

The largest customer of industrial robots in 2021 was the electronics industry which held 

its number one position from 2020, when it surpassed the automotive industry. In 2021 a 

total of 137 000 robots were installed in electronics production settings, up 24% from the 

total of 110 000 the previous year. The rise of robotics in electronics manufacturing can 

be partially in consequence of a risen demand of consumer electronics during the 

pandemic, which in turn ramped up the need of additional production capacity. While the 

automotive industry was not the fastest growing customer of industrial robots in 2021, it 

remains to be one of the most important customers of robotics. In previous years the 

automotive industry had been the biggest customer of industrial robotics, since 1961 when 

the first commercially sold unit was installed at a General Motors plant up until 2019 

when it was surpassed by the electronics industry. Figure 6 is a chart by the IFR, which 

represents the number of industrial robot installations by industry (Internationa l 

Federation of Robotics, 2022). 
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Figure 6. Annual installations of industrial robots by customer industry (Internationa l 

Federation of Robotics, 2022). 

Asia is the largest industrial robot market in the world. Out of all newly deployed units 

in 2021, 70% were installed in Asia. In fact, three of the top five markets for industr ia l 

robots are in Asia, with China being by far the biggest. With its yearly industrial robotics 

installation numbers increasing by 51%, in 2021 one out of two globally installed robots 

ended up in China. It has been the world’s largest industrial robot market since 2013. 
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Figure 7. Annual installations of industrial robots by region (International Federation of 

Robotics, 2022). 

In 2021 78% of global robot installations were located in five countries: China (51%), 

Japan (9%), the United States (7%), the Republic of Korea (6%), and Germany (5%) 

(International Federation of Robotics, 2022).  

2.5 Universal Robots company 

Universal Robots is a Danish robotics company founded in 2005 with a goal of making 

robot technology accessible to smaller enterprises. It sold its first robot, the UR5, in 2008 

and followed it up with a heavier payload capacity robot in 2012, the UR10. The company 

has since released more heavyweight and lightweight models to suit a wider range of 

customers (Universal Robots, 2022a).  

Universal Robots presents a list of applications for their collaborative robots that include 

assembly, finishing, welding, quality inspection and palletizing (Universal Robots, 

2022i). 
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Universal Robots’ robot products are declared to be in conformity with following 

directives, 

 2006/95/EC — Low Voltage Directive (LVD) 

 2004/108/EC — Electromagnetic Compatibility (EMC) 

 2011/65/EU — Restriction of the use of certain Hazardous Substances (RoHS) 

 2012/19/EU — Waste of Electrical and Electronic Equipment (WEEE) 

According to these directives, the products are CE marked (Universal Robots, 2022h) 

2.6 UR5e robot 

Universal Robots’ main robot models are UR3e, UR5e, UR10e, UR16e and UR20. The 

models are named after their payload capabilities, with UR3e having a payload capability 

of 3 kg and UR20 being able to carry a 20 kg payload (Universal Robots, 2022j). This 

wide range of robot models caters solutions to a large variety of customers.  
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Figure 8. Universal Robots UR5e cobot (Universal Robots, 2022c). 

UR5e cobot is used for the test automation study in this thesis. Being somewhat in the 

middle ground of Universal Robots’ product range, the cobot has a payload capability of 

5 kg and a reach of 850 mm. UR5e, shown in figure 8, weights 20.6 kg in total and has a 

base footprint diameter of 149 mm. It is a lightweight, adaptable collaborative industr ia l 

robot that is suited for medium-duty applications (Universal Robots, 2022j).  

UR5e comes with a UR Controller, presented in figure 9, which is responsible for 

controlling the robot’s I/O and running all control tasks. In traditional industrial use, its 

inputs and outputs can be configured to control and read various sensors. The data can 

then be used for building the robot’s program (Universal Robots, 2022g). 
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Figure 9. Universal Robots’ UR Controller (Universal Robots, 2022g). 

A teach pendant, presented in figure 10, is also included and can be used to assign simple 

tasks and programs to the robot. The pendant is fully integrated and ready to use with any 

Universal Robots e-series robot. UR teach pendant can be used in a simple plug-and-play 

fashion and enables running the robot’s motion through its graphical user interface as well 

as enabling a free drive mode where the user himself can physically move the robot  

(Universal Robots, 2022k). 
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Figure 10. Universal Robot’s teach pendant (Universal Robots, 2022k). 
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3 TEST AUTOMATION 

Test automation is rapidly becoming more common in testing practices around the world.  

Its early stages began in the early 2000’s when organizations began adopting agile 

practices, which means embracing an accelerated development cycle guided by frequent 

customer feedback. This practice later drove the adoption of tools that enabled methods 

such as DevOps, continuous integration (CI) and continuous delivery (CD) (Atlassian, 

2022a). 

DevOps, a combination of words development and operations is a cultural philosophy 

with tools and practices that automate and integrate processes between IT and software 

teams. It emphasizes cross-team communication and collaboration as well as technology 

automation. The movement began around 2007 when concerns were raised about the 

traditional software, where developers work was found to drift apart from operations and 

support. DevOps practices aim to drive processes of integrating these processes into one, 

continuous process (Atlassian, 2022d) 

CI is a practice which automates the integration of code changes from mult ip le 

contributors inside the organization into a single software project. It is one of “DevOps 

best practices” that allows developers to frequently merge their code changes to builds 

that can then be tested. Using CI principles, integration challenges can be avoided that 

can often occur when developers are waiting for the release day to merge their changes 

into the release branch. CI emphasizes test automation, that runs continuous tests to check 

if the modified application is not broken with new code commits (Atlassian, 2022b). 

CD is an automated practice where teams release quality products from a source code 

repository to production on a frequent and a predictable schedule. The traditional product 

release method is to hand product versions manually from one team to the next. This 

creates delays at every hand-off and produces an inefficient development cycle. In CD, 

developers commit changes directly to a source code repository. After that it is ran 

through automated pipelines that can ship the code into production. A manual gate with 

human intervention is often in place before shipping the code into production figure 11 

visualizes CI and CD and their relationship (Atlassian, 2022c). 
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Figure 11. CI and CD stages visualized (Atlassian, 2022e). 

In the following chapters, four common tools of test automation are introduced, followed 

by a demonstration of how they interact. 

3.1 Python 

Among familiar programming language choices for test automation is Python. Python is 

an interpreted and object-oriented high-level programming language. It has high- leve l 

built-in data structures and dynamic typing and binding, which makes it an attractive 

choice for many developers. Python has a simple, easy to learn syntax that emphasizes 

readability which increases program maintainability and accelerates development. It also 

supports modules and packages, which encourages developers to program modularity and 

re-usage of existing code modules. These factors make Python a popular language for 

scripting and gluing existing applications together. (Python, 2022a) 

In comparison to other popular choices for programming languages, such as C++ and 

Java, there are tradeoffs and advantages in choosing Python. As Python has lots of built-

in high-level data types and dynamic typing, programs development using python is often 

much faster. Typically, programs written in python are 3-5 and 5-10 times shorter than 

their Java and C++ equivalents, respectively. However, Python implementations usually 

require much more memory usage than C or other lower-level counterparts. (Python, 

2022b)  
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3.2 Jenkins 

Jenkins is an automation tool used to run continuous integration practices. The Java 

written open-source tool is used to build and test software projects as well as to accelerate 

and streamline developer code change integration. While often used to run test automation 

code, Jenkins can integrate many development processes such as building, documenting, 

packaging, staging and deployment (Edureka, 2022).  

As an open-source tool, Jenkins is compatible with a wide range of plugins, that enable 

enterprises to tailor their Jenkins setup to achieve improvements in their DevOps 

operations. A widely used plugin for code version management is Git, which is introduced 

later in this thesis (Edureka, 2022). 

As a free of cost software service, Jenkins widespread around the world with more than 

147 000 active users and over 1 million installations around the world. With over 1000 

supported plugins, Jenkins is one of the most widely used CI tools in the world (Edureka, 

2022). 

3.3 Robot Framework 

Robot Framework is another tool used in test automation operations. It’s a Python-based 

keyword-driven automation framework that emphasizes and enables creation of readable 

and easy-to-use test cases. Like Jenkins, Robot Framework is also an open-source 

ecosystem, and it consists of various generic libraries that are developed as separate 

projects (Robot Framework, 2022).  

Two of the main advantages in using Robot Framework are easy-to-read reporting and 

simple editable and noncomplicated test cases. High-level keywords are used to call 

existing lower-level keywords which usually call on Python scripts on the lowest level.  

This results in highly dynamic test cases and a simple syntax on the highest levels. An 

example of a Robot Framework created test case is presented in figure 12. In the example, 

“Input Username” is a high-level keyword with a parameter “demo”, that calls a lower-

level keywords which execute required actions to complete the task of inputting username 

(Robot Framework, 2022) 
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Figure 12. Example test case in Robot framework (Robot Framework, 2022). 

The test case presented in figure 12 emphasizes some common traits that make Robot 

Framework a readable and easy to maintain tool. Test cases do not contain any 

complicated expressions or calculations. Instead, as according to Robot Framework, 

keywords and their expressions are recommended to be placed in custom libraries (Robot 

Framework, 2022). 

3.4 Git 

Git is a widely used version control system designed to handle everything from small 

individual projects to large enterprises code repositories. It’s an open-source tool that is 

available free of charge, which makes it a popular choice for many users and enterprises. 

Git supports multiple workflows and branches, which encourages developers to try new 

ideas without worrying about planning how to merge their changes with others. While 

having wide branching and merging features, Git maintains a small footprint and 

lightning-fast performance. In the end its main use is effective version control, which is 

essential for any code development environment, large scale or small (Git, 2022).  

A test automation workflow example, presented in figure 13, can be created with these 

four tools. At the bottom level we have Python scripts that use various APIs to write and 

read data from external sources. These Python scripts are called in Robot Framework low-

level keywords that in turn can be called by higher- level keywords. Robot Framework 

test cases are then created with these high-level keywords to achieve a simple and 

readable test case format. 



28 

 

Figure 13. Example test automation structure with Python, Robot Framework, Git, and 

Jenkins. 

Completed tests that are ready to be executed are pushed to Git and merged from 

development branches to the main test branch. With the latest versions merged in Git, 

tests can now be executed. Jenkins CI automation tool pulls the latest test code versions 

from Git and executes tests. With Git and Jenkins working in sync, tests are never 

executed with outdated code versions and developers get instant feedback from their latest 
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code commits. After tests runs are finished, Jenkins creates a readable report of every test 

result.  

In optimal CI circumstances, this cycle runs continuously. When more operations or 

functionalities are integrated, more Robot Framework test cases are created. When a test 

run starts again, these new tests are included and pulled from git and executed by Jenkins 

nodes. 
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4 REQUIREMENTS FOR THIS WORK 

4.1 Test automation structure 

The test automation system, which the UR arm robot needs to be implemented to, has a 

conventional test automation structure. A Jenkins server runs Jenkins agent nodes, which 

are responsible for running separate tests for different products. These nodes run a Robot 

Framework code that in turn operates by running various Python scripts tied to its 

keywords. Different Jenkins nodes are responsible for running tests on different products. 

Test runs are separated into nodes so one node tests, for example cylinders and keys, 

while other node runs tests on mobile devices and relevant products. This system keeps 

tests runs separated from one another and prevents unnecessary mix ups between tests. 

This structure is well established and functional if physical movements of items are not 

needed to test a system. However, shortcomings appear when there is a need to move 

physical objects to verify a products end-to-end functionality. To address this problem, a 

solution was needed. Testers moving in a one-dimensional way can solve some problems, 

but to create a fully dynamic testing setup that can provide to a wide range of product 

testing, an arm robot is needed.  

The full structure of test automation system is presented below in figure 14. Virtual and 

simulated products such as phone applications can be tested without moving physical 

objects. Other products, however, require a solution to move various items to perform 

tests.  
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Figure 14. Test automation system structure.  

4.2 Tested products 

In an ideal situation, test automation covers all product families of a company. While this 

is also a goal in this thesis study, the first implementation of our robot solution focuses 

on being able to assist on basic functionalities involving keys, lock cylinders, front door 

key-readers and mobile phones. ILOQ’s keys, lock cylinders, NFC (Near Field 

Communication) locks, and door module readers are pictured below in figure 15. 
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Figure 15. Products to be used by the robot: C5S cylinder, K5S key, F50S NFC lock, and 

N505i door reader (iLOQ, 2022). 

The key under testing, product name K5, is pictured above. It is used to open cylinder 

locks as a traditional key-lock combination and to access door readers. Accessing readers 

is done by using the butt-end of the key as a wireless communication base. The NFC locks 

are opened with a mobile phone app or a key fob. 

In future developments, more products will be added to the robot’s testing repertoire so 

that eventually automated tests can cover all of the company’s physical products. 

4.3 Dynamic functionality vs. hard coded movement 

Often in production settings, arm robots are used in a repetitive manner, in which the 

robot’s movement logic is either following a simple loop or reacting to several inputs 
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from various sensors. While this method is effective and functional in repetitive settings, 

the system here needed to be dynamic and react to different requests given by the test 

automation software. This means for example reacting to failed test steps and operating 

through often changing variables in the setup. 

To achieve a dynamic testing setup, constant stream of status information is required 

between devices. For the test software to accurately control its test sequences, it requires 

real-time status information from the robot. 

To clarify all requirements set for this work, we can summarize them to three separate 

requirements that need to be filled. 

The robot was ordered to carry out tests on complex product combinations. Many 

different mechanical products had functionalities across their product families. For 

example, keys had dependencies and functionalities with locks, phone applications and 

door module readers. This means to perform full end-to-end testing, the key would need 

to be moved between all of these products. The final system was required to be able to 

carry out movements to support all of these. 

As a second requirement, the system had to be integrated to CI pipelines to support good 

test automation principles. This means that test runs would not be started manually with 

a press of a button, instead they would run automatically overnight when an external test 

software decided to start its tests. For the robot this means it will need to run on a robust 

system that is functional and ready to receive tasks around the clock without human 

intervention. This means that even when there are no present tasks, the robot’s idle mode 

needs to be in a ready-to-receive state. The robot system needs to be close to fully 

operational remotely, without a need to often physically visit the robot to start a task. 

Thirdly, the system needed to operate in a way where it did not require changes to existing 

test software architectures. The system needed to be seamlessly integrated to the test 

automation architecture presented in section 4.1. This means that Robot Framework test 

cases needed to control the robot’s movement, and Jenkins test runs needed to be able to 

send commands to the robot system. 
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5 COMMUNICATION METHOD RESEARCH 

Test automation being a dynamic and controllable setup requires external control of our 

arm robot. External control enables the robot to be in sync with test automation software. 

Universal Robots offers seven different communication interfaces for interacting with 

external devices. Universal Robot’s arm robot can be controlled on three different levels : 

graphical user-interface level, script level and C-API level (Universal Robots, 2022e).  

5.1 URScript 

URscript is a robot programming language used to control the robot at the script level.  

URScript functions like any other programming language. It uses variables, types, and 

functions etc. URScript also has built- in variables and functions which operate and 

monitor various inputs and outputs of the robot, as well as it’s movements (Universa l 

Robots, 2022e). 

5.2 Primary/Secondary interfaces 

Primary and secondary interfaces can be used to send and receive data through UR 

controller. Primary interfaces can constantly transmit a data stream containing the robot’s 

state plus additional messages. Secondary interfaces can only transfer data streams about 

the robot’s state. Both interfaces accept URScript commands at a frequency of 10 Hz 

(Universal Robots, 2022d). 

5.3 Real-time interfaces 

Real-time interfaces operate in a similar fashion to primary/secondary interfaces. They 

both can transmit robot state data and receive URScript commands. The main difference 

is update rate. Real-time interfaces operate at significantly faster rate of 125 Hz 

(Universal Robots, 2022d). 
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5.4 Dashboard server 

The robot’s control pendant can be remotely controlled by sending simple commands to 

the graphical user interface over a TCP/IP socket. Main functions of this method are to 

load, play, pause and stop the current robot program running on the pendant (Universa l 

Robots, 2022d). 

5.5 Socket communication 

Communication between the robot and an external device can also be achieved via a 

socket communication. Data can be transferred with the robot acting as a client and the 

other device playing the role of a server. URScript provides supporting commands and 

functions which can send and receive different data formats and open and close sockets 

(Universal Robots, 2022d). 

5.6 XML-RPC 

XML-RPC (XML-Remote Procedure Call) uses XML to transfer data between programs 

over socket communication. It is used by UR controller to call functions on a remote 

program or server and receive structured data in return. Main functions of this method are 

to execute complex calculations which can’t be performed by URScript (Universa l 

Robots, 2022d).  

5.7 RTDE (Real-Time-Data-Exchange) 

RTDE (Real-Time Data Exchange) interface connects external devices and applications 

with the UR controller over a standard TCP/IP connection. This method is useful for 

interacting with fieldbus drivers, manipulating robot’s I/O, and getting real-time robot 

status. This real-time status of the robot allows options of external monitoring and 

controlling. Robot status output can include for example robot-, joint-, tool-, and safety 

status. Input registers contents can be written by external devices, which are then 

monitored by the robot. The content of input registers can be used in the robot’s program 

to produce movements and many more functionalities. (Universal Robots, 2022f). 
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5.8 Comparison 

A requirement for this work was to integrate the system to existing test automation 

methods. For this to work, the solution needed to enable controlling the robot from 

multiple external devices. For a clearer architecture this would mean that the control logic 

should be built on a PC that would be a connecting node between other test nodes and the 

robot. Additionally, for a dynamic and real-time connection, a large data transfer rate is 

required, as well as available status data from the robot at all times. The need for a real-

time connection and the ability to read and write robot commands eliminates many of the 

communication methods.  

In the end, out of possible solutions the RTDE interface was chosen. It allowed dynamic 

writing and reading of robot registers, in addition to a maximum of 500 Hz cycle time. 

RTDE also seemed to be the most supported method by Universal Robots, who offered 

Python and C++ libraries that would be helpful in building the communication body.  

RTDE also supported synchronizing real-time TCP (Tool Center Point) force data, which 

was a vital part of testing lock cylinders and keys in a reliable manner. TCP force and 

testing solutions are further explained in the mechanical implementation section. 
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6 MECHANICAL IMPLEMENTATION 

To assist the robot in handling and testing different products, 3D printed jigs needed to 

be developed. For instance, when used on both lock cylinders and door module readers,  

the robot could not directly grab the K5 key like a normal human would, as it’s gripper 

would be in the way of the keys NFC circuit. This could be bypassed by operating the 

key in a similar fashion as end users: grabbing it from the butt end when operating lock 

cylinders, and by the neck when using the NFC circuit to access door module readers. For 

the robot this means switching grips in the middle of a test run, which produces 

unnecessary delays in test runs where both locks and readers are used in the same test.  

In addition to basic tests, a requirement for the final solution was to assist with durability 

testing. In the case of keys and locks, durability tests are often performed with simple 

one-dimensional movements and rigid connections between products and test platforms. 

While these tests are important, they do not fully represent human interaction. In reality, 

user’s grip on the key is not fully rigid, the approach direction to the lock varies, and the 

speed of inserting the key changes between opening attempts.  

Unlike mechanical keys and locks, iLOQ’s keys fit into every iLOQ lock. A valid key 

can turn inside the lock while a key without access rights doesn’t turn. To achieve end-

to-end testing between keys and locks, we needed to verify that the lock actually opens 

when the key is inserted. In other words, the key needs to be able to turn inside the lock. 

Practically, this could be done by just grabbing the key from the butt end like an end user 

would and twisting the key after. However, if for some reason a lock fails to open, either 

the key, the lock or the robot would have to cave in. In keys and locks case, this means 

mechanically breaking. In the robot’s case it means exceeding the robot’s built-in force 

limits and going into a protective stop. Like on many other robots, a protective stop on an 

UR5e needs to be manually checked out and cleared. This dissociates from our 

requirement of a robust system that doesn’t need constant human interaction. 

In summary, there were three problems to solve with a single jig. Key needed to be twisted 

inside the lock without breaking anything if the lock fails to open, durability tests needed 

to achieve more human- like key movements, and the keys NFC circuit needed to not be 
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blocked by the robot’s gripper or the jig. To address the previously described problems, 

an additional handle piece was designed for the key.  

One of UR5e’s features is reading forces directed at its TCP. With the selected 

implementation system for this work, RTDE, this data could be extracted from the robot’s 

registers in real time. TCP forces include forces in x, y, z orientations, as well as torques 

in x, y, z axes. As a solution to the key twisting problem, torque values around the y axis 

could be analyzed to determine if the lock is open. This method needed elasticity and 

durability from the key jig. It needed to be elastic enough to return into its original shape 

after twisting, as well as sufficiently stiff to provide a large enough torque difference to 

the TCP between successful and failed lock openings. 

The handle jig needed to be elastic but firm enough to not let the key slip out of its socket. 

The solution, presented in figure 16, was to design two separate pieces with different 3d 

printed materials. The socket piece was printed using Ultimaker Though PLA material, 

which has a tensile modulus of 2797 MPa. The elastic handle part was printed using 

Ultimaker TPU 95A material, which has a tensile modulus of 67 MPa and elongation at 

break value of > 560%.  
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Figure 16. 3D model of a handle jig on an iLOQ key. 

Using Ultimaker Though PLA in the socket piece, one side of the jig could be left open, 

leaving the NFC circuit more easily exposed. Without sacrificing stiffness, this design 

allowed the NFC circuit to get as close as possible to its counterpart while still keeping 

the key rigidly attached to the handle jig. 

When testing the designed handle piece, it was observed that when using TPU 95A in the 

flexible part of the jig, successful and failed openings could be differentiated by their 

torque values directed to the TCP. Figures 17 and 18 show failed and successful lock 

openings with their equivalent torque values. A key that failed to open the lock produced 

an average torque of 0.4 Nm, while a successful opening produced less than 0.1 Nm, 

sometimes being less than 0 Nm depending on the key’s angle of approach. 
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Figure 17. A successful lock opening with 30 degrees of key turn and it’s corresponding 

torque value of -0.1 Nm. 

A slightly negative torque value can occur with an opened lock when a key can loosely 

turn inside a lock, but the locks and keys axes are not perfectly aligned, resulting in slight 

twisting forces directed on the key. 
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Figure 18. An unsuccessful lock opening with 30 degrees of key turn and it’s 

corresponding torque value of 0.37 Nm.  

With these test results, the torque threshold for an opened lock was set to 0.3 Nm. After 

processing the torque value, a True or False message of the lock’s opening status would 

be sent to the testing software. 

The third problem to be solved was randomizing key movements directions to make 

durability tests more human-like. While this could be done by slightly randomizing some 

waypoints of the robot, an easier way is to create randomness with jig designs. Solution 

was to 3D print key holders, presented in figure 19, that would have tolerances up to 1 

mm in relation to the key’s dimensions. As a result, all the keys would not sit identica lly 

in their holders, meaning every key would not be gripped identically. When this is 

combined with a guiding piece placed on the front of every tested lock, all keys would 

enter the locks slightly from a different angle. The red guiding pieces seen in figure 17 

and 18 are 3D printed out of Ultimaker Though PLA material. 
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Figure 19. Key holders with loose tolerances to create randomness. 

As a combination, loose key holders, flexible key handles, and guidance pieces in locks 

equate to small randomization key insertions.  
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7 CODE IMPLEMENTATION 

7.1 RTDE Python interface 

Python as an implementation language was selected because of prior experience and 

usability in gluing existing applications together. In addition, Universal Robots provided 

a RTDE communication base that was written in Python. 

The program runs in two parts, a Python program running on the control PC, and a RTDE 

program running on the UR5e controller. With the two programs running simultaneous ly, 

a continuous communication is established. The Python program is responsible for 

communicating with external devices that connect to it, as well as writing the robot’s 

input registers and reading its output registers. The RTDE program executed by the robot 

is responsible for reading the robot’s input registers and writing its output registers.  

The Python API’s motion logic for the robot consists of movement files that include 

information and variables about various positions and joint movements. To streamline the 

testing process and general usage, movement files were made to represent a larger 

maneuver, for example “get key”, instead of a single waypoint. A maneuver like this 

consists of multiple waypoints that now don’t need to be inputted to the robot separately 

to achieve a task. Movement files are written in JSON format and consists of series of 

waypoints that are all passed through in their respective order. All waypoints inside the 

JSON file need to be visited to successfully pick up the key. This system also increases 

the systems readability and removes unnecessary steps when externally calling the robot 

to perform a task. 
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Figure 20. Example movement file of inserting a key to a lock cylinder and turning it 30 

degrees. 

An example waypoint, presented in figure 20, has multiple values that are used to control 

a movement. Every waypoint has a name, which is sent to a client PC as a status 

information when a waypoint is reached. A waypoint also has a movement type section, 

which dictates what kind of movement the robot will make, ”moveJ” for a more joint 

friendly, non-restricted movement, and “moveL” for a linear movement where the robot’s 

TCP moves in a linear motion on its way to the next waypoint. A speed scale from 0 to 1 

is also passed to the robot, so some movements can be performed slower. The actual 

waypoint contains coordinates in x, y, z axis, as well as a wanted tool orientation, which 

dictates the robot’s final orientation. The coordinate systems origin is in the robot’s base.  
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Gripper data is also sent to the robot’s gripper, which includes instructions to close or 

open, gripping force, as well as gripping speed. In the figured example above, the gripper 

is set to “pass”, which means it will keep its current status and not perform any new 

actions. Additionally, the robot can be put to a wait status for a random or a given number 

of seconds between waypoints. 

All waypoint data is processed to influence how the robot moves, some movement 

handling is only executed in the Python script, such as “wait” and “name”. Other 

influencers like waypoints and movement speeds are written to input registers of the robot 

in either float or integer format. 

7.2 API implementation code structure 

In this section, we will dissect and present the code structure of the Python code running 

on a control PC, as well as the robot’s code that is running on the UR5e controller. In 

addition to an explanation, the flow chart presented in figure 21 helps to further explain 

the code.  

The control program, which is running on the robot control PC, hosts a Python socket 

server, to which test client PCs connect to through a port. The server is constantly running 

and listening for incoming tasks sent by various clients. Client PCs run test processes as 

Jenkins nodes and are themselves connected to a main Jenkins controller. These test nodes 

send requests to the server to perform a desired movement by executing a simple Python 

script. These messages are then received by the API and processed to resolve what kind 

of movement task needs to be performed. Based on the processed message, the control 

PC filters through JSON formatted movement files and writes all necessary data to input 

registers of the robot. Based on the desired movement, this data can include waypoints, 

movement speeds, gripper actions, movement types and more. The robot controlle r’s 

program then notices its registers new values and executes a movement. Constant status 

information is written to output registers of the robot, which is sent back to the control 

PC in real time. This data is processed and filtered after which it is sent back to the client 

PCs through the socket server. This data is used to determine next test steps as well as to 

simply know when the robot is finished with its task. 
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Figure 21. Flow chart of the Python API implementation. 

Communication between the control PC and UR5e is set to 125 Hz as it was found to be 

a stable frequency without sacrificing any real-time data needs. 

The robot’s every movement step is reported back to the test software and written into 

Jenkins’ reports. Figure 22 presents a list of messages received from the robot during a 
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test run. In the example, the robot was executing a “k5_3_get” task which means it was  

ordered to pick up a key from key slot 3.  

 

Figure 22. Piece of a Jenkins report, where the robot sends status messages of its actions.  

7.3 Usability 

As a good software project is a scalable, readable, and easy to use, these values were kept 

in mind while developing the API. The code uses class structures which, in addition to 

better functionality, increases readability and makes the code easier to understand. 

The system needed to be simple to use for external test automation systems. A system 

that needs many other processes outside the control PC isn’t easy to integrate to existing 

test structures. Instead, the system was created so that external connections would only 

need to send a simple string indicating the movement that was needed to perform. This 

way only a simple Robot Framework keyword would need to be executed to move the 

robot. An example “Robot Arm Move To” keyword is presented in figure 23, where the 

user only needs to write a string as the keyword’s parameter, for example “get_key_1”. 

“Robot Control” in this example is a lower-level keyword that executes a simple Python 

script. 
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Figure 23. Example Robot Framework keyword for sending commands to the robot. 
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8 SAFETY 

While UR5e is a collaborative robot, a robot that is designed to be used around or even 

in collaboration with humans, safety measures still need to be investigated when dealing 

with robotics. ISO 13849 offers clear guidelines about potential human safety risks as 

well as required safety level for each situation. ISO 13849 is a common requirement 

standard inside the EU that is also referenced in many regional standards outside Europe 

(ISO 13849). 

Safety requirements in ISO 13849 are categorised by a required Performance Level, PL. 

Performance levels range alphabetically from PLa to PLe with PLa being the lowest 

required safety performance level and PLe being the highest. Performance levels and how 

to determine a required level is presented in figure 24 with checkpoints that help in 

deciding which safety level is needed (ISO 13849). 

 

Figure 24. Performance level categories and safety risks visualized (ISO 13849). 
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PLa, being the lowest safety level, is sufficient in situations where a possible injury is 

normally reversible, possibility to injury has a frequency of over 15 minutes, and exposure 

to the system is less than 1/20 of total time. Further, the possibility of avoiding a hazard 

is considered when determining a required PL. An environment or a system that causes 

normally irreversible injuries, has a possibility of injury more often than every 15 

minutes, exposure of over 1/20 of total time, and often no possibility of avoiding a hazard 

leads to the highest safety requirement of PLe (ISO 13849). 

To match these requirements, devices are tested for their failure rates to categorize them 

into safety levels. Probability of dangerous failure rate determines a systems PL as 

presented in table 1 (ISO 13849). 

Table 1. Performance levels and their allowed PFHd’s (ISO 13849). 

Performance Level (PL) 
Propability of Dangerous Failure per 

hour (PFHd) 1/h 

a ≥10-5 and <10-4 (0.001% to 0.01%) 

b ≥3 x 10-6 and <10-5 (0.0003% to 0.001%) 

c ≥10-6 and <3 x 10-6 (0.0001% to 0.0003%) 

d ≥10-7 and <10-6 (0.00001% to 0.0001%) 

e ≥10-8 and <10-7 (0.000001% to 0.00001%) 

 

A system with only a safety level of PLa has a probability of 0.001% to 0.01% to fail 

once in an hour. The highest safety level of PLe has less than a 0.000001% chance to fail 

every hour (ISO 13849). 

After establishing the environment in which the robot will be placed, we can start  

applying the ISO standard to decide on the robot test system’s required safety level. As 
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previously established, the UR5e has built in sensors and safety triggers that will cause 

the robot to stop very quickly when colliding with something. Additionally, all masses 

that are being moved are small, as well as the speeds of movements. With this we can 

decide the severity of a possible injury to be in the normally reversible category. The 

robot operates in a locked room, which is only accessible to trained personnel. In addition, 

if the someone visits the locked room, the area of the room in which the robot operates is 

even more rarely visited. This puts the access and exposure section to frequency of over 

15 minutes and exposure of under 1/20 of operating time. The avoiding the safety hazard 

section can be situational. As a simple safety mechanism, the robot system was 

programmed to indicate an ongoing test execution by flashing a red light, thus indicat ing 

that a movement might soon occur. With this addition we can declare the safety hazard 

to be avoidable most of the time. This leaves our required safety performance level to 

PLa. Even if the last section would be decided as scarcely avoidable, the result would be 

PLb, which is still a low-risk environment. 

UR5e is equipped with multiple built in safety functions as well as safety I/O which can 

be connected to other devices to further enhance safety. Each safety function and I/O is 

constructed to ISO 13849-1:2008 standards and the robot has a safety performance level 

of PLd (Universal Robots, 2022h). This means that the robot is already, without any 

additional safety features, safe to use for its work environment.  

To increase productivity and effectiveness of the robot’s test runs, it is best to run the 

system at the highest speeds possible. This means increasing acceleration values of the 

robot’s movement functions, as well as maximum joint speeds. When the robot was tested 

at higher speeds, it seemed that if for some reason a human would collide with the robot, 

injuries would be possible. While these injuries would be placed in the normally 

reversible category, a collision could well be painful. 

To solve this issue, multibeam safety sensors were implemented in the robot’s adjacency. 

Since UR5e already has a safety rating of PLd, a higher-level sensor was not essential. 

As a result, the system settled for PLc rated safety sensors. The light-beam sensors were 

placed outside the robot’s maximum reach and configured to trigger a reduced mode on 

the robot. Reduced mode was configured to operate at speeds that were not harmful to 

humans and could very rarely cause painful collisions. The safety system was configured 
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to toggle on reduced mode as soon as a light beam was breached, after which full speed 

mode would only be toggled on with a separate push of a button. The safety logic was 

built inside the robot’s safety configuration and all sensors and buttons were connected 

to the robot’s safety I/O.  

To further secure the system, two emergency stop buttons were configured and placed in 

immediate adjacency of the robot and in the entrance of the robot’s operating room. These 

buttons were also configured to the robot’s I/O and would use UR5e’s own emergency 

stop features. 
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9 TESTING 

Testing a system is a fundamental part of its development cycle. To create a robust system 

that would not crash and cause interruptions to test pipelines, this works RTDE Python 

API needed to be thoroughly tested.  

The API was tested against multiple scenarios that could cause the server or the RTDE 

communication to halt. The first one of these being timeouts. As most built-in Python 

modules have some sort of timeout features, the socket server and the RTDE 

communication base needed to not run into any timeout issues. As described earlier in the 

requirements section, this system needed to be running around the clock without needing 

manual interventions. Firstly, the RTDE communication between the robot and its control 

PC was tested. During the first tests, the communication was set up and left running 

overnight. From these tests it was discovered that the communication occasionally ran 

into an error which halted the communication and would require a system restart. This 

was found to be because a synchronization issue in the data exchange frequency. The 

communication originally ran at 500 Hz, which seemed to cause some process executions 

to fall behind from time to time, resulting in a synchronization error. Based on these 

results the frequency was lowered to 125 Hz, which was slow enough for all processes to 

finish in time, resulting in a stable communication that was tested to be running for weeks 

without crashing. While the use of 125 Hz as the programs update frequency can 

technically sacrifice some real-time data features, in reality, the slower communica t ion 

frequency didn’t result in any losses in performance.  

Timeouts needed to be tested from the server to client PC perspective as well. With this 

in mind, the API was built so that the communication between a client PC and the server 

would only be open when the robot is executing a movement. After every movement, the 

connection is closed and reopened again when a new movement task is received. This 

way the connection is never supposed to stay on for a very long period of time. Instead, 

the system actively closes and opens new connections, which keeps the server clean from 

piled up connections, as well as removes some possibilities of data loss or timeouts during 

long connections. 
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After passing the initial timeout durability tests, the system was tested to work properly 

on flawed messages from its clients. It was tested and modified to parse movement 

instruction messages from the client PCs, so that messages that did not point to any 

movement that the robot was familiar with were ignored. After receiving a faulty 

message, the API would return a string of information to the client PC, with details of 

what was wrong with the message. Further flawed connections that needed to be tested 

were frequent back-to-back messages from a client, that could cause the robot to not 

perform its received tasks in their respective order. To combat this, a queue system was  

implemented to the Python API, which queued the received messages and only sent the 

topmost task to the robot. This way if multiple movement tasks were sent to the API in a 

frequent manner, the robot would receive only one task at a time and perform every task 

from the queue without mixing up the movements. 

With a large number of movements saved as JSON files, many movement combinations 

needed to be tested. As our system lets the robot dictate how it decides to use its joints, 

as opposed to calculating every path manually, the robot was found to occasionally run 

into singularities or joint collision errors when executing complex movements. To test 

movement patterns that would occur during a test run, many motion combinations would 

need to be tested manually. Because the program was built to receive its tasks from the 

Python socket server, every message needed to be sent by running the client code from 

command prompt. With lots of movement combinations to go through, this was a tedious 

process. To accelerate the testing process, a robot GUI (Graphic User Interface) was 

created. The GUI, presented in figure 25, was built using tkinter package. It was packed 

with button components, that would each be tied to a command execution, which would 

send a movement task to the robot. The end result was accelerated testing of movements, 

with a capability to add more movement buttons in the future. 
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Figure 25. Robot movement testing GUI. 

With all these functionalities tested, response messages from the control PC to the client 

could be tested. Every functionality needed to reply with a correctly formatted response, 

for example key’s torque query and status messages during the robot’s movement. With 

the replies tested, Robot Framework test cases could be completed to include the usage 

of reply messages. Using the status information sent by the control PC, Robot Framework 

test runs could be kept in sync with the robot. 
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10 RESULTS AND FUTURE IMPROVEMENTS 

10.1 Results 

In the end, when reviewing the final product against the initial requirements for this work, 

all requirements were accomplished.  

This system accomplishes integration of physical products to iLOQ’s test automation 

pipeline. In addition to being able to move products, which in itself could be achieved in 

easier ways, the system reports continuous data and is externally controlled. This results 

in a dynamic testing setup where the test software can handle all the test run logic and 

keep the robot only as a helping arm. With this dynamic functionality, movement 

sequences can be altered mid-test as opposed to a hard coded movement loop running on 

the robot. First implementation of the robot’s testing system is presented in figure 26. 

 

Figure 26. First implementation of the UR5e’s test setup. 
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The final system was also required to be a robust and a stable product that would be up 

and running around the clock. Through testing different scenarios, the finalized solution 

was able to withstand some common failure situations without crashing and stay in a 

ready to receive state. 

The final solution seems to be an effective way to test dependencies between mult ip le 

hardware product families. While most product pairings could be tested with a one-

dimensional linear robot, an arm robot achieved streamlined testing that can include 

combining multiple different products in a single test run.  

10.2 Future improvements 

The finalized result of this thesis work is a first implementation of an integrated robot 

system. The system accomplishes all requirements that were originally set, but future 

improvement and further development is always possible. In this section, some future 

functionalities and development ideas will be presented. 

The first implementation setup only includes partial testing of keys, locks, and door 

module readers. As a whole, this entity, that contains waypoints for all movement 

combinations, equates to over 100 movement JSON files. As the test setup grows over 

time and more products and movement combinations are included, a multitude of new 

movement files need to be created to support all future test runs.  

With the test setup growing and the number of waypoints increasing with every addition 

made to the setup, the movement file structure will eventually grow to a size that becomes 

harder and harder to manage. Solving this problem could mean making some changes to 

the robot’s movement logic. A more intelligent robotic testing system could be achieved 

for example by integrating cameras or sensors to the robot. With this implementa t ion 

waypoints could be used in a dynamic way instead of being hard coded like they are now. 

Waypoints could be updated based on sensor data or camera image to achieve a more 

dynamic movement logic. This method would also be more resilient to small movements 

of objects in the testing setup. However, this would not drastically decrease the number 

of movement files, so the problem remains to be solved. 
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As more products are added under the robot’s testing repertoire, more client PCs will need 

to establish connections with the robot to run their tests. As stated in this work’s test 

automation structure section, every product family has a separate PC that is responsible 

for executing tests to that product. With automated test pipelines, this would mean that 

multiple connections could be opened to the Python API’s server simultaneously. As tests 

are designed to assume that the robot is always positioned where the previous test step 

left it, getting movement requests from two separate test executions at the same time 

would mess up both test executions and most likely cause the system to crash. To solve 

this problem, a queue system needs to be implemented to the Python API’s socket server. 

An optimal solution for the queue would be to accept requests from only one source until 

that source informs the API that it is finished with its test run. After that the server would 

accept a new connection to a test PC from its queue. This problem is not to be confused 

with the queueing of movement tasks that are received from a single client connection, 

which is already implemented and explained in testing section. 

Owing to the fact that most jig designs are built with the intention of creating randomness 

in the key’s movement, sometimes it would be possible that the tolerance limits of the 

keys and locks would be exceeded. This means for example when inserting a key to a 

lock, the keys tip would miss the locks entrance and cause the system to crash. This causes 

the robot’s internal force limits to be exceeded and the UR5e runs into a protective stop. 

At the moment to override a protective stop, manual intervention is needed to check out 

the issue and give the robot permission to resume its movement. As a future improvement, 

a solution to override a protective stop or to remotely guide the robot to a safe position 

could be implemented. This would further add to the robustness of the system. 
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11 SUMMARY 

This thesis work provided a solution to integrate a Universal Robots UR5e collaborative 

robot into a test automation structure. The work also included literature reviews of 

industrial robots as well as common test automation practices and tools.  

The work started with reviews of industrial robots and their mechanical models, which 

were presented and categorized by The International Federation of Robotics. Each 

mechanical model and their available workspaces were presented in addition to their 

strengths or weaknesses in some use cases. Collaborative robots were also introduced 

followed by some statistics of current industrial robot markets around the world. 

The literature review continued with introduction of common test automation princip les 

and tools. DevOps methods and common models in good test automation pipelines were 

introduced to further explain the role of our solution in a test automation system. Common 

tools used in test automation were also introduced, such as Python, Git, Jenkins, and 

Robot Framework. 

After establishing the literature review and introducing some tools used in this work, the 

problem to be solved was introduced in addition to listing requirements for this work. 

As a first step in solving the problem, external communication methods supported by 

Universal Robots were investigated. Based on requirements and functionalities supported 

by every communication method, Real Time Data Exchange (RTDE) was selected as a 

tool that would be used in our solution.  

For the full test system to work in the most streamlined fashion, multiple mechanical jigs 

needed to be designed and produced. Using Ultimaker’s 3D printing materials, flexib le 

and rigid jigs were designed and implemented to tested products, such as better holders 

for the robot to grip on and guidance pieces to guide keys more accurately to a lock’s 

entrance. These 3D printed jigs were also designed to allow more realistic durability 

testing of keys and locks. 
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The Python API being the actual main part of this work had to then be designed to 

establish connection between test automation tools and the robot. Using RTDE, a 

connection was established between a control PC and the robot, where the PC could write 

information into the robot’s input registers, as well as read information from its output 

registers. Using these methods, the movement logic of the robot was built on a control 

PC while the robot only needed to monitor its registers and move according to them. A 

socket server was also created to establish a connection between the control PC and other 

PCs that would be responsible for executing the test software and sending movement 

tasks to the robot. 

Safety requirements and implementation was reviewed afterwards, as well as testing the 

final implementation. The system was tested against multiple error scenarios that could 

occur during a test run. The final system was deemed to be a success and ready to be 

taken into use.  
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